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5. 20184 11 H 11 H, — M EIEK, 2018 4 10 H 28 HkA: T 5EIIE
AR RS AT, AL RN 2018 4E 3 H 30 HAFE A IE 4 3RO\ HEZE A [ ] 475 i
HHES 1 “Yuk Tung” 5 (FFHLAGS: 9030591)8 F1 “Ocean Explorer” 5 (i
HHL TS 9388792)(ILIK—).

8/378

4 BHUNAAERL 2018 i r i e, S R T SONIRIEATE . “ S M BRI AR
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FUNATRH, T ANEIEEER, N2 B AN G AT Ol 55 BAT B
B, AE R BERINERSBE A, FEAEMERER” o (S2018/171, ).

S ZMEMIME 7R Yuk Tung BEUFABR/A E](Yuk Tung Energy Pte. )t 448 IA&E FH PR 45 AR T84
fildk. “ L AMMHSLE 1718(2006) 5 Rl Tk ZE B fEdilE A4 Bhslin 22 N & H, $RIN 27
iF 7, SC/13272, 2018 & 3 H 30 H. L https://www.un.org/press/en/2018/sc13272.doc.htm.
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HbFEE, SRIGEVERAL DL AL RS 9033969 B Mifit A, Bl H:RHES
EifEr) “Hika” 58 {57E 7 000 £ 3 B AN LA TS 19 55 T (L =)

7 AR E AL R EGE BRI SSARIR(MMST) SRS . 1K SR RN, ATRe R
L B, AR MMST SR Bess 73— . XS B R SR, MER e
SRR EM AN B B I Maritime Intelligence, “ Understanding AIS (Automatic Identification
System)”, 2017 43 H 10 H. A # [ https:/maritimeintelligence.informa.com/resources/product-
content/understanding-the-automatic-identification-system.
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LF/NHIEERE “Hika” SHRATEES “ Yuk Tung” SRR B RITEN, 1€ “Yuk Tung”
SHEFRIATT, PIREARCE AR AR N R A T AR 3R S A=K
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7. MRS G AR A L 1 AN AR R (S B R, 2018
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201848 BE 10 B “YukTung” SRIREFMARIRLKISE; 2018 £ 10 A 28 H
129 HHIER; 201847 A 24 HE 10 A 9 H “Hika” SRS KBNS GE—
RAITNEFEBIRETE 75 1E)

TR R: R RE. TH/NH. Windward.

8. LHMEGKRMT “YukTung” S1&5I R R GE SH7, DET%
FANHIREIETE T B BRI RGE 5 RBE L, DO Fp I AR S
A FHRAEE R 32 N RSN E G A SGE B i — TR FE bR . 10 X —HE Nk %
(R B T3R5 7 R, BN “Yuk Tung” SR T “Hika” S0 A LRSS,

R S AR L R S5 4T & B A 35 I S5 07 1t

SEfRfhERISCHER

9. MRIRATBEINIERE — A B EGR SAR DY A S IE AR . IX - iE B -l T
OHR), BOY “YukTung” SR “Hika” 5 AMIMES: PIAEATR R — K isfi
b A% AR e oE RS AE Rl — SR IS 10— AR R AR A RS, AN AT
g eME. B e A ERMIKEBRHERY], £ 2018 4 3 A#dRIE,

“Yuk Tung” Sl 7Lt fhe, AU gl P NG s T YT B8Rk,
i e L FRO i 44 Mg AL R G 5 O “Maika” e it AL 234 5 (L ETDY)

“Yuk Tung” 530G 1 — 4 REARE Dy (1 /738 J LA TEAGFSIE S (B 1) 11 AR

10 Ao AL AS ] W 2E AT B BRI R Gft iy O RO D B EROSR TH h 52 5 4w R EER, SR80 =] 1Y)
DX A T A AR o XL 00 ] T ELE I M A B AR AR, R AR T AR 52
T 37 A A BRA TR ol 7 i (A I v o 4 B B AT

L1 R L PN 5 (5 EAE 170 ] B e A 3 (it 2 2 ) 40 o 9P 288 U0 B P WA 5 T PR e AR
T HX 5 SN R TAZ A Dyl S Id 5 AR B 28 A BSOS IR R T B R .

11/378



S/2019/171

12/378

FIEL SR 22 Dhi& ) B SN R Ge AL B Bz Mt AT stk b ke o 2
ROt T EHRYY, Uhid 1K A ERA X IR S i 5 5 7 H AR A e 4R AT
ot SR E AR ST 15 it X LB T BB 51 A BN DXIARAT (i
REARATAEAKIANGE A N5 SRS AS G BT R 0 2 TRl A Sy e it 1 5 &5 e
B GRS O R ST R FS AN A DRI A PRIS: 24 7] AR PRI 24 7] (R

e
“Yuk Tung” SEI&S

Reference 1

Probable YUK TUNG
IMO: 9030591

(OCEAN EXPLORER
IMO: 9388792

1. Rishighly likely that elements of the vessel had been repainted between 1 Jan 18 (Reference 4) and 28 Oct 18
(Reference 1). The centre of the logo on the stack had been removed and 3 name change was identified on the.

stern of the vessel.

2. Itishighly liely that the vessel identified slongside the OCEAN EXPLORER (IMO: 9388792) is the YUK TUNG
(IMO:9030591).

seteerce S

Reference 4:

© Copyright of Francisco
Silva —Marine Traffic.com

hetps:/ fwoew. mari ils/shipsshipi i YUK_TUNG

12 i E “Maika” 5 (5 % “ Yuk Tung ““5) (W RN JL A T B kL, M 2502 2675 /R Virtue Base
K JBA BR A 5] (Virtue Base Development Ltd). Virtue Base 2 &] FIE A5 £ 38 Hubik Ay vy 1 T3 LA A
R 42 4> /A 7] (Vanguard Shipping Safety Management). 12 H 3 H, L R/NHBRIEAA,
FRAZ A A BB HAERRGL Virtue Base A R 77 1 PR JH S HAR DU 24 E H . Wiks
5 2017 FIFAE ) 2 RAREMR IR A M R R &R o PUBA R B2, MR« A ”
HIEER ML T Virtue Base A ], (HEAFY “Hided” B, X T HMSHIEEE,. 25/
XIERE MR, AR A RIARH, EWERMT, AT ZMREEE, SEMA TR, £H
R, SR NIER, HALREE RS, Hh R R 3 1 — A S br B2
My, WA R R A N RLAN E E LA 6).
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CERTIFICADO DE REGISTRO
CERTIFICATE OF REGISTRY
REPUBLICA DE GUINEA ECUATORIAL

REGISTRY M :\::.Z,aii" OMI £ MO N
1805318GE . 9033969

12 andsnts ngon Teot ko Nas@/Ofced dc b Maris Mocais & 1s Xoebiiie J Osiea Eosmast Mo de Trassperios por svbe snbo sxpae
cascede 4l bagos cuyis carscsristion se dtaller ¢ ostracon o presmi REGISTRO de MATRICULA of cal S mescrizade mnbunte Order No

The ssdenipred Teitnical Navas EnglacerOfficer of e Mirshant Masac of e Repeblin of Equasnidl GrisauSSnion of Tamepan doe imeby wie ind
ek ver the Comvention of Raginry 1o the wease) whire M1iedans @ané Sorm fae same Miv g been athonans by MM (Order N MM 200 M IS24055T7°4%)

NOMBRE BEL SUOUE: | MATKA

FRAVIOLS NAME

ARMADORES : VINTUE BASE DEVELOPMINT LIMITED ‘
SECOND FLOOR CAPITAL CETY
INDEPENDENCE AVENUE VICTORIA, MANE SEVCHELLES
NAMK OF VESSEL OWNERS
INOMAKL ANTLRION MAHIKA NACIONALIDAD PREVIA ¢ FANAMA o

TIREVIOUS NATIONALITY |

PETHTO DE MATRICULA MALABO = 11RO BE BUQUEMA TERIAL BE CASCO:
O TANKER
PORT OF REGESTRY FOUATORIAL GUENEA TYPE OF VESSEL/MATERIAL OF HLLL
CONSTRUCTORKS | GENOVA ITALY PROHA DE CONSTRUCCIN 1994 |
BUBOKRS ; DATE OF BUILD -
ARQUTO BRUTO . 20200 ESLORA « 16855
GROSS TONNAGE LENITH
ARQUEO NETO 1044 MANGA - P AR
NET TONNAGE BREADTH
FESO MUEKTO: 5457 PUNTAL 1499 m
OEADWENHT DEPTH
CLASEY NUMEHD BE MAQUINAS : DIESEL (1) NUMERO DE CILINDROS ONE()
TYPE AND NUMBER OF ENCINES NUMBER OF CYLINDARS:
FADRICANTES: SULZIR RTA 52 CABALLOS DE FUKNZA| 2N RKW
WAME OF MANUFACTIRERS HORSEFOWER
VELOCIDAD D2, BLOLY 12 ruos INDICATIVAS DE LEAMADA S5CKK
APEED OF THE VESSEL 12 KNOTS CALL ION MM N 631.230258

L prmaminte Coet i e Fgsns o bt arvachs y ol emoe stmuse ik e 38 Moo Mierrcamtc Nt et G 4 Fiapel 600 e Cumnen Eonoril e cxan casa
o costescriven o8 @ Ly Crgaoecs o b Narins Mescanke NaCosa sn ecerhind & wvid povis i Ao o 50 aposs » Mpeemsiumes

EXPEDIDA KL, €5 DE MAYO DEL 2018 IN: MALABO
BSURD ON 45 MAY, 918 AT
FECHA EXFIRACION ; 04 DE MAYO DELTEHER,
DATE OF 00y PRI T i
3 | % 'l.
¥ sl

MAKINA MERCANTENACIONAL .
FUNVA PEL FUNCIONARIO | ALBERTO NFUBEA NCUEMA

no 2401805227

FARiR: THR/INIL
“Yuk Tung” SHIXREmAMP N5

10. BEIKIE “Yuk Tung” SRR ELAHE 5 700 000 T, Firih K AR SS R
LSRN S HT U 5N A S B E TR e A S AR AL . 13
T2 X AP 2 B R R B ) e % R 141 (Hin Leong) [A) & 1F) 5 — X 2% 7, |
2 FE BN U A Iz 22 kL 52 2 A B A B (Yuantai Fuel Trading) (S f 7= it -
— N8 5k miE, AR Z —FKEAR ZZEME I BAL T E &
T4 1) SR ——4 5245 PR /2 7 (Golden Luxury Corporation). 14 452G R A 75
KIaEZR AT RHER SRR, RS, AT R R AERT RS

13

14

S/2018/171, 2F 71-73 B,

EHAT PR A AR PSRRI A7 T 2B T CSBC 2 /] A& (LI 4). 1mRA
R SR T RIS AL S 55 S0, DRSS AR AT R SeA IR A R A B .
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K [E Sk ——Zeeshan & 5M KL 52 5 4 IR 514 2 7] (Zeeshan Building Matters
Trading LLC). XEEAREAMSRILS, WA ST SCHRAT 10 R El A ]
{5 BT I SR AZ B TR I SE B S IS A8 . B R/DHBR & FE AR A,
AR BT Z LI 5). BIBK LK, MELFFTERAF —HS TR
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L o N R SR SR AR AP B 24 JR B0 I A B B 3 2 N RSN [ R
HRANZEUEAS S EIA . G 2 LA E T 2018 4 12 H 19 HEE L/,
“BRANAEN AN, A AR E ARG I = L E N R . PR EIE R,
YR G AR A AR S 22 R [ B A B AT B e S A R R A A B B K
T EASE R AH OGP RE ™ (WP 24) .
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73, LR/NEAR SR A R R 3 XN RIEFIE SR W& Y R T EEAE
2R E, FHREEER RN SR MRR BN TAEMANEE R —12
GERR, AR A 3 N RILANE E R R O Chol Su T+ 2015 4E 3 H
23 H SR AT 55 v [ B 2% 11 4 6 3 S B BH T 1) Khalifa al-Ghwail, [5HFK, 5
i R 32 N RSEATE “IELESIT 4R FE R LU AR 58 B 75 197480 38 G0 i 2 1) 3K
597/ S (Y el == E S N A IR AR R N e A 7 SV B (5
o A5 H R FE 20 RUR T B R 2 R « BT 5L BT A 19 78 44 %598 J5 (Consulting
Bureau for Marketing)[JE ], AR A2 B I 3 32 N RILFNEAERI LT, T3
FHRI T T % KRGS N . ©4 Khalifa al-Ghwail £ 2015 4£ 4 F 5 H ) [E45 i
O Chol Su, FFFERFARER T N RILFNEEE R LG H AR NAV 8 —F . b5
LY B BT E87E 2015 4F 5 H 20 H B —f SCH PR BURURE [ [ R 3E ] « Fif B
CRBIAVERAEER 1 LA RILFIE RA WG G0 BCCH AR
S« BH/ANAMNEE, 2015 1 RIPTESN S fa ke [ 3 3 LN Rt
0 B B VKA 5 0] b [ B 355 2017 4E 3 A 2847 M E FHAE S AAEAE
Bt &, 65 FLL AT Khalifa al-Ghwail #BV& A 255 5 5 /INH 193 ]

=priyiik iy

74, LHUNLIEEIRE 7 GIFIMNT R AL SN &3 . Sk nline
2017 5 11 120 H{E66 &L 5B, B 4N “ ik G ilFINT R a4t
(K328 RAE Sy IR IS ol 55, Ay “ el R AR RS IR A B
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75. 2018 4E 2 22 H, SEEEANCHE “ HIEEBUR AL 22507 VX 85 B
Pz A&IE S - 7 3 A 14 H, FEFIEHRSHAGRAZ)IITEH

25 87 WEWE, DRTGWERERT, £ “VX W28 St E R4 TR %
PERET L TORTEMAEAR AR R 5 VA R 2k TSk 7
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65

66

67

TAPHOZ S IR AE 26, 7 IEAE B LB 30,

& /N I AR IR TE FRAF (5 B R, )LL) 5 3555 ) A A S AR RS P O A A T A
B33 A RIEAE SR L WEURF 7 2017 45 2 H 8 HERIZL S BBk . ARz
R, I EL IV E 5 #64 Al-Mahdi al-Barghathi A3 AR5 B 3= 32 XN BN [ g3 R B A AE Tu
Jin Hyok Hg T Anfil &KW EXGA R R, “HHREFEFESIETIL” , HF “FEde —TKs
17T RI, DUREE B B AN S AN U I SUA A8, SRl RTEBAR A BT, FEEA
Je ZE BB AF I RUL A AR

& MR

% WREE, FERREREE SRR TN, ST EHEE ST 0 A P AR 1) B e i Rk
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4 ZEIEEIREE N o 68 FEIRRER B AR, SRV E T — 4 A R AR EE IR
FENANRILHEE K Ri Jae Nam 51444 Hanamori, %%t A Hong Song Hac 7l
%74 Chang, Tfi Ri Ji Hyon %4°4Y, ©° JF4EH Ri Jae Nam 52 I 3 (1) % /5 H K
Ho 7O ABHARIE, FERAEER T 3 N RILAE [F K RiJong Chol HJA B 1A
WY T T HE LR A% %, 71 RiJong Chol 1577 i & 1M B Je 2 4 5
KPR, BHJET 2017 4E 3 H 3 HEEORIZ Hi5E.
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76. L HUNH IR SERARE AR N SR TAE AT SR i) 6 ZRAEE R 3 X
N RSN [ REATHE . RIEERS 2017 F 12 A—31E, itk 6 A(Kim
Kwang Hyok. Kim Hyok Chan. Kim Song Chol. Ri Won Ho. Kim Sok Chol 1 Kim
Jung Jong) T 2012 % 2017 FEATARE R . FITAFMILR TR, XEALE
B 5% L o 30 ) i A S T S R B U PR o ZE R AL . S EE T R 2 5K
AN IR T IR NGB LR W R 5, A & /A K T #2435 Ri Chang Su
[ LRI AT TG B (5 2 138 3K . Ri Chang Su J&— 44 B R JE(A A /E B S L T (17
BER T XA RIEMESSE, AN e AE 52 5% b s NS 25 5 SR 3 11 <
WISE 55 2 =] AR

77. RTHARER F F LN RICANE L SL S LG w R R 2R E 3, 72 SR
w2018 4E 1 A 15 HARMHIESRIE I s [ 3 3 SN IR E -3 S LE i A
WA 7] EMKIP C# AL 4 H 11 H, SERHw ST /MM, “2018 43 25
H, fERHsietE e N B TAER 22 ZEi g AN L R,
REREEE” , FFRME T A RERAPIRGEE. BRI EMERNA, “4 4
iy 53RN — 42 28 B (A 30k [ JE SC W k) 0 B 7 B Sk L ST IR B X iR L, IR
AL B G SRR I A E . 7 2018 4E 4 H 24 H, AT 5L 5 /N4,
5 EMKIP Mk 4545 5C 1) 9 A5 Jie FH S 5 B 3 32 SO BT I G2 e iy Lty o8
0, FEFEIAM A F AT AT EHT R A 2 5 [ i

68 KT R VX M2 Bl S 1 25 kA 22 SR A A (G R SO P A A BT S 245
B, WEEN AL EC87/NAT.14 530, W& : https:/www.opew.org/fileadmin/OPCW/
EC/87/en/ec87natl4_e_.pdf.

6O B G, “EBIER IR, MR R VR <5 0 ke NAE AR, 2018 4E 3 J1 20 H .
[ www.rfa.org/english/news/korea/kimjongnam-trial-03202018171630.html. [E B 352 5%
ALAE BT EHL)T 2017 4 3 AXX 3 &% O Jong Gil K HH AL (il &

O HERWMES, “HRE: eIE S BRORER RIS N SRR EMSNR” , 2017 4 10 H 26
Ho. AI#: www.rfa.org/english/news/korea/kimjongnam-trial-10262017170212.html.

71 Alastair Gale #l Tom Wright, “BASERA% ZRN: WG HMRE L[ BIEAEFEOR” , CH/RET HRD,
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79. RTFJiHGEIMNFREEGK W R R =R, 75 ZEBUFT 2018 4F 2
A 12 HE LR /NH, FiREGEIMNTR ST 2017 4 6 H 26 HZ8T 7 —IXFA
NI, SE3 T FTA MRS . PRI AE T H A — 3 42 10 K B E A E A
WG . THRANHFER], BOF R ENARAEK S G 6T R
Wt IN—DHJERAER . GPKEAE FIRE a7 G VL E R 220
TEREE R ZE RIS, ERNAERBIIRIETE ZE R, BERBIE XTI HE
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80. 2016 4, far=2Ak T4 i1 EE Ak R X ARIEFER 4 6K
HOLE Ao TG R T 8E R A2 32 SO R 5 RR R 3 A ot [ 722 AR
# Kim Chol Yong”6 (WLZ5 120 BOMIER o A 7E R IX Se ) 0N 5 0 BRI B A L
Cps, fhog B E R, ks mdb B g2 Kim 225 =tk
WIT . ff 2212 24 BRI B0 BoR, Kim T S8 AN k0 1 A [ 23 ik
FULRIRTIZIE, KPR —FA T RENRH G AR .. KRR IO %% 5
PR INSHAR 39 5 =A KRB — KR I 3 LARILHMER 5 AR . HEILK
P, X =TI T 4 A 32 LRI B PN (A [ SR SO, I e SR TR SI2
bRt DG KA RAE A R B T IR R 3 LRI E M B EARE
FAE RN SRR AT I SR IO IO VR, 2 1 ) 28 = ] ) s
P& 2 SO B [ 32 0 e 201 1 1 T B

73 .8/2018/171, %5 101-103 EX.
74 4iMEAE 2018 4E 3 A 15 HALZR/PMAMGERIERR, “EPHEEH, BirdkaaasR N R

FEALAEHIEE . 7
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81. KLV 2016 FEXHETTIL VAT WHLIEATHIRE, 77 2018 £ 5 H 29
H 57 78 == X3k e 0 A ) ROL il 3 7 R 13 i 2 iR A R ] (Pacific
Aerospace Ltd) [m] 5 [ 3 32 SN RN E a4 H DAL AR IAT AL L 74 805
Frvu oo, A “CRNRH HEIS” A7 8T 1000 FTE =00, HIERRR, K
PR IR A R A R Sk i@ AN A mlJAERUEND O T — X &5k, IF
T2015 4 9 H A At mtid@ M b & 1AL AL b 5@ M T 2 H A AR,
EVRF KHLEE A IR KN 25 H IR A 7] (Freesky Aviation Company Limited), J& % 5 4
IR S, FTHOR RAUBCE BAEE [ 3 32 N IRSEAE A Tl H Y, Hkix—
AEVEATE S, AH A B KWL T AR 78 1E 2016 4 1 H I —E 1 li
o A RCEMTEL AR S AT I — A LA S5 ORI  HG, R R 1 WALAL
TR 3 3 N RSLANE, 33X 3R B RSP 2 R X e & R i e 26 H . 79
TS, RPFVPERT R I T it g f L . T/ NMAZ Rk 1t 24
SEAA L AR YT DA 5 e 26 H )b IR e

ERF 5

82. AR EF XARIMESE 7201849 H i B AEERERIIH,
IXZE 2270(2016)'5 PLER 9 B IERITES), L R/NAX T TS, RE—
AR 2 73 E AL RAE R, 1% H B B A ST T B e B BGRR AR
Nam Nam & 1 & A @ (%) % : Namnamhupchochong # f 5§ 5§ & 1F A #]
2GS HZFT3AL R F S E AR . Nam Nam B A ) T AT, XLk
G RN, HWIHW A —%JLAILA R Guicopres. Guicopres 2 & & /N,

“ BIRTATRAEFIEREAT BA AT I, (MR B i LN AN B AR 2 R 7

Guicopres it 45 Hi:  “Btt, EABIH _EAARE Nam Nam 2 74 AL X B
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PESUKFEIRR” o {H Guicopres 7K1A,  “i%/A A [Nam Nam]% K — & M R %5 1M
RGN ” o Guicopres AFIIEFE R, “IWATCKBUPER, @A 1ES5Z 0[] K Fr
BHME” (LM 25). TH/NHTF 2018 4F 12 A 12 H - IXERR Guicopres, 3K
2T Guicopres 5 Nam Nam 72 &) FIEAEE R 32 32 SN RILANE FH 5 R 11
Yifs BAISCM. 2018 4 12 20 H, Guicopres £ & Ui, “FA1 R ARG
L SUE H 2% 5 SO ) 5 s e T N 4 fik o FRATTRT AR A, Al AT ][5 8 Nam Nam
AR R RAEYPP AT A B S BATEAE TR, SRJEIRATHII & A A E
PRAAEEE T TAE. 7 (WA E).
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83. LHR/NHKLHE Ri Chang SuB® F1 Choe Kwang SuBt [FJYREEVIETE LA
178, PEakds, KPR R T N RITHEE RARZ e NF B A EHS
B, FERFAZLVETREE L3 B R A e (R 3 3 SO RN R AT AR 1 0 52 4 fi
Choe Kwang Su T [A] A6 [ 3 3 N RILANE, Ath 47 HE 57 2 5k L 3 e
M RATAE =55 A4 o At fE 5 S LU v () 48478 & Ri Chang Su, HA - BoR 2 51
fief B 3 SN R [ 5 L B R KA PR 1) = S 2 BE IR 45 R . 82 B 53/
AR A I 2 2 N RILFNELE 2012 &2 2014 4F H (1] & 51 FH 53 Lb 8 FE A1) 7
KAFIERI P B3 FELT E N FEEES) . 84 Fxf Lo/ MR TR LI e A HA
BiC M 5515 BTE R, MAEE R, “EirkR 56 EHCERBR I F
NN RSEAE R AEAME N R il (R Sad %, WaRiATE i, AAEIREAEE
HIEAIESN AL B MRSV IEIRIE B AR ROBLA o IX A E02 2 SHEE 54k, Chung SuRi
Je AR B IXFPE UL 7 FFARIE I, “ R THRFR Kil Jong Hun 45 4E . Kwang Yon 564 .
Ri Chang Su /a4 A1 Choe Kwang Su JGA7E R AR R FMEMTHRATIR P, 05 B4
e b fE fi O A ST S 7 BT ERSE .
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84. LHUNHAREL A WL IR T T LNRIEME 5T Z MR FEFE 0 H . 72
A ik ], Lo MRS 1Ok T R R T XN RIVAE 575 1T £
EHGIEESIER, B45 2016 £ 9 H 28 HAUHEZE Kia NpFER « firEA
Chonryong $AR T 5 A R8S Z (8] [1—EHEMF, (55285 54T Fagot K7L
PO AE SR S R RGO KAL, DMEE “O5 AT E R . 86 —
M REIE S L ZN, ST EE T AR A REKT5T Master SR TAE

80 §/2018/171, 5 94 Bt

81 .8/2017/150, 2F 102 B,

82 5/2018/171, Bt 28, 28 138 Tl

83 8/2016/157, 173 B,

84 | b, 2173 B.
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A A8 T 2009 5 KFIIEFE A\ Choi Chan Han (%144 Solomon Choi )it 47 #: i,
U NARGR BA S IR 3 2 N RILANE TAE, S S AR th A& 3 T 2017
12 A 16 HEEBRFIE RS . 2018 4F 11 H 26 H, #FHEMZERS, “EHL
WA S (FF LA AR GR IR 5208 “ sy R A 5~ w7 1)
AFATIASE, —HS %K% N “AKKH T2 7] (Future Electronic Company)”
B AFANSSAT R TFHE S MZE R, “IPHFER T AR T ) (FH T
W R MR RN K B SR KRR D2 B D2 ok B HARE 5K, 7 B 5K
AN AR BEHEEAT LR R TR 5 22 W] 3E 55 PR Kim Song Chol #1 Son Jong Hyok
oL, 75N, “Kim Song Chol SE4EF 2013 4EA1 2016 FAf AN [F] 44 ik A
Pt T 2017 4F 5 AESHF. B, BT EE Y RAMESATIRITAE S,
HWRABHNTSE” KPR « FTHEENES), PSR s, “R3EH - b
B4 E T 2008 SRR H A E S DAL AR ORI DRSS, BFEFE T ARRAE =
A, WA 5T RARTEE”. B 5/NHZRIR TR PR O R H 458 AR
KA R AE TP A R F 0 B A R T N R IE A A FoAth 2 SR
PEA ARV . 88 L NIEEORIBRSR L1 A A 575 P A g T A R Al
75 Master $0AR TREA R Z (A& [FEIAS, LU H BOH RS . & 50Nk 2
SRR 5 75 P88 N B R DA B A 6 B 3 32 SO RS [ S sl ] e AR SR AT
FE MY 55 1 HAD SR O BTG S, X e SR FE e R R 5 5 A R i
JIRENEARAT . ARHETFAF . Chonryong AR 5 /A 5 F1 Chosun Keumcheong

X\ 5 & /A 7] (Chosun Keumcheong Technology General Trade Corporation), % 2%/
ZU7E 2015 4 12 H & 2018 £ 11 H11a)— ELEH A X S S A 9513 5 HE SR (AL B
4 26).

85. 201941 H 2 H, HPAEER/PHGE, 24t T A RMREN MU, 75
PR “ER TN AF HRRBFAAZEE T H—HER . Z G2 T HmHAT
G F, NFFR 122 KSR S B e I B S22k 7. 89 thah, Roker
AT 5 Master FiAR TREA A Z BRIEG R R “RIBERKE . BiTR%. K
RIEE GBS S IE AR (AR S R TOLAE 27). 75 FPHE Rk
RHEER YR 57 5 2w B - A B A SR HEL T m) R AR Y R T 57 5 A mlARER
PG OL I L R NHIRE G AR . ST AN ML K & 51 %) 2 wIAEE Kim Song Chol,
J3FPHi,  “Kim Song Chol J6ET 2013 S XTI 5/, DAERERSCT 122 22K [
WIFRETFRPATIEN” o« JERXE RV, WEE—IEE2S$ P-12 fl P-15
HIEH TN, J5FHES, )5, Kim Song Chol “ JNYtHIELE IR, T 2016
CEAS FHAS IR 2 4 BT HR S =R R 25 P o 95 PH B SNV R T 48 1 Kim
Song Chol EIRFFFHISCAF. KT B bR & 5 5 A FI IR T A " KRB T2
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PLRTA G FRTRT Master AR TIEAR S5 T 9B R RS 5 A 7 KM S ERAE
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¥#H# Hong Man Bak. °°
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86. L R/NHARLEN T HIF I R 2 U A sAEE R XN RILAE SBTHH
AR IR Z ) FE 285 3, i IR 3 N RIS E SR 3 4k S24T 3R RUF
W2, 2 A AR A R R T2 SO R AN [E S T AR sl e I 3 32 X
NI [ R, PAS RN K R ] i £ B AR R 22> 2 53 i s i
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87. 2018 4F, — A %L Z/NAER UL, HEEEIIE L ARG E B T
]~ (Maamal al-Difaa) T{F 56 [ 3 X RILME AN G 2016 FF1 2017
SRR SON RCRNEHEAT 780k, HhadE 2017 FHFZ= R B p AR L IL AN
[E 1 3 42 BR8N RILAEE RS (W 2).
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iElf R AR F T AR ENRER ETEXARKFMERRAZNER

R4 & & 1P 185 2 & RF0
Yang Kyong Song 1961 83632010 2016
Kim Jong Gil 1971 927120306 2017
Kim Thae Hyon 1966 927120305 2017

88. MK, Fhh 3 AR L XA RIME L ZRKE 3)T 2017 45 A
3 HARIE BB A AR IS AT, 32 2URUR 0GR AR A B 23 i 4. Samer Haydar |-
AiEZ S
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HEPTRAMFI T £AENHER EFFEXAREMEERNER

FiF A & Sy I R85 AL B K SF
Kim Yong Chol 1970 836238472 2016
Ko Jong Myong 1974 56343410 2013
Ri Song 1960 927220125 2017
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90. BEAb, BE/NAWEIREFR, AURIE E AR IIEER 3 F LA RILAE NFE
KA S, AR 2 AT ZRAEEE 5 Ay, SRR ot AR LI
(R A SR AL B AR, e LB ol T Hetapid ot . — A2 REIA, PR
AR ZE K RIS N ) B R] « fif BLO4 AR FREAMEE G 32 32 LN AL RN E 347 35 4%
EHAE, SEERELEE 73 B 3PS 84 BORMHETTUILEE 97 B R
Ao T BN B R BT AR AR P A [ T8 A R L R AR K A F] COE
SR 95 FEIXELE R K ARPNAI AR Al £ T E T RS st A3 g oL, H AU
FVEHE . L 5/INH IR B 78 4 P WA AR b 25 AR S A R 32 32 N IRALAIE
TR Saeng Pi'l 20 @ A AMBE R A M IR 2 32 SN LN ] siefhk R ARk
XS TAR IR 3 = A RIEAEE R R, HBRIFIER.

91. —AREE L Z/NH, AR EAEED K TR ) o = S B AE AR I
JEREMEM Ryu Jin BT ZE . BT H A7 ORI LR E 9 AR B AR S X
AN TS RARYE 2 2270(2016) 5 WRILES 13 BES 14 BLARUE R HOKIZ . &
FANHIN—A 2 0 EERZ, — e Fr A A AR R A 48 DA Sk A 1 At s
3 N R AN E [H R (135 Choe Jin Myong®8)4k S5 78 B 341 AR 37 S A [ 15
A
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B2 R ERR, FAEER S N RN E 1E7F 4% 82 5 RL #0700 Fl 2 AL =)
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Hyok, T #%# Ryu Jin HAEGE R4 A5 AU WAL AE & AR AR “Kim” .
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I BN Bl A i B A SON IR [ EOAN L5 I, FFBR b 17 12 7 L ik
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£ 2017 R, B BRI R B EHE L —F 2 )5, MAIVR RS
W I, R4 T 100 2 ROTHIfE Y. 120

122, B 5/NHDLRT @2 T B AT A (TR N ISR 2321(2016)5 HRILES 16

B, FRORINEE AN 2 LLSKRE AR A BBE 123 7] (1 44 SO SLAAM R ARAT IR

ARAFEIERAZSE, ANCH SR IREE AR A, HARITIK T & B .

123, EZ/NE T T KBS 2321(2016) 5 R 16 BN E R4, xR
fEr, ANZE RSN I, 5 a8 3 3R OE QR IE [ A [ 5K 10 il
F o BT IR — R SRR R 32 3 N RN [E A2 B S AT A — [ i [] i A HoA
ERARMTEN, TR/NHBEN S RERMESEN, e —KERATIEAME—T]
DA IR A2 A SON RFL AN B RS TR AN AN B SR ARAT, FFIE RN BT HAAR

AT A BT R I 3 AN RIS E S B KR LIK P o Lo/ MR,

2 2321(2016) 5 R EE 16 B2 1AM B IAFE BT A 24K
BHRF X ARKLMEEIMRITRE

124, LR/NHABBRAE 30 2 A0 EIMITF RS FRARE R 3 XN RILFE S
RN AR, B G ) R MARAT « BHEESNIRAT. AMRET. ST,
KEERAT HOBEBRRIT. RARIT. KEEERIT. G— KRBT AN
BATHIMRER . EF/NARIIX AR TIBISE R FIEE . fR2 HrBCHR. FTHifA
ARURINE L0 I FIRT A0 B A 2 B AR T Mk 55 (LB A 41-42) 0 B R/NHTER
B, wASE R 3 N RSLAN EARAT (AR LU FH SR 6 8 1) 3 (1) AT FMAE 2018
TR F R AL BE AR MRS A BRI AT SR (LB 43) BF/NHIRH, FRPTa <R
E IR 25 2321(2016)5 PRl 2 33 B O ARF A IR 32 32 SN R LA [ 4 il
MURATE IR N

125. WS E X/ NAMEE RS ML Z /N4, “Han Jang Su Jo4: 2R
i R 3 SN RILF E SR 2 Wi KA TR R 25 S R ) =561, JER RIS
Wb Z BB IE A AT . AT 2017 4E 6 A 23 HBEANRB HIEFS, H iz E &k
R WHXRTSHETGMAFRIESINGE. #5K Han Jang Su J64EF] I
TF I 5ANRARAT A 3G B[+ 11 Agrosoyuz HRAT HIBUE Ok b S ARAT R4l . 7 %
FNHAFEH, BT 58 2371(2017)5 Y3044 Han Jang Su FIA“ S SHERAT B AREKR 7,

FZIEEE 2321(2016) 5 HRUCE 33 BeiIflE, = REIHHIKEHE. €5/ HIE
TERE], ARYERE WO RS B A EVE SR UGIE 2 AU AR R Ak [ R
ICAR(RAFP)RIC SR, BHEF R 32 32 SN RN A1 51 ARAT 78 S By I 70 Ak 47

120 AR EIRRRMNIEE 2B, 2K BRI U AR VR IR
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5t Nf& “HanZan Su” (Xanm 3an Cy)(WLIH 4 44). 121 X —RM4EFH ERFE L5/
A5 H A A, B R 32 SN R ANE 4822 B A H 5 43 0K 1 AR
R Bh . 122

MR 2 RNERIER

A=, AP S LR/, Kim Su Gwang H 2015 45 9 H 24 HiEMAT]
RAE R FE T N RIEAE R E 5K b 5 R AEE—, BERMATT 2017 4
12 H 16 BAEFHRE Wi-5 v 2 i B e — /A2 ER T . P iR, Kim
KR53 [ ERLE E AN, A ZEFAEAR I S, Db —F R EA R4
Mg A AR R A N RIEFE, it e Bl — b EARAT K 7 #5F2 00 T Bt
&, X5EF/NALIAT T 088 R Kim Su Gwang 421 i 7 78 36 50R i
PRV A ARG AT 123 1A, MR — A2 REXH Kim Su Gwang Al Kim
Yong Nam FIK J* i (J5 & .46 54t 2 F Kim (Djang) Tcheul(Hy) B &K ), F
i —ANIK PR S #2 3) T Kim Yong Nam IZET-7E _F g A — AT 2047 1K
J o FRETEE R L /NI TAZARAT IR (R I i, R A R I 52 R )R]
76 [ SR T SATMIK 7 7. BRI, & EE LS HSG RN
JRAT M T A NG, Ho 55 A 306 388 i 3 117 P 07 58 SR Re T DA SR BE AR L 44
NS HVERATIR P

OkAL-SAFAEIEHR

127, LS50/ AREERT R P4 W i AN AK PE 2 7] SR I (MKPYREAT I &, XA I IS
F B SON R EAE SR A — R KR AT, B3N O 128 B 510
BER. I8 R R R E 3 ORI E e kR, 124

128. B JES) 76 MKP [, 5L/ NIEE. SRRSOt ER,
Han Hun II(MKP 835 A %8R4 T)2017 SE 2 /DG iRir42 4, S
34y 8361348791 FI/A %4 182021 4E 3 H 9 HEIWI, WL 45)fi4E #e Lk p ., 125
ZIRATIEAE MKP 3R VG 7 23 7] 55 1) & 50/ N B HE 1) 88 LE Y 55 2 AT 25 11
PIIEE R e, 126 ST 5/NXT MKP 7E T 71 [ 5% 1R 3% 50 0 B i 1 18 45 B«

121

122

123

124

125

126

X —F BARIER A2 2019 £ 1 B 7 HRIE 1L AFQ019 4 1 H 8 HIER), ieRERIZER
TE 2016 4£ 1 A 13 HE A,

S/2018/171, %5 84. 85. 94, 103. 132 1142 Bt; S/2017/150, %5 18-21. 25. 91. 103+ 161.
162, 182, 189. 208 BtFIZK 8; S/2017/742, 49 F1 50 Et.

S2018/171, % 169-172 B,

LH/NH B 1, Han Hun 11 52 BAEE G 32 N RILFNETZR S R RS (L S/2018/171, 2
189 F1 190 BY). & F/NH LA ST 5 K V4 WP - =y WAk A A 5] £ FI(MKP) I &5 18 I S/2018/171, 8
189-202 E.

K FEARER 3= 3 A R SAE E R R B P 5 MKP MO8 A 7l S ERIRAT, el R
T A A A

L/NHEL LR IRt W S2018/171, %5 189-202 .
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L, DL 46; DoRVENE, ULFHME 47, ZaA, WSS 155 F1 156 B FHE
74,

129. 1E#ELLTS MKP A RB 13 AR, RAE—KAF, Rt s
A F(X 4 GENCO, X4 KOGEN), 564 f s [ 8 3 SN IREFIE E RAHAT
HH . MBS AL TR L SN A — S WA T LA, GENCO/
KOGEN [f] MKP —#f, 5/i7% GiF/MF R tHA R . 127 GENCO/KOGEN Hl
MKP # 75 FR A% s i R 32 32 SN RFEFNE (155 T i 7 A8 A LA 18 (OO B
46-51). H3z b, JiFE. MKP Al GENCO/KOGEN #UIFEFAA A FHIRS S T H
FEIXLLTH H AR, ARHE KOGEN [ — 43 /MY, FEAE#% L T 1% 2 (4] FABR HanHun
II. HoUnRan Ml Yon Il 4, A 11 A8 RF F LN RIEAMEER, FEHERK
Xee Nt 5 Yazid Merzouk 8 9 5¢ 25 KOGEN A XREL(ILFH4+ 52). KOGEN
TERE LT I 28 FHIEEM T B A —FK A F——Chammae BHER A, HAES
KOGEN AH[FRIff bk, M EREFEC R 7 AMES, RN T —LEHE—LT
i\ Sam Maurice Mbewe(H 5 810 K45 296387/74/1). ZAw]T 2012 4F 6 H
15 H5 KOGEN/GENCO [} B r (B4 59).

130. % GENCO/KOGEN 7E#% LU WV (1) 356 T 2 F0 2 th B3 o 4RAT I P 1) 0 AT 2 B,
IXLEK P 2 A I RIS G, KO g B R R, BPSE
AR NIRRT o2 S 224288 MKP TMS I Bt (IARATTIK 7 LM Glocom
FMITE2 R R AR BRI A AR AT M 5 A X Pl L . 128

131. MKP {E#E PR S ERAT I A R K P 72 DA 42 6 IR 32 3 SO IRSE AT E
A~ A——Ri Kwang Song(2]4<)H1 Han Chan Ho {14 X FF3Lf. AFFE R ER,
2013 4, —/M44 0 Kwang Song Ri [N B EAT R A I 3 32 N RILFNE T b 70K
fETE S8 (S0 53-54). HABAIFZERNE R, Kwang Song Ri i T
2] 335 K4 Ri Kwang-Son F1 Ri Kwangson, J& P# 3% 5 s s EE e 2] 34 (0
BE 53)0 E—PRIATFBERNEIR, — A% A1 RiKwang Song(2]3%) % 78]
i R 32 N RS AN E R 2 KA AT AN B, AR 3] 2017 4F 11 HOL
BF 55-56). LH/NHFEZESR], A R F N RILAE S-S B T DX B4R
AT P 7 R AR I = 32 N RSN [ DA 18 7 MR AT K P (A

132, EHZ/NHIEERT GENCO/KOGEN A TR LR, BRI, Z%
AFHEFZR AEPIFIRRT K i 1 UAN B S8 1R K A 2556 BB R 2 RN 2%, 7
T [ SR A P A A TG o 3 N AL AN 557 T R 28 1 (R B SR & B il IF
WGEE AT WL RN o F6— 2 A EFR, GENCO/KOGEN “— BL7E [A] 1 23 Hh [X $2- it 1]
57 1, H R AT SO BEBCEE 15 7, 129 £ 5N 2 & B T KOGEN il

127 T MKP R T1 4 Gl R RS, UL S/2018/171, 25 189-202 B
128 [, §/2018/171, %5 156-202 E.
129 e [E A BGH, W BCH ) SRR UM K HAZ Y BOR s 88 B8 AN ARISAR”, BTl fE

2016 4£ 12 H 2 H. "] # [ www.treasury.gov/press-center/press-releases/Pages/jl0677.aspx
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5 —F R AR B A2 K E A T A T A IS S e . & /AN IEAE
kR B IX I A\ (DL 57-58).

133.  GENCO/KOGEN 7EEIM A48 i 5 78 55 e H RIE . BHekid FL A 7RE J LN P

fEJe HRNE, %A "M B s S8 A F GENCO Je H R A (WL
4 60), FHAE “EAREXS FME I A T GENCO” 1y Kk 4<, Kim Yong Sik Al Kim
Yong Hwan F1] 4 /N AR « FERRR 18 TL, 2012 FF73 M Rl 7 5A £ 4 37 5/ 7] SL(Kogen
GE SL)”. 130 EPNEXER JEIN s 55 Uk = I 64 KOGEN GE S.L.14—N T H i)
PATERAE, ZIUH HARE LR H B, €T 2019 45 WL 61). ARk,
KOGEN # 2016 58 L& MR i AT A MR, RHNER KOGEN #idi%
B ITH T 29 3 050 J5EITULMHE 62). HuBiEHK, KOGEN [F4F1ER
LB T — N R A B 5. 131 4 SN i AR 11X 28 [ X UM
WRE .

134, IRIEAFEM M, GENCO 2P Wi IR M A E ks &% AF LLC

“SAKORENMA "132 [{1E 53 Fir 3 5 %A 7 2 BB i — 4 45 % i B IR A (W
2 150-151 BLFAPHAE 76-78)0 IXMNAAESLARELA T A AE — FIRE Wil T A K
(B 79)0 BEAL, ZA RS HAL =R AR KR BEREEMRARMR, X=X
ON T HS RS IE SO I E 63-64). A FIEM SCHHE B 7R, GENCO 7%
WA AT TREL, —/MEFFRIEIRETEE, —MERIL, S3tiEAR
F 17 240 E R(LAF 65). 133

135. BT LiRxEeA T, TFRNHEEREE WS, T M H GENCO 4k
(S “ZENKO” (78 HL/R 0% : 3EHKO)EiZ EVEM I IU S o 7] s, 1IX—4
PR EAEE R 3 N RIEFNE [F [ HHA 11 GENCO TEMR D iR i B 7 AR b fi
MR AHFE (LI 66-68), IXPYZK AR T 2018 FiE i A3k 301 Lt R 3=
F N BRI E ST T (LA 68).

130

131

132

133

ANFEITEMS CIYOP-12-D-221, FOSLHEE: 2012451 A 25 H.

“Guinea Ecuatorial Propiedad de Rusia y Corea Del Norte”, Diario Rombe, 2016 %4 H 5 H.

2018 & 11 H 5 H 2% http://diariorombe.es/guinea-ecuatorial-propiedad-de-rusia-y-corea-del-norte/.

AFSARFH T AR AR, BEA XN E 7 E45 S GENCO [ “3EHKO” (zenco), A4
PR (Korea General Corporation for External Construction): “KOPEMCKOE I'EHEPAJIBHOE
OBLIECTBO I10 CTPOUTEJILCTBY 3A PYBEEXXOM “3EHKO” KHJIP(xxx & 8F). 7E20 3
) H AR TT, 318 GENCO & LERASEE I & LN RILFIEFM I T % H . L 76,

GENCO fREALI 2wl S “HhE 53 A w SO ab e AN E A R ANEUE B — RPN
AEIR, FROERTHT AR A X BT 12, WA TR 5. P Wk e SR
J GENCO X3R4 57 A\ B A2 2 7] SO A s AR R d R I FE 5. GENCO ARER AL FAT 2k
4 (Ko Yongil) i1 & F-BECILBF 65) .
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GENCO %%
RGB Mansudae Overseas Frojects Korea General Corporation for External Construction
/ ‘ (aka KOGEN, GENCD)
=
Han Hun 1l Malaysia-Korea Partners
(MKP)*
- i ]
| il P [ = Y | -
Zambia Nigeria Russian Federation United Arab Emirates  Cote D'loire  Equatorial Guinea
Former Branch GENCO listed
: as/shareha\der
=) —stored emal— 55 ) =] =i =] 5 =
= = < = =
Korea eral Company for Chammae  Korea General | Company LLC SAKURENMA ue” ZENKO Cnmp s GENCO re ations KOGEN UAE vV Korean General |
External Construction (KOGEN) (2)  Construction Ltd F External Construction & 3 Associa ted 4 Active Campan in Vi o Canstruction S.L
(Deregistered 2018) GENCO (Nigeria) Acnve Comparies and Khasan (KOGEN GE 5.1)
W partner
Severa\ cammon
Owner Owner Director Director
LEE L% 8 & UAE Company 1
Fourteen DPRK Nationals Kim Yong Sik Kim Yong Hwan Ko Yongil Chve Son Ir

TARR: BRANH.

136. EZF/NAFEXRIEIFEIA Han Hun [I(Edward Han), FHEI3IEIA MKP SR A
T /A EIHY Yong Kok Yeap 1 MKP #LE T A B]#Y Yazid Merzouk.

Glocom Y1551z 1E

137.  HF/NHYBEHE Glocom, ZAF R Z AN AR FIE FHEITIK S
W&, AEERE. BRI SR, FinAH R AN Ar FERAT
WP, At R 32 N RILFNER I . B AN & KA S0, HAE 2016
R A e RIS IR FE e & 134 R HEAEE R = SN RILHE iR
T AREZ B AR G A2 KM, 25 LU I3 BB, (2 Glocom AN,
RE LB FONH ST 8 @il 2 T AR5 ER Pan Systems B8 Glocom 1T H [ FTA 4™
NAISZAR R ERAT IR P A A 55 77, Glocom T34k SRR AR Ad F . F5 % 5l
FIAL, WA RIUR AT B o

138. 2018 4F, Glocom &3 HF 5 H s FHEA— RFUF =, Inas 7 HIEL
B, BEWRE —KUBEARNFARAR, NEEFHBFREMRRWHL.
AR . 135 Glocom 7E 2018 4E[f] YouTube 4% T —EHIERIMAR, FHAE
Pinterest(JLF 44 70). LinkedIn I Instagram®36 25~ & [ @i ZE A FH 4028 4 Py

134

135

136

R, THR/DHJEIRT Pan Systems “FEEAE W0 g B EF E . EIEEJEFEE. Lok pa Al
RARTAEMA R E . 8IEt, SNERCRD AL BRI SR B E K, DK GlocomEV] RYNZ G
Qo] f 7R R E M A R Rl AL LR EEREATERMN. WL S/2018/171, 2
173-177 B%: S/2017/150, %5 72-87 BeAl 232-241 BE; S/2017/742, 4 52 Bt

Glocom LARI 1194 5T ¥4 81145 ££ 5 R PG WL ) Sttt AEHT It BA 41 AT fr st ik o

2018 &, Glocom 5 2017 FEANFF) YouTube MK F( “Support Glocom” ) FA&#AR, {HEHT
ERRF, AE 2018 4F 9 H 2 JE ARSI % .
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%o Glocom(@GlocomSupport) fEHERF B AL Z = i, fEREAR A, ©—
BLRAMG T, B EAR SRR 69). Glocom 7E 2018 4RI N
Heth T — 3K N 137 B ERRH e NG F R B AR 7 B IR 10 000
£, Manpack T4k Hi LR AR RE ) B4 6 000 6. 2018 4 8 H, — i ATHR
HE S K EEHIR T A EH Glocom [ 1P Huht 5 eHfE R 32 U RILFIE
R R BE RtE k. 138 Ak, 2018 FE4EH, Glocom iR FE I 5 sk it I
BB JRPONE (W R B AR B A R LR R, @03 KH /). fERELL
LT, IXEGSART 5 B AR 1) A A, B “FACOM”, 139

139. R4 Glocom TG BN il 4 PR 2 23 ¢ T R R 32 3 SN RSN B B AH G
BT ER &SN, T H AR PR 55 H— 2 0T A5 4F T.(Ryang Su Nyo) it
WAE, 1H Glocom BAHARIN, BIRLH/NHUIH G EVOXFET. Eitk, %R
INAEERESEIRYIEIL, B8N Pan Systems'4C £ 5FENFHEE N KXY
B, M EEFRABRTAS (BFE Glocom. International Golden Services #A
International Global System)BY & FRAE AR

SRR Pan Systems Pte. Ltd.(*F-3% 7 A7)

GBS Wonbang Trading Co. , Glocom, International Golden Services, International
Global System

Hudk: Room 818, Pothonggang Hotel, Ansan-Dong, Pyongcho, Democratic People’s
Republic of Korea

sl Ryang Su Nyo
JiE

hil

Pyon Won Gun. Pae Won Chol. Ri Sin Song. Kim Sung Su. Kim Chang
Hyok #I Kim Pyong Chol

HiE +850-218-111(20HL: 8636)

140. HF/NAYGSHEW TN SR, BREEEERRERAT . KEERAT
AR [EME B AT 4Rl R A 5](DCB Finance Limited)i58l. & /NGRS
7R E RZERNIE G, A 2011 SERUR—BELAE K EMES TYERAT 70%114h
ERAL, A 30% BT N I RAEE R R TR . 141 L Z/NLAE 2017 SR
IR (S/2017/742)F I 42 2P 2R vt A i AL A R 2\ 2 2R 4R W A RN 2= i
LRI R ARl 22—, 142 M5, TFNATE THNATEER, RHERN
(I PH AR A AL AR PR A J & — AR R H R BR A w28 ] I 485 ) — 30

137 Z N AT PATE Glocom Mk I N3,

138 Jason Arterburn, “#MR: FHZEHEL HER RGPS RIE T AL (C4ADS, 2018 4F).
139 {HJ&, Glocom ARZEFE L7 i FATBSRIE AT L o

140 Il 8/2017/742, 5 62 Bt; S/2018/171, #il 1.

141 W, S/2017/742, 45 56 BL.

142 GLJE L, B 24 #0025,
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gy, R ] R ORI E A SR P s, JCABRARTT AL 5
Y. Az (RFE AN G e AR R A

141. ¥, Lo/NHRHE R, ZEIRNIEIFHR A TA IR A w54 500
ST E 5 R R 3 32 N RSN L A S R BITIE & 3l A SR BN A
ANSEARIL FHHBE LB 71 XA NJRIBHEEH, Jeni 7 SN R S H A
€ 5 R R 3 N RN B I R s IS & 38 R BE, 7824 “Jie Shun” 5 (i
HHALY 5. 8518780) IS E M« WAL LH/REE B K-Brothers FI'RTHCR AN
55— AN AR SR I M bk 5 9 A A T s 1R IR B AR R A =) ) bk AR
7] o L S /N 1) P R D ) ZE R NI R e 5 R SEAR R AN N R I, AR,
“Crp D AT TR . JE X PR A AL T R A R s R
R EERE R FAEE N AE, RAWART, dXmaEETh 30 Ji%ETT.
2018 AELLR, AR s b S RAfE R 3 3 WA RILAE A= PEEE KT
Ron AR A A SEHRANHM=KAFT— PR ERBH G HRAF . E&HE
VEA 5 B AR R 5 A BRA 7] AR i b A PR A m A RBR A A5 B

OCN FHnK A BF0 T Specialist F AN 22 7

142, L 5U/NAGEERE OCNCH IR AAT BRA A T Specialist B BrGHTIN)
RAMNBRAFS LSS, 2018 7 H 19 H, XHH AR NEF Ng“Leo”
Kheng Wah 7EH IIERT 42 80 i i34 AU 9E 4 1 80 WU VEFI LI IE 4,
BFEVEIRERIT 9 500 % /536 oA Al s IR 3 32 N RIEFNEFR A E L) 600 /552
JTCHIE S . FralE, Ng #i55 EEEM T Specialist EFr “Iii” {hiE 2 £ H
5y Rl DR R B 5 RSB I3 A0 R v I (AR AT ) £ R [ 19 A 7] Pinnacle Offshore
Trading f-/3K. AT, & AIPEHER T PUIR.

143, L F/NAGEH IR LA J (A 72). B6F R 3 32 N RIEANE FE R Li
Ik(X 4 Ri Ik)—EAE OCNCGH ) TAE, B2 2018 4F 1 H A mioll ik pk i s
g e R A B E R A EAMEER I, (AR B R S A (LB
73). Li Ik FIHIGIEFER, MOEVMEN T T2 KA BRBER ML, 1 HAEE
fEH T URESR RS . 2014 552 H 15 HZ 2016 4E 4 H 19 H#AE], Al S5H
AN AR ) A BAE SAGER AT TR L IR A R S 3 LN R
FE. FIELEIE, DoRPETE. Kb, EREME, Frmndl. PHPEF. It A
A EEM 72 ANMRFE 5. A Li Tk —350 B il 2 /0 45 i 1R 3 32 N R SLANE 4F
FEATFR T ERAT B ST T 76 A~ FL % o Li Tk (0 FEL 15 2% 2 A 29K 15 F R SO,
SE HBIE N 100 58T N3 o6(729 927 3£70), K RAT & FMB — K KEBAT, %47
BORIFR NN 500 000 5F I35 7 B FEIZ AT A 551 557 300 J3 38T I T .
25 FiRTE SN A6 G 3 3 SN RS AT E E I £ 5K B AR /ION 2R = 4R AT
13 F AR AT Jo b ek e w8 . BEAE 72 808 T L N E— i E R
(S/2018/171) LA 1 28 Bl adt — 0 1 2 (1) &5 SR A 22

193 LHUNHIR LOX IR AR, H ARG AT UL AE A, RSP 25 4l A R A s A =, B

“Leo” NgKheng Wah. W, $/2018/171, ftff 49 F1 55.
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R R T RS I A L SR T

144, OCN FrmIg 2 w) [m) L S /N FERR, 6 AR 7 P AR AT A0 g I e M AR AT #B 15
A EE. (H AN, HAHE A Ri Tk ARV WS B M ARAT R 4y
ik, AU T =R, B 499 970 £JT, MKEKH EEEM A Pinnacle
International ¥ A\ T Specialist 7£#1 N3 MK 5 ok, it #| Mars Rock
International [{J#£IK 499 935 FIT(RMKEAILTT 1 999 845 Seir), IXLLTE G
TG SERN R ARAT I A . OCN b AN B H11E T3 Bugsae 7)5 A “OCN”
s SR AR R VAR AT R AR A (R Tk A28 I B 1R i) . HER R,
HE E—E I ERAE 2017 48, Hrnd Cas o2 iz = KA S K.

145. EZRNEAFHELERIZHAIIEIA Ri Ik(Li Ik). EEEF Ri Ho Nam BIE
-b‘( o 144

BIELEFIE Tl

146.  LHUNAPE TAERMRE, WP, sifzE. PE, OE, EHARR
FIME L HRIGIE, SEAR. B, ST IR, B, BE. 5Tk B
P AN LA O AT BE R S A SEAR B B AV ISR A 7] o 195 L 50N SR Bid
T E S, I T A H B R B Y AT A AR I B AR SRR B AL R, IF 22
RIBPOX LSRG R . £ LA RET, FIRE. HAMBNBEESIER, B
WA RSN, BB, BEa 5 RET XNRIEMER G R
BIARAE. WM. FE. HA, ZRARRIINE B2, @5 A, B
I ZE L A B AT A R T IS SR AR 1 D LR R A 5%
fEt o PROMZE . EhoR U AT B Bl v R R L SN LM R LB AT 74)

RAF I

147.  HF/INHZEEHKT Sonbong Kost & 7/~ ] (7] 4 Samhung Kost £ % 22 7] I
Sam Hung KOAST “FHE& % ik, AEF~ETHd 3| AN46 ({5 B W AFT 5
Lo NHEAE, 1R T R TZ A A PRgEfE B,

T E

148, HEPEZF/NEHRMNF: “2017 99 A 28 H, H [E 7 &5 AH E K L
ITHUE R R AT A, BRI AT E S RIE, KPS 3 AL
HAEMN. BIEAT AL, BrE S B 3B AR B c i [ A S R T
VEANE AT OE o BT 78 H B3 A ) BH 8 5F Aolb 30 O 58 o P R B . AT
I IAEA RIS (1 el A T A VR o B A G TR A AR .

144 §/2018/171, i 1.
145 L FUNANRYE 2 PR IR IS B SeR R I A, B A B — S SR i 45F & & RN RS

LA

146 APk EEA BRI R Australia Kost/Koast Group . # 52> 2 i /& Chun Yong-su, X.% Yong

Soo Chon. “Koast” Fl “Kost” X5 LT #08 #eAH G A ml i .
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149, WEEELF/NAY, HiE-3 22 fiia A IR A 7] (Chopol) LT 2018 4F 6 H
19 H2%H. T Wonye B IRA R, W EIESE, 4 FER AR EF SR
EEER T E AR EER, Eh— ACEFiZE. 9 LR FEFE XANRIE
A R ARAT 7w JE A TAEVFRT, A A0HA 2019 4 8 H 31 H. #£ 2018 4F
YZ AT — AT, BRI T ST A, SR RESFmA
FERMA L BAREHL AT TR B, KT Redshield HRAF, B2
UE S 7 44 A IR 32 2 SON IR AN [ [ RAAAT = B AR A 2 Bl - 2018 411
— IRk BRI, Redshield 2R 42 ZEAFER F F L ARILHEEER, Hrd 20
JIRTG T WHEE B 1= B & 4y, 20 N3RS TR 2 MR A TAEVFmT . iR
HI SR AR 20— AR i BB 2375(2017) 5 TR U 18 B

S HTERFD

150. MBS LT ZHK/NH, “TEED B, WR—NA 7 —&EIEA R
PERME—BIEE N, WX A F P RS A RS EA R, ARG R A
ek AEsEAR, el RS kN, AM B AR — ik E R, XRA
R CNANSZ 2 A 225 2375(2017) 5 PRiER 18 B sl ik 2 Wi AT A X [RA&E]
AN BR S 7 (LB 74). P HRECHIE T 2019 45 1 H 21 HE ML RNA,
“E A AERE IR AR XFIE R INEN) 7 £ FANHAEARIR S Frid e
AT R Bor, B TR 2375(2017) 5 L5 18 BT #in &1 seik iy 24
Lk, BENBEE A VESLARR S B E A RE it i 7z ) HAh 2 . 2018 4 8
H 13 H, HZ/NASGRRE B, ZOREMMD HE w3 id b — KA
RIS R, ZA RSB ETA N ONEAEE R 32 XN RILAEE R, S8k
F . 147 Zi0 0 BoR, s bt 5 e R 32 32 ON RRT [ 0 47 fir vk
Wit SR bl AR ], 148 TEETET 2016 4F 4 HIEZ . 149 REE
e, ZAFMNEZFETIES), A5 “CHHMSE QA8 ER AR E
G =7 AR AR @ IR A K AR T R T R (A 75).
BN, IR T 3 N RIEAE X P& RIS 2 5 2375(2017) 5
W 18 BU 2R 1R/, WM sE ) 2321(2016) 5 HRiES 18 B, MRIARZARIZESS
2321(2016) T yGE T AT AW E . T HRNHSSATIRE .

151. = TE1Eseik 5l REra B AV A\ ek 2 B B R, & /NI
BRI, 44 NEHEE AN SR A 7] (GENCO 2 KOGEN) [ EH i B 3 3 YR 3T
HE A 7 SEER L )5 % 6 A1 Han Hun N(0UEERER)E BER (L 126-135
B, A R GER— A W [ B2 R E R ek — K& R A R LLC
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147

148

149

REHITT 2019 4F 1 H 21 HEEM, “ATTUIRE U, WE RN, 2015 49 AN
SR E K G SO MR G Pioner LLC M55 BANATAE . EIX 7T, %A KR %4
PR 225 2321(2016) 5 PRILEE 18 BAIAT A7

12A Nevskaya ul., Vladivostok, Russia, 690018,

Ui https://primamedia.ru/news/500981/.
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“SAKORENMA” (000 “CAKOPEHMA ” )50 [t s NI 76-79).
IRIEARD W5 Jridst, ZAFTE 2018 4F 6 H3Ebrdtmifs TR 2 Wi E Rt
N A [F (0 B 78). 151

152, RWAFEIEM S, S L —F IR BUT & AR R
T NANRICHE E RILEHA . — 40 0 E R Bere v b i Wk B v
17— FE T EL GENCO I SCAFRAN, MFR—1TIh (5. 152 BR
BT NN Z BB N A 55 Ak R R 73 4w A A IR 32 3 XN R IE
FATEAS NG S3E FHA GRSt By A &2 it m A A E)EH), H
(% 7 GENCO LAZM) T F1lsi i i 3 3 SN BN [E S A4 f2 Ak 27 I 58 N A S
WEIPTA N, BTSSR 75 23752017) 5 18 B HIEEENILE A R (Korea
Kumgang General Corporation). FAff [ 3 32 N RILFE MOV ER . 56 R 3 3 X
N RSN 2 2222 B« % Wil 1] 24 22 7 (Pugang Pharmaceutical Company). “ = J\”
HAEESE 55 /2 F)( “Eighth of March” Korean Trading Company). i Aprokgang
A A F] (Korea Aprokgang Technology Company) 15 Paeckma 7 7 A 7 (Korea
Paekma Trading Corporation).

153. L Z/NHBWHTE 2 0 B RBUL B I, #iR& DB e R 32 £ AR
I 7= T 55 2321(2016) 5 B EE 18 BUATZE I AT 3%, BUH A A%
EACEALL), FRERIRRIESE 2375(2017) 5 WRIEE 18 B KEHEER 31 XA
ESL N [ [E R sl SR BT A EseiRk sl A Ak . % F 5 5K/ F GENCO £
2RI ZA BRI LSS ri Er ah 1, e Ot Sl 3 Aol Ak 55 S At p AR KR
A5, WRIRIX S TR e R A E R I8 E .

=E

154, REEZELEZFNAKLT AR ER LR RGN FRR, BEYHEAR
#5171 Haemaji %8751 Mokran Korean Restaurant [ 5 £ 405 8. REHIE

THREFNH, FHE Okryn BIEH “&ELIKERARA R (Golden Pioneer
Entertainment Company Limited)Z& & , 1% A F]“ 564 2 Bl A A "L 74).

150

151

152

B IINS 6501104474, L5/NHERE], EHF| 2018 46 H 29 H, LLC “SAKORENMA”
M % #X — H & LLC Joint Russian-Korean Enterprise “SAKO RENMA” (& 3 /& 00O

COBMECTHOE POCCUHCKO-KOPEMCKOE ITPEJIIPUATHE “CAKO PEHMA” )L 77).

FEAL & 8 B T A w PG ) 2= D AN IR B B EBUG A REE, )

www.rusprofile.rw/gz/2893948 1 www.kartoteka.rw/card/6503378623b837e00e8{f4b9bc 1 f9b274path Main Html.

MR Z A T E EIHME S, 86 R 32 3 XN RILAE A7) GENCO 144 FRugE 1 iR o
Kopelickoe reHepanbHOe OOLIECTBO IO CTPOHMTENLCTBY 3a pyoOexom “3EHKO” (Koreyskoye
Generalnoye Obshestvo po Stroyitelstvu za Rubezhom “ZENKO” ). JLEHF 65 F1 76,
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155. SFABUMT 2018 £ 7 H 6 H&E T L F/INHREXRT MKP & Tk 5
Ik — 25 B RE R . B AN B FAE 5 fE 5 /A 7] 5 MKP Builders SDN BHD fi§
ST —FKAE AN, 49 NH-MKP Builders Limited. #£—/N5H 1, E AT 55 A1
BIAF AT T 3627762 %0, ERN% MKP Builders [T 3K, STk FHERRIX
— MR RTE 2014 FEYNEIL T, BONMEE B MKP Builders SDN BHD 24876
AN S . WE, DTRBURN MKP M HARR A TR T — 25 F
VALLORIE BT 3K BURF SRR, TEVFARFSEINA], A EEMHEL MKP Builders SDN BHD
2, MKP Capital Berhad.

156. SR EEEFIESIN T KT Vidas TFEMRS A BRA A (Vidas Engineering
Services Company Limited) ({15 B, 515K INZ A R ZELREE T LA BUR H 5150
Ho Ak, E51E Vidas A RREM O, BTG INZ AR S MKP 2 [84 {FA]
PKZR o X T MM Vidas FHEZF bk VENH P AL, B RS bE AR S 4 FR
PLTE MKP Capital #1 MKP Builders 7% Tk A &M SO, 5FIAF Vidas
HOR A MR . TUNERR], Oy TR HIIEE R T 3 N RIS E &,
A R 3 32 SN RS A 1) 4 =38 i Bh 4b ENp/ S i3k < N ES NS =NV 71 N/
VEM SO, R MR R e e [ A B ST AFAE AR NS ME A 7] o 58 Sl e
] E AN MKP Holdings 7E5 25 REAN B — NS E D B B4 BRI,
BHF/ANHM A, HYTFEREAFEELE L),

#iE

157. 2017 4 12 A, MEEELFPHN, R TEBMEZENPEREE XA
FOLRN [ R b SRR, I N =AN SRR & 1E, 5 Binh Nhuong %8 1H
Fl Koryo BAH AEFHBEHTA 7 NSLEF—ZK Koryo B1E(IHFR Ryu Gong /1H).
TEWFI A — ANk,

LY

158. KT EEEMERMLKER, WHHE 46,

i

28 = A
—n%b"\z

159. EZK/HEIIEIA Han Hun II(Edward Han). Yong Kok Yeap(MKP 53k 7 I
B Yazid Merzouk(MKP #4LEIF /2 F]), LK Pan Systems®S3 FIEEFARF LA

A B9 B FR(E1E Glocom, International Golden Services #ll International Global System).

160. EF/NAZWEZRFES 23752017)RIUE 18 RAHEHEWMNE
PESEIRRIE X

153 §/2017/742, % 62 Bt; S/2018/171, i 1.
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161. E£FI ZHEEEARERZR TKARESENERL, F3/NMAZNUEE
KA EEEMIRE—N R R, TUIIANZATHIRE, BIIANEREMRSR,
AR IRIN B N IAR KB & X IR ESNIRI TR

162. EFR/MABNSRELGIESEN, BEE—FIIRITEANE—TUREER
FEXARKEMEKXEIEFIIRZEFIZLKFAHIRIT, HBHNAEEMRITAESR
HHRFENARZLMENZESHR ALK,

163. EFZ/MABWSREBMEEMIAAIZERIEZNTIREAEIAERE
EXARLEMESNZEFILKR, HEXBAHEREEINARLMENZENE
AUERERE N ZFRICRETHEAGESMENNEMSRE, R ERAE
GHlES

164. SRENBHMESRNGE, RXAMANERESE)RITHKAHAGEEBNRILA
B3R ; R EENDIFEEHIRIAN D A ELE, RETEMD AR
£ 5i%5 R ek BRI E B E 8 R £ F XA RILHE BT AR R IEHIR
FRBE&E~=.

165. SRENRE (KEEXR) EN+I%, HEREMEAERKREARE
B, #ENENMEARAEZRFMEXNG], UPITRILFHEMNE.

166. {EASE 2375(2017)SRILE 18 EEHITIIEM—3 5, SRENEXRENF]
MG IRRASHERFTFENAREMEERIBEESHREANWAELATNIELME
=8, FIRRICAXRABRITEMATREESI TR TE2S.

167. £TEHEMRIFRERSE 2375(2017)FRILE 18 BIh, TiER 7RI
HtfE, NEEEE, EMERNAMEmMNAEREXLSHEWHESM
BRZREER

168. EF/MAZWSREEREERNARERA, RIRHEZEMIG, B
B TR AT ARXEMAE, BIRELIURIERINERRESE .

Szt R FI58E S 38 X HE X AL A A RN

#%

169. TR BEANTERE . 5 JRBL(H)RBHEE 2015 4F 12 A LSk — B TEE1T.
P— = REB, BAR 2018 4F 2 AL 3 A 4 HEFEEITILK, (HEEEE HHA
JE DA S N HE LLEATHERG, A8 R T RE R v T T 49 . 2018 4E 11 H, —4
S REEME RN, 201849 HZE 10 H, &Fﬁ%ﬁﬂﬁ,ﬁ%AH%mT
ReHEAT T Z IR HER . 2018 4E 2 AZE 11 AR LR RG B REIZHKEES).
BIG I E/nTE N HE I HE K Bt I 3 T — MR 54 . 2018 4F 6 H by, —A
2= D1 EL SR BT 5 M A 7K o SN AR 52 B K R R HE PR NG —#oBh
AT 80)-
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170. T2 UG B R 22 5200 S MM R 28VR) AT REfEIZ T, 2018 4F 4 H 27
H#&E 5 A 8 HIHE, nf&BINE, iy IR M#EEABAZLOLAE 81), FIRERTE
HATHEY . 2018 4F 11 H, — A REMEFNHRE U, el 2 @EmmNE
AR,

171. 2018 4F 5 H 24 H, sAfER I LA RILAE 2447 IR BRI IR R
2, Bl JE R R XN RISHER RS A i kR 7 . 154 TEEGER,
B+ 5 A0 “PREr7, HmEa SR e T . T RN R R A
BT 2018 4 11 HHEREBR(ILFHF 82).

172, B F/NHGRESIE AR AE] FRD m . B 5/NAME R, 2018 FLEFILA
RSP R E, IXFRI T REIELEHEAT R TR S (LI 83). T /NI 825, 78
ARG IR AN, B T A B AR G e WE sl A, 7ERIEE (Kongson) Rl (8 15 A F 4
AR Vit JE] B A R R

FIA R BEMEIEE R L F8ESH

173. 2018 £ 4 f, — A RESGL SN, A5k O E DB LA
SRIE SR AN I S A2 PR AT REAY “ B 28y, MR R T CANRILM
[ — A RO ) AR AR S it AT A ORI B . 12 SR, X
M iskn . HBEAM A RGP BRI A Bk RS2 A~ A AR B . 7]
BRNATRBR A TR IR (AR 3 A 16 HIZE) HIKE-15 M
Pl o A R B (L A T AR A . 2018 4F 11 H, iz G E
R 50N, IR T T SON RN TEAE L A P32 S AR 1 X T A i B
SPAL

i
SRERENEARAGMARZBESHENGT(L); SEREFELHII=A
SMRETI (2017 % 11 B 4 B)(&H)

TR R A, I RIE IR

174, RFUNAFEE . SRS 1 #0E S HE st s, R IESE R P R
F2 B SON RSN E 5 i — ELAE 7 ORIt il L 50N, B

54 “RERZ A TR A B, e Sl AL, 2018 4£ 5 24 H.
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T P R B, e R T SO R A A FH DA R( PR B s A 4% A 1 ZE 5 T
WA BTV E N R SR . AT RS T 3 sl i A i P, 2 10 AHiT, X
Rl AR5 2017 4 7 H 4 B 7 A 28 HiRSH KR -14 PR S 3 K 5%
(7724 Panghyon ¥HL) 1 Mupyong-ni). 1% B i K4 [P NI - 188 i 2 [
FrMLIZTE 2017 4 8 H 29 HAI 9 H 15 H#H T 2K E-12. T EE G M
T8 R OC R LB 84

8. HIFEBIEINZ

175. N T s AN SCERALH], 2018458 H 6 H, R4S T “4 7 53
ATHRBIE A O¢ T3R8 sA e R 32 3 N IRILFNE FR A N\ 3= Sz Bh S i v
M7, 155 2018 4F 1 H & 2019 4F 1 H, T e i BE BN TE =
SMHLIRH 25 THNJEE LERIER. 156 HEARGEHE 2R, ZRSCHt
#ET 16 BUER, [FINZE 52576 37 1 7 BUE K (2 TUE KR, 157

176. 2 GiE . BE EAUG R NGE 3 LHLAFR KA, REAHRRR &
Rl 75570, Bea BRI NTE 3 SCAH NGB £ U7 RIS Z B S AAA
BRI R RM, ISR R T N RIS E IR IEE. Mm% 5N IR
IANAS T ZERVITIEE : AEASBIFR Ty A7 AEHERE s AT HRIE 5%, TR R AE
s RSN E BN R D NTE 3 SCH SR R AL 55 B RRAS I s sk 554
P> (LFEAF 85-87)0 IXEEXFARATTIAAT NIE T2 SCAH T SN RE 17726 T il
Wi o REAAE, HBIIH R LR 2 NJE T CRBUE A A (L ). RTFE
SR /NN ) 2 s IR T SN R 1 R BRI AN R GE 3 SR R PP A
JLBAF: 85

Bl

177. FZNMAZW, BERASXTAEEXNHRIERNITIENARR, EAEA
MR MNANERFSREAEE X, LUINRGIEEHIFR .

178. ATHBESGE. KREEVHMAEEBANFILERE, ZERIEA
mABEEXITHHERE . BT 2397(2017)SRIUE 7 EE S EBIIHIPRE
HFEZ K5 FERBEHEREE X AREMEEE NEE XIFHHRAIRL
FEHEmAIB R R,

179. RRSNUEIERIRES 7 SPUTERBIBAENNIERFR RN 5E.
KEENMMAEEXARANRIRER, #ROEHHIFEF, SEAEITKIEE

155 b4, ZRTE 2018 4F 4 H 24 HEEMR “28 2 SHATIRINER: IS RS ERPATIRE 1)
SO e 5 A I R AR, TR AR AT DRSO i e %) S A P A %) L AR R H A
MM SIKPE . W www.un.org/sc/suborg/en/sanctions/1718/implementation-notices .

156 BN RS, — R iE RS R I NTE BRI
W7 X T ZRSMMENT e E R RMAEME I, W www.un.org/sc/suborg/en/sanctions/1718/

exemptions-measures/humanitarian-exemption-requests.

19-01704 65/378


https://undocs.org/ch/S/RES/2397(2017)
http://www.un.org/sc/suborg/en/sanctions/1718/implementation-notices
http://www.un.org/sc/suborg/en/sanctions/1718/%20exemptions-measures/humanitarian-exemption-requests
http://www.un.org/sc/suborg/en/sanctions/1718/%20exemptions-measures/humanitarian-exemption-requests

S/2019/171

66/378

H ST R AR AR RS HE A URRH AR M 2R T ERH‘ERNR
&
180. MABRNEBERMBITFAHIHIFAEREE Y ARLMEHINEE XN,

KMITIBERR G

181, #k% 2019 4F 1 H,68 2= REFEAZ 745 2397(2017) 5 HRUFHAT 1 LAk 1 5
83 M AEFEAL T 23752017) T RPATIE IR E: 84 DA EIRAL 158
2371(2017) T RPATE AR Hs 102 S i EIRAE T 2321(2016) 5 il AT
FERARE: 111 DM RERAE T 2270(2016) 5 RBATH IR 5. 158 &R
R OLA PTG, AL/ NAEE RS, RIBEEH 2397(2017) 5 HRAHATIBOL
it i S8 H D RR K (124 A, Hrh L 6 NME 2018 SFH R Z 2B & AR
AT HE R (LA 88).

182, L ZUNARIBE Y, £ 73 [ NARYEEE 2397(2017) 5 HRILER 17 Bt 2R R
A -

183. RTZEEVIEH, A 89,

158 il www.un.org/sc/suborg/en/sanctions/1718/implementation-reports, 2018 £ 11 H 30 H &,
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Annex 1: Information provided to the Panel by the United States, 6 July 2018

The United States stated that if each of the below 89 port calls delivered only one third of each vessel’s
capacity, the associated volume would exceed the annual cap for 2018 by 30 May 2018. Fully loaded,
the DPRK tankers could have exceeded the cap nearly three times over with an estimated total of
1,367,628 barrels (figure 1).

Figure 1
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Res 2397
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Delivery Volume if 50% Laden M Delivery Volume if 90% Laden

Figure 2: DPRK tanker deliveries to DPRK ports

.- Ship Name Dead Weight i’[r::’t?: Delivery Volume | Delivery Volume | Delivery Volume
*Designated Tonnage . 33% Laden 50% Laden 90% Laden
Nampo Ji Song 6* 1,250.00 | January 416.67 625.00 1,125.00
Nampo Sam Jong 1* 1,665.00 | January 555.00 832.50 1,498.50
Nampo Kum Un San 3 3,279.00 | January 1,093.00 1,639.50 2,951.10
Nampo An San 1* 3,003.00 | January 1,001.00 1,501.50 2,702.70
Najin Kum Un San 2,070.00 | January 690.00 1,035.00 1,863.00
Nampo Yu Phyong 5* 1,966.00 | January 655.33 983.00 1,769.40
Nampo Yu Son (Y Chun)* 3,398.00 | January 1,132.67 1,699.00 3,058.20
Nampo Chon Ma San* 2,750.00 January 916.67 1,375.00 2,475.00
Nampo Paek Ma* 2,250.00 | January 750.00 1,125.00 2,025.00
Nampo Saebyol (Chong Rim 2)* 1,150.00 | January 383.33 575.00 1,035.00
Nampo Sam Jong 2* 2,507.00 | January 835.67 1,253.50 2,256.30
Wonsan Kum Un San 3 3,279.00 January 1,093.00 1,639.50 2,951.10
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Nampo Rye Song Gang 1 3,003.00 | January 1,001.00 1,501.50 2,702.70
Najin Kum Un San 2,070.00 | January 690.00 1,035.00 1,863.00
Wonsan Sam Ma 2* 1,731.00 | January 577.00 865.50 1,557.90
Nampo Ji Song 6* 1,250.00 | February 416.67 625.00 1,125.00
Nampo Sam Jong 1* 1,665.00 | February 555.00 832.50 1,498.50
Wonsan Kum Un San 2,070.00 | February 690.00 1,035.00 1,863.00
Wonsan Kum Un San 3 3,279.00 | February 1,093.00 1,639.50 2,951.10
Nampo Chon Ma San* 2,750.00 | February 916.67 1,375.00 2,475.00
Nampo Yu Phyong 5* 1,966.00 | February 655.33 983.00 1,769.40
Nampo Saebyol (Chong Rim 2)* 1,150.00 | February 383.33 575.00 1,035.00
Nampo An San 1* 3,003.00 | February 1,001.00 1,501.50 2,702.70
Nampo Sam Jong 2* 2,507.00 | February 835.67 1,253.50 2,256.30
Nampo Rye Song Gang 1 3,003.00 | February 1,001.00 1,501.50 2,702.70
Nampo Sam Jong 1* 1,665.00 | February 555.00 832.50 1,498.50
Nampo Yu Son (Y Chun)* 3,398.00 | February 1,132.67 1,699.00 3,058.20
Nampo Yu Phyong 5* 1,966.00 | February 655.33 983.00 1,769.40
Nampo Yu Jong 2* 1,206.00 March 402.00 603.00 1,085.40
Nampo Ji Song 6* 1,250.00 March 416.67 625.00 1,125.00
Nampo Sam Jong 2* 2,507.00 March 835.67 1,253.50 2,256.30
Nampo Ji Song 6* 1,250.00 March 416.67 625.00 1,125.00
Chongjin | Un Pha 2, ex Kum Gang 3 1,205.00 March 401.67 602.50 1,084.50
Nampo An San 1* 3,003.00 March 1,001.00 1,501.50 2,702.70
Nampo Paek Ma* 2,250.00 March 750.00 1,125.00 2,025.00
Nampo Rye Song Gang 1 3,003.00 March 1,001.00 1,501.50 2,702.70
Nampo Sam Jong 1* 1,665.00 March 555.00 832.50 1,498.50
Nampo Saebyol (Chong Rim 2)* 1,150.00 March 383.33 575.00 1,035.00
Nampo Kum Un San 3 3,279.00 March 1,093.00 1,639.50 2,951.10
Nampo Yu Son (Y Chun)* 3,398.00 March 1,132.67 1,699.00 3,058.20
Nampo Wan Heng 11* 4,983.00 March 1,661.00 2,491.50 4,484.70
Nampo Sam Jong 2* 2,507.00 March 835.67 1,253.50 2,256.30
Hamhung | Sam Ma 2* 1,731.00 March 577.00 865.50 1,557.90
Nampo Chon Ma San* 2,750.00 March 916.67 1,375.00 2,475.00
Nampo Ji Song 6* 1,250.00 March 416.67 625.00 1,125.00
Nampo Yu Jong 2* 1,206.00 March 402.00 603.00 1,085.40
Nampo Kum Un San 2,070.00 March 690.00 1,035.00 1,863.00
Nampo Saebyol (Chong Rim 2)* 1,150.00 March 383.33 575.00 1,035.00
Nampo An San 1* 3,003.00 March 1,001.00 1,501.50 2,702.70
Nampo Yu Phyong 5* 1,966.00 March 655.33 983.00 1,769.40
Nampo Chon Ma San* 2,750.00 April 916.67 1,375.00 2,475.00
Nampo Ji Song 6* 1,250.00 April 416.67 625.00 1,125.00
Nampo Kum Pit 1 1,091.00 April 363.67 545.50 981.90
68/378 19-01704



S/2019/171

Nampo Kum Un San 3 3,279.00 April 1,093.00 1,639.50 2,951.10
Nampo Paek Ma* 2,250.00 April 750.00 1,125.00 2,025.00
Chongjin | Sam Ma 2* 1,731.00 April 577.00 865.50 1,557.90
Nampo Nam San 8* 3,150.00 April 1,050.00 1,575.00 2,835.00
Nampo Yu Son (Y Chun)* 3,398.00 April 1,132.67 1,699.00 3,058.20
Nampo Wan Heng 11* 4,983.00 April 1,661.00 2,491.50 4,484.70
Nampo Chon Ma San* 2,750.00 April 916.67 1,375.00 2,475.00
Nampo Sam Jong 2* 2,507.00 April 835.67 1,253.50 2,256.30
Hamhung | Sam Ma 2* 1,731.00 April 577.00 865.50 1,557.90
Wonsan Ma Du San 949.00 April 316.33 474.50 854.10
Chongji Sam Ma 2* 1731.00 April 577.00 865.50 1,557.90
Najin Song Won 2101.00 April 700.33 1,050.50 1,890.90
Wonsan Kum Un San 2070.00 April 690.00 1,035.00 1,863.00
Nampo An San 1* 3003.00 April 1,001.00 1,501.50 2,702.70
Nampo Kum Jin Gang 2 2100.00 April 700.00 1,050.00 1,890.00
Nampo Paek Ma* 2250.00 May 750.00 1,125.00 2,025.00
Chongjin | Sam Ma 2* 1731.00 May 577.00 865.50 1,557.90
Nampo Ji Song 6* 1250.00 May 416.67 625.00 1,125.00
Nampo Yu Phyong 5* 1966.00 May 655.33 983.00 1,769.40
Nampo Sam Jong 2* 2507.00 May 835.67 1,253.50 2,256.30
Wonsan Chon Myong 1* 2750.00 May 916.67 1,375.00 2,475.00
Nampo Myong Ryu 1 900.00 May 300.00 450.00 810.00
Nampo Sam Jong 1* 1665.00 May 555.00 832.50 1,498.50
Wonsan Kum Un San 2070.00 May 690.00 1,035.00 1,863.00
Nampo Saebyol (Chong Rim 2)* 1150.00 May 383.33 575.00 1,035.00
Nampo Nam San 8* 3150.00 May 1,050.00 1,575.00 2,835.00
Nampo An San 1* 3003.00 May 1,001.00 1,501.50 2,702.70
Hamhung | Sam Ma 2* 1731.00 May 577.00 865.50 1,557.90
Nampo Yu Jong 2* 1206.00 May 402.00 603.00 1,085.40
Nampo Yu Phyong 5* 1966.00 May 655.33 983.00 1,769.40
Nampo Yu Son* 3398.00 May 1,132.67 1,699.00 3,058.20
Nampo Kum Jin Gang 2 2100.00 May 700.00 1,050.00 1,890.00
Nampo Ji Song 6* 1250.00 May 416.67 625.00 1,125.00
Nampo Paek Ma* 2250.00 May 750.00 1,125.00 2,025.00
Nampo Sam Jong 2* 2507.00 May 835.67 1,253.50 2,256.30
Nampo Myong Ryu 1 900.00 May 300.00 450.00 810.00
Percent Laden 33% 50% 90%

Total (Metric Tons) 65,782.99 98,674.50 177,614.10
Total (Barrels) 506,529.05 759,793.65 1,367,628.57

Source: Member State
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Annex 2: United States submission to the Committee of 17 September 2018

UNITED STATES NON-PAPER TO THE UN 1718 DPRK SANCTIONS COMMITTEE:
NORTH KOREA’S BREACH OF UNSCR 2397 REFINED PETROLEUM CAP

e UNSCR 2397 operative paragraph 5 limits the DPRK’s import of refined petroleum products to
500,000 barrels per year beginning in 2018 if those transfers are a) fully reported to the Committee
within 30 days, b) do not involve any individual or entity associated with the DPRK’s nuclear,
ballistic missile, or other prohibited activities, and c¢) are used to exclusively meet the livelihood
needs of DPRK nationals and not used to generate revenue for the DPRK’s nuclear, ballistic missile,
or other prohibited activities.

e UNSCR 2375 operative paragraph 11 prohibits ship-to-ship (STS) transfers with DPRK-flagged,
owned, or operated vessels. UNSCR 2094 further makes clear that any individual or entity assisting
in the evasion of sanctions are also liable for 1718 sanctions.

e These STS transfers are of great concern to the United States and in our view represent the most
urgent area in need of more rigorous UN member state implementation.

¢ Since the United States last provided the UN 1718 Committee with a report on oil tanker deliveries
to the DPRK on July 12, we have information revealing that these deliveries continue. The
continuing arrival of these tankers in DPRK ports confirm that the DPRK maintains its imports of
illicitly sourced refined petroleum products that expand the degree to which the DPRK is violating
UNSCR 2397’s annual limitation on refined product imports. Further, the 1718 Committee has not
received any reporting from the DPRK or other member states about these transfers in contravention
of UNSCR 2397.

e We are providing updated information showing data on each of these port calls to supplement our
previous reporting and to emphasize that this problem continues due to the inaction of the 1718
Committee and the objections raised by Russia and China.

e The table provided in Tab 1 lists each of the port calls by date and associated delivery volume
scenarios from 1 January 2018 to 18 August 2018, which have grown substantially since our previous
submission and, in aggregation, exceed the UNSCR 2397 annual quota for refined petroleum
products.

¢ Since our last report in July summarizing transactions observed in January through May, at least an
additional 59 tanker deliveries to the DPRK have occurred from June 1 through August 18, bringing
the 2018 total to at least 148 deliveries, all of which involved deliveries to North Korean ports to
unload refined petroleum products procured through UN-prohibited STS transfers.

e Ifeach of these tankers was fully laden when it made its delivery, the DPRK has imported almost six
times the allowable amount under UNSCR 2397. Even if these tankers were not fully laden upon
delivery, the figure found in Tab 2 show the three scenarios for how much refined petroleum products
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the DPRK procured in 2018 from 1 January to 18 August. All three scenarios make clear that the
DPRK has obtained far more than the 500,000 barrels it is authorized to procure in 2018.

o All further transfers of refined petroleum products must be halted, period, to prevent the DPRK from
procuring any additional products in violation of UNSCR 2397.

¢ To further underscore our confidence in the updated data on tanker deliveries, we are also providing
three images—one from each of the past three months in Tabs 3 through 5—that document several
of these deliveries into a DPRK port outfitted with oil unloading and storage infrastructure as well
as an image of the port infrastructure more broadly in Tab 6.

e The images of these tanker ships depict DPRK-flagged vessels that are outfitted for the transport of
refined petroleum products and used exclusively for that purpose when moored—or anchored—at a
single point offshore mooring system. The single point mooring system consists of mooring buoys,
which keep the tankers anchored in place, and an offloading buoy that connects to an underwater
pipeline allowing for the physical transfer of the refined petroleum products from the tankers to
onshore infrastructure.

e Specifically, this pipeline transfers the refined petroleum products to the associated onshore
infrastructure including refined petroleum storage tanks, pumping equipment, a rail transfer point,
and tanker truck filling station, all of which are outfitted to facilitate the unloading, storage, and
transporting of the refined products to areas where the products are consumed throughout North
Korea, including by the regime and military.

o The first image in Tab 3 highlights this process by showing both marine import terminals in
Nampo that are configured to import, store, and transport refined petroleum products
through an offloading pier and single point mooring systems. As can be seen in the image,
various DPRK tankers are at anchorage to cycle through offloading infrastructure to make
individual deliveries of refined petroleum products before departing the port in search of
additional, illicit STS transfer transactions.

o The second image in Tab 4 shows the DPRK-flagged M/T MU BONG 1 anchored at an
offloading buoy at the Nampo port facility in the Taedong River on June 16, 2018. The
vessel is fully loaded and is in the process of delivering refined petroleum products procured
via an illicit STS transfer.

o The third image in Tab 5 shows the DPRK-flagged M/T YU JONG 2 anchored at an
offloading buoy at the Nampo port facility in the Taedong River on July 21, 2018. The
vessel is fully loaded and is in the process of delivering refined petroleum products procured
via an illicit STS transfer.

o The fourth image in Tab 6 shows the DPRK-flagged M/T AN SAN 1 anchored at an
oftloading buoy at the Nampo port facility in the Taedong River on August 17, 2018. The
vessel is fully loaded and is in the process of delivering refined petroleum products procured
via an illicit STS transfer.
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e We are supplementing this imagery with three storyboards that demonstrate the entire process by
which North Korean tankers depart North Korean ports, rendezvous with a foreign “feeder vessel”
to engage in an illicit STS transfer, and return to a North Korean port to deliver refined petroleum
products.

o The first storyboard in Tab 7 shows the entire process in which the North Korea-flagged
MYONG RYU 1 conducted an STS transfer with the Panama-flagged SHANG YUAN BAO.

o The second storyboard in Tab 8 shows the entire process in which the North Korea-flagged
PAEK MA conducted an STS transfer with the Panama-flagged SHANG YUAN BAO.

o The third storyboard in Tab 9 shows the entire process in which the North Korea-flagged
MU BONG 1 conducted an STS transfer with the Sierra Leone-flagged XING MING YANG
888.

e The United States has now provided two tables documenting 148 deliveries of refined petroleum
products to the DPRK and 10 images and storyboards clearly demonstrating the process by which
this occurs to the 1718 Committee. This body of evidence should remove any remaining doubts
that the DPRK has seriously violated the refined petroleum cap and that the Committee must urgently
act to halt all refined petroleum product exports to the DPRK.

ATTACHMENTS

Tab 1: Table of DPRK tanker deliveries of refined petroleum products to DPRK ports
Tab 2: Figure of estimated volumes of refined petroleum product deliveries to DPRK
Tab 3: Image of Nampo Port marine import terminals for refined petroleum products

Tab 4: M/T Mu Bong 1 delivery at Nampo Port

Tab 5: M/T Mu Bong 1 delivery at Nampo Port

Tab 6: M/T Mu Bong 1 delivery at Nampo Port

Tab 7: Storyboard of Myong Ryu 1 STS transfer with Shang Yuan Bao

Tab 8: Storyboard of Pack Ma STS transfer with Shang Yuan Bao

Tab 9: Storyboard of Mu Bong 1 STS transfer with Xing Ming Yang 888
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OBSERVED REFINED PETROLEUM DELIVERIES TO NORT KOREAN

PORTS: JANUARY 1 — AUGUST 18. 2018

_ Dead | , . = |Delivery | Delivery Delivery
Port Ship Name Weight B Volume if | Volume if Volume if
Tonnage 33% Laden | 50% Laden 90% Laden

Nampo JiSong 6 1,25000 | 1Jan-18 | 41560 |625.00 1,125.00
Nampo Sam Jong 1 1,665.00 | 4-Jan-18 £45.45 832.50 1,498.50
Nampo Kum Un San3 3,279.00 | 8Jan-18 | 50507 | 163950 2,951.10
Nampo An San 1 3,003.00 | 10-Jan-18 | 99599 | 1.501.50 2,702.70
Najin Kum Un San 2,07000 | 10-Jan-18 | o5 15 | 103500 1,863/00
Nampo Yu Phyong 5 1,966.00 | 14-Jan-18 64878 983.00 1,769.40
Nampo Yu Son (Y Chun) 3,398.00  15-Jan-18 | , .51 34 | 1,699.00 3,058.20
Nampo Chon Ma San 2,750.00 | 18-Jan-18 307.50 1,375.00 2.475.00
Nampo Paek Ma 2,25000 | 18&-Jan-18 | .5 ch | 1,125.00 2,025.00
Nampo Saebyol! (Chong Rim 2) 1,150.00 | 15-Jan-18 379.50 575.00 1,035.00
Nampo Sam Jong 2 2,507.00 | 25Jan-18 | 93731 . |1.253:50 2,256.30
Wonsan Kum Un San3 3,279.00 | 26-Jan-18 | 4 505 07 | 163950 2,951.10
Nampo Rye Song Gang 1 3,003.00 | 27-Jan-18 | 55599 | 450150 2,702.70
Najin Kum Un San 2,070.00  28-Jan-18 | o010 | 1,035.00 1,863.00
Wonsan Sam Ma 2 L7300 | 30-kn-18 | o053 | sesso 1,557.90
Nampo Jisong 6 1,250.00 | 2-Feb-18 | 41550 | g25.00 1,125.00
Nampo Sam Jong 1 1,665.00 | 2-Feb-18 [ ch045 | 83250 1,498.50
Wonsan Kum Un San 2,07000 | 3-Feb-18 | o310 |[1035.00 1,263.00
Wonsan Kum Un San 3 3,279.00 | 8-Feb-18 | 59507 | 163950 2,951.10
Nampo Chon Ma San 2,750.00 | 11-Feb-18
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907.50 1,375.00 2,475.00
Nampo Yu Phyong 5 1,966.00 | 12-Feb-18 64878 983.00 1,769.40
Nampo Saebyol (Chong Rim 2} 1,150.00 | 16-Feb-18 37950 575 00 1,035.00
Nampo fin Sl 3,003.00 | 17-Feb-18 | 5059 | 150150 2,702.70
Nampo Sam Jong 2 2,507.00 | 17-Feb-18 22731 1,253.50 225630
Nampo Rye Song Gang 1 3,003.00 | 15-Feb-18 250.59 1,501.50 270270
Nampo Sam Jong 1 1,665.00 | 22-Feb-18 £49.45 832.50 1,498 50
Nampo Yu Son (Y Chun) 3,398.00 | 24-Feb-18 112134 | 1,699.00 3,058.20
Nampo Yu Phyong 5 1,966.00 | 28-Feb-18 648.78 983.00 1,769.40
Nampo Yulong 2 1,206.00 | 3-Mar-18 397.98 603.00 1,085.40
Nampo JiSong 6 1,250.00 | 5-Mar-18 41250 625.00 1,125.00
Nampo Sam Jong 2 2,507.00 | 8-Mar-18 8731 125350 2.25630
Nampo JiSong 6 1,250.00 | 10-Mar-18 41250 625.00 1,125.00
Chongjin Kum Gang 3 1,205.00 | 10-Mar-18 39765 602.50 1,084.50
Nampo AnSanl 3,003.00 | 13-Mar-18 330,59 1,501.50 2,702.70
Nampo Paek Ma 2,250.00 | 13-Mar-18 242 50 1,125.00 2,025.00
Nampo Rye Song Gang 1 3,003.00 | 13-Mar-18 35059 150150 2.702.70
Nampo Sam Jong 1 1,665.00 | 13-Mar-18 549.45 832 50 1,498.50
Nampo Saebyol (Chong Rim 2) 1,150.00 | 15-Mar-18 37950 575.00 1,035.00
Nampo Kum Un San 3 3,2759.00 | 16-Mar-18 1,082.07 | 1,639.50 2.951.10
Nampo Yu Son (Y Chun) 3,398.00 | 16-Mar-18 112134 | 1,699.00 3,058.20
Nampo Wan Heng 11 4,983.00 | 15-Mar-18 164439 | 2,.49150 4,484.70
Nampo Sam Jong 2 2,507.00 | 21-Mar-18 82731 1,25350 2,256.30
Hamhung Sam Ma 2 1,731.00 | 21-Mar-18 57123 865,50 1,557.90
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Nampo Chon Ma San 2,750.00 | 22-Mar-18 90750 1,375.00 2.475.00
Nampo JiSong 6 1,250.00 | 24-Mar-18 41250 €25.00 1,125.00
Nampo Yulong 2 1,206.00 | 26-Mar-18 35798 603.00 1,085.40
Nampo Kum Un San 2,070.00 | 27-Mar-18 63310 1,035.00 1,863.00
Nampo Saebyol (Chong Rim 2) 1,150.00 | 25-Mar-18 37950 575.00 1,035.00
Nampo AnSanl 3,003.00 | 30-Mar-18 35059 1,501.50 2.702.70
Nampo Yu Phyong 5 1,966.00 | 31-Mar-18 648.78 983.00 1,769.40
Nampo Chon Ma San 2,750.00 | 3-Apr-18 307.50 1.375.00 2,475.00
Nampo JiSong 6 1,250.00 | 3-Apr-18 41250 625.00 1,125.00
Nampo Kum Pit1 1,051.00 | 3-Apr-18 360.03 545.50 981.90
Nampo Kum UnSan 3 3,275.00 | 4-Apr-18 1,082.07 |1,63950 295110
Nampo Paek Ma 2,250.00 | 6-Apr-18 742 50 1,125.00 2,025.00
Chongjin Sam Ma 2 1,731.00 | 12-Apr-18 57123 865,50 1,557.90
Nampo Nam San 8 3,150.00 | 13-Apr-18 103950 | 1,575.00 2,835.00
Nampo Yu Son (Y Chun) 3,358.00 | 13-Apr-18 112134 | 1,693.00 3,058.20
Nampo Wan Heng 11 4,983.00 | 14-Apr-18 164439 | 249150 4,484.70
Nampo Chon Ma San 2,750.00 | 15-Apr-18 907.50 1.375.00 2.475.00
Nampo Sam Jong 2 2,507.00 | 21-Apr-18 82731 1,253 50 225630
Hamhung Sam Ma 2 1,731.00 | 24-Apr-18 57193 265.50 1,557.90
Wonsan Ma Du San 9435.00 | 26-Apr-18 313.17 474.50 854.10
Chongjin Sam Ma 2 LA 27-Apr-18 571.23 865.50 1,557.90
Najin Song Won 2,101.00 | 25-Apr-18 6593.33 1,050.50 1,850.90
Wonsan Kum Un San g 30-Apr-18 683.10 1,035.00 1,863.00
Nampo AnSanl 3,003.00 | 30-Apr-18
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990.99 1,501.50 2,702.70
Nampo Kum Jin Gang 2 2,100.00 | 30-Apr-18 693.00 1.050.00 1,850.00
Nampo Paek Ma 2,250.80 3-May-18 742.50 1,125.00 2,025.00
Chongjin Sam Ma 2 L0 5-May-18 571.23 865.50 1,557.50
Nampo Ji Song 6 L2000 5-May-18 41250 625.00 1,125.00
Nampo Yu Phyong 5 i 7-May-18 648.78 983.00 1,769.40
Nampo Sam Jong 2 2501 8-May-18 827.31 1,253.50 2,256.30
Wonsan Chon Myong 1 2,750.00 | 8-May-18 | 90750 |1375.00 2,475.00
Nampo Myong Ryu 1 900.00 | S-May-18 257.00 450.00 810.00
Nampo Sam Jong 1 16300 9-May-18 54345 832.50 1,438.50
Wonsan Kum Un San SR 13-May-18 683.10 1,035.00 1,863.00
Nampo Saebyol b 15-May-18 379.50 575.00 1,035.00
Nampo Nam San 8 3,150.00 | 1, \ray-18 | 103950 | 157500 2,835.00
Nampo AnSan1 3,003.00 | 17 pay-18 | 99099 | 150150 2,702.70
Hamhung Sam Ma 2 SRLM 19-May-18 571.23 865.50 1,557.90
Nampo Yu Jong 2 AN 21-May-18 397.98 603.00 1,085.40
Nampo Yu Phyong 5 12ee) 22-May-18 648.78 983.00 1,769.40
Nampo Yu Son 3,398.00 22-May-18 | 1,121.34 | 1695.00 3,058.20
Nampo Kum Jin Gang 2 2,100.00 | 24-May-18 693.00 1,050.00 1,850.00
Nampo JiSong 6 - S 26-May-18 41250 625.00 1,125.00
Nampo Paek Ma S 26-May-18 742.50 1,125.00 2,025.00
Nampo Sam Jong 2 c Rahaas 28-May-18 827.31 1,253.50 2,256.30
Nampo Myong Ryu 1 500.00 | 30-May-18 297.00 450.00 810.00
Nampo Saebyol $150.80 4-Jun-18 379.50 575.00 1,035.00
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Chongjin Sam Ma 2 73100 6-Jun-18 571.23 865.50 1,557.50
Nampo Chon Ma San oy 7-Jun-18 907.50 1,375.00 2,475.00
Nampo Kum Un San 3 A0 8-Jun-18 108207 | 1635.50 2,951.10
Nampo Ji Song 6 1,25000 | g 4018 | 41250 |625.00 1,125.00
Mu Bong 1 (Ryong Bong
Nampo 1) 2,100.00 | 15-Jun-18 | 69300 | 1,050.00 1,890.00
Nampo Kum Un San 407010 18-Jun-18 683.10 1,035.00 1,863.00
Nampo Kum Un San 3 223N 18-Jun-18 | 1,082.07 | 1,639.50 2,951.10
Nampo Nam San 8 315000 1o 1 in18 | 103950 | 157500 2,835.00
Kimchaek Yu Son 3,398.00 | 5 jyn-18 | 112134 |1699.00 3,058.20
Chongjin Wan Heng 11 S 24-Jun-18 164435 | 249150 443470
Nampo Saebyol S 25-Jun-18 375.50 575.00 1,035.00
Nampo Yu Jong 2 220600 27-Jun-18 397.98 603.00 1,085.40
Nampo Yu Phyong 5 1,966.00 | 5o 118 | 64878 | 98300 1,769.40
Nampo Paek Ma i 30-Jun-18 74250 1,125.00 2,025.00
Nampo Chon Ma San 1000 2-Jul-18 907.50 1,375.00 2,475.00
Nampo AnSan 1 SJemee 3-Jul-18 950.99 1,501.50 2,702.70
Mu Bong 1 (Ryong Bong

Nampo 1) 2,100.00 | 3-Ju-18 693.00 | 1,050.00 1,850.00
Chongjin Golden 1,977.00 3-Jul-18 652.41 988.50 1,779.30
Nampo Kum Jin Gang 2 2,100.00 | 4-Jui-18 693.00 1,050.00 1,850.00
Nampo Ji Song 6 e 6-Jul-18 41250 625.00 1,125.00
Chongjin Wan Heng 11 498300 | 5,118 | 164439 |249150 4,484.70
Wonsan Kum Un San 27000 13-Jul-18 683.10 1,035.00 1,863.00
Nampo Mu Bong 1 2,100.00 | 14-Jul-18 693.00 1,050.00 1,850.00
Nampo JiSong 6 1,250.00 | 15-Jul-18
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41250 625.00 1,125.00
Chongjin Golden 1,977.00 | 16-Jul-18 652.41 988.50 1,779.30
Songnim Kum Jin Gang 2 2,100.00 | 20-Jui-18 653.00 | 1,050.00 1,850.00
Nampo Kum Un San 3 i 20-Jui-18 1,082.07 | 1,63950 2,951.10
Nampo Myong Ryu 1 900.00 | 20-Jul-18 257.00 450.00 810.00
Nampo Yu Jong 2 A 20-Jul-18 397.98 603.00 1,085.40
Nampo Myong Ryu 1 900.00 [ 21-Jul-18 297.00 450.00 810.00
Najin Song Won 2,101.00 | 22-Jui-18 693.33 1,050.50 1,890.90
Nampo Chon M3 San 2750001 »344r18 | o750 [137500 | 2,47500
Nampo Nam San 8 %1700 23-Jul-18 1,035.50 | 1,575.00 2,835.00
Nampo Yu Phyong 5 g 23-Jul-18 648.78 983.00 1,765.40
Nampo Saebyol Lam 25-Jul-18 379.50 575.00 1,035.00
Nampo Tong Hung 5 600.00 | 25-Jul-18 158.00 300.00 540.00
Nampo Yu Son 333800 26-Jul-18 1,121.34 | 1,699.00 3,058.20
Nampo Kum Jin Gang 2 2,100.00 [ 27-Jul-18 693.00 1,050.00 1,850.00
Nampo Ji Song 6 125010 28-Jul-18 41250 625.00 1,125.00
Nampo Sam Jong 1 o 30-Jul-18 54345 832.50 1,498.50
Nampo Myong Ryu 1 500.00 | 2-Aug-18 297.00 450.00 810.00
Nampo Paek Ma o 2-Aug-18 742.50 1,125.00 2,025.00
Nampo Sam Jong 2 ik 2-Aug-18 827.31 1,253.50 2,256.30
Chongjin Wan Heng 11 i 2-Aug-18 164435 | 245150 448470
Chongjin Rye Song Gang 1 3000 4-Aug-18 990.99 1,501.50 2,702.70
Chongjin Sam Ma 2 i 7-Aug-18 571.23 865.50 1557.90
Nampo Nam San 8 3,15000 | 5 aue-18 | 1,03950 [1575.00 2,835.00
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Barrels

Nampo Kum Un San 3 ki 9-Aug-18 1,082.07 | 1,639.50 2,951.10
Nampo Saebyol 1000 S-Aug-18 379.50 575.00 1,035.00
Nampo Mu Bong 1 2,100.00 [ 10-Aug-18 693.00 1,050.00 1,850.00
Najin Song Won 2,101.00 | 12-Aug-18 693.33 1,050.50 1,850.80
Nampo AnSan 1 s 15-Aug-18 990.99 1,501.50 2,702.70
Nampo Myong Ryu 1 S500.00 | 15-Aug-18 297.00 450.00 810.00
Nampo JiSong 6 LN 16-Aug-18 41250 625.00 1,125.00
Nampo Nam San 8 A0 16-Aug-18 103850 [ 1575.00 2,835.00
Nampo Sam Jong 1 166500 | 1¢ pug-18 | 54945 | 83250 1,498.50
Nampo Sam Jong 2 2,507.00 15-Aug-18 82731 1,253 .50 2,256.30
Nampo Yu Jong 2 12000 18-Aug-18 357.98 603.00 1,085.40
Percent Laden 33% 50% 90%
Total (Metric Tons) 108,230.43 | 16398550 | 29517390
I p—— 833,374.31 | 1,262,688.35 | 2,272,839.03
MONTHLY OBSERVED AND REPORTED DELIVERIES OF REFINED PETROLEUM TO NORTH KOREA
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Annex 3: Communication of the Russian Federation to the Committee of 21 September 2018
From: Alexey Bogusizvskiy NG

Sent: Friday, September 21, 2018 10:17 PNI
To: 5¢-1718-Committee

Subject: Re: For Action: NOP — US letter petroleum cap, draft press release and note yerhale [NOTE.276)

Dear Chair, colleagues,

Russia strictly complies with the provisions of the Security Council resolutions on the DPRK and
the information that is reflected in the official notifications of the 1718 Committee. including on
the issue of deliveries of refined petroleum products to this country.

According to paragraph 5 of resolution 2397, the Committee notifies all Member States when an
aggregate amount of refined petroleum products sold, supplied, or transferred to the DPRK of
75, 80 and 95 per cent of the aggregate yearly amounts of 500 000 barrels have been reached,
and only in the latter case (95 per cent), such notification is accompanied by an information
about the requirement to immediately cease further deliveries of refined petroleum products to
the DPRK for the remainder of the year.

In the absence of the aforementioned notification of the Committee, the continued export of
refined petroleum products to the DPRK 1s fully in line with the requirements of the DPRK
sanctions regime.

The fragmentary mformation provided by the US regarding the cases of alleged illegal ship-to-
ship transfers of refined petroleum products to the DPRK vessels, as well as the results of the US

computer modeling, are msufficient for the Committee's decision to completely cease refined
petroleum export to the DPRK before the end of this vear.

To take such a decision, which could have severe social, economic and humanitarizn
consequences for the DPRK, a full investigation and corresponding conclusions of the Panel of

Experts of the Committee of 1718 are required. Such an investigation is fully in line with the
mandate of the Panel.

In this regard. we suggest that the US provide the experts with appropriate information regarding
reported cases of ship-to-ship transfers and the proposed methodology of petroleum calculations
for them to study it thoroughly and impartially.

Upon receiving the results of such a study we are ready to return to the consideration in the
Committee of the US request with a view to eventually making an objective decision.

In the meantime Russia would like to put the US request on hold.
Best regards,

Alexey

Source: Member State
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Annex 4: Address location provided by Golden Luxury Corporation to Yuantai

Source: The Panel
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Annex S: Panel letter to Golden Luxury Corporation and their associates

United Nations @ Nations Unies

HEADQUARTERS « SIEGE NEW YORK, NY L0017
TEL.. +1 212 963 1055 « FAX. +1 212 963 2013

UniTeo NATIioNs SEcURITY CouNciL PANEL OF EXPERTS ESTABLISHED
PURSUANT TOo RESOLUTION 1874 (2009)

REFERENCE: S/AC.49/2018/PE/OC.382
YOUR REFERENCE

10 December 2018

Dear Messrs. Wang Wei-Kwang, Mr. Lee Chun Hun, Mr. Lee Chun Hun and Ms. Chen Su Mei,

I am writing to you with regard to ongoing efforts of the Panel of Experts established
pursuant to United Nations Security Council resolution 1874 (2009) to gather. examine and
analyse information regarding the implementation of the measures imposed on the Democratic
People’s Republic of Korea (DPRK) by Security Council resolutions 1718 (2006). 1874 (2009).
2087 (2013). 2094 (2013). 2270 (2016). 2321 {2016), 2356 (2017). 2371 (2017). 2375 (2017) and
2397 (2017). in particular incidents of non-compliance.

According to paragraph 11 of resolution 2375 (2017), “all Member States shall prohibit
their nationals. persons subject to their jurisdiction. entities incorporated in their territory or subject
to their jurisdiction. and vessels flying their flag. from facilitating or engaging in ship-to-ship
transfers to or from DPRK-flagged vessels of any goods or items that are being supplied. sold. or
transferred to or from the DPRK™. In paragraph 14 of the same resolution. the Security Council
also decided that “all Member States shall prohibit the direct or indirect supply. sale or transfer to
the DPRK, through their territories or by their nationals. or using their flag vessels or aircraft, and
whether or not originating in their territories. of all refined petroleum products™ (subject to
exemptions).

In this regard, the Panel is investigating possible cases of sanctions evasion involving the
vessel Ocean Explorer (IMO:9388792) which. according to information and photographs supplied
by a Member State. conducted a ship-to-ship transfer with the tanker Yuk Tung on 28 October 2018
(see Annex 1). The Yuk Tung has been designated by the Security Council 1718 Committee for
de-flagging and a global port entry ban for repeatedly engaging in illegal ship-to-ship transfers
with DPRK tankers and the Member State has reason to believe that the transfer to the Juk Tung
was ultimately destined for the DPRK, in violation of the resolutions. Furthermore, the Yuk Tung
1s listed by the United Nations and registered by the International Maritime Organization (IMO)
as being controlled by a UN designated entity.l

Mz. Jiang Xi Hai Lian. Mr. Wang Wei-Kwang (aka Wang Wi Jung). Mr. Lee Chun Hung and
Ms. Chen Su Mei. et al.

Golden Luxury Corporation (GLC)

Email: bestgo.ship@msa.hinet.net

Fax +88624621059

' See “Secunty Council 1718 Sanctions Committee Adds 22 Entries to Its Sanctions List, Designates 27 Vessels”
UN Secunity Council press release, 30 March 2018 https://www.un org/press/en/2018/5¢13272.doc htm

1

82/378 19-01704



S/2019/171

19-01704

The Panel notes that your Belize-registered company was directly involved in this incident
and in contact with individuals acting on behalf of the Yuk Tung also known to you as the vessel
Maika. The Panel would be grateful for the assistance of you, your company and all vour
associates in providing the following information relating to the above-mentioned ship-to-ship
transfer:

1) Copies of all correspondence and contracts associated with the above incident, including
brokering. trading. financial transfer and vessel-related information;

2) The identity and contact details of all persons arranging for the transfer at sea with the Fuk
Tung/Maika,

3) Aany information at your disposal regarding the destination of the cargo aboard the Yuk
Tung/Maika. in particular its end user destination including dates. times and location,
as well as GPS coordinates;

4) Aanemail address, mobile phone number through which you may be contacted;

5) The full name, nationality and copies of the seaman identity card. national identity card
and passport of the Master of the Yuk Tung/Maika:

6) The crew list of the Yuk Tung/Maika;

7) The AIS/GPS of the Yuk Tung/Maika, showing its movements from 27 October 2018 uatil
now;

8) The names. addresses. emails, mobile phone numbers. and all bank account numbers of
the entities and individuals listed in Annex 2;

9) Please wnform the entities and the mndividuals listed 1o Annex 2 that they mayv be named

in the Panel’s next report to the Security Council and to contact the Panel forthwith
so that the Panel may consider reflecting their views in its report.

Paragraph 5 of the Security Council resolution 2407 (2018) urges all Member States and
other interested parties to cooperate fully with the Panel of Experts, in particular by supplying any
mformation at their disposal.

As the Panel jntends to report on this case n its next report to the Secunty Council, we
would be most grateful for any information to be supplied within two weeks of the date of this

letter. The Panel may name Golden Luxury Corporation. vour emplovees and any of their
associates or associated individuals in our reporting and would therefore appreciate a reply
from yvou in order to consider reflecting vour views in our next report, Should you or your

designated representative wish to discuss this request or anv follow-up matters. please contact the
ﬂ.\k Jong

Panel via Mr. Hugh Griffiths
Kwen Youo [

Yours faithfully,

.,.»/~ .///z :

Hugh Gnffiths
Coordinator of the Panel of Experts established
pursuant to Security Couacil Resolution 1874 (2009)
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Annex I. Images showing the Ocean Explorer conducting a ship-to-ship transfer with a UN
designated vessel controlled by UN designated entity

Source: Member State
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Annex 2. “Documentation™

xR
GOLDEN LUXURY CORP.

Reghuered sidess 6OMARKRT SQUARE, £O. BOX 164, 5 UZ[ CITY. BELLZE
Taivar Oxfwe: NO224, HE IST NGZHENG ST

KEELUNG OITY 207, TAlwWA

IEL.~S$&.'-J6NJ” FAX » 22802059 Ewcad thosigo ship@iuse hiverast

INVOICE NO: A181030-47
INVOICE DATE: 10/30/2018
LCCATION: NORTH PACIFIC OCEAN
PROJECT: SUPPLY BUMKER TO FISHING BOATS
MESSERS: ZEESHAN BASHIR BUILDENG MATERIALS TRADING LLC
8H GALADHAR] PLAZA AL MIGGA DEIRA
DUBAT VAE DUBAL UAE

INVOICE

DESCRIPTION QUANTTY UNIT PRICE AMOUNT

MARINE GASOIL S1070.50 8sl US55100054

US35,109,848 (x)

TOTAL | US$5,109.848.00

PLEASE REMIT BY T/T REMITTANCE IMMEOIATELY FOR FULL
INVOICE VALUE WITHOUT DECUCTION

For and en behad of
GOLDEN LUXURY CORP

5/378
19-01704 8
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159

TRSRERETEMAS)

To KBNMLR

A48 5 BITECSHAN DASHR BULDING MATERALS TRADING LLCR
GRACE WAY GENERAL TRADNG m»mumm

159 One Panel Member objected to the disclosure of the Panel’s letter without an accompanying reply due to the sensitivity of the
information. The Coordinator notes that it is standard practice to provide evidence of the Panel’s activities and the evidence obtained in

the annexes.

86/378
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Annex 6: Vanguard correspondence

rrom: vanguard |

Sent: Wednesday, December 12, 2018 2:08 PM

To: Hugh Griffiths

Cc: 'van.guard'

Subject: RE: Outgoing Communication # 367 from the Panel of Experts on the Democratic People's Republic of
Korea (DPRK) to Vanguard

Dear Mr.Hugh Giriffiths,

Good day.

We have to affirm that Vanguard Shipping Safety Management Consultant Co. Ltd never
involved in the owner’s cargo operation and finance. our company only responsible for the
regulation of International Convention for the Safety of Life at Sea (SOLAS 1974) Appendix IX
and Chapter X1-2 issued by International Maritime Organization (IMO).

Our company is not responsible for the management of trade operation and crew management
of this Virtue Base Developments Limited (IMO No0.5893594), nor involved in matters such as
ownership and chartering of the ship to which this company belongs and trade operation and
crew management.

So we don't know the following information from Virtue Base Developments Limited (IMO
No0.5893594).

names, addresses, email addresses, fax numbers and other records for the individuals
responsible for Virtue Base Developments.

Our company was entrusted by Mr.Lai (phone number +886978882693) at the end of May
2017, by our employee Penny to assist the applicant company IMO number, but soon after,
We also cannot contact this Mr.Lai.

Hope above mention will help your investigation.

Best Regards.

AERHEEEEBERARAR

VANGUARD SHIPPING SAFETY MANAGEMENT CONSULTANT COMPANY LIMITED.

From: Hugh Grifiths ([

Sent: Monday, December 10, 2018 8:27 PM

To: van.guard

Subject: Re: Outgoing Communication # 367 from the Panel of Experts on the Democratic People's
Republic of Korea (DPRK) to Vanguard

19-01704 87/378
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Dear Vanguard,

Thank you for your email.

Is this Penny Lee Z=;ifilE(Ms.) that is replying to the United Nations?

Or another employee?

| would be grateful if you could identify yourself and provide information on an important case.

Virtue Base Developments (see attachment)

This is an entity registered in the Seychelles for which you submitted an IMO number request in 2017.

Please supply the names, addresses, email addresses, fax numbers and other records for the individuals
responsible for Virtue Base Developments.

| am basing this request on the attached Equatorial Guinea registry certificate.
Virtue Base Developments are shielding their identity.

However, your company, Vanguard is named as a "care of" address with a UN international organisation
for Virtue Base Developments.

Please provide us with the information on the individuals behind Virtue Base Development within 24 hours.
Best regards,

Hugh Griffiths

rrom: van.guard |

Sent: Monday, December 10, 2018 9:56 AM

To: DPA-POE1874

Cc: "Vanguard(JL#EA 7])"; Hugh Griffiths

Subject: RE: Outgoing Communication # 367 from the Panel of Experts on the Democratic People's Republic of
Korea (DPRK) to Vanguard

Dear Mr.HUGH GRIFFITHS,
Good day.

At beginning, we have to affirm that Vanguard Shipping Safety Management Consultant
Co. Ltd never involved in the owner’s cargo operation and finance. We only pay attention to
ship’s safety. It's most management company done at Kaohsiung. Besides, we have never

received the Panel’s previous notice S/AC.49/2017/PE/OC.1151 of 19 December 2017, only
received S/AC.49/2018/PE/OC.367 on 7 December 2018.

88/378 19-01704
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You said our company was associated with 5 ships engaged in prohibited ship-to-ship
transfers. We would like to clarify as following:

1.

Source:

19-01704

Lighthouse Winmore (IMO number: 9635987) — She belongs to Mr. Hsih-Shien Chen,
which was never under our management. If she holds our company’s DOC, then it must
be a fake certificate and please provide your evidence in hand. It’s easy to find out from
her SMC.

Billions No. 18 (IMO number: 8711021) — She also belongs to Mr. Hsih-Shien Chen. It
changes ship’s name to "SUN CROWN?". And then it was sold to other people.

Jin Hye (IMO number: 8518572) — In December 2017, we were informed by
Investigation Bureau about the vessel was involved with illegal transfers. Then we
broke the agreement with the owner immediately and accepted Investigation Bureau
and prosecutor’s investigation. You may check with them. The owner was in litigation
now and we are clear from the investigation. After breaking the agreement, we have
delivered the deletion certificate to the owner from Flag State. The ship has left us and
we didn’t get further information from her.

Wan Heng 11 (IMO number: 8688717) — This vessel was never under our
management. Please provide the evidence for us to report to Investigation Bureau.

Heng Xing (IMO number: 8669589) on 7 May 2018 — Please check your Annex 2 and
amplify stern part of the small ship, you will clearly indicate port registration of two
Chinese words "#111"(ZHOUSHAN) that is a Chinese ship. (Please see the red column)

The Panel

89/378
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Annex 7: Panel letter to Hin Leong 10 May 2018

United Nations @ Nations Unies

HEADQUARTERS » SIEGE NEW YORK, NY 10017
TEL.D +1 212 963 1055 » FAX. +1 212 963 2013

UNITED NATIONS SECURITY COUNCIL PANEL OF EXPERTS ESTABLISHED
PYRSUVANT TO RESQLVUTION 1874 (20009)
REFERENCE: S/AC.49/2018/PE/OC.78
YOUR REFERENCE
10 May 2018

90/378

Dear Mr. Evan Lim_

I am writing with regard to ongoing efforts of the Panel of Experts established pursuant to
United Nations Security Council resolution 1874 (2009) to gather, examine and analyse
information regarding the implementation of the measures imposed on the Democratic People’s
Republic of Korea (DPRK) by Security Council resolutions 1718 (2006). 1874 (2009).
2087 (2013). 2094 (2013), 2270 (2016). 2321 (2016). 2356 (2017). 2371 (2017). 2375 (2017) and
2397 (2017). in particular incidents of non-compliance.

In its 2018 final report to the UN Security Council the Panel noted the following:

“The Panel’s latest investigations show that the Democratic People’s Republic of Korea is
already flouting the most recent resolutions by exploiting global oil supply chains, complicit
foreign nationals, offshore company registries and the international banking system. The Panel
investigated illicit ship-to-ship transfers of petrolenm comprising a multi-million-dollar business
that is driving an international network of brokers and ship charterers as well as uawitting global
commodity trading companies and oil suppliers.... At the same time. the heightened sanctions
have created lucrative markets for Democratic People’s Republic of Korea-backed traders seeking
to procure petroleum while exporting the country’s natural resources. The profit margins involved,
coupled with the offshore nature of much of the affected oil, maritime and finance sectors,
necessitate far greater private sector due diligence, information-sharing and self-policing
[emphasis added].” (Executive Summary. pg. 4)!

Mr. Evan Lim
Project Director
Hin Leong Trading
Singapore

Email: bd@hinleong.com sg; evanlim@hinleong.com.sg

Ce: Meng Wong See, wongseemeng@hinleong.com.sg

Seng Serene, sereneseng@hinleong com sg

Cc.  Permanent Mission of Singapore to the United Nations

! The Panel’s 2018 final report to the Security Council, S$/2018/171. 5 March 2018, available at:
https://arerwr.un org/se/suborg/en/sanctions/1 718/panel_experts/reports.
1
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In preparation for its midterm report to the Security Council due on 3 August 2018, the
Panel is gathering information from companies trading in oil and petrolenm products. as well as
their suppliers and producers in the affected supply chains and regions® to ascertain what risk-
mitigation measures. if any. such companies are taking in view of the Panel’s findings.

In this regard. the Panel would be grateful for your assistance in providing the following
information:

o What contractual obligations have your company or your partners considered to
mitigate the risk that specific Far Eastern Free On Board (FOB) deliveries are not
vltimately diverted to DPRK-controlled vessels in violation of paragraphs 11 and
14 of resolution 2375 (2017)?

¢ Do such risk mitigation measures include an “automatic information system (AIS)
switch-off clause™ to ensure that the performing vessel shall not switch off its AIS
at any point whilst the cargo (or any part thereof) is on board the vessel?’

o Do such risk mitigation measures include the presentation of supporting
documentation to provide evidence of full and complete delivery to the stated
destination or vessel within a set number of days of delivery?

For companies still considering optimal risk mitigation measures, please find in the Annex.
for your consideration. “Best Practice™ contractual clauses that may be used to safeguard the
mtegrity of global oil and petroleum product supply chains by allowing the affected sector to
(a) monitor the vessels transporting their products through an “AIS switch-off clause™ that guards
against clandestine and prohibited ship-to-ship transfers in violation of paragraphs 11 and 14 of
resolution 2375 (2017); (b) ensure the security of the supply chain through the submission of
supporting documentation to evidence actual delivery to the stated end-user or customer.

Paragraph 5 of resolution 2407 (2018) urges all Member States and other interested parties
to cooperate fully with the Panel of Experts. in particular by supplying any information at their
disposal.

The Panel would welcome any other information that you might consider relevant to its
work as mandated by the Security Council. In addition, the Panel would like to assure you that any
information you may consider confidential can be handled accordingly and used solely for the
information of the Security Council and the 1718 Committee.

? The Panel has 1dentified a vanety of affected companies, Member States and supply chains. A smaller number of
these may be found mn paras. 61-73. 5:2018/171.
* In all cases of prohibited ship-to-ship transfer identified by the Panel, the foreign-flagged vessel switched off its
AITS prior to the illicit supply to the DPRK tanker.

2
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Given the importance the Panel attaches to this investigation. we would be most grateful

for any mformation to be supplied within one month of the date of this letter. Should you wish to

discuss this request or any follow-up matters. please contact the Panel via Mr. Hugh Gnffiths

I ! Mr Nei  Wans

Yours sincerely,

J : \"I - { .~ —// "/i

1

/

1

Hugh Gnffiths
Coordinator of the Panel of Experts established
pursuant to Secunty Council Resolution 1874 (2009)

Annex: “Best practice” contractual clauses

92/378

19-01704



S/2019/171

Annex: “Best practice” contractual clauses

Additional conditions for Specific Far East Free on Board (FOB) deliveries

In respect of Specific Far East FOB deliveries. the Buyer undertakes to the seller that in respect of
each cargo delivered by the seller to the Buyer. the Buyer shall fulfill the following obligations:

A) The performing vessel for that cargo shall at all times ensure that the performing vessel
does not switch off its Automatic Identification System (AIS) at any point whilst that cargo
(or any part thereof) 1s on board the performing vessel.

B) The Buyer shall provide to the Seller within seven (7) days of completion of discharge of
the Cargo from the Buyer's performing vessel. complete supporting documents evidenced
to the Seller’s satisfaction (in Seller’s reasonable discretion) a full reconciliation of the
discharged quantities of such Cargo by the Buyer’'s performing vessel (including. without
limitation, full details of the dates of discharge (and in each case the quantity discharged)
to either receiving shore facilities and/or vessels (including details of the vessel name. flag
and registered owners, as applicable) against the quantities delivered by the Seller to the
Buyer.

C) Where a discharge port is specified on the bill of lading issued with respect to a Cargo, the
Buyer shall provide to the seller within seven (7) days of completion of discharge of such
Cargo, documentary evidence that the Cargo was delivered by the performing vessel at the
specified discharge port.

19-01704 93/378
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Hin Leong responses to best practice clauses and Panel letter

Serene Seng
e
From: Serene Seng
Sent: Tuesday, 7 August, 2018 616 PM
To: ‘Tammy Xie'
Cc Nathanael Lin; Freddy Tan Jie Ren; Chee Li Li
Subject: RE: UN Clause
Hi Tammy,

Apologies but we really cannot accept these clauses.

Regards,
Serene

From: Tammy Xie [mailto: Tammy.Xie@trafigura.com)
Sent: Tuesday, 7 August, 2018 5:14 PM

To: Serene Seng

Cc: Tammy Xie

Subject: UN Clause

HiSerene,

| would call you to explain this.

94/378 19-01704



S/2019/171

. Evan Lim

From: fven |

Sent; Thumsoay 15, 2018 >

Ce: erene Seng. Wong See Meng: Nathanaei Un
Subject RE Outgoing Communcalion #78 from W el of Experts on the Demacratk
Peop'e’s RBeputic o' X ) PRI ) Q
|
’ ” ’ ; 5 a
- f 3 ’ ' 3 | " T,
f e

Sent: Friday, 6 July, 2018 12:29 AM
Yo: BO: Even Um: Wong See Meng: Serone Serng

Subject: PV, Outgoing Communication #78 from the Panel of Experts on the Demacrat

DPRC) to Min Leomd

Poopie’s Reoubic of Xores

Deaar M Evan Ly
Gralafiul I you can provide vs 8 '0odback on 1he a'ores Sooing Cormmunication We are trying §
naohdate the replies On our Iog ang we COUM POt 'nag your end 0350 50 NOL NS0 10 SO VB OF MK

g reply ff ths request has sreddy Dean aadressed

Thark you veary muc

an the Democratic Peogie’s Raoublic of Xorea

Subject: Outgoing Communication #78 from the Pane! of Txpe

DVRK) 10 Min Leong

Source: The Panel

19-01704 95/378



S/2019/171

Annex 8: Hika scrapping documentation

- C g N m e e — ey

Total Tonnage

CHITTAGONG - Port Position as o October 12, 2018

Total Tonnage

88,378

GADANI - Port Position as of October 12, 2018

No. VESSEL NAME LDT TYPE STATUS

1 | Al Anbaraiah 15,933 Tanker Beached October 11
2 | Dahum 156 2,650 Container Beached October 09
3 | Dawn Kanchipuram (Under Tow) 9,756 Tanker Beached October 10
4 | Giant 24,491 Crane Ship Beached October 08
5 | Hika 7,211 Tanker Beached QOctober 09
6 | ISAWinter 2,878 General Cargo Arrived October 09
7 | Nir 6,043 Tanker Beached October 08
8 | Ocean Pride 7,639 Bulk Carrier Arrived June 13

9 | PTAP One (Under Tow) 7,548 Floating Storage Beached October 11
10 | Rongdhonu 680 Hospital Ship Arrived September 14
11 | Touyou Gou 3,549 Conveyor Reclaimer Beached October 09

No. VESSEL NAME LDT TYPE STATUS
No new vessels reported this week.
&
VESSELS DUE AT OUTER ANCHORAGE: i
DATED: 02/10/2018: MARINE DEPARTMENT
LIST OF VESSELS AS PER DECLARATION MADE BY LOCAL AGENT:
WWW c ov.bd
L. LS DATE OF LOCAL LONGTO TYPE OF LOADING
NO. ARRIVAL CALI. AGENI CARRIED CARGO PORTS
AT V(MO 3487517] T3 FUOE BE ]88 Y 1408 X 27 SH0[B000C 1G]
TAN BINH 296{MO. nmn 156,00 tuoswuz PREL mu AMBL AT 1206 3 22000
9599 | SOTABLAN NV__ | SWG [ USL W 312 W Wiez
T899 | CCUNK H [ASLL 2609 AY 139 T30 350
CROWN VIC xonv.uo 9077252) 19000 | LIMESTONE SING 80 cmss 2609 AT 1538 43900
BENSA TIGER(IMO S4374 6550 | STAG | ALY ZEBRA 305 AT 1385 il -2
WONY FUTURE N0 §583823) 18595 | C.CLNK | CAMPA | HONG I"CITUoND TS AY 1612 31100
suut PATAGONIAIMO 3503 164 187,00 | WHEAT PSAD | PANA SEACOM 2809 AT 0142 36270
mﬁm}m’ 18359 | SLAG COCHI AN VUNI | 2869 AY 1433
OCEAN ROSE(MO3351725 8599 | CCLWK L H USL | 2809 AY 1616
PIONEER C{MO 5225500) 5390 | COAL MALA TUVA Fus 23,09 AT 0050 3 7580
A 6595 | WHEAT PIAD |'TBE HASHRUND BUSATES i3 3Lt
“WESTERN CALLAG WG S5547T7] 7S | o ROAP | $6 | SOLTAN | SSS A0S L L —
YIB BRAVEOMO, 103.00 | BALL CLAY PEEL 1| PANA 1 FMS FGIAT 9143 2099
ARIADNE(IMO 3554571 18399 | STONE MNA UBE RADIANT 3009 AT 0505 A 1 36500
m’immﬁ‘ﬁm 789,90 | COAL RICH MALY UML 3009 AY 1620 2 31623
AN EX 95957, 18300 | COS0 SLORE | PANA USL 01730 AT 5400 3 aier
cumm VEIUE(NO STy 16395 | C CLNK CAMPA__| 60 cMsS 3009 AT 1642 15 50100
OCEAN 6534 | COUNK KRAGE | PANA | 331 AT 1817 A L] g2
1600 | V3P FUSE__|WALY —— [ASCO FOAT IS FISHTWOCTS]
RICKMERS DALIAN(IMO 9292027 15230 | P.CARGO CHENN MARSH HSR [ 1430 r 7 2100
EM CORALIMO-3585708) 18555 | COAL SNG FANA UNIOCEAN 710 AT 1835 (K} 553002 BOOMONG)
HUN: MO3113971) 18399 | CCLNK KARACI | 8D BASHUND i 1836 135 26000(13350MONG)
WAI DUONG 36{M0-93170. 121,40 | WOOD PULP. FUTON | PANA USL 110 AT 23% ) 7065
VIOS ULY: 17454) 539 | AGOREGATE | FUJA | MALYT | UNIOCEN 70 AT G718 Tar 33500
e g2 e —
i I — - — 3 EwaATE ¥ = =
s e — T
=
e i Ty * Eos
R — L — - S — - T— . 0 A1) =
e - i A € -3

Source: The Panel
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Annex 9: Panama’s reply to the Panel

19-01704

MISION PERMANENTE
DE PANAMA ANTE LA ONU

NUEVA YORK, USA

MPP NY 1288/18

La Mision Permanente de la Republica de Panama saluda atentamente a la
Secretaria del Comité del Consejo de Seguridad de las Naciones Unidas
establecido en virtud de la Resolucién 1718 (2008), y tiene el honor de informar las
medidas adoptadas por la Republica de Panama en respuesta a las notas No.
S/AC.49/2018/PE/OC.147 de 18 de junic de 2018 y notas No.
S/AC.49/2018/PE/OC.223 de 16 de agosto de 2018.

La Misién Permanente de la Republica de Panama, a solicitud de autoridad
superior, remite al Panel de Expertos el informe nacional que la Secretaria Ejecutiva
del Consejo de Seguridad Nacional en coordinacion con la Autoridad Maritima de
Panama comunico al Ministerio de Relaciones Exteriores, en los casos relativos a
las naves Shang Yuan Bao y New Regent, respecitivamente.

La Mision Permanente de la Republica de Panama aprovecha la ocasion
para reiterar a la Secretaria del Comité del Consejo de Seguridad de las Naciones
Unidas establecido en virtud de la Resolucion 1718 (2006), las seguridades de su
distinguida consideracion.

02 de noviembre de 2018

Al Comité del Consejo de Seguridad
En virtud de la Resolucién 1718 (2006)
Naciones Unidas

Nueva York
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CONFIDENCIAL

Republica Dominicana, por la cantidad de $619.25. Recibe de Impuestos y
Tasas Anuales del 04 enero de 2017 a través del propietario Jui Chen Shipping
Co., Limited, N4poles Italia, por la cantidad de $3,968.06.

Detalles sobre los accionistas: Segin nuestras constancias la embarcacion era
operada por una sodiedad que no esté constituida en la jurisdiccién panamefia, por
lo que dicha informacion no constan en registros.

Copia de la mas reciente tripulacién: No consta.Una vez que es cancelada una
nave del Registro Mercante Panamefio, no se tiene acceso a la mas reciente lista
de tripulacién ya que la relacion entre Estado de Pabellon y la nave desaparecié
una vez fue cancelada.

-‘zq.;‘ ofielaje netor b

CANCELACION: Tanquerc con registro oficial N°46483-15. El proceso de
cancelacién del Registro Mercante Panamefo se inicio el 4 de septiembre con un
pliego de cargos por denuncia presentada a la Administracién de la Autoridad
Maritima de Panama4, consistente que la misma estaba incurriendo en actividades
que violan las Resoluciones emanadas del Consejo de Seguridad de las Naciones
Unidas emitidas en contra de la Republica Popular Democrética de Corea del
Norte. Sin embargo, la cancelacién fue efectiva con posterioridad al inicio del
proceso, a solicitud de parle interesada.

Propietario Registrado: Mega Glory Holding Limited, direccion 2nd floor,
Abbott Road Town, tortola British Virgin Islands, teléfono 88-7-2696301,
Fascimile86-7-2696313, correo electrénico Icn.crewing@gmail.co. A
Operador Registrado: Ocean Grow International Shipmanagement Consultant
Corporation, Company IMO 5096871; direccion 4F-1, No.380, Ming Quan 2nd
RD, Quianzhen Dist., Kaoshiung City BO6. Taiwan; teléfono 886-7-9659989,
facsimile 886-7-9660366, comeo ogisco@oceangrow.com.tw, telex 051-
94074828.

Persona de contacto responsable para responder a requerimientos de
Autoridad: Sung, Chao-Chen, Ocean Grow International Shipmanagement
Consultant Corporation; 4F-1, No.380, Ming Quan 2nd RD, Quianzhen Dist,,
Kaoshiung City 8068 Taiwan; teléfono 888-7-9659989, facsimile 886-7-9660366,
correo ogisco@oceangrow.com.tw, telex 051-84074828.

Compafiia Aseguradora para Cobertura de Danos: Maritime Mutual, Blue Card
No.3149 15A, a partir del 15 de julio de 2015 al 14 de julio de 2016, responsable
Maritime Pacific R&l Services Ltd.

Arsenal Insurance Company, Policy Reference 18/PI112/000487, con fecha de 18
de julio de 2018, responsable Yury Makhovoy, Head of Marine Insurance
Department.

Historial de Pagos para Registro: pago por abanderamiento (adjunto), pago
efectuado por los propietarios No. Recibo10127030A, mediante cheque No.REC-
138184/14-12-2017, banco Ofic. Del Reg. Aux en Tokio, fecha 26 de abril de 2018,
por la cantidad de $3,708.00. Recibo No0.1218407 efctuado per Ocean Grow
International Shipmanagement Consuitant Corporation, en e! consulado de Tokyo,
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en 03 de agosto de 2017, por la cantidad de $1,500.00. Recibo No10089959A,
efectuado por los propietarios, cheque No.REC.125295/24/12/2015, en la
Embajada de Panama en Taipei, el 20 de abril de 2016 por la cantidad de
$3,708.00.

Detalles sobre los accionistas: Segin nuestras constancias la embarcacion era
operada por una sociedad gue no esta constituida en la jurisdiccion panamefia, por
lo que dicha informacidn no constan en registros.

Copia de la mas reciente tripulacion: No consta. Una vez que es cancelada una
nave del Registro Mercante Panamefio, no se tiene acceso a la mas reciente lista
de tripulacion.

Con motivo de las acciones preventivas y de proteccién del sistema financiero nacional, el
registro mercante panamefio y de las actividades relacionadas el Estado panamefio
adopté las siguientes acciones en torno a estas embarcaciones:

Se informé a los sujetos obligados financieros y no financieros acerca de los
riesgos para el sistema financiero nacicnal representan las personas y empresas
relacionadas;

Se dio curso al congelamiente Preventivo de aclivos;

Se hizo la busqueda en la base de datos de inteligencia financiera;

Notifico a los paises interesados, sobre la medida tomada por Panama respecto a
las naves.

De conformidad al parrafo cuarto de! Articulo 51 de la Ley No. 57 de 6 de agosto
de 2008 "General de Marina Mercante”, una vez es iniciado el proceso de
cancelacion se suspende la Patente de Navegacion de Servicio Internacional y por
tanto, no se autorizardn prérrogas a dicho documentoe hasta que cuimine el
mencionado proceso.

Se suspendié la emisidn y/o la renovacion de Certificados Técnicos, a favor de las
naves SHANG YUAN BAO y NEW REGENT.

Se notificd a los agentes residentes y a la Organizacion Reconocida 'que ha
efectuado los reconocimientos o ha emitido los correspondientes Certificados
Técnicos, para que se abstengan de prestar tales servicios.

A través de la Autoridad Maritima de Panama se esta trabajando en una serie de
acciones que involucran e! desarrollo e implementacién de capacidades para el
seguimiento y monitoreo de las naves que se crean pueden estar realizando
actividades violatorias de las Resoluciones de la ONU.

Estas acciones incluyen:

Y06 scuerdo 3 13 Resolcion 1.0. 0192005 de 24 de noviembre de 2006, Organtzaclones Recorocidas son tadas squelias organizaciones
naclonales e internacionales debidamente raconocddas por la Direccion Genersl de Marina Mercante de la Autoridad Markima de
Panamé para hacer reconocimlentos y expedir certificados ostatutarios 8 1as naves de la Marina Mercante Nacional, de acuerdo a fes
leyes nacionales y a las convenios Internacionales ratficados por Panamé.

CONFIDENCIAL
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La revision en el Sistema PurpleTRAC, de todas las naves que soliciten |a
inscripcién en el Registro Mercante Panamefio, asi como, naves a las cuales
se les tenga que emitir un certificado técnico, lo que permite observar cuando
la nave mantiene algun tipo de restriccién impuesta por un tercer Estado o por
el Consejo de Seguridad de las Naciones Unidas.

A través del equipo en el cual esta programado el Sistema de Identificacion y
Seguimiento de Largo Alcance (LIRIT por sus siglas en inglés) que portan las
naves de bandera panamefia, administrade, por la compaiia Pole Star, la cual
lo adquirié luego de una licitacién plblica, se establecerd un poligono de
vigilancia sobre las zonas que se consideren de mayor riesgo segin la
informacién que ha proporcionado previamente un tercer Estado.

La Autoridad Maritima de Panama, como medida preventiva el nombre del
operador fue incluido en los procesos de cancelacién para que el mismo sea
del conocimiento de los funcionarios y agentes residentes, a fin de activar las
alertas correspondientes y evitar la ejecucién de actos que afecten los
intereses nacionales y de la comunidad internacional.
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Annex 10: Jui Zong’s reply to the Panel
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%%%%ﬁé%ﬂﬁl‘&&ﬂ
JUI ZONG SHIP MANAGEMENT CO., LTD.

SFL-2 NO.551 JIOURU 15" ROAD, SANMIN DIST, KAOHSIUNG TAIWAN 80764 [
80764 &H#eF = KB fude—35 551 3 5 2 2 TEL: 07-3974257 FAX: 07-3974258

DATE : 6", July, 2018

TO : United Nations and the Security Council Panel of Experts
established pursuant to resolution 1874(2009)

ATTN : Hugh Griffiths

TEL: +1 212 963 1055

FAX: +1 212 963 2013

FROM : Jui Zong Ship Management Co,, Ltd.

SUBJECT :
Re: Reference : S/AC.49/2018/PE/OC.147 , Panama-flagged Shang Yuan Bao (IMO number: 8 126070)
involved in a ship-to-ship transfer with the DPRK vessel Pack Ma (IMO number: 9066978).

Dear Mr. Hugh Griffiths,

We are the ship's agency ‘Jui Zong Ship Management Co., Ltd." of the Panama-flagged Shang
Yuan Bao (IMO number: 8126070). We received a letter from you on 19"™-June-2018, regarding sanctions
measures imposed in relation to the DPRK in resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094
(2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017).

We have contact with the ship owner ‘Jui Cheng Shipping Co., Ltd.” for reply the Panel’s
problem. The owner indicates the vessel Shang Yuan Bao is too old to operation, therefore they decided to
sell the vessel several months ago, and they are looking for the buyer until now. Shang Yuan Bao was
drifting at sea and waiting for the owner's instruction because the potential buyer would like to visit the
vessel. However, the DPRK vessel Pack Ma (IMO number: 9066978) seemed to took Shang Yuan Bao
for oil supplier and closed to Shang Yuan Bao, that was a big misunderstanding. The DPRK wessel Paek
Ma realized she had misunderstood but still asks Shang Yuan Bao could provide fresh water to them
based on humanitarian aid, and Shang Yuan Bao agreed.

As above-mentioned, the vessel Shang Yuan Bao did not transfer bunker to the DPRK vessel
Paek Ma, therefore we can not provide the information that you need.

Sincerely yours

“ T X
JUI ZONG SHIP N fEX CO., LTD.

Source: The Panel
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Annex 11: Jui Zong correspondence to the Panel

Sent: Monday, October 15, 2018 10:22 PM

To: Hugh Griffiths

Cc
Subject: Re: Cutgoing Communication #147 from the Panel of Experts on the Democratic

people's Republic of Korea (DPRK) to Jui Pang Shipping

Dear Mr. Huzk Griffith,

Please note the Miniztry of Justice [nvestization Bureau is investizating this case, we belisve they shall

give back our innocence, thank you.

NS
Jui Zong Ship Manazement Co., Ltd.
----- Onginal Meszage —---
From: I
To: I

s |
&
Sent: Monday, October 13, 2018 11:31 PM

Subject: RE: Outzoing Communication #147 from the Panel of Experts on the Democratic People’s
Republic of Korea (DPRK) to Jui Pang Shipping

Dear Sir/Madames,

| would ask that you pleass identify yourself for the purposas of our report. Please give your
name, position and affiliation.

| would note for the record that you have provided no documentation to substantiate your

claims that the prohibited ship to ship transfers “was a big misunderstanding”

Nor have you provided the contact details — email, telephone numbers, names and addresses of
the entities you refer to both in your letter of & July 2018 nor in your email of Monday 15
October.
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Your level of inveivement with the Panama-flagged Shang Yuan B3o is clear. Your excuse that
the ship was transferring fresh water to the Paek Ma is not credible. Even if it were trus, all ship
to ship transfers are prohibited under the resolutions.

| take this opportunity to inform you that should documentation and information from you and
your company are not forthcoming in the coming days, it is likely that the Panel may
recommend you and your company for an assets freeze and travel ban in our next report to the
Security Council.

Sincerely,

Hugh Griffiths

Coordinator, Panel of Experts

Established pursuantto UNSCR 1274

Sent: Monday, 15 October, 2018 2:

~
>
v d
4

To: Hugh Griffiths

Subject: RE: Qutgoing Communica

People's Republic of Korea {DPRK) to Jui Pang Shipping

Dear Mr. Hugh Griffith,

Good day. We are somry to reply vou so lately beczuse we miszed this e-mail and noted this e-
mail when Ministry of Justice Investization Bureau came to our office last week.

Please note we are just a port agent at Kaohsiung port, not the actuzl operator or shipowner. We
should not suffer any unrighted wrong.

The Mmistry of Justice Investization Bureau is investizating the illegal action to the vessel, we
believe we are innocence, thank vou.

BRGDS

Jui Zong Ship Manazement Co., Ltd.

Source: The Panel
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Annex 12: Qihang International Shipping Management’s reply to the Panel

Dear Mr.Hugh Griffiths & Mr.Jong Kwon Youn :

Well received your message. We Hongkong Qi Hang International
Shipping Management Co., Ltd as a ISM Management company attaches
great importance to the matter. And we inquired the owner in no time,
gotten the details as follows:

The registered owner of Sierra Leone's flag vessel “XING MING
YANG 888” is Xing Ming Yang Hong Kong Shipping Company Co., they
rented the vessel to XIAGANG HONG KONG MARITIME CO., LIMITED. And
the vessel “XING MING YANG 888" is actually operated by XIAGANG
HONG KONG MARITIME CO..

At early morning 11 Jun 2018, “XING MING YANG 888” was on the
way to port of NingDe for repairing by the order of the charterer, and she
had no any cargo on board. The duty officer received a calling on VHF
Ch16 from a nearby vessel which you call vessel “MU BONG 1”, they
claimed to be rescued because they were no food and fresh water any
more on board, and our duty officer reported to the captain immediately.
Our captain considered the sake of humanitarian and in accordance with
the provisions of Article 98 of the United Nations Convention on the
Oceans on the obligation of rescue, so our captain allowed the vessel
keeping alongside our vessel for supplying some food and fresh water in
half an hour. Our captain claimed that all operations were no illegal
activities, and all supplies during the period were lifesaving and
humanitarian requirement.

All the above facts were confirmed by the owner and our crew. We
request you to check all the facts in kindly, and give our vessel an
unprejudiced treatment.

Best regards !

HK QIHANG INTERNATIONAL SHIPPING MANAGEMENT
For and on behalf of
Hé QUHANG INTL SHIPPING MANZOEN & Pmen

AR REE AR
&’/iﬁw Pou |

v Uut’(yized Pignature(s)

Source: The Panel
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Annex 13: Ship-to-ship transfers and coal vessels

1.  Unsurprisingly, the transfers have continued to occur in international waters where there is weak
or nonexistent monitoring by flag states, insurers and most traders. In the context of these transfers, the
Panel notes the use of increasingly sophisticated evasion in addition to AIS manipulation which remains
an overarching feature of the transfers. Other methods of evasion include physical disguise of DPRK
tankers, the use of small, un-registered vessels, illegal name-changing and other forms of identity fraud,
night transfers and use of other vessels for transshipment. The below text and figures show examples
of each type of evasion.

2.  The DPRK has been disguising tankers as cargo ships through the construction of fake cargo
hatches'® (see figure I) and the false reporting of these ships as cargo ships when AIS is switched on.

Figure I: Fake cargo hatches

Source: Member State

3. The below figures show the use of small, nondescript vessels not requiring an IMO number,
making nationality and identity more difficult to determine, especially when the vessels obscure or
paint false names (see figure II -IV for examples).

Figure II: Small ship transfer to tanker Yu Phyong 5 of 19 June 2018

* YU PHYONG 58

B St

Sourcéf Member State

Figure I11: Small ship transfer to Ji Song of 19 May 2018

Source: MemberSate

160 Made of wood and lashed with canvas.

19-01704
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Figure IV: Small ship transfer to Yu Jong 2 of 16 February 2018

Source: Member State
Vessel identity fraud

4.  Larger, internationally-registered, foreign-flagged vessels are also engaging in name falsification
and other forms of identity fraud along with their DPRK counterparts. On 18 May 2018, the Panama-
flagged Shang Yuan Bao (IMO number: 8§126070) obscured the name on its bow and stern before
engaging in a ship-to-ship transfer with the designated DPRK tanker Paek Ma (IMO number: 9066978)
as the “Puma” which was painted on the vessel’s bow. (see figure V). The vessel also engaged in the
now-common practice of switching off its AIS. 6! (figure VI)

Figure V: Shang Yuan Bao ship-to-ship transfer and disguise of name

Source: Member State

161 The vessel’s operator, Jui Zong Ship Management Co., Ltd., in Taiwan Province of China, claimed to the Panel that the vessels did
not “transfer bunker to the DPRK vessel” and that DPRK tanker had requested “fresh water to them based on humanitarian aid”. See
annex 10.
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Figure VI: Shang Yuan Bao AIS transmission record
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Source: Windward

5. Taking advantage of the lack of monitoring, oversight and regulation by flag of convenience states,
DPRK vessels have falsified their ports of registry and name to give the impression of being under a
non-DPRK jurisdiction. This was seen when on 29 June the DPRK tanker An San I disguised itself as
the “Hope Sea”, of Freetown, Sierra Leone (figure VII).

Figure VII: An San 1 disguised as “Hope Sea” during 29 June illicit transfer

;

Source: Member State

6. In a new technique involving only non-DPRK-flagged vessels, one of which was later used to
deliver petroleum to the DPRK, the former Belize-registered designated tanker Wan Heng 11 (IMO
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number: 8791667)!% conducted a daytime ship-to-ship transfer on 10 April with the Patriot (IMO
number: 9003550) a Russian Federation-flagged vessel.

Figure VIII: Ship-to-ship transfer between Wan Heng 11 and Patriot

10 April 2018
0228 GMT
31-15N 124-44€

PATRIOT

Source: Member State

7. Both vessels’ AIS transponders appeared to be switched off at the time of the transfer although
the Patriot’s AIS appeared later that day, registering a draft change which indicated that a cargo had
been discharged. (see figure IX)

Figure IX: Patriot AIS transmission record

e\ TN

Source: Windward

162 The Wan Heng 11 had already been designated (for de-flagging pursuant to paragraph 12 of resolution 2321 (2016) and prohibited
from port entry pursuant to paragraph 6 of resolution 2371 (2017) on 30 March 2018 after it was observed engaging in a ship to ship

transfer with the DPRK tanker Rye Song Gang I on 13 February.

108/378
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8.  While the Wan Heng 11 kept its AIS transponder off following the transfer, the vessel was
observed delivering cargo to Nampo, DPRK, on 15 April (figure X).

Figure X: Wan Heng 11 in Nampo, 15 April

M/V WAN HENG 11 Returns
Nampo Port, North Korea

38:42:41 N 125:21:54 E

Source: Member State, Map: Panel

9. The Panel notes that while the Wan Heng 11 violated paragraph 5 of resolution 2397 (2017), the
Patriot did not violate either this provision or paragraph 11 of resolution 2375 (2017). The Wan Heng
11 was designated for de-registration and a port call ban (and not for ship-to-ship transfer). In this
context, the Panel recommends that the Committee incorporate paragraph 11 of resolution 2375
(2017) to the designation list in order to prohibit designated vessels from conducting ship-to-ship
transfers with other foreign-flagged vessels.

10. Since 30 May 2018, Member States have continued to report further transfers. For example, a
Member State reported that the designated DPRK vessel Chon Ma San (IMO 8660313)16% engaged in
ship-to-ship transfers with and received fuel from the Myong Ryu I and the Jin Yang 36 (& 7F 36)
(figure II), both of unknown nationality, on 4 June and 25 June 2018, respectively. On 29 June, the
designated An San I received product from another tanker of unknown nationality in the same area.

163 Designated on 30 March 2018. The Panel previously reported that this tanker attempted to disguise its identity as the “Whale”.
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Figure XI: Jin Yang 36 transfer to the Chon Ma San on 25 June 2018

CHON MA SAN JIN YANG 36

Source: Member State
Coal vessel identity fraud and AIS manipulation

11. In 2018, the DPRK continued to violate the ban on coal exports through vessel identity fraud in
order to deliver coal to Chinese ports as well as numerous, large-scale transfers of coal in international
waters to small, unidentified vessels. These new strategies seem to be a response to the relatively
successful curbing of the sale of coal by China and Vietnam following the adoption of resolution 2371
(2017).

12. The DPRK vessel Kal Ma (IMO number: 8503228) loaded coal at Nampo on 19 May and eight

days later loitered off the Chinese port of Xiongyuo where it discharged its cargo before returning
empty to Nampo on 9 June (figure I).

110/378 19-01704



S/2019/171

FigureXII: Kal Ma observed through satellite imagery May-June 2018

DEMPECALES
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AO

Source: Member State, Map: Panel

13. In so doing the Kal Ma concealed its identity and manipulated its AIS to portray itself as the “K
Ma> and later the “KM1%* both falsely broadcast as Cambodia registered. Under its false identity the
Kal Ma indicated that its final destination was the port of Bayuquan, China, before it diverted to
Xiongyuo (figures II and III). China informed the Panel that “based on the disguised name KM and the
fictitious IMO number 9603128 of the vessel indicted by the Panel, the Chinese authority cannot find
the record data of the vessel as well as any information showing the vessel discharging cargoes in the
relevant sea area in China between 27 May and 1 June 2018. China also stated that the “Chinese
Customs authority has not found any entry or exit border information for this vessel after 1 January
2018 or any record information on the vessel with the disguised IMO number. China will closely
monitor the vessel Kal Ma, and prevent the vessel from conducting activities violating the Security
Council resolutions in China.”

164 The Kal Ma’s AlS transponder provided a fictitious IMO number 9603128 while broadcasting as the KM.

19-01704 111/378



S/2019/171

Figure XIII: Kal Ma reports false identity in AIS transmission on entering Chinese waters
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Annex 14: Panel letters to Primorye/Gudzon

19-01704

United Nations {

HEADQUARTERS » SIEGE NEW YORK, NY 10017

b Nations Unies

TEL.D =1 212 963 1055 « FAX. +1 212 963 2013

UNiTED NATIONSE SEcURITY CounciL PANEL OF EXPERTS ESTABLISHED
PURZUANT TO RESOLUTION 1874 (2009)

REFERENCE: S/AC.49/2018/PE/OC.357

YOUR REFERENCE

28 November 2018

Dear Mr. Voitenko.

I am writing to you with regard to ongoing efforts of the Panel of Experts
established by United Nations Security Council resolution 1874 (2009) to gather. examine
and analyse information regarding the implementation of the measures imposed on the
Democratic People’s Republic of Korea (DPRK) by Security Council resolutions
1718 (2006). 1874 (2009), 2087 (2013). 2094 (2013) 2270 (2016). 2321 (2016), 2356
(2017). 2371 (2017). 2375 (2017) and 2397 (2017). in particular incidents of non-
compliance.

The Panel would like to follow up on its letter dated 22 June 2018
(ref. S/AC.49/2018/PE/OC.162) (see Annex 1), to which the Panel has not received a
response to date. As Primorye Maritime Logistics is described publicly as a subsidiary of
Gudzon Shipping by IHS Maritime and was registered for an International Maritime
Organization (IMO) company number in June 2017 by Gudzon Shipping staff. who
described Primorye Maritime Logistics as “an affiliated company™ of Gudzon. As Gudzon
senior management were assigned responsibilities for the departments of both companies’,
the Panel is continuing to send correspondence to the Gudzon email addresses associated

with Primorye Maritime Logistics concerning the vessel Pafriof.

The Panel kindly requests answers to questions 1 — 8 in our previous
correspondence regarding the ship-to-ship transfers involving the Pafriof and the vessel
Wan Heng 11 in order to reflect the reply of Primorye/Gudzon in the Panel’s forthcoming
report to the Security Council.

Mr. Alexey V. Voitenko

Director General and other responsible parties

Primorye Maritime Logistics Co Ltd (PML Co Ltd)

ul Ovchinnikova 12, Vladivostok, Primorskiy kray. 690048, Russian Federation

Emails: operator@sk-gudzon.ru; agshipping@mail.ru: logistika@sk-gudzon.ru; fleet@sk-
gudzon.

cc: Permanent Mission of the Russian Federation to the United Nations

* Confidennazl comrespondence held on file by the Panel.
1
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In addition, according to a Member State (see Annex 2), the Pafriof engaged in two
ship-to-ship transfers with DPRK tankers in early January 2018. The Panel is conducting
an independent investigation into this matter.

According to AIS data viewed on a commercial maritime platform, the Patriof did
not transmit AIS for the period 7-8 January and 11-16 January 2018 (see Annex 3). The
Panel has noted in previous reports that vessels engaging in ship-to-ship transfers switch
off their AIS prior to such transfers. In the case of the documented Pafriof ship-to-ship
transfer with the Wan Heng 11, annex 5 of the Panel’s 22 June 2018 letter noted an AIS
switch off by the Pafriof for this ship-to ship transfer.

In particular. the Panel would be grateful for your response to:
(a) the statement of the Member State (see Annex 2) and;

(b) your explanation for the AIS switch-off for the time periods 7-8
January and 11 -16 January 2018 (see Annex 3).

In addition, another Member State informed the Panel that Gudzon/Primorye is
among the companies known and used by brokers who are operating outside of the DPRK
and who are themselves aware of the nature and legal status of ship-to-ship transfers to
DPRK-controlled vessels with whom they assist.

In light of the above. the Panel would be grateful for any information on the
measures your company has taken regarding vigilance. due diligence and risk assessment
regarding the Pafrior or any other vessels it owns. operates, manages or controls directly
or through subsidiary or affiliated companies in matters relating to the United Nations
Security Council’s resolutions pertaining to DPRK -related ship-to-ship transfers.

In this regard. the Panel would like to also draw your attention to certain “best
practice clauses™ already sent to many global and regional commodity trading companies.
brokers and refiners to assist them in reducing the risk that vessels under their control may
wittingly or unwittingly engage in ship-to-ship transfers with vessels controlled by the
DPRK (see Annex 4).

If Gudzon/Primorye decides to adapt and adopt the most relevant measures
pertinent to your company. as a transporter of petroleum products. such as an AIS “switch
off” undertaking. we would be grateful to receive information on this matter. Vessels that
maintain their AIS at all times are statistically less likely to engage in ship-to-ship transfers
with DPRK-controlled vessels, wittingly or unwittingly. In addition. such measures are
simple to verify as the AIS of many vessels is being monitored by the Panel.

? Information held on file by the Panel.
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As the Panel intends to provide its findings in its next final report to the
il, v imelv res is i tant t su
taken into consideration. In the absence of any response on your part. the Panel will
publish its findings based on available evidence to the Panel.

Given the importance the Panel attaches to this investigation. we would be most
grateful for any information to be supplied within one month of the date of this letter.
Should you or vour designated representative wish to discuss this request or any follow-up

matters. please contact the Panel via Mr. Hugh Griffiths (email:
-nd Mr. Jong Kwon Youn

Yours sincerely.

Y &

.- 7
|

Hugh Gnffiths
Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

Annexes
1. Panel letter dated 22 June 2018 (ref: S/AC.49/2018/PE/OC.162)
Extract from United States Department of Treasury statement. 21 August 2018
Pamior AIS data viewed through specialized maritime database for the period
January 2018
4. Examples of “best practice” clauses provided to many leading global and regional
commodity traders. brokers and insurers 1n May — June 2018

W o
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Annex 1. Panel letter dated 22 June 2018 (ref: S/AC.49/2018/PE/OC.162)
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United Nations &)} Nations Unies

HEADQUARTERS » SIEGE NEW YORK, NY 10017

TEL.. +1 212 963 1055 » FAXI +1 212 963 2013

UnNiTeEo NATIONE SEcURITY CounciL PANEL OF EXPERTS ESTABLISHED
PURZUANT TO REZOLUTION 1874 (20089)

REFERENCE: S/AC.49/2018/PE/OC.162
YOUR REFERENCE
22 June 2018

Dear Sir/Madame.

I am writing to you with regard to ongoing efforts of the Panel of Experts
established by United Nations Security Council resolution 1874 (2009) to gather. examine
and analyse information regarding the implementation of the measures imposed on the
Democratic People’s Republic of Korea (DPRK) by Security Council resolutions
1718 (2006). 1874 (2009), 2087 (2013). 2094 (2013). 2270 (2016). 2321 (2016). 2356

(2017). 2371 (2017). 2375 (2017) and 2397 (2017). in particular incidents of non-

compliance.

According to paragraph 11 of resolution 2375 (2017). “all Member States shall
prohibit their nationals. persons subject to their jurisdiction. entities incorporated in their
territory or subject to their jurisdiction. and vessels flying their flag. from facilitating or
engaging in ship-to-ship transfers to or from DPRK-flagged vessels of anv goods or items

that are being supplied. sold. or transferred to or from the DPRK™. In paragraph 14 of the
same resolution, the Security Council also decided that “all Member States shall prohibit
the direct or indirect supply, sale or transfer to the DPRK, through their territories or by
their nationals. or using their flag vessels or aircraft, and whether or not originating in their

territories. of all refined petroleum products™ (subject to exemptions).

According to specialized maritime databases. your company. Primorye Maritime
Logistics Co Ltd (PML Co Ltd). a subsidiary of Gudzon shipping Co. Ltd.. 1s the owner
and operator for the Russian-flagged Patriot (IMO number: 9003550) which conducted a
ship-to-ship transfer at sea with the designated tanker Wan Heng 11 (IMO number:
8791667) on 10 April 2018, which then transhipped the refined petroleum to the DPRK

(Annex 1).

Director General

Primorye Maritime Logistics Co Ltd (PML Co Ltd)

ul Tigrovaya 20A, Viadivostok. Primorskiy kray, 690091
Russian Federation

Email: office@sk- on.1u; operator@sk-gudzon.m
CC: Permanent Mission of the Russian Federation to the United Nations

4
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The Wan Heng 11 had previously been involved in prohibited ship-to-ship transfer
at sea of petroleum products to the designated DPRK-flagged tanker Rye Song Gang I
(IMO number: 7389704) in the East China Sea on 13 February 20183 After departing the
port of Nampo, DPRK. on 31 March 2018 (Annex 2). the tanker subsequently conducted a
ship-to-ship transfer with the Pafriof on 10 April 2018 (Annex 3). The Wan Heng 11 then
returned to Nampo on 15 April 2018 (Annex 4). Specialized maritime tracking data shows
that both tankers had switched off their AIS to hide the transfer but the Pafriot later
transmitted a draft change indicating a discharge had taken place on 10 April 2018 (Annex
5).

In its efforts to monitor the implementation of the relevant provisions of resolutions
2321 (2016) and 2371 (2017), and in order to gather reliable and verifiable information in
this regard, the Panel would be grateful for the assistance of your company in providing
the following information in connection with Pafriof:

1) Explanation as to why there was a ship-to-ship transfer at sea between the
Patriot and the designated tanker Wan Heng 11

2) The type and amount of petroleum product transferred to the DPRK vessel Wan
Heng 11 on 10 April 2018;

3) Copies of the bills of lading and certificates of origin for the petroleum product
carried aboard the Pafriof prior to the transfer to the Wan Heng 11

4) The identity and contact details of the point of contact or persons acting on their
behalf to arrange the transfer to the Wan Heng 11;

5) Copies of the documents. emails and/or screenshots of mobile messages related
to the transfer and its transfer confirmation sent to the buyer;

6) Copies of the invoices. remittances and bank account details for the payment
for the transaction; and

7) Details of the means of communication with the Wan Heng 11 and

8) A copy of the crew list.

Paragraph 5 of the Security Council resolution 2407 (2018) urges all Member States
and other interested parties to cooperate fully with the Panel of Experts, in particular by
supplying any information at their disposal.

In addition to the information above related to the ongoing investigation, the Panel
would be grateful for any information on the measures your company has taken regarding
vigilance, due diligence and risk assessment regarding involvement of the Pafriot or any
other vessels that it owns in violations of relevant Security Council resolutions.

As the Panel intends to provide its findings in its next mid-term report to the
Security Council. vour timely response is important to ensure that vour reply can be taken

into consideration. In the absence of any response on your part. the Panel will publish its
findings based on available evidence to the Panel. The Panel would like to assure you that

3 The formerly Belize-fagged Wan Heng 11 was subsequently designated pursuant to paragraphs 12 of
resolution 2321 (2016), 6 of resolution 2371 (2017) and 6 of resolution 2375 (2017) on 30 March 2018.
5
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any information that you may consider confidential can be handled accordingly and used
solely for the information of the Security Council and the Committee.

Given the importance the Panel attaches to this investigation, we would be most
grateful for any imformation to be supplied within one month of the date of this letter.

Should you or your designated representative wish to discuss this request or any follow-u
matters, please contact the Panel via Mr. Neil Watts (email:
I i Hough Griffiths (email:

118/378

Yours sincerely,

77
AN

=
=

Hugh Griffiths
Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

Annexes

1. Patriot’s registration details

2. Images showing the tanker Wan Heng 11 in the port of Nampo on 31 March 2018

3. Image showing the tanker Pafriot conducting a ship-to-ship transfer to the Wan Heng

11 on 10 April 2018 in the East China Sea
4. Images showing the tanker Wan Heng 11 returning to the port of Nampo on 15 April
2018
Extract from a specialized maritime database showing that the Pafriof switched off its

AIS during transfer but later transmitted a draft change indicating a discharge on 10
April 2018

Pl
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Annex 15: Vessels documented through imagery as loading and transporting DPRK coal

i Date Location Vessel Status
Forever Lucky
IMO: 9003653 .
1 10 December 2017 Taean, DPRK Current flag: unknown Loading coal
Former flag: Panama until 11 December 2017
Forever Lucky
2 30 September 2018 Gulf of Tonkin IMO: 9003653 At anchor
Current flag: unknown
Former flag: Panama until 11 December 2017
Hua Fu
Near Qinzhou, IMO: 9020003 .
3 I February 2018 China Current flag: unknown At pier
Former flag: Panama until May 2017
Hua Fu Conductin
4 22 August 2018 Gulf of Tonkin IMO: 9020003 STS transfegr
Current flag: unknown
Former flag: Panama until May 2017 of coal
Jang Un
5 24 April 2018 Nampo, DPRK IMO: 8822260 Loading coal
Current flag: DPRK
Jang Un Conducting
6 22 May 2018 Gulf of Tonkin IMO: 8822260 STS transfer
Current flag: DPRK of coal
Jang Un
7 24 July 2018 Nampo, DPRK IMO: 8822260 Loading coal
Current flag: DPRK
Jang Un Conducting
8 5 September 2018 Gulf of Tonkin IMO: 8822260 STS transfer
Current flag: DPRK of coal
Ka Rim Chon
9 15 August 2018 Nampo, DPRK IMO: 8314811 Loading coal
Current flag: DPRK
Ka Rim Chon Conducting
10| 21 September 2018 Gulf of Tonkin IMO: 8314811 STS transfer
Current flag: DPRK of coal
Pho Phyong Conducting
11| 21 September 2018 Gulf of Tonkin IMO: 8314811 STS transfer
Current flag: DPRK of coal
Nam Dae Chon
12 25 May 2018 Nampo, DPRK IM0:9138680 Loading coal
Current flag: DPRK

19-01704
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Nam Dae Chon Conducting
13 10 June 2018 Gulf of Tonkin IM0:9138680 STS transfer
Current flag: DPRK of coal
Nam Dae Chon
14 24 July 2018 Nampo, DPRK IMO:9138680 Loading coal
Current flag: DPRK
Paek Yang San .
. Loading
15 2 August 2018 Posan Ni, DPRK IMO: 9020534 bagged coal
Current flag: DPRK
IMgu; Ogg 003 Pack Yang San Conducting
16| 5 September 2018 Gulf of Tonkin Current flag: IMO: 9020534 STS transfer
' Current flag: DPRK of coal
unknown
Lucky Star (formerly Asia Bridge 3)
17 27 October 2018 Songnim, DPRK IMO: 9015278 Loading coal
Flag: Togo
Near Dao Bach Lucky Star (formerly Asia Bridge 3)
18| 20 November 2018 Long Vi Island, IMO: 9015278 At anchor
Vietnam Flag: Togo
Oriental Treasure (renamed Dong Pang)
19| 16 December 2017 Nampo, DPRK IMO: 9115028 Loading coal
Current flag: unknown / Former flag: Comoros
Oriental Treasure (renamed Dong Pang) Conducting
20| 6 December 2018 Gulf of Tonkin IMO: 9115028 STS transfer
Current flag: unknown / Former flag: Comoros of coal
Tae Yang
21 27 March 2018 Nampo, DPRK IMO: 9115028 Loading coal
Current flag: DPRK
Tae Yang Conducting
22 18 April 2018 Gulf of Tonkin IMO: 9115028 STS transfer
Current flag: DPRK of coal
Tae Yang
23 27 August 2018 Songnim, DPRK IMO: 9115028 Loading coal
Current flag: DPRK
Tae Yang Conducting
24 25 October 2018 Gulf of Tonkin IMO: 9115028 STS transfer
Current flag: DPRK of coal
Ho Chon Gang
25 6 December 2018 Gulf of Tonkin IMO: 8415287 At anchor
Current flag: DPRK

Source: Member State

120/378
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Annex 16: Indonesia’s reply to the Panel

PERMANENT MISSION OF THE REPUBLIC OF INDONESIA
TO THE UN|TED NATIONS
NEW YORK

No. 633/POL-202/1X/18

The Permanent Mission of the Republic of Indonesia to the United
Nations presents its compliments to the United Nations Security Council Pane]
of Experts Established Pursuant to Resolution 1718 (2006) and has the honor to
inform the investigation and legal process conducted by the Government of
Indonesia on the shipment of DPRK cargo vessel Wise Honest (see Annex).

The Permanent Mission of the Republic of Indonesia to the United
Nations avails itself of this opportunity to renew to the United Nations Security
Council Panel of Experts Established Pursuant to Resolution 1718 (2006) the
assurances of its highest consideration.

New York, 12 September 2018

Hugh Griffiths
Coordinator of the Panel Experts
Established Pursuant to Resolution 1718 (2006)

New York

325 East 38™ Street, New York_ NY 10016 - Tel : (212) 972-8333 » Fax (212} 972-9780
www indonesiamission-ny.org + email:ptri@indonesiamission-ny org
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Investigation and Legal Process for DPRK Ship Wise Honest

Pursuant to relevant UNSC Resolutions and National Laws and Regulations
of the Republic of Indonesia

Background

1. The Ministry of Foreign Affairs of the Republic of Indonesia has received initial informal

information regarding the possible movement of DPRK flagged ship towards Indenesian
waters on 31 March 2018. The ship was identified as Wise Honest (WH) with IMO number
8905490. The Ministry took coordinated steps to verify the information received with
related government institutions on 1 April 2018.

Measures Taken
2 Verification measures were taken in Balikpapan as a response to the aforesaid

coordination and the Government of the Republic of Indonesia has managed to gather
information as follows:

» The Automatic Identification System (AIS) of WH was turned off during the ship's
journey into Indonesian territorial waters and no report was made to the destined port
authority for proper ship clearance;

» During the initial identification process, the ship was noted to be sailing without
hoisting the ship’s nationality flag. The ship was initially reported as Sierra Leone
flagged ship manned by 25 crew members of DPRK nationality,

Note: during the further detailed inspection, Indonesian authorities found 2
documents of ship particular and crew list with different nationality, namely: Sierra
Leone and DPRK.

» WH was loaded with approximately 26.500 MT of coal with cargo documents and port
clearance received from a ship-to-ship transfer (STS) from a Russian cargo ship
intending to conduct STS transfer around Balikpapan waters in East Kalimantan,
indonesia, was identified to be without proper exportimport documents;

> Based on information received from another member state, the final
destination/recipient of the coal upon the STS transfer in Balikpapan is to a company
called Enermax, based in Goyang, South Korea;

Indonesian Navy decided to detain the aforesaid ship along with its crews and cargo
off the Port of Semayang, Balikpapan, East Kalimantan, Indonesia, on 4 April 2018
to this date for further legal process according to relevant national laws and
regulations.

Y

Recent Developments

122/378

3. During the detainment and inspection process, on 21 July 2018 a crew member of the

ship passed away due to existing pre-conditions (heart failure due to diabetic related
complications) and his remains is currently attended at the local hospital morgue in
Balikpapan. On 28 July 2018, a crew member s being referred by doctor in Balikpapan
for treatment in a hospital in Jakarta due to loss of eye sight (traumatic optic neuropathy)
and is accompanied by another crew member under the consular care of the DPRK
Embassy in Jakarta. Three other crews of the ship have been deported due to acute
health problems (brain tumor). Cumrently there are a total of 19 crew members still
detained on the ship, excluding the two in Jakarta.

19-01704
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4. On 20 July 2018, the Govermment of the Republic of Indonesia received a request for

Mutual Legal Assistance in Criminal Matters (MLA) from the Embassy of United States of
America in Jakarta. The request is currently being processed, inciuding the requirement
to submit a list of documents as stipulated in Article 28 of Law No.1 (2008) on MLA.

 Based on the abovementioned measures, the Government of the Republic of Indonesia

reiterates its continued commitment to the implementation of relevant UNSC resolutions
on DPRK. The ship Wise Honest is currently still detained in Balikpapan for further
thorough investigation and judicial process in accordance to relevant national laws and
regulations, namely Law No. 17 (2008) on Sea Voyage, particularly related to sea
worthiness due to ambiguous legal status of ship’s nationality.

Jakarta, 5 September 2018
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Annex 17: Contract for coal aboard the Wise Honest

124/378

CONTRACT

Contract No, - EX-AC-A-180301

Date of lssue @ March 15, 2018 O\\/'

|

The Pyyers ENERMAXKOREA C
Add.

2

TEL

The Sellers | Hong Kong Nova International Trade Co. Limited

Add.. Roome UNIT A9 . 9/F SILVERCIJRP INTERNATIONAL TOWER, 707-713
NATHAN ROAD, MONGKOK, HONG KONG

TEL: «852-96669759

Bank Name '@ Hang Seng Bank Limited

Account Name Hong Kong Nova International Trade Co., Limited
Account Number @ 788-496925-883

Beneficlary Bank Addreas ' 83 Des Voeux Road Central., HK
Beneficiary Bank Code @ 024

Swift Code : HASEHKHH

« Volatile Matter 5.50% MAX (Dry Basig)

* AL L2, 0% L‘\" .' v l;-!\‘l;

« Fixed Carbar 80.00% MIN {(Dry Basis

« Total Sullur 0.5% MAX (bry Hasig)

« Total Motstur 3.00% MAX (AS Kex e Bask

3) Packing - IN BULK

|-,

e Buye 1Lrees (¢ uy and he Selle Rroaty 1o sell the under meoentons

St
subject to the terms and conditions stated below
1. Pescription of Commaodity, Specifications and technical demand:
mi 1y nthracite il
(2) Quality and Chemistry {Refer to the under-mentioned sample typical data)
 Size 0 WOmo. MAX I0mm

e
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2. Total Weight : 26,0600 MT + 10%

3. Unit Price : CIF/POHANG PORT. KOREA 115.00 USD/MT

. '-"'?"'\'fd””'cy
4. Total value © 2.990,000 USD R
&3 : - ‘...:;-.T"?dtf :
"J;.-,} 3 2 L0 et

5. Shipment time : Before April 10, 2018. '
B. Port of loading : EAST KALIMANTAN PORT. INDONESIA ey

('.

y
7. Port of discharging : POHANG PORT. KOREA -~

8. Terms of payment : T/T Remittance

{1) When the custom clearance is completed, the Buver shall pay the goods lor
the weight of 5000MT immediately.

{Z2) Within 7 days aiter the custom clearance 15 completed, (he Buver shali pay
the goods jor the weight of 5000MT

{3) Within 25 days. the Buyer shall pay the guods for the weight of 18.000MT
and the Buyer shall try t¢ pay quickly as soon as possibic,

9. Loading Terms :

(1} Within 2 working days after shipment, the seller shall notly the buver by
emailname of the commadity. quantity, the shipment date and expected date of
arrival ol the goods at the port of destination

{2} Partial shipment - Not Allowed

10. Price Adjustment of Anthracite Coal (Ash) :

At the rate of $1.00/MT for each 1% in excess of |12%tAsh)

the excess shall be deducted from the total price of geods after the report of SGS
14 issued

11. Force Majeure: Fither patty shall not be held responsible for failure or delay
to perform all or any part.of this agreement due to flood, fire, earthguake,
draught. war or any other events which could nat be predicted, controlled, avolded
or cvercome by the relative party However, the party affected by the event of
Force Majeure shall inform the other party of its ocourrence in writing as soon. as
possible and thercafter send a centificate of the event issued by the relevant
autherities o the other party within 15 days after its occurrence.
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Source: The Panel
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Annex 18: Correspondence with Novatobacco

On 12/20:2018 00:00, NG vxo=:

Dear Sir,

That is an interasting way of looking at things.

The problem with your hypothesis about someone else "stealing your bank account
information is as follows:

If they deposit money in your bank account, that is your bank account. g it becomes your
money.

So please explain to me why anyone would wish to have money sent to your bank account
unless you were going to pass it on to them?

Sincerely,

Hugh Griffiths

From: novatobacco

Sent: Wednesday, December 15, 2018 1:58 PM

To: Hugh Griffiths

Cc: NOVATOBACCO

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on
North Korea

Dear Sic

When we make commercial offer and payment forms for customers, we will write down
the bank account information of our company, so | think someone has stolen the
information of our company and passed to mantioned company.

Liu ChaoFeng

novatobacco

-l

i1

on 12/19/2015 20:24, || o=

Dear Sir,

Thank you for your email.

Why does the contract list your bank account number?
Sincerely,

Hugh Griffiths

From: NOVATOBACCO W
Sent: Wednesday, December 15, x
To: Hugh Griffiths

Subject: Re:Quastions from the United Nations Panel monitoring the sanctions on North

Korea

Dear Hugh Gniffith,

Thank you for your email and the notice.

We have no idea where this contract came from, nor why it has cur company's seal.

The company's legal person signature does not conform fo the signature on the contract.
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The signature in the formal frade contract is as follows

Please see the attachment for detsils of the company’s legsal person signature.

Attached contract has not been coverad by the official seal of the unit.

Upon enguiry. cur company has never had any deslings with the company mentioned in the
confract.

We will further protect our own interests through legal channels.

If there is any follow-up, please keep in touch, thank you.

Liu ChaoFeng General manager

Hong Kong Nova Intemastionsl Trade Co., Lid

HK Nowva International Trade
Mobile:
Skype:
Viber: +86158107775861 Caut: www.novatobacco.com

At 2018-12-12 18:54:42_"Hugh Griffiths" || IIGNNNEEEEEE i

Dear Hong Kong Nova International Trade,

My name is Hugh Griffiths and | am Coordinator of the United Nations Panel of Experts
monitoring the sanctions on the Democratic People’s Republic of Korea {DPRK]).
Attached is a contract that bears your company's name.

The signature on the contract appears identical to the signature that sppears on your
website [please sze the second attachment for 2axample).

This contract was for 25,500 (MT) tonnes of DPRK origin coal that has been seized by a
Member State.

Please explain why your company with your bank accountis named in this documentation.

Please provide correspondence and documentation to substantiate any response you
may give, including:

1) Emazil correspondence and contracts to substantiate why your company is namead in
this contract;

2} Email correspondence and contracts to substantiste who were the other parties
involved;

3) Bank account racords relating to the zbove and to this contract.

4) Any additional background you wish to provide.

Please note that the Panel may name your company in its next report to the Security
Council. We therefore invite you to provide your views so that we may consider them for
inclusion in our next report to the Security Council.

Please reply within 14 days.

Sincerely,

Hugh Griffiths
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3

O ROMITAHHUH

HONG KONG NOVA INTERNATIONAL TRADE CO,
LUMITED

e

Source: The Panel
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Annex 19: Panel correspondence with Hamid Ali

From: [

Sent: Sunday, December 23, 2018 1:59 AM

To: Hugh Griffiths

Subject: RE: Questions from the United Nations Panel monitoring the sanctions on
North Korea

Dear Mr. Griffiths,
Thanks for your today email.

Regret to inform we have never did any communications with Huitong Company
sothat we do not have the PIC/CEQ | office/email address or other company dsta"s Mr
Jong arrange for the TT of funds which we did received only part of the agreed amount
for the transhipment cost.

Best regards
Hamid Al
Sent from my Samsung Galaxy smartphone.

-------- Original message ---—-—-
From: Hugh Griffiths
Date: 12/23/18 2:15 AM (GMT-+07:00)
To: Ery Riza

Subject: RE: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr. Hamid Ali,

Thank you for this information.

Please forward any correspondence you may have had with Huitong Minerals.

Please also provide an email address and the name of someone at Huitong Minerals,
together with their physical address.

Best regards,
Hugh
Hugh Griffiths

Coordinator, Panel of Experts

130/378
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Established pursuant to UNSCR 1874

From: Ery Riza
Sent: Friday, 21

Qgﬁﬁ!lzﬁl 2018 9:20 PM
To: Hugh Griffiths

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Yes , Huitong was the only company sending funds for the trsnsjipment process

On Fri, Dec 21, 2018, 10:34 PM Hugh Griffiths ||| GG oot

Dear Mr. Hamid Ali,

Thank you for the documentation, it is much appreciated.

From the banking documentation you have provided to us, it appears that an account in
the name of "Huitong Minerals" made the payments to you in connection with the Wise
Honest?

Please confirm if this was the only company.

Best regards.

Hugh

From: Ery Riza

Sent: Friday, December 21, 2018 8:12 AM

To: Hugh Griffiths

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr. Griffiths ,

Following our vesterday conversation and email exchange :

1. Mr. Eko Setyatmoko
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He informed being many discussion with Mr.Jong without our present and
currently

follow by Mr. Park station in China but traveling regularly to Vietnam and now
to Indonesia.

2. US Dollar transfer

Attached are copy of TT of received at our Bank which we have passed to
Mr.Eko for his further activities.

3- Mr.Jong
Company Name : Korea Yin Myong Trading Company
ph : 850 218111 [ 3818161
Representative ( ? ) of Mr Jong in Indonesia is :
Mr. Kwak CholSu , Hp : + _
Regret we do not other data like address ete.

We do hope these info will be useful if you need more data kindly advise me at
vour earliest convenience time.

Thank vou

Kind regards ,

Hamid Ali

On Thu, Dec 20, 2018 at 6:41 PM eryriza _wrote:
OK, will check with thr right one.

Brgds

Sent from my Samsung Galaxy smartphone.

------ -- Original message --—-—-

From: Hugh Griffiths ||| | |

Date: 12/20/18 6:21 PM (GMT+07:00)

To: Ery Riz= [
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Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Sir,

You provided an email address for Mr. Eko Setyatmoko: esetiatmoko@yahoo.com in
your earlier email today

This email address does not work. Please provide the correct email address.

Sincerely.

Hugh Griffiths

Sent: Thursday, December 20, 2 48 AM

To: Hugh Griffiths

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr.Griffiths,
Your email of today refers :
1. Mr. Eko email : [

2. Mr. Jong : we never have email exchange nor phone contact from our side to
him,

also not receiving email. We will try to locate address and phone/email as vou
requested will take time as getting info most difficult.

Thank you.

Kind regards ,

Hamid Ali

From: Ery Riza <eryriza@gmail.com>

Sent: Thursday, December 20, 2018 11:06 AM
To: Hugh Griffiths
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Subject: Re: Questions from the United Nations Panel monitoring the sanctions on
North Korea

Dear Mr Griffiths,
As per vour email request :

1. I'will check with Mr Eko the current person in charge who being follow up for
MV Wise Honest issue.
2. Funds was transfer by Telegrafic Transfer/TT to Mandiri Bank in Jakarta
?. We are more than happy to receive the latest info of product which are subject
or sanction , however
our main activities are worldwide exporting of Processed Palm Oil product like
Oleochemicals etc ,

to DPRK limited to only Consumer Items like Detetrgent , Soap & Cooking Oil.
Hope this info will usefull for your further activities.
Thank you
Best regards ,
Hamid Ali

On Thu, Dec 20, 2018 at 5:17 PM Hugh Griffiths ||| GGG ot
Dear Sir,

Thank you for your telephone call earlier. Unfortunately the connection was not so good
and 1 did not hear all of what you were saying.

I'd be grateful if you can write an email providing the important information.

1) Information on the subordinate of Mr. Jong, the North Korean gentleman who you
said travels and may be based in China?

2) Information on how the North Koreans transferred the 760,000 USD to you by TT -
you said TT was short for "telegram transfer”?

3) As to your regular meetings with a gentleman from the DPRK Embassy in Jakarta, this
is your own private affair, however, there are now many business activities involving
North Korea that are not allowed according to the United Nations Security Council
resolutions. The Panel is happy to provide you with more information on this, should
you be interested.

Best regards,

Hugh Griffiths

134/378 19-01704



S/2019/171

From: Hugh Griffiths
Sent: Thursday, December 20, 2018 9:51 AM
To: Ery Riza

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on
North Korea

Dear Sir,
Thank you for the email address.

We understand your difficulties in contacting Mr. Jong. Do you normally go through the
DPRK Embassy to send messages to him?

Best regards,

Hugh Griffiths

On Thu, Dec 20, 2018 at 4:31 PM Hugh Griffiths || G ot
Dear Sir,
Thank you for your email.

1) Please provide an email address for Mr. Eko Setyatmoko.

2) We understand that you may not have Mr. Jong's passport but please provide
additional information on the DPRX entity "Yingmyong", such as telephone and fax
numbers, scanned copy of business card, email address, physical address, company logo
etc.

Sincerely,

Hugh Griffiths

From: Ery Riza
Sent: Thursday, December 20, 2018 8:33 AM

To: Huih Griffiths

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr. Griffiths ,
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‘Thanks for your email 20/12 , below are our response for your few questions :

1. Mr. Jong Song Ho ,
As informed previously we were introduce by Embassy who informed that
Mr. Jong through the company Yinmyong are running big activities and
representative biz in DPRK which we have never been in touch with this
gentleman. As you might aware most Korean DPRK are very close and
confidential among each other which never inform their Identity and nor their
biz in details and impossible that we could have their personal profile/ name
card or passport whatsoever

2. Mr. Eko Setyatmoko + _

We introduce to Mr. Jong which therefore we are not aware about the
progress.

Company name : PT. Bara Makmur Sadayana
Website not available.

3. Funds were transfer to Mr. Eko through cash /TT via Bank Mandiri
For further information of Mr. Eko kindly contact Mr. Eko directly as to
overcome we make some mistake on his bis/private activities.

However if you need more info kindly contact me at your earliest

convenience time

Looking forward for vour favourable response we remain.

Thank you.

Best regards,

On Thu, Dec 20, 2018 at 12:47 AM Hugh Griffiths ||| G xot-:

Dear A. Hamid Ali,
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‘Thank you for your email and the explanations contained therein.

We have a few questions to ask you to further clarify matters:

1. On the gentleman that you met at the DPRK Embassy in Indonesia, Mr. Jong
Song Ho. What government agency or business company did Mr. Jong Song
Ho say he was working for? Please provide all this gentleman’s contact
details — phone numbers, email addresses, mobile number and please scan and
send us a copy of his business card. If you have a copy of his passport, please
send that too.

Did you mtroduce Mr. Eko Setyatmoko to Mr. Jong?

bJ

L

. Please provide us with all contact details for Mr. Eko Setyatmoko together
with the name of his company and its website.

4. Regarding the payment of USD 760,000, please provide us with more information.
To which person and bank account did you make this payment?

Best regards,

Hugh Griffiths

Coordinator, Panel of Experts
Established pursuant to UNSCR 1874
nob-+ [
Tei:+1 [N
From: Ery Riza [

Sent: Wednesday, 19 December, 2018 1:37 AM
To: Hugh Griffiths

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr. Hugh Griffiths ,

Your both email of Dec 18, 2018 are well received and noted , thanks for the
information stated on your email.

First of all I would inform that we are not involved as a broker nor trade of the
Coal being available in MV. Wise Honest.

Let me clearly inform the chronological of MV. Wise Honest calling Indonesian
Territory :
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1. In December 2017 we are approach by Embassy of DPRK to meet Delegation
from DPRK named Mr. Jong Song Ho claim representing a famous and

well established companies in many lines of Business. Their aim of visit is to
explore business opportunities in Indonesia and first activity to open Korean

Culture Centre in Tanjung Lesung , West Java.

2. For short term biz they offer Old Vessel to be scrapped and sell the scrapped
Iron In Jakarta. The biz will be followed after Mr Jong back to DPRK and will
bring all data and all vessel condition and terms during his 2nd visit to Jakarta
soonest.

3. In January/ 7 Mr. Jong was again visiting Jakarta however he
was not ready for the vessel to be scrapped instead he discussed of the possibility
to distribute DPRK products, he asked whether is possible to charter Vessel for
Transhipment of Cargo which Coal from Russian Origin not using Korean Vessel.
We agreed to find out the possibility as we are not and never involved in Vessel
chartering.

4. Mr Jong were back in Jakarta in March 2018 and we have introduce Mr Eko
Setyatmoko as the person who might be able to arrange for transhipment and
agreed for the cost involved of this transhipment. Mr.Jong start to TT for
payment of the transhipment total USD 760,000.-

5. Without any sales contract nor transhipment agreement and without prior

notice MV. Wise Honest has entering Indonesian Territory. The Vessel was hold
bv_Indonesian Navy because of license nor notice to Indonesian Authorities.

6. Mr Eko is working to release the Vessel and Cargo and he is working very hard,
upon court decission Coal Cargo were belong and responsibility of Mr. EKO.

7. During this process we were called by South Korean person, Mr. Jaewon Jeon
from Enermax Company who claim he has bought and paid this coal which they
asked our assistancy to do quickly the transhipment and send the Vessel to
Pohang Port, South Korea.

We are not involved and do not know this buyer as the transaction were done
by the owner of Coal not in Indonesia.

As matter of fact we are not Broker of the previous sales to Pohang Port and we
are not selling this cargo to whatever party, this cargo due to court decission is
belong to Mr Eko.

For vour information most of the KOREAN never have Contract with us and
exchange information all are done through face to face meeting.

However if vou need more data and info please do not hesitate to contact me at
vour earliest convenience.

~You could freely call me through my mobile +_
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‘Looking forward for your favourable response we remain.

Thank you.

Best regards,

On Tue, Dec 18, 2018 at 6:14 PM Hugh Griffiths ||| GG oot
Dear Sirs, Mr. Ali,

Further to my earlier email, I should stress again that the coal aboard the vessel Wise
Honest cannot be sold and that it should be seized.

The Panel will be naming your company. PT Nur Kencana Lestari Inti in our next report
to the Security Council.

I would advise you to reply quickly to the email below.

My colleague Jong Kwon Youn may provide advice on what the Security Council
resolutions say about prohibited goods, such as DPRK coal, and their seizure.

Sincerely,

Hugh Griffiths

From: Hugh Griffiths
Sent: Tuesday, December 18, 2018 11:01 AM
To:

Subject: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr. Als,

My name i1s Hugh Griffiths and I am Coordinator of the United Nations Panel of Experts
monitoring the sanctions on the Democratic People’s Republic of Korea (DPRK).

You have been named as the broker responsible for organizing a trade of 25,500 (MT)
tonnes of DPRK origin coal that has been seized by Indonesia aboard the vessel Wise
Honest in April 2018.

Please explain how you became involved in this prohibited trade.
Please provide correspondence and documentation to substantiate any response you may
give, including:
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1) Email correspondence and contracts to substantiate your role and the role of others;
2) Email correspondence and contracts to substantiate who were the other parties
mnvolved;

3) Bank account records relating to the above and to this contract.

4) Any additional background you wish to provide on previous trades with the parties
concerned.

Please note that the Panel may name you and your company in its next report to the
Security Council. We therefore invite you to provide your views so that we may consider
them for inclusion in our next report to the Security Council.

Please reply within 14 days.

Sincerely,

Hugh Griffiths
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Email attachment provided by Mr. Hamid Ali

Source: The Panel

19-01704
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Email attachment provided by Mr. Hamid Ali

' 2710312018
L 14:44:29

28/03/2018
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3110312018
23:59:00
31/03/2018
23:59:00

31/03/201
23:58:00
31/03/2018
23:59:00
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Rekening Koran

(Account Statement)
- From 01 March 2018
To 31 March 2018
. 1260007369969 - ARBAA ENERGY RESOURC
: USD
: KCP Jkt Permata
: 972.79

27032018  SWIFT CODE. BMRIIDJAXXX

Debit InTTSusp HUITONG MINERALS

CO LTDJP MORGAN CHASE BANK,
NEW YORK, USA
28/03/2018 SWIFT CODE BMRIIDJAXXX
Debit InTTSusp HUITONG MINERALS
CO LTDJP MORGAN CHASE BANK,
NEW YORK, USA
31/03/2018
Biaya Adm
31/03/2018
Bunga
3110312018
Pajak
3110312018
Biaya Meteral
No of Credit
Total Amount Credited
No of Debit
Total Amount Debited
Closing Balance

In

3
309,919.82
3

6.20
310,886.41

0.00

5.00
000
076

0.44

mandiri

159,958.00

0.00
382
000

0.00

150,930.79

310,888.79

310,883.79
310,887.61
310,886.85

310,886.41
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s e
mandirn

Rekening Koran
(Account Statement)

Periode : From 01 Apell 2018

To 30 Apri 2018
Account No . 1260007366960 - ARBAA ENERGY RESOURC
Currenty usb
Branch KCP i Permata
Opening Balance 310,886 41

50,000 D0 0m 260 296 41
Q00 219.506.00 420 A2 40
00042018 06042018 60 382752 0,000 00 000 470041
19248 3 Transter 20383760
10047208 10042018 G 383756 30,000.00 000 45088001
1258 Transter 20083754
10042010 100ez0e B0 283783 20,000.00 o 420 pad &1
LFRhE Transter 20362753
12047200 12007018 PG 383758 90,000 00 om 330 844 41
12154 Translor 20383756
1200472018 140N BE 3837 30,000.00 om 300 544 41
12250 Transter 2083745 KE ERY THURSINA
’%ﬂ 12042018 RFEVSTII01 1804120222 000 110,409 36 @
Al 3 Deotst InTT3usp MUANG HE MINERALS
(HONG KONG) CO STANDARD
13040018 13082018 PAYMENTE FOR GOODS 000 74,585 00 4040340 77
103231 Dotk Nosto TRADE PIONEER
1 LMITEDFIRST COMMERCIAL BANK
10472018 ON01E  BO283T8E 100.000.00 000 30409017
11042 Transie 70383758
30402018 RRI T e ARFIUSTI011804 120208 om BB A34 23060
181828 Dokt INTTSuap HUANG HE MINERALS
GO., UMITECSTANDARD CHARTERED
180&2018 160472016 BG 87 150.000.00 Q00 224 10 80
101521 Transfar N083757
. 1Toanid 1710402018 86 I 60,0000 200 22420080
ARRLSE) Teansfer 2083755
v 10045018 1048 SIWIFT CODE. BMRIDIAXXX 000 31400 209,044.00
11:1048 Debt In HUITONG MINERALS
oL CHASE BANK,
NEW YORK, UBA
an 21042018 HG 353760-FAYMENT INV NO 0GS- 0,0M4.00 000 208990.00
100847 1804240
Transfer TT 20383760 QINGOAD
GLOBAL SHIPPING CO., LIMITED
200400 20045015 (G 383761 4000000 oM 168,900 00
1100 Transler 20683701
W0H2018 2004018 500 000 168,985 80
2560 Baya Adm
30042018 4018 000 880 169,002 20
250 Bung
20018 I420t8 LR oo 168,006 58
2500 Papk

Page 1002

Source: The Panel
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Annex 20: The Panel’s proposal for an amended delisting procedure for vessels

Paragraph 9 of resolution 2397 (2017) encourages Member States to consult with the flag States
of relevant vessels once they are seized, inspected, and frozen (impounded). Six months after such
vessels were frozen (impounded), the Committee may decide upon request of a flag State to release the
vessel if adequate arrangements have been made to prevent the vessel from contributing to future
violations of the resolutions. However, once the vessel has been de-registered by a flag State in
compliance with the resolutions (and therefore no longer under its jurisdiction), and since it would be a
violation for flag States to re-register any such vessel that has been de-registered by another Member
State, it is unlikely that a flag State will submit a request to the Committee to re-register the vessel and
then submit a request for a seized or impounded vessel to be released.

To resolve this conundrum and to lessen the burden on Member States seizing or impounding a
vessel in compliance with the resolutions, the Panel recommends that the Committee introduce a
procedure whereby:

1) After a six-month period the vessel owner'® may be permitted to make representation to the

Committee for approval to have the vessel de-listed and released, provided that:
a) proof of ownership of the vessel is provided; and
b) adequate arrangements have been made to prevent the vessel from contributing to future
violations of the resolutions.

2) If approved, the vessel is then de-listed from the Committee’s list of designated vessels and the
re-registration of the vessel approved.!®

3) Once a period of six months has elapsed and no request for de-listing has been tendered within
31 days from that date, the Member State may approach the Committee for approval to submit
the vessel for public auction to defray costs incurred.

In addition, this procedure should be published on the Committee’s website under “Procedures
for delisting” at https://www.un.org/sc/suborg/en/sanctions/1718/materials.

165 A vessel’s beneficial owner is in the best position to ensure that adequate arrangements have been made to prevent the vessel from contributing to
future violations of the resolutions since they are directly impacted by loss of trade.

166 The Committee’s website should not remove the vessel’s name, but rather indicate the date that the vessel has been de-listed in order to provide
verification for flag States and companies providing vessel services.
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Annex 21: Imports from and exports to the DPRK of commodities according to trade data

19-01704

Table 1
States importing zinc and articles thereof and zinc ores and concentrates (HS codes 79 and 26)
from the Democratic People’s Republic of Korea, October 2017 to March 2018

(United States dollars)

November December
Importing State October 2017 2017 2017 January 2018 February 2018 March 2018 Total
India 20950 7901 28 851
Total 20950 7901 28 851

Source: Global Trade Atlas.

1.  The Democratic People’s Republic of Korea exported a total of $28,851 in zinc and articles
thereof and zinc ores and concentrates (HS codes 79 and 26) to India in October and November 2017.
All exports constituted violations of paragraph 28 of resolution 2321 (2016).

Imports from the DPRK of commodities with exemption provisions (iron and steel and articles
of iron and steel, textiles, food and agricultural products, machinery, electrical equipment, earth
and stone including magnesite and magnesia, and wood)

Table 2

States importing iron and steel and articles of iron and steel (HS codes 72 and 73) from the
Democratic People’s Republic of Korea, October 2017 to March 2018

(United States dollars)

Importing State October 2017 November 2017  December 2017 January 2018 February 2018 March 2018 Total
China 1796 752 2411042 2 725 465 2 393 996 1 839 505 1 846 788 13013 548
El Salvador 7507 18 994 26 501
Ghana 20 868 9532 283 146 313 546
India 65 189 3194 68 383
Nicaragua 12 405 64 873 38 890 8611 107 920 47250 279 949
Serbia 3186 29981 33167
Thailand 25143 9083 34226

Total 1 898 400 2 509 090 2 781 394 2729 890 1 956 508 1894 038 13 769 320

Source: Global Trade Atlas.

2. According to Global Trade Atlas data, the Democratic People’s Republic of Korea violated
paragraph 8 of resolution 2371 (2017) by exporting a total of $13,769,320 in iron and steel and articles
of iron and steel (HS codes 72 and 73) to China, El Salvador, Ghana, India, Nicaragua, Serbia and
Thailand from October 2017 to March 2018. China replied to the Panel that the “relevant data don’t
indicate the commodities under the items of HS code 7201”7, and that, under Chinese law and
regulations, only items with HS codes 7201 are considered as constituting iron and steel and articles of
iron and steel prohibited by the relevant resolutions.
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Table 3
States importing textiles (HS codes 50-63) from the Democratic People’s Republic of Korea,
October 2017 to March 2018

(United States dollars)

Importing State October 2017 November 2017 December 2017 January 2018 February 2018 Total
China® 47105 525 40 825 592 12 780 948 16 799 100 728 864
Ghana 14173 85 040 64 985 164 198
India 234163 15497 5929 255589
Mexico 15438 15438
Russian

Federation® 76 537 11 815 88352
Thailand 26 617 3486 30103

Total 47 339 688 40 973 854 12 883 732 81784 3 486 101 282 544

Source: Global Trade Atlas.

a In a note verbale to the Committee dated 12 January 2018, China stipulated that the total value of its imports
from the Democratic People’s Republic of Korea of textiles from 11 September 2017 to 10 December 2017 was
$5,139,300.

b In a note verbale to the Committee dated 6 December 2017, the Russian Federation stated that, on 18 October
2017, 14,340 items of men’s apparel were imported from the Democratic People’s Republic of Korea in fulfilment of
two contracts.

3. According to Global Trade Atlas data, the Democratic People’s Republic of Korea violated the
textiles import ban stipulated in paragraph 16 of resolution 2375 (2017) by exporting a total of
$101,282,544 in textiles (HS codes 50-63) to China, Ghana, India, Mexico and Thailand. from October
2017 to February 2018. Only China and the Russian Federation reported to the Committee pursuant to
paragraph 16 of resolution 2375 (2017). With regard to China, the figure reported by China to the
Committee of its imports from the Democratic People’s Republic of Korea is lower than indicated in
Global Trade Atlas trade data, by $95,589,564. In order to benefit from the reporting exemption in
paragraph 16 of resolution 2375 (2017), these two figures should have been comparable. In addition to
its reporting of $5,139,300 worth of textiles imported during the period, China further replied to the
Panel that all its imports “went through the customs formalities within 90 days” from the adoption of
resolution 2375 (2017). With regard to the Russian Federation, the Panel notes that the unit of
measurement (items of textile) is different from that reflected in table 3 (United States dollars) and
recommends that future Security Council resolutions stipulate the unit of measurement to be
used by Member States in their reporting to the Committee.

Table 4

States importing food and agricultural products (HS codes 07, 08 and 12) from the Democratic
People’s Republic of Korea, January to March 2018

(United States dollars)

Importing State January 2018 February 2018 March 2018 Total
China® 10 158 965 10 158 965
Total 10 158 965 10 158 965

Source: Global Trade Atlas.
¢ In a note verbale to the Committee dated 5 February 2018, China stipulated that the value of its
imports from the Democratic People’s Republic of Korea of food and agricultural products from
22 December 2017 to 21 January 2018 was $16,872,600 (14,900 tons).
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4.  According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a
total of $10,158,965 in food and agricultural products (HS codes 07, 08 and 12) to China in January
2018. China further replied to the Panel that all of its imports “went through the customs formalities
within 30 days” from the adoption of resolution 2397 (2017).

Table 5
States importing machinery (HS code 84) from the Democratic People’s Republic of Korea,
January to March 2018

(United States dollars)

Importing State January 2018 February 2018 March 2018 Total
Bolivia (Plurinational State of) 11736 1296 13 032
China® 29 395 29 395
Costa Rica 21053 5017 26 070
El Salvador 73711 1444 75155
India 12 961 12 961
Malaysia“ 16 387 16 387

Total 165 243 7757 173 000

Source: Global Trade Atlas.
¢ In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports of
machinery from the Democratic People’s Republic of Korea from 22 December 2017 to 21 January 2018 was
$43,000.
b Malaysia replied to the Panel that “based on the statistics from Department of Statistics Malaysia (DOSM), there
is no product under the HS codes of 84—85 being imported by Malaysia from the Democratic People’s Republic of
Korea from January 2018 to February 2018”.

5. According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a
total of $173,000 in machinery (HS code 84) to Bolivia (Plurinational State of), China, Costa Rica, El
Salvador, India and Malaysia in January and February 2018. All exports by the Democratic People’s
Republic of Korea after 21 January 2018 without notification to the Committee of those imports by 5
February 2018 violated paragraph 6 of resolution 2397 (2017). Of the above-mentioned Member States,
only China provided notification to the Committee, and China further replied to the Panel that all of its
imports “went through the customs formalities within 30 days” from the adoption of resolution 2397
(2017).

Table 6
States importing electrical equipment (HS code 85) from the Democratic People’s Republic of
Korea, January to March 2018

(United States dollars)

Importing State January 2018 February 2018 March 2018 Total
Bolivia (Plurinational State of) 5045 6 489 11 534
China® 990919 990919
Thailand 17 584 7 596 25180

Total 1013 548 14 085 1027 633

Source: Global Trade Atlas.
a In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports from the
Democratic People’s Republic of Korea of electrical equipment from 22 December 2017 to 21 January 2018 was
$1,346,300.
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6. According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a
total of $1,027,633 in electrical equipment (HS code 85) to the Plurinational State of Bolivia, China
and Thailand in January and February 2018. All exports after 21 January 2018 without notification to
the Committee of those imports by 5 February 2018 violated paragraph 6 of resolution 2397 (2017).
Of the above-mentioned Member States, only China provided notification to the Committee in
accordance with paragraph 6 of resolution 2397 (2017).

Table 7
States importing earth and stone including magnesite and magnesia (HS code 25) from the
Democratic People’s Republic of Korea, January to March 2018

(United States dollars)

Importing State January 2018 February 2018 March 2018 Total
China® 10 070 444 10 070 444
Total 10 070 444 10 070 444

Source: Global Trade Atlas.
“ In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports from the
Democratic People’s Republic of Korea of earth and stone including magnesite and magnesia from 22 December
2017 to 21 January 2018 was $10,434,800 (106,700 tons).

7. According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a
total of $10,070,444 in earth and stone including magnesite and magnesia (HS code 25) to China in
January 2018. China provided notification to the Committee pursuant to paragraph 6 of resolution 2397
(2017), and further replied to the Panel that all of its imports “went through the customs formalities
within 30 days” of the adoption of resolution 2397 (2017).

Table 8
States importing wood (HS code 44) from the Democratic People’s Republic of Korea, January
to March 2018

(United States dollars)

Importing State January 2018 February 2018 March 2018 Total
China® 2405 718 2405 718
Total 2 405 718 2 405 718

Source: Global Trade Atlas.
“ In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports from the
Democratic People’s Republic of Korea of wood from 22 December 2017 to 21 January 2018 was $2,858,500
(16,200 tons).

8.  According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a
total of $2,405,718 in wood (HS code 44) to China in January 2018. China provided notification to the
Committee pursuant to paragraph 6 of resolution 2397 (2017), and further replied to the Panel that all
of its imports “went through the customs formalities within 30 days” from the adoption of resolution
2397 (2017).
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Table 9
States exporting iron, steel and other metals (HS codes 72-83) to the Democratic People’s
Republic of Korea, January to March 2018

(United States dollars)

Exporting State January 2018 February 2018 March 2018 Total
China* 1 889 683 28 791 1918 474
Honduras 11 461 11 461
Malaysia 93 407 93 407

Total 1983 090 40 252 2023 342

Source: Global Trade Atlas.
¢ China replied to the Panel that, while all of its exports in iron, steel and other metals, all industrial machinery and
transportation vehicles had been processed and released before 6 January 2018, for technical reasons relating to its
customs system, the clearance operations were completed when “means of transport actually left the Chinese
territory”. China also replied that all exports after the date are “self-use materials for diplomatic mission in the
DPRK or humanitarian aids to the DPRK”, for which their “export formalities are completed and in line with the
requirement” of the relevant resolutions.

9. According to Global Trade Atlas data, China, Honduras and Malaysia exported a total of
$2,023,342 in iron, steel and other metals (HS codes 72—83) in January and February 2018 to the
Democratic People’s Republic of Korea which violated paragraph 7 of resolution 2397 (2017). China
replied to the Panel on the precise nature of the exports during this period (see table 9, footnote a).

Table 10
States exporting all industrial machinery (HS codes 84 and 85) to the Democratic People’s
Republic of Korea, January—March 2018

(United States dollars)

Exporting State January 2018 February 2018 March 2018 Total
China® 14 215799 218 602 28 674 14 463 075
Honduras 38 254 16 322 54 576
India 19412 19412

Total 14 273 465 234924 28 674 14 537 063

Source: Global Trade Atlas.
@ See table 9, footnote a.

10. According to Global Trade Atlas data, China, Honduras and India exported a total of $14,537,063
in all industrial machinery (HS codes 84 and 85) from January to March 2018 to the Democratic
People’s Republic of Korea which violatedparagraph 7 of resolution 2397 (2017). China replied to the
Panel on the precise nature of the exports in this period (see table 9, footnote a).
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Table 12

Table 11

States exporting transportation vehicles (HS codes 86—89) to the Democratic People’s Republic

of Korea, January to March 2018
(United States dollars)

Exporting State January 2018 February 2018 March 2018 Total
China® 1 803 351 55094 1 858 445
Thailand 9176 9176

Total 1 803 351 64 270 867 621

Source: Global Trade Atlas.
4 See table 9, footnote a.

11.

According to Global Trade Atlas data, China and Thailand exported a total of $1,867,621 in

transportation vehicles (HS codes 86—89) between January and February 2018 to the Democratic
People’s Republic of Korea which violated paragraph 7 of resolution 2397 (2017). China replied to the
Panel on the precise nature of the exports for the period (see table 9, footnote a).

Exports of commodities to the Democratic People’s Republic of Korea with
exemptions (refined petroleum products and crude oil)

States exporting petroleum (HS code 2710) to the Democratic People’s Republic of Korea, October 2017 to

March 2018

(United States dollars)

Exporting State October 2017 November 2017 December 2017 January 2018 February 2018 March 2018 Total
China® 245279 484 206 480 382 115 553 261210 473 979 2 060 609
India 16 513 783 16 513 783
Russian Federation® 238173 220 632 447774 584 783 1491 362
South Africa 275 639 66 852 138 306 480 797

Total 16 997 235 704 838 1203 795 767 188 399 516 473 979 20 546 551

Source: Global Trade Atlas collated as of June 2018.

% In five notes verbales from 2 January to 30 April 2018, China notified the Committee of the transfer of 2,165.1 tons of refined

petroleum products to the Democratic People’s Republic of Korea for October 2017; 497.6 tons for November 2017; 463.214 tons

for December 2017; and the further transfer of 4,032.72 tons of such products from January to March 2018. The corresponding

values in United States dollars of the transfers made each month have been reported as: 1,188,000 (October 2017), 527,000
(November 2017), 490,000 (December 2017), 130,300 (January 2018), 835,800 (February 2018), and 1,592,400 (March 2018).

b In three notes verbales from 27 December 2017 to 31 May 2018, the Russian Federation notified the Committee of its exports of

212.54 tons of petroleum products to the Democratic People’s Republic of Korea for November 2017; 589.664 tons for December

2017; and 4,148.381 tons from January to March 2018.
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Table 13

States exporting other petroleum (HS codes 2711-2713)“ to the Democratic People’s Republic of Korea, October

2017 to March 2018

(United States dollars)

Exporting State October 2017 November 2017 December 2017 January 2018 February 2018 March 2018 Total
China® 1174 266 453 852 228 645 672 618 814 742 1318450 4662 573
Russian Federation® 184 286 216 129 400 415

Total 1174 266 453 852 412 931 888 747 814 742 1318 450 5 062 988

Source: Global Trade Atlas.

¢ China informed the Panel that it uses HS Codes 2710, 2712 and 2713 as HS Codes for refined petroleum products. China also
informed the Panel that its Ministry of Commerce considers HS Code 2711.11 as “liquefied natural gas”, whereas the Panel uses HS
Code 2711 as a part of “condensates and natural gas liquids”, prohibited by paragraph 13 of resolution 2375 (2017). The Panel has
previously recommended that all Security Council resolutions on sectoral sanctions specify the HS codes (see S/2018/171, paras.
31 and 74).

> See table 12, footnote a.

¢ See table 12, footnote b.

19-01704

12. Based upon the International Trade Centre (ITC) Trade Map, the Panel sent letters to South Africa
(March-June 2018) and Turkey (March-July 2018) regarding the reported export of petroleum products
(HS 2710) of 322,000 USD and 2.29 million USD respectively. Turkey clarified with supporting
documentation to show that the export was made to the Republic of Korea. South Africa informed the
Panel that “the letter has been forwarded to Pretoria for action.”

13. The Panel sent a letter to the Republic of Korea regarding August media reports of a transfer of
petroleum products to Kaesong for a planned inter-Korean liaison office. The ROK replied, “in the
process of carrying out the [inter-Korean] projects, the ROK personnel used the petroleum products
exclusively for the implementation of the projects, while ensuring that no transfer of economic values
to the DPRK occurs.” The ROK explained that “among 338,737 kg of petroleum products used for the
implementation of the joint projects from January 2018 to November 2018, 4,039 kg were unused and
brought back to the ROK.” The Panel notes that the specific language of paragraph 5 of resolution 2397
(2017) requiring Member States to notify the Committee of any transfer to the DPRK of refined
petroleum products is by territory as opposed to possession and does not differentiate between
temporary and permanent transfers, or under whose control the items will be after transfer.

14. According to Global Trade Atlas data, the Democratic People’s Republic of Korea imported
$20,946,917 of refined petroleum products during the last three months of 2017. Starting from 2018,
pursuant to paragraph 5 of resolution 2397 (2017), all Member States are prohibited from supplying,
selling or transferring refined petroleum products to the Democratic People’s Republic of Korea over
500,000 barrels in total. Since January 2018, China and the Russian Federation have notified to the
Committee on their supply, sale or transfer of refined petroleum products to the Democratic People’s
Republic of Korea. Although in paragraph 5 of resolution 2397 (2017) the cap was set using barrels as
the unit of measurement, the unit to be used by Member States in their required notifications was not
stipulated. The figures in table 14 from China after April are based solely on Member State reporting
to the Committee. 167

167 According to the General Administration of Customs database centre, China Customs ceased reporting trade data on
individual countries as from 1 April 2018 and Chinese Customs information web pages issued three web announcements on 23
May, 20 June and 20 July, each stating that the publication of customs statistics for [each month] has been temporarily suspended
owing to technical reasons. See http:/haiguan.info/noted395.aspx,  http://haiguan.info/noted396.aspx  and
http://haiguan.info/noted397.aspx. See also http://english.customs.gov.cn

/newsroom/statistics (accessed 30 July 2018).
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Table 14
Data from Member States’ notifications to the Committee pursuant to paragraph 5 (a) of
resolution 2397 (2017)

(Tons)
Month in 2018 China Russian Federation Total
January 201.380 368.240 569.620
February 1 392.350 1 882.562 3274912
March 2 438.990 1 897.579 4336.569
April 437.460 4293.472 4730.932
May 1451.410 1 286.138 2 737.548
June 1 507.900 1 570.444 3078.344
July 903.870 576.126 1 479.996
August 2 725.810 1 369.497 4095.307
September 1 814.600 1 859.283 3673.883
October 1 886.890 3777.731 5 664.621
November 2928.870 3377.243 6306.113
December 1510.870 - 1510.870
Total 19 200.400 22 258.315 41 458.715

Source: https://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum,

Crude oil

16. In Paragraph 4 of resolution 2397 (2017), the Security Council decided that all Member States
should prohibit the direct or indirect supply, sale or transfer of crude oil to the Democratic People’s
Republic of Korea exceeding 4 million barrels or 525,000 tons, unless the Committee approves in
advance on a case-by-case basis for a 12-month period after the date of adoption of the resolution, 22
December 2017. Pursuant to the reporting clause contained therein, the Russian Federation reported
that there were no declarations or exports of crude oil to the Democratic People’s Republic of Korea
from January to June 2018, and China reported that the amount of the supply of crude oil by China to
the Democratic People’s Republic of Korea was 150,500 tons from December 2017 to February 2018;
147,900 tons from March to May 2018; 108,500 tons from June to August 2018; and 118,100 tons from
September to November 2018.

Recommendation

17. The Panel recommends that the Committee agree upon a single conversion rate between tons
and barrels for all refined petroleum products and specify the ton measurement referred to in
the resolutions.
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Annex 22: Angola’s reply to the Panel
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Permanent Mission of
The Republic of Angola to the United Nations

820 Second Avenue, [2th Fioor, New York, NY 10012
Tel, (217) RAL-3856 ¢ Pax- (2i2) Rh:9203

Ref. No. 8/2018-159

The Permanent Mission of the Republic of Angola to the United Nations presents
its compliments to the Coordinator of the Panel of Experts established pursuant to
Resolution 1874 (2009) and has the honor to submit herewith the additional information
to the Republic of Angola's report on the implementation of United Nations Security
Council Resolution on Democratic People's of Korea (DPRK).

The Permanent Mission of the Republic of Angola to the United Nations avails itself
of this opportunity to renew to the Panel of Experts established pursuant to Resolution
1874 (2008) the assurances of its highest consideration.

Mr. HUGH GRIFFITHS

COORDINATOR

PANEL OF EXPERTS ESTABLISHED PURSUANT
TO RESOLUTION 1874 (2009)

NEW YORK
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Republic of Angola
Ministry of External Relations
Office of the Minister

ADDITIONAL INFORMATION TO THE REPUBLIC OF ANGOLA’S REPORT ON
THE IMPLEMENTATION OF UNITED NATIONS SECURITY COUNCIL
RESOLUTIONS ON NORTH KOREA

1)

3)

This presentation aims to provide additional information to the Republic of Angola’s
October 2017 report on the ‘Implementation of Security Council Resolutions 2321 (2016);
2356 (2017); 2371 {2017) and 2375 (2017}, monitored by the Panel of Experts of the 1718
Sanctions Committee.

We recall that the President of the Security Council Sanctions Commitiee established
pursuant to resolution 1718 (2006) acknowledged reception of the aforementioned report
through N.V. Ref. S/AC.49/2017/0C.278 of 26 December 2017, addressed to the
Permanent Mission of the Republic of Angola.

Regarding the additional information requested, we would like to put forward the following
observations:

a) Regarding the additional information requested by the United Nations Securify
Council’s Panel of Experts on the situation of the DPRK diplomat, Mr, JON YONG
CHOL, Thirg Secretary at the Embassy of the Democratic Popular Republic of Korea
Embassy, we inform that he left the Angolan territory on April 20 2017 on an Emirates
Airlines flight EK792 (See in Annex).

b) Regarding the reduction of diplomatic and administrative staff at the DPRK Embassy
in Angola, we would like to inform that the staff was drastically reduced from 12
diplomats in 20162017 10 6 diplomats currently,

¢} Administrative and technical staff was reduced from 13 in 2016-2017 to 3 members of
staff currently (See the list from the State Protocol Directorate in Annex).

d) Regarding the supposed delegation of military advisers composed by 80 advisers from
the DPRK which traveled from Angola to Mozambique, we are not aware of any

movement or travel by military advisers from the DPRK from Angola to Mozambigque
in 2017.
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e} As notified in Angola's report on the implementation of resolutions to 2321(2016);
2356(2017); 2371(2017); and 2375(2018). a tota!l of 152 citizens from the DPRK left
the Angolan temritory on November 18, 2017, among whom were the Board of
Directors, cadres and employees of the Mansudae Overseas Project Group of
Companies—the latter under sanctions imposed by the UN and listed in Annex Il of
Resolution 2371(2017),

It should be mentioned that the Republic of Angola has rigorously fulfilled its responsibility
regarding the exit of DPRK citizens from national territory. In this context, the responsibility of
the Angolan authorities in relation to foreign nationals ends the moment they leave national
territory.

We are certain that the answers presented will help enlighten the Security Council Sanctions
Committees Panel of Experts on the DPRK about any pending questions from Angola’s second
report on the implementation of Resolutions 2321(2016); 2356(2017); 2371(2017) and
2375(2018), submitted on 21 December 2017. Angola defends the importance of maintaining
Peace, Security. Stability and Prosperity in the Korean Peninsula region and has strictly abided the
decisions and resolutions adopted by the United Nations Security Council on the matter.

MINISTRY OF EXTERNAL RELATIONS, Luznda, August 16, 2018,

155/378



S/2019/171

156/378

REPUBLICA DE ANGOLA
MINISTERIO DAS RELACOES EXTERIORES
DIRECCAO GERAL DO PROTOCOLO DO ESTADO

LISTA ACTUALIZADA DOS AGENTES DIPLOMATICOS E
FUNCIONARIOS ADMINISTRATIVOS, CONJUGES E FILHOS DA
EMBAIXADA DA R. P. D. DA COREIA ACREDITADA EM
ANGOLA.

DE: DIRECCAO GERAL DO PROTOCOLO DO ESTADO
CADASTRO

KIM HYON IL -EMBAIXADOR.

KANG MYONG OK -EMBAIXATRIZ,

KIM CHOL SU -CONSELHEIRO,

KIM SUN YONG — ESPOSA DO CONSELHEIRO,

KIM JUNG HYON - FILHO DO CONSELHEIRO.

KIM JUNG GYONG - FILHO DO CONSELHEIRO.

MA KYONG HO — CONSELHEIRO.

2. KIM CHUN HYE - ESPOSA DO CONSELHEIRO.

9. MA JUMYONG - FILHO DO CONSELHEIRO.

10. Rt KWANG CHAE - 1* SECRETARIO,

11, RI OK -ESPOSA DO1° SECRETARIOQ.

12. JON KI HO -2° SECRETARIO.

13. KIM RYON JONG —ESPOSA DO 2° SECRETARIO.

i4. JO SONG CHOL - 2° SECRETARIO.

15. KIM KUM 10T - ESPOSA DO 2°SECRTARIO.

16. JO WON RYONG - FILHO DO 2° SECRETARIO.

17. SONG CHOL - FUNCIONARIO ADMINISTRATIVO.

18. REYONG GWAN - FUNCIONARIO ADMINISTRATIVO.

19. R YONG IL - FUNCIONARIO ADMINISTRATIVO.

20. SO SU OK - ESPOSA DO FUNCIONARIO ADMINISTRATIVE,
21. R1 JU RYON —FILHA DO FUNCIONARIO ADMINISTRATIVO.
22. JANG KUM SUK - ESPOSA DO FUNCIONARIO ADMINISTRATIVO.

n g Wota -

~ o

Euanda aos 27 de Nevembro de 2017
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REPUBLICA

(ool

i
DE ANGOLA

MINISTERIO DAS RELACOES EXTERIORES

Direcgdo Geral do Protocolo do Bstado

: EMBAIXADA DA REPUBLICA POPULAR E DEMOCRATICA DA COREJA (NORTE)

TIPO DE I; 3
iN. TITULAR CATEGORIA | CARTAO | MISSAO | VIA | PRORROGACAO | DEVOLUCAQ
01 | KIMHYONIL EMBAIXADOR D 03/10/2013 -
(2| KANG MYONG OK EMBAIXATRIZ D 03/10/2013
03_| KIM CHOL SU CONSELHEIRO D | 06/16/2016 B o
04 | KIM SUN YONG ESP. CONSELHEIRO D 06/10/2016 il
05 | KIM JUNG HYON FIL. CONSELHEIRO D 06/1072016
06 | KIM JUNG GYONG FIL. CONSELHEIRO p) 06/10/2016 e
[07_, MA KYONG HO CONSELHEIRO ) 20/10/2016
08 | KiM CHUN HYE ESP. CONSELHEIRO D 20/10/2016 ]
09| MA JUMYONG FIL. CONSELHEIRO D 20/1072016
10_| RIKWANG CHAE 1? SECRETARIO D 12/09/2015 e
11 | RIOK FSP.1° SECRETARIO D 12/09/2015 T
12 [ JONKIHO 2° SECRETARIO D 080772015
13| KIM RYON JONG ESP. 2° SECRETARIO D 08/07/2015
14_| JO SONG CHOL 2° SECRETARIO D 23/0812017 o
15| KIMKUM HUI ESP. 2'SECRTARIO | D 3310872017 | :
16_| 1O WON RYONG FIL 2°SECRETARIO | D 2300872017 | T

Source: Member State

19-01704
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Annex 23: The Panel’s letter to Iran

HEADQUARTERS « SIEGE NEW YORK, NY 10017
TEL. © +1212963 1055« FAX I +1212 963 2013

UNITED MATIONS SECURITY COUNCIL PANEL OF EXPERTS ESTABLISHED
PURSUANT TO RESOLUTION 1874 (20089)

REFERENCE © G/A(C.49/2018/PE/OC.359

IR REFERENCE

29 November 2018

Excellency,

I have the honour to write to you with regard to ongoing efforts of the Panel of Experts
established pursuant to United Nations Security Council resolution 1874 (2009) to gather, examine and
analyse information regarding the implementation of the measures imposed on the Democratic People’s
Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 1874 (2009), 2087 (2013),
2094 (2013), 2270 (2016), 2321 (2016) and 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017),
in particular incidents of non-compliance.

According to a Member State, the DPRK has its most lucrative arms-related trade with the
Syrian Arab Republic and Iran. The Member State has informed the Panel that two United Nations
designated entities, the Korea Mining Development Technology Corporation and Saeng Pi’l (aka Green
Pine Associated Corporation) maintain offices in Iran and that these offices are active.

In addition, the Member State informed the Panel that one pattern recently observed is of DPRK
nationals on flights between Tehran and Dubai whereby these individuals return to Tehran within 24
hours. The assessment is that these individuals are cash couriers.

In this regard, the Panel recalls the evidence and information derived from airline companies,
various Member States and the United Nations Security Council regarding KOMID officials Mr. Kim
Yong Chol (passport number 472310168) and Mr. Jang Jong Son (passport number 563110024)168
(see Annex 1) resident in Iran and accredited as diplomats at the DPRK embassy in Tehran until their
removal in 2016, and their frequent visits to Dubai as well as various locations in Pakistan.1®® The
Panel’s letter to Iran dated
25 November 2015 (S/AC.49/2015/PE/OC.791) noted that these two individuals flew Tehran-Dubai
more than 282 times between 21 October 2012 and 5 October 2015, a pattern that continued into 2016.

168 See Table 8, S/2017/150, p.68-69
169 See Tables 8 and 9, S/2017/150, p.68-69
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The Panel also notes as indications of previous cooperation between Iran and the designated
entities KOMID and Green Pine Associated Corporation the visits by KOMID President Kang Myong
Chol (see Annex 1 for passport) to Iran from Dubai from 16 to 25 December 201317° and Green Pine
Association Corporation President Ri Hak Chol between 6 and 10 October 2014171

As a number of the individuals listed above and featured in Annex 1 together with other KOMID
and Green Pine Associated Corporation representatives are known to have acquired new passports
and/or false identities, the Panel:

e Kindly reiterates its request contained in its letter of 31 October 2017
(ref. S/AC.49/2017/PE/OC.918) (see Annex 2) requesting names and passport
numbers of DPRK diplomats accredited in Iran;

e Kindly reiterates its request contained in its letter of 12 October 2017
(ref. S/AC.49/2017/PE/OC.678) (see Annex 3) requesting immigration and visa
checks and information on 78 DPRK nationals and others under investigation by
the Panel;

e In light of the lack of a substantive response from Iran on the above matters for
more than 12 months and in light of the recent information provided by a Member
State, the Panel is now requesting copies of the relevant passport pages of all
DPRK diplomats accredited in Iran;

o A full list of all other DPRK nationals residing in, or working in Iran, together with
copies of their passports, and

o Afull list of DPRK entities and companies operating in Iran, their contracts with Iranian
military and/or civilian institutions and entities, para-statal companies and private
institutions.

As the Panel intends to report on this case in its next report to the Security Council, we would
be most grateful for any information to be supplied within one month of the date of this letter. The
Panel may name your country in our reporting and would therefore appreciate a reply from your
country in order to consider reflecting your views in our next report.

Should you wish to discuss this request or any follow-up matters, please contact the Panel via
Mr. Hugh Griffiths (email: ) and Mr. Olaf Andrieu
( ).

Please accept, Excellency, the assurances of my highest consideration.

170 Flight and ticket records held on file by the Panel

171 In our letter dated 29 August 2016, reference number S/AC.49/2016/PE/OC.659, the Panel wrote to Iran requesting information on
Mr. Ri Hak Chol’s activities in Tehran between 6-10 October 2014 but received no substantive response.
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Hugh Griffiths
Coordinator of the Panel of Experts established pursuant to
Security Council Resolution 1874 (2009)

Annex 1: Copies of multiple DPRK diplomatic passports previously used by KOMID and Green Pine
Associated Corporation officials while accredited in Iran, travelling to Iran or travelling between Tehran
and Dubai

Annex 2: Panel letter of 31 October 2017 (ref. S/AC.49/2017/PE/OC.918), requesting names and
passport numbers of DPRK diplomats accredited in Iran

Annex 3: Panel letter of 12 October 2017 (ref. S/AC.49/2017/PE/OC.678), requesting immigration and
visa checks and information on 78 DPRK nationals and others under investigation by the Panel.
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Jang Yong Son: UN designated KOMID representative formerly accredited to DPRK Embassy in
Tehran
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Kang Myong Chol: KOMID President who visited Iran
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Ri Hak Chol, Green Pine Associated Corporation President who visited Iran between 6-10 October
2014
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Annex 24: Iran’s reply to the Panel

( ) Permanent Mission of the Islamic Republic of Iran to the United Nations

164/378

622 Third Ave New York, NY 10017 www iran-UN.org  Teli+1(212)687-2020 Fax:+1(212)B67-7086 E-mail: Iran@un e

In the name of God, the most Compassionate, the most Merciful
No. 106192 19 December 2018

Dear Sir,

_ 1 am writing in response to your letter dated 29 November 2018
{(S/AC 49201 8/PE/OC.359) with regard to the information submitted by a Member State to the
Panel against the Islamic Republic of Iran in relation to the implementation of the measures
ml;l)osc on the Democratic People’s Republic of Korea (DPRK) by Security Council resolutions
1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356
(2017), 2371 (2017), 2375 (2017) and 2397 (2017).

Contrarteto claim of the above-mentioned Member State, there is no military cooperation
or arms trade between the Islamic Republic of Iran and the DPRK. In fact, such a baseless
allegation is a desperate politically motivated attempt against a founding Member of the
Organization, abusing a United Nations mechanism that ought to be impartial and professional.

_ According to the latest available data and a recently held review, no entity or individual,
designated pursuant to the relevant resolutions of the Security Council on the DPRK, is present
or active in the Islamic Republic of Iran.

Accordingly, the Korea Mining Development Technology Corporation and Saeng Pi’l
(aka Green Pine Associated Corporation) have no office or activity in Iran.

Furthermore, there are no DPRK nationals residing in the Islamic Republic of Iran other
than its diplomats.

The activities of the DPRK diplomats accredited to the Islamic Republic of Iran have so
far not been in contradiction with the provisions of relevant conventions or resolutions of the
Sccurity Council on DPRK,

_ The Government of the Islamic Republic of Iran strongly advises the Panel of Experts to
avoid the inclusion of such unfounded accusations in its report. The Panel, in line with its
mandate and the principle of professionalism, is expected to reject any unsubstantiated-elai

Please accept the assurances of my highest consideration, T
N 1
Eshagh Al Habib
«%bﬁs’?‘s'dm
and Charge d’ Affaires
Hugh Griffiths

Coordinator of the Panel of Experts established
pursuant to Sccurity Council Resolution 1874 (2009)
United Nations New York
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Annex 25: Guicopres correspondence
e—_
i =

GROUPE Z@S
GUICOPRES

Conakry, le 10 Décembre 2018

A

UNITED NATIONS SECURITY COUNCIL PANEL OF EXPERTS
ESTABLISHED PURSUANT TO RESQLUTION 1874 (2009)

NEW YORK
A l'attention de Monsieur Hugh Griffiths

N° 120/PDG/GUICO/2018
Objet : Votre Courrier REf S/AC.49/2018/PE/OC.362

Monsieur,

Nous avons I'honneur d'accuser réception de votre courrier cité en objet et vous
remercions pour les informations. A cet égard, nous vous informons que les coréens
ont €te sollicités par nous pour I'étude d'avant-projet mais que les travauyx de levées
topographiques ont été réalisés par les ingénieurs guinéens et frangais.

Il n'a jamais été question donc d'une collaboration ou d'un partenariat avec Nam

Nam sur ce projet, mais plutdt d'une prestation ponctuelle de service payable 3 la
tache,

Dans le souci du respect de l'embargo des Natiors Unies contre la Républigue
Démocratique et Populaire de Corée, nous avons pris des dispositions notifiant I'arrét
de toute collaboration avec NAM NAM.

L'entreprise Guicopres respectueuse des Accords internationaux ratifiés par ie
Gouvernement guinéen, ne dérogera pas aux décisions des Nations Unies auxquelles
nous adhérons pleinement

En vous souhaitant par avance bonne réception du présent courrier, le Groupe
Guicopres reste a votre disposition pour toute information complémentaire utile A
votre compréhension,

Veuillez agréer, Monsieur, I'expression de notre considération distinguée.

Kerfalla CAMARA

Présiie:n_t Di}fﬁeur f‘éﬁral

GUICOPRES 5"’@ m!’m GMI GROUPE GUICOPRES Secicts Avosyme ae Capial de 905 000 080 GNF RECMIGE LAL 20071052009

Sodge S3aal Rse KADDL Almambah - Csenmune de Kaloure  BP 3003 Conakry - Aazubique de Guines
Tl | 4204 65544 00 00 - F-raad -+ 1l groUpe JULONTIES CEM SAE WER  L2AT QISUPT-GLICIAres Sam
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Translated from French
Groupe Guicopres
Conakry, 10 December 2018
No. 120/PDG/GUICO2018

Re: Your letter S/AC.49/2018/PE/OC.362
Sir,

We have the honour to acknowledge receipt of your letter and thank you for the
information contained therem In that regard. we wish to inform you that while we commussioned
the pilot study from the Koreans. the topographic mapping was camed out by Guinean and French
engneers.

At no time, therefore, has there been any form of collaboration or partnership with Nam
Nam on this project. Rather. that company was paid for a one-off service.

With a view to ensuning compliance with the United Nations embargo on the Democratic
People’s Republic of Korea, we have taken steps to notify the cessation of all collaboration with
that company.

Guicopres respects the intemational agreements ratified by the Government of Guinea and
has no intention of contravening United Nations decisions, to which we fully subscribe.

Trusting that this letter finds you well, Groupe Guicopres stands ready to provide any
further information you may require.

Yours sincerely.
(Signed) Kerfalla Camara
Chief Executive
Mr. Hugh Gnffiths
Coordinator of the Panel of Experts established pursuant to Security Council resolution 1874
(2009)
New York
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De%-Olaf-Charles-Robert-Andrey [ EGTcTcTcNGNGNGE-
Datemercredi:12-décembre-2018-16: 14+
Aﬁmmﬂnfo@grouge—guicogres.comw
CcoSierra-Leone-Mission -Guinea -<—-Hugh-
Griffiths-
Objet’-RE:-Outgoing-Communication-#-362-from-the-Panel-of-Experts-on-the-Democratic-People's-
Republic-of-Korea-(DPRK}-to-GUICOPRESY|
A-lintention-de-Monsieur-Kerfalla:Camara¥
Président-Directeur-Généralg
Groupe-GuicopresT
|
Monsieur§
b
Le-panel-d’expert-rattache-au-comité-1718-du-Conseil-de-Seécurité-des-Nations-Unies-vous-remercie-pour-
votre-reponse-(No-120/PDG/GUICO/2018)-3 sz "lettrae-du-03-déecembre-2013-(S/AC.45/2018/0c.262).9
|
J'ai-Phonneur-de-poursuivre-cette-correspondance-comme-expert-de-ce-panel-que-j'ai-rejoint-au-mois-de-
mazi-2018-zprés-une-longue-carriére,-pour-prendre-en-charge-les-problématiques-liées-2-1a-prolifération:
des-armes-et-en-particulier-les-Armes-de-Destruction-Massive-(Missile,-Nucléaire -Biclogique,-Chimique). 9
9
Je-vous-exprime-notre-reconnaissance-pour-les-mesures-prises-par-le-groupe-que-vous-dirigez-pour-se-
mettre-en-conformité-avec-les-résolutions-du-Conseil-de-Sécurité.-§
9
Afin-de-compléter-nos-informations-sur-la-compagnie-Nam-Nam-Cooperative-General-Company, nous-
vous-serions-zussi-reconnaissant-de-sonder-votre-personnel-surles-questions-suivantes-et-de-bien-
vouloir-nous-en-transmettre-les-réponses-dans-la-mesure-du-possible-d’ici-14-jours® 9
b
1.+ Comment,-ou-et-quand-vos-employés-ont-ils-sollicité-la-partie-coréenne™-En-particulier-cela-
s'est-il-passe-3-Conakry-ou-en-Sierra-Leone™9
2.-+ Pouvez-vous-nous-communiquerles-noms,-zdresses,-numeéros-de-téléphones-des-Nords-Coréens-
contactés-ainsi-que-ceux-de-la-société-Nam-Nam 9
3.~+Vous-mentionnez-dans-votre-réponse-que-les-attentes-de-votre-groupe-vis-3-vis-de-Nam-Nam;
aurzient-ete-plutot-«°des-prestations-ponctuelles-de-service-payable-a-la-tiche™.-En-
I"'occurrence, serait-il-possible-de-nous-transmettre-les-copies-des-documents-relatifs-aux-offres,-
contrats-éventuels,-emails,-et-autres-correspondances-en-relation-avec-la-partie-Nord-Coréenna.§
4
Au-nom-du-coordinateur-du-Panel-Hugh-Griffiths,-je-vous-remercie-pour-votre-coopération-et-vous-prie-
Monsieur-le-Président-Diracteur-Generzl,-d’agréer-"expression-de-ma-considération-distinguée.- 9
1
Olaf-Andrieut
Member,-Pansl-of-Expertsg
Established-pursuant-to-resolution-1874-{2009)9
United-Nations-Security-Council§

reL: |-
P
FiaaRN,
> .
S 2

G
\1‘:'; = q

https://www.un.org/sc/suborg/en/sanctions/1718/panel experts/work mandate¥
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GROUPE 2 @S
GUICOPRES

Conakry, le 20 Décembre 2018

MONSIEUR OLAF CHARLES ROBERT ANDRIEU
Member, Panel of Experts
Established pursuant to resolution 1874 (2009)
United Nations Security Council

N° 121/PDG/GUICO/2018
Gbjet : Votre Courrier du 12 Décembre 2018

Monsieur,

Nous avons I'nonneur d‘accuser réception de votre courrier daté du 12 [ 12/2018
sollicitant des détalls sur les questions que Vous y avez indiquées et vous remercions
de bien vouloir noter que :

Nous n‘avons contacté les travailleurs coréens qu'a V'occasion de la préparation du
dossier de consultation pour la construction du camp de Freetown.

Nous confirmons que ceux-ci nont travaillé avec nous que quelques jours dans le
cadre des études d'avant-projet puis nos ingénieurs géométres et topographes ont
pris le relal.

Nous réitérons gue notre collaboration a pris fin a ce stade.
veulliez agréer, Monsieur, I'expression de notre consideration distinguée.

Kerfalla CAMARA

‘s ‘)’45:‘""-
| HOICOPRES

 pDG A/
e -
‘-.'"'.\7‘“
GUICOPRES BTP @ niAui(m—m GMmil
GROUPE GUICOPRES Soudis Apayme au Captet de SC0000 000 GNP RCCMIGT BAL M21027595/2008
Siege Sscrdl  Ace K005, AlmaTiyat - Cormmuie de Ricum Br 4043 Canairy - Repatigae de Guaee
Tal <724 E55 44 0000 - ol sl figroupe-unconnes com fde w2l | WA QIGUDES- gD piel.con
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Translated from French
Groupe Guicopres
Société Anonyme au Capital de 500 000 000 GNF RCCM/GC-KAL-M2/027.105/2009
Headquarters: Rue KA003 Almamiyah — Commune of Kaloum. 4063 Conakry, Republic of
Guinea

Tel: +224 655 440000 - E-mail: info@groupe.guicopres.com Website: www.groupe-
guicopres.com

Conakry. 20 December 2018
No. 121/PDG/GUICO2018

Subject: Your letter of 12 December 2018

Sir,

We have the honour to acknowledge receipt of your letter of 12 December 2018, in which
you requested details on various issues, and we ask that you kindly note the followmng.

We only contacted the Korean workers during the preparation of the consultation file for
the construction of the Freetown camp.

We can confirm that they only worked with us for a few days i the context of the pre-
feasibility studies, and then our surveyors and topographers took over.

We reiterate that our collaboration ended at that stage.
Please accept, Sir, the assurances of our highest consideration.

(Signed) Kerfalla Camara
Chief Executive Officer

Mr. Olaf Charles Robert Andneu
Member, Panel of Experts established pursuant to resolution 1874 (2009)
United Nations Security Council

Source: The Panel
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Annex 26: The Panel’s letter to Sudan

United Nations NationsUnies

UNITED MATIONS SECURITY COUNCIL FANEL O

F EXPERTS ESTABLISHED
PURSUANT TO RESOLUTION 1874 (20049

REFERENCE 1 S/AC.49/2018/PE/OC.305

28 November 2018

Excellency,

I have the honor to write to you with regard to ongoing efforts of the Panel of Experts established
pursuant to United Nations Security Council resolution 1874 (2009) to gather, examine and analyze
information regarding the implementation of the measures imposed on the Democratic People’s
Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 1874 (2009), 2087 (2013),
2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017), in
particular incidents of non-compliance.

The Panel is requesting additional information and documentation from Sudan based on the
information supplied by Sudan in its 26 November 2018 letter to the 1718 Committee (see Annex 1)
and in its National Implementation Report to the Committee dated 27 June 2018 and published on 14
August 2018 (see Annex 2).

In your 26 November 2018 letter to the Committee you state that:

“The Military Industry Cooperation (sic) has never dealt with a company named “KOMID”
and has been dealing with a company named “Future Electronic Company (FEC). All deals with the
latter were signed and paid in Sudan. The Military Industry Cooperation (MIC) has never received any
shipment from North Korea. All shipments were from other countries” (see Annex 1).

In your annex to your 27 June 2018 letter (National Implementation Report) you state:

“Further to inspection and verification, the Government of the Sudan has cancelled the contract
between the Future Electronic Company and Sudan Master Technology and brought an end to the
companies’ cooperation as of 15 July 2017.”

His Excellency

Mr. Omer Dahab Fadl Mohamed

Permanent Representative of the Republic of the Sudan
to the United Nations

New York

170/378 19-01704
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In this regard, the Panel kindly requests the following documentation:

1) A copy of the contract(s) between the “Future Electronic Company” and “Sudan Master
Technology” aka Sudan Master Technology Engineering Corporation;

2) A copy of the contract(s) between the “Future Electronic Company (FEC)” and the “Military
Industrial Cooperation MIC Sudan” aka Military Industrial Corporation (MIC) of Sudan®*?;

3) A copy of the order(s)/decrees/correspondence nullifying the contract(s) with the above-
mentioned Sudanese and DPRK entities;

4) A list of the staff of the” Future Electronic Company” that includes their names, all known
aliases, passport numbers (all passport numbers used by each individual) and copies of their
passports (all passports used by each individual together with departure evidence of these
persons showing expulsion and final departure from the territory of Sudan®”3;

5) Details of the bank account(s) of Future Electronic Company in Sudan together with a list
of transfers to and from that bank account for the period 2013 — 2018, including data on
foreign account numbers to which funds were transferred,;

6) All documentation associated with UN designated DPRK entities, or other entities that may
have operated as front companies on their behalf, including: Korea Mining Trading
Development Corporation (KOMID), Tanchon Commercial Bank (TCB), Future
Electronic Company, Chongryong Technology Trading Corporation and Chosun
Keumcheong Technology General Trade Corporation that have been the subject of Panel
requests to Sudan from December 2015 until November 2018 (see Annex 3);

7) Your 26 November 2018 letter states that regarding Future Electronic Corporation “Sudan
never received shipments from North Korea. All shipments came from other countries.” The
Panel notes that DPRK arms brokering activities, whether the arms originate from the DPRK
or not, is prohibited under resolutions 1874 (2009) and clarified further in paragraphs 6 and
7 of resolution 2270 (2016). The Panel kindly requests copies of all documentation for
shipments of arms-related goods prohibited by the resolutions that were brokered or
transferred to Sudan as part of contracts with Future Electronic Company (FEC) and any
other DPRK-related entity irrespective of whether such goods originated from the DPRK or
“other countries”.

172 The spelling of this entity in the 29 November 2018 letter is incorrect. The correct name of the Sudanese military company that has
cooperated with the DPRK is the Military Industrial Corporation (MIC) of Sudan with the following website:
http://mic.sd/en/home/homepage. Please see Panel letters Panel of 2 January 2018 (ref. S/AC.49/2018/PE/OC.01) for additional
information on MIC.

173 According to the National Implementation Report (NIR) dated 14 August 2018 sent by Sudan to the Security
Council 1718 Committee, Sudan stated that “In the light of paragraph 3 above, the Sudanese Government expelled the
staff of the aforementioned company and prohibited them from entering the Sudan. The last of the staff members left

on 12 August 2017.”
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Please note that the Panel is investigating all of the above in an effort to better identify the
overseas DPRK-related networks that continue to violate the Security Council resolutions with regard
to the DPRK in African and Middle Eastern Member States;

Thank you for clarifying the situation with regard to Mr. Hussein Al-Ali’s attempt to offer his
services to Military Industry Corporation (MIC). His failed attempt is noted and your information on
this individual will be reflected in our next report.

Regarding questions 1-7, as the Panel intends to report on these matters in its next final report

to the Security Council, we would be most grateful for any information to be supplied within one month
of the date of this letter.

Should you or your designated representative wish to discuss this request or any follow-up
matters, please contact the Panel via Mr. Hugh Griffiths (email:
-.) and Mr. Olaf Andrieu (email: ).

Please accept, Excellency, the assurances of my highest consideration.

L AT

L

M""'\

Hugh Griftiths
Coordinator of the Panel of Experts established pursuant
to Security Council Resolution 1874 (2009)

Annex 1: Letter from Sudan to the 1718 Committee of 26 November 2018
Annex 2: Extract from Sudan National Implementation Report
Annex 3: Letters from the Panel to Sudan of

- 13 June 2018 (ref. S/AC.49/2018/PE/OC.140)

- 2 January 2018 (ref. S/AC.49/2018/PE/OC.01)

- 17 July 2017 (ref. S/AC.49/2017/PE/OC.324)

- 11 November 2016 (ref. S/AC.49/2016/PE/OC.950)

- 29 September 2016 (ref. S/AC.49/2016/PE/OC.852) and

- 4 December 2015 (ref. S/AC.49/2015/PE/OC.815)
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Annex 1: Letter from Sudan to the 1718 Committee of 26 November 2018

Republic of the Sudan

Permanent Mission to the United Nations

19-01704

New York s

No: SUN/552/18

The Permanent Mission of the Republic of the Sudan to the United Nations
presents its compliments to the United Nations Security Council Committee
established pursuant to Resolution 1718 (2006) and has the honour to refer to
paragraph (75) of the report of the Panel of Experts issued on August 2018, which
included a number of inquiries concerning alleged Sudan's dealing with North
Korean companies and citizens. In this respect, the Mission has the honour to
convey the following:

1. The Military Industry Cooperation MIC (Sudan) has never dealt with a
company named “KOMID", and it has been dealing with company named *Future
Electronic Company (FEC)". All deals with the latter were signed and paid in
Sudan. The Military Industry Cooperation (MIC) Sudan has never received any
shipment from North Korea. All shipments were from other countries.

2. Mr. Kim Song Chol entered Sudan in 2013 and in 2016, using different
names, and left in May 2017. He has not entered the Sudan since that date due to
the travel ban imposed on him by the competent authorities.

3. Mr. Hussein Al-Ali had offered his services in 2008 to MIC (Sudan) but
MIC did not meet him or develop any cooperation with him.

4. No documents were found about the name Mr. Kotai Hun and verification
is ongoing.

The Permanent Mission of the Republic of the Sudan to the United Nations
avails itself of this opportunity to renew to the United Nations Security Council
Committee established pursuant to Resolution 1718 (2006} the assurances of its
highest consideration.

26 November, 2018

(-

305 EAST 47TH STREET, ATH FLOOR., NEW YORK, NY 10017 TEL: (212) 573-6033 FAX. (212) 573-6160
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Annex 2: Extract from Sudan National Implementation Report

S/IAC.49/2018/98

174/378

Annex to the letter dated 27 June 2018 from the Permanent
Representative of the Sudan to the United Nations addressed to the
Chair of the Committee

[Original: Arabic]

Report of the Sudan on the implementation of Security Council
resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013),
2270 (2016), 2321 (2016), 2371 (2017), 2375 (2017) and 2397 (2017)

Further to the resolutions of the Security Council concerning the Democratic
People’s Republic of Korea, namely, resolutions 1718 (2006), 1874 (2009), 2087
(2013), 2094 (2013), 2270 (2016), 2321 (2016), 2371 (2017), 2375 (2017) and 2397
(2017), the Government of the Sudan wishes to provide the following information:

1. In its note verbale dated 19 June 2017 addressed to the Chair of the
Security Council Committee established pursuant to resolution 1718 (2006)
(S/AC.49/2017/73), the Permanent Mission of the Sudan to the United Nations stated
that the Government of the Sudan had informed all relevant governmental authorities
and individuals of the provisions of the above-mentioned resolutions, placing
particular emphasis on paragraph 40 of Security Council resolution 2270 (2016) and
subsequent resolutions prohibiting commercial or military interaction with any
entities or bodies affiliated with the Democratic People's Republic of Korea.

2.  The Government of the Sudan has established a national team comprising
all relevant agencies to follow up on implementation of the Security Council
resolutions concerning the Democratic People’s Republic of Korea and prepare
national implementation reports for submission to the Committee.

3. Following investigation and verification, the Government of the Sudan
cancelled the contract between the Future Electronic Company and Sudan Master
Technology, and brought an end to the companies’ cooperation as of 15 July 2017.

4.  In the light of paragraph 3 above, the Sudanese Government expelled the
staff of the aforementioned company and prohibited them from entering the Sudan.
The last of the staff members left on 12 August 2017.

5. The Government has added the list of banned individuals compiled by the
Committee to its no-entry lists. It has circulated those lists to Sudanese embassies and
points of entry into the country.

6.  The countries do not have resident diplomatic representation. The Sudan
covers the Democratic People’s Republic of Korea from its embassy in Beijing, while
the Democratic People’s Republic of Korea covers the Sudan from Addis Ababa.

19-01704
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Annex 27: Sudan’s reply to the Panel
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L1ttt | 4 o
SMT Lo | ‘
Englneering Co. \
Apwaiall g
Date: 26/4/2017 o R
\

Dear Mr. Hong

We have been instructed by our high authority 1o tell you that yeu are
blocked to enter Sudan. This means that you cannot travel to Sudan by using
your name or any other name. =

This letter will be as official WORINING, accordingly you are asled to
leave Sudan within one week.

With best regards

—

- /

Amir A. Abdalla

1o-otros 177/378
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B SMT =
3 tegineuring Co. \
Aradiall Gow \

From : SMT
To :FEC Co.
Date : 15/06/2017 Total Pages: 1/1

\

Dear Sir,

Subject: Termination of Cooperation

-

According to the instructions given to us from our high‘authority we
would like to inform you the [ollowing:
1. All cooperation between SMT and FEC should be terminated by the
01" of August 2017.
2. All the personnel from your side should quit the country by this
date.
We shall be ready to give any assistance for the departure of your
staff.
3. The contracts which are now running should be concluded before
that date or otherwise should be stopped and a situation report

should be made.
4. We are ready to discuss and settle all outstanding issues between us
including financial issues. \

We are sure that you appreciate our situation and you will cooperate with
us to sertle down all issues arise from this unexpected termination
necessitated by circumstances completely out of our control.

Best regards,

1l

Amir A. Abdalla

178/378 19-01704
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Frame contact

This frame contract (contract) is concluded in Khartoum on 277 of January
2013 by and between: .
1. Sudan Mastar Technology Co. Ltd,
A tompany.incorporated under Sudanese law, having Its address In
SMT Building, Gamhurla Streat, Khartoum, Sudan and represented by
Eng. Hasan Talha Hasan, hereinafter called (Employer) as First Part,
2. Future Electronic Company (FEC), 2 company registered under law of
P.&. of China, having its address Haidian District Beijing, China
And represented by Mr. Hong Man Bok, passport no. 836 02,
hereinafter called {contractor) as the Second Part,

First part and second part collectively called |parties)

The contractor offer his services to Employer in the fleld of rehabilitation,
upgrade, maintenance of eastern Radars, air defense systerms, tactical
tommunication, maintenance and spare parts and training.  \

The Employer accepted the <aid offar,

Parties agreed their dealings to be governed by terms and conditions of this
contract.

1, Subject- matter of the contract:

a) The parties agreed that detalled services and/or supgly in each
field will be performed by purchase orders and/or cortracts
made by the parties.

a) The price of each service/ good will be agreed upon on the
relevant contract/purchase order according to man-hour or
cost-plus for services and geods respectively.

b} All payments will be made Inside Sudan by the currency agreed
upon between parties. ; \

2. Obligation of the Employer:
The Employer will be responsible for reception of the persenne! of the

contractor and thelr stay, visas, accommodation, local (in fand) and
medical services during their say.

\

Paprloi3
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3. Obligatian of the Contractor: .

a) The contractor will undertake to sell, supply, assemble, educate and
train (collectively called technical assistance) according to the
requirements and conditions of ezch contract.

b} The contractor will be responsible for shipping the goods to
Sudanese Sea/Air perts and will responsible for them throughout
duration of the contract until final Acceptance by Employer, the

Employer will only be responsible for clearance and transpurtation of

goods to the site.

4. Force Majeure:
L. Either party shall be released from the discharge of his obligations

towards the other if, by reason of force majeure, he faces such
circumstances that make the discharge of his obligations as specified
in the contract impossible, provided that this should be not due to

his omission.

2. When it becomes impossible to implement the contract within the
stated schedule by reason of force majeure, the party, who is under
the influence of force majeure, shall have the right to ppstpone his
contractual obligations for 2 period specified in the corrtfact; in this
case the delay in the contract execution shall be deemed to be

justified.

3. The party, wha is under the Influence of force majeure, shail obtain
within a maximum period of 15 days as from the occurrence of force
majeure an official document issued by the competent althorities in
his country and legalized by the Embassy of the other party and the
legal Cha:nber of Commerce , certifying the occurrence ang the date

of farce majeure.

He shall send this document to the other party by registered mail
within the stated period, and he has to notify him of the termination
of force majeure by the same procedure and within' the same

periods.

The dates given in the legalized official documents shall be adopted

for the determination of the start and end of force majeure.

fage2of3 \
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4. There shall be considered as force majeure sudden circumstances,
earthquakes, flood, war, whether declared or not, revolutions, civll
war, riots, strikes, insurrection, industrizl strike and strike in
transport sector if they entail impossibility of execution of the
contract or delay in the execution of the contract.

5. Fluctuation in the prices of raw goods, laber, and foreign currency
shall not be considered as force majeure.

5. Confidentiality:
Partias undertake to keep absolute secrecy as regards the execution of
this contract and not to release or give any information on it+
Alt documents in connection with this contract should be classified as
canfidential,

6. Dispute resolution:
All disputes arising out of interpretation or execution of this contract or
detailed contracts shall be settled amicably .failing this within one
month recourse should be made to arbitration under Sudangse laws.

>
V\/
For Employer For contractor
Eng. Hasan Talha Hasan Mr. Hong Man Bok
.
.
Page3of 3
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Translated from Arabic
[Pages I and 2]
Republic of the Sudan
Permanent Mission to the United Nations
New York
Ref.: sin sin nun/56/21/1
2 January 2019

The Permanent Mission of the Sudan to the United Nations presents its compliments to the Security
Council Committee established pursuant to resolution 1817 (2006) concerning the Democratic People’s
Republic of Korea and refers to its note S/AC.49/2018/PE/OC.305 of 28 November 2018, by which the
Committee requested information regarding the interactions of the Sudanese Military Industry
Corporation (MIC) with the Future Electronic Company (FEC). The Permanent Mission of the Sudan

wishes to provide the following information:

1. Asingle framework agreement was signed between the companies SMT and FEC. Two executive
contracts were then signed to provide parts for the project to develop 122mm [weapons] and aerial
bombs. The contract and its effects were terminated on 15 June 2017. A copy of the contract is enclosed.

There are no contracts between MIC and FEC.

2. The Government of the Sudan wishes to state that all activities involving the Democratic People’s
Republic of Korea have been suspended pursuant to an order issued by the President of the Republic of
the Sudan on 31 May 2017 (see enclosure). In early June 2017 (see enclosure), MIC and the engineering
company SMT issued administrative orders freezing all activities with the Democratic People’s
Republic of Korea and cancelled all contracts concluded with that country. A letter giving a warning

and notice of expulsion was sent to Mr. Kim Chol (see enclosure).
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3. On 29 May 2017, a national committee comprising the competent agencies in the Sudan was
established with a view to following up implementation of the Sudanese Government’s obligations
under the Security Council resolutions concerning sanctions on the Democratic People’s Republic of

Korea.

4. Mr. Kim Song Chol visited the Sudan for the first time in 2013 to follow up implementation of the
contracts regarding the development of 122mm [weapons]. He then visited a second time to oversee
some groups that were working to install Russian P12 and P15 radars. He visited the Sudan a third time
in 2016 under a different name and a new passport in order to request certain financial dues. He left in

May 2017 and has not entered the Sudan since; his name has been placed on a no-entry list.

5. There have been no banking transactions, and no transfers have been processed, through bank
accounts within or outside the Sudan. The financial transactions involving FEC consisted of direct

payments made locally.

6. SMT did not receive any shipments from ports in the Democratic People’s Republic of Korea. The
shipments received through regular clearance procedures consisted of components and production parts,

not of complete products.

The Permanent Mission of the Sudan to the United Nations takes this opportunity to convey to the

Committee the renewed assurances of its highest consideration.
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[Pages 8 and 9]
Republic of the Sudan
Ministry of Foreign Affairs
The Under-Secretary
Ref./waw-kha’/ta’-dal/public
29 May 2018

Order establishing a committee on implementation of the obligations of the Sudan under the
Security Council resolutions concerning the sanctions imposed on the Democratic People’s

Republic of Korea

Given that Security Council resolutions are binding on States Members of the United Nations, and
in view of the Sudan’s position against the proliferation of nuclear weapons and weapons of mass
destruction, a committee is hereby established with a view to following up implementation of the
obligations of the Sudan under the Security Council resolutions concerning the sanctions imposed on

the Democratic People’s Republic of Korea. Its composition shall be as follows:

1. H.E.Umar Siddiq, Director-General for International Cooperation and International Affairs — chair.
2. H.E. Muhammad Isa Idam, Director-General for American and European Affairs — member.

3. H.E. Anas al-Tayyib, Director of the Department of International Law and Treaties — member.

4. H.E. Siddiqg Muhammad Abdullah, Director of the Department of American Affairs — member.
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5.  H.E. Kamal Bashir, Director of the Department for International Organizations — member and

rapporteur.
6. The representative of the Ministry of Defence — member.

7. The representative of the Ministry of Finance — member.

8. The representative of the Ministry of the Interior — member.

9. The representative of the Ministry of Commerce — member.

10. The representative of the Ministry of Higher Education — member.

11. The representative of the Ministry of Transport — member.

12. The representative of the National Intelligence and Security Service— member.
13. The representative of the Central Bank of the Sudan— member.

14. The representative of the defence industry network — member.

(a) The committee shall follow up implementation of the obligations of the Sudan under the relevant

Security Council resolutions.
(b) The committee shall prepare a national annual report for submission to the Security Council.
(¢) The committee shall have the right to consult whomever it deems appropriate.

(d) The committee shall submit periodic reports to the Under-Secretary of the Ministry of Foreign
Affairs.

This order was issued and signed by me today, on 29 May A.D. 2018 (13 Ramadan A.H. 1439).

(Signed) Abdulghani al-Na‘im Awad al-Karim

Under-Secretary of the Ministry of Foreign Affairs
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Annex 28: Panel’s vessel inspection: ship identity laundering to deceive the IMO

1.The Panel investigated a case of ship identity laundering whereby a flag of
convenience vessel previously identified by the Panel as having transported prohibited
coal shipments removed all identifiers, was provided with new documentation and ships’
books for classification and inspection purposes and then applied for and obtained a new,
legal vessel number from the International Maritime Organization. The ship in question
is the Togo-flagged Talent Ace (IMO number: 8§793873) which was previously the Xin
Sheng Hai (IMO number: 9485617). It entered the port of Gunsan on 18 January 2018
and was subsequently detained by the Republic of Korea pursuant to paragraph 9 of
resolution 2397 (2017).

2.Inspection of the vessel revealed that a new IMO number had been inserted into the
vessel’s super-structure (figure I) and a complete set of ship documents had been
provided to allow the vessel to appear as a first-time applicant to legally obtain the
number. The Talent Ace’s engine and generator serial numbers still matched those of the
Xin Sheng Hai’s (figure II).

Figure I: New legal IMO number

b «

Source: The Pan

Figure II: Engine serial number

Serial number 8N330-EN corresponds
with that fitted on Xin Sheng Hai

Source: The Panel

3. Inspection of the ship’s bow revealed that the name “Talent Ace” was painted over its
former identity (figure III). When informed of the fraud, the International Maritime
Organization cancelled the IMO number and merged the false identity with that of the
Xin Sheng Hai.
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Figure III: “Talent Ace” blacked out and painted over former names

TALENT ACE N

Source: The Panel

4.  The Talent Ace’s operator Wooheng (Hongkong) Shipping appears to be acting on
behalf of the operator of the Xin Sheng Hai , Liberty Shipping.'’* The Panel has
identified Liberty Shipping as the operator of other designated vessels as well as DPRK-
flagged ships, and was itself designated by the United States on 23 February 2018.17
The Panel found that the IMO registration address for the vessel’s owner, Wynn East
Import & Export Trading Pte. Ltd., is the same as that of Wooheng (Hongkong)
Shipping.1’® The Panel is continuing its investigation.

Figure IV: Document recovered aboard the Talent Ace showing Wooheng using
email address of Liberty Shipping, the operator of the Xin Shen Hai

BeEMY G I-general ger's declaration(SMMO1)

(RABAFHYRMEA T RLNFRRSHHHBRZETRUERNOR
XA, SRIE (MRZSWRTN) (SM RM)EH IR, ERER. BA#H
A8, MW, FER. EROAATXERRME, REARESERERRYL
TR 1T L FUB 0B A,

As the programmatic and basic document strictly observed by the establishment

of company SMS and demonstrating COMPANY SAFETY AND

ENVIRONMENTAL PROTECTION POLICY, Safety management manual is

established by the requirements of ISM code, the international and domestic
rules and laws and the actual condition of the company.

ARM 1.0 MELWRE R B SERAAH 2017 F 11 A | HEAHRK
B, ERRERANLEARSLTANES, AMNKBZLTRERLMHE
B H T, AR LA REATRRORE DAL AAELE
BERXAHHENER, EHEENELETERE.

1, the General Manager, hereby announce that the Safety rem
huunHDh&qupwewnmmhﬂhwnﬂdh 2 Now Olsl
All staff, including crewmembers, are kindl, m@ﬂdmmqukhmwww
nﬂmﬂ.mwebmdndohawmﬁaﬂdanhonhusMSreqmmmm
10 ensure all operations for safety and environment protection are carried out in

i with this system and to achieve the aims of safety management.

8. LRAEAEIKE: RERVRNBATANRLTABRTMTR
WK, RERRZLTRERNE, FRETORN, SEEMCME T,
REZENFREPHHOAUEX

1 undertake hereby that 1 will, with all my belief, experience and knowledge,
phnhuduhvwﬂwunnwhmmsﬂmh&qnmmmhunnu

ction with SMS and ensure
h hmnnﬁmofa»muwsuvn;mbmwmmmmnn
mmmmmm CY.

W& (Fixed Tel): +86-411-82731009

4R (FaxNo.): +86-411-82723203
E-MAIL ADD: _libertyshipping@163.com

'WOOHENG(HONGKONG) SHIPPING CO., LTD
BEE: T

General

Nl;' 1st, 2017

174 Wooheng (Hongkong) Shipping Co. Ltd uses the email of Liberty Shipping (Libertyshipping@163.com) (see figure IV). which has
been identified as the operator of other designated vessels, as well as DPRK-flagged ships.

175 Liberty Shipping was also the operator of the previously designated Karo Bright and the DPRK vessel Sai Nal 2
176 Registered in Singapore (ID: 201412213D) at: 2 Venture Drive, #11-30 Vision Exchange, Singapore (608526)
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Annex 29: The Panel’s letter to the Syrian Arab Republic

United Nations

HEADQUARTERS - SIEGE NEW YORK, NY 10017
TEL. © +1212963 1055+« FAX © +1212963 2013

UNITED NMATIONS SECURITY COUNCIL PANEL O
7

F EXPERTS ESTABLISHED
PURSUANT TO RESOLUTION 1874 (20

093

REFERENCE © G/A(C.49/2018/PE/OC.361

R REFERENCE

3 December 2018

Excellency,

I have the honor to write to you with regard to ongoing efforts of the Panel of Experts established
pursuant to United Nations Security Council resolution 1874 (2009) to gather, examine and analyze
information regarding the implementation of the measures imposed on the Democratic People’s
Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 1874 (2009), 2087 (2013),
2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017), in
particular incidents of non-compliance.

The Panel is following up on its letter of 28 June 2018 (ref. S/AC.49/2018/PE/OC.172) (see
Annex) to which it has received no reply to date. In addition, the Panel has received information from
a Member State that:

e The DPRK is continuing prohibited cooperation with the Scientific Studies Research
Centre (SSRC) and the Army Supply Bureau (ASB);

e The DPRK national who replaced Ryu Jin as KOMID representative in the Syrian Arab
Republic is known as “Kim”. Mr. “Kim” has as his deputy a Mr. Rim Yong Hyok and
both these individuals work together with Pak Kwang Il.

In addition, the Panel wishes to follow up on its letters of 1 September 2017
(ref. S/AC.49/2017/PE/OC.378), 5 July 2017 (ref. S/AC.49/2017/PE/OC.308), 21 October 2016 (ref.
S/AC.49/2016/PE/OC.904 and 905), 9 June 2016
(ref. S/AC.49/2016/PE/OC.185) and 5 May 2016 (S/AC.49/2016/PE/OC.117) as well as your response
letter of 17 August 2017 (see Annex).

His Excellency

Mr. Bashar Ja'afari

Permanent Representative of the Syrian Arab Republic
to the United Nations

New York

190/378 19-01704
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The Panel wishes to reiterate its request for a full list of the activities undertaken by these
individuals_and all other DPRK nationals in the Syrian Arab Republic, their contracts with
Syrian companies and institutions, together with copies of their passports, and other relevant
information as requested in our previous communications.

The Panel would welcome any other information that you might consider relevant to its work
as mandated by the Security Council. In addition, the Panel would like to assure you that any
information you may consider confidential can be handled accordingly and used solely for the
information of the Security Council and the 1718 Committee.

As the Panel intends to report on this matter in its next Final report to the Security Council, we
would be most grateful for any information to be supplied within one month of the date of this letter.

Should you or your designated representative wish to discuss this request or any follow-up
matters, please contact the Panel via Mr. Hugh Griffiths (email: i) mailto:and Mr. Olaf

Andrieu (email: [ INNENEE)

Please accept, Excellency, the assurances of my highest consideration.

x'i/j /'/f;—w., M/%/:‘( ‘g"/
7V (A

"y

Hugh Griffiths
Coordinator of the Panel of Experts established pursuant
to Security Council Resolution 1874 (2009)

Annex:

Panel letters of 23 November 2018 (ref: S/AC.49/2018/PE/OC.172), 1 September 2017 (ref.
S/AC.49/2017/PE/OC.378), 5 July 2017 (ref. S/AC.49/2017/PE/OC.308), 21 October 2016 (ref.
S/AC.49/2016/PE/OC.904 and 905), 9 June 2016 (ref. S/AC.49/2016/PE/OC.185) and 5 May 2016
(S/AC.49/2016/PE/OC/117) and Syrian Arab Republic letter of 17 August 2017
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PERMANENT MISSION OF THE SYRIAN ARAB REPUBLIC TO THE
UNITED NATIONS
820 Second Ave., 158 Floor, New York, N. Y. 10017
Tel: (212) 661-1313
Fax: (212) 983-4439

MOST URGENT
PM/2017/324 New York, |7 August 2017

The Permanent Mission of the Syrian Arab Republic to the United Nations presents
its compliments to Coordinator of Panel Experts established pursuant to Security Council
Resolution 1874 (2009) and with reference to the letter no. S/AC.49/2017/PE/OC.308
dated 5 July 2017, has the honor to inform the following:

1. The Government of the Syrian Arab Republic has no inter-action with the two
entities or individuals whose names are mentioned in the letter.

2. There are no DPRK technical companies in Syria, and the only presence of some
DPRK individuals are confined in the field of sports under private individual
contracts for training in athletics and gymnastics.

The Permanent Mission of the Syrian Arab Republic to the United Nations avails
itself of its opportunity to renew to Coordinator of Panel Experts established pursuant to
Security Council Resolution 1874 (2009), the assurances of its highest consideration.

H.E. Hughs Griftiths
Coordinator of Panet Experts established pursuant to
Security Council Resolution 1874 (2009)
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Annex 30: Copy of the passport of Syrian arms trafficker Hussein Al-Ali
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Annex 31: Reply of the Syrian Arab Republic to the Panel

PERMANENT MISSION OF THE SYRIAN ARAB REPUBLIC TO THE
UNITED NATIONS
820 Second Ave., 15th Floor, New York, N. Y. 10017
Tel: (212) 661-1313
Fax: (212) 9834439

MOST URGENT
PM/2019/09 ) New York, 11 Jan 2019

The Permanent Mission of the Syrian Arab Republic to the United Nations presents its
compliments to Coordinator of Panel Experts established pursuant to Security Council
Resolution 1874 (2009) and with reference to its letter, has the honor to inform the following:

1. The existing relations between the Syrian Arab Republic and the Democratic
People's Republic of Korea are in harmony with international law and the Charter
of the United Nations and, therefore, do not violate Syria's international obligations.

2. Syria believes that the information presented to the Panel of Experts 1s not objective
and cannot be examined, scrutinized or verified by the Syrian Government because
it is superficial and based on sources that have no credibility.

3. The diplomatic representation of the Democratic People's Republic of Korea in the
Syrian Arab Republic is in conformity with the Vienna Conventions on Diplomatic
and Consular Relations and the provisions of these Conventions.

The Permanent Mission of the Syrian Arab Republic to the United Nations avails itself
of its opportunity to renew to Coordinator of Panel Experts established pursuant to Security
Council Resolution 1874 (2009), the assurances of its highest consideration

HLE. Mr. Hughs Griffiths
Coordinator of Panel Experts established pursuant to
Security Council Resolution 1874 (2009)

CC. H.E. Mr. Christoph Heusgen
1718 Committee Chair
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Annex 32: Prime Okryu Gallery website

(1) Example of Mansudae Art Studio works advertised on the website (right: Ri
Gyong Nam “Winter in thick forest”. left: An Chang Nam “Thick forest”) (top)

ien Tnan e Ll LB W T00 V000w

HSadn (U T WY 9

Source: https://www.okryugwan.net/artgallery (accessed on 3 May 2018)

(2) Contents showing the affiliation of the gallery (bottom)

+
Gvay
(DUBA) M::ESHLI‘A.

Source: https://www.okryugwan.net/?lang=en (accessed on 3 May 2018)
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Annex 33: Information on DPRK cyberattacks provided to the Panel by a Member State
in November 2018 (excerpt)

e (Cyberspace is used by the DPRK as an asymmetric means to carry out illicit and undercover operations in
the field of cybercrime and sanctions evasion. These operations aim at to acquire funds through a variety of
measures in order to circumvent the sanctions.

e+ The illicit activities of the DPRK rely on a particular cyber composite ecosystem. Among these well
identified illicit activities are online scams and the hacking of the global SWIFT messaging system. The
DPRK relies on the expertise of at least four groups of hackers specialized in espionage and sabotage, who
carry out, “Advanced Persistent Threats (APT)”.
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Annex 34: Excerpt on DPRK cyberwarfare capabilities from “Military and Security
Developments involving the DPRK 2017”, a report to Congress pursuant to the National
Defense Authorization Act, Office of the U.S. Secretary of Defense

a variety of anfi-ship cruise missiles,
torpedoes, and guns. The NKN maintains
one of the world's largest, albeit aging.
submarine forces, with around 70 attack-,
coastal-, and midget-type submarines. In
addition, the NKN operates a large fleet of
air-cushioned hovercraft and conventional
landing craft to support amphibious
operations and SOF insertion. The force is
divided into East and West Coast Fleets,
each operating a variety of patirol craft,
guided-missile pairol boats, submarines,
and landing craft.

The NKN has displayed some modernization
efforts, highlighted by upgrades to selected
surface ships and a small-scale program to
produce modern, surface, missile-armed
pairol boats and corvettes.

North Korea continues to operate and test
its GORAE-class ballistic missile—-capable
submarine as part of its larger high-priority
ballistic missile program.

SOF. North Korean SOF personnel are
among the most highly trained, well-
equipped, best-fed, and highly motivated
forces in the KPA.

Strategic SOF units dispersed across North
Korea appear designed for rapid offensive
operations, internal defense against foreign
attacks, or limited attacks against
vulnerable targets in the ROK. They operate
in specialized units, such as reconnaissance,
airborne and seaborne insertion,
commando, and other specialty units. All
emphasize speed of movement and surprise
attack to accomplish their missions. SOF
may be airlifted by An-2 Colis or helicopters

Military and Security Developments Involving the Democratic People's Republic of Korea 13

(and possibly Civil  Air  Adminisiration
transports), moved by maritime insertion
platforms, or travel on foot over land or via
suspected underground cross-DMZ tunnels
to attack high-value targets, such as
command and conirol nodes or airbases in
the ROK.

In 2016, Kim Jong Un publicly unveiled a
possible new SOF battalion of KPA Unit 525
that may be tasked with decapitation
missions. During a publicized exercise in
December 2016, the SOF battalion
assaulted a full-scale mockup of the Blue
House, the official residence of the President
of the Republic of Korea, practicing
helicopter insertion, probable abduction of
the ROK President, and eventual destruction
of the building.

Cyberwarfare Capabilities. North Korea
possesses increasingly sophisticated cyber

warfare capabilities, including offensive
capabilities, which are capable of
damaging and disruptive cyberattacks.
North Korean cyber effects operations
have been implicated in malicious cyber
activity since 2009 and challenge widely
recognized norms of state behavior in
cyberspace. North Korea has invested in
developing its cyber capabilities and
probably views cyber operations as an
appealing, cost-effective, and deniable
means by which to collect intelligence and
cause disruption  against  its  highly
networked adversaries, notably the ROK,
Japan, and the United States. North Korea
likely believes it can conduct cyber effects
operations with little risk of reprisal, in part
because its networks are largely separated

19-01704
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from the Internet and disruption of Internet
access would have minimal impact onits
economy. In November 2014, North Korean
cyber actors using the nom de guemre
“"Guardians of Peace" attacked Sony
Pictures Entertainment, shutting down
employee access and deleting data. For
these types of attacks, North Korea likely uses
Internet  infrastructure  from  third-party
nations.

Pyongyang probably is increasingly using
cybercrime fo offset financial losses resulting
from infernational sanctions, especially
given stricter Chinese enforcement of these
sanctions. For example, North Korea
probably was involved in the theft of $81
million from the Central Bank of Bangladesh
in February 2016. North Korean cyber actors
also are using malware to blackmail
individuals and companies into paying large
fees to keep sensitive information (such as
personally identifiable information) from
being publicly released. In 2017, North
Korea caried out the  malicious
"WannaCry” ransomware attack that
spread across the world damaging civilian
infrastructure,  including the United
Kingdom's National Health Service and
Chinese firms. North Korea exploited an
existing vulnerability that allowed it to
encrypt a target’s hard drive, then
demanded payment in cryptocurrency
within a set fime period or else the users’
data would be wiped. Even individuals and
firms which paid the ransom did not recover
their data.

Intelligence _ Services. North  Korean
inteligence and security services collect

political, military, economic, and technical
information through open sources, human
inteligence, cyber intrusions, and signals
inteligence capabilities. North Korea's
primary inteligence collection targets
remain the ROK, the United States, and
Japan. They likely operate anywhere North
Korea has a diplomatic or sizable economic
overseas presence.

The Reconnaissance General Bureau (RGB)
is North Korea's primary foreign intelligence
service, responsible for collection and
clandestine operations.The RGB comprises
six bureaus with compartmented functions,
including operations, reconnaissance,
technology and cyber capabilities,
overseas intelligence, inter-Korean talks,
and service support.

The Ministry of State Security (MSS) is North
Korea's primary counterinteligence service
and is an autonomous agency of the North
Korean Government reporting direcily to
Kim Jong Un. The MSS is responsible for
operating North Korean prison camps,
investigating cases of domestic espionage,
repatriating defectors, and conducting
overseas counterespionage activities in
North Korea's foreign missions.

The United Front Department (UFD) overtly
attempts to establish pro-North Korean
groups in the ROK, such as the Korean Asia-
Pacific Committee and the Ethnic
Reconciliation Council. The UFD is also the
primary department involved in managing
inter-Korean dialogue and North Korea's
policy toward the ROK.

Military and Security Developments Involving the Democratic People's Republic of Korea 14

Source: https://fas.org/irp/world/dprk/dod-2017.pdf
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Annex 35: Republic of Korea National Police Agency News Release: Results of the Joint
Investigation Team of the Republic of Korea Police and Government -- Hacking of Consumer
Information of Interpark determined to have be done by DPRK

[Unofficial translation (excerpt); Original follows]

The National Police Agency (Cyber Security Bureau) and the Government Joint Investigation Team,
after an initial investigation on the recent hacking of customer information of InterPark and the
blackmail to the company, state their assessment that the hacking was conducted by the DPRK's
Reconnaissance General Bureau (RGB).Y"’

As evidence, the joint team pointed out to three main factors:

1) the IP addressed used for hacking emails and hacking commands (systematically used before by the
DPRK RGB)

2) the malware used in the attack (as well as decoding and methods to remove traces of the attack) were
similar to those that the DPRK used in past cyber-attacks

3) DPRK- style expressions used in black mail/cyber threat emails

This incident shows that North Korea is going beyond attacking basic infrastructure and is now trying to steal national
wealth through the criminal acquisition of foreign currency. Considering the seriousness of the issue, the Government

of the ROK is closely monitoring the changes in the cyberattack tactics of the DPRK.178

Source:http://www.korea.kr/policy/pressRelease View.do;jsessionid=gyhqXhbdjx KTGwcXCNCQ2BVbcCWKJ
fVBAKGLGhyMR1cQG4kYq9DB!-16559380297?newsld=156144599&pagelndex=1
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Annex 36: Wanted by the FBI, PARK JIN HYOK, Conspiracy to Commit Wire Fraud;
Conspiracy to Commit Computer-Related Fraud (Computer Intrusion)

PARK JIN HYOK

Conspiracy to Commit Wire Fraud; Conspiracy to Commit Computer-Related Fraud
(Computer Intrusion)

DESCRIPTION

Aliases: Pak Jin Hek, Jin Hyok Park
Place of Birth: Democratic People's Republic of Korea (North Korea) Hair: Black

Eyes: Brown Sex: Male
Race: Asian Languages: English, Korean
REMARKS

Park attended the Kim Chaek University of Technology in Pyongyang. North Korea. He is a North Korean citizen last known to be in North
Korea. Park has traveled to China in the past and conducted legitimate IT work under the front company “Chosun Expo" or the Korean Expo
Joint Venture in addition to activities conducted on behalf of North Korea's Reconnaissance General Bureau.

CAUTION

Park Jin Hyok is allegedly a North Korean computer programmer who is part of a state-sponsored hacking organization responsible for some of
the costliest computer intrusions in history. including the cyber attack on Sony Pictures Entertainment, a series of attacks targeting banks
across the world that collectively attempted to steal more than one billion dollars, and the WannaCry ransomware attack that affected tens of
thousands of computer systems across the globe.

Park was alleged to be a participant in a wide-ranging criminal conspiracy undertaken by a group of hackers employed by a company that was
operated by the North Korean government. The front company - Chosun Expo Joint Venture, also known as Korea Expo Joint Venture - was
affiliated with Lab 110, one of the North Korean government’'s hacking organizations. That hacking group is what some private cybersecurity
researchers have labeled the “Lazarus Group.” On June 8, 2018, a federal arrest warrant was issued for Park Jin Hyok in the United States
District Court, Central District of California, after he was charged with one count of conspiracy to commit wire fraud and one count of
conspiracy to commit computer-related fraud (computer intrusion).

If you have any information concerning this person, please contact your local FBI office or the nearest American Embassy or
Consulate.

Field Office: Los Angeles

Source: https://www.fbi.gov/wanted/cyber/park-jin-hyok
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Annex 37: Open source technical analysis of DPRK state-sponsored cyber activity

(FireEye, 3 October 2018)

EXECUTIVE SUMMARY

APT38 is a financially motivated North Korean regime-backed group
responsible for conducting destructive attacks against financial
institutions, as well as some of the world’'s largest cyber heists. Based
on widely publicized operations alone, the group has attempted to

steal more than $11 billion.

Instead of simply obtaining accesses and moving to transfer funds

as quickly as possible, APT38 is believed to operate more similarly to
an espionage operation, carefully conducting reconnaissance within
compromised financial institutions and balancing financially motivated

objectives with learning about internal systems.

APT38 shares malware code and other development resources with
TEMP.Hermit North Korean cyber espionage activity, although we
consider APT38's operations more global and highly specialized for

targeting the financial sector.

The group has compromised more than 16 organizations in at least 13
different countries, sometimes simultaneously, since at least 2014.

Since the first observed activity, the group’'s operations have become
increasingly complex and destructive. APT38 has adopted a calculated
approach, allowing them to sharpen their tactics, techniques, and

procedures (TTPs) over time while evading detection.

Targeting and Mission

Based on observed activity, we judge that APT38's « Vietnam TP B
primary mission Is targeting financial institutions and

« Bangladesh Bank in February 2016
manipulating inter-bank financial systems to raise large ) !
sums of money for the North Korean regime. Increasingly « Far Eastern International Bank in Taiw:
heavy and pointed international sanctions have been « Bancomextin Ja 18

levied on North Korea following the regime’s continued
weapons development and testing. The pace of APT38
activity probably reflects increasingly desperate efforts
to steal funds to pursue state interests, despite growing
economic pressure on Pyongyang. Since 2015, APT38
has attempted to steal hundreds of millions of dollars
from financial institutions. Some of the publicly reported
attempted heists attributable to APT38 Include:

« Banco de CHEE in May 2018

19-01704
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Shared Resources, Motivation

Malware overiaps between APT38 and TEMPHermit
highlight the shared development resources accessible
by multipie operational groups linked to North Korean
state-sponsored activity. Although these are disparate
operations against different targets and rely on distinct
TTPs, the malware tools being used elther overiap

or exhibit shared characteristics indicating a shared
developer or access to the same code repositories
Although APT38 is distinct from other TEMPHermit
activity, both groups operate consistently within the
Interests of the North Korean state

« Malware similarities, including code overlap and shared
functions, are a primary connection between APT38
and other operations still attributed to TEMP Hermit
For additional malware simidlarity details, please see the
preceding section

APT38's increasingly aggressive Largeling against
banks and other financial institutions has paralleled
North Korea's worsening financial condition (Figure 4).
Similarly, TEMP.Hermit campaigns against US. defense
contractors and South Korean government offices

and companies is consistent with other North Korean
objectives.

Links to North Korean Military Units

Based on details published in the DOJ complaint against
North Korean programmer Park Jin Hyok, we know that
APT 38 and other cyber operators linked to TEMPHermit
are associated with Lab 110, an organization subordinate
10 or synonymous with the 6th Technical Bureau in North
Korea's Reconnaissance General Bureau (RGB). The
organization is believed to leverage front organizations to
mask their activities, including infiltrating networks and
gathering intelligence. These relationships are outlined in
Figure 3.

-

~

SPECIAL REPORT | APTES: UN-USUAL SUSPECTS 27

The DOJ complaint and open sources report that Lab
O operates cut of front companies typicaily based in
northeast China. identified fronts include Chosun Expo
Joint Venture in Dalian and Chosun Baeksul Trading
Company in Shenyang.

Firsthand accounts. information provided by a foreign
investigative agency. and common IP addresses used to
access the company website and associated accounts
while connecting to and from North Korea corroborate
reports that Chosun Expo was a front company
operated by authorities in Pyongyang

.

Similar units reportedly operate in other regsons around
the wortd, including Southeast Asia, Eastern Europe, and
other parts of China

.

Malware developers and other adversary actors are
belleved to be recruited out of North Korea's universities
and directly into military units, such as L.ab 110, Schools
reportedly feeding into these units include Kim Chaek
University of Technology and Kim Il Sung Military
Science University.

Figure 10. Archived website for Chosun Expo Joint Venture
(Source: archive fo)

Source: URL: https://content.fireeye.com/apt/rpt-apt38
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Annex 38: Depiction of connection between advanced persistent threat (APT) group
responsible for cyberattacks on Banco de Chile and Cosmos bank in India to the
Reconnaissance General Bureau

Reconnaissance General Bureau (RGB)
6th Technical Bureau
Including Lab 110

CYBER-FOCUSED UNITS

Shared resources for different taskings:

Development

RECONNAISSANCE === m e e e e
Victim Network Compromise

Theft

Lab 110 Front Organizations: /

Chosun Expo Joint Venture (Dalian)

Chosun Baeksul Trading Company (Shenyang) Park Jin Hyok

\

“Lazarus”

.
\
\
N
\
\
Ny
.
.
\
\
\
\
\
.

ANTI-REGIME
(ENTERTAINMENT)

------- Speculated Connection
Confirmed Connection
A~ Toolset Overlap

«> FireEye

Source: https://content.fireeye.com/apt/rpt-apt38.
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Annex 39: Open source report on attacks on Crypto Exchanges, January 2017-

September 2018

SUCCESSFUL ATTACKS ON CRYPTO

EXCHANGES 2017-2018 IGRDUF)'IB'
Date Name of Country Criminal Stolen in Stolen in USD
Project group cryptocurrency
Feb 2017 Bithumb South Korea Unknown $7 min
Apr 2017 YouBit South Korea Unknown $5,6 min
Apr 2017 Yapizon South Korea Lazarus 3,816 BTC $5,3 min
Apr 2017 Ether Delta Unknown $266 k
Aug 2017 OKEx Hong Kong Unknown $3min
Sept 2017 Coinis South Korea Lazarus
Dec 2017 YouBit South Korea Lazarus 17% of assets
Jan 2018 Bitstamp Luxemburg Unknown 18,000 BTC $5 min
Jan 2018 Coincheck Japan Lazarus 523,000,000 NEM $534 min
Feb 2018 Bitgrail Italy Unknown 17,000,000 NANO $170 min
Jun 2018 Bithumb South Korea Lazarus $32 min
Jun 2018 Coinrail South Korea Unknown $37 min
Jun 2018 Bancor Unknown $23 min
Sept 2018 Zaif Japan Unknown 560 min

TOTAL | $882 min

Last year we warned that hackers competent enough to carry out a targeted attack
might have a new target — cryptocurrency exchanges. In the last couple of years
crypto exchanges suffered many attacks. Some of the exchanges went bankrupt after
the hacks, i.e. Bitcurex, YouBit, Bitgrail. At the beginning of 2018 hackers’ interest

in cryptocurrency exchanges ramped up. The most likely cryptocurrency exchange

attackers now are Silence, MoneyTaker, and Cobalt.

- Dmitry Volkov
‘ Chief Technology Officer and Head of Threat Intefigence at Group-1B

ICO: more than 56% of funds was stolen through phishing attacks

Source: https://www.group-ib.com/media/gib-crypto-summary/
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Annex 40: Information on the Panel’s investigation of DPRK diplomat formerly posted to
Malaysia and supporting documentation

1. The Panel investigated a DPRK diplomat formerly posted to Malaysia, Kim Jong Chol (aka Ri Jong Chol),
who operated on behalf of the Korea PongHwa General Trading Company, which according to documents obtained
by the Panel is associated with Korea Kumgang Bank.!"

2. The Panel obtained documentation showing that purchases made by PongHwa were being transferred to an
account at Kumgang Bank in the name of the Korea General Insurance Company, an alias for the designated Korea
National Insurance Company; and that payment for a shipment in 2016 was to be sent by Korea Ponghwa to the
North East Asia Bank. The bills of lading for 14 shipments to Korea PongHwa General Trading Company in 2016
and 2017 indicated the shipper as Complant International Transport (Dalian) Co., Ltd, a company mentioned in
previous Panel reports as the transhipper for attempted sales of luxury goods (i.e. S-class Mercedes automobiles)?*8°
(see below). The company’s affiliation to Complant/Comtrans also links it to Hong Kong Complant International
Trans, which previously owned the DPRK vessel, the Kum Sung. 8

3. The Malaysian company with which Kim Jong Chol conducted some of his business on behalf of Korea
PongHwa General Trading Company, provided the Panel with information showing that he operated under the alias
RiJong Chol and was Deputy Director for another company, “Sinkwang Economic and Trading Group” (see below).
That a DPRK individual accredited as a diplomat at the DPRK Embassy in Kuala Lumpur was doing business on
behalf of at least two DPRK entities, one of which was affiliated with a DPRK financial institution, reflects patterns
previously reported by the Panel.’¥ Kim/Ri’s daughter, Ri Yugyong, often served as Ri’s translator and another
DPRK individual, Yu Song Chol (aka “Mr. Brighton™), started to make payments to the company by check on behalf
of Korea Ponghwa in late 2016. The Panel notes that this practice helped to obscure in bank transaction records
starting in late 2016 the origin of the funds, which had previously been transferred into the account by front
companies in Hong Kong and China mainland through large, well-known banks.

179 See S/2018/171, annex 44.
180 See Doc. S/2017/147, para 177, and page 127, footnote 36; and Doc. S/2012/422 paras. 84-85.

181 See Doc. S/2017/147, page 127, footnote 36.

182 The Panel has previously reported on the use of embassies of the DPRK for the country’s financial operations.
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Business cards of Ri Jong Chol (aka Kim Jong Chol) and Yu Song Chol

INKWANG ECONOMIC &
B TRADING GROUP

1E)eputy . Ri Jong,Chol
Contact Ngdow 22221011

A ' 0379717890
"@ GOLDEN SUNRISE FINANCE
GSKFB EROKING CO. LTD (Lro3s
YU SONG CHOL

Principal Officer&Director

Suite 13-6, Wisma UOA 11, 21 Jalan Pinang, 50450 Kuala Lumpur, Malaysia
Tel:+60-3-2181 1684 Fax : +60-3-21712121 H/P:+60- 178122799
Email : SBrighton@gsfb.com.my, info@gsfb.com.my

Source: The Panel
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Invitation letter by Malaysian Company to the President of Korea Ponghwa General Trading
Corp C-8 Company

Invitation Letter

Date: 01/02/2017
To : Korea Ponghwa General Trading Corp.
C-8 Company, Mr Pak Chol Ung

Address : Jungsongdong, Jung District, Pyongyang City, DPR of Korea

We, _would like to invite Mr Pak Chol Ung, president of

Korea Ponghwa General Trading Corp. C-8 Company, and 1 more person in the

convenient session of March, 2017 to discuss about the contract of soap

noodle and purchases of some palm oil products between_

-and Korea PongHwa General Trading Corp.

Yours sincerely.

Source: The Panel

19-01704 209/378
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Bills of Lading for shipments from Malaysia to Korea Ponghwa General Trading Corp via Complant
International Transportation (Dalian) Co. Ltd

BILL OF LADING (Not negotiable unless consigned 1o order)

Bill of Lading No. MNumber of Original B(s)/L
BLWDLC1703074/1756 (0) ZERO

|
l
|
T

Shipp

Consignee (if To Order’ so indicate)

KOREA PONGHWA GENERAL TRADING CORP
C-8 COMPANY

]'UI‘?' GSONGDONG, JUNG DISTRICT,
PYONGYANG CITY DPR OF KOREA

ATIN : MR. PAK CHOL UNG TEL : +85 02 18652

Notify Party (No claim shall altach for failure to notify)

Destination Delivery Agent:

COMPLANT INTERNATIONAL TRANSPORTATION
m@m) co., LTD.

RODM 1807, TIMES BULD, NO.7,

GANGWAN STREET, DALIAN, CHINA

PIC : MS. SUNNY ‘TEL : 0086-411-82793179

MASTER INTERNATIONAL

SHIPPING AGENCY CQ,, LTD. (DALIAN BRANCH)

RM 2601, 26/F, CHINA LIFE INSURANCE MANSION, NO.26,
RENMIN ROAD DALIAN, 116001, LIAONING, CHINA
TEL:86-411-39858676 FAX:86-411-39858698
EMAIL:dlibizi@master-agency.com.ca

Pre-Carriage by
UNI-PERFECT V.0311-379N

Placa of Receipt

BELAWAN, INDONESIA

Ocean Vessel Voy. No.
EVgR URBAN V.0358-132N

Port of Loading

BELAWAN, INDONESIA

FREIGHT COLLECT
SHIPPED ON BOARD
DATED : 08/03/2017

Port of Discharge Place of Delivery Final Destination
DA[LIAN, CHINA DALIAN, CHINA
Marks & Numbers No. of Pkgs. or | Description of Gocds & PKgs. Gross Weight Measurement
| Shipping Units.
SO}AP NOODLES G2000 3200 SHIPPER 1.OAD, COUNT AND SEAL 80,240.000 100.000
E BAGS 4X20'GP STC: XGS CBM
TEMU4518760 / EMCCVR3856 80MT SOAP NOODLES G2000
DFSU1449514 f EMCCVR3825 PACKED IN 3200 BAGS X 25KG
DRYUZ725935 / EMCCVRAB46
TEMU4149209 / EMCCVR3836

BL SURRE

NDERED Al

I POL

|
i
|
i

Total NI:Jmher of Containers
or Packages { in Words }

FOUR TWENTY FOOTER CONTAINER(S) ONLY

Excess Value Declaration: Refer to Clause 6 (4) (B)
+ (C) on reverse side

Freight/petrols, charges ptc:

Place and date of issue

JURISDICTION AND LAW CLAUSE

MALAYSIA

RECEIVED by (he Carrier the Goods ns specified obove In apparent good erder and condilion unkss

ctherwise stated, 1o bo transperss 1o such place as agreed, authorised or permitiod hersin and sbject
10 2!l the terms and conditions appaaring on the froni and javerse of this Bil af Lading 1o which tha
Merchanl agrees by acce| Uhis BIll of Lading, any 'ocal privileges and cusioms notwithstancing. The
particulars given anova as slated by the shipper and the wuighl, measure, quantily, condition, centants
and valus of tha goads are unknown to the cariar. In WITKESS wharaof one (1) original Bl of Lading
has been signad If nol othemise staled above, the same being sccamplizhed the ofher(s), if any, 1o b0
void, If secuiced by the Carrier on {1) ariginal Bill of Lading must bo surrendered duly sndorsed I
axchange for the goods or delivery ordar.

PORT KLANG, 08/03/2017

B AS AGENTS FOR THE CARRIER
JJ—

Source: The Panel

210/378
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Bl LL OF LAD ING (Not negotiable unless d to order)
Shipper Bill of Lading No. Number of Originai B(s)/L
PTPDLCI 7031101768 (0) ZERO

Consignee {if "To Order’ so indicate}

KORFA PONGHWA GENERAL TRADING CORP
C-8 COMPANY

JUNGSONGDONG, JUNG DISTRICT, .
PYONGYANG CITY DPR OF KOREA

LINKER LOGISTICS (M) SDN BHD
(Company Mo.: 704634-P)
E-mail: info@linker-logistics.com

ATIN : MR. PAK CHOLUNG TEL : +85 02 18652 :
Notify Party (No claim shall attach for fallure te notify) Destination Delivery Agent: ;
COMPLANT INTERNATIONAL TRANSPORTATION MASTER INTERNATIONAL ;
{DALIAN) CO,, LTD. SHIPPING AGENCY CO., LTD. (I‘.I'ALLAN BRANCH}
ROOM 1907, TIMES BULD, NO.7, RM 2601, 26/F, CHINA LIFE INSURANCE MANSION, NO.26,
CGANGWAN STREET, DALIAN, CHINA RENMIN ROAD DALLAN, 116001, LIACNING) CHINA
PIC : MS, SUNNY TEL: 0086-411-8279817% TEL:86-411-39858676 FAMN:86-411-39858698
EMATL;dlibiz@mosler-agency. com cn
Pre-Carriage by Place of Receipt
THALASSA MANA V.0914-014E TANIUNG PELEPAS, MALAYSIA g
Ocean Vessell Voy. No. Port of Loading
UNL-PROBITY V.0432-240A TANJUNG PELEPAS, MALAYSIA CY
Port of Discharge Place of Dellvery Final Destination
DALIAN, CHINA DALIAN, CHINA CY ; i
Marks & Numbers No. of Pkgs. Description of Goods & Pkgs. | Gross Weight Measurement
Shipping Units. i |
S0AP NOODLES G2000 3200 SHIPPER LOAD, COUNT AND SEAL| 80,640.0h0 100.000
BAGE 4X20'GP STC: ! EKG3 CBM
BEAU2108809 F EMCDYI3626 SOMT SOAP NOODLES G2000
EISU2080854 | EMCDY 19646 PACEED IV 3200 BAGS X 25KG i
DRYU2669390 / EMCDYJI9%656 .
. DRYU2447520 / EMCDYJ2666 ’ ,
2 SURRER DERE e
E ] I
SH AT roL |
i h“‘"‘-»--—-..._}
. FREIGHT COLLECT | j _
SHIPPED ON BOARD i ' §
DATED : 27/03/2017 | ! ;
|

Total Number of Containers
or Packages ( in Words )

FOUR TWENTY FOOTER CONTAINER(S) ONLY

+(C) on reverse side

Excess Value Declaration: Refer to Clause & (4) (B)

Freight petrols, charges ple:

|
RECEVED by the Carlar he Goods a5 mcln-ﬂ abowva in apparent good order and copdiion uub:: .

cihensise stated, 1o bo h place a3 agreed,

10 all e tarmk asd canditions appearing on tha frant

and rewarsa of this Bill of Lading 1o which a

Marchant agrais by acespbng this Bill of Ladiag, any local piivilages uumms nml\alxndng. Tne
paticulars given shova @5 siated by e shipper and the weighl, mandurs,
e vittue of B goods are unknawn 1o Bhe carnler In WITHESS whinrsaf gae {11 ony-sl e|| qua-!lng

Fas been slgned i nat alhenwise statod abova, tha sam be|

accomplishd e aiber(s), IIamwune

Ing ccompl
void, If requiréd by tha Canier on {1} original Slllduu‘llng mual ne surrendsred didy andersed in

exchengs hrlhemnda or delvary order,

Place and date of issue

TANJUNG ‘PE..EPAS 3 71“3!201 7

AS;AGENTS FOR THE CARRIER

By
JURISDICTION AND LAW CLAUSE '
MALAYSIA i
Source: The Panel
19-01704
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EVERGREEN LINE

A Joint Service Agreement

W*Fii
\"=. &/
Sagn®

(2) Shipper / Exporter

LINKER LOGISTICS (M) SDN BHD
52-1, JALAN MAHOGANI 1,
BANDAR BOTANIC, 41200 KLANG
SELANGOR, MALA¥SIA

(3) Consignee(complete name and address)

KOREA PONGHWA GENERAL TRADING CORP
C-8 COMPANY

JUNGSONGDONG, JUNG DISTRICT,
PYONGYANG CITY DPR OF KOREA

ATTN : MR. PAK CHOL UNG **

(4) Notify Party (complete name and address)
COMPLANT INTERNATIONAL .
TRANSPORTATION <SS
éDALIAN& Co., LTD.

ooM 1907, TIMES BULD, NO.7,
GANGWAN STREET, DALIAN, CHINA
PIC : MS. RUBY KIM *

WAN HAY" 305 n1ss
CBVER URSUTA 0351-1208 (|
"BALTAN;"EHINA (())

TR
YSIA

ALTAN, ¢t

BILL OF LADING
PROOFREAD
NON-NEGOTIABLE

(5) Document No.

093700018581

(6) Export References

(7) Forwarding Agent-References

(8) Point and Country of Origin (for the Merchant’s reference only)

(9) Also Notify Party (complete name and address)

(10) Onward Inland Routing/Export Instructions (which are contracted separately by
Merchants entirely for their own account and risk)

T{19) Quantity And

Particulars furnished by the Merchant

(18) Cﬂnl-\r\“n‘nrrk:: :‘\un: Seal No. ) T o e (20) Description of Goods Za) tzn:rt;tzu‘;::u:: (:Aa.iv.;
CONTMNERNO!EALNO / 100.0&06 CBM
80,640.000 KGS
HMCU3005897/20' /EMCDYH8056/ | 800 BAGS 20160.000 KGS 25 0000 CBM
EITU0539568/20' /EMCDYG5946/ | 800 BAGS 20160.000 KGS 25.0000 CBM
EITU0537098/20' /EMCDYG5956/ | 800 BAGS 20160.000 'KGS 25.0000 CBM
EITU0535351/20'/E D§G59gg/ 800 BAGS 20160.000 ‘KGS 25.0000 CBM
X \
SOAP NOODLES G2000 SHIPPER LOAD, COUNT AND SEAL
4X20'GP: /
80MT SOAP_NOQDLES G2000
PACKED IN| 3200 BAGS X 25KG
* TEL:0086-411-82798179
* THE_ BALANCE OF BILL OF LADING SEE ATTACHED LIST *
TOTAL ‘NUMBER OF ATTACHED 1 PAGE
"OCEAN FREIGHT COLLECT"
SHIPPER'S LOAD & COUNT
3200 BAGS
2] L oNTAINERS oR packaces FQUR(4) CONTAINERS ONLY
(IN WORDS) B .
(24) FREIGHT & CHARGES Revenue Tons Rate Per |Prepaid > [Epllect

‘ZQ BIL. NO. ('ZThNumber of Original B(s)/L
(3)
Place of B(s)/L _Issue/Date

18581
I|II| |IIIIIIII| I HLN PAstR” Sopane, “liaavsza
ervlce pe [ aden on Boar
iR 5ls gl e o -

Source: The Panel

AS ARRANGED

(29) Prepaid at (30) Collect at

(31) Exchange Rate (32) Exchange Rate

EVERGREEN MARINE CORP.(MALAYSIA) SDN BHD
Please confirm OK within 24 hours.

TEL: (07)223-1559
FAX:(07)223-1532/221-5762

19-01704
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Annex 41: DPRK bank representatives subject to expulsion under paragraph 33 of resolution 2321 (2016)

Passport number / expiry

Kim Kyo'ng-il
22

at Banque International Arabe Tunisie (BIAT) in Tunisia. Two of them
are in the name of a front company, Kartos.  Kim Kyong Il has also
been involved in transactions undertaken by Daedong Credit Bank in
China.

Location
Names Title and activities ** s UN Security Council designations
where applicable

Jang Bom Su (aka | Tanchon Commercial Bank (hereafter TCB) Representative.  Also | Syria 22 Feb 1958; Dip PP no. 836110034, exp
Jang Pom Su, Jang | operates in and travels to Lebanon under various aliases 1 Jan 2020
Hyon U) UN res 2270 (2016) designated him as
SEE “Tanchon Commercial Bank

Representative in Syria” on 2 March

2016 (amended 5 Aug. 2017) KPi.016
Jon Myung Guk | Tanchon Commercial Bank (hereafter TCB) Representative in Syria. | Syria 25 Aug. 1976 with dip PP number
(a.k.a. Cho’n Myo’ng- | Also travels to and operates in Lebanon under various aliases. 836110035, expires 1 January 2020
kuk,
Jon Yong Sang)
8= Y
Ryom Huibong (aka | Representative of Korea Kumgang Group Bank (aka KKG bank, | Dubai, 18 September 1961 PP No.: 745120026
Ryo’M  Hu’l-Pong) | @ &2 Kumgang Export and Import Bank, €&NIR1T) UAE (expires 20 January 2020)
2ol
Ri Sun Chol (Aka Ri | Representative of Korea Kumgang Group Bank Dubai, 28 March 1964 PP No.:836132137
Song Chol) UAE
ZIME 21d8E) Transported money of DPRK laborers in the Middle East to the DPRK
Kwak Chongchol | Deputy Representative of Korea Kumgang Group Bank Dubai, 1 January 1975 PP No.: 563220533
(Aka Kwak Jong- UAE
Chol)
L4EH
Ro Il Gwang Korea Kumgang Group Bank UAE 26 May 1983 PP No.: 836434467
ol
Kim Kyong Il (Aka | Foreign Trade Bank Representative. The office opened at least 5 accounts | Libya 1 August 1979; PP No. 836210029

Res 2397 (2017) designated him as
“FTB deputy chief representative in
Libya” on 22 December (KPi.067)
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Choe, Un Hyok Unification Development Bank (or Korea Unification Development | Moscow, 19 October 1985
e Bank, UDB or KUDB) representative. Replaced Ri Un’So’ng. Choe Un | Russia PP No.: 83612287 (expires March 2021)
Hyok’s KUDB business card with his title of “Representative of KUDB,
Moscow Russia” with the same address as the Embassy in Moscow is
available in the Panel’s 2017 Final Report, S/2017/150 p. 251.
Russia replied in a letter of 25 January 2018 ,“We will inform you
accordingly in case we receive additional information on the whereabouts
of Choe Un Hyok.” The Panel has not received any additional
information in reply to its two follow-up letters. .
Chu Hyo’k (Aka Ju | Foreign Trade Bank Representative 23 Nov. 1986; PP No. 836420186,
Hyok) issued 28 Oct. 2016 (expires 28 Oct
=Y Russia replied Chu Hyo'’k is not currently residing in Russia. (see below) 2021)
Res 2397 (2017) designated him as an
“overseas FTB Representative” on 22
December (KPi.065)
Ri U’n-so’ng (aka Ri | Korea Unification Development Bank representative 23 July 1969
Eun Song; Ri Un | Russia replied that Ri U n-so ng is not currently residing in Russia. Res 2397 (2017) designated him as
Song) “overseas Korean Unification
gl2d Development Bank representative” on
22 December (KPi.078)
Han Jang Su Chief Representative of the Foreign Trade Bank Russian 8 Nov. 1969; PP No.: 745420176
(aka Chang-Su Han) The Russian Federation replied, Mr. Han Jang Su is the Third Secretary | Federation | (expires 19 Oct 2020

el A
oty

of the Commercial Counsellor’s Section of the Embassy of the
Democratic People’s Republic of Korea to the Russian Federation and
has been officially accredited by the Russian Ministry of Foreign A ffairs.
He entered the Russian Federation on 23 June 2017 and is staying in the
country legally. No information is available concerning activities that are
inconsistent with his official status.

Designated by Resolution 2371 (2017)
as “Chief Representative of the Foreign
Trade Bank”

Ku Ja Hyong (aka Ku
Cha-hyo'ng)
TR

Foreign Trade Bank Representative

Libya (also
travelled to
Tunisia,
UAE, and
Saudi
Arabia
2015-
2017)

8 September 1957; PP No.: 563220533;
Another PP No.: 654210218 (expires 27
June 2019 - used in July 2016)

Res 2397 (2017) designated him as
“FTB chief representative in Libya” on
22 December 2017 (Kpi.070)
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Ch’oe So’k-min Foreign Trade Bank Representative. In 2016, Ch’oe So’k-min was the | Shenyang | 25 July 1978
Z[ Aol deputy representative at the FTB branch office in Shenyang. He has | China
been associated with cash transfers from that FTB office to banks Res 2397(2017) designated him as
affiliated with DPRK special organizations and RGB located overseas. “overseas FTB Representative” on 22
China stated, “China has closed all the representative offices of the December (KPi.064)
DPRK financial institutions in China, and all the relevant representatives
in China have left China.”
Kim Tong Chol (aka: | Foreign Trade Bank Representative Shenyang, | 28 Jan 1966; PP No.: 381337404
Kim Tong-ch'o'l) | China stated, “China has closed all the representative offices of the | China (expires 26 Sept 2016)
d4=s3 DPRK financial institutions in China, and all the relevant representatives Res 2397 (2017) designated him as
in China have left China.” “overseas FTB representative” on 22
December (KPi.068)
Ko Chol Man (aka Ko | Foreign Trade Bank Representative Shenyang, | 30 September 1967; PP No. 472420180
Ch'o'l-man) &Gt China stated, “China has closed all the representative offices of the | China Res 2397 (2017) designated him as
DPRK financial institutions in China, and all the relevant representatives “overseas FTB representative” on 22
in China have left China.” December (KPi.069)
Mun Kyong Hwan | Bank of East Land Representative Dandong, | 22 August 1967; PP No. 381120660 exp.
(aka Mun Kyo'ng- | China stated, “China has closed all the representative offices of the | China 25 March 2016
hwan) DPRK financial institutions in China, and all the relevant representatives Res 2397 (2017) designated him as
=&t in China have left China.” “overseas Bank of East Land
representative” on 22  December
(KPi.071)
Pae Won Uk (aka Pae | Korea Daesong Bank Representative Beijing, 22 August 1969; PP No.: 472120208 exp
Wo'n-uk) China stated, “China has closed all the representative offices of the | China 22 Feb 2017
HY & < DPRK financial institutions in China, and all the relevant representatives Res 2397 (2017) designated him as
in China have left China.” “overseas Daesong Bank
representative” on 22 December
(KPi.072)
Pak Bong Nam (aka Ilsim International Bank representative Shenyang, | 06 May 1969
Lui Wai Ming; Pak | China stated, “China has closed all the representative offices of the | China Res 2397 (2017) designated him as
Pong Nam; Pak Pong- | DPRK financial institutions in China, and all the relevant representatives “overseas Ilsim International Bank
nam) in China have left China.” representative” on 22 December 2017
HEE (KPi.073)
Pak Mun Il Korea Daesong Bank Representative Yanji, DPRK / 1 January 1965; PP No.:
SHEY China 563335509 (expires 27/8/2018)
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China stated, “China has closed all the representative offices of the
DPRK financial institutions in China, and all the relevant representatives
in China have left China.”

Res 2397 (2017) designated him as
“overseas official of Korea Daesong
Bank” on 22 December 2017 (KPi.079)

Ri Chun Hwan (Aka | Foreign Trade Bank Representative Zhuhai, 21 August 1957 PP No: 563233049
Ri Ch'un-hwan) | China stated, “China has closed all the representative offices of the | China (expires 9 May 2018); PP No.:
g|lE=gt DPRK financial institutions in China, and all the relevant representatives 563233049 (expires 9 May 2018)
in China have left China.” Res 2397 (2017) designated him as
“overseas FTB representative” on 22
December (KPi.074)
Ri Chun Song (AkaRi | Foreign Trade Bank Representative. Opened a Euro account at | Beijing, 30 October 1965; PP No. 654133553
Ch'un-so'ng) International Arab Bank of Tunisia (BAIT) on 18 July 2012 in the name | China (expires 11 March 2019)
g2l=d of “Secretary’s Delegate of the DPRK’s Mission to Tripoli” (closed on
22 August 2013. Res 2397 (2017) designated him as
China stated, “China has closed all the representative offices of the “overseas FTB representative” on 22
DPRK financial institutions in China, and all the relevant representatives December (KPi.075)
in China have left China.”
Ri Song-hyok (Aka Li | Representative for Koryo Bank and Koryo Credit Development Bank. | Beijing, 19 March 1965 PP No. 654234735
Cheng He) Reportedly established front companies to procure items and conduct | China (expires 19 May 2019) Res 2397 (2017)
2| g% financial transactions on behalf of DPRK designated  him  as  “overseas
China stated, “China has closed all the representative offices of the representative for Koryo Bank and
DPRK financial institutions in China, and all the relevant representatives Koryo Credit Development Bank™ on 22
in China have left China.” December (KPi.077)
Pang Su Nam (Aka | Ilsim (ILSIM) International Bank Representative Zhuhai, 1 October 1964; PP No.: 472110138
Pang So-Nam, Pang | China replied, “The other DPRK individuals mentioned in the Panel's | China
Sunam) report are neither included in the sanction list of the Security Council
e resolutions nor registered in China as the representatives of the DPRK
financial institutions. China cannot verify and confirm whether they have
relationship with the DPRK financial institutions.”
Cha Sung Jun (Aka | Korea Kumgang Group Bank Representative. ~ Has held several | Beijing, 4 June 1966; PP No.: 472434355
Ch’a Su’ng-chun) accounts in his name at Chinese banks and is suspected of operating a | ~pina

ASE

cover company.

China replied, “The other DPRK individuals mentioned in the Panel's
report are neither included in the sanction list of the Security Council
resolutions nor registered in China as the representatives of the DPRK
financial institutions. China cannot verify and confirm whether they have
relationship with the DPRK financial institutions.”
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Kim Kyong Hyok | Representative, Cheil Credit Bank / First Credit Bank Shanghai, | 5 November 1985; PP No.: 381335989
(Aka Kim Kyo’ng- | China replied, “The other DPRK individuals mentioned in the Panel's | China (expires 14 September 2016)
hyo’k) report are neither included in the sanction list of the Security Council
PAREL=: resolutions nor registered in China as the representatives of the DPRK
financial institutions. China cannot verify and confirm whether they have
relationship with the DPRK financial institutions.”
Pak Ch’O’l-Nam Representative, Cheil Credit Bank / First Credit Ban. Opened 6 bank | Beijing, 16 June 1971 PP No.: 745420413
HFEE accounts in the name “Great Prince Limited China (expires 19 November 2020)
(Z=EHBPR2AE)) in banks in Hong Kong and Shenzhen, China”
China replied, “The other DPRK individuals mentioned in the Panel's
report are neither included in the sanction list of the Security Council
resolutions nor registered in China as the representatives of the DPRK
financial institutions. China cannot verify and confirm whether they have
relationship with the DPRK financial institutions.”
Jo Chol Song (Aka | Deputy Representative for the Korea Kwangson Banking Corporation | Dandong, | 25 September 1984
Cho Ch’0’l-So’ng) | (KKBC) China PP: 654320502 (expires 16 September
eSS Uses false entity names for the KKBC, such as “Good Field Trading 2019)
Limited (3 & & Z A R A 7)) and “Golden Tiger Investment Group (%=
PR () [ P 1 SE B A BR A 1), both registered in Hong Kong. Res 2371(2017) designated him as
China stated, “China has closed all the representative offices of the “Representative for Korea United
DPRK financial institutions in China, and all the relevant representatives Development Bank™ on 5 Aug (KPi.058)
in China have left China.”
Ho Young Il (Aka Ho’ | Hana Bank Representative Dandong DPRK/ DOB: 9 September 1968
Yo’ng-il) In 2016, Ho Young Il was associated with a high volume of USD | China
I transactions for the FTB.
China replied, “The other DPRK individuals mentioned in the Panel's
report are neither included in the sanction list of the Security Council
resolutions nor registered in China as the representatives of the DPRK
financial institutions. China cannot verify and confirm whether they have
relationship with the DPRK financial institutions.”
Kim Mun Chol (Aka | Representative for Korea United Development Bank. Uses false entity | Dandong, | DOB 25 March 1957
Kim Mun-ch’0’l) names including “Chongryu Technical Company” or “Kyong Un Trading | China

[
Zex

Company”
China replied “that as a designated individual he has been blocked from
entry and Chinese banks requested the freeze of his assets.

Res 2371(2017) designated him as
“Representative  for Korea United
Development Bank™ on 5 Aug (KPi.060)
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Choe Chun Yong (Aka
Ch’oe Ch’un-yo’ng)
S

[lsim International Bank Representative

PP no: 654410078
Res 2371(2017) designated him as

“Representative for Ilsim International
Bank” on 5 Aug (KPi.054)

71 & O}
a0 O L—

China replied, “The other DPRK individuals mentioned in the Panel's
report are neither included in the sanction list of the Security Council
resolutions nor registered in China as the representatives of the DPRK
financial institutions. China cannot verify and confirm whether they have
relationship with the DPRK financial institutions.”

Ko Tae Hun (Aka Kim | Tanchon Commercial Bank Representative Transited 25 May 1972; PP 563120630 (expires 20
Myong Gi) China, March 2018)
NEf=E (or Ethiopia, | UN Res 2270 (2016) designated him as
Ly UAE, “Tanchon Commercial Bank (TCB)
(aka dH7I) visited official” on 2 March (KPi.025)
Sudan'®®

Kang Min Daesong Bank representative who, in late 2016, held Chinese bank | Beijing, 07 May 1980; PP 563132918 (expires 04
ZiR accounts. China February 2018)

China replied, “The other DPRK individuals mentioned in the Panel's

report are neither included in the sanction list of the Security Council

resolutions nor registered in China as the representatives of the DPRK

financial institutions. China cannot verify and confirm whether they have

relationship with the DPRK financial institutions.”
Kim Sang Ho Representative, Korea Daesong Bank Yanyji, 16 May 1957 PP No.: 563337601
rap =3 As of 2015, Kim Sangho was an Office 39 official posted as a Korea | China (expires: 26 September 2018)

Daesong Trading Company representative in Yanji, China.

China replied, “The other DPRK individuals mentioned in the Panel's

report are neither included in the sanction list of the Security Council

resolutions nor registered in China as the representatives of the DPRK

financial institutions. China cannot verify and confirm whether they have

relationship with the DPRK financial institutions.”
Kim Jong Man (Aka | Representative, Korea Unification Development Bank. In 2015, he was | Zhuhai, 16 July 1956; PP No.: 918320780
Kim Cho’ng Man) an Office 39 official posted to Hong Kong. China

183 See $/2017/150, p. 64
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S/2016/15, para 187.

184

Kim Hyok Chol (Aka | Deputy Representative, Korea Unification Development Bank Zhuhai, 9 July 1978; PP No.: 472235761
Kim  Hyo’k-Cho’l, | China replied, “The other DPRK individuals mentioned in the Panel's | China (expires 6 June 2017)
Hyok Chol Kim) | report are neither included in the sanction list of the Security Council
FARES resolutions nor registered in China as the representatives of the DPRK

financial institutions. China cannot verify and confirm whether they have

relationship with the DPRK financial institutions.”
Ri Ho Nam (aka Ri | Ryugyong Commercial Bank branch representative (2014 to present) Beijing, DOB: 3 January 1967, PP No.:
Ho-nam) China replied, “The other DPRK individuals mentioned in the Panel's | China 654120210 (expires 21 February 2019
2|z report are neither included in the sanction list of the Security Council

resolutions nor registered in China as the representatives of the DPRK

financial institutions. China cannot verify and confirm whether they have

relationship with the DPRK financial institutions.”
Ms. Kim Su Gyong Korea United Development Bank (KUDB) Representative. Since 2011 | Europe, DOB: 16 Jan 1973; PP 745120374
a4 made multiple trips around Europe, especially in France and Italy, with | also

the assistance of her father, Kim Yong Nam, and brother, Kim Su-Gwang, | transited

RGB agents who used their status as staff members of international | UAE and

organizations to help her obtain visas. Kim Su-Gwang (Kim Sou | the Russian

Kwang) recently departed Belarus. See: S/2017/742 para 50 and | Federation

Mun Cho'ng-Ch'o'l

=]
=383

Tanchon Commercial Bank Representative. Has facilitated transactions
for TCB.

Res 2094 (2013) designated him as
“Tanchon Commercial Bank (TCB)
official” on 7 March (KPi.012)

Choe Song Nam
CHOE, Song Nam
(aka CH'OE, So'ng-

nam)
zde

Representative of Daesong Bank

DOB: 07 Jan 1979; Passport 563320192
expires 09 Aug 2018

Kim Chol
KIM, Chol
KIM, Ch'o'l)

(aka.

A%

Representative of Korea United Development Bank

DOB 27 Sep 1964

184 The Russian Federation informed the Panel that unilateral sanctions were “not an argument for suspicion of unlawful activities on Russian territory”.
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Paek Jong Sam
PAEK, Jong Sam
(a.k.a. PAEK, Chong-

sam)
HH Z= AF
1o

Representative of Kumgang Bank

DOB 17 Jan 1964; nationality Korea,
North

Ko Il Hwan

KO, I Hwan (a.k.a.
KO, Il-hwan)
Jls}

Representative of Korea Daesong Bank. According to a Member State,
he engaged in transactions for ship-to-ship transfers in 2018 while acting
as representative of Daesong Bank in Shenyang.

DOB 28 August 1967
Passport 927220424  expires 12 Jun
2022

Ri Myong Hun
RI, Myong Hun (a.k.a.
RI, Myo'ng-hun)

Representative of Foreign Trade Bank

DOB 14 Mar 1969; Gender Male;
Passport 381420089 expires 11  Oct
2016

Banking Corporation. Ilsim International Bank has attempted to evade
United Nations sanctions.

c|YE
Kim Nam Ung Representative for Ilsim International Bank, which is affiliated with the Passport no.: 654110043
4= DPRK military and has a close relationship with the Korea Kwangson Res 2371(2017) desigmated him as

Representative for Ilsim International
Bank

RI, Jong Won (a.k.a.
RI, Cho'ng-Wo'n;
a.k.a. RI, Jung Won)

The Russian Federation replied, Mr. Ri Jong Won arrived in Russia on 5
February 2018 as an officially accredited member of the Embassy of the
Democratic People’s Republic of Korea to the Russian Federation. It is
not known what information was used to determine that he is the Moscow-
based deputy representative of the Foreign Trade Bank. Moreover,
according to the available information, he returned to the DPRK on 8
October 2018.

DOB: 22 Apr 1971; Passport no
654320421 expires 11 Mar 2019

Source: The Panel, Member States, UN documents
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Annex 42: Information on DPRK financial institutions with overseas representatives

Names, alias, Korean and Chinese spelling

HQ address / phone / fax/
SWIFT

Security Council designations and information provided
to Panel by Member States and United Nations
resolutions

Bank of East Land

== - =K.
O O - O

aka: Haedong Bank (Si-&23), Dongbang

Bank, Tongbang U’Nhaeng, Tongbang Bank,
S ARITARAT

BEL Building, Jonsung-
Dong, Pyongyang

Tel: +850 2 18111

Fax: +850 2 3814410

Res 2087 (2013) on 22 January 2013 (KPe.013)

Info in UN Panel reports:  S/2017/150; pp 76-77 and
S/2017/742, para 61.

Facilitates weapons-related transactions for, and other
support to, arms manufacturer and exporter Green Pine
Associated Corporation. Has actively worked with Green
Pine to transfer funds in a manner that circumvents
sanctions.

Credit Bank of Korea
EFUPNE-XoR

aka Korea Credit Bank, International Credit

Munsu Street, Central
District, Pyongyang
+850 2 3818285

v o P +850 2 3817806

Bank, (5 HIARAT
Daedong Credit Bank [JV] Suite 401, Potonggang | Res 2270 (2016) on 2 March 2016 (KPe.023)
W E=PNE=X=XC)] Hotel, Ansan-Dong, Representative offices and front companies in China

— L, Pyongchon District, | according to Panel: S/2017/150, paras 225-230 and
AFRIEHRAT ) .| Pyongyang, S/2017/742, paras 51-56.
Aka Taedong Credlt Bank, Dge-Dong Credit (b) Ansan-dong, | Clients include: T Specialist International (Singapore) Ltd,
Bank, DCB Finance Ltd, Perigrine-Daesong Botonggang Hotel, OCN (Singapore) International Distribution Ptd Ltd; Pan

Development Bank

Pongchon, Pyongyang,
+850 2 3814866
SWIFT: DCBK KPPY

Systems; Dalian Daxin Electron Co Ltd, Hongdae
International, Yueda International Trading Co, Hing Heng,
Korea Sinheung Trading Co, Hana Electronics.

Joint venture with Korea Daesong Bank; majority stake
acquired by a Chinese company. See current report,
paragraphs XX.
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Daesong Credit Development Bank [JV]
CHgAE7HE 2

Koryo Credit Development Bank
(LH=2HLE2H), Koryo Global Trust
Bank, Koryo-Global Credit Bank, Korea
Credit Investment Company
(ZEHUEFEXLZ|AL

Daesong Credit
Development Bank [Joint
Venture]

+850 2 381 4100
+850 2 341 4013

First Eastern Bank

Rason, DPRK

Affiliated with Cetnral Bank and Unaforte (Italy, Hong
Kong). See Panel report S/2017/150 para 221.

Foreign Trade Bank (FTB)

zHF92Y

S B D) ARAT
aka: Mooyokbank, Korea Trade Bank,
Mooyokbank

FTB Building, Jungsong
dong, Central District,
Pyongyang

Tel: +850 2 18111

Fax: +850 2 3814467
SWIFT/BIC FTBD KP
PY

Res 2371 (2017) on 5 Aug 2017 (KPe.047)

State-owned bank which acts as the DPRK’s primary
foreign exchange bank and has provided key financial
support to the Korea Kwangson Banking Corporation.

See para X on registered office abroad.

International Consortium Bank (ICB)
IR
Hi-Fund Bank International Consortium

Bank (ICB), Sungri Hi-Fund International
Bank, Sungri Economic Group

Sungri Exhibition Hall,
Pyongyang

Panel reporting:

Koryo Bank Koryo Bank Building, | Res 2356 (2017) on 2 June 2017 (KPe.045)

nz{es Pyongyang, Democratic | Associated with Office 38 and Office 39 of the KWP.
et People's  Republic  of | Operated by Korea Myohyang Economic Group; joint
TRAT Korea venture partner in Koryo-Global Bank.

Koryo Credit Development Bank /| Yanggakdo International | Res 2371 (2017) on 5 August 2017 (KPe.049)

Daesong Credit Development Bank [JV]
(Aka. Koryo-Global Credit Bank, Koryo

Global Trust Bank) X2{4E87{HZ2%3
O g4 &I e =

- O

(aka D= Z2HLME23)

Hotel, Pyongyang
Tel: +850 2 381 4100
Fax: +850 2 341 4013

Joint venture with Koryo Bank
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Korea Daesong Bank

g2 / =M tHeded

KEURAT

aka: Choson Taesong Unhaeng, Daesong
Bank, Taesong Bank

According to a Member State, in 2018 the
bank has used the following false names
when processing transactions for ship-to-ship
ZUSMMUAEA  (Chosun
Noksaek Sanop Muyok, Korea Green
Industry Trading Company/Corporation #H
g o @ > Mk "5 ) and
Z2MLUEFEXIZ| A (Chosun  Sinyong Tuja
Hoesa, Korea Credit Investment
Company/Corporation #H {5 FH # % A ]
or HEE(E BT AL,

transfers:

Segori-dong, Gyongheung
Street, Pyongyang

Tel +850 2 818221

Fax +850 2 814576
SWIFT/BIC:
KDBKKPPY

Res 2321 (2016) on 30 November 2016 (KPe.035)

Owned and controlled by Office 39 of the Korea Workers’
Party

According to a Member State, Ko Il Hwan engaged in
transactions on behaof of Korea Daesong Bank from
Shenyang for ship-to-ship transfers in 2018.

Korea Kwangson Banking Corporation
EMZHLY
gAY 5 4R 17, Korea Kwangson Finance

Company, #fif #6F 4 455, Korea
Kwangson Finance Company

Jungsong-dong,  Sungri
Street, Central District,

Pyongyang

Res 2370 (2016) on 2 March 2016

Provides financial services in support to Tanchon
Commercial Bank and Korea Hyoksin Trading Corporation,
a subordinate of the Korea Ryonbong General Corporation.
Tanchon has used KKBC to facilitate funds transfers likely
amounting to millions of dollars, including transfers
involving KOMID-related funds. For more info see PoE
report S/2017/150, p. 63.

Korea National Insurance Corporation
ZHUSEHAS AL

Korea Foreign Insurance Company, i [X;
JRARKG: J 2 4t

KNIC Building, Central

District Pyongyang
+850 2 18111/222
Ext:3418024

+850 2 3814410

See current report paras XX.
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Korea Joint Venture Bank

M2

Korea Joint Bank, Korea Joint Operation
Bank, Chosun Joint Operation Bank,
Habyong Bank, F#f4 & #R1T

KJB Building, Ryugyong
1 dong, Pothonggang
District, Pyongyang

+850 2 381-8151, 850-2-
18111-381-8151

+850 2 381-4410

Ryugyong Commerical Bank (RCB)

Changgwang Hotel, 5th

Two ATMs at Pyongyang Airport and one in the lobby of

FEAdY2H/FEH Floor; Beijing, China; | Changgwang Inn.

Ryusang Bank, 5 ER1T, MIE4R1T | Dandong, China Ryugyong Commercial Bank ATM lists an address in the
Changgwang Foreign House, Suite #05-24
Joint Venture with OCN Pyongyang Office and Koryo
Commerical Bank

Korea Unification (United) Development | KUDB Building, | Res 2321 (2016) on 30 November 2016 (KPe.033)

Bank Pyongyang USA on 16 March 2016

(=) sgEH2d

(RREE) 38— K R ARAT SWIFT/BIC: See Panel of Experts report (S/2017/150, p 62)

aka: Myohyangsan Bank, Unification | KUDBKPPY

Development Bank, T’ongil Palchon Bank,
Korea Tongil Paljon Bank,
Reunification Development Bank

Korea

Hana Banking Corporation

SfLt=A

aka Korea Kumsong Bank, Kumsong Bank,
Single-Minded International Bank,

ISB Building, Pyongyang;
Haebangsan Hotel,

Jungsong-Dong,  Sungri

Street, Central District,
Pyongyang, Dandong,
China

SWIFT/BIC

BRBKKPPIXXX

Partial Ownership by Central Bank. Overseas several Bank
Card product lines for domestic use
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Ilsim International Bank

SPES IR

H O B PreAT

aka. Korea Kumsong Bank, Kumsong Bank,
Single-Minded International Bank, H :(»[E

PriRAT

ISB Building, Pyongyang
Pyongyang, Democratic
People's  Republic  of
Korea

SWIFT: ILSIKPPY

Res 2321 (2016) on 30 November (KPe.034)

Affiliated with the DPRK military and has close relationship
with Korea Kwangson Banking Corporation (KKBC) and
has attempted to evade United Nations sanctions.

First Credit Bank. (JV) or Cheil Credit
Bank

S EREEE

%5 HRAT
aka: First Trust Bank Corporation, Jeil Credit
Bank, Kyongyong Credit Bank

a) 3-18 Pyongyang
Information Center,
Potonggang District (as of
2016). b) i Rakrang
District, Jongbaek 1-dong
Tel: +850 2 433-1575 (02-

Belongs to Workers Party of Korea. It was established in
2008 as JV venture with Singapore’s Miracle Commerce
Pte. Ltd., and its CEO William Toh (aka Toh Hwee Howe)
who has been involved in trade with the DPRK using his
other two companies, [-Tech Intelligence Resources and
Sinsar Trading Ltd.

433-1575)
SWIFT:
KYCBKPPYXXX
Rakrang Tel: 961-3331,
961-0003
Koryo Commercial Bank KCB Building, | Joint Venture with OCN and Ryugyong Commerical Bank
DA o Bl Taedonggang District,
T o Pyongyang; ; Beijing,
i R T M ARAT . China; Shenyang, China;
aka Korea Commercial Bank SWIFT/BIC KCBKKPPI1
Tanchon Commercial Bank Saemul 1-Dong | Designated by UN on 24 Apr. 2009 (KPe.003)
CHA AL QI 2 3l Pyongchon District,
3 1| Pl B A7 Pyongyang Main DPRK financial entity for sales of conventional arms,
gl '” &l ) ballistic missiles, and goods related to the assembly and
AKA: Changgwang ~ Credit  Bank, manufacture of such weapons. Under Second Economic
(j“_IF | 2 2%H) Korea Changgwang Credit Committee; financial arm of KOMID.
Bank (=UEEALE2H); Yongaksan
Bank (&4F23), Lyongaksan Bank
(Erres)

T.T/670¢/S
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Korea United Development Bank (KUDB)
FMEYWHH

(HEE) G— K BRAT

aka: Myohyangsan Bank, Unification
Development Bank, T’ongil Palchon Bank,

Korea Tongil Paljon Bank, Korea
Reunification Development Bank

KUDB
Pyongyang

Building,

SWIFT/BIC:
KUDBKPPY

Res 2321 (2016) on 30 November (KPe.033)

Information in UN POE report: S/2017/742, p. 22

Kumgang Group Bank / Kumgang Bank
(KKG)
Korea Kumgang Bank

(ZN) 2L

4 NI4T aka: Kumgang Export and Import

Kumgang Bank Building,
Central District,
Pyongyang (The North
East Asia Bank building in
Pyongyang became the

Associated with Korea Ponghwa General Corporation
(under External Economic Committee of the Cabinet) and
Korea Pyongyang Trading Company

S 1 e ML ARAT
AKA: Changgwang
(Earges

I.

Credit Bank,

—

25) Korea Changgwang Credit

Bank (EMEALMNES2A);  Yongaksan

Bank (8423,
o

(Bt

Lyongaksan Bank

KKG Bank building)
Bank
Kumgyo International Commercial Bank Affiliated with Korean Chongsong Mining Company and
I 2R A28 Changgwang Shop. See Panel report S/2017/150 para 220.
Tanchon Commercial Bank Saemul 1-Dong | Designated by UN on 24 Apr. 2009 (KPe.003)
CHA AL 2 8H Pyongchon District,

Pyongyang Main DPRK financial entity for sales of conventional arms,

ballistic missiles, and goods related to the assembly and
manufacture of such weapons. Under Second Economic
Committee; financial arm of KOMID.

Source:

The Panel, Member States, UN documents

T.1/610¢/S
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Annex 43: Payment process used in ship-to-ship transfers in 2018

First, foreign national brokers outside the DPRK arranged imports to be facilitated by ship-to-ship
transfer. Once the deal was agreed, the DPRK end recipients of the imported products transferrred funds
internally to a DPRK bank with representatives operating overseas. The bank then instructed one of its
overseas representatives to use foreign bank accounts it controls (often attached to front companies), to
pay relevant suppliers for the product and shipping costs. The balance between the DPRK bank and the
foreign accounts debited was then rectified virtually by ledger. When the actual balance of the accounts
at the DPRK bank and those of its overseas representatives diverges too substantially as a result of the
regular use of the ledger system, cash couriers address the imbalance by carrying bulk cash across the
DPRK border. The Panel notes that this method for processing payments is almost identical to the
ledger system used by Glocom for its financial transactions (S/2017/150, para. 225) as well as other
DPRK front companies.

Source: Member State

19-01704 2271378
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Annex 44: Official registration documents for DPRK Foreign Trade Bank Official Representative
Office in Moscow

BBITTHCKA
H3 TOCYJIAPCTBEHHOI'O PEECTPA AKKPE/IHTOBAHHBIX ®HITHAJIOB,
NPEJCTABHTE/ILCTB HHOCTPAHHBIX IOPH/IHYECKHX JIHIL

08.01.2019 Ne 99651900000023

Hacrosuas Beinucka CO/ICPAHT CBLJICHHA O ¢HJIH&[]¢ (npe,qcmmrrenbcme)

5 z ~ 74 = —
I IMPEJICTABUTEJILCTBO BAHKA BHEIIHEH TOPI'OBJIM KHJIP I

(N0ANOC HANMCHOBANKC !»DL'IKEM. IIPCIICYBIMTEJIM'KBZI)

Representation of the
Foreign Trade Bank of the
DPRK

HHOCTPAHHOI'O OPHAHYECKOro Jnua

BAHK BHEUIHEN TOPIOBJIH KH/IP

(nonmoe nanmeHoBanne HHOCTPAHHOTO I0PIHYCCKOTO amua)

H3A 20150032826

BK/IIOYCHHBIE B IOCY/1aPCTBEHHbIH PEeCTp AKKPE/MTOBAHHBIX (PHIHANOB, NPE/ICTABHTENLCTE HHOCTPAHHBIX
IOPHIMHECKHX JIHLL 110 cocTosnmio Ha 07.01.2019

Bumucka s PADIT

08.01.2019 16:37

228/378

H3A 20150032826

Crpammua | m 4

Ne n/n Haumenosanue nokasarens 3uauenne noxasarens
1 2 3
Ceeaennst 06 HHOCTPAHHOM IOPHANYECKOM JInue
Haumenosanue
1 [Monnoe Hanmenosanne BAHK BHEIIHEH TOPIOBJIA KHJIP
2 Jlara suecenus 8 PADIT sanucu, cosepxareii 13.01.2016
YKA3AHHBIC CBE/ICHHA
Aapec B CTPane perucTpaunn (HHKOpHopauuu)
3 Ko/t # HAUMEHOBAHME CTPAHB! PErHCTPALMM 408, Kopeiickas Haposno- @y Democratic People’s
(MHKOpHOpALIH) Jlemokparnyeckas PecnyGianka Republic of Korea
4 AJtpec B CTpane perucTpauun (HHKOPRopawmm) I IXEHbSAH, IEHTPAJIbHBIN
PAHOH, KBAPTAJI 3YHCOH,
3JIAHME BAHKA BHEUIHER
TOPIOBJIM KHJIP KHJIP, I
NIXEHBSH, IIEHTPAJIbHBIH PAWOH,
KBAPTAJI 3YHCOH, 3/IAHHE
BAHKA BHEILIHENH TOPIOBJIH
KHJIP
5 Jlara suecenus 8 PA®II 3anuch, cosepxauieit 13.01.2016
YKA3aHHBIE CBE/ICHNS
Cueaenns 0 perucTpAUMN B CTPARE PErNCTPALNE (HHKOPHOPALUMN)
6 HaumenoBanue perucTpupylonero oprasa TOPIOBAS ITAJIATA KH/IP
7 Perucrpaunonnsii nomep 46
8 OcoBeHHOCTH PEKHMA PErHCTPALIMK B CHCHMATLHOI IKOHOMUUECKOH 30HEe

19-01704
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Information about the
head of the branch,
representation in the
Russian Federation

25 Jlara sHecenus B PADII 3anuch, coxepxatueit 17.11.2017
yxaaauuble CBE/IeHHA

Caenennsi 0 pykosoanTtee puinaia, npeacrasureasersa B Poceniickoii ®enepaunn

Surname: Han
26 Damuaus XAH & Pt ctvaran D
%
28 Jlara saecenus B PADII 3anmcn, conepxkatueii 13.01.2016 A%
A i ik

Date information
changed. Han Zang Su
was likely appointed head
of the representation in

Number of
e 29 UHC/IEHHOCTh HHOCTPAHHBIX PaGOTHHKOB 2 January 2016. Were

C 0 4HC TH HHOCT] IX I aBasomnxcs padorankamn Guianana,
NpPeACTABHTEILCTBA

foreign someone else to take the
workers, 2 30 Jara suecenus 8 PADIT 3anncu, conepxaneii 31.03.2015 posttion, that field would
YKa3aHHbIE CBEJIeHUs be updated and the
effective date entered in
Capegenns 0 NPUHATOM PeleHn 00 AKKPEAHTAUNH NPEJCTABHTEILCTBA HHOCTPAHHOIO thee corresponding box.

This does not mean that
we don't know anything

31 Jlata npuusTHa pelenns 06 aKKpeuTaLuH 30.11.2007 about the entity from that
date and more that we

HOPHAHYECKOro JiHua

TPe/ICTABUTENLCTBA
know that they haven’t
32 Cpok sieficTsus akkpeanTaluy npejicrasurenscrea, | 29.11.2016 changed those fields since
COIJIACHO NPHHATOMY PEILeHHI0 (CPOK elicTBiA that date.

JAOKYMEHTa 00 AKKpeAHTALHH llpeﬂc'l'aBHTeJle’TBa)

33 Hanmenosanue oprana, 11pe/ICTaBUBIIEIO CBe/ICHHS uEHTPéﬂbHE?!i‘{ BAHK
POCCHHUCKOH OENIEPALIMN (FAHK
POCCHH)

34 Jlara saecenus B PADII 3anmcn, conepxkatueii 31.03.2015
YKa3aHHbIE CBE/ICHHs

Caeaenns 0 BHAAX IKOHOMHYECKOI IesTebHOCTH Guinaia, npeicrasurenncrsa B Poceniickoii
Depepannn no ObwepoccHiickomy KIaccHPHKATOPY BHIOB IKOHOMHYECKOIT e TEALHOCTH
(OKB)Y/1 OK 029-2014 KJIEC. Pen. 2)

C 00 oc BujE KOMH 1€ Te/IbHOCTH

35 Koj1 1 HauMeHOBAHHE BH/IA JIEATENLHOCTH 70.22 KoHey/isTHPOBAHHE 110 BONPOCAM
KOMMEPHECKOI AeATeNLHOCTH i
YIpPaBlIeHUs

36 Jlara saecenus B PADII 3anucu, conepxatuieii 31.03.2015
YKa3aHHbIE CBE/IeHHs

Beinucka chopmMupoBaHa ¢ HCIIONb30BAHHEM HHTEpaKTHBHOrO cepsuca «locynapersenuslii peectp
AKKPEAHTOBAHHLIX (MANAIOB M MPEACTABHTENLCTB HHOCTPAHHBIX IOPHAHYECKUX ML), PA3MEILEHHOTO HA
opuunansHom caiite ®HC Pocenn B cetn Murepuer no aapecy: https:/service.nalog.ru/rafp

Buimucka w3 PA®IT H3A 20150032826 Crpannua 3 n3 4
08.01.2019 16:37

Source: Russian Federation Federal Tax Service State Registry of Accredited Branches, Representative Offices of
Foreign Legal Entities (RAFP), extracted from https://service.nalog.ru/rafp/#  (The webportal can be searched by
name, INN, or even just the Russian word for DPRK — KH/IP and then scrolling to the FTB entry).

19-01704 229/378



S/2019/171

R
NG/  PENCTABHTENLCTE HHOCTPAHHBIX PHIHYECKAX MWL

-2

4 .
TOCYAPCTBEHHbIN PEECTP AKKPENUTOBAHHBIX ®UNHANOB,
A\
P Q TMownck m O cepBuce [ Bonpocsl v oTBETEI OTKpLITLIE AaHHLIE

Bbl UCKAJTH: [Mata nocnenxeit akTyannaalumm peectpa Ha cante: 04,09.2018

MouckoBbIA 3anpoc X
20150032826

U3MEHWTE NAPAMETPbI NOUCKA

PEHY“I]TATIJI HUHCKA HaitneHo sanucei: 1 (3a 0.01 cexywa)

CipaHmua: ANEMEHTOB Ha CTpaHnLe:
BLITPY3UTE &
i KK > EXE3

CeepfeHuA o chunuane, npeAcTaBUTENbCTBE MHOCTPAHHOTO OPUAUYECKOTO NULA

neHTUDMKALIMOHHLS XBDAKTEPUCTIRN AQpac (MECTS HAXOKOOHNR) Ha i mauu  Jlata
TeppHTOpHM Pd AeAcTaNA
"
|| MPEOCTABUTENBCTBO BAHKA BHELUHEN 111123, MOCKBA FOPOf, 31.03.2015 MocMoTpeTs Bee
TOPTOBMNMW KHAP SHTY3UACTOB WOCCE, [IOM obocobnersie
20150032826 31, KOPTIYC 2, KBAPTUPA 37 noApaaneneHs
WHH: 9900086019 ton =

Knn: 774751001

Crpanvua: 3NemMeHTOB Ha CTpaHWLE:
: EE1 > EXED

NZA: Apartment 37, Building
201500328626 2 )
INN: 9909086019 31 Entuziastov

KowrasT-tewTp TexHuueckan
8-800-222-2222 noanepxka

CoayaTh HOBOE OBRALLENHE W N

CTATYC HANPAANEHHOTD OGPALIEHNA B CTY DY
xapaxtepa o "

PHEME DISHHECKII W OPHIMYECKHX TIHLL O i e h

OPAQKE PACCMOTREHWA OBPALIEHMIE, 3 TarKe

 paBGOTE WATEPIKTHEHLIX CEPEMEOE.

Tlo farHOMY Tenediony MOXHD NOTYWHTS

Source: Russian Federation Federal Tax Service State Registry of Accredited Branches, Representative Offices of
Foreign Legal Entities (RAFP), extracted from https://service.nalog.ru/rafp/# (The webportal can be searched by
name, INN, or even just the Russian word for DPRK — KH/IP and then scrolling to the FTB entry).

Summary of relevant information in English:

Name of Russian | Name of Branch | Location Full  Names of | KPP #; NZA | Date of Initial | Docum | #
Branch in English and | English & Russian; | Address Associated # and Tax | Registration ent ID; | Forei
Russian; Tax ID No. | Short Name(s) of | (English) Individuals; Date | Organ ID Date of | gn
(INN) Foreign Branch Accredited Docum | Citize
ent ns
Worki
ng
REPRESENTATIVE BANK FOR FOREIGN | Apartment Han Zan Su KPP: 2008-06-26 Doc. ID: 2
OFFICE OF THE BANK | TRADE DPRK 37, XAH 3AH CY 774751001 90716
FOR FOREIGN TRADE Building 2
DPRK BAHK BHELLHEMA | 31 2015-03-31 NZA: Date:
TOPTOB/IN KHAP Entuziastov 2015003282 2018-
Highway, 6 10-17

230/378 19-01704
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NPEACTABUTE/ILCTBO
BAHKA BHELLHEMN
TOPrOB/N KHAP

Tax ID: 9909086019

Moscow,
111123

Tax Organ ID:
7747

19-01704
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Annex 45: Biodata, passport and travel of Han Hun Il (Edward Han)

POPRKHANS CHUNILCCCLQCCCCL{CCLLL0LLLICdeCLgRKK

5

L Gi\"bﬁ Hae S
T HUN &

fhwe e Totn

R T

FROREIOH BFFAIRE

836134870 7PRKS704026M2103097 << ceeci<eccs

Name: Han Hun 11
DOB: 2 April 1957
Passport # 836134879
Expiry: 9 March 2021
Aka.: Edward Han
Family Wife: Kim Mi-Kyong (40| 4)
members * DOB: 1959 2.15
Son: Han Kumryong (2t=&, a.k.a. “Han Song” (2} ‘3), aka: “Harvard Han”
* DOB: 18 September 1984
»  Worked at MKP Myanmar branch until 2013
Affiliations: | Sungri Economic Group (&2l 2| &gt

Dispatched to Malaysia in 1995 to serve as Malaysia Representative of Mansudae
Overseas Projects (MOP)

Established a Mansudae branch, M.O.P. (S) Pte Ltd, in Singapore on 20 May 1994
until it was struck off the register on 30 September 2009.

In 2006 his tenure with MOP expired and he was given the status of “operative “in
the Reconnaissance General Bureau.  He had previously served as
representative of RGB in Africa before 1995.

On 20 June 2006 he registered Malaysia Korea Partners (MKP) in Malaysia
jointly with Yong Kok Yeap with each of them owning half the shares (175,000
Ringgit)

232/378
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Former MKP Capital LLC Berhd

Address: Registered address: 24-B Jalan Landak Off Jalan Pudu KL
Business address: Lot 5, Jalan Satu
Kawasan Perusahaan Cheras Jaya

] 43200 Balakong; Selangor Darul Ehsan, Malaysia

Travels Traveled to Zambia at least twice in 2017

Telephone: Tel : 603 9076 9678; Fax : 603 9075 9678

Email enquiries@mkpholdings.com.my

Website : www.mkpholdings.com.my

Phone Information

Phone Type Phone Number Extension

E-Mail Information

Address ISP Name ISP Country

Travel Summary

Travel Processing e Event Flight/Travel X

Bate User Location Type Number Officaded/Deportee

NG LUSAKA INTERNATIONAL i via
l?l./.lD,’EOl.? WKMOSES ‘ALRPORT Departing EK714
S LUSAKA INTERNATIONAL o [
16/09/2017 BAARON ‘AIRPORT Arriving EK713
o LUSAKA INTERNATIONAL . §

01/08/2017 iPK!\FUKANYA AIRPORT Departing  EK714

Vehicles

Vehicie Year Maka .Modrzl .VIN -.r.:olor Country State/Province Registration 5 Flag ﬁfgm Length
Type | Registered Registered Number *9 Country (m&:;""c"'.(meters)
Cargos

Date Cargo Type ' Weight (kg) =0rigi:i pestination ' Descr'i;atiun
Deportee

Reason for Deportation ‘Action Taken Deported From/Ta
Fingerprint Identity

Forename Surname Birth Date

HUNIL HAN o 02/04/1957
Image

Travel Information:

Source:  Member States

19-01704
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Annex 46: Updated information on the Panel’s investigation into MKP activities in Zambia

The Zambian investigation into MKP confirmed that 13 companies incorporated in the country have
been linked to MKP Holdings (see section below entitled, Information on MKP companies in Zambia).
Information provided by Zambia showed that MKP relies on a semi-devolved corporate model outside
of Malaysia; and makes widespread use of foreign facilitators in its corporate structures to create
deniability of the control relationship between Han Hun Il and other MKP companies. In particular, an
Algerian national, Mohamed Yazid Merzouk, served as a director in most of the MKP Zambia entities,
playing a key central management role for the network alongside several Algerian nationals sharing
his last name and a small number of Zambian nationals.

Although the Panel was unable to establish the amount being paid to each individual labourer of the
Democratic People’s Republic of Korea, documents provided by Zambia showed that only 15 per cent
of the total amount for each project was paid to the labourers for that project as a whole. MKP indicated
to the Panel that, for its earlier projects overseas, labourers from the Democratic People’s Republic of
Korea were paid 300 dollars a month. Zambia provided the monetary values for a selection of
KOGEN/GENCO projects from 2013 to 2015, valued at a total of $25 million. It did not provide a
comprehensive list of the company’s activities, nor did it disclose KOGEN/ GENCO contracts post-
2015.

Information on MKP companies in Zambia

(For further details and a network chart, see S/2018/171, page. 72. For the most up-to-date
registration information, see the end of this Annex)

NHA - MKP ESTATES DEVELOPMENT

Registration number: 120050058683

Incorporated on 29 April 2005.

Registered address: 4668, Annex National Housing Authority

Ownership:

Name Sex | Nationality Address

Yazid Mohamed | M Algerian Villa No. 3Millenium Village, Longacres,

Merzouk Lusaka

Donovan  Webster | M Zambian Plot 9620, Churdleigh. Lusaka

Zyambo

Saviour Konie M Zambian Stand 7351, Nangwenya Rd, Rhodespark,
Lusaka

National ~ Housing

Authority

Note: The Panel also notes that NHA-MKP Estate Development Ltd was still active in May 2018, when a court of
appeals judge ruled on its lawsuit against the compensation board:
http://www.judiciaryzambia.com/2018/05/16/appeal-no-44-2017-nha-mkp-estate-development-Itd-v-workers-
compensation-fund-control-board-may-2018-justice-makunguja/  In March 2018, a newspaper article quoted a
representative of the National Housing Authority as saying that more developments would be coming from MKP:
https://www.dailynation.info/mkp-znbs-offloads-250-housing-units/

234/378 19-01704
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KOREA GENERAL COMPANY FOR EXTERNAL CONSTRUCTION (KOGEN)

Incorporated 15 June 2012
Address: Plot no. 6556, Mumana Road, Olympia, Lusaka.

Nature of business: construction services.

Directors:
Name Sex Nationality Address
Hang Chan Ho M Korean Plot No. 6556, Mumana road, Olympia, Lusaka
Ri Kwanga Song M Korean Plot No. 6556, Mumana road, Olympia, Lusaka
Ri Chun IL M Korean Plot No. 6556, Mumana road, Olympia, Lusaka

The management team of the company comprises eleven (1) DPRK nationals nicluding:

1.
2.

3.

years' experience in building industry

years' experience in building industry

from Pyongyang University

Pyongyang University

Pyongyang University with 1 6 years' experience in building industry

Mr. JIN H YOK RI - is on the Board of Directors of KOCEN. He has 10 years of experience in civil engineering.
KUM JUN TAE holds a degree in structural engineering from PYONGYANG UNIVERSITY. He has more than 13

KIM | SONG - holds a degree in structural engineering from PYONGYANG UNIVERSITY. He has more than 13
HONG JONG SON and KIM HAK CHOL — the two hold degrees and diploma in structural design and construction
JANG YONG NAM and CHA SUN CHOC — the duo hold degree in construction material engineering from

KIM SU JON'RI RYONC HONG IN HO, KIM TAE HWAN they hold degrees in building and civil engineering from

The above-mentioned directors of Korean General Construction (Z) Ltd registered another company called
CHAMMAE CONSTRUCTION LIMITED whose address and directors are the same as those in Korean General

Construction (Z) Lid, with the addition of one director, Mr. Sam Maurice. The company, whose registration number
is 1201 20102839 was also incorporated on 1 5 " June 2012.

CHAMMAE CONSTRUCTION LIMITED

Incorporated 15 June 2012
Address: Plot no. 6556, Mumana Road, Olympia, Lusaka.
Registration: 1201 20102839

Directors:
Name Sex | Nationality Address
Hang Chan Ho M Korean Plot No. 6556, Mumana road, Olympia, Lusaka
Ri Kwanga Song M Korean Plot No. 6556, Mumana road, Olympia, Lusaka
Ri Chun IL M Korean Plot No. 6556, Mumana road, Olympia, Lusaka
Mr. Sam Maurice M Zambian

MKP TMS HOSPITAL LTD

Incorporated 20 ™ April 2006

19-01704
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Address: Plot No. 05, Reed Buck road, Kabulonga, Lusaka
Registration: 120060062028
Chief Executive Officer is a Mr. Han Nun.

Directors:
Name Sex | Nationality No. of | Address
shares

Yazid Mohamed | M Algerian 2,750 Villa No.3, Millenium village, Longacres,

Merzouk Lusaka

Abdeldjallil Merzouk M | Algerian Plot No. 5591, Lusemfwa road, Kalundu,
Lusaka

Han Yong F Korean 1,500 Hse No. MC72, PHI Chainama, Lusaka

Ho Un Ran M | Korean 500 Plot No. 5, off Reedbuck road, Kabulonga,
Lusaka

Betty Mulongoti F Zambian 250 Plot 325, Independence avenue, Lusaka

MKP MOTORS ZAMB'A LTD

Company incorporated on 22 ™ August 2002. Its registered business address is 2" Floor Indeco House, Cairo

Road, Lusaka. Directors of the company are in the following table:

Name Sex | Nationality Address
Han Hun IL M | Korean Malungushi Village, Kalundu
Siew KIN Wai M | Malaysian Malungushi Village, Kalundu, Lusaka
Yong KOK Yeap | M | Malaysian Malungushi Village, Kalundu, Lusaka
Philip S.C| M | Zambian Plot No.377a?12B, Kabulonga, Lusaka
Mumba

MKP HOLDINGS LTD

Address: Plot 5591, Lusemfwa Road. Kaiundu
Registration: 12004005417

Nature of business: construction

Ownership:
Name Sex | Nationality Address
Yazid Mohamed | M | Algerian Villa No. 3, Millenium village, Longacres,
Merzouk Lusaka
Yon IL M Korean Villa No. 3, Millenium village, Longacres,
Lusaka

236/378
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MKP MINING CORPORATION LTD

Incorporated: 16 August 2006
Registration: 1 20060063279
Address: Plot 7393 Chainda Place, South End, Cairo Road, Lusaka

Ownership:

Name

Sex Nationality No. of | Address

shares

Yazid Mohamed

Merzouk

M Algerian

125,000 | Plot 5591, Lusemfwa road, Kalundu, Lusaka

Dr.  Stephen M

Kambani

M Zambian

125,000 | A2 Handsworth UNZA, Lusaka

Derrick Munsele M Zambian 125,000 | Plot No. 2, Simon Mwansa Kapwepwe Road,
Avondale, Lusaka
Charles Victor | M Zambian 125,000 | Plot No. 4258 Mbeleshi, Northrise, Ndola
Holland Zambia
MKP SECURITY SYSTEMS LTD
Incorporated: 7" November 2006
Registration :1 20060000641 68
Address: Plot No. 7393, Chainda Place, "Jairo Road, Lusaka.
Ownership:
Name Sex | Nationality | No. of | Address
shares
Samson Sakala | M Zambian 100,000 Godfrey Kangwa road, Nyumba Yanga, Lusaka
Timothy M Zambian 100,000 Plot 12243, Woodlands, Ext, Chalala, Lusaka
Mazembe
Ngonga Oswald | M Zambian 100.000 Plot 16520/1080, Kamwala, South Lusaka
M Goodson
Bwalya
MKP BUILDERS ZAMBIA LTD
Address: plot 5591, Lusemfwa Road, Kalundu, Lusaka.
Directors:
Name Sex Nationality | No. of | Address
Shares
Yazid Mohamed | M Algerian 99.750,000 | Villa No.3, Millennium Village, Longacres, Lusaka
Merzouk

19-01704
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Abdeldjallil M Algerian 5,250,000 Plot No. 5591, Lusemfwa Road, Kalundu, Lusaka
Merzouk
MKP CAPITAL ZAMBIA LTD

Address is plot 5591, Lusemfwa Road Kaiundu, Lusaka
Incorporated: 4" February 2011.

Business: construction.

Directors:
Name Sex Nationality | No. of | Address
Shares
Abdelghani M Zambian 55,000 Plot 5591, Lusemfwa Road, Kalundu, Lusaka
Merzouk
Abdeldjallil M Algerian 11000000 Plot 5591, Lusemfwa Road, Kalundu, Lusaka
Mezouk
Mohamed M Algerian 87250000 Plot 5591, Lusemfwa Road, Kalundu, Lusaka
Yazid Merzouk
Farid Merzouk | M Algerian 11000000 Plot 5591, Lusemfwa Road, Kalundu, Lusaka
Timothy M Zambian
Kazembe
MK IREHAB ZAMBIA LTD

Incorporated : 13 November 2011

Business: supplies of medical labs and pharmacy equipment
Adderss: Plot No. 5 Reed Buck Road, Kabulonga (address for MKP TMS Hospital)

Directors:

Name

Sex

Nationality

No.

Shares

of

Address

Abdeldjallil

Merzouk

Algerian

Plot 5591, Lusemfwa Road, Kalundu, Lusaka

Mohamed
Yazid Merzouk

Algerian

2550000

Plot 5591, Lusemfwa Road, Kalundu, Lusaka

Dr. Zelilah
Binti Salleh
Ghany

Zambian

2450000

Plot No. 5, Reed Buck Road, Kabulonga

OMEGA-MKP ZAMBIA LTD

Address: Stand No. 7241, Mukatasha road, industrial area, Lusaka.

Nature of busienss:

Directors:

238/378

security services

19-01704
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Name Sex Address

Victor Etienne | M Plot 7241, Mukatasha Road, Light Industrial Area, Lusaka
Janse Van

Rensbur

Christoffel M 157 Ezra Road, Die Wilgers, Pretoria, South Africa
Ohhanes

Roelosfe

Philius M Lynwoodridge,

Jacobus Pretoria, South Afica, 301, Minesota street
Christoffel M Faerie Glen Pretoria, South Africa

Smit

Timothy Jim | M No. Tl Los Ageles Road, Lusaka

Kazembe

Christoffel M 16520/1080, Kamwala South Lusaka

Ohhanes

Roelosfe

Motor vehicles registered in the names of Chang H Han and Korea General Company for External Construction (Z)

Owner Registration Mark Make

Korea General Company for External | ALK9605 DAF Tipper
Construction

Korea General Company for External | ALK2843 Volvo Tipper
Construction

Korea General Company for External | ABF3391 Volvo
Construction

Korea General Company for External | AAX5978 Toyota Dyna
Construction

Korea General Company for External | ALJ1391 Toyota Regius
Construction

Korea General Company for External | ACH9579ZM Landcruiser Prado
Construction

Chan H Han ALE7996 Toyota Noah
Chan H Han ABE321 Toyota Camry
Chan H Han ABDI1517 Toyota Lucida

Source: Member State

19-01704

239/378
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Updated information from Patents and Companies Registration Agency —December 2018

NHA-MKP Estates Development, #120050058683 is shown as registered and compliant.

Chammae Construction Limited, #120120102839: is shown as registered and compliant.

MKP TMS Hospital, #120060062028: is shown as registered and compliant.

MKP Motors (Zambia) Ltd, #120010047965: shown as registered, but has some issues with timely
paperwork filing....

MKP Holdings Ltd, #120040054717: shown as registered, but doesn’t seem to have filed in a while.
MKP Mining Corporation, #120060063279: shown as registered, compliant.

MKP Security Systems Zambia, #120060064168: shown as registered, compliant.

MKP Capital Zambia, #120110090060: shown as registered, compliant.

MKP Builders Zambia, #120070068265: registered, partially compliant.

MKP-Irehab, #120110095546: still registered, partially compliant.

Omega-MKP Zambia, #120100086671: changed its name to Omega Risk Solutions Zambia. Still
registered, compliant.

Source: Company Registry

240/378 19-01704
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Annex 47: MKP companies in Malaysia as of November 2018

The Panel notes that while Han Hun 11’s name has been removed from the registration of one company and two other companies on which
he served have been dissolved, many MKP companies appear to remain open and active in Malaysia despite the Panel’s previous
determination that their activity was prohibited.

(This updates the previous table of “MKP companies in Malaysia as of 15 December 2017, S/2018/171 pp. 229-232, Annex 67)

Company
Name Status Address Directors Shareholders Start Notes
Abdul Kudus
Rm.1 1st. Floor, 2:31 l:(' kudus bin sc')':]:aukk"
M.K.P. 1994 Dissolv Lee Rubber Bidg 145, Lee Kung Wah; Yeap; 15-Jun-
PROJECTS Jalan Tun H.S. Lee
48-D ed . Chong ah Kow @ Chong Ah Kow 90
SDN. BHD. Kuala Lumpur, Wilayah .
Persekutuan Chong Ching Che; @ Chong
Yong Kok Yeap; Ching Che;
Lee Kung Wah
2-3-11 (.3rd Floor)Menara Han Hun 1l no
Klh Business Centre 2, .
L longer listed
Jalan Kasipillay, as shareholder
MKP 3862 Existin Off Jalan Sultan AzIa|.1 Han Hun Il Yong Kok Yeap, Fang 6-May- (11 May 2018
BUILDERS 07-P Shahkuala Lumpurwilayah Fang Chee Peng; Chee Pen 96 registration
SDN. BHD & Persekutuan Yong Kok Yeap; g g
documents
Lot 5, Jalan 1kawasan . .
listed him as
Perusahaan Cheras Jayabatu
shareholder)
11 cheras, selangor
24-B, Jalan Landakoff Jalan
Pudu Kuala Lumpur Wilayah
. ,.  Persekutuan Yong Kok
MKP  CAPITAL 7383 Windi Lot 5. Jalan 1kawasan Han Hun Il; e R CE T 20 June
BERHAD 26-V ngUp Perindustrian Cheras Yong Kok Yeap; I 2006
Jayabatu 11, Batu 9
cheras, selangor

T.T/670¢/S
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MKP CAPITAL
LLC BERHAD

MKP
CORPORATION
BERHAD

MKP
DYNAMIC
ENGINEERING
SDN. BHD

MKP
DYNAMIC
SDN. BHD

9808

01- Existin
M g
6197 Existin
41-U g
7359

10 Existin
- g

w

7799

80 Existin
- g

A

24-B Jalan Landakoff Jalan Pudu Kuala

Lumpur, Wilayah Persekutuan

24-B Jalan Landakoff Jalan
Pudu Kuala Lumpur,

wilayah Persekutuan Lot 5,
Jalan 1 kawasan
Perusahaan Cheras Jayabatu
11batu 9 Cherasselangor

2-3-11 (3rd Floor) Menara
KIh Business Centre 2 jalan
Kasipillay, Off Jalan Sultan
Azlan Shah Kuala Lumpur,
wilayah Persekutuan

Lot 5, Jalan 1 Kawasan
Perusahaan Cheras Jayabatu
11, Batu 9 Cheras Selangor

2-3-11 (3rd Floor), Menara
Klhbusiness Centre, 2, Jalan
Kasipillayoff Jalan Sultan
Azlan Shah Kuala Lumpur,
Wilayah Persekutuan

Lot 5, Jalan 1kawasan
Perusahaan Cheras Jayabatu
11 cheras selangor

Han Hun Il;
Yong Kok Yeap;

Han Hun Il;

Karnail Singh Nijhar
Tansri Dato'dr Amar
Singh; Yong Kok Yeap;
Ramanan
Ramakrishnan, Dato';

Karnail Singh Nijhar
Tansri Dato'dr Amar
Singh;

Fang Chee Peng;
Yong Kok Yeap;
Muhammad Danial
Bin Osman;

Karnail Singh Nijhar
Tansri Dato'dr Amar
Singh;

Fang Chee Peng;
Yong Kok Yeap;
Ramanan
Ramakrishnan;
Muhammad Danial
Bin Osman @
Mddaud;

Yong Kok

2 March
ﬁeap, Han Hun 2012
Yong Kok
Yeag; Han Hun 26 June
I 2003
Karnail Singh
Nijhar Amar
Singh, Tansri
Dato'dr;
Yong Kok 31 May
Yeap; 2006
Soh Pui Hoon;
Han Hun Il;
Ramanan

Ramakrishnan

Yong Kok
Yeap;

Soh Pui Hoon;
Ramanan
Ramakrishnan;
Karnail Singh
Nijhar Tansri
Dato'dr Amar
Singh

7 July
2012

Previously
listed as
"winding up"
(in 13 Nov
2017
documents)

Han Hun Il was
never on the
paperwork to
begin

T.1/610¢/S
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MKP HOLDINGS
SDN. BHD

MKP SUPPLIES
SDN. BHD

MKP -WUI
LOONG SYSTEM
SCAFFOLDS
SDN. BHD

Nekad Ziplem
SDN. BHD

1210
818

Existin
g

Existin
g

Dissolv
ed

Existin
g

2-3-11 (3rd Floor) Menara
Klh Business Centre 2 jalan
Kasipillay,

Off Jalan Sultan Azlan Shah

Kuala Lumpur, Wilayah Persekutuan

Lot 5, Jalan 1 kaw.
Perusahaan Cheras Jayabatu
11 batu 9 Cheras Selangor

2-3-11 (3rd Floor) Menara
Klh Business Centre 2 jalan
Kasipillay,

Off Jalan Sultan Azlan Shah

Kuala Lumpur, Wilayah Persekutuan

24

-B Jalan Landakoff Jalan
Pudu Kuala Lumpur,
Wilayah Persekutua

Lot 5 Jalan 1kawasan
Perindustrian Cheras
Jayabatu 11 Batu 9 Cheras,
Selangor

52 a, Jalan Landak

off Jalan Pudu

Kuala Lumpur, Wilayah
Persekutuan

C/O Lot 5, Jalan 1 kawasan
Perindustrian Cheras
Jayabatu 11, Batu 9 Cheras
Selangor)

Yong Kok Yeap;
Han Hun Il;

Fang Chee Peng;
Yong Kok Yeap;

Kong Kam Wang;
Han Hun Il
Yong Kok Yeap;
So Yu Shing;

Han Hun Il;
Yong Kok Yeap;

Yong Kok

23 June
ﬁeap, Han Hun 1998
Yong Kok 30
Yeap; Fang Nov
Chee Peng 2016
Wui Loong
System
Scaffolds 17 April
Co.Ltd; 2002
Mkp Holdings
Sdn. Bhd.
Jusoh Bin
Awang;
Yong Kok 7-May-
Yeap; 03
Han Hun Il;
Sumairi Bin
Hashim

Address
change (12
Nov 2017 docs
listed address
in Puchong
Selangor)

T.T/670¢/S
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ELEMENT 6585 Existin
FLASH (M) SDN. 73 -

BHD. Vv g
SOSIT SDN. 7493 Dissolv
BHD. 41-K ed

2-3-11 (3rd Floor) Menara
Klh Business Centre 2 Jalan
Kasipillay,

Off Jalan Sultan Azlan
Shahkuala Lumpur Wilayah
Persekutuan

Lot 5 Jalan Satu kawasan
Perusahaan Cheras
Jayabalakong Selangor
2-3-11 (3rd Floor) Menara
KIh Business Centre 2 jalan
Kasipillay,

Off Jalan Sultan Azlan Shah
Kuala Lumpur, Wilayah
Persekutuan

Lot 5, Jalan 1 Kaw.

Perusahaan Cheras Jaya Batu

11, Batu 9 Cheras Selangor

Yong Kok Yeap;
Chua Boon Lain;
Tee Eng Soon;

Yong Kok Yeap; Han
Hun II;

Chua Boon

Lain; Yong Kok

Yeap; Tee Eng

Soon; Fang Chee Peng

Yong Kok
Yeap; Han Hun
Il

6-Jul-04

3-Oct-
06

Han was never
on paperwork
to begin; new
Fang Chee
Peng (added
sometime
after Nov
2018)

Source: Malaysian corporate registry

T.1/610¢/S
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Annex 48: Korea General Corporation for External Construction (GENCO)’s page on the
DPRK’’s official online portal, Naenara, compared with MKP’s website showing same completed
projects (red boxes added to highlight construction projects claimed by both organizations)

tradefindex.php?contents+1645+-2011-01+47+3 | APR

NEWS  THE PYONGYANG TIMES KOREA KOREATODAY FOREIGN TRADE

> i 4 2011 Vv

First | Prev | Next | Last | Contents

Korea General Corporation for External
Construction

The Korea General Corporation for External Construction (GENCO) 1s a professional enterprise for
overseas construction.

GENCO has gained a good reputation from many countries around the world as a credible constructor
with a long history of 50 years since its inauguration in January 1961.

1t has scores of affiliated building enterprises involving a number of designers, building operators and
skilled workers as well as foreign languages and other experts.

GENCO has built lots of dwellings and public establishments in Kuwait. and recently completed the
64-storied Al-Fardan Tower, an ordered project. in a short span of time in Qatar.

GENCO is looking forward to contracts for construction projects such as dwelling houses. public
buildings, metros, tunnels, bridges, airports, harbours and stadiums in different countries in diverse forms
such as the whole construction work and dispatch of skilled workers.

Add: Taedonggang District, Pyongyang, DPR Korea
Tel: 850-2-18111-8050
Fax: 850-2-381-4427/4410

E-mail: gen122@co.chesin.com

First | Prev | Next | Last | Contents

©The Foreign Trade Publishing House ISSN 1727-916X
Address: Sochon-dong, Sosong District. Pvongyang, DPRK  E-mail: fiph@star-co.net. kpflph@star-co.net kp

Source:
https://web.archive.org/web/20111116081011/http://www.naenara.com.kp/en/periodic/f trade/index.php?contents+1

645+2011-01+47+3

19-01704 245/378
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nttps://archive.li/82wX1

COMMERCE EXTERIEUR

IERA (291) year 93 of Juche
Next page | Last page | Summary

First page | Previous page

Korean General Company for
Overseas Construction

Founded in January of year 50 of Juche (1961). 1t
remains always a reliable company in the |
construction.

With its tens of thousands of engineers, specialists
and skilled workers, 1t 1s responsible for all

construction work abroad
since the development of
plans and the start of the
project until its

4. completion .

In addition to subcontracting, she is responsible for technical services, including assistance or

cooperation in this area. -
— =
In the past, she has built innumerable buildings T m—

such as public institutions, hospitals, schools.
gymnasiums, housing, underground structures and i
dikes in many countries including Russia, the United E
Arab Emurates, Kuwait, Yemen, Libya and Mongolia.

Renowned under the name of Genco, this
company is equipped with state-of-the-art equipment
and construction machinery.

FARA3331000

Those who want to trade with her, please contact :

Central District, Pyongyang, DPRK
Phone : §50-2-18111-381-8090
Fax : 850-2-381-4611

E-mail : gen122@co.chesin.com

First page | Previous page | Next page | Last page | Summary

Foreign Trade Editions

Sources: https://archive.li/82wX1 and
https://web.archive.org/web/20051119182017/http://www.kcckp.net/fr/periodic/f_trade/index.php?contents+234+20

04-04+8+24

2461378

19-01704
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https://web.archive.org/web/20051119182017/http:/www.kcckp.net/fr/periodic/f_trade/index.php?contents+234+2004-04+8+24
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nttps://archive.li/8

COMMERCE EXTERIEUR
No. [EREH (291) year 93 of Juche

First page | Previous page | Next page | Last page | Summary

Korean General Company for
Overseas Construction

Founded in January of year 50 of Juche (1961), 1t
remains always a reliable company in the
construction.

With 1ts tens of thousands of engineers, specialists
and skilled workers, it is responsible for all
construction work abroad
since the development of
plans and the start of the

project until its
completion .

In addition to subcontracting, she is responsible for tect 1 services, including assistance or
cooperation in this area.

= ]

e
Sty

In the past, she has built innumerable buildings -
such as public institutions, hospitals, schools,
gy housing. und, d structures and
dikes in many countries including Russia, the United
Arab Emirates, Kuwait, Yemen, Libya and Mongolia.

Renowned under the name of Genco, this
pany is equipped with state-of-the-art
and construction machinery.

EARARRLANNY

Those who want to trade with her, please contact :

Central District, Pyongyang, DPRK
Phone : 850-2-18111-381-8090
Fax : 850-2-381-4611

E-mail : gen122@co.chesin com

First page | Previous page | Next page | Last page | Summary

Foreien Trade Editions

19-01704 247/378
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Annex 49: MKP website showing same completed projects (red boxes added to highlight
construction projects claimed by both organizations)

Construction Projects

Compieted Project Ongoing Project Proposed Project

Venue: Russia.
erfand Theme Park Status: Main contractor

» Paddy Museum, Kedah Duration: July 1991 - December 1991.
« GET Road, Banting

al and South African Projects
illennium City
» Zambia International Convention Center
« Zimbabwe: Harare
agascar
Angola Luanda

« Hotel Ritz (On Going)

North Africa, Middle East , Russia Projects

* Libya

*» Yemen

* Russia

Hong Kong Project

Tree House

n Commercial Building

= Scaffolding

Irrigation & Dam

ABOUT US CONSTRUCTION SHIP BUILDING TECHNOLOGY MEDICAL CENTERS TRADING SERVICES ENTERTAINMENT CONTACT US

Copyright ® 2013 MKP GROUF OF COMPANIES, Al Rights Reserved

Source: http://www.mkpholdings.com.my/construction.php accessed on 9 January 2019. Red box
highlights the shared claim.

248/378 19-01704
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Construction P

Completed Project going Project Proposed Project

Projects in Malaysia
< Tarabuls, Susya of Libya.
* Padawan, Sarawak
onderland Theme Park E : Main contractor
« Paddy Museu p Duration: 1982 Year
» GET Road, Banting

Central and South African Projects
Zambia Lusaka Millennium (
Zambia International Convention Center
mbabwe: Harare
« Madagascar
« Angola Luanda

» Hotel Ritz (On Going)

North Africa, Middle East , Russia Projects

 Libya

* Sudan

Hong Kong Project

ficial Lake & Tree H

Harbour Green

« New Town Tower

» The Arc
Cheung Wan Commercial Building
n Tong 502

» Scaffolding

Irrigation & Dam
» Waterway
« Water Pipes

« Irrigation Tunnel =
sile ypiga L Recreation Center in Susya

« Dam Project i

HOME ABOUT US SHIP BUILDING TECHNOLOGY MEDICAL CENTERS TRADING SERVICES ENTERTAINMENT

Copyright ® 2013 MKP GROUP OF COMPANIES, Al Rights Reserved

Source :  www.mkphodings.com.my/construction.php

19-01704 249/378


http://www.mkphodings.com.my/construction.php

S/2019/171

Annex 50: Archived page for GENCO/KOGEN (originally in French; Google-translated) showing
images of buildings which it claims to have constructed which are also listed on the MKP website
as buildings which MKP claims to have constructed.

e NEWS e« THE PYONGYANG TIMES « KOREA <« KOREA TODAY e FOREIGN TRADE

FOREIGH TRADE 2 QUARTERLY JOURNAL
No. 418 WS  Juche 100 QelibbEE
|

First | Prev | Next | Last | Contents

Korea General Corporation for External
Construction