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Appendix*
Article-by Article Analysis of WP.162

In this appendix to our comments, we provide a detailed article-by-article
commentary on WP 162. We reiterate, though, that we do not believe that a simple
set of revisions to the text of WP 162 will result in a viable instrument. To achieve
this, we believe the Working Group must make the conceptual and structural
changes required to address the current reality of IdM systems that we set forth in
Sections Il and Ill of our comments.

Before turning to the article-by-article analysis, here is a summary of the U.S.
concerns with WP.162:

(@) The definitions in WP 162 are both incomplete and based on a static
model for IdM that is not reflective of the wide variety of actual IdM systems;

(b) WP.162 does not provide a basis for determining how and when the
instrument would accede to or supersede existing laws that require identification in
a specific form. The failure to provide guidance on this issue is compounded by the
fact that articles 2, 5 and 9 contradict one another;

(c) The articles on obligations (art. 6—8) and liability (art 12) do not reflect
the wide variations among types of 1dM systems nor the multiple types of roles that
may make up any specific IdM system. These one-size-fits all provisions do not
accurately reflect the rights and obligations that different 1dM system roles may
have or expect in various IdM systems;

(d) We do not believe the provisions on cross-border recognition are
workable without an enacting jurisdiction having some basis for assuming the
reliability of a system in another jurisdiction. We do not believe this obligation is
realistic.

Draft Article 1: Definitions

We believe the Working Group should revisit the definitions after the articles in the
rest of the draft are concluded. Base on the current draft,?? we make the following
observations for consideration by the Working Group.

The term “electronic identification” may describe or be easily confused with the
entire process of identity proofing, credential issuance, and authenticating the
relationship between the credential data and an individual. Thus, we recommended
that the Working Group consider whether there is an alternative term to “electronic
identification” that could be used for the authentication process.

All the stages of the IdM process might collectively be defined as “identity
verification.” The modifier “electronic” should not be used in this definition,
however, since all or part of the stages of the IdM process might not be done
electronically.

“Authentication” is used only in terms of trust services; it has the same meaning as
“electronic identification”. We believe it could be misleading to have two terms for
the same concept and would recommend using the same term for this concept
throughout the draft. As noted above, however, we believe the term “electronic
identification” itself may be misleading.

2

-

The Appendix has been provided to Member States in English only. However, significant
portions of the substance of the Appendix are a reproduction of the U.S. response to the
Secretariat’s questionnaire for A/CN.9/WG.IV/WP.162, which has been circulated in all
official languages as A/CN.9/WG.IV/WP.164 and Add.1.

22 A/CN.9/WG.IV/WP.162.
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As to the secretariat’s inquiry whether there should be a definition of levels of
assurance, we believe such a definition is unnecessary. We note the secretariat’s
proposed language provides that “identification factors are those factors that are
necessary to make an electronic identification” In other words, the proposed
definition does not provide any guidance; it simply restates the obvious. Moreover,
we believe this proposed language could cause confusion, as it implies that there are
specific factors that an 1dM service provider must manage. Depending on the nature
of the identity system involved, there could be numerous such factors. The relevant
factors, however, will vary from IdM system to IdM system, and the responsibility
for managing these factors will vary from system role to system role.? We note also
that the proposed definition appears to combine two very different concepts: identity
attributes (that vary depending on purpose for which identity is used), and identity
processes that are used for identity proofing, credential issuance, or authentication
processes.

Draft Article 2: Scope of application

The draft instrument provides that it “applies to the use and cross border recognition
of IdM systems and trust services in the context of commercial activities and trade
related services.” As we discuss below, we believe the Working Group needs to
closely examine how the draft instrument will apply to cross-border transactions,
and how the rules in this instrument relate to existing legal requirements regarding
identification and authentication.

Draft article 2(3) provides that “[n]othing in this [instrument] affects a legal
requirement that a [subject][person] be identified in accordance with a procedure
defined or prescribed by law.” We understand this exclusion as being necessary as
most if not all jurisdictions have some mandatory requirements for the form in
which identification is to be made.

The question then is whether this section can be reconciled with articles 5(a), which
provides that “The electronic identification of a [subject][person] shall not be
denied legal effect, validity, enforceability or admissibility as evidence on the sole
ground that ...[t]he identity proofing and electronic identification are in electronic
form” and article 9(1) option A, which provides that ” Where a rule of law requires
or permits the identification of a [subject][person], that rule is satisfied with respect
to IdM if a reliable method is used for the electronic identification of the
[subject][person].”

We believe article 2(3) and article 5(a) might be reconciled by expressly clarifying
these two sections to indicate that article 5(a) is not intended to overrule any other
law, but is only intended to provide that, as between the parties, the law will not
block the choice of the parties to use an electronic means of identification if the law
would otherwise allow this under freedom of contract. This reading would appear to
narrow the scope of article 5, and if the Working Group intended article 5 to have
this limited meaning, this needs to be clarified in the text and comments.

We do find a more serious problem reconciling draft article 2(3) with draft article
9(1) Option A. These two sections, we believe, cannot be reconciled. Were the
instrument intended to supersede all laws that may require a specific mode of
identification, the instrument would risk being non-enactable. In addition, this
interpretation would expressly contradict the language of draft article 2(3). In our
view, the draft instrument provides contradictory rules: electronic identification
meets the requirements of other legal identification requirements, and the instrument
does not displace any other legal identification requirements. These conflicting rules

2

w

This potential confusion raises the issue of whether draft article 6 may itself create
minimum obligations that should not necessarily apply to all IDM service providers. In
other words, article 6 may assume a one size fits all IDM service provider that does not
reflect the multitude of existing and developing models.
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cannot co-exist if the draft instrument. We view Option B of draft article 9 as
essentially restating the rule of Option A. We believe the Working Group must re-
examine these draft articles and reformulate them to express a non-contradictory
policy that respects the existing legal requirements that are recognized in draft
article 2(3).

Draft Article 3: Voluntary use of 1dM and trust services

We believe both the current text of the draft?* as well as the proposed new language
by the secretariat® shows confusion on the role of consent. We suggest the Working
Group examine the rule on consent to determine which parties are required to
consent and the relationship between article 3 on consent and how it works with both
article 2 and 5 on freedom or lack of freedom to choose the mode of identity
management.

Draft Article 4: Interpretation

Although we appreciate that this language has appeared in prior model laws,?® we
note this language was drawn from the United Nations Convention on Contracts for
the International Sale of Goods,?" and it is language specifically tailored for an
international convention. As such, we are not sure that it is appropriate for a model
law that is drafted for domestic legislation.

Thus, for example, we are not clear on what the “international character” of the
draft model law refers to. As the draft instrument is neither derived from
international instrument nor intended to be used primarily in international
transactions, we do not know what constitutes the instrument’s “international
character”.

Moreover, although uniformity of interpretation is a useful admonition for an
international convention,? the utility of this interpretive rule is not clear in an
instrument designed for domestic legislation. When, as with an international
convention, an autonomous interpretation is useful to create a universal
understanding that parties can rely upon in international commercial transactions,
the application of this rule is unclear and probably redundant for a domestic law.

As for the rule that the instrument should be interpreted on the general principles on
which it is based,” we suggest that either the draft provide the guidance of what
these principles are® or this rule should be removed. To do otherwise creates the
risk of vagueness and uncertainty in the text.*

2 AICN.9/WG.IV/WP.162, draft article 3.
2

a1

“There have been questions about the relationship between articles 2 and 3. Would their
relationship be clearer by recasting article 3 to state that “Nothing in this [instrument]
requires a [person][relying party] to accept the electronic identification of a subject or to
rely on a trust service without the [person’s][relying party’s] consent. “?”.

UNCITRAL Model Law on Electronic Commerce (1996), article 3; UNCITRAL Model Law
on Electronic Signatures (2001), article 4.

United Nations Convention on Contracts for the International Sale of Goods (1980), article
7.

We note this language is also derived from the CISG.

A/CN.9/WG.IV/WP.162, footnote 23.

We note that a statement of underlying principles was removed from the last draft.

2
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The Working Group may want to consider the comments of the World Bank in WP.163 to
ensure that the Draft Provisions do not discriminate among IdM system models by including
the concept of 1dM system neutrality (or identity transaction neutrality). Because there are
many different ways of conducting online identity transactions (e.g., single identity provider
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Draft Article 5: Legal recognition of IdM

As we discussed above in our analysis of draft Article 2, we believe the Working
Group needs to clarify how this rule is intended to work with identifications that are
required to be in a specific form such as a driver’s license or passport.

Draft Article 6: Obligations of 1dM service providers

As noted in Sections Il and 111 of our comments, this issue is best addressed by each
IdM system in its own Operating Rules and in a manner that is tailored to the unique
structure, technology, purpose, market, and risk profile that IdM system, rather than
in an UNCITRAL instrument designed to cover all IdM systems. In addition, even if
it were appropriate for UNCITRAL to address this topic, the current approach is
unworkable and out of keeping with the reality of IdM systems.

As noted in the World Bank’s comments,* the obligations set out in draft article 6
for 1dM service providers assume a model where the 1dM service provider provides
all the services. This may not always be the case. There could be several parties that
contribute to or provide part of an IdM service (e.g., trust providers, registrars,
enrolment agents, credential service providers, stewards, authentication providers,
hubs, etc.). Given the increasing diversity of IdM system models, the Working
Group should consider whether it is still appropriate to restrict the definition of the
roles or to impose a one-size-fits-all set of IdM service provider obligations. We
believe the Working Group needs to address article 6 to consider the potential
multiple parties that may contribute to the 1dM service, and to consider whether it is
still appropriate to impose a one-size-fits-all set of IdM service provider obligations.

Draft Article 7: Obligation of 1dM service providers where there is
a breach

As noted in Sections Il and 111 of our comments, this issue is best addressed by each
IdM system in its own Operating Rules and in a manner that is tailored to the unique
structure, technology, purpose, market, and risk profile that IdM system, rather than
in an UNCITRAL instrument designed to cover all IdM systems. In addition, even if
it were appropriate for UNCITRAL to address this topic, the current approach is
unworkable and out of keeping with the reality of IdM systems. We agree that there
should be some obligations by an IdM service provider where there has been a
breach of security. As we noted note our comments to draft article 6, however, there
may be multiple parties involved in the 1dM service provider process.* For this
reason, we believe the Working Group should reconsider the language of draft
article 7 to reflect the various parties that may be involved in IdM process and
accordingly fix the obligations based on the respective nature and status of these
parties consistent with which party is best placed to respond to the breach.

Draft article 7 is limited to breaches that have “a significant impact”. We do not
understand what “significant impact “means in this context. In addition to being a

32

33

(1dP) systems, federated (multiple 1dP) systems, user controlled/user centric systems, hub
systems, DLT systems, systems without credentials, self-sovereign identity systems, etc.), it
is important that these Draft Provisions do not require or assume a particular approach to
the identification and/or authentication processes, or the system that delivers them. Thus,
the Working Group should consider ways to ensure that these Draft Provisions do not imply
and/or require a certain system model.

A/CN.9/WG.IV/WP.163.

We agree with the comments by the World Bank in WP.163 that the current draft compresses
and confuses the distinction between and the respective roles of IdM systems and IDM
service providers.
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vague standard, we are not sure why a “breach” is not enough in and of itself to
justify some remedial action by the entity that bore the risk the breach.

We are not sure what “remedies” are or should be available where there has been a
breach of security.®* We believe the Working Group should clarify this issue.

We do not know what “applicable law” refers to in 7(1)(c). If it refers to a
notification obligation from the draft instrument, this obligation should be referred
to. If this refers to law outside of the instrument, it is not clear what law would
impose an obligation of notification.

Draft Article 8: Obligation of subscribers

As noted in Sections Il and 111 of our comments, this issue is best addressed by each
IdM system in its own Operating Rules and in a manner that is tailored to the unique
structure, technology, purpose, market, and risk profile that IdM system, rather than
in an UNCITRAL instrument designed to cover all IdM systems. In addition, even if
it were appropriate for UNCITRAL to address this topic, the current approach is
unworkable and out of keeping with the reality of IdM systems.

We agree with the comments by the World Bank that the duties imposed on
subscribers (particularly individuals, such as data subjects) in Article 8 may not be
reasonable in all circumstances.® For example, there may be situations where an
individual subscriber may be aware of circumstances indicating there may have
been a compromise, but simply does not understand their significance.

We believe Article 8 should be clarified that it is not intended to impose these duties
on relying third parties that have no contractual relationship with the issuing 1dM
service provider but who may nonetheless rely on a credential because:

(a) it would be difficult to enforce as it will likely be hard to identify such
relying third parties;

(b) it imposes an undue burden on relying third parties to police identity
system credentials for an 1dM service provider with whom they have no relationship;
especially when their use of and reliance on such credentials may be sporadic at best;
and

(c) it is not currently required by law applicable to paper-based credentials
(e.g., the bartender who refuses entry to a person because he determines that the
person has presented a false driver’s license or someone else’s driver’s license is not
required to report that to the issuing authority).®

The requirement to notify in cases of a “substantial” risk seems problematic, as
subscribers will likely have no way of knowing (and in most cases will not even be
qualified to determine) what constitutes a substantial risk as opposed to some lesser
risk.

Draft Article 9: Identification of a person using IdM

We address our concerns on draft article 9 in our discussion of draft article 2 above.

3 See Draft article 7(1)(b).
% A/CN.9/WG.IV/WP.163.

We also agree with the comments by the World Bank in WP.163 that if the draft is going to
raise issues about third parties, more clarification would be useful as to which third parties
are envisaged. We also note that if there is going to be a notification requirement on non-
contracting parties, there needs to be some sanction for failure to notify, as otherwise the
requirement is meaningless.

a

3
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Draft Article 10: Factors relevant in determining reliability

As noted in Sections Il and I11 of our comments, this issue is best addressed by each
IdM system in its own Operating Rules and in a manner that is tailored to the unique
structure, technology, purpose, market, and risk profile that IdM system, rather than
in an UNCITRAL instrument designed to cover all IdM systems. In addition, even if
it were appropriate for UNCITRAL to address this topic, the current approach is
unworkable and out of keeping with the reality of IdM systems.

Draft article 10 provides an illustrative list of factors to determine the reliability of
an IdM service. If article 10 only applies to systems governed by contractual rules,
it is not clear what the purpose of the list of possible considerations serve. This list
is not useful to explain and interpret an otherwise applicable contractual agreement.
If draft article 10 is intended to provide a minimal standard of reliability for 1dM
systems, then it is not clear how an illustrative and not a mandatory list would
operate.

Moreover, it is not clear how this would override, if at all, otherwise agreed to
contractual standards.

Moreover, in any given situation, there are numerous factors that may affect
reliability. We question whether attempting to list them in these rules is appropriate
in any event.

Draft Article 11: Designation of reliable IdM systems

Although this provision is made optional, as we note in our analysis of draft article
24, this section may impose quite a financial and administrative burden to
implement by a jurisdiction that adopts this instrument. We recommend to the
Working Group that this provision be bracketed with extensive commentary to
explain how similar provisions have been implemented elsewhere and what an
implementation would entail.

In addition, we believe this provision, as presently drafted, rests on the flawed
assumptions that there are “recognized international standards and procedures” for
determining the reliability of a IdM service, and that there is a centralized body that
can make these determinations.

Draft Article 12: Liability of 1dM service providers

As noted in Section Il of our comments, this issue is best addressed by each 1dM
system in its own Operating Rules and in a manner that is tailored to the unique
structure, technology, purpose, market, and risk profile that IdM system, rather than
in an UNCITRAL instrument designed to cover all IdM systems. In addition, even if
it were appropriate for UNCITRAL to address this topic, the current approach is
unworkable and out of keeping with the reality of IdM systems.

We do not believe any of the three options in the current draft are sufficient. Both
Options A and B state, albeit unartfully, that an 1dM service provider will be legally
responsible under otherwise applicable law outside of this instrument. If liability
rules are to be included in this instrument, some guidance would be necessary. The
term “applicable law” is vague. Does this refer to contract law, tort law, privacy law,
data security law, etc. or all of them? If the answer is it could apply to any law
otherwise deemed to be appropriate, then no function is served by this provision.
Likewise, we have no idea what type of guidance is intended by the phrase “legal
consequences”.

The word “damage” in option 3 we assume means “harm”, but as with all the
options in the current draft, we fear no real guidance or standards are provided.
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We suggest that the rules governing liability should likely vary depending upon the
nature of the identity system, and will most likely to be determined by the
applicable trust framework (subject, of course, to any existing law that cannot be
varied by agreement).

At a minimum, we believe a further discussion is warranted on what type of liability
the rules of the draft would invoke. We think a discussion of liability should go
beyond service providers and consider liability for all parties that may come within
the scope of the draft. We also believe that a discussion on contractual waivers to
liability should be included in any discussion on liability. Further, as noted above,
we do not believe that a universal one-size-fits-all approach to liability is
appropriate in any event, as identity systems, their purposes, and their participants
will vary widely.

Draft Article 13: Legal recognition of trust services

As we have noted, we believe trust services should be addressed in a separate
instrument.

This provision states that a trust service may be provided in electronic form. As the
purpose of a trust service is, in fact, to verify electronic data, this provision would
appear to be tautological and unnecessary. If the intent of draft article 13 is to make
clear that a third party may provide a trust service, that should be clarified.

Draft Article 14: Obligations of trust service providers

As a conceptual matter, this draft provision raises two questions. First, how does
this provision interact with contractual obligations that a trust service provider may
have to remedy a breach of loss of integrity? If the intent of Article 14(2) is to
impose obligations for breaches or losses of integrity that are not covered by
contract (i.e., because it refers to impact on the trust service itself), this should be
made clear.

If the intent is to impose some minimal obligation on trust service providers below
which the parties cannot contract, this should be expressly stated. If that is the intent,
we believe the Working Group should address the question of mandatory rules and
their relationship to freedom of contract.

A second question unexamined in this draft provision is the question of the
consequence for failing to meet the obligations set out in Article 14? If a trust
service provider fails to fulfil a contractual obligation owed to a customer, then
customer/other party to the contract could pursue a contract claim. Article 14 does
not appear to impose any consequences or sanction for failure to fulfil the
obligations set out therein, assuming they are distinct from contractual obligations.

Draft Article 15: Obligations of trust service providers

This draft article, as with draft article 14, purports to impose obligations without
any corresponding sanctions. As we mentioned in our comments to draft article 12,
we believe the Working Group needs to examine fully the question of liability
throughout the draft instrument.

Draft Articles 16—20: Various trust services

Articles 16-20 address the issue of the validity of a data message (such as an
e-signature) and not the use of a trust service to validate the data message. In some
cases, such as with e-signature, there is already existing law that governs the
validity of the data message itself (this was the subject of the United Nations

V.20-05627 19/22



A/CN.9/WG.IV/WP.165

20/22

Convention on the Use of Electronic Communications in International Contracts and
the UNCITRAL Model Law on Electronic Signatures). But in any event, because
these provisions are not concerned with trust services, they do not belong in this
instrument.

Draft Article 21: Website authentication

As drafted, article 21 appears to confuse the authenticity of the website, which is the
true concern, with the owner of the domain, which does not prove the authenticity of
website itself. We believe the Working Group should reconsider this draft article to
provide a rule that achieves its intended purpose.

Draft Article 22: Identification of objects

We do not believe the identification of objects should be covered in the draft. We
also note that given the limited scope of trust services in the draft, that being to
verify information (data messages), the identification of objects is more
appropriately covered in the provisions on identity management and not trust
services.

Draft Article 23: Reliability standards for trust service providers

While Art. 23(1) lists the contractual agreement involving a trust service provider as
one of the factors among others to weigh in determining reliability, it is unclear how
that should be weighed relative to the other factors listed or how these standards
interact with contractual agreements. As contract underlies trust service
relationships, we believe this is an essential clarification that the Working Group
should explore.

Draft Article 24: Designation of reliable trust services

Although this provision is made optional, as we have noted in our analysis of draft
article 11, this section may impose quite a financial and administrative burden to
implement by a jurisdiction that adopts this instrument. We recommend to the
Working Group that this provision be bracketed with extensive commentary to
explain how similar provisions have been implemented elsewhere and what an
implementation would entail.

As we noted with our analysis of draft article 11, this provision ought to be
reconsidered as it rests on flawed assumptions. These assumptions include, for
example, that there are “recognized international standards and procedures” for
determining the reliability of a trust service, and that there is a centralized body that
can make these determinations. Moreover, while Art. 23(1) lists the contractual
agreement involving a trust service provider as one of the factors among others to
weigh in determining reliability, it is unclear how that should be weighed relative to
the other factors listed or how these standards interact altogether with contractual
agreements.

Draft Article 25: Liability for trust service providers

We think this section needs to be reconsidered. Option A, which leaves liability to
otherwise applicable law, should be clarified to state whether it includes both
contact and torts, and if it includes contractual liability, the extent to which, if at all,
the liability may be excluded. As with our concerns with Option A, we believe
Option B is too vague because we are not sure what the scope of “legal
consequences” entails. Option C provides tort liability but leaves open the question
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of contract responsibility. This should be clarified. We note we expressed similar
concerns with the current drat of Article 12.

Draft Article 26(1): International aspects of the draft law

Given that modern commercial transactions often transcend national borders, we
believe cross- border recognition is an admirable and hopefully achievable goal in
this and any commercial law instrument. We are concerned, however, that the
current draft does not provide adequate standards and guidance to achieve this goal.

Draft article 26(1) provides that: “An IdM system operated or a trust service
provided outside [the enacting State] shall have the same legal effect in [the
enacting State] as an IdM system operated or a trust service provided in [the
enacting State] if it offers a substantially equivalent level of reliability.” We believe
this raises two issues that we believe deserve consideration by the Working Group.

First, the language of draft article 26(1) is derived from article 12 of the
UNCITRAL Model Law on Electronic Signatures. However these two articles
serve significantly different functions. Article 12 of the MLES provides for non-
discrimination of a certification service provider that verifies the public key of a
PKI transaction. This quite limited function allows parties to choose a third-party
certification provider to verify the authenticity of a signature between two parties
who have chosen the third-party certifying provider. This is a simple application of
freedom of contract.

Unlike article 12 of the MLES, draft Model Law article 26 would impose an
obligation on all parties who rely on IDM systems and trust service providers that
reside in other jurisdictions without these relying parties necessarily having the
ability to choose the providers and therefore evaluate the risks attendant to the
choice of a specific provider. These third parties in reliance on the IDM and trust
services systems would not normally have any power to choose the providers and
therefore would have to rely on assurances of providers outside the jurisdiction of
the enacting state.

It is this broader scope of application of draft article 26 that suggests that article 12
of the MLES may not be the appropriate rule for IDM and trust services.

The second concern we have is whether the standard of “substantial equivalent level
of reliability” (also taken from article 12 of the MLES) is either meaningful or
realistic. The language itself is vague, but more importantly this standard raises a
fact question that would be burdensome and expensive to prove or disprove. To
meet the standard, a party would have to show both the level of reliability of the
domestic system as well as the level of reliability the non-domestic system and then
make some qualitative judgment on substantial equivalence. This, we believe would
be unduly burdensome for parties.

We note that, for example, the recognition of foreign IDM and trust service
providers under eIDAS requires an extensive and complex verification process in
which each respective country in the European Union participates. This provides a
level of reliability and certainty that minimizes the risks for parties relying on a
non-domestic system. Thus, under the eIDAS, the “substantial equivalence” has
already been established for parties relying on any respective system within the
European Union. Outside such a closed system such as eIDAS, the burden on parties
to prove or disprove “substantial equivalence” would itself be substantial. We think
it is important to note that this is not primarily a legal but is a factual and
technological question that is not easily resolved by a vague legal mandate.

This issue of “substantial equivalence” is further complicated, we believe, because
what parties that use IDM and trust service systems understand about the systems is

3" UNCITRAL Model Law on Electronic Signatures (2001), article 12.
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often quite different from the underlying technological structure of those systems.
Most parties who must rely on IDM and trust services are not in a position to
evaluate the reliability of the systems, and therefore the parties must assume
reliability with the knowledge that if the systems are certified and responsible under
the domestic law, the parties will have recourse under the domestic law in the case
of failure. But where the domestic law, as in draft article 26 only provides protection
to parties if the parties can show “substantial equivalence” of a foreign system.

Draft Article 26(2): International aspects of the draft law

Draft article 26(2) provides that “recognized international standards’ shall be used to
determine “substantial equivalence”. We appreciate the aspirational nature of this
provision. We believe, however, before adopting this provision, which was
borrowed from article 12(4) of the MLES, this provision should be further discussed
by the working group to determine its applicability to the draft law. We see two
points which should be discussed. First, we are not certain at this time that there are
generally recognized international standards in this evolving area of the law and
technology. At best, we believe that the rule should also provide for evolving
standards as a basis for determining equivalence. Guidance would be most useful in
how these standards should be determined. Moreover, irrespective of the standard,
we note that this involves a factual issue of technological reliability that creates a
substantial burden on parties to prove what “international standards” are.

Draft article 27: International Aspects of the Draft Law

We find article 27 an admirable but possibly impractical rule as may place a burden
on the enacting states of significant obligations to coordinate and cooperate with
foreign entities. We would not want to discourage this cooperation, but merely to
ensure that it is optional and not mandatory. Legislation that creates a significant
financial burden on the state often creates an impediment to adoption. This section
risks posing a financial burden on the governments of jurisdictions that adopt this
law that go shifts the risks of using foreign IDM and trust services providers on the
respective governments instead of the private parties that choose to use these
systems.

Although this may be a useful and possibly mandatory provision in a law that is
designed to provide government created or recognized IDM or trust services that
may be used in cross-border transactions, we are not convinced that this burden on
governments is not excessive for the draft law that is designed for privates users and
private providers.

We suggest that if this provision is retained, it be placed in brackets with
commentary that explains fully the obligations this article would impose on the
enacting jurisdiction. We suggest this article be optional for those states that have or
would be willing to develop the cooperative framework necessary to implement this
article.
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