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3anucka Ilpeacenareas Cosera besonacHocTu

B nyskre 2 pe3zontonun 2680 (2023) Coser bezonacHoctu npocun I'pynmy sxc-
NepTOB, yupexaeHHYIo pesontouueit 1874 (2009), npeactaButh CoBeTy 3aKIIOUH-
TEIbHBIN JOKJIaad CO CBOMMMU BbIBOAAMU U PCKOMCHAAIUAMU. B coorBeTcTBHU C 3TUM
Ilpencenarens pacrnpocTpaHsAeT HACTOAIIMM AOKJAJ, MMOJYy4YEeHHBbIH OT I'pynmel 3kc-
MepTOB (CM. IPUIOKEHHUE).
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Iucbmo I'pynnbl 3KcnepToB, yupeskIeHHOH pe3oawonuneii 1874
(2009), ot 4 mapra 2024 rona na ums Ilpeacenarenss Coera
be3onacunocTn

I'pynna sxcneptoB, yupexaeHHas pesomtonuei 1874 (2009) Coseta besonac-
HOCTH, UIMEET YECTh IPETIPOBOANTH HACTOSIINM, B COOTBETCTBHH C IIYHKTOM 2 pe30-
monnn 2680 (2023) Cosera, 3aKJIIOYUTENbHBIH JTOKIA] O cBOeil paboTe.

[Mpunaraemsiii goxnax Obur mpenctaBieH Komwurery CoBera besomacHocTw,
yupexaeHHoMy pesonrorueit 1718 (2006), 2 despans 2024 rona u paccmorpen Ko-
murterom 21 ¢espans 2024 roxa.

I'pynna OyneT nmpusHaTenbHa, €CIM HACTOSIIEE NMUCHbMO M yKa3aHHBIM JOKiIan
OynyT noBeneHbl 1o cBeleHus wieHoB CoBera be3onacHocT U onyOJIMKOBaHEI B Ka-
yecTBe JokyMeHTa CoBera.

I'pynma 3KCIepToOB, yUpEKICHHAS
pezomoniueit 1874 (2009) Coseta bezomacHocTu
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Iucbmo I'pynnbl 3KcnepToB, yupeskIeHHOH pe3oawonuneii 1874
(2009), ot 2 peBpans 2024 rona na uma Ilpencenareass Komurera
CoBera be3onacHocTu, yupe:xxaeHHoro pesosjwouueii 1718 (2006)

I'pynna sxcneptoB, yupexaeHHas pesomtonuei 1874 (2009) Coseta besonac-
HOCTH, UIMEET YECTh IPETIPOBOANTH HACTOSIINM, B COOTBETCTBHH C IIYHKTOM 2 pe30-
monnn 2680 (2023) Cosera, 3aKJIIOYUTENbHBIH JTOKIA] O cBOeil paboTe.

I'pynna OymeT mpu3HATEIbHA, €CJIM HACTOSINEEC MUCHhbMO U YKa3aHHBIN JOKJIan
OynyT moBencHB 0 cBegeHus uiaeHoB Komurera CoBera be3onacHOCTH, yupexacH-
Horo pe3ontonueit 1718 (2006).

I'pynna 3KcHepToB, yUpeKICHHAS
pezomroniueit 1874 (2009) Coseta bezonmacHocTu
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B oruetHsIl nepuo, oxBarsiBaromuii uronb 2023 rona — auBaps 2024 roxa, Bo-
€HHO-NIOJIUTHUYEeCcKasl HanpskeHHocTh Ha KopelickoM momyocTpoBe emje 6oiblle ycu-
JINJIACh.

Kopeiickas Hapoano-/lemokparndeckass PecnyOnuka mnpopomkana o0XoquThb
cankuuy, sBeieHHble CoBeToM bezonacHoctu. OHa mpojomkana pa3padbaTsiBaTh saep-
HO€ OPYXKHE U IPOU3BOJUTH PACILECIIAIOIUECS IACPHbIE MATEPUAIIBL, XOTS IIOCIEJHEE
U3BECTHOE S/IepHOE UCNBITaHUE OHa npoBena B 2017 rogy. JIerkoBoAHBIH peakTop Ha
o6bekTe B MoHGEHE, cyas mo BceMy, HAXOMUTCA B OKCILTYaTalllH, 4 HA SAEPHOM MOJIH-
rone IlyHrepu mpoposmkatoTcss paboThl. BbLIM mMpou3BeseHBl MYCKH HE MEHEE CeMHU
0aNIuMCTHYECKUX pakeT (0JHA TpexcTyneHYarass MEeXKKOHTHHEHTajbHas OajaucTude-
cKas pakeTa, oJlHa OaJuIMCTHYECcKas pakeTa MpeArnoIoXUTEIbLHO CpeaHell NalbHOCTH U
ITh OaJNIMCTHYECKUX pakeT Majoi nanbHOCTH). [locime nByX HeymayHBIX HOIIBITOK
CTpaHa YCICIIHO BhIBEJAa Ha OPOUTY BOCHHBIH CIYTHHK HAOJNIOACHHS, UCIOJb30BaB
TEXHOJIOTHIO 0aJNINCTUYECKUX pakeT. PakeTHBIH apceHas CTpaHbl MOMOJIHUICS «TaK-
THYECKOW aTOMHOM MHOTOILIEJIEBOW MOJBOAHON JOAKOM» (epeobopy oBaHHAS TU3EIb-
Has MOABOJHAsA JIofKa). ['pynna 3kcnepToB MpoaoiKalla pacciaefoBaTh cllydyad HEoCs-
3a€MOH Iepesayu TEXHOJIOTHH, MOTEHIMAIbHO HapyaIie CAaHKIUH.

Kopeiickas Haponmuo-J/lemokpatudyeckas PecnyOnnka mo-mpexHeMy Hapymiaet
MopcKue caHKIuH. ['pynna uzyumia nHGOPMAaIHIO O TOM, UTO CTpaHa IPOAOIIKAET UM-
MOPTUPOBATh NMPONYKTHl HedTenepepaboTku B HapymeHue pesontounii Coera bes-
ONacHOCTH. B HacToseM JOKIake COAEPKUTCS KPAaTKOe OMMCAHUE METOJ0B, C IOMO-
IIbI0 KOTOPBIX 3Ta CTpaHa U €€ NMOCOOHUKH, NMPUMEHsSI KOMOMHHPOBAaHHBIE CIIOCOObBI
MaCKHUpPOBKHU, IMPOAOJIKAIOT O6XOI[I/ITI) CaHKIMH, CBA3aHHBIC C HUCIIOJIB30BAHUCM MOP-
CKOTO MPOCTPAaHCTBA.

Toprosns mpogoiikaeT BoccTaHaBiuBathesa. B 2023 roxy o6muii 3apeructpupo-
BaHHBII 00BbEM TOPTOBJIM MpeBBICHI MoKa3aTenb 2022 roga u B 3TOH CBA3U BHOBB IO-
SIBUJIOCH OOJIBIIOE pa3HOOOpa3ne MHOCTPAHHBIX MOTPEOUTENBCKUX TOBAPOB, HEKOTO-
pble U3 KOTOPBIX MOKHO OTHECTH K KaTeTrOpPUHU NMPEIMETOB POCKOIIH.

I'pynmna paccieayeT cooblieHHs] rocygapcTB-uleHOB o moctaBkax Kopeiickoi
Hapogno-/lemokparnueckoit Pecrrybnnkoif 0OBIYHBIX BOOPYKEHHI U OOEmpHUIIacoB B
HapylLIEHUE CaHKIUH.

I'pynna paccinenyet 58 kubeparak Ha KOMIaHWH, paboTaoIMe C KPUITOBAJIO-
TaMH, KOTOpBIE MPEANoIoKuTeNnbHO coBepmuia Kopelickas Haponno-JleMokparude-
ckas Pecnyosinka B nepuog ¢ 2017 mo 2023 rox u yuepd oT KOTOPBIX OlLICHHUBAETCS B
npubausutenbHo 3 mupna nomi. CIIA, npudem, kak cooOmiaeTcsi, 3TH CPeJCTBA IOMO-
raloT GUHAHCUPOBATh pa3pabOTKy OpYKHsS MAacCOBOTO YHHUYTOKEHHUs B DTOW CTpaHe.
Ilo nMeromuMcst CBEAEHUAM, XaKEepCKUe IpylnNnUupOBKHU, NOAUYUHsOIUEC ['eHepaib-
HOMY pa3BelbIBAaTEIbHOMY OIOPO, MPOAOJIKAIOT COBEpLIaTh MHOTOYHCICHHbIE KHOe-
partaku. Kak npaBuio, oHu U30UPAIOT CBOCH LIEJbI0 000POHHBIE KOMITAHUH U JIOTUCTH-
YecKHe IEMOYKH M BCE yalle MpuOeraloT K COBMECTHOMY HCIOJb30BaHUIO HMHppa-
CTPYKTYPBI H HHCTPYMEHTAPHS.

I'pymnmna paccienoBana cooOLIEHUST O TOM, YTO MHOTOYHUCJIeHHbIe rpaxaane Ko-
peiickoit Hapomno-/lemokpatuueckoii Pecmybnuku, paboratoniue 3a py06exoM, moay-
YaroT J0XO0J B HapylIeHHE CAHKIMH, B TOM 4uciie B chepe MHPOPMAIIMOHHBIX TEXHO-
JIOTHiA, peCTOPaHHOTO OU3HECA M CTPOUTEIHCTBA.
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Kopeiickas Hapongno-Jlemokparuueckass PecrnyOnuka mo-mpexHeMy HMeEET J0-
CTYN K MEXAYHapOoIHOH (pUHAHCOBOIl cHCTEMe U Yy4acTBYET B HE3aKOHHBIX (PMHAHCO-
BBIX Oollepalusax B HapymeHue pesontonuil Cosera besonacHoctu. I'pynna paccneno-
BaJla COOOIEHHS O ACATEIBHOCTH 3a pyOekoM (PMHAHCOBBIX yUPEKIACHUH U MpecTa-
BUTEJEH CTpaHBl, CIydyau CO3JaHMUS COBMECTHBIX NPEANPUITUN U KOONEpPaTUBOB, a
TaKXe HE3aKOHHOTO 000p0Ta 00BbEKTOB AUKOW MPHUPOJIBI.

I'pynna ormermiia, 4To caHKuuu, BBeaeHHble Opranuzanueid OObeIUHEHHBIX
Hanuii, n ux npuMenenue, 0€3yci0OBHO, UMENIH HENPEJHAMEPEHHBIC ITOCIEICTBUS IS
TyMaHUTApHOM CUTyallUM U HEKOTOPBIX acIEeKTOB OIEepalUi MO OKa3aHHUI0 IMOMOINH,
XOTS UX OTHOCHUTENBbHYIO POJIb MO-NPEKHEMY HEBO3MOXHO OTACIUTh OT MHOXECTBA
apyrux ¢paktopoB. bonemuHcTBO HabMIOAaTENEH TO-TIPEKHEMY CUMTAIOT, UTO T'yMaHH-
TapHas curyanus B Kopeiickoit Haponno-/lemokpaTuueckoit Pecrybnuke eme Oonee
yXyqmuiaach. ['yMaHUTapHBIE CTPYKTYPBI COOOIIUIIN, YTO OHU CTAJIKHUBAIOTCS C P JIOM
NPEensITCTBUIN Ha MYTH OKa3aHUs MOMOIIM BHYTPHU CTPaHBI.

I'pynna oTMedaert, 4TO coAep kaHHUE HACTOSIIETO JOKJIaka OTpa)kaeT MaTepHallbl,
MOJIYYCHHBIC OT TOCYIAaPCTB-YJICHOB U M3 JPYTUX UCTOYHHUKOB, U OyJeT IHPOKO MpPH-
BETCTBOBATh JaJIbHEHIYIO MOAAEPIKKY B 9TOM BOIPOCE.
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HAaCTOSILEM JOKJIajae, BKIOUas LUTAThl, KAPTHI U OMOIHOrpaduio, He 03HAYAIOT BBIPANKESHUS
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WM TPUHATHS cO cTopoHbl Opranusauuu O0bennHeHHbIX Hanuid.

[TpunoxeHUs pacIpOCTPAHAIOTCS TOJBKO Ha TOM S3bIKE, HA KOTOPOM OHH OBLIH IPEJCTAaBICHBL,

u 6e3 0UIHANTBHOTO PeIaKTHPOBAHUS.
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II.

BBenenune

1. B mysnkre 2 pesomtonnu 2680 (2023) Coset bezonacHoctr npocuin ['pynmy sxc-
IepToB, yupexaeHHyo pesomonueii 1874 (2009), npeactaBute Komurery CoBera
Besomacuoctu, yupexnenHomy pesomonueii 1718 (2006), 3axTI09UTEIBHBIA JOKIAT
C BBIBOJAMH U peKoMeHAanusaMu. Eciy He yka3zaHo nHOe, nHGOpManus, IpUBEICHHAS
B HACTOSIIEM IOKJane, oxBaTeiBaeT mepuox c 29 mioms 2023 roma mo 26 sHBaps
2024 romal.

JlesiTeJIbHOCTD, CBA3aHHAA € SIICPHOMA MPOrPaAMMOM
U [POrpaMMOi Mo 0ATIMCTUHYECKUM paKeTam

SinepHasi nesiTeJIbHOCTD

2. Kopeiickas Hapomgno-JleMokparudeckas Pecmybnnka mpomomkana OCyIIECTB-
JATBH AESITENBHOCTH, CBSI3aHHYIO C pa3pabOTKOH SANEPHOTO OPYXKHS U IMPOU3BOJACTBOM
pacUICTUIIOIINXCS ASPHBIX MaTepHaioB, B HapymeHue pezomtonuii Cosera bezomac-
HOCTH, XOTs ¢ ceHTA0ps 2017 rona He OBII0 3a()UKCHPOBAHO HU OJHOTO SIAEPHOTO HC-
TIBITaHUS.

Paspabomxa makmuueckozo 10epHO20 OPYIACUA: KPbLIAMbLE PAKENbl

3. B Teuenme otuerHoro mepuona Kopeiickas Haponmno-Jemokpatuueckas Pec-
my0OJinKa, ciaeays KypcoM, KOTOPBIM ObLT HaMEe4eH M0 UTOTaM BOCBMOTO cbe3na Tpy-
JIOBOH mapTuu, cocrosiBuierocs B stupape 2021 roga, npoBena MHOTOYHUCIECHHBIE UC-
MBITAHUSI CUCTEM JOCTaBKH SIIEPHOTO OPYXXHUS C UCIOJIB30BAHWEM TEXHOJIOTHI Oai-
JMHUCTHYECKUX pakeT (cM. myHKTH 20 u 21).

4.  Ilo uMerommMcs CBEICHUAM, 2 CEHTAOPA cTpaHa mpoBelia y4eOHBIC MyCKH IBYX
KPBIIATEIX pakeT, KOTOPhE «HMHUTHPOBAld HAHECEHHWE TaKTHYECKOTO SIEPHOTO
yaapa»?. PaGoTsl 10 CO3JaHUIO0 KPLLIATBIX PaKeT, HayaThle B 2021 roxy, a Takxe je-
MoHcTpauus B Mapte 2023 roaa uzaenus «XBacoH-31», IpeanoNoKUTEIbHO OTHOCS-
merocss K TaKTHYECKOMY SICPHOMY OPYXKHIO, YOSAHTEIBHO CBHUACTEIBCTBYIOT 00
YCHIHSIX 3TOH CTpPaHBl MO OCYHISCTBICHHUIO MPOTPAMMBI CO3JaHUS TaKTHUYECKOTO
anepHoro opyxus®. OJHO U3 rOCyAapCTB-4JIE€HOB 3aABUIO, YTO JUI PELIeHHs «TeX-
HHYECKHX MPOOIIeM, CBI3aHHBIX ¢ pa3padOTKON MaTepuaIoB U MPOU3BOJACTBOM JIBYX-
KOHTYPHOTO TypOOpEakTHBHOTO IBUTATENs [ KPBIJIATOH paKeThI|, BEpOSTHEH
BCETO, IIOTPe6OBATach BHEMIHAS IIOMOIIB» .

Obwvexm 6 Honbéne
JlerkoBoaHBIN peakTop

5. 22 Hos0ps ['eHepanbHBIH JUPEKTOp MEXIYHApOAHOTO areHTCTBa MO aTOMHOU
sHeprun (MATATD) 3asBuin, uto «c cepenuHbl OKTsOps 2023 roma HabOmromaeTcs
CHUJIIBHBIM cOpOC BOJBI M3 CHCTEMBI OXJIAXKJCHHUS [JIErKOBOJHOTO peakropa]. DT
HaOJIIOJIEHUsT YKa3bIBAalOT Ha BBOJ [JIETKOBOJHOTO peakTopa] B O3KCIUIyaTaLUION.
Kpowme Toro, 21 nekaOps oH 3asBHIJI, 4TO, «KaK MOKA3bIBAIOT ITOCIIEJHUE HAOIIOACHUS,
cOpacsiBaeMast BOJa SIBJISIETCS TEIUIOH. ... BBIOpOC Temnoi BobI ABISIETCSt MPU3HAKOM
TOTO, YTO PEAKTOP JOCTUT KPUTHYECKOTO yPOBHs» (CM. mpuioxeHue 1).

! Bce BBIMaphIBaHUs TEKCTA, CAECIAHHBIE B HACTOAIIEM JOKIAJE B BU/E 3aKPAIIMBAHUS YE€PHBIM
[[BETOM HJIM MHKCEJISILHH, IPU3BAHbI COXPAHUTh KOHYUIACHINAIBHOCTh HU3NISCKUX JIUIL.

2 «Honon cuumyn», 3 centsops 2023 rona.

88/2023/656, nu. 3 u 4 u npunoxenue 1.

4'8/2022/132, . 2628 u npuiokenue 28-5.
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6. I'pynma moaTBepauia 3To HabOmroJeHHE. MacmTaOHBIN cOpOC BOIBI B pailioHE
peku KypéHraH cTan 3amMeTeH B Hayase oKTA0ps, a ¢ cepe JUHBI OKTAOPs Halmronaercs
MOCTOSIHHBIA cOpoc BoAbl. [pymnma Buaena Kak MUHUMYM JIBE TOYKH cOpoca (ceBep-
HYIO U I0KHYI0). B mocieaHee BpeMsi MOCTOSHHBIA cOpOC BOIBI OBLI OOHApYKEH B
I0)KHOH Touke, a ¢ utonst 2022 roga Hepenko HaOIOAANNCH cleabl CTOKa B peky Ky-
pénran B ceBepHoii Touke®. [Io MHEHHIO OJHOTO M3 FOCYJAPCTB-YIECHOB, TOCTOAHHBIH
cOpoC BOJBI CBUAETENBCTBYET O BBIXO/I€ PEAKTOPa HA pabouMil pesxnuM.

7. Tenepansubiit nupexTop MAT'ATD 3as8BuUN Takke, 4TO 3TOT JIETKOBOJIHBIN peak-
TOP, «KaK | JI0001 NpYyroil sepHBIil peakTop, MOXKET IIPOU3BOJUTH IUTYTOHHIH, BBIE-
JsieMBIH U3 00y4eHHOTo TomunBa». ONHO M3 TOCYAapCTB-YICHOB OTMETHIIO, YTO Ha
HauaJbHOM 3Talle 3KCILTyaTallus pPeaKTopa, BEeposATHO, OymeT OCyILIeCTBIAThCA Ha
HEperyJIsipHOH OCHOBE, a Jpyroe rocyaapcTBO-4JIeH Yykaszano, 4Tto Kopeiickas
Haponno-/lemokparuueckas Pecry0imka «He HMeeT HH CIIEIIHaINCTOB, HU MaTepua-
JIOB JUISl IPOBEPKU COOTBETCTBHSI CBOEIO PEaKTOpa CyIIECTBYIOIIUM TPeOOBAHUSM U,
BEPOATHO, B €ro padoTe MPOUCXOAAT peryiasapHble cOou». IIoCKoNbKy 3TOT peakTop
MOTEHIIMATIBHO CIOCOOEH MPOU3BOJUTE JAPYrue pacueruIsonuecs saepHble MaTepu-
anbl U TPUTUH, KOTOPBIN MOXET MCIOJIb30BAThCS A CO3/IaHUSI COBPEMEHHOTO A/ep-
HOTO OpyXHud, I'pynmna mpomoimkaeT OOUTENBHO CIEIUTh 33 COOTBETCTBYIOIIEH Ies-
TEIbHOCTHIO U PAaOOUYUM COCTOSHUEM PEAKTOPA.

8.  Ha HeckonbKMX IUIOIIAZKaX BOKPYT 3TOTO JIETKOBOJHOIO peakTopa MpPOAOIKa-
JIMCh CTPOUTENbHBIE PaboTH, a ¢ Hayana 2023 rona npoaoIKaloTCs HHTEHCUBHBIE pa-
0OTHI 10 CTPOUTENLCTBY 3/laHUIl B palioHEe Ha caMOM Iore OT peakTopa. Bmecre ¢ TeM
Ha3Ha4YCHUE 3TUX 3[JaHUM HEU3BECTHO (CM. MpHUIIOKEHHUE 2).

Pucynoxk I
CoOpoc BoabI U3 JIETKOBOJHOIO peaKkTopa

17 December 2023

HUcemounux: Planet Labs, 17 nexabps 2023 roxa.

DKcIlepuMeHTaIbHAS aTOMHAs ekTpocTtanius B Moub6éune (5 MBT (3))

9. prrma mpoaoJrKaia HaGJ’HOI[aTB 3a C6pOCOM oxnaxc/:[a}omei/‘l BOAbI U3 p€aKTOpa,
KOTOpBIﬁ MNEepUuoOANYCCKU MPEPbIBAJICA B NEPUOA C CEPEANHBI CeHTH6pH o CCpeAnHyY
OKT${6pH, Korja p€akTop nNpeArnoJ0XKUTCIbHO OCTaHaBJ’II/IBaJICHG. KpOMe TOTO0, PSAAOM C
peakTopomM OBLIIO 3aMEUYEHO0 HECKOJILKO aBTOMAIIWH. B z[eKa6pe " sgHBape Ha6mo;1ancs[
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5 Panee I'pynma coo6miana o ToM, 4TO B CEBEPHOM TOUKE OCYIIECTBIAICSA IEPHOANYECKHUI cOPOC
Bozsl (cM. S/2023/171, nyHnkt 8 u npunoxenue 3, u S/2023/656, nyHKT 6 u npuioxeHue 3).
5 B03MOHO, OCTAHOBKA ObLjIa CBA3aHA C TEXHUYECKMM OOCITyKHBAHHEM PEAKTOPA.
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MIPEANOIOKUTEIBHBIH BRIOPOC Mapa U3 MAaIMHHOTO 3aja, PACIlOJIOKEHHOTO PSIOM C
pEaKTOPHBIM 3/IaHHEM (CM. IPUIOKEHUE 3).

Pannoxumuueckas nabopatopus

10. B xonue utonst I'pynna nHaGmrogana AbIM M3 TPYOBI TEIUIOBOTO SHEProbioka.
DOnu301uYeCKUil XapakTep BHIOPOCOB, TO-BUJUMOMY, CBUIETEIHCTBYET O TOM, YTO TO
CBsI3aHO C 00pabOTKOW OTXOMOB WJIM IPOBEJEHHUEM TEXHUYECKOTO OOCIyKHBaHUS.
I'pynmna Habmroxana npoBeieHUE MEIKUX 3€MJIISIHBIX paboT U 3aMeTHIIa IPEAMETHI, T10-
X0XHUe Ha SIIUKH, HEMOoJaJIeKy OT MpPEeANoaraeMoro sAepHOTO XpaHWIHINA (KOHEIl
HIOHS), @ TaKXKe CTPOUTEIbCTBO JOPOTH U PHIThE TPaHIIEH Ha yyacTKe MEXIY 3THM
3llaHHEM W COCEJHHMM IepepadaThIBAIOIUM HpeANpusiTeM (OKTIOph — HOSODH).
CnyTHHKOBbIE CHUMKH HE TTOKa3bIBAIOT CYIIECTBEHHBIX U3MEHEHUI Ha APYroM Mpen-
I0JIaraeMoOM MECTe XpaHEeHHUs sJIEPHBIX OTXO0J0B, KOTOPOE OBIIIO BHIKONAHO B MapTe U
HaXOJUTCS K CEBEPO-BOCTOKY OT jlaGopatopuu (cM. npunoxenue 4)7.

3aB0oJI 10 U3TOTOBJICHUIO SIEPHBIX TOIUIMBHBIX cTepxkHell B loHOEHE

11. 22 Hos6ps MATATD cooOumuio, 9T0 UMEIOTCS MPU3HAKU MPOJOJDKCHHUSA padboT
Ha neHTpU(YXKHOM ycTaHOBKE 10 060ralleHUI0 U B MpUcTpoiike k Heit®. [Tepuognue-
cku ['pynmna 3ameyasna Takxke BO3MOXHBIC IPU3HAKH MPOIOJIKEHUS paboT MoOJIn30CTH
OT 3THX 3MaHuii. B TeueHue orueTHOro mepuoma [pymma He Habmromana BHIOPOCOB
JpIMa Ha TPEINPUSTUN 1O W3TOTOBICHHUIO TOIUIMBA Ha OCHOBE JHMOKCHJA ypaHa, 4To
yKa3bIBaeT Ha TO, YTO B 3TOM 3[JaHUU HE MPOBOJUIKCH PabOTHI 10 U3TOTOBICHUIO JTU-
OKCH/Ia ypaHa U3 ypaHoBoro konueHtpara’. OJHO M3 rocylapcTB-4JIEHOB TIPHILIO K
BBIBOJIY O TOM, YTO HEOOXOAUMBIC MaTepualbl y)Ke HAaKOIUICHBI U YTO PEKOHCTPYKIIHS
NPEANPHUATHS HE MOBIMsIa OBl Ha MporpaMMmy oOoramieHds ypaHa (CM. IPHIIOXKe-
Hue 5).

Ypanoswiii pyonuk u oboeamumenvnoe npeonpusmue 6 IIxéncane

12.  Ilo MHeHMIO OJHOTO M3 rocyaapcTB-uiieHoB, Kopeiickas Hapomguo-/lemokpaTu-
yeckass PecnyOnuka mojgydaer AOCTAaTOYHOE KOJWYECTBO YPAaHOBOW pyJIbl IS MOJ-
JIEPKKU CBOEH SIAEPHONW OpYyXKEHHOU NIpOrpaMMbl, OJHAKO I INOIAJAEPKKH IPO-
IpaMMBl SIA€PHON SHEPreTHKH €if moTpebdyeTcst HApaCTUTh CBOM MOLHOCTH I10 100bIYe
ypaHa. CITyTHUKOBBIE CHUMKH ITOKa3bIBAIOT JalbHENIIee yBETUYCHHE TEPPUKOHOB OT-
BaJIbHBIX IIOPOJ HA OJJHOM U3 YPAaHOBBIX PYIHUKOB U TBEPJABIX OTXOJOB B XBOCTOXpa-
HUJIMIIE, YTO CBHJETENbCTBYET O GYHKIMOHUPOBAHUMU npeanpustus. Ha npennpus-
THH HaOJII0aeTCs peryIsipHOE ABHKEHHE KeIe3HOOPOKHBIX BarOHOB (CM. IPUII0XKe-
Hue 6).

Hcnvimamenvuuiii nonuzon «Ilxynzepuy

13.  CnyTHHKOBBIE CHUMKH, ClI€JIaHHBIE B IIEPUOJI C HIOJSA 1O AeKaOph, MOKA3BIBAIOT
HE3HAYUTENIbHYI0 aKTUBHOCTH Ha dTOM IMoJuroHe. B nexabpe u sHBape B paiioHe aj-
MHHHUCTPATUBHOTO KOMIIJIEKCA M KOMaHIHOTO LIEHTpa OBIJIN 3aMeUYeHbI CIeAbl aBTOMa-
IIUH (CM. TIPIJIOXKEHHe 7).

" Takke M3BECTHO MO/ HA3BAHMEM «CTAPBIH MOJUTOH ISl 3aXOPOHEHHS OTXOI0BY.
Cwum. taxxe S/2023/656, n. 8 u npunoxenue 5-1.

8 Cm. www.iaea.org/newscenter/statements/iaea-director-generals-introductory-statement-to-the-
board-of-governors-22-november-2023.

® §/2023/656, npunoxenue 6-2.
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Jpyeue o6vexkmol

14. T'pynma mpojoJiKaeT CICIUTH 33 NesITEIbHOCTHIO B OKpeCTHOCTAX KaHCcOHa 1 Ha
o0bekTe B MongokTOHE (CM. TpuinoxkeHue 8).

bannucruueckue PaKeTbI

15. Kopeiickas Haponmno-J/lemokpatuueckas PecmyOnnka mpojoinkana 00XOIUTH
caHknuy, BBeacHHbIe CoBeTOM Be30macHOCTH, B 4aCTHOCTH OCYIIECTBISIA MYCKU
0aJUTMCTUYCCKUX paKeT (CM. MPUIIOKECHUE 9) U paKeT-HOCHUTEJICH CIIyTHHUKOB, BBEJIA B
CTpPO¥ MOJABOIAHYIO JIOAKY, MPEAMOIOKUTEIHFHO BOOPYKCHHYIO OAJITUCTHYCCKUMU pa-
KeTaMH, ¥ paclpolaraHupoBaia 3T coObITHs (cM. mprioxenue 10), a Takxke cTaH-
JapTU3UPOBaja MPOU3BOACTBO OAJUTUCTUICCKUX PAKET.

16. Ha ocHoBe 3amedanuii u MHPOpPMALUHU, MONYYEHHBIX OT HECKOJIBKHX TOCY-
JapcTB-WICHOB, [ pynma npumia Kk BeIBOAY o ToM, uto Kopelickas Haponuo-/lemo-
Kpatudeckas PecnyOnuka noOwmiiach yClexoB B CIENYIONIMX acleKTax CBOEH Ipo-
IrpaMMBbI 110 0AJNIMCTUYECKUM paKeTaM:

a)  XapaKTepUCTHUKH, T.€. HaJCKHOCTh, MAHEBPEHHOCTh U TOYHOCTH IIPU CO-
XpaHEHHUH JaJbHOCTH;

b)  MHUHOMETHBIH CTapT, T.e. BHITAJIKMBAHWUE PAKEThl U3 IYCKOBOTO KOHTEH-
Hepa, IpU KOTOPOM O00EeCHEeUMBAETCs 3allUTa e€e COIUla WM coIes (CM. NpHUIIoXKe-
Hue 11-12);

C)  BO3AYMIHBIH B3pBIB (BO3MOXHO), T.C. ICTOHAIUA B aTMOc(epe Ha pacueT-
HOM BBICOTE;

d) TpOU3BOACTBO TPAHCIOPTHO-YCTAHOBOYHBIX IYCKOBBIX MEXaHH3MOB
(TYIIM);

€) OKUBydYecTb, oOecledyMBaecMas HCIIOJIb30BAHUEM pa3IUYHBIX ILIATHOPM,
reorpauueckiuM paccpeoTOueHHEM U MOOHIIbLHOCTBIO;

f) TOTOBHOCTh, O KOTOPOW CBHUJETEIHCTBYIOT MHOTOUYHCIEHHBIE COOOIIEHUS
Kopeiickoit Haponuo-/lemokpaTudeckoit Pecny6nuku o mpoBeIeHUH «yUEeHHI» U CO-
3/laHUH 3aI1aCOB PaKeT.

17.  Kopeiickas Haponno-J/lemokparuueckass Pecny6iamka 1eMOHCTPUPYET HAJIUUHE
Bce 0oyiee BHYMIMTENBHOTO apceHana OalMCTHYECKMX PAKeT Majol JalbHOCTH
(BPM)*. Teepaoromnueusie BPMJI, 3anyleHHble B cepuiiHOE NPOU3BOACTBO, CIIO-
CO6HI)I COBEpIIATH aapOJJ;I/IHaMI/IlIeCKI/Iﬁ IMOJICT Ha MaJIbIX BBICOTAX U MAHECBPUPOBATH B
nonetell.

18.  Otm mocTukeHHs OBLIM OTMEUEHBI IOCJEe BBHICTABKH BOOPYXKEHHH M BOEHHOTO
mapana B lIxenssHe (cM. mpuioxkeHue 10). OHH ABISIOTCS pe3yIbTaTOM «IATHIET-
HEero IUIaHa Pa3BHUTHSA HAYKH U OPYXKEHHBIX cucTeM», KOoTophlil ormacun Kum Yen bln

B ssuBape 2021 roga na VIII cnesne Tpynosoit mapruut?,

0 pynma ucmone3syer cieayiomue TEPMUHbL: GalIUCTUYECKUE PAKeTh Manoii aansHocTu (BPMJI),
Oannuctudyeckue pakeTsl cpenneid qanpHocTH (BPCJl)/6annucTudueckue pakeThl MPOMEXYTOIHOM
nansHOCTH (BPII/I), MexxkoHTHHEHTaIbHBIE OauncTuyeckue pakeTsl (MBP), Gamnuctuueckue
paketsl noaBogHbIX J0a0k (BPILJI). Ipyrue uzBectHele 0003HaU€HUS PAKETHBIX CUCTEM
YKa3bIBAIOTCS B CKOOKax Mociie OCHOBHOTO 0003Ha4YeHUs, HalpuMep, «“XpacoH-11Ga”
(“XBacou-11A”, KN-23)».

11 Tloner MBP «XBacoH-18» Takxke POXOAMI MO HECTAHAAPTHOH TPAEKTOPHH, YTO MOTIIO U3MEHUTH
NepBOHAaYaIbHbIE PACUEThl KOOPAMHAT €€ 1eH 12 UIos, IOCKOIbKY OHA JIeTeNa 110 TPAaeKTOPHUHU
MaKCHMaJIbHOH NaJIbHOCTH I10JIeTa, a 3aTeM BBIIIA HA BOCXOJSILIYIO TPAEKTOPHIO.

12.8/2021/211, n. 17.
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19. Kopeiickas Haponuo-/lemokpaTuueckas PecnyOnuka 3asBuiia, 4To CpeICTBAMH
JOCTaBKH SACPHBIX 00€3apsiIoB MOTYT CIYXXUTh HE TOJIHKO MEKKOHTHHEHTAJbHbIE
6amnuctuyeckue paketsl (MBP), HO n 3anmynieHHbIe B mpou3BoacTBo BPM/I, a Takxe
HOBasl «TaKTUYEeCKas aTOMHAasi MHOTOIleleBasi MOABOJHAS JOAKa», B CBSI3U C 4EM IPO-
TUBHUKY MPUAETCS OIpPENENsTh, KaKkas TaKTH4yeckas OajuiMcTHYecKas pakera Hecer
00BIYHYIO OOEBYIO YacTh, a Kakas — SIJEPHYIO0, YTO CO3JaeT BEPOSITHOCTH OIIUOKH.
30 aBrycTa B X0/€ y4eHU, O-BUAMMOMY, IIpeIHAa3HAUYCHHBIX JIJIs1 OTPaOOTKU HaHe-
CEeHMsI TAaKTHMYECKOTO SIAEPHOro ynapa, OblIM NMpoBeleHbl mycku nByX BPMJI «XBa-
coH-11Na» («XBacoH-11B», KN-24) , uto eme Oojee akUEHTHPYET HTOT acHEKT
(cM. mpunoxxerue 13). DT coOBITHS TOBOPST O TOM, YTO CTpaHa PacCUUTHIBAET HC-
M0JIb30BaTh (PaKTOP HEONPENEIECHHOCTH B PACIIO3HABAHUH S JEPHOTO UIIU HESJIEPHOTO
CHapsDKeHUs: 00EBOM 4acTH JJIsl YCUJICHUS! CBOETO CIIEPKUBAHUS.

Pucynoxk II
Henasnue co0biTus B Kopeiickoii Haponno-/lemokparnyeckoii Pecnyoanke,
CBSI3aHHbIE C MCNIOJb30BAHUEM TEXHOJIOTHH 0A/NINCTHYECKUX PaKeT
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Hcemounuxk: I'pynna.

Pakemnwie nyCKu U ucnvlmaHus osuzcameneti

20. 18 nexabps Kopeiickas Haponno-J/lemokparnueckas PecnyOnnka ocyniecTsuiia
Tpetuil B 2023 roay nyck tpexctyneHuatoil MbP «XBacon-18» no Bocxonsmeit Tpa-
€KTOPHH BO M30eXaHUe MaJeHHUs CTyleHEH B BOJBI COCEIHUX TOCYJapCcTB. DTO IMpoO-
JE€MOHCTPUPOBATIO YCTOMUMBYI CKOPOCTb FOPEHMSI U MOTEHIUAIBHYIO JAJbHOCTb.
OIHO M3 TOCYNapCTB-WIEHOB COOOMIMIIO, YTO pakeTa JOCTUIIIAa MAaKCUMAaJbHOM BBI-
cotel B 6000 kM, a 3arem ynana B 1000 kM oT Touku mycka B Mope K BOCTOKy oT Ko-
pelickoro monlyocTpoBa. [pynma ompegenuna MeECTOHAXO0XKAEHUE TOUKH IycKa
(cm. mpustoxxenust 11 u 12). Beibop 3TOoro Mecta MoxxeT OBITh OOYCIIOBJIEH TEM, YTO
MallMHBl C TPAHCHOPTHO-YCTAHOBOYHBIMU MYCKOBBIMU MEXaHU3MaMH MOTYT
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nepeMenarbesl TOIBKO M0 YK€ MPOBEPEHHBIM U, BOBMOXKHO, YCHJICHHBIM JOpOraM B
palioHe, KOTOPBIM CYUTAETCS MPUTOAHBIM ISl pa3BEPTHIBAHUS MalluH OoOecleyeHusl.
DTOT MycK, MPOBEAEHHBIN MO/ pyKoBoacTBOM ['eHepanbHOro pakeTHoTo 610po 3, cran
JIEMOHCTpAIMEl OTHOCUTENBHON MOOUIBHOCTH ™ «XBacoH-18» (xuakocTHeie MBP
HaxOAsTCS TOJIBKO B MEXIyHapoaHOM asponopTy CyHaH), TOTOBHOCTH €€ Ha3eMHOU
U TOIUTMBO3aNPaBOYHON MHPACTPYKTYPHI U CKIaJCKUX 0OOBEKTOB, €€ HaJAC)KHOCTH U
yIpaBJICHHs OTAEJICHHEM CTyneHeid. HekoTopble BHEIIHME SKCHEPTHI OJAraloT, YTO
JUIIMHA 3TOM pakeThl coOCTaBIsieT nmopsaka 23,5 M, a ee macca — oT 54 1o 61 TOHHBI, U
CYHMTAIOT, YTO OHA ObLJIa CO3/aHa B CTOJIb KOPOTKHE, 10-BUAUMOMY, CPOKH BCIIEICTBHE
KOIIMPOBAaHMS HEKOTOPHIX HHOCTPAHHBIX PAKETHBIX Y3JIOB U TEXHOJIOTHIl, B YaCTHOCTH
TEXHOJIOTUY MHHOMETHOTO cTapTals.

Pucysnox III
IIyck Me:KKOHTHHEHTAJBHOM 0AJNINCTHYECKOI pakeThl «XBacoH-18», 18 nexadps
2023 roga

Hcmounuxk: LentpanbHoe Tenerpadroe arenrctso Kopen.

18.§/2023/656, n. 16 u npunoxenue 1.

14 Tam xe, n. 14.

15 Cwm. npunoxenue 12 u www.nonproliferation.eu/hcoc/wp-content/uploads/2023/01/NORTH-
KOREAN-SHORT-RANGE-SYSTEMS.pdf.
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Pucynox IV

CrapToBble NO3MIMHU MEKKOHTHHEHTAIbLHBIX 0AJIMCTHYECKHX PAKeT
«XBacoH-18», pacnoJioikeHHbIe HA paccTOIHUM 20 KM K ceBepo-BOCTOKY
ot IIxeHbsiHa

Hcemounuk: Maxar (¢ koMMeHTapusiMu ['pynmer).

21. Kopeiickas Hapomno-/lemokparmdeckas PecmyOnuka mpoBena mycku BPMJ]
30 aBrycrta, 13 cenTsa6ps u 17 nexabps, a 14 sHBaps mpoBela IMycK MpearnoiaracMon
TBEPAOTOIIINBHOM OAIITHCTHIECKONW paKeThl MPOMEKYTOIHOH NaIbHOCTH (CM. TIPUIIO-
xKxeHue 23).
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Pucynox V
IIycku 0animcTH4ecKnX pakeT, npoBeaeHHbIe Kopeiickoit Haponno-
Jdemoxparnueckoii Pecny0mnkoii

BALLISTIC MISSILES LAUNCHED BY THE DPRK
FROM 2018 TO JAMUARY 2024

. SREM MREM/IREM  ®ICEM  mSLBM  ©:Space luncher
~T3
B &
33
- 57
: |
1 ]
., 11 -
- 5
11 — —
0 4 1
2018 2019 2020 2021 2022 023 Jam. 2024

Coxpawenus: BPM]] — 6annuctrueckas pakera Manoiu ganbHocTH; BPITJ] — Oamnuctudyeckas
pakeTa mpoMexyTouHol nanbHocTh; BPIIJI — GamnucTHdeckast pakeTa MoJBOAHBIX JOIOK;
BPCJ/] — Gamnuctuueckas pakeTra cpelHei ganbHocTu; MBP — MeXKOHTHHEHTabHas Oai-
JIUCTUYECKAs paKkeTa.

Hcmounuk: I'pynna.

Boennuviii cnymuux nabniooenus

22. 21 HOs6ps, MOCHE ABYX HEYAAYHBIX HMOMBITOK, NpeAnpHHATHIX 31 Mas u 24 aB-
rycta 2023 romga (cM. mpunoxenue 14), HannoHanpHOE yIpaBiieHHE aBHAIMOHHO-
KOCMHYECKUX TEXHOJOTHH, KOTOpOoe HeAaBHO OBIIO MepenMeHoBaHo U3 Hanmonans-
HOTO YTNPAaBICHHUS IO OCBOCHHIO BO3AYIIHO-KOCMHUYECKOTO MPOCTPAHCTBA, YCIEIIHO
BBIBEJIO BOCHHBIN CYTHUK HAOMIOACHUS Ha KBA3HUCTAMOHAPHYIO OPOUTY (CM. IPHUIIO-
xeHue 15). Ilepen myckom 24 aBrycrta Kopelickas Hapoguo-/lemoxpatuueckas Pec-
ny6auka npenynpennna beperosyio oxpany fAnonun kak koopanuHatropa HABAPEA
0 palioHEe TpeArnojaraeMoro MaJeHus pakeTel-HocuTens «Yommuma-1», HO He
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npeaynpeanaa MesxkayHapoaHyo MopcKyio opranusanuio (MMO), Mexaynapon-
HYI0 OpTaHU3AlUI0 TPAXKIAHCKON aBHAIMK WIH MEXKIYHApOIHBIH COI03 3JIEKTPO-

CBA3H.

23. prnna HanpaBuia COOTBeTCTByIOHII/Iﬁ 3a0pocC U OKUAACT 3aBCpUICHUA ITPOBO-
AUMOTO NPpaBUTECIbCTBOM PeCHy6J’II/IKI/I Kopeﬂ OGCJ’IG[[OB&HI/IH OGHOMKOB, HU3BJICYCHHBIX
MOoCJIC MEPBOI0 HEYAAYHOT'O IIyCKa.

24.  CornacHo MOCIEHUM OTKPBITBIM JaHHbIM Y, 26 sHBaps cnyTHUK « Mayiurén-1»
BCE ellle HaxoAmWIcs Ha cTa0WiIbHOW opOute ¢ mapamerpamu 512 kM Ha 488 kM. Ilo
cocrosinuio Ha 26 ssaBaps Kopeiickas Haponuo-Jlemokparuueckas Pecnyonuka He 3a-
perucTpupoBana 3TOT CIYTHUK B peecTpe YIpaBlIeHHS MO BOIPOCAM KOCMHUYECKOTO
npoctpancTBa. Kum Uen bl 00bsiBHNI 0 IUIaHax 3amycka €lie TPeX CIIyTHHKOB B
2024 rony (cMm. mpuiioxenue 15).

25. Kocmuueckas mporpamma CTpaHbl OCHOBBIBAETCS Ha €€ Iporpamme 1o Oamiu-
CTHYECKHMM PAaKeTaM, O YeM TOBOPUIOCH B MPEABLAYIIMX Aoknagax Ipynnsi® u o uem
CBUJIETENBCTBYET UCIIOIb30BAHUE aHAJOTMYHOIO JBUIaTels: IIepBasi CTylIEHb KOCMH-
4yecKol pakeTbl-HOcuTenst «Homnuma-1», 3anymeHnHoi 21 HosOps, OblIa mpeanosno-
KUTEIbHO OCHAIIEHA JBYXKaMEPHBIM KHAKOCTHBIM JBHUTaTelleM, aHaJIOTrHYHbIM PJI-
250 (geuratens Tuna «Ilskrycan» B knaccudukanuu Kopeiickoit Hapoauno-Jlemo-
Kparudeckoil PecryOnuku), B IByXIBUTaTeIbHONH KOMIIOHOBKE C YETHIPhMS COILIIAMH,
kak u nepBas ctynenb MBP «XBacon-17». [loka3zareiapHoe IPUCYTCTBHE HA CTapTO-
BOH IJIOMIAJIKE BYX KJIIOUEBBIX (UTYp B OAJTHCTUYECKOI NporpaMme CTpaHbl — 3a-

MecTHTeNs aupekropa Jlemapramenrta opyxkeiiHoll mpombimiennoctu (KPe.028)2°

Kum En Cuxa (KPe.066) u rnaswl I'enepanbHoro pakeTHoro 6ropo Uxan Uxan Xa
(KPe.037) — Ttakxe CBUACTEIBCTBYET O CYLIECTBEHHOM IE€PECEYCHUH FTUX IIPO-
rpamMm (cM. nyHKT 30). U Hao6opot, Kopeiickas Haponno-/lemokparuueckas Pecmy06-
JIMKA 3as9BUIIA, YTO « Majuturén-1» Oyaer NojiepKUBaTh 3aIBJIeHHBIH% €10 MoTeHIMa
MBEP.

Pucynok VI
3anyck pakeTrbl-HOcHTeas «Honauma-1» 21 HosaOpst 2023 roga: geTanbHoe
U300pakeHHe YeThIPEXCOMJIOBOT0 KUAKOCTHOTO IBUTATEJISI

Hwasong-17 ICBM

Hcemounux: LentpansHoe teneBuaeHue Kopen u LlenrpansHoe Tenerpaduoe arenrcrso Kopew.

16 Tlepen mepBBIM MyCKOM, KOTOPBIHA cocTosicst 30 mas 2023 rona, ona Hanpasuwia UMO
npeanyckoBoe yBenomienue (cMm. S/2023/656, mynkr 21).

7 Cm. www.space-track.org/.

18 Cwm., manpumep, S/2013/337.

1% Cwm. npunoxenune 16; S/2021/211, m. 17; S/2018/171, nn. 13 u 14.

2 Ipynmna coobuimia 06 yuactuu JlenapTaMeHTa opyske HHOM TPOMBINIIEHHOCTH B IPOEKTE
«bluxa-3» (cm. S/2013/337, myukr 37).

2 Nlnst aT0TO0 MOTpebyeTcs 06€CMEUnTh SHEPTETUYECKH ONITUMABHYIO TPAEKTOPHIO C MONMpPAaBKOi Ha
HEOOXOAMMOCTh CO3JIaHMs YCIOBUIl AN BXoaa O0eBOW 4acTH B aTMOChepy.
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Pucynox VII

O¢pnnnanbHeIii IaKaT ¢ u3o06paxxenneM «Manaurén-1», napsamero

HaJ ME)KKOHTHHEHTAJBbHBIMHU 0AJIMCTHYECKHMHU pakeTaMu «XBacoH-17»
U «XBacoH-18»

HUcmounuk: Uentpansnoe Tenerpaduoe arentctBo Kopeun (HeopuumnanbHbIN MEpeBOa: «Ias,
KOTOPBI BUAUT HA PACCTOSTHUH, MOIIHBIH KyJaK, KOTOPbI MOXKET CBAJIUTh HA 3€MJIIO
JIF000TO0Y).

B600 6 cmpoil n00600HOU 100KU ¢ baiIuCcMUYecKUMU paKemamu

26. 6 ceHTsA0ps Ha cynoctpoutenabHoM npennpustuu B Cunno (ITouns) Kopetickas
Haponno-Jlemokparuueckas PecnyOnuka cnycTusia Ha BOJY MOJBOIHYIO J0AKYy «le-
poii Kum I'ya Ok» (6opToBoit HoMep 841), koTopas npeacrasisieTr coboi MoauG UITH-
POBaHHYIO MTOABOJIHYIO JOAKY IpoekTa 633 (Tun «Pomeo») ¢ JOMOTHUTEIBHBIM OTCE-
KOM B cpeHell 4acTu s pa3MeUIeHUs AeCITH BEPTUKAJIbHBIX TyCKOBBIX YCTaHOBOK.
OHa cTajia BTOpOi B CTpaHe MOABOAHOM JOAKOH ¢ OaITHCTUYECKUMH PaKeTaMHU MO CJIe
noaBoaHoi noaku «8.24 Euryn» («epou 24 aBryctay), KoTopas Oblia BIIEpBbIE TIPO-
nemoHnctpuposana B 2014 roxy??. Kum UYen blH mpucyTCTBOBal Ha LIEPEMOHUH H
Ha3BaJ MOABOAHYIO JOAKY 841 «TakTHUEeCKOW aTOMHOM MOJABOJHOM JIOAKOW», UMES B
BHJly €€ PaKeTHOE BOOPYXEHHE, a He OOBIYHYIO JM3ENbHYI CHUJIOBYIO YCTaHOBKY
(cMm. mpunoxenue 17).

27. XomoBbI€ UCNBITAHUSA MOABOIHOM JOAKHU 841 N7 MPOBEPKU €€ MOPEXOIHBIX Ka-
YeCTB MOKa HE NMPOBOJUINCH, a €€ CIIOCOOHOCTh MPOU3BECTH M BBLACP)KATH MOABOI-
HBIH MJIM HaJIBOAHBIN MyCK OaJIIMCTUYECKOM paKeThl ellle He JoKa3aHa.

28. Kum Yen bl o0bsiBun, uto Kopeiickas Hapoano-/lemokparuueckas Pecry0-
JMKa HaMepeHa MOAEPHU3UPOBATh AHAJIOTUYHBIM 00Pa30M BeCh CBOH (IOT MOIBOA-
HBIX JIOZOK THNa «PomMeoy», co31aB Ha UX OCHOBE TAKOE€ K€ KOJHMYECTBO MOOMIBHBIX
MyCKOBBIX IJIAT(GOPM, KaK M KOJIMYECTBO TPAHCHOPTHO-YCTAHOBOYHBIX ITYCKOBBIX
KOMIIJIEKCOB, YTO ellje OO0JIbIIe YCIOKHUT OTCIEKUBAHUE CTAPTOBBIX NO3UIUH Oaniu-
ctuueckux pakerT. [Toxoxe, 4To co3naHue moABOAHON JToaku 841, a Takke XBacTIHU-
BbIE 3a5BJECHUS O HApAUIMBaHUK (JI0Ta? M JJOJITOCPOUHOM IPOTPaMMe CTPOUTENLCTBA
«aTOMHBIX» TOJBOAHBIX JOJOK NMPHU3BAHBl YKPENHUTh IMPEACTABICHUSA O MOTEHIIHAJE
CTpaHHI.

ﬂpyeue CO6blmu}i, Kacarmouwuecia mexHojaocuu barucmuyeckux pakem

29. B asrycte u saBape Kum Uen blu moceTw: 3aBogbI MO0 MPOU3BOACTBY OAJITUCTH-
yeckux pakeT. OH MpHU3BaJ HAPACTUTH MPOM3BOJCTBO TPAHCHOPTHO-YCTAHOBOUYHBIX
ITyCKOBBIX KOMIIJIEKCOB W pakeT (cMm. mprmioxeHus 18-21). IToTreHuman cTpaHBI MO
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S/2012/150, 1. 40.
JInme 1Ba cy10CTPOUTENBHBIX MPEANPUATHS TOAXOAAT I pelIeHus dTol 3aaaun. [To oneHkam
OJHOTO U3 FOCYAapCTB-4ICHOB, Ha 3T0 moTpedyercsa 6onee 30 meT.
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MIPOU3BOACTBY TPAHCIIOPTHO-YCTAHOBOUHBIX ITyCKOBBIX KOMIIJIEKCOB 3aMETHO PaCIIH-
puicst (cMm. mpuioxenue 18). Bputo BugHO OosbIIOE KOJMYECTBO KOPILYCOB JUIS
BPM/]I cepun «XBacoH-11».

ﬂeﬂmEﬂbHOC‘mb KAI04e8bIX OONHNCHOCHIHBIX auy

30. TI'pymma ormeruia, uto B coctaB aenerannu Kum Uen blua, koropas Haxoaunach
B Poccuiickoit ®enepanuu B nepuox ¢ 13 mo 17 centsOps, 6pu1u BriroueHs! Jlu [1én
Uxyne (KPi.076), Kum Yon Cuk (KPi.066) u Uxan Uxan Xa (KPi.037) (cm. npuio-
xeHue 23). [To HeKOTOPBIM CBEIEHUSIM, B COCTAB JIeJIeraluu Takke Bxoaua Yxo UxyH
Pén (KPi.038). I'pynna obparunace xk Poccuiickoit denepanuu ¢ 3anpocom 1o noBoay
9TOTO Ccilydast HecoONI0eHNs COOTBETCTBYONMUX pe3ontonuil CoBera bezonacHoctn
U 0XKUJAeT €€ OTBETA.

Tabauna 1

IMpucyrcTBHE JOMKHOCTHBIX JHI, NPUYACTHBIX K nporpamme Kopeiickoii
Haponno-/emoxparuueckoii Pecny0inku mo 6ajjincTHYeCKUM paKkeTam,
Ha NYOJMYHBIX MEPONPUSITUAX

. Cho . . Chang
Ri Choll Pak I Kim J Sik
PKyI(:_nf?é © ch "8 | Chun Ryong KPOEEG Chang Ha
- on KPi.038 t KPi.037
Tour of
weapons factories L ] [ ] )
3 to 12 August 2023
Tour of naval facilities °
3 September 2023
Hero Kim Jung Hok
submarine launch L] L]

6 September 2023
Official visit to the

Russian Federation L] [ ] L] ] [ ]
13 to 16 September 2023

Chollima-1 SLV launch
21 November 2023

Visits to the NATA
General Control Center L]
22/24 November 2023
ICBM launch
(Hwasong-18) L] L]

19 December 2023

Inspection of
TEL factories L] L] L]
5 to 10 Januvary 2024

Coxpawenua: MBP — MeXKOHTHHEHTalbHas OamnucTudeckas pakera; HATA —
HaumonansHoe ynpasieHre aBUaLIMOHHO-KOCMHUECcKUX TexHonorui; CPH — cnyTHukoBas
paketa-HOcHuTENb; TYIIM — TpaHCNIOPTHO-YCTaHOBOYHBIM ITyCKOBOW MEXaHU3M.

HUcmounuxk: llenrpanbHoe Tenerpaduoe areHTcTBo Kopen, coo6menus arearctsa ®panc IIpece
u «Poccus 24», npoananu3zuposaHHble [ pynmnoii.

IIpumeuanue: B nexabpe ObiBIINK HavanbHUK ['eHepanbHOTO ITada Kopeiickoit HapoxgHoi
apmuu [Tak Yen UxoH OblT BHOBB M30paH Ha JNOHKHOCTH 3aMECTHUTENS MpeaceaaTes
LlenTpanbHO BOGHHOH KOMHUCCHH TpynoBOil MapTuu, KOTOPYIO OH 3aHMUMAaJ paHee.
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3a1<yn0tma}z 0essmenbHOCb

31. Ot aByx rocynapcTB-uieHoB [ pynna nomyunna HHGOPMAIUIO O TOM, YTO I'PaX-
nanun Kopeiickoit Hapoano-Jlemokpatuueckoii Pecny6nuku Yo Uxons Mun?, xoro-
PBIi, IO COOOLIEHUSIM, SIBIISIETCS IPEICTaBUTENEeM BTOpoil akajgeMuy eCTeCTBEHHBIX
nayk (KPe.018), BMecTe co cBoeii xenoit Yo Yu Yon? yuactBoBan ot umenu Kopeii-
ckoit Hapongno-Jlemokparnueckoid PecnyOnuku B 3aKynke MaTepHaaoB, UCHOJb3ye-
MBIX B IIPOU3BOJICTBE OamnucTuyeckux paker. Kak coodbmaercs, B 2023 roay r-u Yo
MTOMHUMO ITPOYEH AeSITeJPHOCTH y4acTBOBA B MONBITKaX 3aKyNHUTh OJOKH HHEPIUAIIb-
HBIX U3Mepuresnei. [lo uMemuMcs CBeJeHUsIM, ero KeHa, B YaCTHOCTH, o0ecredn-
BaJla KOOPIMHAIUIO C COTpYIHUKaMK BTopoii akafieMun ecCTeCTBEHHBIX HAayK 110 MEHb-
el Mepe OJHOro 3aKa3a Ha MOCTaBKy IIAPUKOMOJUIMIHMKOB JBOWHOrO Ha3Hade-
nun?®, PaccienoBanye NpojosKaeTcs.

32. TIpymnma cuwuraer, yto Kopeiickas Hapoano-J/lemokparnyeckas PecmyOmuka
crana 0oyee caMOAOCTAaTOYHON B c(epe MPOU3BOJICTBA arperaToB U KOMIIOHEHTOB JIJIs
0aJUTMCTUYCCKUX pakeT. BHemIHHWE 3KCHEpThl, B YaCTHOCTH, OTMEUYAalT, YTO CTpaHa
MOXCT M3roTaBJIMBaTh KOpIyca B 6OJ'H>IHI/IX KOJIM4YECTBAX, a TaKXC MOrIJia BBINTH Ha
YPOBCHb IMPOU3BOJACTBA CJIOKHBIX METAIIUYCCKUX ;:[eTaneﬁ JJIA paKeT, BKIIOYasd
KpBUIBYATKH JIJIs1 TYPOOHACOCHBIX arperatoB. Kak oTMeTHIIO OIHO U3 TOCYAapCTB-uJie-
HoB, Kopeiickas Hapomuo-J/lemokparnueckas PecmyOnuka croco0Ha MpOHW3BOIUTH
KOpIlyca pakeT U TPAHCIMOPTHO-YCTAHOBOUHBIE MYCKOBBIE MEXaHU3MBI (CM. MPHUIOKE-
Hus 18-21), omars ke Onaromaps MCIOJB30BAHHIO POTALMOHHO-NPECCOBAIBHOTO
obopymoBanus (cM. mpumioxeHue 19) u, BO3MOXHO, 000pymOBaHUS sl TYyrOBOW
CBapKH BOJb()PaMOBBIM JIEKTPOAOM B CpeJie 3alIUTHOTO ra3a, TpeOyIoIero BEICOKOH
KBanu(UKAIUU OMEPaTOPOB.

33. TIlo wmuenmio I'pynmei, Kopeiickas Haponuo-/lemokpatuueckas PecmyOnuka
BPAJ JIM CII0OCOOHA MPOU3BOANTH BBICOKOKAYECTBEHHOE YIIEPOHOE BOJNOKHOZ . Bme-
cTe ¢ TeM OOBIYHOE YIIIEPOJHOE BOJIOKHO 00Jiee HU3KOTO KayecTBa MOTJIO OBl ylIOBIIe-
TBOPUTH OOJBIINHCTBO HBIHEIIHUX MOTPEOHOCTEN CTpaHBbI I CO3/JaHMS €€ apceHaia
Oamnuctuyeckux paker. OZHO M3 TOCYIapCTB-4JeHOB 3asiBuio, 4Tto Kopeiickas
Hapogno-/lemokparnueckas Pecriybnuka, BepoOsITHO, TO-TIPEAKHEMY HYXKAAETCS B M-
MOPTE CIICUAJIBbHBIX cTajled M aJIOMHUHHSA.

34.  Opnno rocyaapcTBo-ujeH coobmmuio ['pymnme o ToM, uto B 2022 roay npeacTaBu-
tenu Kopelickoit Haponno-Jlemokpatuueckoit PecryOnuku nbITaiuch mpuoopecTy 3a
IpaHUIIEH aJIOMUHUEBBIN MOPONIOK M METaJUIMYeCKUEe CIUIaBHI JI IPOTPaMMBI ATOH
CTpaHBl M0 OaimnucTHYecKUM pakeraMm u uTo B 2023 romy Bropas akamemus ecte-
CTBEHHBIX HAyK IIbITallach UMIIOPTHPOBATh HECKOJIBKO TOHH alIOMHUHHEBO-MarHue-
BOTO cruiaBa AMr6, a Takxe JTUCTHI HEPKABEIOIIEH CTaIH.

35. B cBete ycnemnsix 3anyckoB MBP «XBacoH-18» 1 MOCTaHOBKH Ha BOOPY>KEHHE
6osnee cospemeHHbix bPMJ] Kopeiickoii HaponHo-/lemokpartuueckoii Pecniybnuke B
0O0JIBIIMX KOJUYECTBAX MOTPEOYIOTCS KOMIIOHEHTHI TBEPJOTO TOILIMBA, & TAKXKE HOY -
Xay, B YaCTHOCTH, B 00JaCTH CMELICHHUs, JUThS U OTBEPXKIACHHUS TBEPAOTO TOILIMBA.
HesicHo, cMmoxeT im oHa NMPOWU3BOAUTH OoJnbmIie 0OBEMBI BBICOKOKAYECTBEHHOTO

2

2!

2

2

4

5

o

N

Yo YUxonb Mun (# A T1); nara poxaenus: 3 anpens 1978 roxga; macnopt Ne: 108410050 (cpox
okoH9aHUA aeiictBus: 19 oktabps 2023 roxa).

Yo Yu Yomn, Takxke n3BectHa kak Y'o, Y'H-Uo'H; nata poxaenus: 10 mass 1978 rona;

NeNe nmacnioproB: 108410051 n 654110020 (cpox oxoHuaHus neiictBus: 21 ssuBaps 2019 rona).
Cwm. https://home.treasury.gov/news/press-releases/jy 1539 u www.state.gov/designation-of-two-
dprk-individuals-supporting-the-dprks-unlawful-weapons-of-mass-destruction-and-missile-
programs.

OTOT MaTepuas MOXKHO MCIOIb30BATh AJIsl U3TOTOBICHUS KOPIYCOB ABUTAaTeNel U KOPITyCOB
paket. Ha ppIHKe yriiepogHOro BOJOKHA JOMUHUPYIOT U3BECTHBIC IIPOU3BOAUTEIH, @ LIEHbI HA
HEro B MOCIEAHEe BPeMs Pe3KO BBIPOCIH, YTO YCIOXKHSACT €ro 3aKyIKy.
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aJIOMHHHUEBOTO MOPOIIKA U MepXJiopaTa aTlOMHUHUSA, KaK U Ile MMEHHO OHa HaMmepe-
BaeTCsA ITO JAelaTh, OHAKO U3BECTHO, YTO COOTBETCTBYMOLIas paboTa Beaercs Ha 00-
IIMPHOM MPOMBIILIEHHOM KoMIUIEKce B XamxyHe?, BeposTHo, monubyTajueH ¢ Ko-
HEYHOW THJPOKCHIIBHOW I'PYINIIOi MO-NIpeXHEMY NMPUAETCS 3aKynaTh 3a pyOexom.

36. Kopeiickas Hapoano-Jlemokparuueckass PecnyOnuka MOXET yIelsATh BCE
0oJbIlle BHUMAaHHS 00€CIICYCHUIO TOYHOCTH CBOMX OaNTIMCTHYECCKUX PAKET, 0COOCHHO
paKeT MEHBIICH TaTbHOCTH, YTO, B COYCTAHHHU C MOCTABICHHBIMH IEJISIMH O MPOU3-
BOJICTBY O0abmoro konnuectBa BPM/I, moTpeOyeT 3aKkynku 3a pyOe:KoM BBICOKOKaUe-
CTBCHHBIX THPOCKOIIOB, aKCEICPOMETPOB, OJIOKOB HMHEPIIHATBHBIX H3MEPUTEICH U
3NEKTPOHHOTO 000PYIOBAHUS.

37. TI'pynna pazpaboTtasia cxeMy C yKa3aHHEM HEKOTOPBIX IIPOU3BOaAUMBIX B Kopeii-
ckoll Haponno-/lemokpaTuueckoil Pecny6nuke Miau UMIOOPTUPYEMBIX KPUTHUECKU
Ba)KHBIX TOBAPHBIX MO3UIIMI, KOTOPbIE HEOOXOAUMBI ATOH CTpaHe I €€ MPOTPaMMBbl
o OalTUCTUYeCKUM pakeTaM (cM. pucyHok VIII).

28.8/2019/691, npunoxenue 32.
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Pucynox VIII
O030p KpUTHYECKHN BAaXKHBIX TOBAPHBIX NMO3uNUii, HeoOxonuMbIx Kopeiickoii Haponno-/lemokpaTnueckoii Pecy0iuke s ee
NPOrpamMMeI N0 0ANJIMCTHYECKHM paKeTaM

In bold: identified target of DPRK international procurement between 2018 and 2023,

* Aluminium powder * AlMg and Titanium alloys » Carbon and aramid fiber for + Inertial Measurement * Vernier engines + High-grade steel * Heat shield material incl.
d fr Unit : fi i hit
* Zirconium, beryllium, boron, * High-grade steel fases anc rames nits * Actuators + Separation tne grain graphite
Mg powders + Acrylomtrile precursor and + Accelerometers mechanisms * Heat sink matenal

Jet vane material
Gyroscopes e.g., carbon, tungsten. * Explosive bolts

Stainless steel .
polymerization reactors

= Perchlorate oxidizers Rayon material / Lyocell

Carbon composite for nozzles . .
* Spinning machines, nozzles

. Ox1_dlze-r precursors mcluding | Ball bearings or “spinmerets”™ + Gyro-astro compasses * Software = Spin systems
sodium perchlorate - .
- * GNSS receiver * Countermeasures
. * Turbopumps + Carbonization furnaces
» HTPB binder
. ©o . + Integrated nav. system * SAFF subsystems
. = Impellers for turbopumps + Filament winding machines
» Metal-powder production and . Flectronics + Telemetry units
shaping equipment * Rubber case nsulation + Tape laying machines
* Mixers * Pressuring gas * Kevlar fiber * Software * Sensors
+ C te: » EMP protected circuit
* SP casting tools * Servo valves * Isostatic presses omputer protected cirenits
= Mandrels = T° and pressure sensors + Flow-forming machines!
* Fluid-energy mills * Computer/software + Laser alignment instruments -= Heat and shock-resistant
= Concentrated hydrazine
UDMH/MMH
= Liquid oxidizers incl. nitrogen
tetroxide
« CNC machines’ >

« HMZURDX explostves

Coxpawenus: BBB — BricokoOpu3anTHOe B3pbiBYaTOE BemecTBo (rekcoreH); [HCC — ImoGanpHas HaBUTallMOHHas CITyTHUKOBasi cucremMa; MMH — MoHOMeTIIITHApa3nH;
HAMI" — necumMmeTpudHstii qumetunruapasud; HTPB — nonubyTtanueH ¢ KoHedyHOU ruaApoKcuiabHON rpymnnoii; [IMM — npenoxpaHuTelbHO-UCTIOTHUTEIbHBIN
mexanusm; TBB — TtepMocToiikoe B3pbeiBuaToe BeuiecTBO (okToreH); TT — TBepaoe Tomnuso; UITY — gucnoBoe nporpammuoe yrpasieHue; IMU — 3meKTpoMarHuTHBIH
HMITYJIBC.

! LlenTp Mo mccnenoBanuio MpobieM HepacrpocTpaHneHus uMeHr JxeiiMmca MapTuna cuuraet, uro Kopeiickas Hapoano-JleMokpaTudeckas Pecry6inka HCTIONb3yeT
pOTaIMOHHO-TIPECCOBAIbHOE 000pyIOBaHUE I U3TOTOBJICHUS MeTauTn4eckux kopnycoB BPMJI cepuun «XBacou-11/KN23» u «600-mm cBepXxTsikenoi paketei» KN25.

2 Bo Bpems Bu3uToB Kum Uen blHa Ha 3aHUX MIIaHAX MOKHO BHJETh CTAHKM C YHUCIOBBIM IIPOrPAMMHBIM yIIPaBIEHHMEM, B YaCTHOCTH, HA TPAKTOPHOM 3aBoje B Kanre u Ha
MaIIUHOCTPOUTENILHOM 3aBoJie « TX2COHY, Ille HaXOIUTCS MATHOCEBOM CTAHOK C YHCIOBBIM IPOrPAMMHBIM YIIPaBIS€HUEM 3arpaHUYHOTO, Kak cuuT aet LlenTp nmo
HCCIIEOBAHUIO MTPO0OJIEM HepacpocTpaHeHust uMeHH JlkeliMca MapTrHa, TPpOU3BOICTBA.

Hpumeuanus: Cm. Taxxe S/2014/253. U3zBectHo, uto Kopeiickas Hapoxno-J/lemokparnueckas PecnyOnuka Takke CTPEeMHUTCS OJNYYHTh O()HIIMAIBHBIC CBEICHHS U
MMIUTHIMATHBIC 3HAHUS OTHOCHTEJILHO MCIIOJIb30BaAHUS dTUX CPEICTB/CTAHKOB.

Hemounuxk: I'pynna; S/2014/253; koHCynbTalliy ¢ aHATUTHYCCKUMHU LIEHTPAMU ¥ FOCYIapCTBAMH-4JICHAMHU; HHGOPMALMOHHbII OI0JIICTeHb, 0Ny OIMKOBAHHBII IPaBUTEIBCTBOM
Coenunennsix llltatoB Amepuku B 2020 roay B OTHOIIEHUH 3aKynouHoit nesrenbHocTu Kopeiickoit Haponno-/lemokpatuueckoii PecnyOunku Juist ee mporpaMMsl 110
GaTHCTHYECKUM pakeTaM. JlaHHBIE O 3aKylKaX mpuBeAcHBI B nokymente S/2019/691, nyukt 80 u mpunoxenne 32; S/2020/151, npunoxenue 66; S/2020/840, npunoxenue 6;
S/2021/777, u. 21; S/2022/132, nm. 26, 29 u 30.
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Pexomenganuun

38. TI'pynma pekoMeHAyeT H3MEHHUTh coJep:kalieecs B nepeuHe Ha3panue Hanm-
OHAJIbHOE yINPpaBJeHHE N0 OCBOCHHI0O BO31YUIHO-KOCMHYECKOr0 NMPOCTPAHCTBA
(KPe.029) Ha ero HoBoe Ha3BaHue — HanuonaJibHOe ynpaBjieHHe AaBHAIIMOHHO-
KOCMHMY€CKHUX TeXHOJIOTHii.

39. TI'pynma pekoMeHAyeT BKJIIYHTh B IlepedYeHb, B COOTBETCTBHM C NMYHK-
Tom 27 pesosrounu 2094 (2013) CoBera be3onacHocTd M MyHKTOM 43 pe3oJiio-
nuu 2270 (2016), I'enepanbHoe pakeTHoe 0r0po Kopeiickoii Haponno-/lemoxpa-
THYecKkoi PecnyOianku.

40. TI'pynma pekoMeHAYeT rocylapcTBaM-4JeHAM NPONOJIKAThH pacciaeA0BaHUS
aesarenbHocTH Yo Uxons Muna u Yo YH YoH u, npn HeoOXoAMMOCTH, IPpUMe-
HATH, COO0pPa3HO O00CTOSATEJBCTBAM, MOJOXKEHUSI NYHKTOB 13 m 14 pe3souiro-
nuu 2270 (2016) CoBera be3onacHocTu.

41. TI'pynma pekoMeHAyeT rocylapcTBaM-4JeHaM YIBOUTH YCHUJIUSl MO NpeaoT-
BpallleHUIO NMOCTAaBOK 3anpelleHHbIX npeameToB B Kopeilickyro Hapoano-/lemo-
KpaTtudyeckylo Pecny0iuky M NpuHUMATh BO BHHMaHHe HH(popManuio, nNpuBe-
JeHHYI0 Ha pucyHke VIII, npu oTciie;kuBaHMM onepanuii, KOTOpbie MOI'YT IOA-
najgaTh MO TNOJIOKEHHEe 0 BCeoObeMJIIONIEM KOHTpPOJe, coAep:kamieecss B
nyHkTe 27 pe3osaronuu 2270 (2016) Cosera Be3onacHocTH.

Heocsi3aemas nepegadya TeXHOJOTHI U AesITe1bHOCTh YHUBEPCUTETOB
Kopeiickoii Hapoano-/lemokparunueckoii Pecnydauku

42. T'pynmna mpoaoJiKaeT pacciefoBaTh CIydyau HEOCsA3aeMOU Mmepeaadyn TeXHOIOTHI
B cepax JesATeNbHOCTH, OXBaThiBaeMbIX MyHKTOM 11 pesomonuu 2321 (2016) Co-
BeTa bezonacHocTu.

43. B centsa6pe Kum Uen blu nmocerun /lanpHeBOCTOUYHBINH (enepaibHblil YHUBED-
cuteT Bo BiaguBoctoke, Poccuiickas @enepanus (cMm. mpunoxenue 24). B oTBeT Ha
3anpoc I'pynnsl Poccuiickas @enepauus oTBETHIIA, UTO MEXKIY STUM YHUBEPCUTETOM
u yuebusiMu 3aBeneHuaMu Kopeiickoit Haponno-/lemokparuueckoit PecyGiauku He
CyIIeCTBYyeT aKaJleMUYeCKUX OOMEHOB M B HEM yd4aTcs UMb AETH COTPYAHUKOB KOH-
CyIbCTBA, KOTOPBIE U3y4al0T T'YMaHUTapHbIE HayKH (CM. IpuiIoXkeHue 25).

44. CpenctBa maccoBoii mHpopmanmu Kopeiickoit Hapoano-Jlemokpatuueckoit
Pecrry6nuku cooOuiniu, 4To B ceHTI0pe IIXeHpIHCKHUI yHUBEPCUTET MAIINHOCTPOE-
HUS U MexaMEepUKaHCKUH YHMBEPCUTET B MEKCUKE MOANUCAIHU COITAaLIEHUE O
Ipyk0e u coTpyaHHYecTBE (CM. mpuiIoxkeHue 26). B oreer Ha 3ampoc ['pynnsr Mexa-
MEpPHUKAHCKHHA YHHUBEPCUTET COOOIIMI, YTO B JAeKabpe OH pacTopr 3TO COTNalleHue
(cMm. mpunoxenue 27).

45. Yro kacaercs HayuHOTO paboTrHHKa n3 Kopeiickoit HaponHo-/lemokparuueckoit
Pecny6nuku, kotopsiit ¢ 2020 roma paboTan B 0JHOM HAYYHO-UCCIE0BATEIHCKOM HH-
ctutyte B llIBernu?, to llIBenckoe MUTPALIMOHHOE ATEHTCTBO yBEAOMUIO I'pynmy o
TOM, YTO 3TOT HAy4YHBIN paboTHUK MoKuHYN llIBemuio (cMm. npunoxenue 28).

29.8/2023/656, n. 26 u npuokeHue 26.
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I11.

CCKTOpaJIbHLIe H MOPCKHE CAHKIINH

IMocraBka HedTenpoayKkToB ™

46. K xonmy nekabps aBa rocygapcTa-wieHa odunuanbao coodmunu Komurery o
ImocTaBKax HEPTEIPOAYKTOB, KOTOPEIE COCTABIIIN OKOJIO 48 MPOIEHTOB OT pa3perieH-
Horo Ha 2023 rox rogoBoro numuTta B 500 000 6apperneit (cMm. pucyHok [X).

Pucynok IX

IMocraBku HedpTenpoaykTos B Kopeiickyo Hapoano-/leMoOKpaTHyecKy0
Pecny0auKky, 1aHHbIe 0 KOTOPBIX ObLIN 0pUIHAIBLHO NpeAcTaBieHbl Komurery,
sSIHBapb — AeKadpb (B OappeJsix)
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Monthly - Cumulative :

Hemounux: T'pynna u www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-
refined-petroleum.

47. 21 HOos10ps 55 rocymapcTB-wIeHOB 00paTtminck B KoMuTeT ¢ mpoch00it MpUHATH
MepHI B CBA3U C NPEBHIIICHNEM JTUMHUTa Ha moctaBku HedTH B Kopelickyto Haponno -
Hdemoxpatuueckyto Pecryonuky. OHE cooOmImIy, 94To B iepuoa ¢ 1 saBapsi mo 15 ceH-
Ts10pst 2023 ronma TaHKepsl, 3apeructpupoBanHbie B Kopetickoit Haponro-/lemokpa-
Trdeckoil PecmyOnmke, coBepmmim 87 pelicoB I MOCTaBKH HEQTEHPOIYKTOB B
mopTsl Hammxo (6onemuHCTBO), XbiHHaM, UxoHmkxuH 1 ConHUM. [lo omeHKam rocy-
JApCTB-WICHOB, IIPH MOTHOH 3arpy3ke (90 MpOIEeHTOB OT UX AeABeWTa) K 15 ceHTA0ps
COOTBETCTBYIOIHUE cyaa goctaBmru Ob1 1 523 381 Gappens HepTenponykros. [Ipu 3a-
rpy3ke B 60 mpomeHTOB JnenBeiita K 15 ceHTsI0ps Obuto OBl IOCTaBICHO
1 015 588 6appeneit HepTenpoaykToB (cMm. mpuioxenue 29). /Ipa wiena Komurera He
COTJIACHIIMCH C MPEMJIOKEHHEM O TOM, 4ToObl KOoMUTET MpuHSI Mepsl, M yKa3aidd Ha
OTCYTCTBHE YOEAMTENBHBIX J0Ka3aTelbCTB B MOJTBEPKICHUE BBHIBOJOB, COAEpIKa-
muxcs B gokyane (cM. npuioxeHue 30).

30

WHdopmanus, npuBeeHHAs B 3TOM pa3jejie U CONPOBOAUTEIbHBIX MPHIIOKECHUAX, BKIIOYas
nHpopManuo o diare u BlageNbllax Cyq0B, aKTyalbHa 110 COCTOSHHUIO HA HOAOPH WIIM HA Ty JAaty,
Koraa 3Ta nHpopmanus Ob1a npenocrasineHa ['pynne. OHa MOXKET HE YYUTHIBATh OOHOBICHHYIO
nHpopManmio [mo0anbHON HHTErpUPOBAHHOW cHCTEMBI HHPpOopManuu o cynoxoactee UMO nnun
JIPYTHX MOPCKUX 0a3 JaHHBIX, KOTOPBIE MOTYT CO/EPKATh PETPOAKTUBHYIO HHPOPMAIIHIO,
BBEJICHHYIO Ha OoJiee MO3JHEM dTale.
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48. B cOOTBETCTBHUU C 3TUM NMUCHMOM [ pynna u3yuusiaa MaTepualibl aHadu3a, MpoBe-
JNEHHOTO 3TUMH rocyaapcTBaMu-uieHamMu (cM. mpunoxkenue 31). ['pynma otrmeuaet
TaKXe, 4YTO B HACTOSILIEE BpEMsI OHA HE MOKET MPOBECTHU Pa3INUue MEXAY 3aKOHHBIMHU
MOCTaBKaMH HE(TEIPOAYKTOB, O KOTOPHIX coobmaeTcs KoMuTery, 1 He3aKOHHBIMHU
mocraBkaMu. Bo3MoxHO, HHPOPMAIUS O HEKOTOPHIX U3 87 YIOMSHYTBHIX B IMUCHME
peiicax ObLIa noBeacHa M0 cBeneHus Komurera.

He3akonnas MOpPCKad NeATECJIbHOCTDH

49. Kopeiickas Haponno-J/lemokparuueckas PecrnyOnuka u ee mocOOHUKH POIOI-
JKAIOT MCIOJIb30BaTh pa3IMUHBIC METOIBI JJis 00Xo/ma caHKIuii. Mcmonbp3oBaHue He-
O0OoNbIIKUX KAaOOTaXHBIX CYHOB, He UMeronux Homepa MMO, mans nepekauku HedTe-
rpy3a MEeXay TaHKepaMHU 3HAYMTEIBHO YCIOXKHUIIO 3a/1ady OTCJIC)KUBAHUS U HICHTHU-
(UKaIMK IIEMOYKH MOCTABOK HE(TH C CyAHA HA CYIHO.

50. Tankepsl Kopeiickoit Hapomuo-/lemokpaTtnueckoit PecnyOnuku mpomonxaroT
HE3aKOHHO MEPEBO3UTh HEPTEIPOAYKTH (cM. mprioxerue 29). CoriacHO MOPCKHM
0a3aM JaHHBIX, HEKOTOPBIE U3 3THX TAHKEPOB MPOXOAST Jalblie Ha IOT, Y4eM B IPEIbl-
nywmue roasl. Hanpumep, I'pynna npocneauna 3a TeMm, Kak B IEpUOJ C MapTa MO OK-
Ts0pb BKIIOYEHHBIN B mepedeHb TaHkep Kopeiickoit Haponno-Jlemokparudeckoit Pec-
nyonuku “Chon Ma San” (momep UMO: 8660313), ciemoBaBuinii 1Moj Ha3BaHUEM
“Chong Du San”, moutu exeMecsS4yHO IPOXOJUI HEOOBIUHBIM /sl TaHKepoB Kopeii-
ckoii Haponuo-/lemokpatuueckoit PecnyOnuku mapiipyToMm Ha 1or yepe3 Bocrouno-
Kuraiickoe mope, a B TaliBaHbCKOM IPOJIMBE €r0 CUTHAJI aBTOMaTU4eCKOM HIeHTH]U-
kauuoHHou cucteMsl (AUC) ucuesan (cm. npunoxenue 32). [Tockonbky ['pynma yxe
HMeeT TOKyMeHThI 00 yuactuu “Chon Ma San” B mepeBajike Ipy30B ¢ CyJHa Ha CYIHO,
BECbMa BEPOSITHO, UTO CYAHO LIUIO JUJIsl IPUHSTHUSI HE3aKOHHOTO HedTerpysa. [To nume-
omuMces 1aHebiM, B 2023 roay “Chon Ma San” yeTsipe pa3a OCTaBiIsUI HEQTErpy3 B
nopT Hamnxo (cM. npunoxenue 29).

51. Ilo maHHBIM OJHOTO W3 TOCYJAPCTB-WICHOB, B IEPHUOJ C ampels M0 CEeHTAOPH
2023 rona rankepsl Kopeiickoit Hapoano-/lemokpatnueckoii PecnyOnuku gamie mpo-
XOIWJIN Ha IOT, IPEUMYIIeCTBeHHO uepe3 TailBaHbCKMil MpoiuB (cM. TaOIUIly 2, BBI-
JIeJICHO JKEITHIM), Jejlasg 3TO OT 4YeThIpeX JO MATH pa3 B Mecsl, a He OT OJHOTO JO
IATH pa3 B Mecsl, Kak 3TO OBUIO B MpeAbIAyInHe IecTh MecaneB. [lo MHeHHIO
I'pyIbl, 3T0O MOXKET CBUAETEIHCTBOBATh 00 H3MEHEHUHU OOBIYHBIX MAapUIPYTOB CYIO-
xoacTBa TaHkepoB Kopeiickoit Haponguo-/lemokpatuyeckoit Pecmybnuku, KoTopsie
cTaiu coBeplaTh Oojiee AanbHUE PEUCHl ISl MOTydYeHUs He(Terpy30B B pe3ysbTaTe
COKpAaIlleHUs YHCcla WHOCTPAHHBIX CYAOB, paHEe OCYUICCTBISBIIMX MPSMBIE IIO-
craku® ¥ cocraBnsBmIMX Gojiee KPYNHbIHA (IOT, 0 KoTopoM I'pymna BrepBbie c0006-
muna B 2020 roay®. Kakx coo6IuiIo 0JHO U3 FOCYJapcTB-4IeHOB, HHOCTPAHHBIE Cy/a
“Unica” (momep UMO: 8514306) u “New Konk” (Homep UMO: 9036387), koTopsie
OCYIIECTBIISIIOT MPSIMbIE MOCTABKH M HPOIOJDKAIOT MOAAEPKUBATh HE3aKOHHBIE 3a-
kynku Kopeiickoit Haponno-/lemokparudeckoit Pecrybnuku, BO BTOPOM H TPEThEM
kBaptaigax 2023 roma He MOSABISIUCH, BO3MOXKHO, H3-3a MPOOJIEM C JBUTATCIISIMHU.

31 DTOT TepMHUH MCTIOJIB3YeTCA M1 0603HAYEHUS TAHKEPOB, He puHaIexkamux Kopeitckoit
Haponno-/lemokpaTtuueckoit Pecry6iuke, KOTopble 10 MaHJEMHH KOPOHABHPYCHOTO 3a00J€BaHUs
(COVID-19) nocraBnsiin HeGTENPOAYKTHl B HOPTHI 3TOH CTPaHBbI.

%2.8/2020/151, nn. 10-27.
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Tabnuna 2
Tankepsl Kopeiickoii Haponno-/lemokparnueckoii Pecny6inku, npoxoausimmne B

HANIPpABJICHUH K 0Ty OT 32-ii mapaJjijieJii ceBepHOM MUPOTHI, 1 anpenas — 15 ceHTadps

DPRK tankers south of 32N
April May June July August September
CHON MA SAN CHIL BO SAN CHIL BO SAN CHOL BONG SAN 1 WO SHUN RON PHUNG
UN HUNG 8 HAI JUN (ASABONG) | CHON MA SAN NAM DAE BONG SIN PHYONG 2 AN SAN 1
WO SHUN SONG WON CHOL BONG SAN 1 | UNHUNG 8 (YUN HONG 8) | CHOL BONG SAN 1 | CHIL BO SAN
CHOL BONG SAN 1 CHON MA SAN WO SHUN SAM MA UN HUNG 8 (YUN HONG 8)
CHIL BO SAN SIN PHYONG 11 RON PHUNG
HAI JUN (ASABONG) SIN PYONG 5

Hcmoynuk: TocynapcTBO-4JICH.

52. Cypna “Unica” u “New Konk” nponomkanu ncronp3oBaTh pa3indHbie Ganbiin-
BbIC HMJICHTU(UKATOPHI, O KOTOPHIX coobmiamock panee. Jlpyrue cyma Kopelickoii
Haponno-/lemokparuueckoid PecnyObnuku, ncnonb3yioniie QaibliuBble UASHTUDHU-

KaTopbl WIH NPEKHUE HICHTU(DHUKATOPBI, IEPEUUCISIOTCS B IPHIOKEHUU 33.

53. Kopeiickas Hapogno-/leMokpaTuueckas Pecny0inuka He TOJIBKO MPOAOIKACT 3a-
HUMaThCSd HE3aKOHHBIM UMIOPTOM HE(PTEHNPOAYKTOB, HO U MPOJOJIKAET OCYLIECTB-
JIATh MOPCKHE MEPEBO3KU APYTUX 3ANPCIICHHBIX TOBAPOB UMIIOPTHOTO POUCXOKIC-
Hus. ['pynma mpojoJiikaeT pacciefoBaTh MOPCKHE SKCIOPTHBIE MEpPEeBO3KU KOopei-
ckoro yris (cM. S/2023/656, myHkTsl 72—74) 1 IpyruXx chIpbeBbIX TOBapoB u3 Kopeii-
ckoit Haponno-Jlemokparuueckoid PecnyOnuku. CTpaHa mponoikaja HapaliuBaTh
YUCIICHHOCTH cBOEro ¢uiora, mpuobperas Bce 00NbIlle HHOCTPAHHBIX CYOB, MpoOJaxa
koTopbix Kopetickoit Haponno-Jlemokparuueckoii PecnyOnnke (kak moiepKaHHBIX,

TakK U HOBBIX) 3allpelleHa.

Axeamopuu, noonadaioujue noo 02paHudeHus

54. B 2023 roay He3aKOHHAas MepeBalika ¢ CyJHa Ha CYAHO B I[€JIOM MPOU3BOAUIACH
B Tex ke paioHax, 4yTo u B 2022 rony (cM. pucyHku X u XI), mpu 3TOM BO BTOpOM
kBaptaie 2023 roxa 3TH oneparuu NpoBOAMINCE B OCHOBHOM B paifoHe 3amaano-Ko-
peiickoro 3anuBa. B GoNbIIMHCTBE ClIydaeB MepeBajika C CyJHA Ha CYTHO IO-TIPEX-
HEMY OCYHIIECTBIISIETCSI B TEPPUTOPHUANBHBIX BoAax. B 2023 roay KonuuecTBO Clyvaen
NepeBaliki C CylHa Ha CyJHO B paiioHe IUIOTHHBI 3alaJlHOr0 MOpPS COKPAaTHUIOCH U

YBCJIUYUIIOCH HA FO)KHOM HaIllpaBJICHUU.
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Pucynox X
Paiionnl, B koTopbIX Kopeiickas Hapogno-Jemokparudyeckas Pecnyonuka
OCYIIeCTBJISIJIa HE3AKOHHYIO NepeBaJIKy C CyIHA Ha CyaHo, 2023 roa

1%t Quarter 284 Quarter 31 Quarter

Hcmounuk: rocynapCcTBO-4JICH.
Pucynox XI
Paiionnl, B koTopbix Kopelickass Hapoano-Jlemokparudeckas PecnyOiuka

OCYLIECTBJISIIA HE3AKOHHYIO NepeBaJIKy € CyIHAa HA cyaHo, 2022 rox

1 Quarter 2"d Quarter 3" Quarter

Hemounuk: TOCYIAapCTBO-UJICH.

MeToabl YKJIOHEHUA OT MOPCKHUX CAHKI M

55. Ha mporsxenun MHorux ner ['pynma HaGmromama 3a TeM, kak Kopeiickas
Hapogmno-/lemokparnaeckas Pecrrybnrka u ee MOCOOHHUKH COBEPIICHCTBYIOT Pa3iIny-
HBIE€ METOJIBI, MCIIOIb3yeMBbIe 11 00X0/1a CaHKIIHH.
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56. I/I3yquI/Ie U OTCJIEXKHMBaHME ATHUX IOKa3aTejeld B COUETAHHUHU C NPpUMCEHCHUCM
nmoaxojaa, OCHOBaAHHOTO Ha OLCHKE PUCKOB, MTOMOTYT obecrneynTh COGJHOZ[GHI/IC CaHK-
Ui u 60pOTLCH C IIOIIBITKAMH HX 06xo;[a. Huxe omuchIBalOTCS OCHOBHBIE METOJIbI
YKJIIOHCHUS, OTMCUCHHBIC prr[noﬁ B X0A¢€ paCCﬂeL[OBaHPII;’I, MpOBOAMBIIUXCSA €O Ha
NPOTAKCHUUN NJIUTCIBHOTO NCPUOJaa BpEMECHHU.

Danvcughurayus uOeHMUPUKAYUOHHBIX OAHHBIX U MAHURYIAYUU C A8MOMAMUYECKOU
UOEHMUPUKAYUOHHOU CUCTHEMOT

57. TI'pymnma mo-mpexHeMy OTMeEYaeT, YTO IMOA03pHUTENbHbIE cyna nepenaot Ha AVC
¢danbcudupoOBaHHBIE WIHM IIPOTUBOPEYUBHIC UACHTU(GUKATOPH U COOOIIAIOT O JOXK-
HBIX NMyHKTaxX Ha3HaueHHd. [logo3putenpHbIe cyqa, Ha OOPTY KOTOPBIX MEPEBO3ATCS
TOBapHI, MOANANAIOIINE O] 3apeThl WIH OTpaHUYCHHs, U KOTOPbIE NMEPUOIHYECKU
MepecTaT TpaHcIupoBaTh curHaisl ANC, nposomkaT KypcupoBaTh B Ipeaenax u
B paiioHe aKBaTOpHil, B KOTOPBIX OOBIYHO OCYIIECTBIISETCS HE3aKOHHAs MepeBalika ¢
cyaHa Ha cyqHo. Ha ocHOBaHMM TakuX MPHU3HAKOB COOTBETCTBYIOLIME IOCYIAapPCTBEH-
HBIE M YaCTHBIE CTPYKTYPbI MOIJIM OBbI IIPOBECTH JalbHEHIINE pacciieqOBaHUs B OTHO-
LICHUU CYIOB, KOTOpble OHU (Iarupyror, QppaxTyroT, HKCIUIyaTHPYIOT, CTPaxyloT,
KJIaCCUPUIUPYIOT I QUHAHCUPYIOT.

58.  Cyns no faHHBIM KOMMEpPYECKHX MOPCKUX 0a3 JaHHBIX, HEMHOTHE Cy/a, He MPpHU-
namnexanue Kopetickoit Hapomuo-J/lemokpatuueckoit Pecybnuke, m1u60 BooOIIe He
nepenatoT curansl AVC B Bonax aToi cTpaHsl, IN0O0 3TO JEIAIOT JIMIIb HEMHOTHE U3
HUX. BBIIO 3aMeueHo, YTO MOJ03pUTENIbHBIE CYyAa, CIEIYIONIMe B HAIPaBICHUH 3TOH
CTpaHbl, mepecTaroT TpaHcaupoBaTh curHaisl AVC U BHOBh HaUMHAIOT UX Iepena-
BaTh, KaK TOJBKO BHIXOAAT 3a mnpenensl Boa Kopeiickoit Hapoano-JleMokpaTruueckoit
Pecnyonuku. Kpome Toro, 4roObl He adummpoBaTh cBO0 cBsi3b ¢ Kopelickoit
Haponno-/lemokparuueckoid PecryOnukoil, y4acTHUKU TakoW JesATEIbHOCTH IOAE-
JIBIBAIOT TOBapPOCOIPOBOIUTENbHBIE JOKYMEHTHI, YTOOBI CKPBITh IPOUCXOXKICHUE UIIH
Ha3Ha4YeHHUeE Tpy3a.

@aﬂbcud)ukauwz OAHHBIX O MEeCMONONONCEHUU

59. CooTBeTCTBYyIONIHE CTOPOHB MAHMIIYJIHUPYIOT NaHHBIMH O MECTOIOJIOXEHUHU
CBOMX CYJOB, HCIIONB3Ys IS TOTO pa3INYHbIe Bce 0oiee H301IPEHHbIE METO/bI (alb-
cudpukanuu. OTrmedeHHas [ pynmnoit panscudukanus JaHHBIX O MECTOMOIOXKEHHUH Cy-
JIOB 3aKJII0YAeTCs B HMCIOJb30BAHMH HACHTHU(QUKAIIMOHHBIX JaHHBIX APYTOro CygHA
JUISL TIepejadd JIOKHBIX JAHHBIX B IIEJAX COKPBITHUS CBOETO MECTONOJOXeHHUA. B mo-
cielHee BpeMs NOJJ03pHUTEIbHbIE Cya HCIIONIb3YIOT Ooee H3oupeHHyo Gpopmy dans-
cupUKaIUU TaHHBIX O MECTOIOJIOKEHUH — MOJMEHa IeONPOCTPAHCTBEHHBIX KOODP-
JIUHAT, KOTOpasi 3aKII0YaeTCs B TOM, YTO OHM HAMEPEHHO MepeaoT JT0KHBIE CUTHAIIBI
I'mo6anpHOI HaBUTAIIMOHHOW CIyTHUKOBOM CHCTEMBI, B pe3ylbTaTe 4ero MHpopMa-
L[Usl O BpEMEHHU IIPOX0Jia U MECTOIOJIOKEHUN CyJHA UCKaKaeTcsl, CO3/1aBasi BIeyaTie-
HHE, 9TO CYJHO HaXOIMUTCS B APYIOM MeEcTe.

Jpyeue mepoi, npuseannvle uzbecams 00HAPYHCEHUS

60. Tlomo3puTenbHBIE CyJa OCYIIECTBISIOT NMEPEBAJKY C CyJHa Ha CYIHO B MOpE B
TEMHOE BpeMs CYTOK (Ha paccBeTe WM B CyMepKax), 4TOOBI 3aTpyJHHUTH OOHApykKe-
Hue. VI3BeCTHO TakXe, UTO 3TH Cy/ia COBEPIIAIOT MEPEBANKY C Cy/Ha Ha CyJIHO B boiee
C)KaThle CPOKH, BEIKIIOYAIOT TpaHcmoHaepbl AVIC BO BpeMs MepeBaJIKi, UCITOIb3YIOT
KOZIOBBIE CJIOBa WJIK OJIOKUPYIOT curHainbl AVC nist MacCKUpOBKH CBOEH NesATEIbHO-
CTH.
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Danvcupurkayus udeHMUPUKAYUOHHBIX OAHHBIX O CYOAX

61. Ilomumo moxjenku AaHHBIX HUGPOBOH MaeHTUUKAUKU cynHa ['pynna 3aduk-
CHpOBaJIa HECKOJIBKO CITy4aeB NMPUHIATUSA KOMIIJIEKCHBIX Mep AJs Jerajlu3aluy UJeH-
TH(QUKALNOHHBIX JAaHHBIX CYAOB, [0 CYTH, IpeACTaBIsIONIedl co00i MoaMEHy HJICH-
TH(QUKAINOHHBIX aHHBIX, KOTOpas MO3BOJIAET KYUCTOMY» CYJIHY, paHee He 3aMeUeH-
HOMY B OCYLIECTBJIGHHH 3alpelleHHOHN NesTEeNbHOCTH, NepenaTbh CBOM LH(pPOBHIE
JaHHBIE «TPSA3HOMY» CyIHY, YTOOBI MOCIEAHEE MOIJIO MPOAOJIKATH OOXOAUTH CaHK-
uuu. st 5TOro MeHsieTcsl BHEIIHUH BU «YUCTOT0» CYIHA, YTOOBI BBIAATH €TO 33 HO-
BOE U, IIOJIyYHB MO TaKUM (aibUIMBBIM IpeaaoroM apyroi Homep UMO, oTipaBuTh
€ro B peiic oA BUAOM JPYroro cyiaHa. B pesynapTaTe Takoif MaxXMHAaIlMUd OpUTHHAIb-
Heli npo¢uns AVC Takoro cynHa B MOPCKHMX 0a3ax HaHHBIX OCTaeTcs CBOOOIHBIM,
YTO MO3BOJIAET IEPEBECTU €TO Ha «I'PSA3HBIE» CYAa.

62. DTOT CIOXHBIM METOJ UCIIOIB3YETCS ISl TOTO, YTOOBI BEICBOOOJUTH JIEraan30-
BaHHBIE TaKUM 00pa3oM HACHTU(UKAIMOHHBIE NaHHBIE I CyIOB, KOTOpPHIE paHee
OCYILECTBIISUIH NMPSIMYIO JOCTABKY U 00Jiee He MOTJIM MCIIOJIb30BaTh IPUCBOCHHBIE UM
uneHTuukaropsl. [1ocKonbKy 3TH yKe HUKOMY He NMpUHaIexanue nudpoBbie Ipo-
¢unun AVC Tenepb He NPUBSI3aHBI K peaJbHOMY (U3HUECKOMY CYIHY, HX MOTYT HC-
M0JIb30BaTh HECKOJIBKO CYJ0B, YTO €lle Oojiee OCI0KHICT HICHTHPUKALUIO CY/I0B.

Mackupoexa cyooe

63. Bo MHorumx ciydasx mIs H3MEHEHMs BHeEIIHero Buaa cynoB Kopeiickoi
Haponno-/lemokparuueckoid PecniyOnuky U MOJO3PUTENBHBIX CYIOB BMECTO CIIOXK-
HOM U TPYAOEMKOH MAacCKMPOBKHU MCIOJB3YIOTCS APYyrUe METOJbl, HauMHas OT Iepe-
KpallvBaHUsl Ha3BaHUU cynoB U HOMepoB MUMO u 3axaHuuBasi U3MEHEHHUEM CXEMBbI
OKpacKH Cy/Ha, YTOOBI OHO BBITJISAJIENO MO-IPYTOMY.

Ilepeobopydosanue 2py308bix cy008

64. UzsectHo, uto Kopeiickas Hapogno-/lemokpaTuueckas Pecrrybinka Mackupyer
THUIIBI CYJOB, HE3aKOHHO NEepeo0opyaysi HEKOTOpble CBOU TPYy30BBIE CyAa A Hepe-
BO3KH HE(TENpOoayKTOB. B Takux ciydasx mepeBajika ¢ CyJHa Ha CYJAHO MEXIYy Ipy-
30BBIM CYIHOM U TaHKEPOM MOXET OBITh OMIMOOYHO MPHUHATA 32 OYHKEPOBKY, a HE 3a
nepeBo3ky HehTerpy3oB (cM. nmpuioxkeHue 34).

Hcnonvzosanue gnaca

65. BbpUIH 3aperucTpUpPOBAHBI CIydaH, KOTAa CyJa I0J HHOCTPAHHBIM (Iarom, ocy-
IISCTRIISAIOMNE 3alPEIIeHHYI0 CAaHKIUAMHU JeATeNbHOCTh, HCIIOIB30BAJH JIOKHBIH
¢daar (cM. nyHKT 67) win GU3UISCKU MOAHUMAIIM TOT WM MHOW (uiar 6e3 COOTBET-
CTBYIOIIETO pa3pelieHus. b Takxke OTMEUYEHHI cllydau, Korja Takue cyaa mpoaoi-
JKaJIM UCIONB30BaTh (uar Kakoil-mubo CTpaHbI MOCIE HCKIIOYEHUS U3 CYAOBOTO pe-
ectpa. Kpome Toro, m3BeCTHHI CIydaH, KOTJa MOJO3PUTENIbHBIE CyJa OBICTPO MEHSIN
¢nar («gacTtas cMeHa ¢uara») WIHM M0Jb30BAINCHh CTATYCOM MPEABAPUTEIbHON peTu-
CTpalMy MOJl TEM MJIU UHBIM (JIaroM JiJisi BeeHUS HE3aKOHHOM AesTeNbHOCTH.

66. TIlpeacraBnsmomue UHTEPEC Cyaa, HE UMEIONINE YETKO yCTAaHOBIEHHOTO (hiiara u
BEeIyIIME HE3aKOHHYIO TOPTOBIIO, MPEINONOKUTEIbHO, HAXOASATCS MOJ KOHTPOJIEM
Kopeiickoit Hapomno-/lemokpatuueckoir Pecnybnuku. B psge ciydaeB Takue cyaa
mnaBanu nox ¢uarom Kopeiickoit Hapoxgao-/lemokpatudeckoit Pecybnuku, HO cTa-
Tyc ux (ara ObUT OOHOBIJIECH JUIITHF MHOTO TIO3JHEE.

27/627



S/2024/215

Heszakonnas pecucmpayus cy0os/evioaua cyoosuix ceU0emeibCme

67. bbuiu cinydau, KOTAa OpraHHU3aldu, SIKOObI YIOJHOMOUYEHHBIE MOPCKHUMH Biia-
CTSAMH CTPaH, BbIIaBaJH MOIJIEIbHbIE CBUAETEIbCTBA O PETHUCTPALMH CYA0B. B npyrux
claydasx cy/a IIaBajiu moja (arom rocyaapcTsa, KOTOpoe HE UMEET MEXAYHAPOIHOTO
peectpa.

Hcnonvsosanue nodoenbHuix 0OKyMeHmMO8

68. UrtobOnl 3aByanupoBaTh cBA3b ¢ Kopeiickoii Haponno-/lemokparnueckoit Pec-
yOJIMKOM, COy4YaCTHUKHU HOJJENBIBAIOT CYIOBbIE JOKYMEHTHI, CTPEMSCh CKPBITh Ta-
KUM 00pa3oM HauMMEHOBaHHWE CY/AHA WJIM K€ MPOMCXOXACHHE HJIM Ha3HaYCHUE ero
rpy3a. Mcnonb3yroTcs MOJIHOCThIO MM YaCTUYHO MOJAAENbHBIE TOKYMEHTBI MU MPO-
CTO CTapble CyIOBBIE IOKYMEHTHI.

Mmnozosmannas nepesanka Hedpmenpooykmos

69. PaccrienoBanue memnu noctaBok HedrenpoayktoB B Kopeiickyto Hapoguo-/le-
MOKpaTH4ecKylo PecnyOnuky eme 6oJble yCIOXKHISTCS TEM, YTO IepeBasika Hedre-
IPY30B OCYIIECTBISICTCS B HECKOJBKO DTAMOB C HCIOJb30BAHHEM Pa3HBIX CYIOB.
KpOMe TOrOo, ‘-ITO6I)I YCIOXHUTH OTCJICKUBAHUEC LNCIIN NMEPEMCIICHUA TaKUX I'PY30B, B
HEKOTOPBIX CIAyUasx AJIs MepeBaIKH UCIOIB3YIOTCS Cya, He uMetomue Homepa UMO.

Bﬂa()eﬂbubl, onepamopbusl U ynpasiiroujue Komnanuu

70. Jna copmeiicTBUSA OCYIIECTBICHHIO HE3aKOHHOW nearensHOocTH Kopelickoi
Haponno-/lemokparuueckoii PecryObnuku coy4acTHUKH MPOJOJDKAIOT IPUMEHSTH 00-
MaHHBIC ME€TOAbI U UCITOJIB30BAaTh CYAOXOJHbIC KOMIIAHWUH, CJ'Iy)KGI)I perucrpanuu Kop-
nopaunﬁ, a TaKX€ HPUAUYCCKUX U (1)H3I/I‘ICCKI/IX Juh, HaxXoOAIUXCda B Pa3JIMYHBIX
IOPUCIUKIUAX.

71.  TIpomosKaeTcs HCIOJIb30BaHME MOACTABHBIX U PUKTUBHBIX KOMIIaHUH >, KoMmma-
HUHI-NIPOCIOEK U MHOTOUHUCIIEHHBIX IIOCPEIHUKOB.

72. U3BecTHBHI cily4au, KOTJja COy4yaCTHUKH He npeactasisuin B UMO o00HOBICHHY O
nH(pOpPMAIMIO O BiIaxeNbliax M YIPaBISIOIMIMUX. Takke OTMEYaeTCs HCIOJIb30BaHUE
CIIOXKHBIX CTPYKTYp COOCTBEHHOCTH M YIIPABJICHHUS, HOMHHAJIBHBIX M IMOACTAaBHBIX
KOMITaHHH, a TaK)Ke yCIyT MHOTOYHMCIECHHBIX MMOCPETHUKOB, HE CBSI3aHHBIX ¢ (akTH-
YECKUM BIAJENbLEM.

73. B kagecTBe KOHTAaKTHBIX JIUI[ OOBIYHO HCIOIB3YIOTCS KOPIOpPATHUBHBIE CTPYK-
TYpBI CEKPETapCKOTO 00CITYKHBaHHUS WIIM 3apETUCTPUPOBAHHbIE areHTHl. B perucrpa-
IIHOHHBIX 3aIUCAX YacTO yKa3bIBAIOTCS pa3IMYHBIE M CHUCOYHBIE aJpeca 3JIEKTPOH-
HOH MOYTHI, KOTOPBIE KaXyTCA OAHOPA30BBIMH (HEJIOCTYITHBIMH) HIIH COJIepIKaT mepe-
aZpecalyio Ha JUYHYIO0 JIEKTPOHHYIO MOYTY COTPYIHHUKA.

74. B mporecce OTCIEKHBAHHUSA LEMOYKH BIAACIbIEB U YNPABIAIOMHUX MOAO3PHU-
TCJIBbHBIX CYIOB BBIACHACTCA, YTO HBIHCUTHUEC BJIaACJIbIIbI u/nnu YIOpaBJIAOOINE TAKUX
Cya0B COXpPAaHAOT KOMMEPUCCKUE OTHOIICHM A, CBA3U NN O6I_HI/IC ajapeca KopnopaTruB-
HBIX CTPYKTYpP CEKpPETapCKOro OOCIYXHMBAHUSA C UX NMPEKHUMH BIAAEIbIAMHU W/HIH
YHpaBJIsArOIIUMU. B HCKOTOPBIX CliydasaX IMPCKHHUE YHNPABIAOIIHUE MOAACPKHUBAIN
CBSI3M C CYIOXOJAHBIMHU KOMITaHUSIMH, KOTOpble HUMEIOT OTHolueHue k Kopeilickoi
Hapogno-/lemokparuueckoit Pecrrybnuke.

3 Cm. www.fatf-gafi.org/content/dam/fatf-gafi/reports/FATF-Egmont-Concealment-beneficial-

ownership.pdf (cTp. 58—60 TexcTa Ha aHTITUHCKOM SI3BIKE)
u https://home.treasury.gov/system/files/136/2022 -National-Money-Laundering-Risk-
Assessment.pdf.
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75. B psaAc CciiydacB oA YIIpaBJICHUEM TaKUX KOMITaHU M CyA0B HaXOAATCA UK HAXO0-
AUJIUCH ApYyrue Ccyla ¢ aHaJJOTUYHBIM HpO(l)I/IJ'IeM pucCkKa. 3apeFI/ICTpI/Ip0BaHHBIe BJia-
ACJablbl CYOAOB MOTYT OBITH WHKOPHMOPHUPOBAHBI B PAa3JUYHBIX HOPUCAUKIUAX, HO
00BIYHO YKa3bIBarOT (baKTI/IquKI/Ie ajgpeca, Haxoadumuecs B A3zun.

76. CMeHa 3aperUCTPUPOBAHHBIX BIAJCIBIEB CYJO0B OOBIYHO IPOUCXOMHUT MO
Hayaja 3ampelicHHON CAaHKIUAMHU JACATCIbHOCTH.

Ilpuobpemenue cyoos

77. Kopeiickas Hapoano-/lemokparnueckas Pecny0imka nponomkaer npuoOperaTh
cyla, B OCHOBHOM rpy3oBble. CTpaHa U ee MOCOOHUKH HMCIOIB3YIOT METObl KYIIJIU-
MIPOJAXH Cy0B, KOTOPHIE MIPEyCMaTpHUBAIOT 3aJeiCTBOBaHNE ITOCPEAHUKOB U OpOKe-
POB M OCYLIECTBIEHHUE NOTOIHUTEIBHBIX MOCIEAYIONUX IMPOAAXK, YTOOBI CKPBITh
CBOIO MPUYACTHOCTH. [ pynna noJ4epKUBaeT BaXXHOCTh HH(OPMAIINH, IIPEJOCTABICH-
HOH TEMH IOPUCAMKLIUSIMHU, 01 (IaroM KOTOPHIX ATH Cyla B MOCJIEIHUN pa3 XOAHIN
WJIU B KOTOPBIX MPOXKHBAIH CYyJOBIaAEIbLbI 1O Tepeaadn cyioB B coOcTBeHHOCTH Ko-
peiickoit Hapoano-J/lemokparuueckoit Pecniyonuku.

Topronaﬂ CTATUCTUKA U TAMOKCHHBIE€ BOIIPOCHI

Ananuz cmamucmuxu mopeoseau Kopeiicxoii Hapoono-/lemokpamuyecxoii
Pecnybnruxu

78. CornacHo umeromumMcs aanabiM®,® B 2023 rogy o6uiuii 3aperucTpupoBaHHBI
o6bem Toproeiu Kopeiickoit Haponno-Jlemokparnueckoit PecnyOnuku mpeBbICHII 1O~
ka3aresb 2022 roaa, a 00beM TOPTOBIIH 3a MEPBhIC TPH KBapTasia 3TOT0 T'ola COCTABHUII
npuMepHo 51 mpoueHT ot o6mero odbema Toprosiu 3a 2019 rox (cM. pucynok XII).
O0beM TOproeiu B TpeTbeM kBaprasie 2023 rona coctaBui 76 MpOIEHTOB OT 00beMa
TOproeiau 3a ToT xe mepuon 2019 roma u 186 mpoieHTOB 0T 0O6beMa TOPTOBIU B

2022 rony.

34

35

O6mas cratuctuka Toprosiau Kopeiickoit Hapogno-/lemoxparudeckoit Pecry6nuku, nocTynHas
1o cocTostHUIO Ha | ssHBaps 2024 roga, oxBaThiBaeT nepuoi 10 ceHTa0ps 2023 roga. DTu naHHBIE
MPOJIOJIKAT MEHSATHCS 110 MEPE YBEJIIMUEHHUS YUCIIA TOCYIapCTB-YICHOB, NPEICTABUBIINX
cBezieHUs 0 cBoei Toprosie ¢ Kopeiickoit Haponno-/lemokparnueckoit Pecmy6mmkoit
COOTBETCTBYIOUINM IUTaT(opMaM TOProBOW CTaTHUCTHKH, TakuM Kak “Trade Map”
MexayHapoJHOTO TOProBOI'O LIEHTPA.

I'pynmna orMeuaer ciy4au, KOrja B onyOJIMKOBAaHHBIX JaHHBIX O TOPrOBJIE COAEPIKAIUCH
omKnOOYHBIC KOABI CTPaH (CM. IMYHKT 83).
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Pucynox XII

3aperucTpupoBaHHbIi 00beM TOprosau Kopeiickoii Haponno-
JdemokpaTrudeckoii Pecnyonuku, 2019-2023 roasl

(B mutH pomn. CIIA)

3000 2777

2 500

2 000
1418

911
487 570
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M Export M Import

1500
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500

Hcemounux: MexnyHaponuslit Toproserii nentp (MTLL), cepBuc “Trade Map” (nara oOpameHus:
1 ssuBaps 2024 rona).

Pucynox XIII

Craructuka Toprosian Kopeiickoii Haponno-/lemoxkparunueckoii Pecny0iuku,
SIHBapb — CEHTAOPH (MOMeCSIYHO)

(B M gomn. CIIA)
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Hcemounux: MTL, cepBuc “Trade Map” (nara obpamenus: 1 saBaps 2024 rozna).
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79. B reuenue mepBbIX AeBATH Mecsanes 2023 rona®® okono 98 npoueHToB TOPTOBIHU
Kopetickoit Hapoguo-/lemokpaTudeckoit Pecnyonuku npuxommiocs Ha Kuraii. Ilo
UMeEIoIUMcs JaHHBIM, K ocerr 2023 rona®” 06bem Toprosnu ¢ Poccuiickoii depepa-
nueil Bozpoc 10 28 mun goma. CIIA3E 40,

80. OTu craTUCTHUYECKHE JaHHBIE HE OXBAaThIBAIOT TOBAPHI, HE3aAKOHHO 3KCIOPTUPY-
eMble u umnoptupyemsie Kopeiickoit Haponuo-/lemokpatuueckoit Pecnyonukoii, Ta-
KM€ KaK He(TEeNPOAYKThI, YIOib U Apyrue (cM. MyHKTH 47 u 48).

Monumopune cekmopanbHbiX 3anpemos

81. T'pynma mpogoskana ciaequTs 3a ocymmecTsiaseMbM Kopeiickoit Hapogno-/lemo-
KkpaTuueckoi Pecny6inkoif 3KCIOpTOM ¥ HMIIOPTOM 3ampelleHHbIX ToBapoB !, Koabl
I'apmonusuposanHoit cucteMsl (I'C), ucnonb3yemble s 9TOM LieNH, IEPEUHUCICHB] B
npunoxennu 38. Undopmanus, conepixaiascsi B HACTOSIIEM JOKJIaJle, OXBAaThIBAET
HEePHOJ € alpens IO CeHTAOPE.

82. Cyxas mo HaUMOHAIBHBIM JIaHHBIM O TOproie, 3adukcupoBanusiM MTLI, Heko-
TOpBIE TOBapbl OTHOCATCS K KaTerOpUsIM, KOTOpble MONANaloT MoJ caHkuuu. I'pynna
3alpocuiia y COOTBETCTBYIOIIUX 18 rocymapcTB-wieHOB HH(popManuoo o6 ux omnepa-
uusix ¢ Kopeiickoit Haponno-/lemokparuueckoid Pecny6nukoii, Bkirouas noapoOHsIe
CBEJICHHS O JMIOOBIX CIydasX OTKIOHEHHUS 3asiBOK Ha TaMOXKEHHOe odopMIeHHUE, A0-
CMOTpax Tpy30B WIH apecTe ToBapoB (cM. mpuioxeHue 36). Ila1p u3 3tux rocy-
NapCTB-4JEHOB HanpaBuWin oTBeTHI*. MHdopManuio o nposeaeHHoM [pynmoi pac-
CJIEIOBAaHUYU IOJO3PUTEIBHOIO0 MMIIOPTAa I'PY30BbIX aBTOMALIUH U TPAaKTOPOB CM. B
npunoxeHuu 37.

83. BoJBIIMHCTBO MpEACTaBUBIIMX WH(OPMAIUIO TOCYIaPCTB-UJICHOB yKa3alH, YTO
OHH HE BeJU 3aperucTpupoBaHHO# Toprosau ¢ Kopeiickoit Hapoano-Jlemokparuue-
ckoit PecryOnukoil M 4TO cTaTMCTHKa TOPTOBIM B OCHOBHOM OOBACHSETCS OMIHOO0U-
HBIM HCITOJIb30BAaHUEM CTPAHOBBIX KOJOB B Ipoliecce 0QpOpMICHHUS TaAMOXKEHHBIX Jie-
knapanui (cMm. mpuioxeHue 39). OQHO rocyaapCTBO-WISH 3asBUIIO0, YTO JJISI COOTBET-
CTBYIOIIMX TOBAapOB OBIJIO CIAEIAaHO MCKIIOYEHUE M0 I'yMaHUTApPHBIM COOOpaXeHUIM
(cMm. mpunoxenue 40, OC.359).

36

37

38

3

©

4

S

41
42

B niepBsie Tpu kBaptana 2023 roga o6muii o6bem Toprosiu Kopeiickoit Hapoaao -
Jemokparudeckoil Pecryomnmku cocraBmi 1,66 mupa gonn. CIIA, a o6beM TOpTOBIH C
Kuraem — 1,63 mupa ponn. CIIA (cm. www.nknews.org/2024/01/north-korean-trade-with-
china-doubles-in-2023-to-highest-since-pandemic).

B anpene 2022 rona Poccuiickas denepanus nepecrana myoJIuKoBaTh CBOU OpUIIHATIBHbIE
JlaHHBIE O TOpTroBie, U I'pynna 3anpocuna y Poccuiickoit @eaepannun cOOTBETCTBYIOUIYIO
nHdopmanuio.

Cum. www.nknews.org/2023/11/russian-delegation-departs-pyongyang-after-meeting-north-
korean-prime-minister.

Cw. https://beyondparallel.csis.org/dramatic-increase-in-dprk-russia-border-rail-traffic-after-
kim-putin-summit.

S/2023/171, m. 123; S/2023/656, m. 96.

OTBeTHI TOCYJapCTB-WICHOB 3a MPEABIAYINNH OTIYCTHBIA MEPUO CM. B IPIJIOKEHHUH 35.
CortacHO UMEIOIUMCS CTATUCTUYECKUM JaHHBIM, 30 ToCcynapcTB-4JIeHOB IPEACTaBUIN
nndopmanuio o Toprosie ¢ Kopeiickoit Hapoano-Jlemokparnueckoit PecniyOnukoi, npuuem
18 m3 HUX BKIIIOYUIN TOPTOBIIO C 3TOW CTPaHOH B YHCJIO OTPAaHMYCHHBIX TOBapoB mo kogam ['C.
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Pexomenganuun
84. TI'pynna moguyepkuBaeT CBOM NMpeablAylIUe PeKOMEHIAIUU:

a) Memaynaponﬂoﬁ OpraHms3aluy o CTaHAAPTU3AIUA U TOCylapCcTBaM -
YICHAM NMPUHATH HAJIECKAIINEC MEPbI — BKJIOYad MPOBEICHUEC PA3BACHUTEIb-
HOI paﬁon,l C COOTBETCTBYWOIIUMHU TAMOKCHHBIMHU OPraHamM — JIJIdd IpeI0TBpa-
IICHUSA OIITHOOYHOI0 HCII0JIb30BAHUS CTPAHOBBIX KOA0B;

b) rocymapcTBamM-4jeHaM YHOPSAO0YHUTH CBOM CHUCKH TOBAPOB, MOAJIEKA-
IUX IKCMOPTHO-UMIIOPTHOMY KOHTPOJIIO, HCIOJIB3Ysl B KAYeCTBE BCIIOMOTaTe Ib-
HOT0 MaTepuaJjia cocTaBJieHHbIH ['pynmnoii HeopUIMAJBLHBIH CIHCOK 3aNpelieH-
HBIX TOBapoB (cM. npuJjo:kenue 38);

C) rocyrapcrpamMm-1ji€eHaM HCIOJb30BaTh yHOMHHyTbIﬁ CIIMCOK JIsd MH-
(l)OpMPIPOBaHl/ISI TOProBbIX ar€HTOB B CBOMX WPUCAUKIHUAX B HEJAAX MPOABJJICHUSA
JOJIKHOM OCMOTPUTEJIBbHOCTH, B YACTHOCTH NIPHU COBEPIICHUHU CACJTOK C TAKUMHU
TOBapamMu BOJIN3H lOpPICZ[I/IKIIl/Iﬁ, nmoanmaganIux moa CAaHKIMM,

d) KomuTeTry paccMoOTpeTh BO3MOKHOCTH NPOBeieHUsI HH(POPMALHMOHHO-
pa3bsACHUTENbHOI PadoThl MO BONMPOCY 0 CEKTOPAJBHBIX 3alpeTrax ¢ rocyaap-
CTBAMHU-YJI€HAMHU, HYKAAIOIMUMHUCH B OMOIIH.

Ocyl[leCTBJ'leHlfle 3anpera Ha NpeaAMeEeThbl POCKOIIHA

85. VYBenuuenue o0beMOB BHelIHe# Toprosiau B 2023 rony (cM. myHKTH 78 u 79)
crocobcTBOBaO0 ToMy, uTto B Kopeiickoii Hapoano-Jlemokparuueckoir PecnyOnuke
BHOBB MOSBHIICSA Bce Ooyce HII/IpOKI/Iﬁ ACCOPTUMEHT UHOCTPAHHBIX TOBApPOB, HEKOTO-
pble U3 KOTOPBIX MOXHO OTHECTH K KaTerOpUU MNPeIMETOB POCKOIIH (CM. pHUCY-
HOK XIV).

86. CraTuCTHKa TOPTOBJIM NApPTHEPOB CTPaHbI 3a MepBbie TpH KBapTaia 2023 roga*
(cM. myHKT 78) oTpaxaeT yBedudeHrue 00beMOB UMIIOPTa MOTPEOUTETLCKUX TOBAPOB
c kogamu I'C 42,52, 57, 61, 64, 90, 91 u 92, koTopbie MOTYT BKJIIOUATh TOBAPHI, KiIacC-
cupuuUpyeMble Kak npeaMeThl pockomn*s, Tpeanonaraercs, 4To OJHUM M3 KaHAJIOB
TaKoOro UMIOPTA ABJISIOTCA PETHOHANbLHBIE TIepeBanouHbie 300614, TTo oleHKaM aHa-
JIUTHYECKOTO IIEHTpa, UMIOPT npenmeToB pockomu B Kopeiickyro HaponHo-/lemo-
Kkparndeckyio Pecrny6nuky B mepBoit moigoBuHe 2023 roma moctur 40,64 MIIH OJII.
CIIIA“,

# Ucrounuk: «Trade Map» MTII.

4 Cm. www.nknews.org/pro u npunoxenue 91.

4 Cwm., nanpumep, www.nknews.org/pro.

4 Cwm. https://world.kbs.co.kr/service/contents_view.htm?lang=e&menu_cate=northkorea&id=
&board seq=447742&page=1&board _code=.
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Pucynok XIV
IIpunaBok ¢ npeamMeTramu pockomid B Maradune «loyen niaza» B [Ixenbsine,
gero 2023 roga

HUcmounux: I'pynmna.

87. I'pynma ormeruna mosinenue B Kopeiickoit Haponno-/lemokpatuueckoir Pec-
MyOJIMKEe 3HAYUTEIBHOTO KOJUYCCTBA HOBBIX HHOCTPAHHBIX aBTOMOOUJICH (CM. pHCY-
HOK XV). B HOs0pe u nekabpe OBLIM 3aMEUEHBI MO-BUIUMOMY HOBBIH CHOPTHBHO-
YTUIUTAPHBIA aBTOMOOUIL «Mepcenec-bennn Maiibax» GLS 600 u ceman «Maii-
6ax» S650, koTopsie ucnoab3oBanuch Kum Uen bIHOM U BBICOKOTIOCTABICHHBIMH Y-
HOBHHKAaMH, M B BTO %€ BpeMs OblLJ BIIEPBLIE 3aMeUeH ellle oauH «Maiibax»*’. B Ho-
si0pe ObLIM 3aMe4YeHbl CIIOPTUBHO-yTHIMTAPHBIN aBToMOOMIbL «Jlexcyce» LX (Brimyck
2022 rona) u aBa ¢pyprona «Popxa Tpansur» (Beinyck nocie 2021 roaa)®®. B nexabpe
B [IxeHbsiHe ObLIN coTOrpadupOBaHbI HOBBIE aBTOMOOMIIN KjIacca JIFOKC, B TOM YHCIIe
«Mepcenec-benny u «Jlekcye» (cm. npunoxenue 41)*°. Ipynna sanpocuna uadop-
MallMi0 Y COOTBETCTBYIOIINX CYOBEKTOB.

88. Kowmmanus «ToiioTa» OTBeTHJIAa, YTO M300PaKCHHBI HA CHUMKE aBTOMOOWIIb,
no-BUAUMOMY, mpencTtaBisier coboit «Jlekcye» LX600 wnu «Jlekcye» LX500d
(cMm. pucyHok XV.D), BeimymieHHbIH nocie aexkadpsa 2021 roxa B AAnoHuu (cM. mpuio-
xxenue 43).

47 Cm. www.nknews.org/2023/11/kim-jong-un-appears-to-import-luxury-maybach-lexus-suvs-
despite-sanctions.

4 Cm. www.nknews.org/2023/12/kim-jong-un-appears-with-new-ford-vans-in-rare-endorsement-of-
american-brand.

4 Cm. www.nknews.org/2023/12/kim-jong-un-appears-to-reward-top-officials-with-luxury-
mercedes-cars.
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Pucynox XV
HN300paxeHus1 N0-BHAUMOMY HOBBIX aBTOMOOMJIeii, HOSIOPL U Jekabphb
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Hcmounuxk: Uentpansuoe Tenesuneuue Kopeu, LlenrpansHoe tenerpaduoe arearctso Kopewn,
BeO-caiiT NK News u https://m.posts.careerengine.us/p/658d2¢c9311dd31682755¢0f.
JlaHHBIC U3 OPUTHHAIBHBIX MEAHANCTOYHUKOB C KOMMEHTAPHUSIMU.

89. TI'pynma paccliefoBajia onyonukoBaHHoe B qeka6bpe®® coobmenue o npeanonara-
eMoii momnbITKe KOHTpabaH bl aBTOMOOMIIs «Jlekcyc» (ctonMocTbio 10 MIIH SIMOHCKHX
ueH) B Kopeiickyro Haponno-JleMokparuueckyro PecnyOnuky depes TpEeThio CTpaHy.
III/IJ'Iep 3asBUJI, YTO KOHCYHBIM IMYHKTOM Ha3HA4YCHUS SABJIACTCA TPEThA CTpaHa. B ot-
BeT Ha 3anpoc ['pynmnbl SlnoHus 3asBuIa, YTO «KAKYIO-TH00 MH(GOPMALHIO 110 3TOMY
JIeJy ... IPEICTaBUTh CJI0KHO, MOCKOJIBKY 3TO MOXKET MOMEIIAaTh OyayIleMy MOJuLei-
CKOMY pacclieJOBaHHIO» (CM. IpHIIOKEHHE 42).

90. TI'pymma pacciemnoBaja COOOIICHHUS CPEACTB MacCOBOM HHPOpPMAIUU ¢ pOTOrpa-
(busMH, Ha KOTOPBIX N300pakeHbI BEICOKOIIOCTABIICHHBIE JOKHOCTHBIE Juiia Kopeii-
ckoii HapoHo-JleMokpaTudeckoii PecnyGiuku ¢ npeaMeTaMyu pPOCKOIIK L, Hanpumep
cymoukoii «Jlumop» (cM. pucynok XVI). Komnanus «Kpuctuan [Juop KyToOp» OTBe-
THJIa, YTO 3TO, «BeposTHO, cymka “Sac Lady Dior Large” cuir de veau cannage
ultramatte noir», koTopas nosisuiack B npogaxe B gpespane 2019 roga (cMm. npuioxe-
Hue 44), 1 OTMETHUJa, YTO HE MOXKET MOJATBEPAUTH €€ MOJJIUHHOCTE. [ pynna mpoaom-
JKaeT pacclieZloBaTh BOBMOXHBIE CETH HE3aKOHHBIX MOCTAaBOK MPEAMETOB POCKOIIN B
Kopeiickyto Hapoguo-/lemokpatuueckyto Pecnyonuky.

0 Cm. https://www.asahi.com/articless/ ASRD74HPKRD70XIE001.html. Jlata o6pamenus:
2 ¢espans 2024 rona.

51 Cm. www.koreaherald.com/view.php?ud=20230917000117 u www.nknews.org/2023/09/north-
koreas-foreign-minister-totes-10k-ostrich-leather-gucci-bag-in-russia.
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Pucynox XVI

Yaen neneranuu Koperickoit Haponno-/lemokparndeckoii Pecnyoinnkn
cororpaduposana ¢ cyMo4Koii, MPEANOJI0KUTEIbHO, IPOU3BOACTBA «JHop»,
ceHTsiops 2023 roaga

Hcmounux: LlentpanbsHoe Tenerpaduoe areHtctBo Kopen u www.thepost.co.nz/a/world-
news/350078343/kims-bag-ladies-privileged-set (maHHbBIC U3 TEPBOUCTOYHNKA C KOMMEHTAPH-
SIMH).

PexoMenganuu

91. IlpuHuMasi BO BHUMaHHe y4acTHBIIMECS B MOCJeAHee BpeMs cJiyyau nepe-
npaBku npeameros pockomn B Kopeiickyro Hapoano-Jlemokparuueckyio Pec-
ny0JuKy 4Yepe3 TpPeTbH CTpPaHbl, I'pynna pexkoMeHayeT rocyiapcrBaM-djieHaM
HACTOSITEJIbHO NMPHU3BATh CTPYKTYPhI, 3aHMMAIOIIHECH J3KCIOPTOM MpeIMeTOB
pockomid M (PpMPMEHHBIX TOBAPOB, MOBBICHTH OAUTEIBLHOCTH NMPH OPraHU3ALUN
NMOCTABOK B 3TOT PerHOH M Yepe3 NnepeBajoyHbIe 30HBI.

92. T'pynma pexkoMeHAYyeT rocylapcTBaM-4jeHaM IpPel0KHUTb IKCIOpPpTepaM
NMpeIMeTOB POCKOIIH BKJIIOYATH B KOHTPAKTHI MOJI0KEHHs, 3aNpelafolue nepe-
cblIKy TOBapoB B Kopeiickyio Hapoano-/lemokparuueckyio Pecny0uauky.

93. TI'pynna moaTBep:KAaeT CBOI0 pPeKOMEHIALMI0O rocylapcTBaM-udjeHaM pac-
CMOTPETh BO3MOKHOCTH OOHOBJIEHHSI CBOUX CHMHCKOB YKCHOPTHOTO0 KOHTPOJIS, C
TeM 4YTOOBI OHH OTPAKAJIHN CHMCKHU 3aNpPelleHHbIX MPeIMEeTOB POCKOIIH B COOT-
BeTCTBMH ¢ HejasimMu pesoouuid Cosera besonacnocru 1718 (2006), 1874 (2009),
2094 (2013), 2270 (2016) 1 2321 (2016), n30erasi Npu ITOM HEHYKHOI'0 pacliupe-
HHUs cdepbl HX MPUMEHEHHSI, YTOObI HE OTPAHNYNBATH NMOCTABKH He3ampelieH-
HBIX TOBAPOB IPaKIaHCKOMY HACEJIEHUIO U He CO31aBATh HEraTHBHBIX T'YMaHHU-
TAPHBIX NOCJIEeICTBHIA.
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IV. Ombapro, puznveckue u OpUINYECKHE JINIA, BHECEHHbIE
B CAHKIMOHHBIN NepevYeHb, U TPakaaHe, padoramouniue
3a pyOeskoM

Imbapro
Komnanus «Inoban kommuvronuxetiunsy («I1okom»)

94. Tpynmna paccienyeT AeATeAbHOCTh KoMnanuu «Imoxkom» ¢ 2017 roga®. OxHo U3
TrOCyAapCTB-UJIEHOB NMOATBEPAUIIO, UTO KOMIaHUus «[TTOKOM» IPOJOJIKAaeT NpoaaBaTh
BOGHHOE TEJIEKOMMYHHKAllHOHHOE 000opynoBaHue, mnpousBeneHHoe B Kopelickoit
Haponno-/lemokparnueckoii PecnyOunke, ¥ BKIIOYHIO B IEpEeYeHb HECKOJIBKO CBSI-
3aHHBIX ¢ Heil Tpaxaan Kopeiickoit Hapoxuo-Jlemokparuueckoit Pecry6muku®®, [To
COCTOSHHIO Ha 26 sHBaps KoMMepdeckuil BebO-caiit «lmoxom» (https://glocom-
corp.com/) mpomomxan padorars. [lo cooOmeHHsIM cpeacTB MaccoBOW HMH(poOpMa-
uun°!, paHee TOT JOMeH ObLI 3aperHCTpHpOBaH Gasupytomeiicas B CoeIMHEHHBIX
IlITarax komnauueii «IIpaiiBacu IPOTEKT GU3HECC AEBENONMMEHT» . [pymma moka He

moJjrydyujia OTBETA.

Ilpeononazaemvie dena, kacarwwuecs opyxcus uz Kopeiickou Hapoono-
Hemokpamuuecxou Pecnybiuxu u c8a3aHHbIX ¢ HUM MAMEPUATbHBIX CPEOCME

Heno 1

95. Tpynma mpomoyikaeT u3ydaTh neno Amora MipTeiyeBa, rpaxaanuna Crosa-
kuu*°. Ha 3ampoc I'pymHmbl cioBallkhe BJACTH OTBETHJIH, YTO OHH HE PacIONaraioT
«HHUKAKO#M JOMONHUTENbHOW WH(pOpManueil, koTopas Mo3Bojuia Obl UM JOIOJIHU-
TEJIBHO Pa3bsCHUTh MPETEH3UH... [Tocle BKIOUeHUs [MKpThIdeBa] B CAHKIIMOHHBIN
CNHCOK [YHIpaBiaeHHs MO KOHTPOJIO 3a MHOCTPAHHBIMU aKTHMBAaMM]| ero GaHKOBCKUH
cYeT... ObUI aHHYJIHMPOBAaH..., Ha cyeTe ObLI HyJIeBOI OanaHc M NOObIE ONEpaluy 10
3TOMY CUETY OBLIH 3a0JI0KHPOBAHEI) (CM. MpUIOKeHUE 45).

96. TIpymnma oTmedaeT mpecc-peiau3 TrocylaapcTBa-ujieHa, B KOTOPOM cooOlImaercs,
uTO r-H MKpTHIueB® 3aHHMaeT KII0ueBbie MOCTHI B TPEX CTPYKTYpax, BKIIIOUas 6asu-
pyromytocs B Crnoakuu kommanuio «Bepcop C.P.O.», cBsA3aHHYIO ¢ ceTbio 00Xxoma
CaHKIMH, KOTOPAsl MPEIOI0KUTEIBHO MOAACPKUBACT CACIKN MO TOPTOBIIE OPYKUEM
Mexny Kopeiickoit Haponno-JleMokparudeckoit Pecnydnukoit u Poccuiickoit dene-
panueii. ['pynmna noka He Moxydnia OTBETH OT HECKOJIBKHUX rOCylapcTB-4iaeHoB. Pac-
CIIeI0BAaHME TIPOIOIIKAETCS.

Hemo 2

97. Tpymnma He moXydYmJia HUKAKOW HOBOW WH(OpMAamuu OTHOCUTEIBHO MpPEIBINY-
IIMX COOOIIEHUH TOCYAapCTB-WICHOB U CPEICTB MACCOBOH HH(GOPMALIMK O IIPEAIoa-
raeMbeIx mocraBkax opyxwus Kopeiickoit HapomHo-/emokpaTuueckoit PecmyOmmkoit

0 Keye3HoH nopore B Poccuiickyro (Dez(epaumoss.

52.§/2017/150, un. 77, 79 u 85.

Cum. www.mofa.go.kr/www/brd/m_4080/view.do?seq=374121&page=1.

Cum. www.nknews.org/pro/north-korea-linked-firm-offering-expanded-range-of-radio-hardware-
online.

%5 §/2022/132, 1. 137.

% 8/2023/656, 1. 91 u 92.

Cwm. https://home.treasury.gov/news/press-releases/jy1697.

Hudpopmanuio o BHLABUHYTOM B 2022 rojly OJHUM CTapIIUM JOJKHOCTHBIM JIMIIOM OJHOTO U3
roCyAapcTB-4JICHOB 0OOBHHEHHH B ToM, 4To Kopeiickas Haponno-JleMokpaTtnueckas Pecmy0ianka
sKcHopTHpOBana 6oempunacs B Poccuiickyro denepamnuio mo xeiae3Hol gopore, 06
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Heno 3

98. B KoHIIE HIOHS U HIOJIe YKPAUHCKHE BOICKa KOOBI MPUMEHWIH IIPOTUB POCCHIi-
CKMX BOWCK pEakTHUBHBIE CHUCTEMBI 3allIOBOTO OTHs mpou3BoacTBa Kopelckoit
Haponuo-JleMokpaTnueckoii Pecny6anku. VKpamHCKHe BOCHHOCHYKAIIHE YTBEp-
XKTAJIH, 9TO PAKEThl OBITN «KOH(HCKOBAHBI» «APYKECTBEHHOI» CTPaHOW Ha OIHOM
CydHE W JOCTAaBICHBI Ha YKpaWmHy, a BIOCIEACTBUU O(GHUIMANbHBIA MPEACTaBUTEIb
MuHncrepcTBa 000pOHBI YKpPanHbI 3asIBUJI, YTO 3TH PAKETHI OBUIM 3aXBAYCHBI y pOC-
cHICKHUX BOHCK (cM. mpminoxenne 46). [pynma moka He moay4dria oT YKpanHbl OTBETa
Ha CBOU 3aIpOCHI.

Hemno 4

99. 6 OKTAOpS OXHO M3 TOCYNApPCTB-UYJIECHOB MPEAOCTABWIO [ pyIe CIyTHUKOBBIC
CHHMKH JIBYX CyIOB Iox poccuiickum ¢iarom «Anrapa» (Homep UMO: 9179842) u
«Mapus» (panee «Jles Amun») (Homep UMO: 8517839), mepeBo3uBmNUX KOHTEH-
Hepsl u3 nopra Hamkun B Kopeiickoit HapomgHo-JleMokpaTuueckoit PeCHyGHI/IKGGO B
Mopcko#t mopT JlyHaii Ha poccuiickom JlanbHem BocToke B mepuoa ¢ 7 ceHTAOps 1o
1 okTs10psa (cM. mpunoxenue 47). X0oTs MO 3TUM M300paKeHUSIM HEBO3MOXKHO OTIIpe-
JeJUTh COJepKUMOe KOHTEHHEPOB, FOCYAapCTBO-UJIEH COOOLINIIO, YTO ITHU KOHTEH-
HEepbI OBLIN JOCTABJICHBI 110 KEJIC3HOHU JOpore Ha IMpeArnoiaraeMblil ckiag Ooenpura-
coB Ha roro-3ananae Poccuiickoit ®enepanuu noa Tuxopenkom, npuMmepHo B 180 mu-
1ax (290 kM) oT ykpauHCKO# rpaHuiis! (cM. pucyHok X VII).

onpoBepxeHun Poccuiickoit @enepanuu U 0 npeaBapUTEIbHBIX BBIBOAAX paccienoBaHus ['pymmsl
cMm. S/2023/171, m. 122, u S/2023/656, 1. 96.

5 Cm. www.ft.com/content/96e1f526-ae3d-4cff-bec37-8f9dd7d5975f.

60 ITopt HamxuHe Takke n3BECTEH Moj Ha3BaHHEM PajkuH.
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Pucynox XVII

North Korean Munitions Transfer Routes Into Russia

Between 7 September and 1 October, a set of containers was shipped from Najin,
North Korea to Dunay, Russia via the Russian-flagged M/V Angara. The containers
were then moved via rail to an ammunition depot in southwestern Russia, near
Tikhoretsk, approximately 290 kilometers from the Ukrainian border via rail.

*
Moscow
RUSSIA
12 September:
9 | Approximately 300 shipping containers delivered
S - - Q= = = = - - - e - - - - to Dunay, Russia. Additional containers prepared
{ o - L i ) s for delivery to North Korea
- - A b
’ = ) R
Tikhoretsk -~
3 v E— \ ) ~
S
\
4
/
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O« Y
o (KonyushkovoBay)
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) KOREA
¥T et
h Pyopgyang
o 10ctober: - y
" Train with shipping containers arrives at ammunition :
2 ) : " 7/8 September: {
[» = Notional rout "
depot at Tikhoretsk, Russia. The delivered == route @) Ao o0 st coiainersshigad &

ammunition is intended for use in Ukraine. 40 I at Najin, North Korea for delivery to Russia.

Hcmounux: rocynapcTBo-uieH (¢ KoMMeHTapusimu ['pynmsr).

100. 13 okTsA0ps OAMH BEICOKOIIOCTABICHHBI YAHOBHUK OJTHOT'O M3 TOCYJAPCTB-UJie-
HoB 3asBWI: «Ilo mMmeromeiics y Hac mHpoOpManu, 3a mociaeqaue Hegenu [Kopeiickas
Hapomno-/lemokparndeckas Pecrydnuka] mocrasuna Poccun 6omee 1000 koHTETHE-

POB C BOCHHBIM UMYIIECTBOM U 6oenpnnacaMI/I»61.

101. 9 sHBaps BTOpOE TOCYAAPCTBO-UJIECH MPENCTABUIO JAOTOJTHUTENbHBIE KapThl H
CHMMKH, WUIIOCTPUPYIONIHE MPOJOJDKAIOIIYIOCS Iepenady MaTepHaJbHBIX CPEICTB
Mexay Kopeiickoit Haponno-/lemokparuueckoit Pecmybmukoit u Poccuiickoit dene-
panueii B mepuoj ¢ CeHTSIO0ps mo Aekadppb (cMm. mpusoxenue 48). DTo rocyaapcTso-
YJIeH OTMETHUIIO, YTO, XOTS COJEPKUMOE KOHTEHHEPOB HEU3BECTHO, B COI[HATILHBIX Ce-
TAX POCCHUUCKHE BOCHHOCIYXKalllMe YKa3blBalld Ha Hanuuue Ooenpumnacos u3 Kopeii-
cxoit Haponno-Jlemokparudeckoii Peciy6nuxu na Ykpanue®?.

61 Cm. https://thehill.com/homenews/administration/4254660-white-house-north-korea-provided-
russia-military-equipment-munitions.

62 Pan apyrux rocyaapcTB-4J€HOB, aHATMTHYECKHUX IIEHTPOB H CPENCTB MacCOBOH HH(OPMAIUK
Taxke coobmanu 06 3tom. CM., Hampumep, https://rusi.org/explore-our-
research/publications/commentary/report-orient-express-north-koreas-clandestine-supply-route-
russia, www.nknews.org/pro/major-russian-container-port-tied-to-alleged-north-korea-weapons-
trade-imagery u https://beyondparallel.csis.org/activity-at-najin-points-to-continued-dprk-russia-
arms-transfers.
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Tabauna 3

102. 11 HOs0pst mpeacTaBUTENs MUHUCTEPCTBA HHOCTPAaHHBIX nel Poccuiickoit Pe-
Jepaly onpoBepr oOBUHEHHUs, BEABUHYThIe CoennHeHHbIMH [llTaTamMu AMepuku B
oTHouIeHUU uMnopra opyxkus Kopeiickoit Haponuo-Jlemokparuueckoit PecnyOnuku
(cM. npunoxenue 49).

103. CornacHo umeromeics HHGOpPMaNKHy, B IEPUOJ ¢ KOHIIA aBr'ycTa 10 JeKkabphb Ha
CITyTHUKOBBIX CHMMKaxX OBIJIM 3aMEUEHbl KAK MUHHMYM 4YeThIpE CyJHA IOJ POCCUM-
ckuM duarom («AHrapay, «Mapus», «Jlequ P» n «Maiist-1»), nepeBo3uBuIne KOHTEH-
Hepbl Mexay Poccuiickoit ®@enepauneit u Kopeiickoit Haponno-Jlemokparuueckoit
PecnyOnuko#i (cM. Tabnuny 3). Bo3MoXxHO, B 3TOM ydacTBOBaJO IO KpailiHeH Mmepe
elle OJIHO CYJIHO.

CronHas nHpopManus 0 XapaKTepHCTHKAX Cy10B

Haszeanue cyona Homep UMO Tun Jnuna u wupuna Cuenan AUC

0BOBAngara 9179842  Ponkep 126,850 m x 20 M Her ¢ 10 aBrycTa (y mopra Kopcakos)

«Mapusay (panee «Jles 8517839  VYHupepcanpHoe 113 mMx 18,9 M Her ¢ 13 cents6ps (y BnagusocToka)

HAwuny) TPy30BO€ CYAHO

«Jleou Py 9161003  Pomnkep 121,66 m x 18,7 m Her co 2 okts16ps (y BocTounoro) mo
8 Hos1Ops (y BnaguBocToxka)

«Matis-1» 9358010  VHuBepcanpHOoe 138 Mx 21 M Hert ¢ 24 oxTa6ps (y BocTouHoro)

IPy30BO€ CyAHO

Hemounux: cucrema Windward

104. I'pynma oxxujiaeT OTBETOB Ha HECKOJBKO 3allpOCOB.

105. PesynbTaTsl pacciefoBaHuUsi, IpoBeAeHHOro ['pynmoil, B OCHOBHOM KacaroTcs
NeATeNbHOCTH, CBA3AaHHOHN ¢ «AHrapoii» B mepuon ¢ | aBrycra mo 30 Hos6ps, U OCHO-
BBIBAIOTCS HA CHUMKaX, ITOJY4YEHHBIX C KOMMEPUECKHX CIyTHHUKOB. MHpOpMaIuio o
nepexonax «AHrapel» cM. B npriioxeHun 50.

106. CormacHo MOpcKMM 0a3aM JaHHBIX, 3apPETHCTPUPOBAHHBIM BIAAENbIlEM «AH-
rapel» B Hactosmiee BpeMs sapisetcs OO0 «M Jluszunr» (MHH: 9701173086). B
HacTodAmESC BpPEMA «AHrapa» HaxXoOguTcCsd 104 YHOpaBJICHHUEM U 3KcnnyaTauHeﬁ
000 «Mapun tpanc munmuary (MHH: 3025037914) (cm. npunoxenune 51)°%,

107. CoriacHO KOMMEPYECKIM MOPCKUM 0a3aM JaHHBIX, « AHTapa» NpuObIiIa B IOPT
Kopcakos mpubnusutensHo 5 aBrycta, a 10 aBrycra cucrema AUC nepecrana mepe-
JlaBaTh JaHHBIE 0 ee MecTomonoxkeHuu. [lo cocTtossuuio Ha 26 saBaps 2024 roga oHa
He BO300HOBUJA nepeaady (cM. mpuioxenue S51).

3axo0wt «Aneapor» 6 nopm Jyuati (6yxma Konowrxosa)

108. CormacHo mH(pOpManuy, CoaepKameics B IpuIokeHnH 47, KpyroBble YapTepH
mexnay [dynaem u noprom Hamxun B Kopeiickoit Haponno-Jlemokparuueckoii Pec-
mybnnke Hagaiauch 21 aBrycta — «AHrapa» BeIluIa u3 JlyHas, nuMes Ha OOPTY OKOJIO
250 20-¢yTOBBIX TpPaHCHOPTHBIX KOHTEHHEpPOB, M 25 aBrycra JOCTaBWIAa HX B
Hamxua. 28 aBrycTa « AHrapa» mopoxxHsIKOM BepHynach B JlyHaii. V3 npunoxerus 50
cimenyeT, 4ro mnoprt Haxogutcs B Oyxrte KonromkoBa k rory ot JlyHad

24-02094
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«Anrapa», OO0 «M JIuzunr» u OO0 «MapuH TpaHC HIMIITHHT» OBUTH BKJIIOYEHBI B
CAHKLMOHHBIH CITMCOK OJIHUM IOCYAapCTBOM-WICHOM. J[pyroe rocynapcTBo-4jieH TaKxke
BKJIIOUMJIO B CAaHKIMOHHBINA ciicok OO0 «M JIusunr» (cM. npunoxkenue 51). Hekotopsie
HCTOYHHUKH MPEATIONAraloT, 4YT0 «AHTrapa» U paHbIe IepeBO3HIa OpyKUe (CM. MpHuiIoKeHHe 51).
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(cMm. pucynok XVIII) u mpencraBnser co0oil raBaHb, UCIOIB3YEMYI POCCHUHCKUM
BM® (cMm. mpunoxenne 52). Undopmanus, conepxarasicst B npuioxeHuu 50, moxa-
3BIBAET, YTO «AHTr'apay COBEpIIMJIA JOIMOJHHUTENbHBIE 3aX0/1bl B OyxTy KoHIomkoBa n
Hamxus.

Pucynoxk XVIII
Pacnonoxenne lynasa u 0yxrtel KoHromkosa

SRutyatin
MyTATAN

M- Obrucheva
M"O6pyuesa

500m

HUcmounux: Google Earth, nara obpamenus: 6 suBaps 2024 roxa.

«AHrapa» 3aXO04UT B MOPT HaI[)KI/IH

109. ITopt coctout U3 Tpex mpuvaioB (cM. pucyHok XIX): ceBepHBIN mpudan (Ipu-
yai 1) HCmoab3yeTcsl CylaMH A pasTpy3Kd KOHTEHHEpOB, CpeAHMM mpudain (mpu-
yay 2) — s HOTPY3KH KOHTEHHEPOB, a 10)KHBIN puyan (nmpudan 3) — Uit OTTPY3KH
yriist u3 Poccuiickoit @enepanuu. XKene3HonopoxkHas BETKa COEUHSIET MOPT CO CTaH-
uuet TymanraH, pacnonaoxeHHOM Ha rpaHule ¢ Poccueil B 54 kM k cesepy.
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Pucynok XIX
ITopt Hapxun

Sinhae‘dong

. 4
')

»

Hemounux: Google Maps, nara obpamienus: 6 supaps 2024 rona.

110. ITopt HamxuH 1 kelle3HOAOPOXKHAS BeTKa IO CTAaHIIMU TyMaHraH ObLIM Moaep-
HU3UpOBaHbl B pamkax npoekra «Ilopr u xenesnas nopora Xacan-Pamxun»
(2008-2013 roger), mnpeanmpunsitoro Poccuiickoit @enepanueit u Kopelickoit
Haponno-JleMokpatuueckoit Pecny6nuxoii mis sxkcrnopra yra®. B myukre 16 peso-
moruu 2397 (2017) Coset be3zonacHOCTH MpelycMOTpeI U3BATHE B OTHOIICHUH Iie-
PEBO3KH YISl POCCUHCKOTO IPOUCXOKACHHUS B APYTUE CTPAHBI Yepe3 3TOT MOPT U XKe-
JIE3HOJOPOKHBIN y3€ell.

111. Tlo uadopmanuu rocynapcTB-uieHoB (cM. npuioxenue 47), 11 ceHTa0ps «AH-
rapay» 3arpysuia B Hagxune 300 koHTeliHepoB. Ha nMeromuxcs CHUMKax BUJHO, YTO
12 cents10psa «AHrapa» ctosia B Oyxre KoHIOIKOBaA ¢ rpy30BBIMHM KOHTEHHEpaMH Ha
6opty, a 14 ceHTs10pst Oblla B OCHOBHOM pasrpyxeHa (cM. npuioxenue 51). He-
CMOTps Ha mpobes1 MeXIy dTUMHU AaTtaMu, ['pynma cuurtaet, 4To «AHrapay» ¢ yueToM
pacueToB €e CKOPOCTH IMOUYTH HaBEpHsSKa OCTaBajach B 3TOH Oyxre (CM. MpHIIOXKe-
Hue 51), xoTs I'pymnna He MOXKET HCKIIOUYUTHh BO3MOXHOCTH TOTO, YTO B IEPHOJ MEXKAY
12 u 14 centsa6ps «AHrapa» BEITPy3HJIa I'Py3 B OJHOM U3 POCCHUHCKUX IMOPTOB HJIHA B
JIPYTOM MecTe MOOIN30CTH.

112. 3a paccMmarpuBaeMbli TNepuo] «AHrapa» COBEpIINa HECKOJIBKO peiicoB B
Hamxun. IloMuMO CHHMKOB, NMPUBEACHHBIX TOCYyJapCTBAaMU-WICHAMH M COJEpXKa-
LIMXCSl B MpuiioxkeHusix 47 u 48, Ha cepuM CHUMKOB, BHJIHO, Kak 28 ceHTI0ps «AH-
rapay, Cyas 10 BceMy, 3arpyxaet kKoHTeliHepsl B OyxTe KoHromikoBa, a 2 okTa0psi BbI-
rpy’aet ux Ha npudaine 1 B mopty Hamxus (cMm. nmpunoxenue 53).

113. Ha npyroi#i cepuu CHUMKOB BUAHO, Kak 21 u 22 okTs0ps « AHrapa» pasrpyxaia
KOHTelHepsl Ha npuvaie 1 B nopry Hamkun, 23 okTa0ps 3arpyxaina KOHTeHHEpHl Ha
npuyane 2, a 27, 28 u 29 oxTA0ps pasrpykaia u 3arpyxxana KoHTeifHepHl B OyxTe Ko-
HIOIKOBA (CM. MprtokeHue 53).

114. B TeueHme paccMaTpHBaeMoOro IMepuoja MOMHMO «AHTapwl» cyaHo «Mapus»
(cMm. Tabnuny 3 u npunoxenus 47 u 48) taxxe nepeo3uiio 20-dyToBele TPaHCTIOPT-
HbIe KOHTeHHepsl Mexay nmoproM Hamkuu u Oyxroit Konromkosa. Hanpumep, B me-
puon ¢ 10 mo 16 oxTsabpst «Mapwusi» 3arpyxalia KOHTeHepsl Ha mpudaie Ne 2 mopra
Hamxun u pasrpyxana nx B Oyxre Konromkosa (cM. mpunoxeHue 54).

8 Cwm. www.railwaygazette.com/infrastructure/north-korea-rail-link-completed/38707.article.
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115. T'pynma ormeuaet, 4TO, XOTsI I'Py30Bble KOHTEHHEPHI OOBIYHO HE MEPEBO3SITCS
KeJIe3HONOpOXKHBIM TpaHcnopToM Kopeiickoit Haponno-/lemokparnueckoit Pecmy6-
JIMKH, CPEACTBA MACCOBOW MH(POPMALIMH COOOLINIIH, YTO «C CEHTAOPS ... XapaKTepHbIe
I'PY30BbI€ COCTABHI C TPAHCIIOPTHBIMU KOHTEHHEPAMHU Pa3HbIX IBETOB OBIIIN 3aMEUCHBI

10 MEHbUIEH Mepe B MSITH TOUKAX, IOMUMO nopta Pacon» .

116. I'pynma nmpoaHann3upoBalia BO3MOXHBIE MapUIPYTHl TPAHCIIOPTUPOBKH KOHTEH-
HepoB B opT HamxuH n u3 Hero. OTpaHWYCHHBIM aHATN3 UMECIONIUXCS CHUMKOB IT0-
Ka3bIBAaCT, YTO B CEHTAOPE, 10 CPABHEHHUIO C MPEABIAYIIUM NEPUOIOM, MEKIY TOPTOM
Hamxun n ctannueit Haqkxue Ha ceBepe OBUIO 3aMEUEHO aKTUBHOE JIBMIKEHHUE COCTa-
BOB C KOHTEHHEpaMH, KPHIIIH KOTOPEIX OOBIYHO OKPAIINBAIOTCS HA CHUMKaX (CM. pU-
cyHOK XX).

Pucynox XX
KenesHonopoxHbie IyTH B OKpecTHOCTSAX nopra Hapxxuu u cranuun Hagxkuun

Tunnel

ne

entrance

Tunnel southern
entrance

Najin station

Hcmounux: Google Earth, nocnennee obpamenne 6 suapsa 2024 roxa (¢ koMMeHTapusMu [ pymmsr).
Ilpumeuanue: xeae3HOJOPOKHBIN MyTh, HAYLUIUN HAa CEBEP OT NMOPTa Yepe3 TyHHeNb B TymaHraH, BbIJIEIEH

Entrances of possible
underground facilites

KpacCHBIM LBETOM, a NyTh, COCIMHSIONINHN CTAHIIMIO C IMYHKTaAMHU Ha3HAYC€HUA Ha I0T€, — 3€JICHBIM. O6paTI/ITe

BHUMAaHHEC Ha pacIOJIOKEHUE BO3ZMOXKHBIX BbC310B B ITOA3EMHBIC 00BEKTHI B paﬁOHC TOHHCJIA.

117. IlpumepHo B 2,5 KM K ceBepy OT cTaHUUM HaIKHUH XelNe3HOAOPOXKHBIM MyTh
BXOJHUT B TOHHEJb MOJ TOPO# (BBICOTOH 0K00 520 M) M BEIXOJUT U3 HETO Ha PaccTo-
STHUU OKOJI0 3,8 KM Ha CeBEpHOM cTOpOoHE Topbl. Ha CTyTHUKOBBIX CHUMKAX 3TOH TOPHI
Ha I0)KHOW CTOPOHE BHJIHBI MHOTOYHCIIEHHbIE L-00pa3Hble Bbe3/bl B IpeAIoIaraeMbie
noj3eMHble 00beKTH (cM. pucyHok XXI u npmiioxenue 55). Hannuue npeanonarae-
MbIX L-00pa3HbIX M03€MHBIX 00BEKTOB MOXKET YKa3bIBaTh HA TO, YTO 3Ta TEPPUTOPUS
nMeeT cTtparerunueckoe 3HaueHue a1 Kopelickoit Haponno-Jlemokparuueckoit Pec-
nyonuku. ['pynna npoxnoimkaer pacciegoBaHue.

65

Cm. www.nknews.org/pro/north-korean-trains-in-alleged-russia-arms-deal-pass-through-key-
weapons-hub.
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118. I'pynna oxunaet orBeta Poccuiickoit @enepanuu Ha CBOU 3alpOCH.

119. ITo utoram u3ydeHus CIIyTHUKOBBIX CHUMKOB 3a KOHKpETHbIE AaTsl ['pynna npu-
IU1a K BBIBOJLY O TOM, UYTO «AHrapa» 3arpyxana u pasrpyxaina 20-¢pyToBble TpaHC-
mopTHBIE KOHTeHHeps! B OyxTe KoHromkoBa u B mopty Hamxun. «Mapus» 3arpysuna
KoHTelHepsl B HamknHe pasrpysmia ux B 0yxre KonromkoBa. 3Tu HaOmOAeHUS SIB-
JIAI0TCA YETKUM J0Ka3aTelbCTBOM IE€PEBO3KHM TOBApOB U MaTepuanoB Mexay Kopeil-
ckoit Haponno-/lemokparnueckoit Peciyonukoit n Poccuiickoit @enepanneii.

120. KoHTelHEpH! JOCTABISINCEH B TaBaHb, UCIOJIb3yeMYI0 poccuiickuM BM®, u BbI-
BO3UIUCH 0OpaTHO. B HacTosmee Bpemd I'pynna He MOXET OIPEAeTUTh COAEPKUMOE
KOHTeliHepoB. PaccinenoBanue npojokaercs.

Heno 5

121. ITo maHHBIM OJHOTO W3 rocyaapcTB-uieHOB, B 2022 roay rpaxnanuH Poccum
[Magen Iapnosuy llesennn® mposen neperoBopsl ¢ JomkHOCTHBIMY JHaMu Kopeii-
ckoit Hapoano-Jlemoxparuueckoii Pecny6nuku B Jlamacke, B Tom uucne ¢ Jlum En
X&k, KOTOpBIN cunuTtaics npeacraButenemM Kopelickoit TOpHOPYAHON TOPTOBOM KOPIIO-
panuu («KKOMUWJl», KPe.001) B Cupuiickoii Apabekoit Pecny6nuke®, ¢ nensro co-
nercTBus moctaBkaMm opyxus u3 Kopelickoit Haponno-Jlemokparuueckoir Pecmy6-
nuku B Poccuiickyio @enepanuio, ¥ Mo cOCTOAHUIO Ha OKTA0ps 2023 roga co3naHHas
ceTh mpojoJikaia GpyHKIHOHUPOBaTh. [lo MMelomuMes JaHHBIM, K 9TOH IeSTeJIbHO-
cTH OBLI IpUYacTeH W Apyroi rpaxknanuH Poccum — Banepuit EBrenpeBnu Yexa-
n08%. NseectHo, uTo r-H llleBenun u r-H YekanoB ObUIM CBA3aHBI ¢ rpynmnoil «Bar-
Hep» . Poccuiickas ®enepanus npocuna [pyniy mpeaocTaBuTh 6osee MoAPOOHYIO
HH(pOpPMAIMIO HA TOM OCHOBAaHHH, UTO «Takas UHH(OpMAIHsI HEOOX0UMa JJIsI IPOBE-
JIeHUs TIIATEJIBHOTO pPacCie0BaHUs, BRISCHEHUS BCEX 00CTOATENHCTB, YCTAHOBICHUS
JIMYHOCTH MOA03PEBACMBIX U OpPTaHU3aIUK CYIAcOHOTO pa3dupaTeabCTBa, eCIH OYAyT
BBISIBJICHBI JOCTaTOYHbIC OCHOBaHUs». Cupuiickas Apadckas PecnyOnnka Ha 3ampoCh
I'pynne! moka He oTBeTUia. PaccieqoBaHue NpoaosKaeTcs.

Heno 6

122. Tlo cooOIeHUsIM rOCyJapCTBEHHBIX OPTAaHOB M CPECTB MaCCOBOM HHGpOPMAIIUH,
6oeBuku XAMAC mornu ucnoias3oBath opyxue u3 Kopeiickoit Haponno-/lemokpa-
tuueckoil Pecny6nuku (cm. npunoxenue 56)7°. Kopeiickas Hapoano-Jlemokparuue-
ckas PecniyOninka Ha3zBana noqoOHbIe 3asBIeHUsT «OECIIOUBEHHBIMH M JIOKHBIMH CIIY-
xamu» ', Ha 3anpocsl Ipynnel U3pauis OTBETHI, 4TO TAKHE CHCTEMBI BOODPYKEHHI
BKJIt09anu paketsl F-7 u3 Kopeiickoit Hapogno-/lemoxparnueckoi PeciyOnuku u 4To
XAMAC unmen aecsatku cuctem «Denukc» u3 Kopeiickoir Hapogno-Jlemokparuue-
ckoit Pecnmybnuku. M3pamnbs mpesocTaBHJI TaKTUKO-TEXHUYCCKHE XapaKTePHUCTUKHU
nMetonuxcsi y XAMAC mporuBoTaHkoBeIXx cuctem u3 Kopeiickoir Haponno-Jlemo-
kpatuueckoil PecnyOomuku (cMm. mpuioxenue 57). Kpome toro, I'pynna HampaBuia
nucbMo B ajipec ['ocynapctsa Ilanectuna.

€ IMara poxaenus: 10 okrsa6ps 1989 roxa; nacnopr Ne 8617230995,

7°8/2019/171, n. 92.

% Jlara poxnernus: 10 saBaps 1976 roxa; Mo HMEIOIINMCS CBECHUSIM, MTOTHO.

8 Cm. www.state.gov/imposing-additional-sanctions-on-those-supporting-russias-war-against-
ukraine.

0 Cm. www.nknews.org/2023/10/apparent-north-korean-weapons-used-by-hamas-but-dprk-denies.

™ Cwm. http://kcna.kp/en/article/q/aa4df265dc7ce03ee512204d1071£d47. kemsf.

45/627


https://undocs.org/ru/S/2019/171
http://www.state.gov/imposing-additional-sanctions-on-those-supporting-russias-war-against-ukraine
http://www.state.gov/imposing-additional-sanctions-on-those-supporting-russias-war-against-ukraine
http://www.nknews.org/2023/10/apparent-north-korean-weapons-used-by-hamas-but-dprk-denies
http://kcna.kp/en/article/q/aa4df265dc7ce03ee512204d1071fd47.kcmsf

S/2024/215

46/627

Heno 7

123. Poccuiickue cpecTBa MacCOBOW MH(POPMaLMK COOOIIMIIN O TOM, YTO BO BpEeMs
o¢punuansHoro Busuta B Poccuiickyto @enepanuto 17 centsaops Kum Yen blu mony-
YU B oJapok ot rybepHaropa I[Ipumopckoro kpas Onera Koxemsiko, B 4aCTHOCTH,
WHJUBHyaTbHBIH KOMIIJIEKT OpOHE3amUThl AJIsl ITYPMOBBIX ONepaluid, niTb dappa-
XKUpylomux Ooenpunacos, passenbiBaTenbHbli BIIJIA camonetrHoro Tuma «l'e-
paHb-25» ¢ QyHKIMEH BepTUKAIBHOTO B3jeTa U cucteMmsl ynpasnenus BIIJIA. Cpen-
CTBa MaccoBOW MHpopManuu coodmuau Takxe, 4ro Kum Yen blu u npesunent Poc-
cuiickoit @enepannu Bnanumup [TyTuH 0OMEHsJIMCHh B KaueCTBE MOJAPKOB BUHTOB-
kamMu’? 1 uyro Kum Yen bIH nonyuun meu ot MmunucTpa 06oponsl Poccuiickoii Meje-
panuu Cepres Illoiiry”. I'pynna oxupaer orsera Poccuiickoii ®enepanun Ha CBOU
3aIpOCHI.

Hemno 8

124. I'pynna mpopoikaeT pacciefoBaHHE B OTHOLIEHUH KOMIIAHHMM M3 MBSHMBI
«Posin lyn Jleit komnanwu, nta.» . Kak cooOmuIo ofHO U3 rocyl1apcTB-4J€HOB, B
okTs10pe 2022 rona meneranus Kopeiickoit Haponno-J/lemokparuueckoii Pecny0nukuy,
npeactasisomas komnanuiw KOMU/I, nocetuna MbpaHMY 1715 MOJJAEPKKU TEPETO-
BOPOB O NOCTaBKaxX KOMILJIEKTOB HaBeICHHUS aBMabOMO CTOMMOCTBIO B MHIUTHOHBI
nonn. CITA ¢ komnanue#t «Posn llyn Jleit», koTopas 3aHUMaeTCs BOGHHBIMU ITOCTaB-
kaMu. I'pynmna oxugaer or MbsIHMBI OTBETA Ha CBOU 3aIIPOCHI.

Hemno 9

125. I'pynna npomoJi’kaeT pacciieloBaHHE B OTHOIICHUH IIPEAINOIaraeMoro BOGHHOTO
coTpyaHudecTtBa Mexy Manu u Kopeiickoit Haponuo-/lemokpatuueckoit Pecny6mnu-
koii’®. Kak coobuanocs, padoraromuii B moconsctse Kopeiickoit Hapoguo-Jemoxpa-
tuueckoil Pecny6nuxu B [sunee aunnomar A Ce Xo’® B coTpyauudecTBe ¢ mpeacTa-
ButeneM KOMU/] BeicTynuI B pojid MOCPEAHUKA B OCYIIECTBICHUH MPOEKTA CTPOU-
TEeIhCTBA 3aBOJIa M0 MPOU3BOJICTBY OoenpumnacoB B Manu. B xonue 2023 roga npen-
crautesib KOMMU]] Heckonbko pa3 mocerman Manu s OOCYXKIEHHS MPOEKTA.
I'pynna oxxunaet or Manu u I'BUHEN OTBETOB Ha CBOU 3alPOCHI.

Heno 10

126. I'pynna mpuHUMAaET K CBEJACHHUIO OMYyOJIMKOBAHHOE CpPEJICTBAMH MacCOBOUW HH-
dbopmanuu coobuienue o ToMm, uro Kopeiickas Hapoxno-/lemokpaTudeckas Pecmy0-
JMKa TOCTaBJsjga OOeNpuUIachl, CHapsabl M pakeThl Poccuiickoit ®enepamuu 7
(cM. mpunoxenne 58). ['pynma oxunaet oT Poccuiickoit ®enepanuu oTBeTa Ha CBOM
3ampoc.

2 Cm. https://tass.com/politics/1674937.

8 Cwm. https://ria.ru/20230919/mech-1897211414.html.

™8/2023/171, n. 124,

5.8/2023/656, 1. 97.

6 Ha xopeitckom sizbike SFA| & ; nara poxaenus: 15 uions 1976 rona; nacnopt Ne: 572110043
(PD).

" Cw. https://euromaidanpress.com/2023/11/12/north-korea-supplies-russia-with-full-range-of-
artillery-ammo-including-gun-and-mortar-shells-rockets.
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Heno 11

127. I'pynma ormetuia coobnieHre OOIIEeCcTBEHHOM TellepalrnoBeNIaTeIbHON KOMITa-
HUHU YKpauHbI 0 TOM, uTO 2 siHBaps 2024 rox B XapbKkoBe ObUTH 00HAPYKEHBI 00JIOMKH
paKeTsl, NPeANoNoXKUTENbHO, Tpou3BoacTBa Kopeiickoit Haponno-JleMokpaTtudeckoit

PecnyGnuku’®,

128. I'pynna uzydaer uHpopManuio od 3TUX OOIOMKAX, MOIYYEHHYIO OT BHEIIHUX
skcneproB °. B oreer Ha 3anpoc [pynmel YkpauHa npuciaia JOKIai, KOTOPBIi
I'pynna paccmaTpuBaer.

I'enepanabHoe pasBeabiBaTeabHoe 610po (KPe.031)%

129. T'pynna npomospkalia OTCIEKUBATh U pacciie]oBaTh Clydan Kubeparak, MpUIH-
ceiBaeMbIX KuOepsnoymeinieHHukam u3 Kopeiickoit Hapoano-Jlemokparuueckoi
PecnyGiuku, Nopu4MHEHHBIM |eHepanbHOMy pa3BeabiBareabHoMy Grtopo (I'PB) 8,
BKII0das rpynnsl “Kimsuky”, “Lazarus”, “Andariel” u “BlueNoroff%. OcHoBHbIME
3a/1a4aMu 3TUX KHOEP3JIOyMBIIIJIEHHUKOB SIBISIIOTCS MOJTydYeHHe HHPOPMaLHK, Ipel-
craBisomeil neanocts At Kopeiickoit Haponno-Jlemokpatuueckoit Pecriybnuxu, u
HE3aKOHHOE€ MoNydeHHue aA0XoaoB (cM. mm. 180—190) ans 310 cTpaHbl. MeToas! co-
BEPUICHUS aTak, IPUMEHsAEMbIE 3TOM CTPaHOH, MO-NPEXKHEMY BKIIOYAIOT aJpeCHBIN
(ULIVHT, HCTIONIb30BaHKE YSI3BUMOCTEH, HH)OPMAIIMOHHO -[ICUXOJIOTHYECKHE aTaK! U
XaKepCKue aTakud TUMa «HajlduBaikay. ['pynma BbIABHIA HECKOJBKO TEHIACHUHUN B
chepe 310HaMepeHHOM kubOepaktuBHOCTH Kopeiickoii Hapomuo-J/lemokparuueckoit
Pecny6nuku B 2023 rony, a Takke HEMpeKpallalonuecs aTaku Ha KPUNTOBAIIOTHYIO
otpacib (cM. nim. 188—189). [Togbopka COOTBETCTBYIOIMMNX OTYETOB MO BOIIPOCAM KHU-
0ep0Oe30MacHOCTH MPUBOAUTCS B MIPUIIOKEHUH 59.

Amaxku Ha 0bveKkmol B0EHHO-NPOMbBLUUTIEHHO20 KOMNJeKca

130. I'pynma “Lazarus” mpojaoikalia COBepIIaTh aTakKu Ha KOMIAHUK 00OPOHHOH OT-
pacau o Bcemy Mupy (cMm. pucyHok XXI). C moMONIbI0 BTOPKEHUN KUOEP3T0yMBbIIII-
nennuku 3 Kopeiickoit Hapoano-/lemokpatuueckoir PecriyOnuku moaydaroT T10CTYyT
K MHTEJUICKTYaJbHOU COOCTBEHHOCTH WJIU APYTroW MHPOPMAIUU, HAPUMED, CXeMaM
U YepTekaMm, KOTOPbIe MOTYT OBITh HCIIOJIb30BaHBI ISl PA3BUTHS MPOrpPaMM 3TOM
CTpaHbl MO OPYXHUIO MacCOBOTO YHUYTOXXEHUSI M OAJUIMCTHYECKUM pakeTaM U Mpo-
JaHbl T TOJYYEHHUs JTOMOJHUTEIbHOW MPHUOBLIM B MHTEPECAX OPYKEWHBIX MPO-
rpaMM 3TOU CTpaHbl.
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81

82

Cwm. https://suspilne.media/655506-shoza-na-raketi-z-paradiv-u-pivnicnij-korei-cim-raketa-akou-
vdarili-po-harkovu-2-sicna-vidriznaetsa-vid-iskanderu.

CBeneHust 0 paccie0BaHUU, IPOBEICHHOM Ha MecTe opranusanueil « Konpaukr apmameHt
pucepu», cM. 1o aapecy https://storymaps.arcgis.com/stories/
3a4e9d713f59426d9d1ea3881abecbf3.

B otnnuue oT nmpeabIAynuX T0KIAI0B, B KOTOPBIX MEPEUNCISUIMCH Aeia 0 KuOepyrpo3ax ¢
yKa3aHUeM KHOEp3JI0yMBIIIICHHUKOB, B HACTOSIIEM pasjeie [pynna HCHoab3yeT TeMaTHdeCKuil
MOAXOX st 00BACHEHHs OCHOBHBIX TCHACHIHIT B chepe BPeIOHOCHOMW KHOEPaKTHBHOCTH
Kopeiickoit Hapogno-/lemokparnueckoit PecnyOnuku. Cicok nei NpuBOIUTCS B
npunoxeHusx 59, 94 n 95.

Kaxk coo0mmuno ogHo U3 TocyaapcTB-4iaeHoB, 90 MPOLEHTOB BPEJOHOCHON KHOSPaKTUBHOCTH
Kopeiickoit HaponHo-/lemokparuueckoit Pecyonuku ucxonut ot I'Pb. B nexabpe 2023 rona
OZHO U3 rOCYAapCTB-YJICHOB BBEJIO CAHKLIMHU B oTHomeHuu aupekropa I'Pb JIu Uxan Xo. B
2023 rogy I'pynma pexomennoBaina BKI049NTh JIn Uxan Xo B CAaHKIIMOHHBIN NEepedeHb

(cm. S/2023/171, nm. 136 u 170). Cm. takxke www.mofa.go.kr/www/brd/m_4080/view.do?
seq=374538&page=1.

HasBaHus, ucrosib3yeMble B HACTOSIEM paszjesne sl 0003HaueHUs! KUOEP3I0yMBbIIIIEHHUKOB U
MPOBOAMMBIX UMH aKLIUH, OOIEIIPUHATHI B OTpaciu KuOepOe30macHOCTH.
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Pucynox XXI

3aperucTpupoBanHbie aTaku Kopeiickoii Hapoagno-/{emokparnueckoii
Pecny01uKkH Ha KOMIAHMH 000POHHO-NIPOMBILITIEHHOT0 KOMILJIEKCA, HOSIOPb
2022 rona — ssuBapb 2023 rona

[@) 14% Russia (@) 3% Brazil
[B)10% united states  [@]3% Czechia
[@)10% Israel (®) 3% Finland
(@) 9% Germany 3% France
(E) 7% India (M) 3% Italy
[B) 6% Africa () 3% Poland
[@) 6% south korea 3% Norway
[@) 2% Tarkiye (7) 13% Other

Hemounuk: www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-
2023.

131. I'pynna “Lazarus” B310Maljia CeTh UCIAHCKOM aBHALIMOHHO-KOCMUYECKOU KOM-
nanuu®, W3HAYaNILHO TIPOHUKHYB B Hee B 2022 oy ¢ MOMOMUIBIO KaMIaHHHU aJpec-
Horo (urmmHTa, OpraHu3oBaHHON areHTamu u3 Kopeiickoit Hapomno-/lemokpaTude-
ckoit PeciyOmku, koTopsie BbI1aBain ce0s 3a CIIENUAINCTOB 110 MOA00pY MepcoHata
3 LinkedIn u yOexmany MHTEpECYIOIINX UX CYOBEKTOB 3aITyCTUTh B paMKaX MOIICH-
HUYECKOTO Ipolecca HaliMa BPEJOHOCHOE NMPOTpaMMHOE OOecnedeHne, 3aMacKiupo-
BaHHOE o] TecToBoe 3ananue (cM. pucyHok XXII). MeroTcst cBeJleHHST O TOM, YTO
rpynma “Lazarus”, ©CTIONb3ys aHAJTOTHYHBIE METO/IbI, aTakoBaja B OKTs0pe 2021 roma
aBHallMOHHO-KOCcMHuUYeckue komnanum B KoponesctBe Hunepnannos, a B ¢eBpane

2023 roja — KOMIIAHUIO 0OO0POHHO-IPOMBIIIIEHHOr0 KoMILIekca B [Tonbme®,

8 Cm. www.welivesecurity.com/en/eset-research/lazarus-luring-employees-trojanized-coding-
challenges-case-spanish-aerospace-company u www.sentinelone.com/labs/comrades-in-arms-
north-korea-compromises-sanctioned-russian-missile-engineering-company.

8 Cm. www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/Lazarus-campaigns-and-
backdoors-in-2022-2023.pdf u S/2021/211, n. 126 u cuocka 107.
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Pucynox XXII
3aperucTtpupoBanHoe npounkHoBeHne Kopeiickoit Hapoano-/lemoxkpaTnueckoii
Pecny01uKH B ceTh HCIAHCKOWH aBUAIIMOHHO-KOCMHYECKOH KOMIAHUH

-« T -

Third-party r—-- : ;
cloud storage : Quizl.iso
1
1
|

downloads

bad . L

Attacker Target in Quizl.exe Presentation Dropper
Spain Host.exe (mscoree.dll)

NickelLoader

Hemounuk: www.welivesecurity.com/en/eset-research/lazarus-luring-employees-trojanized-coding-challenges-
case-spanish-aerospace-company.

132. B coobumenuu, ony6auxkoBaHHOM B okTsa6pe 2023 roxa®®, rosopurcs o ToM, 4To
rpynmna “Lazarus” npoaomkaeT BECTH KaMIIaHUIO, HALIEJIEHHYIO Ha UHXXEHEPOB-sSIAep-
IIMKOB U OOOPOHHYIO NMPOMBIIUICHHOCTH, BKJIIOUas MPOU3BOAUTENECH paJapHBIX CH-
cTeM, OECIMIIOTHBIX JIETATEIbHBIX aNapaToB, BOCHHBIX TPAHCIIOPTHBIX CPEICTB, KO-
pabineif, BOOpy>KeHUH M CyqOXOAHBbIe KOMMaHHWH. [lo mMeomuMes JaHHBIM, Tpymmna
“Lazarus” moixydaeT ZOCTYHI K HX CHCTeMaM, OOMaHHBIM ITyTEM BBIHYXKJasi COMCKATe-
Jel BakaHCHUH depe3 colralbHBIe ceTH, BKItodas Telegram u WhatsApp, oTKpeIBaTh
BPEIOHOCHBIE NTPHIIOKEHUS AKOOBI ISl IPOXOXKIEHUS coOece0OBaHU.

133. Kak coobmaercs, B 2022 roxy xakepsl u3 Kopeiickoit Hapoguo-/lemokxpatude-
ckoil PecmyOnmku depe3 «4UepHBIH XOm» NPOHUKIH B cucreMy kommanuu OOO
«CIIYTHUKC» u noxuTuiiu TaHHBIC, BKIIOYas 9ePTEKH CIIYyTHHKOBOTO 000pyIoBa-
uua®, Ha sanpoc I'pynnsl Poccuiickas ®epepanus orsetuna: « Heobxonaumo Gonbiie
nH(popMaIu, 4YTOOBl TOJDKHEIM 00pa3oM M3Yy4HUTh HpejIonaraeMble KubepaTaku co
CTOPOHBI KHOCP3MOYMBINIIEHHIKOB, Oazupyromuxcs B KH/IP». B pe3ynsrate oTnens-
HBIX BTOP)KEHUH, COBEpPLICHHBIX, BEpPOATHO, B mepuoa c¢ koHma 2021 nmo mai
2022 ronma, xubeprpynmel “ScarCruft” m “Lazarus” B3jJIOMaiu IOYTOBBEIA cepBep U
BHyTpeHHI0I0 ceTh HIIO «Mamunoctpoenue»®-8, Poccuiickas ®enepanus oTse-
tuna: «He oOHapy>keHO HUKaKNX JOKA3aTelbCTB COBEPIICHMS KOepaTak Ha BHYTPEH-
HIOIO [MH()OPMAIMOHHO-TEXHOJIOTHYECKYI0 | HHPPACTPYKTYPY POCCHHCKON OpraHu3a-
nun HITO «MamuHOCTpOEHHE» CO CTOPOHBI KHOEPIIPECTyMTHUKA, CBA3aHHOTO C BKITIO-
yeHHOW [Opramm3amueit O0venuaenHsix Hanwmit] B mepeuens [PI'b (KPe.031)] u3
KHJAP, “Lazarus”, “ScarCruft” unn “Kimsuky”».

134. B aBrycre u ceHTsA0pe kubep3noymbimneHankn u3 Kopeiickoit Haponno-/emo-
KpaTndeckoi PecryOuinKu coBEepIIMIN MHOTOYHMCIICHHBIE ITONBITKH B3JIOMa CETeH Cy-
JOCTPOUTENBHBIX NpeanpuaTuii B Pecnyoinke Kopes ¢ niespio noxumenust HHpopma-
LUH, KOTOPYI0 MOXXHO OBUIO OBl MCHOJB30BaTh IS YKPEIUIEHHS BOEHHO-MOPCKOH
momu Kopeiickoii  Haponno-Jlemokparuueckoit PecnyGnuku 8 CornacHo

8!
8
87

a

Cwm. https://securelist.com/apt-trends-report-q3-2023/110752.

Cwm. http://english.chosun.com/site/data/html_dir/2023/09/07/2023090701108.html.

CMm. www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-
missile-engineering-company.

HIIO «MamuHocTpOoeHHE»

8 Cwm. mpunoxenue 61 u https://en.yna.co.kr/view/AEN20231121006800315?section=
national/national.

>

88
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HMEIOUIMMCS CBEICHUSIM, 3JI0YMBIIJIECHHUKH MBITAIUCh MOJYYUTH JOCTYI K CUCTEMaM
KOMITaHUH TMOJ BUJOM IOCTAaBIIUKOB YCIYT MO OOCIYXHBAaHHUIO WH()OPMAIMOHHBIX
TEXHOJOTHI W/WJIM C MPUMCHEHHEM MeEToAa aapecHOoro (GuImWHTa (CM. MPHUIOKE-
Hue 61). I'pynma “Andariel” atakoBajia HECKOJIBKO TEICKOMMYHHUKAIIMOHHBIX KOMIIa-
HU, UCCIICIOBATEILCKUX HHCTUTYTOB, YHUBEPCUTCTOB M KOMIIAHUHU, pabOTAIONMKUX B
chepe nHGOPMANIMOHHBIX TEXHOJIOTHH, 000POHHON MPOMBIIICHHOCTH U (PUHAHCOB B
Pecnyonuke Kopes, u moxutmna 1,2 TepabaliT mHpOpMAUK, BKIOYAs CCKPETHBIC
JaHHBIE O Ja3epHBIX CUCTEMAaX BOOPY:KEHMH Kiacca «3eMia-Bo3ayx»™ (cum. m. 187 u
npunoxenue 62).

Amaxku Ha yenodyku nocmaeok

135. B 2023 rony HeCKOJIBKO KOMITAHUH, 3aHUMAIOIIUXCS BOMPOcaMu Kubepode3omac-
HOCTH, COOOIIMIIM O TOM, 4yTo KubepcyowrekTsl u3 Kopeiickoit HapoxHo-/lemokpaTu-
yeckoi PecriyOnuku coBepIIaroT aTakyi Ha [IENOYKH OCTaBOK, BBILIEJINBAs TAKHUE KOM-
MaHUH, KaK MMOCTABIIMKHU IPOrPaMMHOr0 00ecIedeHust, YTOObI MOCPEACTBOM OJTHOTO
HECAHKIMOHUPOBAHHOTO IPOHUKHOBEHHUS MOIYUYHUTh JOCTYIl K MHOTOYUCIIEHHBIM Ce-
TAM B MHTEPECYIOIMX X cekropax®l. Takue cyOBEKTH NPUMEHSIOT CAMBIE PA3HBIE
METO/Ibl COBEPIICHUS aTaK, BKJIOUas aJpeCHbI (QUIINHT, KOTPaBICHUE)» MyOIUIHBIX
XPaHWJIHKI] OTKPBITOTO MCXOJHOTO KOJa M MaHMITYJIMPOBAaHUE MPOQWISIMHU Ha OTpac-
nesbix mwiaTdopmax®, J[Ba rocynapcTBa-uneHa onyoJIHKOBaIM COBMECTHYHO PEKOMEH-
Januio 1o obecrneyeHnto kubepObe30nacHOCTH 1noja HazBaHueM «KubepaiioyMmblmiieH-
HUKH, CBA3aHHBIE C TocyAapcTBeHHBIMH cTpykTrypamu KHJ/IP, coBepuiator ataku Ha

HENOYKHU MOCTABOK MPOrPaMMHOTO obecteueHus» S,

136. B wurone ceTh IMOCTaBIIMKAa MPOTPAMMHOIO obOeclmeueHus KaKk YyCIyTH
“JumpCloud” Obina B3OMaHa cyowekramu u3 Kopeiickoit Haponno-/lemokparuye-
cKkoit Pecny6inky, UMEIOMMMHU OTHOIIEHNE K COBEPIICHUIO KPUIITOBAIIOTHBIX XHIIE-
Hui®, BepoATHO, ¢ MOMOLIBIO M30UIPEHHON KaMIIaHUU aAPECHOTr0 GUIIKMHTA (CM. pH-
cynok XXII)%; 1m0 paHHBIM OJHON K3 GJOKYEHHOBBIX KOMMAHMH, 3TOT B3JIOM MOT
nath Kopeiickoit HapomHo-/lemokpaTuueckoii PecniyOnnke BO3MOXHOCTb COBEPIIUTD
KaK MUHHMYM J[Ba XUIIEHUS KPUNTOBAIIOTH Ha 00IIyr0 cymmy B 147,5 MiH nomd.
CHIA (cM. mpunoxenue 95).
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9% Cm. www.recordedfuture.com/north-korea-aligned-tag-71-spoofs-financial-institutions,
www.koreatimes.co.kr/www/nation/2023/12/103_364423.html,
www.yna.co.kr/view/AKR20231204049700004,
https://boannews.com/media/view.asp?idx=124405 u
https://english.chosun.com/site/data/html_dir/2023/12/05/2023120501179.html.

1 Mndopmanuio 06 arakax Ha LEMOYKH MOCTaBOK npuiaoxkenns 3CX, COBEpIIEHHBIX B MapTe
2023 roma, cMm. B S/2023/656, m. 113.

%2 Cm. https://medium.com/checkmarx-security/how-north-korea-is-compromising-supply-chains-
df1532b29a49.

9 CoBMecTHas pekOMEHIAIMs M0 0becneueHnI0 Kubep6e30nacHOCTH, MOArOTOBIEHHAS
Pecny6nukoit Kopes u CoenunennsiM KoponeBctBom Benukobpuranuu u CeBepHoit Upnannuu,
oT 23 Hosa6ps 2023 roga npUBOAUTCS B MPUIIOKEeHHH 60.

% I'pynna « UNC4899», koTopas MpeAIoaokKUTENBHO A€HCTBYET NapaiebHo ¢ TpyNnaMu
“Lazarus” n “Kimsuky”.

% Cm. www.mandiant.com/resources/blog/north-korea-supply-chain.
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Pucynox XXIII
JAmnarpamma 3aperucTpupoBaHHoi atakn Ha “JumpCloud”
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Hcmounuk: www.mandiant.com/resources/blog/north-korea-supply-chain.

137. I'pynmer “Lazarus” u “Andariel” ucmonp3oBaidu ysI3BEMOCTh YHAJICHHOTO BEHI-
norHeHus koma (CVE-2023-42793) na cepsepe JetBrains TeamCity uepes mpumoxe-
HHE, UCTIOJIB3YEMOE IS pa3paboTKu mporpaMMHoro obecrneuenus ®®. Xots, kak c006-
maetcs, ooe atu rpynmsl 13 Kopeiickoit Haponuo-/lemokpatuueckoit Pecrrybnuku wc-
MIOJIB30BAIH OAHY M Ty XK€ YSI3BUMOCTD, ITOCJIE €€ OTKPBITHS OHU IPUMEHIIIH Pa3JInd-
HbIH MHCTpyMeHTapuii u MeTonn Y.

138. I'pynna “Lazarus” coBepiuuia aTaky Ha LIEOYKY IOCTABOK C MCIIOJb30BaHUEM
BPEJOHOCHOTO BapuaHTa IPHJIOKEHHUS, pa3paborannoro «CaitbepJInHK KOpm.», BHEI-
PHB BPEIOHOCHBIH KOJ B IETUTUMHBIN YCTaHOBINHUK IpIutoxeHus « CaitoepJImHK», KO-
TOPBIM OBLIT pa3MenieH Ha JCTUTUMHOU ceTh «CaitbepJImHK» M mMOANUCcaH JETUTHM-
HBIM ceptu¢urarom «CaiibepJIluHk», B pe3yabTare 4dYero mocTpaganu Ooiee

100 ycTpo#CTB B pa3HBIX IOPUCAUKIUAX %,

139. Yrto kacaeTcss XpaHWJIML] UCXOAHOTO KOJa, TO OJHA M3 KOMIIAaHUH, 3aHUMAlO-
muxcs obecnedeHHeM KHOepOEe30MacHOCTH, BBIIBHIJIA MPEANPHUHATYIO TpYIION
“Lazarus” MacCUpOBaHHYIO aTaKy Ha LETOYKHM INOCTABOK, KOTOpas 3akjiioyalach B
pa3MenIeHuH IeCATKOB BPEIOHOCHBIX MakeToB “Python” B XpaHUIUIIE OTKPBITOTO UC-
XOTHOTO KoJla IpoTpaMMHOT0 obecredeHus “Python”, mocioyxuBmiee TOUKOH pacmpo-
CTpaHEHHUs BPEJIOHOCHOTO MporpaMMHoro obecneuenus®®. Coobmanock, 4To 3TH na-
KEThl MMUTHPOBAJIN TOMYJIAPHBIE HHCTPYMEHTHI “Python” ¢ OTKpBITEIM HCXOZHBIM KO-
JIOM, MCTIOJIB3ys TaWTcKBOTTHHT '’ n/miin npeanaras HOBbIE MHCTPYMEHTHI C JKeJlae-
MBIM (pyHKIIMOHAJIOM, U TIPH 3TOM COJIEPKalll CKPBITHIE BPEIOHOCHBIE KOMIIOHEHTHI.
B MHOroumcineHHbIX coobmenusx B 2023 rogy'® ormeuanoch Takike, 4TO rpyIna
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CMm. www.sonarsource.com/blog/teamcity-vulnerability.

CMm. www.microsoft.com/en-us/security/blog/2023/10/18/multiple-north-korean-threat-actors-
exploiting-the-teamcity-cve-2023-42793-vulnerability.

CMm. www.microsoft.com/en-us/security/blog/2023/11/22/diamond-sleet-supply-chain-
compromise-distributes-a-modified-cyberlink-installer.

Cm. www.reversinglabs.com/blog/vmconnect-supply-chain-campaign-continues u
www.reversinglabs.com/blog/vmconnect-malicious-pypi-packages-imitate-popular-open-source-
modules.

3710yMBIIUICHHUK WIH 3JI0yMBIIUICHHUKH HAJIEI0TCs, YTO Pa3pabOTYMKH ClydailHO yCTaHOBST
BPEIOHOCHBIN ITAKET, €CJIM €ro Ha3BaHHE, ONMHCAaHUA U GYHKIUHU OyayT BeChbMa IOXOAMUTH Ha
HOMYNSPHBIE JTETHTUMHBIE HAKETHI C OTKPBITBIM HCXOAHBIM KOZOM.

Cwm. https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-
hunters, https://mp.weixin.qq.com/s/fSYE12w3x3wad5SEOOEBS53Q, https://blog.phylum.io/junes-
sophisticated-npm-attack-attributed-to-north-korea, https://blog.phylum.io/crypto-themed-npm-
packages-found-delivering-stealthy-malware, https://blog.phylum.io/update-to-novembers-
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“Lazarus”, BepoSTHO, pa3MeCTHIIa MHOXECTBO BPEIOHOCHBIX MAaKETOB B JUCIIETYEPE
NPM, rae xpaHsTcs NUpWIOKEHHS Ui sI3blka nporpammupoBanus JavaScript
(cM. mpunoxenus 59, 94 u 95). Eme B oxaoM ordere'’? coobmanock o BHIABIEHUU
KaMIIaHUH, B XoJe kKoTtopoil areHTsl u3 Kopeiickoit Hapogno-Jlemokparuueckoil Pec-
nyOJIUKH MO BUAOM paboTojaTesiel MbITaluch 0OMaHHBIM 00pa30M BHIHYAHWTH pas-
paboOTYNKOB MPOrPaMMHOTO 00ecIeYeHUsI, MHOTHE U3 KOTOPHIX UMEIU OTHOLIECHUE K
KPUIITOBAJIOTHON OTpacid, YCTaHOBHUTH s Lejell cobeceroBaHMS BpPEIOHOCHOE
nmporpaMMHoe obecneueHue, pasmenieHHoe B xpaHuiume GitHub (cm. pucy-
HOoK XXIV u m. 132).

Pucynox XXIV
3aperucTtpupoBaHHas nenouka atak Kopeiickoit Hapogno-/{emokparnueckoii
Pecny6iuky Ha pa3padoT4YMKOB NPOrpaMMHOro odecrnedyeHus

..

oo : =l

threat actor victim cohducts victim downloads victim installs npm package backdoor

poses as online job malicious npm malicious npm retrieves and malware
prospective interview package from package runs backdoor establishes

employer Github malware access on
victim's host

Hemounux: https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-
job-hunters.

Obwas ungpacmpykxmypa u uHcmpymeHmapuii

140. Oaua koMOaHus, 3aHMMalomasca obecnedenueM kubepbesonacnoctu'’®, coood-

muia, 410 noxunHeHHble I'PB rpynmel kuOGep3noyMBIIITIEHHUKOB BCE dYalle Jei-
CTBYIOT MapaJulebHO, COTPYAHUYAIOT U MCIOIB3YIOT 00U T0CTyN K HHppaCTPyK-
Type AJIS MPOBEICHUS COBMECTHBIX omepanuil (cM. pucyHok XXV). DTa KOMIaHUs
OTMEYaeT, YTO IIPUMEHEHNE TAKOTO THOKOTO M0X0/1a K ONPEACIICHHUIO U T0CTaHOBKE
3a/1a4 yCIOXHIET paboTy CIIEHalINCTOB, 00ECIIEeUYNBAIOIINX 3ALIUTY, 10 OTCIEKHUBA-
HUIO, aTpUOYLIMH U NPECCUYECHHUIO BPEIOHOCHON JIEATENBHOCTH, B TO e BPeMs I03BO-
T IPOTHBHUKY, KOTOPBIH 00bEIMHNI CBOM YCUIIHS, IEHCTBOBATh CKPBITHO U € 0OJIb-
1Ieil CKOpOCTHIO M aJalITHBHOCTBION.

crypto-themed-npm-attack u https://github.blog/2023-07-18-security-alert-social-engineering-
campaign-targets-technology-industry-employees/#domains.

102 Cm. https://medium.com/checkmarx-security/how-north-korea-is-compromising-supply-chains-

df1532b29a49.

103 Cm. www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023.
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Pucynokx XXV
IIpeanonaraemas crpykrypa kudepnporpamm Kopeiickoii Hapoano-
JdemoxkpaTnueckoii Pecnyoaukn

ASSESSED STRUCTURE

OF DPRK CYBER S

PROGRAMS Supreme Leader of DPRK

General Staff Department of the Korean People’s Army Ministry of
State Security
Central Committee of the Reconnaissance General Bureau (RGB)
Workers' Party of Korea
United Front
Depart t(UFD) IT Workers
Official Government ﬂQEﬂC_.'
B Mandiant-Tracked Mamed Intrusion Set

B Open Source Mame

== Suspected Overlap
Shows an evolution to
Cveriap

Hcemounux: www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023.

141. Ogna xommnaHus no obecreyeHnIo KuOepOe30nacHOCTH OOHApyXHUiIa, YTO HMH-
¢dpacTpykrypa, 3aaeiictBoBanHas rpynmnoit “ScarCruft” mis aTaku Ha pPOCCHICKYIO
pakeroctpoutenbuyro komnanuto HITO «Mamunoctpoenue» (cM. 1. 133), ucronbzo-
BaJlach M ApyruMH KubepsnoymbinieHHuKkamu Kopeiickoit Haponno-/lemokparnye-
ckoii Pecnybnuku, Bkirouas rpynny “Kimsuky”'%. Kaxk crano ussectno, B 2023 roay
rpynna “Andariel” ncronp3oBana onpeneleHHY0 UHOPACTPYKTYpY A MOCTENEH-
Horo xumenus qaHHeIXx HMOKP B o6nactn gapmaneBTuky, a Takke pa3pabOTKH BO-
OpY)XeHMH; 3Ta e uH(ppacTpyKTypa wucnoiap3oBanach rpynmnoi “Kimsuky” B

104 Cm. www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-

missile-engineering-company.
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2020 rogy nJs MEOUIMHCKOTO IIMHOHa)XXa MO BOMPOCaM sAEpHOW MEIULHUHBI U
60pbOBI ¢ KOpOHABUPYCHBEIM 3aboneBanuem (COVID-19)10,

Memoowl u ungppacmpykmypa pazpabomru 8pedOHOCHO20 NPOZPAMMHOZO
obecneyenus

142. Kpowme Toro, kubepsnoymsinieHHukH n3 Kopeiickoit Haponno-/lemokparunye-
ckoil PecriyOnuKky MCIONB3YIOT HHCTPYMEHTHI C OTKPBITBHIM HCXOAHBIM KOJIOM M pa3-
pabaThIBalOT BPENOHOCHBIE MPOTPaMMBbl, BKIJIIOYAas TPOSHCKHWE MPOTpPaMMBl yaalleH-
HOTO JOCTyIla, NPUMEHSs Takue HeoOblYHbIe TexHoimoruu, kak QtFramework,
PowerBasic u DLang. Huxe npuBoasSTCS HEKOTOPbIE IPUMEDPHI:

a) rpynmna “Lazarus” ucmosp3oBana Kak MHHUMYM TPU HOBBIX ceMeilcTBa
BpPEJIOHOCHBIX IporpaMM Ha 6aze DLang, Bkiodast 1Be TPOSHCKHE IIPOTPAMMBI yaa-
JIEHHOTO JOCTYyIla, OJHa U3 KOTOPBIX 3ajeiicTBoBaia 60TOB M KaHaibl Telegram mis
nepexsara ynpasieHus u koHTposs %, ITo uMerommumes qaHHbIM, rpynna “Lazarus”
UCIIONIBb30Bajla 3TU CeMelcTBa BPEJJOHOCHBIX NPOTPaMM JJId aTaK Ha Takue Ii1o0alb-
Hble KOMMepYecKHe CTPYKTYpPhl, KaK NMPOU3BOJCTBEHHBIC M CEIbCKOXO3SHCTBEHHBIE
KOMIIaHUHU M KOMITaHHH, 3aHUMalouecs odbecneueHrneM Gu3n4eckoil 6€30MacHOCTH.
Cunraercs, 4To ucnoiabzoBanue Telegram, ckopee Bcero, Mo3BOJIUT U30exaTh 0OHa-
pyxeHus Omarofaps 3aAeiCTBOBAHUIO JIETalbHBIX CEPBUCOB B KAUECTBE KaHAJa CBSI3H
JUIS TIepexBaTa yIpaBIeHUs U KOHTPOJIS;

b) rpynma “Lazarus” Bce yaiie MCIOJB3YET MHCTPYMEHTHI U MIATHOPMEI C
OTKPBITBIM MCXOJAHBIM KOJOM Ha 3TAale MOJYYCHHA MEPBOHAYAJIBHOI'O0 AO0CTYIIA K aTa-
KyeMbIM 0OBEKTa, TOTa KaK paHblIe OHA IOJAranach Ha CHENHUalbHO CO3/aBAEMOE
UMILIAaHTHPYEMOE nporpamMmmuoe obecnedenue’’’. DTo Mo3BoNsAET 3710yMBIIIEHHUKAM

u3berath NpoQUIMPOBAHUS U HE OOHAPYKUBATh ce0s paHbine BpeMeHu 1%,

Amaxu Ha coceonue cmpamvl

143. Komnanuu, 3aHuMaroInuecs obecredeHueM KuOepOe30macHOCTH, W rocyaap-
CTBa-wWICHBl OTMEYaloT, 4To cyOwnexTsl U3 Kopeiickoit Haponno-llemokparuueckoit
PecrryOnuku aTakyloT TOCYAapCTBEHHBIE YUPEXJEHUS, KOMIIAHMU U YAaCTHBIX JIHI] B
Kurae u Poccuiickoit @enepanun (cm. takxke nm. 133 u 141). Hanpumep:

a) B mepBoif momoBuHe 2023 roga rpynmna “Lazarus” 3aHuMana cexpmMoe Me-
CTO 110 KOJIMYeCTBY arak Ha Kuraii, B 4aCTHOCTH Ha NP aBUTEJIbCTBEHHBIH 1 QUHAHCO-
BBl CEKTOPBI, U KOHTPOJIMPOBaJa 6 MPOLEHTOB KUTAWCKUX aJpeCOB MHTEPHET-IPO-
TOKONIa M 9 MPONEHTOB KHUTAWCKMX CEPBEPOB ynpapieHus W koHTposs ®. Ipynna
“Kimsuky” 3aHsiia geBsTOe MECTO MO KOJIMYECTBY arak Ha Kurali, B OCHOBHOM Ha
roCylapCTBEHHbBIE CTPYKTYPBI, CPEACTBA MaccoBOi MHpopManuu, 00pa3oBaresbHbII
1 (MHAHCOBBIH CEKTOPBI, U KOHTPOJIUPOBAJa 3 MPOIEHTa KUTAICKUX aJpecoB UHTEP-
HEeT-MPOTOKOJIA U 4 NPOLIEHTAa KHTaCKUX CEPBEPOB YIPABIEHUS U KOHTPOJIS;

b) rpynna “Lazarus” «04eHb aKTUBHO Je#cTByeT B Poccuiickoit @enepamnmm
U «IO-TIPEKHEMY UMEET AOCTYI K Py POCCUHCKHUX cucTeM» 10,

105 Cy,
106 CwMm.
107 Cwm.
108 (.
109 Oy
110 CwM.

www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023.
https://blog.talosintelligence.com/lazarus new rats dlang and telegram.
https://blog.talosintelligence.com/lazarus new rats dlang and telegram.
https://therecord.media/lazarus-new-malware-manageengine-open-source.

https://ti.qianxin.com/uploads/2023/07/20/fcd50f2540db9ca6fb91b192c0fe2adc.pdf.

https://rt-solar.ru/events/news/3851.
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Mobunvuvie npunodcenus

144. T'pynna “Kimsuky” nponoikaer co3jgaBaTh BpeJOHOCHBIE MOOMJIBHBIE MPHUIIO-
XKEHUS JUIsl onepanuoHHoW cucteMbl Android, 3aMacKMpOBaHHbBIE 107 JETHTHMHBIE
npuinoxenus 1 Android, BKIOYas MOMyNspHBIN CepBHUC 3JIEKTPOHHOW TOPIOBIH,
BCTpauBaeMblii Moayib Oe3zomacHoctn Google Authenticator, aHTHBUpPYCHYIO TpoO-
rpaMMy U OPHIIOKEHHE IIJIaTe)KHOTO CepBHca, YTOOBI MOXHUINATh HH(OPMAIIUIO C 3a-
paxeHHbIX ycTpoiicTe!!!. Kak coobmaercs, noaienbHble TPUIOKEHHS HMEIOT TE XKe
MUKTOTPaMMBbl, GYHKIIUU ¥ Pa3Mephl, YTO U JISTUTUMHBIE IPUIIOXKEHUs. BpenoHocHbIe
MPUJIOKEHHS, CKOpee BCEro, pacipoCTPaHSIOTCS C IOMOIIbIO aApecHoro QuinHra
WM CMULIMHTA (JIONOJHUTEIbHYI0 HH(OpPMAIUIO CM. B IpHIoKeHuH 59.1).

HCKyCCI’I’l@eHHbZIZ uHmeiekm

145. Tlo nanHBIM ofHOW KMOepkommnaHuu, rpymmna “Kimsuky” mposiBuna mHTEpec K
HCIIOJIb30BAHUIO TE€HEPATHMBHOTO HMCKYCCTBEHHOTO HWHTEJUIEKTa, BKJIOYas OOJbIINE
SI3BIKOBBIE MOJICIIH, MpeArnojaras IpUMEHITh ero JUisi KOAUPOBAHMS HJIM HalHUCaHUs
(UIIMHTOBBIX COOOLIEHUH 3EeKTPOHHOM mouThl. M3BecTHO, uTo “Kimsuky” ucroinb-
syeT ChatGPT. OxHo U3 rocyaapcTB-4ICHOB COOONIUIIO0, YTO KHOSP3IOYMBINITICHHUKH
u3 Kopeiickoit Hapoguo-/lemokpaTudeckoit PecryOIuku MbITaJuCh MPUMEHITh MO-
JIleJIM MCKYCCTBEHHOTO MHTEJUIEKTa JJI YCKOPEHHUs HaNHCaHHUsS BPEAOHOCHOTO IIPO-
IrPaMMHOTO 00€CIeueHHUs M MOMCKa CUCTEM, KOTOPbIE OHU MOTJIM OBl MCIIOJIB30BaTh B
cBOMX Henax 2,

Amaxka na unena I pynnel axcnepmos

146. Kubepsnoymbinuiennuku u3 Kopeiickoit Hapogno-/lemokparuueckoit Pecmy06-
nukH, BeposaTHo “Kimsuky”, mpennonoxuTeNIbHO HECYT OTBETCTBEHHOCTD 32 aTaKy Ha
YaCTHBIN aipec JIEKTPOHHOUN MOYTHl OJHOTO U3 YJIEHOB [ 'pyNbl, COBEpPIIEHHYO C IO-
MOIIBIO TOCJIENOBaTEIbHBIX aTak Mo THIY aApecHoro ¢umuara (cM. pucy-
Hok XXVI)13-14 Tpynma BHOBBL 3asBNSET, 4TO, MO €€ MHEHWIO, TAKUE aTaku Ha

Ipynny 1 KoMUTET paBHOCHUIIBLHBI YKJIOHEHHUIO OT CaHKIMH S,

11 Cm. www.nis.go.kr:4016/resources/synap/skin/doc.html?fn=NIS_FILE_ 1698304158145 u

https://medium.com/s2wblog/fastviewer-variant-merged-with-fastspy-and-disguised-as-a-
legitimate-mobile-application-f3004588f95c.

12 Cwm. https://en.yna.co.kr/view/AEN202310190006003 1 5?input=tw.

13 Cm. taxxe S/2020/151, mo. 117 u 118, u S/2018/171, m. 5.

114 Cwm. https://en.yna.co.kr/view/AEN20231121006800315?section=national/national. Cm. Takxe
S/2023/656, npunoxenue 63.

15.§/2020/151, m. 117.
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Pucynox XXVI
ITon0opka coo0meHuil, MOJyYeHHBIX 4JIeHOM I pynnbl 3KCIEePTOB B X0/1¢ aTAKHU
¢ MpUMeHeHHeM MeTO/Ia a/iPecHOro (pummunra

Re: [Stimson Center] Invitation: August DPRK meeting

sty Sl © " | O Ry | > ot

Sun 2 4PM

Did you receive this invitation yesterday? Please find it and let me know your thoughts asap.

best, - Attacker emphasizes time-sensitivity of a response
to this message, encouraging victims to respond

without conducting due diligence
On 2023-07-22 04:03, _wrote:
Hetlo, Dear [N

On behalf of the 38 North and the Carnegie Endowment, it is my pleasure to invite you to attend a private
workshop aimed at rethinking US policy toward North Korea. Given developments in North Korea since the
collapse of US-DPRK and inter-Korean negotiations in 2019, as well as the changing strategic environment in
East Asia, the traditional US approach to North Korea is unlikely to be effective going forward. It is time to
question old assumptions and begin crafting a new strategy/approach that takes into consideration current
strategic realities,

The workshop will be held on mid August(2 days, lunch will be provided) at the Pocantico Center(Tarrytown,
NY 10591). The proceedings will be conducted under Chatham House rule. Participation is by invitation only
and invitations are non-transferrable. Please advise of any dietary restrictions when you RSVP. A zoom link can
be provided if attending remotely.

If you plan to attend either in person or online, please RSVP with the available dates to me by July 29, 2023.

We hope you will join us for this important discussion and look forward to hearing from you soon.

Best,

Research Associate & Producer - 38 North Email address of sender looks similar to, but is not,
The Stimson Center | stimnson.or: a legitimate organization, with the addition of one
1211 Connecticut Ave, NW | 8th Floor extra letter ("n7)

Washington, DC 20036
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[Invitation] US Policy Toward North Korea - Pocantico Center Feburary 6-8

5> TR

Meon 01/01/2024 8:51 PM

Email address initially appears legitimate, but if the victim
Dear : : . ; w eom
replies to the email, the reply goes to a different “reply to
email address, FirstMLast@gmail com (nofe: some email
programs mask this address unless the name is clicked ).

| hope you and your family are enjoying a lovely holiday and a restful season. | Also, the real CEIP email addres format is
“First Last@ceip.org™, not “FirstLast@ceip org.

It is my privilege to invite you to provide a keynote address for an private workshop at the Pocantico Center in Tarrytown, NewYork, hosted by
the Carnegie Endowment for International Peace, in February 2024 to discuss the US policy toward North Korea. Given developments in North
Korea since the collapse of US-DPRK and inter-Korean negotiations in 2019, as well as the changing strategic environment in East Asia, the
traditional US approach to North Korea is unlikely to be effective going forward. It is time to question old assumptions and begin crafting a
new strategy/approach that takes into consideration current strategic realities.

The werkshop is scheduled to held on Feb 6 - Feb 8 (lunch will be provided) at the Pocantico Center (200 Lake Road, Tarrytown, NY 10591).
‘We would be honored if you would consider joining us over second day's lunch to provide your thoughts on the worsening security situation
on the Korean Peninsula and what our choices are going forward for how to address the situation. What, in your experience in this field,
should we be trying to do differently to address the changing times?

We understand your schedule is quite busy, but we were hoping you could join us at least for the that lunch (12:30 - 1:30pm EST). If you are
able to join in person, we would cover your travel and accommaodations to DC to attend, and can provide you with a modest $500 speaker fee.
If you are not available to join in person, we can accommodate remote participation as well.

Please let me know if might be willing to join us and we can provide more details about the event and logistics right away. | look forward to
hearing from you soon.

All the best,

I | F<llow, Nuclear Policy Program
1779 Massachusetts Avenue NW | Washington, DC 20036-2103
ceip.or

www.facebook.com/Carnegieendowment | @CarnegieEndow | carnegieendowment.org

Hcemounux: I'pynma.

XynoxecTBennas cryausi «Mancyn» (KPe.050)M6

147. I'pynma paccienyeT AeSITeNbHOCTh ABYX MYy3€€B B TPETheH cTpaHe, B KOTOPO B
ceHTs0pe 1 oKTA0pe Mpouu BEICTaBKU XynoxHUKOB Kopelickoit Hapoauo-Jlemoxkpa-
Tnueckoit Pecrmybnuku. M3 yd4acTBOBaBIIMX B HHX XYHAOKHHMKOB IO KpaiHeH Mepe
JIBO€ paHee OBLIN CBS3aHBI C XyIOXKECTBEHHOH cTyauen « MaHCyao».

I'pa:xnane, paGoramouue 3a pyoe:kom

148. I'pynma mnpomoipkalia pacciefoBaHWE B OTHOIIeHWH Tpaxnaan KopeHckoi
Hapogno-Jlemokparndeckoit PecryOnukn, momydaomux A0X0od 3a pyOexxoMm (Tpax-
naHe, paboTaromue 3a pydoexoM) B HapymIeHue myHkra 8§ pesonroruu 2397 (2017) Co-
BeTa bezonacHocTu.

149. Ilo maHHBIM OZHOTO M3 TOCyAapcTB-uieHOB, 6onee 100 000 rpaxnan Kopeiickoit
Hapogno-/lemokparnueckoit Pecriybnuku mo-npexxHeMy TPyASATCS 3a TpaHUIEH IpH-
MepHO B 40 cTpanax u mpuHocst noxos Kopeiickoit Hapogno-Jlemokparuaeckoii Pec-
nyonuke, paboras B caMbIX pa3inuuHbIX cdepax, BKIOYas IIBEHHOE Jelo,

116 YzpecTHa Takke Moj Ha3zBaHueM [ pymnma koMnauuil «3apybexHble IPOeKTH “Mancyns”».
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CTPOMTENBCTBO, MEAUIIMHY, HHQOPMAIMOHHBIE TEXHOJOTUH U OOIIECTBEHHOE MUTA-
Hue. [lo oumeHkam JOpyroro rocyaapcTBa-4jieHa, €XeroJHbIi A0Xoa paboTaloumux 3a
pyoexom rpaxngan Kopeiickoii Hapomuo-/lemokpaTtuueckoit PecrnyOnuku, moMumo
CIIELIMAJINCTOB 1O WH(OPMAIMOHHBIM TEXHOJOTHUAM, cOocCTaBiseT okoiso 500 MiH
noin. CIIA. Kak coobiaer nmepBoe rocynapcTBo-ujieH, 3TH pabOTHUKN M3HAYaIbHO
BBIE€3XKAIOT 10 CTYJ€HYECKUM MJIH TyPUCTUUECKUM BU3aM; HEKOTOPbIE U3 HUX UCIIOIb-
3YIOT MO/AJI0KHOE TPakIaHCTBO U (hajbIIMBBIE YA0CTOBEPEHUS JINYHOCTHU. V3BEcTHO,
YTO MOAABIsIONIee OONBIIMHCTBO U3 HUX paboTalOT B IBYX CTpaHaxX. YKa3aHHOE roc-
yAapCTBO-YJIEH CUMUTAET, YTO, KaK TOJIbKO I'paHUIla BHOBb OTkpoeTcs, Kopelickas
Haponno-/lemokparuueckas PecnyOmnuka, BeposiTHO, HapaBuUT 3a rpaHUIly Oosbloe
KOJINYECTBO AOTOJHUTEIBHBIX pa00UYNX U y)Ke 3aKJII0YniIa KOHTPAKTHI Ha OTIIPaBKy 3a
pyoex 400 000 pabovux.

150. ITockoarky B 2023 rony rpanuna Kopeiickoit Haponno-Jlemokparuueckoit Pec-
nyOauku Oblla YaCTUYHO OTKpHITa, ['pymnma oOparuiack ¢ MUCBMOM K psIy rocy-
JapCTB-YICHOB, IPOCUB UX MPEACTaBUTh HH(POPMAIMIO 00 UX YCHIIMAX IO pernarpua-
uuu Tpynsmuxcs u3 Kopeiickoit Haponno-/lemokparndeckoit Pecny0mimku, a Takxke o
TaKUX CMEXHBIX BOMPOCAX, KaAK JOCMOTpP BCeX Irpy30oB. OQHO U3 TOCYAapCTB-UICHOB
cooOumino, 4yto B Qepane 2023 rona oHO pernaTpuupoBasio mecTh padbounx u3 Ko-
peiickoit Haponno-/leMokparuueckoii PecrnyOinku, KOTOpbie, KaK BBISCHIIIOCH, MPsi-
TaJINCh B pHIOHOM TpIOME CeliHepa; 3TH JIHlia He ObLIHM BKIIIOYEHBI B COOTBETCTBYIOIHE
nokyMeHTsl. OTBeT Poccuiickoit ®enepanuu cMm. B npunoxenuu 74. PaccinenoBanue
MPOJOJIKAETCS.

Cneyuanucmol 6 cghepe UH@POpMaAYUOHHBIX MEXHOIO2UL

151. Kak coo0marmT rocyaapcTBa-4ieHbl, aHAJUTHUYCCKUE IICHTPbI U KOMIIAHUH 10
obecrieueHnI0 KHOepOe30MacHOCTH, CIEUANUCTHI B chepe HHPOPMAIIMOHHBIX TEXHO-
noruii u3 Kopeiickoit Haponuo-/lemokpatudyeckoit Pecny0auku mpoaomkaT pabo-
TaTh 3a IPaHUIEN ¥ MPUHOCAT CBOEH cTpaHe 3HAuMTENbHBIA noxon'l’. JIBa rocynap-
CTBa-ujieHa OMyOIUKOBAIH JOTIOIHUTEIbHYI0 HHPOPMALIMIO O TPEBOXKHBIX MPHU3HAKAX
MOTEHIUATIbHOM NEesATEIbHOCTH CHEUATUCTOB B chepe MHPOPMAIMOHHBIX TEXHOJO-
TUH U 0 Mepax JOJKHOM OCMOTPUTEIBHOCTH, KOTOPbIE MOI'YT IPUHUMATh KOMIIAHUU
(cM. mpunoxenne 63). Kpome Toro, Hapsiiy ¢ 3TUM OJIHO U3 TOCYNapCTB-YJIEHOB KOH-
(uckopaso 17 Be6-n1oMeH0BM8, nenosb3yeMbIX ciennanucTaMu B chepe MHPOpMaIH-
OHHBIX TEXHOJOTHH JUIsl KOOMaHa... KOMMEpPYECKHUX CTPYKTYp, 00X0/1a CAaHKIUH U pu-
HaHCUPOBAHHUS MPOTPaMMBbI BOOpYyKeHHH npasutenscTBa [Kopeiickoit Haponno-/le-
MOKpaTHU4eckoil PecryOiuKu |»; 3TH CIIeHAIUCThI KIIePENPaBIsINy» CBOU TOXOIbI 00-
patso B Kopeiickyto Haponno-Jlemokpatuueckyto Pecriy6nuky uepes miatexHble OH-
naiiH-cepBUCH U GAHKOBCKHE cYeTa B TPeThuX cTpaHax''®. OnHO M3 rocymapcTs-uie-
HOB cO00MIMIIO, 4TO Kubep3ioymblnuieHHIKN U3 Kopeiickoit Haponno-/lemokparnye-
ckoit PecniyOnuku Takke moyiy4aroT A0XoAbl Onarogaps pabore B cdepe nndopmanu-
OHHBIX TEXHOJIOTHH.

152. OaHO U3 TOCYAAapCTB-UICHOB COOONIUITO, 4TO paboTaronue 3a pyOekoM Creru-
amucThl B 0o0macTH WH(POPMAIMOHHBIX TEXHOJNOTHH 3apabareiBaroT oT 15 000 1o
60 000 gonn. CIIIA B mecsI, a OIMH U3 CIIEIUATINCTOB, KOTOPHIH paHee ObLI 3aHAT B

117 Tlo cnosam omHoro cnenuanucta u3 Kopeiickoit Hapoxao-Jlemokparnueckoii PecryOmukw,

KOTOpBI paHee paboTan B chepe HHPOPMATUOHHBIX TEXHOJIOTHHN, ISl TIOJTYUYSHUS] BH3 ITH JIMLA
BBIIAIOT Ce0s 3a CTYACHTOB.

Cnenunanuctsl B cepe nHGopMannoHHBIX TexHoJNoruid u3 Kopeiickoir HapoxHo -
JlemokpaTnueckoil PecyOnnku co31ar0T TOMEHBI, KOTOPBIE BBIMJISAAT KaK JTIOMEHBI JeTallbHbIX
komnauuit n3 CoenuHeHHbIX llITaTOB, OKa3bIBAIOIIMX yCIYTH B 00JaCTH HHOOPMATMOHHBIX
TEXHOJIOTHUH.

CMm. www.justice.gov/opa/pr/justice-department-announces-court-authorized-action-disrupt-
illicit-revenue-generation.

118

119
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s1oi cdepel®, coobummI, 4To OT BCeX TaKHUX CHENUATMCTOB OKHMIAETCA, YTO OHU Oy-
ayT 3apabateiBath He MeHee 100 000 momn. CIIIA B roja, mpudem 3a4acTylo Kauabli
U3 HUX HMEET HECKOJBKO JIOJTOCPOYHBIX KOHTPAKTOB C TOJHOMN 3aHATOCThIOY M B
JIOTIOTHEHUE K 3ToMy paboTaer 3a mratoM. [1o ciaoBam ObIBIIMX paOOTHHKOB cepbl
MHPOPMALMOHHBIX TEXHOJOTHI?2, UM pa3peruaercss oCTaBIATh cebe UL HeGONb-
LIOW MPOIIEHT OT 3apaboTaHHEIX JeHer. OcTalbHbIE CPEICTBA 3a0MPaET UX ar€HTCTBO
110 TPYZOYCTPOMCTBY, 1 BO MHOTHX Clly4asiX Ha HUX 3aKyHaroTcs ToBapbl ais Kopeii-
ckoit Hapogno-/lemokparnueckoit Peciyonuku. [1o onenkaMm ogHOro u3 OBIBIINX pa-
OOTHHUKOB chepbl HHPOPMAITMOHHBIX TEXHOJIOTHH, 3a pyOexoM padoraeT 3000 Takux
crenuanuctos, a B Kopeiickoit Haponno-Jlemokparuueckoi Pecny6onuke — 100012,
Kak coo6mmuiio BTopoe rocyaapcTBo-ujieH, ClelialiucTsl, padoTalomuue B cTpaHe, 0a-
3UpyIOTCa B oCHOBHOM B Hamkunue, [Ixeubsine u CUHBIIIXY, OTHAKO U1 OTKPBITHS
CYETOB, MOJIYUYEHHS JOCTyNa K MHPPACTPYKTypEe U OTMBIBAHUS CBOUX JOXOJOB HC-
MOJIB3YIOT 3apyOekHBIX mapTHepoB. [IpuBeneHHas nHQOpManus MOKa3bIBaeT, YTO
CIIELMAJIUCTHI B 00J1aCTH MH(POPMALMOHHBIX TEXHOJIOTHH exXeroaHo npuHocsT Kopeii-
ckoit Haponno-/lemokparnueckoit Pecyonuke ot 250 go 600 mun momn. CHIA.

153. T'pynna cobpana nHGOPMALMIO O TAKTHUYECKUX IpHEMaX, METOJaxX M MpoLery-
pax, MpUMEHsIEMBIX B MOCIeIHee BpeMs CIIEHHaTnCTaMi B 00J1acTH MHPOPMaLHOH-
HBIX TEXHOJIOTUH (CM. MpuiIoxeHue 64).

Pabomnuxu pecmopannozo cekmopa

154. OgHo u3 rocyaapcTB-4JeHOB cuuTaet, 4To Kopeiickas Hapogno-/lemokpaTude-
ckas PecnyOnnka nmpoJoiKaeT yrnpaBisiTh peCTOpaHaMHM Kak MUHMMYM B MSATH CTpa-
Hax. Ilo HMCIOMIUMCS CBEACHUAM, 3TH PECTOPAaHbI, KOTOPbIC HCPCAKO HAXOAATCA MO
ynpasnenueM areHToB ['Pb (KPe.028), exeronno npunocsat Kopeiickoit Hapogxo-/le-
MokpaTuueckoit Pecyonuke noxox B pasmepe 700 mun mosn. CIIA, obecnieunBaroT
paboToi rpakaH 3TOW CTPaHbI U OTMBIBAIOT ISl HEC NCHBIH.

Crpana Ne 1

155. M3 MHOTOYHUCIIEHHBIX UCTOYHUKOB ['pynma mony4yuna nHGOPMAIUIO O TOM, YTO
B 2023 roay B KuTae HaX0UIOCh HECKOIBKO JIECITKOB PECTOPAHOB, B KOTOPHIX pabo-
tanu rpaxaane Kopeiickoit Haponno-/lemokparuueckoit Pecnybnuku (cM. mpuiioxe-
HUs 65, 66 1 69)'?4. Cyns no n3o0pa’keHUsAM U3 COLMATBHBIX CETEM, 3T PECTOPaHbI
IIPUHUMAIOT MepPHl K TOMY, 4TOOBI CKpbIBaTh cBom cBsA3U ¢ Kopeiickoit Haponno-/le-
Mokparudeckoir Pecny6nukoit. Ha 3anpoc I'pynner Kurtait orBetni: «Kurait Bcerma
CEepbEe3HO BHIMTOIHAN COOTBETCTBYIOIIME MoNoKeHus pesontonuid Coseta be3zonacHo-
ctu OOH B otHOmenuu rpaxkaan KH/IP, paboraroniux 3a py6exom. Cpok neicTBug
BCceX paspeuieHuil, BeinanHbix rpaxaanam KH/IP nns paGorsr B Kutae, ucrek no
OKOHYAHHUSA CpPOKa, YCTaHOBJIEHHOTO COOTBeTCTBYyMomeil pesomionueii Cosera bes-
omacHocTH» (cM. mpuinoxkenue 40, OC.385). I'pynma cumTaer, 4YTO aHAJIOTHYHBIC
MepHI IPUMEHSAIOTCA U B IPYTHUX rOCyJapCcTBaxX-diIeHax.

120

121
12

N}

123

124

CMm. www.reuters.com/technology/north-koreans-use-fake-names-scripts-land-remote-it-work-
cash-2023-11-21.

OT IWECTH MECSLEB 10 HECKOJIBKHX JIET.

ITo cnoBam GwiBIIEro paboTHHKA chepbl HHPOPMaMOHHBIX TexHONOoruil u3 Kopeiickoit HapoxHo -
Jemoxparuueckoit Pecy6muku, ux 3apaboTHas miaTa mpegcTaBiaseT co00H IPOLEHTHYIO JOII0
OT BBIIJIAYMBAEMBIX UM CPEICTB — T€, KTO 3apabaThIBAlOT MEHbIIE, OCTABISIOT cebe

10 mpoueHTOB, a Te, KTO Ooibire, — 30 MPOLEHTOB.

CMm. www.reuters.com/technology/north-koreans-use-fake-names-scripts-land-remote-it-work-
cash-2023-11-21.

Cyast mo nHGOpMAIMH, TOJyYCHHON OT TOCYAAapPCTB-YJICHOB B OTBET HA NpoBeAeHHOe ['pynmoit
pacciiefoBaHue, B 3TUX PECTOPaHAaX B OCHOBHOM HOAAIOT OJII01a CEBEPOKOPEICKOi KyXHH, HO B
HEKOTOPBIX M3 HHUX MOJAIOT OIIoJa U JPYTHX BHAOB a3UATCKOH KyXHH.
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Crpana Ne 2

156. Nudopmanus, noaydeHHass OT TOCYJapCTB-4ICHOB, U MHPpOpPMALUs, TOTyUeH-
Has I'pynmoii, cBUAETENbCTBYIOT O TOM, uTo rpaxnaaHe Kopeilickoit Haponno-Jlemo-
Kpatudeckoil Pecny0Onuku npoaoimkaT paboTaTh B 4YeThIpeX pecTopaHax B Jlaocckoi
Haponno-/lemokparuueckoid Pecriyonuke (cMm. Tabnuny 4). Ha ¢potorpadusx BuaHo,
4yTo ABa pecTopaHa (cM. Tabnuiy 4, NeNe 1 u 4) UCHOIB3YIOT JOTOTUI pecTOpaHa
“Sindat BBQ”; HenaBHo 00a oHM OBLIN NEeperMMeHOBaHbI. [10-BUAMMOMY, pecTopaH
“Paektu Hanna” (cM. Tabauny 4, Ne 2) Takxke M3MeHUN CBO¥ jorotun'?, B mapre
2023 rona Jlaocckas HapomHo-/lemokparnueckas PecnyOnuka coobmuna I'pynme o
TOM, 4TO pecTopaH “Paektu Hanna” «Teneps NoIHOCTHIO HAXOJUTCSA B COOCTBEHHOCTH
U 1OJ ynpaBlieHHeM [rpaxkaanuHa] Jlaoca B COOTBETCTBUHU C 3aKOHAMU U MOJOKEHU-
amu [Jlaocckoit Hapoguo-JlemokpaTudeckoii Pecny6nukul» 1?6, Pectopan “Tokyo
Sushi & Teppanyaki” (cm. Tabnuny 4, Ne 3) paHee OBLT U3BECTCH O] Ha3BaHHEM
“Kumkangsan” u paboran B 1pyromM paiione BreHTbsiHa.

Tabnuia 4
Jlaocckue pecTopaHbl, B KOTOPBIX, 10 COO0LIEHUSIM, MPOI0JIKAIOT padoTaTh
rpaxiaane Kopeiickoii Hapoano-Aemokparuueckoii Pecnyoianku

Inf tion about DFRK
. Restaurant names Address and o AT 2RO
No. | Location Coondinat workers
(Formernames) oonlinates (As of mid-2023)
XFHOXS N .
| Vietine |SP421BBQ Restaxant XJFm 9303, NongbeneRead |11 o thres DPRK rtiondls
Vietitiane Vientiane .
(That Luang Pyongyang R estaurant) (IT°5TS83"N 102737415 E) |* " e
Packtn Harma B estaurant Vienfiane Lao FDE. At least siv DPRE nationals
2 | Vientane |(Paektu Hamna B estaurant of the same p '“"*S‘; 4 102737415 E) working. Cne said that she was
N . . R I | -
fiame) - * |from Prongyans,
Landmark Mekong Eiverside
Tokvo Sushi & T eppamyaki Hotel fo
3 | Vienbiane |(Kumkangsan Festaurant, Pvongvans WIVS+FRE, Thatkhao Village, ii@g thres DPRK nationdls
Friendship B estaurart) Sisaftanalk District Vienfiane =
(17°56'38.0"N 102°3701.8"E}
1 |vanevi Smdat BBQ Festaurant (SmdatBEBEQ 2) Vang Vieng At least two DPERE national
gz (Vang Viens Pyongyans B estarant) (18°35'08.5"N 102°26'55.6'E) [workinz.

HcmouHuk: prnna " OAHO U3 IroCyAapCTB-4JICHOB.

157. Tlo maHHBIM APYroro rocynapcTBa-uieHa, B nepuoa ¢ 2019 no 2021 rox rpax-
naanH Kopetickoit Haponno-Jlemokparnaeckoit Pecyonmuku Kum Con Xo Obu1 mpu-
yacTeH K ymnpasleHuio pecropaHoM “Kumkangsan”'?’ u pecropanom “Big Sister
Won’s” Bo BeeHThsIHE, a Takke pecTopanoM “Koryo” B Jlyanrnxabanre (cm. m. 176).
I'pymnmna oxunaer orsera Jlaocckoit Haponno-/lemokparuueckoit Pecybnnku Ha cBoOi
HeJaBHUH 3ampoc. PaccnenoBanue npopomkaercs.

125.5/2022/132, n. 174 u npunoxenue 82.
126 .§/2023/171, m. 124.

—_L
= 3
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Crpana Ne 3

158. I'pynna npoaHanu3upoBajia HEMOJIHBIN Habop cyneOHBIX JHOKyMeHTOB 3 Poc-
cuiickoit ®exnepannu 3a nepuoy ¢ 1 ssuBaps 2021 roga no 15 oxTs6ps 2023 roga, BbI-
ABUB 0K0JI0 250 cyne6ubix nen'?, mo koropeiM mpoxoaunu He MeHee 20 poccuiicKuX
paboronaresneii, He3aKOHHO HaHMMaBIIUX paboTHHUKOB M3 Kopelickoit Haponno-/le-
MokpaTuueckoit PecnyOnuku (cM. npunoxxenus 75 u 75.1). CornacHo 3Toit uHpopma-
LMY, KaK MUHUMYM B 4eThIpex ciydasax rpaxaaHne Kopeiickoit Haponno-/lemoxpaTtu-
yeckoli PecmyOnmku mony4ywnu paspemieHuss Ha pabory mocie 22 gexabps
2019 rona'?®. Hexoropsie nena kacanuch rubenu pabounx us Kopeiickoit Hapoano-
HemokpaTudeckoit Pecriy0iauky Ha CTpOUTENBHBIX IUIOMIaAKaX. B OonbpminHCTBE City-
YaeB 3a HapylIcHHE 3akoHa pabortomarens Obl1 omrpadoBan Ha 125 000 pyGmeit
(1400 monn. CIA), a paboruuk u3 Kopeiickoit Haponno-/lemokparuueckoit Pecny06-
nuku — Ha 2000 py6uneii (23 momn. CIIA). OnHa U3 KOMIIaHUH OTBETHIIA, YTO OHA HE
HanuMmana rpaxaal Kopeiickoit Haponno-J/lemokparuueckoit Pecnydnuku u 4to cy-
ne6Hoe pa3buparenscTBo 6610 npekpameno ™, Ipynna oxugaeT nanbHeHIINX OTBe-
TOB Ha CBOM 3ampockl oT Poccuiickoii denepanuu U COOTBETCTBYIOIUX KOMIIAHUHI
(cMm. mpunoxenue 79).

159. Tlo cooOIIeHHI0 OJHOTO U3 TOCYAaPCTB-YICHOB, OBIJIO 3aMEUYEHO, YTO B UETHIPEX
pectopanax B Poccuiickoit @enepanun padotaoT rpaxaane Kopelickoit HapomgHo-
Hemokpatuueckoit Pecnyonuku (cm. mpuioxkenue 70). B poccuiickom peectpe Xo-
3aicTBYIOIIUX cyObekToB rpaxnaanHe Kopeiickoit Hapomgno-/lemokpaTtuueckoit Pec-
Hy6HI/IKH YUCJIATCA BjaACJbaMU WU YHOPABIAIOIUMU HEKOTOPBIX U3 3TUX PECTOpaA-
HOB, B CBA3U C YCM MOXKHO MPCAIOJOXKUTDH, YTO YKa3aHHBIC PECTOPAHLBI ABJIAIOTCA 3a-
MpEeLeHHBIMH COBMECTHBIMH NPEANPUITUIMH UK KoonlepaTuBaMu (cM. . 171 u mpu-
noxenue 79). Poccuiickas ®eneparus oTBETHIA, YTO OJUH PECTOPaH OB JIUKBUAH-
pOBaH, JABE KOMIIAHWM IPUHAJJIE)KAT POCCUHCKOMY IpakIaHUHY U OIHO Kade ObLIo
OTKPBITO poccuiickuM rpaxaanuHom: «C nexadps 2019 roga mo HacTosIIee BpeMs HU
OIHa M3 BBIIICYKAa3aHHBIX OpFaHI/I3aHHﬁ HE 3aKJirodajia TpyaAOBbI€ TOTOBOPLI C I'pax-
nanamu KHJIP, He ohopmutsiiia pa3peiennii Ha pabdoty i rpaxaan CesepHoit Kopeun
1 He oOpamanachk 3a HOJyUYeHHEM pa3pelleHni Ha CO3/JaHNe COBMECTHBIX MPeaIpusi-
tiil. MHbopmanuu o nmonydeHuu rpaxaaHamu CesepHoil Kopeu mpubsinm ot nes-
TEJIBHOCTH 3THX CTPYKTYp HE UMeeTca» (CM. mpuioxenue 71).

160. Uudopmanus o npoBegeHHOM ['pynnoii paccieoBaHUU MpeanojaraeMbix Cly-
yaeB Haiima paborHukoB u3 Kopeiickoii Hapoapno-J/lemoxparnueckoir PecryOnuku
npuMepHo 120 cTpyKTypaMu, KOTOpbIE MOTYT SBISTHCS COBMECTHBIMU MpPEIIPUATH-
smu Kopeiickoit Haponguo-/lemokpatudueckoit Pecny6nuku u Poccuiickoit @enepa-
1uu, a Takke komnanusmu Kopeiickoit Hapoxno-Jlemokpatuueckoit Pecrybnuku, 3a-
peructpupoBaHHbIMHU B Poccuiickoit ®@enepannu, npuBOgUTCS B MyHKTE 17 1.

128

129

130

B pamkax stux nena BeiiBuranuch ooBunenus no Kogekcy Poccuiickoit @enepanun 06
aIMUHUCTPATUBHBIX IIPABOHAPYLICHUAX, [ paxaaHcKOMy U YTOJIOBHOMY KOAEKCaM, a Takxke
deneparbHOMY 3aKoHY «O MPaBOBOM IMOJOKESHHH HHOCTPAHHBIX TPaXKIAH).

B cooTBeTcTBHE ¢ pe3ontonueit 2397 (2017) Cosera BesonmacHoctu k 22 nexabps 2019 roga
rocyaapcTBa-4JIeHbl JOJDKHBI ObIM penarpuupoBarh rpaxaan Kopetickoit Hapoauo-
JlemokpaTnueckoi PecnyOinku, moaydyalomux J0X0Abl B UX IOPUCIUKIIMN; B COOTBETCTBHUH C
pesousrorimei 2375 (2017) rocymapcTBaM-4iI€eHaM 3alpENIeHO NMPENOCTABIATh pa3pelIeHUs Ha
paboty rpaxnanam Kopeiickoit Haponno-Jlemokparudeckoit PecryOnuku B npenenax cBoei
IOPUCAMKIHNH B CBSI3U C JOIyCKOM Ha CBOIO Teppurtoputo mocie 11 centsops 2017 rona.

CM. nipusioxkeHue 75; MO-BUAMMOMY, IO KpaiiHEeld Mepe B OJHOM cily4dae pa30upaTesbCTBO OBLIO
MPEKPAIICHO MO IPOLEAYPHBIM IPUIHHAM.
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CmpoumenvHvle paboyue

161. CornacHo ogHOMY U3 cOOOLIEHHI cpeacTB MaccoBoil mHpopmanuu®! u csene-
HUSIM, TOJy4eHHbIM ['pynmoii, B 2022 roxgy B Xab0apoBCKOI CTPOUTENBHONW KOMIAHUU
«IlepBasi crpoutenbHas koMmmauusi» (M 1 HA3Z|A) paboranu Kak MUHHMYM Mepe
58 rpaxnan Kopeiickoit Haponuo-/lemokpatnueckoit Pecmy6mmku. Poccuiickas ®e-
Jepamus OTBETHIIA, YTO 3Ta KOMIIAHHUS HE 3apETHCTPHPOBaHa B CTpaHe, 3asiBuB: «Hu-
Kakoil mHpopMammu HHU O 3aKITIOYCHUH 3TOW OpraHW3ammedl JOTOBOPOB C POCCHMA-
CKUMH TOIPSANYNKAMH Ha HalpaBieHHE TPyZOBHIX murpantoB u3 KH/IP, au 06 ot-
KPBITHH CIETOB B pocCcUiickux O0ankax He nMeetcs. [ paxganam KH/IP He BrImaBanuch
paspenieHus I BeCHNS TPYJOBOH ACITENBHOCTH B [9TOM KOMIAHUH]» (CM. MIPUIIO-
xxerue 73).

Pexomenaanuun

162. T'pynna pekoMeHayeT rocyiapcTBaM-4/jieHaM U /iajiee NPOSIBJIATH OAUTe b~
HOCTH NPH NPOBepPKe PYKOBOJACTBA U MPHHAJJIEKHOCTH KOMIIAHUI, B KOTOPBIX
pabdoraror rpaxaane Kopeiickoii Hapoano-Jemokparuueckoii Pecnybauku, u
pacciieloBAHUH BO3MOKHBIX NMONBITOK CKPBITh HHpOpPMaLHIo.

163. I'pynna pekoMeHayeT rocylapcTBaM-4jieHaM NPUHATH HaJJIexKalme Mepbl
HMMHUTPAIHOHHOTO KOHTPOJIsI, B YaCTHOCTH JJIsAA o0ecneyeHusi TOro, 4Toobl CTy-
neHTol U TypucTthl U3 Kopeiickoii Hapoano-Jlemokparudeckoii Pecny0iinku He
MOJIY4YaJIH 10X0/10B U He NMPeBbIIIATN pa3pelieHHbIi CPOK MpedbIBAHU S, KAK 3TO
npeaycmorpeno pesoswouusamu Cosera besonacHocru.

164. I'pynna pekoMeHayeT, YTOObI 0 Mepe AajbHeiimero orkpbiTus Kopelickoii
Hapoano-/lemokparnueckoii Pecny0ukoil ¢cBOMX IrPaHULl TOCyAAPCTBA-YJIEeHbI
odecnmeYuBaJIN OCYHIeCTBJIEHHE COOTBETCTBYIOIIHMX Pe30JI0NHHA, KACAIOUIUXCS
nojy4eHus aoxoaos rpaxxaanamu Kopeiickoit Hapoano-lemokparuueckoii Pec-
ny0JIuKH.

DUuHAHCHI

165. I'pynna mpumuia kK BeIBoay o ToMm, uTo Kopeiickas Hapomno-JlemMokpaTtuueckas
Pecnybnuka mo-npexHeMy UMeeT TOCTYI K MeXyHApOJHOW (UHAHCOBOU CHCTEME U
y4aCTBYET B HE3aKOHHBIX (PMHAHCOBBIX OTEpAIUIX B HapyuieHue pe3oitonuii Copera
besonacnocTu.

Bankosckue npeacrasutenan Kopeiickoii Hapoanno-/lemoxkpaTrnueckoii
Pecny6nuku 3a pydeskom

166. I'pynma paccienoBaa Mojay4eHHY0 OT HECKOJIbKHUX FOCYAapCTB-4ICHOB HH(OP-
MaIMI0 O TOM, YTO B TpeX cTpaHax neicTBytoT 30 mpeamoaaraeMbiX MpeacTaBUTENCH
¢unaHcoBBIX yupexaeHuid Kopeiickoii Hapongno-Jlemokparuueckoit PecnyOmnukwu,
Brirodas Yo Uxonp Cona (KPi.058), JIu Uxyn Cona (KPi.075) u Kum Myn Uxons
(KPi.060)%%2, TIo umeromumMcs AaHHBIM, OHU npejctasisioT 17 6ankos Kopeiickoii
Haponno-Jlemokparudueckoit PecmyOnuku, Bkmodass baHk BHemHEH TOProBIU
(KPe.047), Kopeiicknit o6bpennaennbiit 0ank pa3putusa (KPe.033), Kpenutusiii 6ank
pa3utus «Kopé» (Takke M3BECTHBIM MMOJ Ha3zBaHWMeM KpeauTHBI OaHK pa3BUTHSA
«acon», KPe.049), Kopeiicknii 6ank «/Ipcon» (KPe.035) n Kopeiickyro 6aHKOBCKYIO
kopunopamuio «Kancon» (KPe.025); HexoTopsle OaHKUPHI TPEACTABIIIOT HECKOIBKO
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Cm. www.rfa.org/korean/in_focus/food international org/workershealth-09202023163056.html u
npuioxenue 72.
S/2018/171, n. 162 u npunoxenue 43.
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6ankoB Kopelickoit Hapogno-Jlemokparnueckoii PecnybOnuku. OngHa cTpaHa OTpu-
LaeT MPUCYTCTBUE TAKUX OAHKOBCKHUX MpeJCTaBUTeNeH (cM. mpuioxeHus 76 u 77).

167. T'pynna u3yuyuia MOJTYYEHHYIO OT HECKOJIBKHX I'OCYNapCTB-4JIEHOB HMH(pOpMa-
IHIO B OTHOIIEHHH MpeacTaBuTeNsd banka BHemHel Toprosau ', pacnonoxeHHOro Bo
Bnanusoctoke, Co Ména. I'-u Co u rpaxnanud Poccun Yoit Yon Tou®® spnsrorcs
coBJIaJeNbllaMi KOMIAHUU «DTCHUIIOH JUMUTEA TPei] AeBEJIONMEHT», KoTopas, Mo
HMEIOUIMMCSl CBEICHUSIM, SIBISIETCA COBMECTHBIM mpennpusitueM Poccuiickoit dene-
pauun u Kopeiickoii Haponno-/lemokparuueckoit Pecyonuku (cMm. . 171 u npuio-
xeHus 76, 78 u 79). Ilo cBeneHUsAM OJHOTO U3 FOCYAapCTB-UJICHOB, « DTCHIOH JTUMH-
TeJ TPEW NeBEIONMEHT» MOXKET OBITh MOJACTABHOM KoMIaHue# baHka BHeNIHEH TOp-
roenu’®, Kommepueckne 6a3bl JaHHBIX MOKa3bIBAKOT, YTO MO COCTOSHMIO Ha 10 HO-
si0pst 2023 roma 3Ta KOMIIAaHUS HAXOIMJIAch B CTaauu JUKBHAanuu. Kak u3BecTHO,
r-H Co cofeiicTBOBaN OCYLIECTBICHUIO IEPEBOJOB CPEACTB OT UMEHU BKIIIOUCHHBIX B
nepeuenb 6aHkoB Kopeiickoir Haponno-/lemokparndyeckoit PecnyOnuku u opranusa-
UM, TOPTYIOIIUX OpYXHEM, BKIouas BTopyro akageMHI0 eCTeCTBEHHBIX HayK
(KPe.018). B urone™*® onno rocyaapcTeo-uien BKJIKYUIO B CAHKIMOHHBIH NepedeHb
r-ua Co, a B nHos6pe’® — Bropoe. B orBer Ha nucsMo I'pynnsl Poccuiickas ®epepa-
LS 3asiBUJIA, YTO 3Ta HH(POPMAIIHs OCHOBaHA Ha OJJHOCTOPOHHUX CAHKLHUAX, KOTOPHIE
HE MOANaaalT MoJA JelcCTBUE COOTBeTCTBylomux pemeHuid Cosera be3omacHocTu
(cMm. mpunoxenue §0).

JdocTyn K MekayHapoaHO! (pUHAHCOBOI cucTeMe

168. I'pynna mpopgoikajna paccieoBaHWE B OTHOUIEHHMM KoMmaHuu u3 Kopelickoi
Haponno-/lemokparuueckoii Pecnyonuku «UnHbEH MHQOPMEHIIH TEKHOJIOIXKHU KO-
onepein komnanu» («Yunbén Ai-Tu»)'®, koTopas, o cBeneHUAM OJHOTO U3 TOC-
yAapCTB-WICHOB, MNOAYUHAETCS MUHHUCTEPCTBY HApOAHBIX BOOPYXKEHHBIX CHII
(KPe.054)1°. To xe rocygapcTBo-uieH cooouumno, B nepuos ¢ 2017 mo 2022 rox KoM-
nanus «YuHe€H All-Tu» nposena onepauuu Ha cymmy 6onee 50 muH nomn. CHIA u
UMeeT NecATKH 0aHKOBCKUX cueToB B Kurtae u Poccuiickoit denepannu, UCIoab3ye-
MBI€ JIJI1 OTMBIBAHUS HE3aKOHHBIX JOXOO0B, MOTYyYEHHBIX CHELHAINCTaMH B 001acTH
nHpopmanoHHbIX TexHonoruil u3 Kopeiickoit Hapogno-/lemokparuueckoii Pecry6-
nuku (cM. npunoxerue 81). Ilo uMmeromuMcs cBeAeHNUAM, c4eTa MOTYT 0(hOpMIIATHCSA
Ha He uMeromux oTHomeHus k Kopeiickoit Haponno-Jlemokparuyeckoit PecriyOnmke
MOACTABHBIX JIMI], KOTOPBIM CIIEI[HAJIUCTH B 00JaCTH WHMOPMAITMOHHBIX TEXHOJIOTUH
n3 Kopeiickoit Haponno-Jlemokparnueckoif PecmyOnuku miaTaT 3a HUCIOIB30BaHUE
3TUX c4eToB. ITo cBeeHUsAM TOro ke rocynapcraa-uiaeHa, KuTtaickas komnanus «Ye-
vbsiH lonpenllak TeKHUK JeBeNONMEHT KoMmaHu, ITH.» («YeHwbssH Tommenllsk»)
Tak)Xe 3aHMMaJiach Jieralu3aiuei geHer oT uMeHn «YuHbEH A#-Tu» u B mepuop ¢
2020 mo 2022 rox mpoBesa yepe3 KuTalickue 0aHKOBCKHE CUeTa ONEpalnuyu Ha CyMMY
6oxee 28 mun noyt. CHIA ans cnennanuctoB B o0nacTH MHGOPMAMOHHBIX TEXHO-
noruit komnannn «Yuab€H Ali-Tu» n3 Kopelickoit Hapoano-/lemokpatuueckoii Pec-
ny6nauku, Haxomsmuxcs B Poccuiickoit @Penepanum u Jlaocckoir Hapoano-
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Taxxe m3Becten nox umeHeM CemeH CeMeHOBHY; naTa poxxaeHus: 2 mapta 1978 rona;
nacropt Ne 8617230995. Poccuiickuit MHH: 254342019464.

Poccuiickuit UHH: 650114643613. Cm. S/2021/211, n. 152 n npunoxenue 89; S/2023/656,
m. 137.

B 2019 rogy Poccuiickas ®denepaunus coobmuna [pynme o Tom, uto B 2016 rony bank BHemHEeH
TOPTOBIIX NPEKPATUI CBOIO ACSATEIBHOCTH B DTOW CTpaHe.

Cm. www.mofa.go.kr/'www/brd/m_4080/view.do?seq=373848&page=1.

Cw. https://home.treasury.gov/news/press-releases/jy1938.

Taxxe uzBecTHa noJ HazBaHueM «bIHBEH MHOPMEHIIIH TEKHOIOMKU KOOTIEPEHIITH KOMIAHN.
Cwm. S/2023/656, nn. 119-121 u npunoxenus 69 u 70.

Takxe U3BECTHO IOJ Ha3BaHUAMU MUHHCTEPCTBO 000POHBI U MUHHCTEPCTBO HAIMOHAIBHON
000pOHEI.
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Hdemoxkpatnueckoit Pecyonuke (cM. mpuiioxxeHue 82). I'pynma BeIsiBHJIa JOMOJIHH-
TenbHble cBA3aHHbIE ¢ «HYeHbsH [onaenIIak» koMnaHuM, KOTOpBIE MOTYT UMETh OTHO-
LIeHUe K 3Toi fesrensHOoCTH (cM. npunoxkenue 83). Kuraii orsetun: «Ilo pesynbra-
TaM TIIATEJIbHOTO paccieJ0BaHMsI, IPOBEICHHOIO Ha OCHOBE MH(OpPMAIUH, MPeao-
craBlieHHOHU ['pynmoil, HUKaKMX JOKa3aTeJbCTB TOTO, YTO COOTBETCTBYIOIHE OAHKOB-
ckue cueTta Hapymanu pe3ontonuu Cosera bezonacnoctu OOH, kacaromuecs KH/P,
BBIsIBIIEHO He Obu1o». Poccuiickas @enepanus oTBeTHIA, YTO HE OOHApYyXHJIa OOJb-
IIMHCTBA YKa3aHHBIX CUYETOB MJM KaKHX-JIMOO [0Ka3aTelbCTB, CBSI3BIBAIOIIHUX 3TH
cyera ¢ komnanueit «4YunséH Ail-Tu» (cMm. npunoxenue 84). Jlaocckas Hapogno-/le-
MokpaTuueckas Pecriyonuka n «Uenssn longenlIsk» Ha 3ampochl moka HE OTBETHIIN.

169. I'pynna npooixuiia paccieoBaHue aAesTenbHoCTH «JlemapTramenTta 53» (npy-
roe Ha3BaHue: «bropo 53») Kopeiickoit Haponno-J/lemokparuueckoit Pecrnyonuku, ko-
TOPBIH, KaK COOOINAaeT OAHO W3 TOCYAapCTB-WICHOB, MOJYUHSCTCS MUHHCTEPCTBY
HapoaHbIX BoopyxkeHHBIX cun (KPe.054). M3BectHo, uTto [lemaprameHnT 53 ucmolib-
3yeT OaHKOBckue cyeta B Kutae 11s mepeBona 3apaboTaHHBIX CPEACTB 00paTHO MoA
KOHTpOJIb IITab-KBapTUpPHI JlenmapramenTa 53, BKIOYas CPeACTBa, MOJy4YCHHBIC B pe-
3yJapTare paboThl ¢ BOOPYKEHHBIMH CHUJIAMHU OJJHOW TpPeThei CTpaHbl (CM. MPUIIOXKE-
nue 85). Kutaii orBeTui: «Kutaii mpoBen TimareabHble pacciaeJOBaHUsI HA OCHOBE HH-
dbopmanuu, mpeoCTaBICHHONW ['pymoi, ¥ He BBIABUI HUKAKUX JOKa3aTeIbCTB TOTO,
YTO COOTBETCTBYIOIME OaHKOBCKME cueTa Hapymanu pe3ontonnu Coseta besonacHo-
ctu OOH, kacaromuecs KHIAP» (cMm. mpunoxenue 40, OC.167).

CoBMecCTHBIE NnpeanpusiTusi, KOONMEpPpaTuBHLIC OPraHU3allMi U HE3AKOHHAS
npeanpuHuMarTte/JIbCKas 1€ATCJIbHOCTh

CosmecmHubie npednpuﬂmuﬂ u KoonepamueHvle opeaHuIayuu

170. I'pynma paccienoBaja MOCTYIUBIIYIO OT OJHOTO U3 TOCYAaPCTB-WICHOB HHBOP-
Manuo o ToM, 4To B 2022 rony O0nenuneHHas koprnopanus «Uxouncon» (KPe.010)
MOMBITAIACh CO3/1aTh COBMECTHOEC MPEANPHUATHE B chepe HHPOPMAIMOHHBIX TEXHO-
JOTUH C KUTaMCKONl TOProBO-IPOMBINUICHHONW KoMmmaHueidl «SHTail JKUHBMUHBY»
(cMm. mpunoxkenue 86) u uto B 2022 roxy rpaxganun Kuras Wxan Jxumans 4 no-
MOTaJ KOMINaHuU « YXOHCOH» TOJYUHUTh JOCTY K 0aHKOBCKUM yciyram. KuTaii oTBe-
THJI, UTO «HE UMEETCS HUKAKUX JOKA3aTeIbCTB TOTO, YTO TOPTOBO-MPOMBIILICHHAS
kommaHus «SHTail JKUHbMUHBY..., a Takke JIn Wkoupiol u YxaH JlXKullaHb 3aHUMA-
nuchk B Kutae kakoii-nu6o nestearHOCTHIO B Hapymienue pesononuit Cb OOH, kaca-
romuxcs KHJP» (cm. npunoxenue 40, OC.169).

171. T'pynna u3ydusia cojepiKaiinuecss B pOCCHICKOM peecTpe X03IHCTBYIOIMUX CYyOb-
€KTOB 3amucu o 81 KOMImaHUU, KOTOPbIe MOTYT OBITH COBMECTHBIMHU HPEANPHUATHIMU
Kopeiickoiit Hapoano-/lemokparudyeckoit Pecnmybnuku u Poccuiickoiit @enepannu unu
KOOTIIEPAaTUBHBIMU OPTAHU3AIUSAMH, MOJHOCTHIO MJIM YAaCTUYHO MpPHUHAIICKAIIUMH
rpaxxnanam Kopeiickoit Hapoano-JleMokpaTtuueckoil PecnyOnuku uiavd HaxomsIu-
MHCS TIOJ MX yIpaBICHHEM, a TakkKe 3amucu o 42 3aperucTpupoBaHHBIX B Poccun
crpykrypax Kopeiickoit Hapoano-/lemokpatnueckoii Pecniy6nuku. I'pynna BBISICHSET,
paboTaroT 11 B 3TUX KoMHaHusX rpaxnane Kopeiickoit Hapomno-/lemMokpaTuaeckon
Pecnybnuku, mosnydaromue goxoa. CorracHO JaHHBIM POCCHMCKOTO peecTpa X03sii-
CTBYIOIIHNX CYOBEKTOB, IO COCTOSHUIO Ha 2023 roa BCe 9TH KOMIIAHWUH OBIIIH IEHCTBY-
omuMy. Tpu KOMIIaHUH, CyIs IO BCEMY, 3apErHCTPUPOBAHBI HA AUIUIOMATHYECKHUX
oonrekTax Kopeiickoit Hapoano-J/lemMokpaTtnueckoir PecmyOnuwku, a JBe, Cyds Io
BCEMY, paHEee Y4acTBOBAJIM B TEH/EPaX M BBIUTPHIBAIN KOHTPAKTHl HA MOCTABKH IS
POCCUNCKHUX rOCYy/1apCTBEHHBIX yupexxaeHuid. KpoMme Toro, mo 1aHHbBIM OJTHOTO U3 rOC-
YAapCTB-4YJIEHOB, B 24 U3 3TUX KOMIIaHUH 3aHITO B 001el cnoxxkHoCcTH O6osiee 5900 pa-
6ounx u3 Kopeiickoit Haponno-Jlemokparnueckoit Pecrrybnuku (cM. mpuinoxxeHus 79

140 Unentuduxanuonnsiii Homep: 210602196209032030.
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u 87). Ipynnme wu3BecTHa mpaBoBas mno3unus Poccuiickoit Dexepaunu
(cm. S/2019/171, npunoxenue 74), COrIacHO KOTOPOH «IPEANPUATHS, €AUHCTBEH-
HBIM y4dpeauTeaeM KOTOphIX aBnsercs rpaxaanud KH/IP, ...3apeructpupoBassl B Ka-
YecTBE CYyrybo poCcCHHCKUX OOMIECTB C OrPaHMYEHHONW OTBETCTBEHHOCTHIO... UTO Jie-
JlaeT UX POCCUMCKUMU IOPUIUYECKUMH JULaMU», KOTOpbIe, 0 MHEeHHI0 Poccuiickoif
®denepanuu, He MOANAAAOT Mo AekcTBUe myHKTa 18 pesontonnu 2375 (2017) Cosera
Bbe3zonacHoctu. B suBape 2024 roma Poccuiickas ®expepanus oTBeTH]IA, YTO «KaK
OBLJIO YCTAHOBIJICHO, 82 IOPUANYECKUX JUIA... PaKTHYECKH HE BEAYT ACITEIHHOCTH
U 9TO «B COOTBETCTBMHU C IpaxJaHCKUM 3aKOHoJaTeabcTBOM Poccuiickoit @enepanuu
o01ecTBa ¢ OrpaHMYEHHONH OTBETCTBEHHOCTHIO HE SABIISIOTCS COBMECTHBIMH M PEIIPH-
SITUSMH UM KOONEPAaTUBHBIMU OpPraHU3aLUsIMU» U MOITOMY HE MOANAJA0T MO Aei-
ctBue pesonronuil Coeta be3onacHocTu (OTBETHI MO KOHKPETHBIM KOMIAHUSIM CM. B
npunoxeHusax 79 u 87). OnuH 4enoBeK OTBETUI, UTO OH SIBIsAETCS I'pakJJaHUHOM Pec-
nyonuku Kopes:, a He Kopeiickoit Haponno-/lemokpaTuueckoit PecmyOmauku.

Kopeitickaa nayuonanvnasn cmpaxosas komnanus (KPe.048)

172. T'pynna mpojoikana pacciaenoBarh JesTelbHoCcTh Kopelckolh HanuoHaIbHOU
CTPaxoBOM KOMIAHHUM U €€ MOACTAaBHBIX MJIM IMOTYMHEHHBIX el kommaHuit «PeitHOOy
nHTepMenunapus», Crpaxonas kopnopamus «Camxa» u CtpaxoBas komnanus «lIloyin-
crap»'*. Kak nsBectHo, npenctasutenn Kopelickoi HalMOHANIbHOM CTPaxoBoil koM-
MaHuu paboTaroT 3a rpaHuieii, B Tom yuciae B Hurepuu, [lakucrane u Poccuiickoit
Denepanuu, U 3a4acTyo AeHCTBYIOT MOA AUIIJIOMAaTHYECKUM IPUKPHITHEM B IOCOJIb-
crBax Kopeiickoit Hapoano-/lemokparnyeckoii PecnyOnuku (cM. Tabnumy 5 ¥ npu-
noxenue 88). Poccuiickas Penepauus u Ilakuctan oTBETHJIM, YTO HE OOHAPYKUIH
JI0Ka3aTeJIbCTB TOTO, YTO COOTBETCTBYIOIIHUE JHULA SBIAIOTCA npeacTaButensimMu Ko-
peicKOM HallMOHAJIILHOU CTpaxoBoi komnanuu; Hurepus He orBeruna.

Tabnuna 5
Hndopmauus o npeanosaaraeMbix npeacraBuTesax u corpynuuke Kopeiickoii
HAIMOHAJIbHOI CTPaX0BOW KOMIaHUM

Name Suspected Position Location
Choe Myong Chol | KNIC Representative Pakistan
Jon Hyon Chol KNIC Representative Pakistan
Kim Yong Jin KNIC Representative Nigeria
Sin Jun Chol KNIC Representative Russian Federation
Mun Mi Hwa PIC Associate Likely Nigeria

Coxpawenus: KNIC (KHCK) — Kopeiickas HannoHanbHas CTpaxoBas KOMIIaHHUS;
PIC (CKII) — CrpaxoBas komnauus «Iloyncrap».
Hcemounux: rocymapcTBa-aiieHs! u [pymma.

173. Tlo cBeneHUSM OIHOTO W3 TOCYAApPCTB-WJICHOB, IEHbIH, MOJYUYECHHBIE B PE3yIib-
Tare AEATCIbHOCTH dTUX KOMIIAHUH 110 MEePEeCTPaxOBaHHUIO, HAPUMED O JOTOBOpPaAM
MepeCcTPaxoBaHUs W YPETyJIHPOBAHUIO MPETCH3WH, MEPEHANMPABISIOTCS Ha MEJIH

141°5/2023/665, n. 136.
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nporpamm Kopeiickoit Hapogno-/lemokparunueckoii Pecriy0iauku mo opyxuio macco-
BOTO YHHUTOXeHHUs. Kak cooOumuiau 1Ba rocygapcTBa-ujieHa, psJ KOMIIAHUHI U 4acT-
HBIX JUI] cOTpyAHN4anu ¢ Kopelickoil HallMOHaIbHOM CTPaxoOBOM KOMNaHUEH MM CO-
3HATEJIbHO MOMOTAlM €i B pa3sBUTHU NMEPCHEKTHUBHBIX HAIpPaBIEHUI KOMMepuecKou
JesTeIbHOCTH, MBITAINCh OCYLIECTBISATH cOOp JEHEr W/MiIW CIOCOOCTBOBAIHM OCY-
LIECTBJICHUIO ICHEKHBIX IIEPEBOJOB — B TOM YHCJE MOCPEACTBOM KPUNTOBAIKOTHBIX
onepanuii — B pacHnopsDKeHHE IITa0-KBApTHPHl KOMIIAHMHM H/WUIM OT €€ HMEHH
(cM. Tabnuny 6 u npuioxenue 89). U3ectHo, uto Kopeiickas HannoHaidbHas CTpa-
XOBast KOMITaHHS ¥ €€ TIOJCTaBHble U/WIIM MOJAYNHEHHbIE el KOMIIAHUHU UCIT0JIb30BaIN
MHOTHE U3 3TUX KOMIIAaHUH B KaueCTBE NMOCPEIHUKOB A MOJYyYEHHUs WJIH OTHPABKU
IJIaTeXe OT CBOEro MMEHH, SIBHO B IeJIsIX 00XoAa CaHKIUH, BBeAeHHBIX Opranusa-
nueid O6bpennHeHHBIX Hanumid.
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Tabnuna 6

Nudpopmanus o nocpennnkax Kopeiickoii HAIMOHAJBHONH cTPAX0BOH KOMIAHUM

Ltd. (Nigeria)

Company Reported information on engagement with KNIC
Fountain Court Partners Assisted KNIC in recovering debts, between at least 2019 and 2022
(Nigeria)

Premium Broking House Assisted KNIC in recovering debts, between at least 2019 and 2022
(Lebanon)

Integ Partners (Nigeria) Assisted KNIC in recovering debts, between at least 2019 and 2022
BK & Associes (Cote Assisted KNIC in recovering debts, between at least 2019 and 2022
d’Ivoire)

Millbank Insurance Brokers, | Partnered with or knowingly assisted KNIC in developing

business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

QuickL ink Insurance Brokers
Ltd. (Nigeria)

Partnered with or knowingly assisted KNIC in developing
business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Universal Insurance Ple Partnered with or knowingly assisted KNIC in developing

(Nigeria) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Sechuwariis Development Partnered with or knowingly assisted KNIC in developing

Foundation (Nigeria) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KINIC headquarters’
control, between at least 2020 and 2022

Somitel Ventures Enterprise | Facilitates KINIC s activities in Africa, including through

(Nigeria) cryptocurrency transactions on KINIC’s behalf, as of 2023

New Elements Holdings Co. | Partnered with or knowingly assisted KINIC in developing

Ltd (China) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Li Xianzhu (Chinese Partnered with or knowingly assisted KNIC in developing

national) business opportunities, attempting to collect money, and/or

facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022, utilizing Industrial and
Commercial Bank of China (Asia) Ltd account number
718823353750

Fairicc Survey & Loss
Adjusting Co., Ltd. (China)

Established a relationship with Samhae Insurance Company in 2019

Kaztec Engineering (Nigeria)

Contracted with Samhae Insurance Company for vessel insurance
between 2019 and 2020

Coxpawenue: KNIC (KHCK) — Kopeiickas HamOHalIbHasi CTpaxoBas KOMITaHUS.

Hcmounuk: rocynapcTBa-uieHbl, COOOMEHHs CpeacTB MaccoBoi nHpopmanun ¥ u Ipynmal4s,

174. Kutaif oTBETHJI, YTO «HE paclojiaraeT HUKaKMMH JAOKa3aTeNbCTBAMHU MPUYACT-
HOCTH KOMIIaHUHU « HbI0 2JIEMEHTC XOJNUHT3 KOMIIaHH, JITA.»... K J€ATeJIbHOCTH, Hapy-
matomeit pesomonun Cosera besomacHoctn OOH. M3-3a oTcyTCTBHSA MOTHON HH-
¢dopmanuu cBenenus o Jlu CAHBIKY MPOBEPHUTH HE yAAIOCH» (cM. mpuioxenue 40,
0OC.181). Kommanus «bu-Keit sH1 acoche» OTBETHIA, UTO OHA MpEACTABIsAIa UHTE-
pecsl Kopeiickoit HAMOHAaNbHOU CTPaxOBOW KOMIIAHUH B CyJlaX 1O J€JIy O B3bICKAHUH
nonra B pasmepe 570 000 eBpo, B mapte 2019 roma mobumnace cynebHOTO pemieHus B
o3y Kopelickoi HanmoHaJbHOW CTPaxOBOW KOMIIAHWU W MPOAOJDKUIIA paboTy IO
00ecredyeHnIo UCIIOTHEHNS CyIeOHOTO pelIeHNns U B3BICKaHUS MPOIEHTA OT HCKOBOM

142

143

Cm. www.nknews.org/pro/nigerian-firm-wades-into-murky-legal-waters-with-north-korean-

insurance-policy.

HNudpopmanuio o komnanuu «PdaUpuKK cypBeit 9HA JI0CC aIPKaCTHUHT KOMIIAHM, JITA.»

cM. B npunoxxeruu 90.
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CYMMBEI, KOTOPBIH ObLIT BhIIIadeH Kopelickoil HallMOHAIBHOM CTPaXOBOH KOMIIAHHH.
I'pynma oxuIaeT OTBETOB OT APYTMX KOMIAHMH, IIE€pPEeYHCIEHHBIX B Tabmuue 6, a
TaKkXke OT JeCATKOB APYyTUX KOMIAHMH, ¢ KoTophiMu Kopeiickas HaluoHanbHas CTpa-
XOBasi KOMHOAHUS ¥ €€ HOACTABHbIE UIU NOAYHMHEHHbIE €if KOMIIAHHH, 110 HMEIOIIHUMCS
CBEJEHUAM, YCTAHOBUIU UM IIBITAJINCh YCTAHOBUTH OTHOLIEHHUS; OOIBIIMHCTBO M3
HUX He oTBeTunu’*, Paccinenosanue IpomoIKaeTcs.

Ham Yxone Vu

175. T'pynna pacciieqyer mpeaoCcTaBIEHHYI0 OAHUM M3 rOCYIapCTB-4JIeHOB MH(pOP-
manuio o Ham Uxonps Yuel® (288, cm. pucynok XXVII), koTopbli, kak coobmaercs,
sBasiercs npencrasuresneMm ['Pb (KPe.031) u koTopsrit kak muaumyMm ¢ 2013 roxa 3a-
HUMaeTcsl 3a py0eXOM MHOTOYMCICHHBIMH BUIAMHU ACSTEIbHOCTH, IMPOTHBOpEUA-
muMu pezomonuaM Cosera bezonacHocTn, BKIItO9as BlIaJeHNE MM YIIPABICHUE KOM-
MaHUAMH, KypOpTaMH, pEeCcTOpaHaMH M CIOPTHUBHBEIM KoMIIIekcoM B Jlaocckoit
Hapomno-/lemokparudeckoit Pecmyonmke u Tamnmanae, m uMeeT TOCTYII K MEXIyHa-
ponHoO# puHAHCOBOW cucTeMe dyepe3 OAHKOBCKHE CYEeTa, OTKPBHITHIC HA UM 3THX Op-
ragm3anui. ITo nMeromuMcesa cBeaeHusIM, ¢ koHma 2022 roxa r-H Ham HaxoguTcs B
Hansuae, Kuraii. Kak coobmanocsk, B 2023 roxy oH mojizenanl TOPTOBbIE KOHTPAKTHI
Ha uMmopt ToBapoB B Kopelickyto Hapoxgno-/lemokpaTnueckyto PecrmyOnuky depes
HanstHp, BKIIOYas MOCTaBKY CMa304HBIX Macen s KomnaHuu «CobOekcy oHalTen
KOpIopenrH» (Ipeanol0oKUTEIbHO MOAYNHEHHON JlemapTraMeHTy opyXeilHOW mpo-
mbimnensoctd (KPe.028))6 (cm. npunoxenue 91). Kutailt oTBETHN, YTO «HHKAKOM
nHpopmamnuu o npuyactTHocTH Ham Uxonp YHa K 1eATENTbHOCTH, HapyAOmel cooT-
BeTcTBYyOoIHKe pe3ononuu Coseta bezonacnoctn B Kurtae He oOHapyxeHO» (M. IpH-
noxenue 40, OC.357). Jlaocckas Hapogro-JleMokparudeckas Pecrryonuka, Tanmaung
1 OONBIIMHCTBO KOMITAaHUI HA 3alpOCHl MOKAa HE OTBETHJIU. PacciaemoBanue mpoaoi-
KaeTcs.

144 O[[Ha KOMIIaHUs NpCIpoBOANIIA I/IH(bOpMaI_II/I}O KacaTcCJIbHO 3asd4BJICHHSA O BBEIIIJIATC KOMII€HCAIITUHU

14

14

5

>

o ¢akyIbTaTHBHOMY MEPECTPaXOBaHUIO OT MOXapa, nonanuomy Kopeiickoii HalmoHanbHON
cTpaxoBoii komnanueit B 2015 rogy ot uMmenu Kopeiickoro ¢hapMarneBTHYECKOTO MPEAIPUITUSL
Kopeiickoit Hapogno-/lemokparnueckoit PecyOnuku, u ykaszajia, B 4aCTHOCTH, YTO KOMIAHHUS
MOTJIa MPEJO0CTAaBUTh HETOUHYI0 HH(POPMALIUIO O MPEANPHUATHHU MIPU pEeKIaMe T0roBopa
epecTpaxoBaHuUs.

Jara poxnaenus: 23 ¢gespans 1969 roga; nmacnopr Kopeiickoit Haponno-/lemokpaTuueckoi
Pecny6nuku Ne: 108320231 (cpok okoHuaHus peictsus: aBryct 2023 roxa). Panee Jlaocckas
Haponano-/lemokparnueckas Pecny6nuka napopmuposana ['pynny o Tom, uto r-H Ham noxuHysn
cTpaHy B ceHTsA0pe 2019 roxa u 4TO OH MMeJ OTHOIIEHHE K mocoabcTBY Kopeiickoit HapogHo-
Jemoxparuueckoi Pecniyonuku B Jlaocckoit HapongHo-/lemokparudeckoit Pecriyonuke.

Cwm. S/2020/840, npunoxenue 46; S/2020/151, n. 126 u npunoxenne 30; S/2019/691,
npunoxenue 13; S/2017/150, nm. 158 u 159 u npunoxenue 14.
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Pucynox XXVII
Ham YUxoab YH

Hcmounuk: rocyaapCTBO-4JICH.

Kum Con Xo

176. I'pynma mpoBoauT paccienoBanne B otHomennn Kum Con Xo¥

(B8=), nomxk-
HoctHoro Juna Kopeiickoit Haponuo-/lemokpatuueckoit Pecrybnuku, kotopoe, 1o
COOOLIEHUSIM MHOTHX TOCYIapCTB-4ICHOB, Kak MUHUMYM ¢ 2019 roga ocyuiecTBiseT
3a pyOeKoM JesITeNbHOCTh, IPOTUBOpeUanyto pesononusm Cosera bezonacHoctn,
BKJIIOYas BEJCHUE pecTOpaHHOro OusHeca (cM. m. 157) U OCyIIECTBICHHE TOBapPHBIX
omepanuil ¢ JAOCCKUMHM M KUTAaHCKMMHU KoMHmaHusIMHU (cM. mnpuioxeHue 92). Co-
macHo umeromumces nanabiM, Kum Con Xo naxoguncs B Jlaocckoit Hapoano-Jlemo-
Kpatudeckoil Pecrybnuke nmo kpaitneit mepe B nmepuon ¢ 2019 mo 2021 rox. I'pynna
0XUJIaeT OTBETOB OT COOTBETCTBYIOIEH KUTalckoi komnanuu u Jlaocckout HaponHo -
Jemoxpatnueckoit Pecnyonuku. PaccienoBanue mpogoinKaeTCs.

Yxee Con Pén

177. Tpynna npoBoauT pacciefoBaHue B oTHomeHuu Uxse Con Pénal®® (X4 E,
Takxe u3BecTHOTro noja umeHnem Llyit Yennon), rpaxxnannna Koperickoit Hapogno-Jle-
MOKpaTtudeckoil PecryOnuku, KOTOPBIM, O UMEIOIMHUMCS CBEJIEHUIM, MPOXKUBAET B
ITexune. ITo gaHHBIM OomHOTO M3 rocyaapcTB-ulieHoB, UxBe Con Pén cmszan ¢ Jlu
Uxons Hamom**®, Kum Uxons Coxom®™ u I'PB (KIle.031) u, kak coobmaeTcs, 3aHu-
MaeTcs 3alpelleHHON NesITeIbHOCThIO, TAKOH KaK CO3MaHue COBMECTHBIX MpeaIpusi-
THH, TpyaoycTtpoiicTBo rpaxkiaH Kopeiickoit Haponno-Jlemokparuueckoir Pecmy6-
JIMKK B pecTopaHax B KuTae ¥ HOTeHIMANIbLHO 3ampelnieHHas Toprosis ™ ¢ yuactuem
KUTAUCKUX KOMINAaHUW «BeiaXUH THaHUYMYEHI YHTeplpai3 MEHEJKMEHT KOMIIAHHU,
ara.» U «beWmkuH IpuH Bajuledl TUAHUM UHTEPHEIIH] TpPEeHJ KOMIIaHW, JITHA.»
(cm. mpunoxenue 93). Kurait orBetmn: «Kommnanus «belKMH THaHUYMYEHT HHTEP-
Ipai3 MeHEI)KMEHT KOMIIaHU, JITA.» OblNa 3akpsiTa [0CygapcTBEHHBIM yIpaBICHUEM
10 peryJIupoBaHUI0 phIHKA emie B sstuBape 2018 roma. Hukakux cBeIeHU O TOM, 4TO
UxBe Con Pén wmmm Ily#i UYeHNOH ABAAIHCH, aKIMOHEPAMHW WJIH CTapIIUMHU

147

148

149
150
151

IMacnopra Kopeiickoit Hapogao-lemokparudeckoit Pecmy6muxu NeNe: 108132627 (cpox
okoHuaHUs aeficTBus: Mapt 2023 roxa) u 927220146 (cpok OKOHYAHHS ACHCTBUS: anpeib
2022 rona).

Jara poxnenusi: 16 anpens 1967 roga; [Tacnopra Kopeiickoit Haponno-J/lemokpaTudeckoi
Pecmy6mukn NeNe: 108230480 u 836135707.

S/2023/171, nn. 155-158 u npunoxenus 26, 85 n 88.

S/2022/132, . 162-165; S/2023/171, nn. 147 n 148.

B wacTHOCTH MOTEHIMANBHBIA UMIOPT YU M PEIKO3EMENbHBIX 1eMeHTOB 13 Kopelickoi
Haponauo-/lemokparuueckoii Pecny6nuku.
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JOJKHOCTHBIMY JIMIIAMHU 3apETUCTPUPOBAHHBIX B [leKnHE KOMIIaHUI HE CyIIECTBYET»
(cm. npunoxenue 40, OC.358).

Jpyeue 3anpewjennvie 6udbl uHAHCOBOU dessmenbHOCmU

178. I'pynma paccienyet cooOmienus o Tom, uto Kopeiickas Hapoano-/lemokxpatuye-
ckast PecnyOnuka nmpomoikaeT 3aHUMAThCsl HE3aKOHHBIM 000pOTOM 00BEKTOB JTHUKOM
HPHUPOJIBI € LEJBIO TIOJNYYEHHS HE3AKOHHBIX J0X00B. [0 nMeromumcs cBeneHusam ™2,
B 2022 rony aumnnomat mocoyibctBa Kopetickoit Hapoano-/lemokxpatudeckoii Pecmy6-
nuku B FOxHoM Adpuke FOH Kb neiTancs He3aKOHHO MEpPENpaBUTh pora HOCopora
Ha cymmy 65 mutH posut. CLIA. FOxHas Adpuka noka He orBeTHina. COrMIacCHO OTHEIb-
HoMy cooOuenuo™, B nHosope 2022 roga u pespane 2023 roga aBoe rpaxaan Ko-
peiickoit HaponHo-/lemokpaTudeckoit PecryOnuku, B TOM YHCIIE HPEANOaraeMblii
coTpyanuk passeaku Jlu Kan /13, Mornu GuHAHCUPOBATH MPOBEICHUE WU/UIH WHBIM
00pa3oM y4acTBOBaTh B IIPOBEJIEHNN KaK MUHUMYM JBYX OIEpalMil 0 KOHTpabaHae
pOTOB HOCOpOTa U CIOHOBBUX OMBHel 3 borcBansl B Mo3aM6uk yepes IOxuywo Ad-
puky u 3umMbabBe ¢ yuacTHeM rpaxaan Manasu u yepe3 Manasu, rae Tpy3 ObLI IO-
I'PY’XEH Ha CyIHO JUIsl IOCTaBKH B TpeThio cTpany. OxHas Adpuka nu borcBana oTse-
THUJIM, YTO HE PAcCIoJiaraloT JaHHBIMU WJIM COOTBETCTBYIOLIEH MHpOpManuu 00 3Toi
neaTenbHocT. Mo3amOuk, 3umM6a6Be u MajnaBu OKa HE OTBETHIIM.

179. I'pynmna u3yyaer MOCTYNHUBLIYIO OT OJHOTO TOCyJapcTBa-ujieHa HH(OPMAIIHIO O
ToM, 4T0 B 2022 rofy COTPYAHHK KOMIaHuu « UMHCOH JKeHepan kopropeinn» 1 Ko-
petickoii HapogHo-Jlemokparnueckoli PecnyOnuKn M COTPYIHHMK MOCOJBCTBA ITOU
cTpadsl B Hurepum comepmmin noe3nky B Hurep, 4ToObl HOMYYUTh COTHH THICSY
nomn. CIUIA Hanu4HBIMH, U TOCTAaBUTh 3TH JAeHbIH oOpaTHO B Hurepuro, mpeamnomno-
KUTEIHHO BOCIIOJIb30BABIINCH AUIJIOMATUYECKUMHU JOKYMEHTaMH, YTOObI M30eXkarTh
JIOCMOTpa U MpoBepku Oaraxa coriacHo NyHKTY 18 pezomtomuu 2270 (2016) Cosera
Be3zonacHoctu u myHKTY 13 pesomronuu 2321 (2016). I'pynna ormMedaeT BaXHOCTb
MPUHATUSA HAAJEXKAIMUX Mep JUJIA MpeJoTBpalleHUs] He3aKOHHOTO IepeBoja Ipak/ia-
namu Kopelickoit Hapogno-J/leMokpaTtudeckoil PecmyOnuku GOJNBIIMX CyMM HallUd-
HbIX neHer. Hurepus nu Hurep nmoka He oTBeTUNIM Ha 3anpoc ['pynmsl.

He3zaxonnoe nmoJIyudeHue Joxojia mocpeacrsomM Kl/lﬁep)j[eﬂTeJIbHOCTl/I

180. B TeyeHne OTYETHOTO NepUONa KHOEp3MOyMBINUICHHUKH U3 Kopelckoi
Haponno-Jlemokparudeckoit PecryOnuku mpoaoiKail COBEpIIaTh aTakd Ha KOMIa-
HUY, 3aHUMAOIIUECS OKa3aHHEM yCIyT B cpepe BUPTYyaJbHBIX aKTHBOB, IBITASCH Ta-
KHUM 00pa3oM 00XOIUTh CAHKIMH, BBeaeHHbIe Opranusamueii O0benuHeHHbIXx Hanuid,
1 mosy4aTk Aoxof. Ilo JaHHBIM OJHOTO M3 rOCYJapCTB-4YICHOB, BPEJOHOCHAS nes-
tenpHOCTh Kopeiickoit Haponuo-J/lemokpatuueckoit PecnyOnuku B KuOepnpocTpaH-
CTBE MPUHOCUT €l 0k0s10 50 MPOLEHTOB BAITIOTHHIX MOCTYIUICHHH U UCTIOIB3YeTCS I
(GuHAHCUPOBAaHUA ee OpyKelHbIX mIporpamm . JIpyroe rocymapcTo-ujieH coo6-
muio, 4ro 40 mpouenToB nmporpamm Kopeiickoit Hapoxno-Jlemoxpatuueckoir Pec-
NyOJUKH [0 OPYKHUIO MaCCOBOTO YHUUTOXKEHUSI (PUHAHCUPYIOTCS 32 CYET HE3aKOHHBIX
KubepcpencTB.

152

153

154

155

Cwm. https://pyongyangpapers.com/investigations/black-market-rhino-horn-help-boost-dprk-
weapons-program.

Cum. www.weekendpost.co.bw/38322/news/north-korea-diplomats-in-suspected-illegal-ivory-
trade.

Coobmaercs, 4To KoMnaHus «UMHCOH KEHEepal KOPIOPEHIIH» CBsA3aHA ¢ MEAULIMHCKUMHU
paboTHHKAaMH, KOTOPBIE MOJTYYaIl 10X0[ 3a pybexom nocie 22 nexadbps 2019 roga

(cM. https://pyongyangpapers.com/investigations/dprk-hospitals-linked-to-malpractice-in-
nigeria).

Cm. www.ibtimes.com/north-korea-earns-half-its-foreign-currency-income-hacks-cyberattacks-
biden-official-3697701.
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181. Ha ocHOBe cO00IEHHH OTpaciIeBbIX CyOBEKTOB M CPEJCTB MaccOBOH HHpopMa-
LMY, KOMIIAHUH 9aCTHOI'O CEKTOpa M rocygapcra-uieHoB I'pynna pacciaenyet 17 co-
BepuieHHBIX B 2023 rony XHMIIEHUH KPHUITOBAIIOTH Ha cymMMy Oosiee 750 MJIH 10JI.
CIIIA, 3a xOTOpBIE MOKET HECTH OTBETCTBeHHOCTh Kopeiickast Haponno-JleMokpartu-
yeckas PecnyOnuka (cm. npunoxenue 94). I'pynna pacciieqyer Takxe B 00LIeH cllox-
HocTH 58 kubepaTak Ha KOMIIAaHUH, pa0OTaIOIINE C KPUIITOBAIIOTAMHU, KOTOPBIE Tpe-
MOJIOKUTENIbHO OblH coBepineHbl Kopeiickoit Haponno-/lemokpatuueckoir Pecmy6-
nukoit B mepuox ¢ 2017 mo 2023 roj u B pe3yabTaTe KOTOPHIX OBLIO TOXHUIIEHO OKOJIO
3 mupa nonn. CHIA (cm. npunoxxenue 95). Onna u3 kubepkomnanuii Ha3Baja Kopeii-
ckyto Hapoano-/lemokparnyeckyro PecnyOinky «camMblM aKTHBHBIM KHOEPBOPOM B
mMupe» e,

182. Jlnst XuIieHus cpeAcTB y KOMIIaHUH, CBSI3aHHBIX C KPUIITOBAIIOTHOM OTpacCIbIo,
kubep3noymbiieHHUukn u3 Kopeiickoit Hapomno-/lemoxparnueckoir Pecrybnuku
HCTOJB3YIOT CIEAYIOMHE CXEeMBI (CM. MpuiIokeHue 96):

* Bekropsl arax:
0 OUIINHTOBBIE IpUMaHKU
0 NHbOpMaAIHOHHO-TICHXOJIOTHIESCKUE aTaKH
o Hcnonb3oBaHue ¢j1aboro kKoaa/mpoTOKOJIOB H YEI0BEYECKOro (pakTopa

o TpeTbs cTopoHa (11emoYKa MOCTaBOK)

OTMBIBaHHE KPUIITOBANIOTH! (CO3JaHUEe KOMIAHUH-IIPOCIIOEK):

0 XuIeHne MakeToB aKTUBOB

o Wcnonb3oBanue aApecoB COTEH U THICSY MOCPEIHUKOB

o Ucnonbp3oBaHue CETH, CBSI3aHHOW ¢ OMTKOMHOM

o CBoIl aKTHBOB 4epe3 JIeIeHTPaIU30BaHHbIEC U IEHTPATU30BaHHbIE OUPKHU

o Bce 6onee mupokoe npuMeHEeHHE IPAaKTHKH IEpeBOAa CPEACTB U3 OTHOI
KPUIITOBAIIOTHI B APYTYIO

o Mcnonb3zoBanue mexcereBoro Tpaduka (cM. pucynok XXVIII)

o Hcnonb30BaHuEe CEPBUCOB MITHOBEHHOTO 00OMeHa

0 Mcnonb30BaHHE MUKIIEPOB M IPOTOKOIOB KOH(DHACHI[UAIBHOCTH

o Mcrnonp30BaHue HECKOJIBKHUX IEIMOYEK, BKIIIOUAs HEOOBIYHBIC TOKEHBI

o CoBepieHre OBICTPBIX OMEpaINuii BO U30eKaHUE 3aMOPaKHUBAHUS CPEICTB

0 Bce 6omnbliee mupokoe UCIOIb30BaHUE CEPBUCOB, 0A3UPYIOLINXCA B COCE-
Hux ctpaHax (Poccuiickas @enepanus u Kuraif)

BriBOI cpencTB (MHTErpamus):

o Ctpeminenue ucnonp3oBath 0okdueitH TRON u cTaGuiIbHBIE KPUIITOBATIOTHI,
ocobenno Tether (USDT)

o llIupokoe ucnonp3oBaHue yCIyr CTOPOHHUX CEPBUCOB MO OTMBIBAHUIO
CpeaCTB M BHEOMPIKEBBIX OpOKepoB (6oabpmrne 00beMBl, KPYITHBIE HHBE-
cTopbl)®’

1% Cm. www.trmlabs.com/post/north-korean-hackers-stole-600-million-in-crypto-in-2023.
157.8/2023/656, . 142. B okTa6pe 2023 roaa onna u3 610K4eHHOBBIX KOMIaHui coobmuna ['pymnme,
4yTO BHEOMpkeBble Tpeiaepsl Bo XBuxBu n Uxen XoH MaH 0 cHX IOp aKTUBHO 3aHUMAIOTCS

KOHBEPTHPOBAHUEM 3HAUUTEIbHON YacTu nmoxumeHHbx Kopeiickoit Hapoxguo-JleMokpaTudeckoit
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o KynieHnHusie ydyeTHbIe JaHHbIE U B3JIOMaHHbIE YUETHBIE 3aMHCU
0 CHI)XEHHE 3aBUCUMOCTH OT IICHTPAIN30BAHHBIX OUPK
Pucynox XXVIII

Coo0menus 006 HCIOJB30BAHUHU MeKCeTeBOro Tpaduka rpynnoii “Lazarus”,
2023 rox

lllicit and high-risk crypto laundered through cross-chain bridges

$600
$544 million

$500

$441 million

$400

$300

$198 million
$200

Value of illicit crypto laundered (USD millions)

Lazarus Group The! Tormado Cash Ransomware  lliicit Virtual Scams &Ponzi  Gambling Dark Web OFAC Others
(North Korea) Asset Services  Schemes Services & Sanctioned
Markets Entities

Coxpawenue: OFAC (YKUA) — YnpapieHue 1o KOHTPOJIIO 32 HHOCTPAHHBIMHM aKTHBAaMHU.
Hemounuk: www.elliptic.co/resources/state-of-cross-chain-crime-2023.

183. OauH KpUITOBAIIOTHBIN CEPBUC COOOMIMI, 4TO B KOHIle 2023 roma Oblau 3a0i10-
KupoBaHbl cBsizaHHbIe ¢ Kopelickoit HapogHno-Jlemokparnueckoi Pecnybnukoii mepe-
BOJBI CPEACTB B KPHITOBAIIOTE HAa cyMMYy okoio 5,8 muH noma. CILIA, mocne gero
aKTUBHOCTBH CyOBEKTOB, cBs3aHHBIX ¢ Kopeiickoit HaponHo-Jlemokparuueckoit Pec-
nyOJauKH, Ha 3TOH miargopMe 3HAYUTENbHO cHHU3MIack. COOTBETCTBYIONIME ajpeca
OJIEKTPOHHBIX KOIICJILKOB, BHGKTPOHHOﬁ MOYThl U MHTCPHET-NIPOTOKOJIA, UMCIOIINEC
orHomeHue k Kopeiickoit HaponHo-Jlemokparuueckoir PecnyOinke, npuBoasiTcsi B
npunoxeHuu 97. [Ipyroi cepBuc coOOLIMI O «BCILIECKE» KHOEPaKTUBHOCTH C yua-
ctueM cy0OBeKToB, cBa3aHHBIX ¢ Kopeiickoit Hapomano-J/lemMokpaTtuueckoit Pecry6im-
koit, B 2023 rony u 3abnokupoBai 6osnee 1600 cBA3aHHBIX C HUMH aJIp€COB, KOTOPbIE
HUCIOJBb30BAJIMCH AJII COBCPIICHUA KPUIITOBAJIOTHBIX onepaum‘/i. OJIHa KOMIIaHUWA, 3a-
HUMamInascs odbecneuennem kubepobeszonacHoctu, coodbimna ['pymnme, uto, Korna Ha
YPOBHE CEPBUCOB M MPOTOKOJIOB MPEANPUHUMAIOTCS TAKHE IEHCTBUS, KaK 3aMOPaKu-
BaHUE cpeAcTB, cyOnekThl u3 Kopeiickoit Hapogno-JleMokparnueckoit PecryOnuku
OBICTPO MEPEXOASAT HA APYTOi CEpBHC.

I'pynna “ScarCruft” (APT 37)

184. Tpynmna “ScarCruft”!® pocnonb3oBanack y13BUMOCTBIO B IIPOrPaMMHOM o0ec-
neueHnn WinRAR (CVE-2023-38831), 4To0bl POBECTH CBOIO MEPBYIO, KaK CUUTA-
€TCsl, BBIBICHHYIO aTaky Ha KPUNOTOBAJIOTHYI0 oTpacib °°. Cooluiaercs, uTo

Pecmy6nukoit cpeCcTB B KPUNITOBAIIOTE B (PHATHYIO BAIIOTY.

1% C MoMeHTa CBOETo cO31aHus MOJUMHAIACh MUHUCTEPCTBY TOCYapCTBEHHONH G€30MaCHOCTH

Kopeiickoit HapogHo-Jlemokparuueckoit PecniyOmuku.

1% Cwm. https://paper.seebug.org/3033.

$153 million
$%00 $68 million
$57 million $48 million )
HE e =
% lE - e

$3 million

Credit Card
Data Vendors
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“ScarCruft” ucnosip3oBaia st JOCTaBKH BPEAOHOCHOTO KOJa CHUMOK dKpaHa KpHII-
TOBaJIOTHOTO Komenbka (cM. pucyHok XXIX). Ilocie u3BieyeHUs M BBINOJHEHHS
BpeqOHOCHBIX ZIP-paliioB Takoil KOA MO3BOJSET 3JI0YMBIIUIEHHHUKAaM CHUMaTh

J€HBTHU CO c4eToB XkepTB 60,

Pucynox XXIX
CHuMoOK 3KkpaHa, koTophlii rpynna “ScarCruft” ncnonb3oBana AJisl J10CTABKH BPEJOHOCHOI0O
KO/1a

Creenshot 2023 05 06 Qbao Network htmi
= e =R CRC W=
AADD . Deflate
SEDS.. Deflate
DCOS_. Deflste
&414F _ Deflste
FEOT4_ Deflate
Detiare
0885 Deflste
ATTE Defiste

Deflste

PREPPEREIE P>
%
»

Deflate

Defare

Qbao Network hemd _ear) e Cetace FAT

734 QBso Network pg A Defiste NTFS FAT 0
& Screenshot 20230904- 143343 QSao Network jpg A Deflste NTFS FAT 20 0
S Screenshot 20230506-150307 060 Network g A Deflate NTFS FAT 20 0
€ soype wg A Deflate NTFS ~¥AY 20 ]
Bsylecs A Deflate NTF§ AT 20
B WelGalleryOnencte cus kS A 20 4

-

e AETOP-K0g0 vy

Hcmounux: https://paper.seebug.org/3033.

I'pynna “Kimsuky” (APT 43)

185. Ynens! rpynms! “Kimsuky” monxydanu KpUIITOBANIOTY ITyTeM MafHUHTA, IPEIO-
CTaBJICHHS TOJYJIETaIbHBIX YCIYT U COBEPIICHNUS TaKUX MPECTYIUICHUIH B KHOEpIpo-
CTpPaHCTBE, KaK MOIICHHHMYECTBO, XMUIICHUS, MOJJIOT, KPUIITOJPKEKUHT U KaMITaHUHU
BBIMOTATENLCTBA, YTOOBI 3aByaJHpOBATh CBOM ONEpalyy M (UHAHCHPOBATH IIMHOH-
CKHME AEeHCTBUS — BKJIIOYAs MOKYIKY allapaTHBIX CPEACTB, ONEPallMOHHONH MH(ppa-
CTPYKTYPHI, YCIYT XCIIHPOBAHUS W OOJAUHOTO MaWHWHIA — JUIsI OTMBIBAHHS TTOXH-
IEHHOH KpUNToBaIoThl (cM. pucyHok XXX) ITo uMeromuMcs cBeJeHUIM, KepT-
BaMHU KPHUINTOMKCKHHTOBHIX omepanuid rpymmsl “Kimsuky” craxm «coTHH, €CiIH HE
TBICSTYIM» TONIb30Bareneil. 3BecTHO, uto “Kimsuky” 3annMaeTcs MaitHHHTOM Monero
(XMR) u, BeposITHO, HOMyYaeT BHIIUIATHI B JAPYTHX BalioTax, Takux kak Ethereum
(ETH).

186. Ilo maHHBIM NMPAaBOOXPaHUTEIbHBIX OPTaHOB OJIHOTO M3 TOCYIAapCTB-UJICHOB, B
2023 roxy unens rpynmbl “Kimsuky” moxuTimm agpeca 3IeKTPOHHOW TMOYTH U Y-
rue ydeTHble faHHble 1468 uenoBek, BKIIIOYas AECATKH FOCYJapCTBEHHBIX CIIYXKaIIHX.
Coobmaercs, gto rpynna “Kimsuky” meiTanach ¢ TOMOIIBIO YKPaJICHHBIX YYETHBIX
JAHHBIX TOXUTUTh BUPTYyalIbHbIE aKTUBHI 19 XKepTB, a TakKe 3aHUMAaNach MallHUHTOM
KPUINTOBAIIOTHL Ha CepBEpax, KOHTPOJb HaJ KOTOPBIMH OHA 3aXBaTWila B XOJ€ 3TOH
xkamnanun'®2, B Hos6pe eule aBa rocyaapcrea-uieHa Bkmounin “Kimsuky” B caHk-
[MOHHBIE CIIUCKH (cM. npuiokenue 98)13,

160 Cm. www.group-ib.com/blog/cve-2023-3883 1-winrar-zero-day.

161 Cm. www.mandiant.com/resources/blog/apt43-north-korea-cybercrime-espionage,
www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023 u
www.chainalysis.com/blog/kimsuky-south-korea-sanctions-june-2023.

162 Cm. https://en.yna.co.kr/view/AEN20231121006800315?section=national/national u S/2023/656,
npuioxenue 63.

163 Cm. https://home.treasury.gov/news/press-
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Pucynokx XXX
Coo0menus o kubdepnpecTynjeHusx, copepueHHbIX rpynmnoi “Kimsuky”

Dear B,

We would like to inform vou that your Bitcoin payment for $120.00 has been added
into your Namecheap account. You can now use the account balance to purchase
or renew products on Namecheap.com

Username BRoval1990

Transaction Id : §2073030

Transaction Ref: GKRwiyWiTTUXreqpvxNv4A
Amount $120.00

You can find more information about this transaction on our Add Funds History

page located at https.manage www.namecheap com myaccount reports funds-report.asp

If you have any questions, please contact our support at http. ‘www.namecheap com support
Thank you

Namecheap.com Support

Dirty crypto @
pays for hash
rental

HASH POWER

Clean coin with no
blockchain-based
connections

Hcemounuk: www.mandiant.com/resources/blog/apt43-north-korea-cybercrime-espionage.

I'pynna “Andariel”

187. T'pynna “Andariel” npoHukiia Ha BeO-caiiThl (PMHAHCOBBIX YUPEKIEHHUH, a C TO-
MOIIbIO BBIMOTATENbCKUX aTak Ha TpW KoMmaHuW moxuTuia Outkounuasl (BTC) nHa
cymmy emte 360 000 gomn. CIIA (cm. takxe 1. 134)'%4 TIpeanonaraercs, 4To 4acTh

releases/jy1938,https://www.mofa.go.jp/mofaj/press/release/pressit_000001_00026.html.
164 Cm. www.recordedfuture.com/north-korea-aligned-tag-71-spoofs-financial-institutions,
www.koreatimes.co.kr/www/nation/2023/12/103 364423.html, www.yna.co.kr/view/
AKR20231204049700004, https://boannews.com/media/view.asp?idx=124405 un
https://english.chosun.com/site/data/html_dir/2023/12/05/2023120501179.html.
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3THX cpeacTB ObuIa nmepeeaeHa B Kopetickyto Hapomno-/lemokpatuyeckyto Pecmy6-
JIMKY MyTeM KOHBepTaluuu B (UaTHYIO BAJIOTY Yepe3 KPUIITOBAIIOTHBIE OUPIKH Tpe-
TBUX CTPaH M IOCPEIHHKA, NTepEUHCIIeHa Ha OaHKOBCKHUU CUET B TPEThEH CTpaHe H
cHsaTa B Oanke 0xu3 rpanunsl Kurast u Kopeiickoir Haponno-Jlemokparnueckoii Pec-
nyonuku. B Teuennn 2022 rona rpynna “Andariel” npoBoauiia BBIMOTaTEIbCKHE KaM-
MaHUU C Lebl0 (pUHAHCUPOBAHMS APYTOM BPEIOHOCHOH ACATEINBHOCTH, 0COOCHHO
IINMOHCKMX ONepanuii B kubepnpocrpanctee ®,

Amaxu na Kpunmosanomuwvli U GUHAHCOBBLI CEKMOPbL

188. I'pynnsr “Lazarus” u “BlueNoroff” npoBoasT ¢puIIMHTOBbIE KaMIAHUW Ha pas-
JUYHBIX TUIaThopMax, BhIEINBas paOOTHUKOB KPUITOBAIIOTHOW OTpaciiv, BKIIOYas
WHXXEHEPOB U JIPYTHUX pa3pabOoTUYMKOB OJIOKYCHHOBBIX TEXHOJIOTHI, YTOOBI MTONTYYUTH
JOCTYII K CETSIM COOTBETCTBYIOIIMX KOMIAHUN JIJIsi COBEPUICHUS MOCIEAYIOMHUX aTaKk
(cm. pucynok XXXI u npunoxenue 99). Kpome rtoro, cyobextsl n3 Kopelickoit
Haponno-Jlemokparudeckoit PecnmyOnuku coBepiialoT MHOTOYHCIEHHBIE CIOKHBIE
aTaky, IPUMEHssT pa3IMYHbIe CIOCOOBI 00X0/a 3alUThl, HNHUIHHUPYIOT KOHTAKTHl U
pa3sMenialT BPEJOHOCHOE MPOrpaMMHOE OOeCIeYeHHE Ha Pa3IUYHBIX IUIaT(Pop-
max 168,

Pucynox XXXI
3aperucTpupoBaHHbIe aTaKHu, coBepuieHHbIe Kopeiickoii Hapoano-
JdemoxpaTrudeckoii Pecnydaukoii, 2019-2023 roanbt

KSE “es
@KSeznec

This looks like #Bluenoroff activity
Crypto-assets and their risks for financial stability[.]Japp[.]zip

Communicating with on-global[.]xyz (142[.]11[.]209[.]144)

10:04 AM - Oct 26,

N

023 - 2,617 Views

Hcmounux: https://twitter.com/KSeznec/status/1717542794942660771.

189. Ynens! rpynnst “BlueNoroff” co3mgaBanu noxkHbie pecypchl GHUHAHCOBBIX yupe-
XKICHUHN U ¢pupM, paboTaIOMUX C BEHUYYPHBIM KanuTaioM, Bo BeeTHame, CoequHeH-
Heix [lltarax u SlnoHuu, 4TOOB OOMaHHBIM IIyTEM BBIHYIUTb MOTEHIUAIBHBIX KEPTB
3allyCTUTh BPEIOHOCHBIH KOJ WJIM NPEJOCTaBUTh YUETHBIE JaHHbIE JJII BXOJA B CHU-
cremy (cM. mpusioxkenue 100)267,

Bupycwi-evimocamenu

190. Ynens rpynmsl “Lazarus” cCOBMECTHO ¢ OAHOW M3 KOMIaHWW u3 PecmyOnuku
Kopes pacnpocTpansnu BUPYCHI-BeIMOTaTenn U cobpamu ¢ O6onee yem 700 xepTB
okoio 2,6 murH nosi. CIIA 3a ycayru mo BocctaHoBieHUi0. Kak coobmiaercs, 4acTh

165
16

>

167

Cm. www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023.

Cwm. https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-
north-korea-s-lazarus-group.

Cum. www.recordedfuture.com/north-korea-aligned-tag-71-spoofs-financial-institutions.
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BBIPYUKHM ObLa MepeBeficHa Ha KPUITOBANIOTHBIHN Kollenek, IpuHaAIeKaIllui Tpyne
“Lazarus’168,

Pexomenganuun

191. I'pynna pexoMenayet Komuretry paccMoTpeTs BONPOC 0 BKJIIOYEHHUH B Ie-
pevYeHb:

a) Hawm Uxoan YHa;

b) rpymnm “Lazarus”, ‘“Andariel”, “BlueNoroff”, “ScarCruft” u
“Kimsuky”%,

192. I'pynmna noBTOpsieT CBOU PEKOMEHIAIMH O TOM, YTOOBI FOCYyIaAPCTBA-4JICHbI
KaK MOXHO CKOpee BHEJIPHJH PYKOBOACTBO N0 BUPTYAJIbHBIM aKTHBaAM H IO-
CTABIIUKAM YCJIYI B chepe BUPTYAJbHBIX aKTHBOB, KOTOpPOe cocTaBiaeHo I'pyn-
noii pa3padoTku (PMHAHCOBBIX Mep.

193. I'pynna nmpu3biBaeT rocylapcTBa-4jieHbl, KOMIIAHUU U YACTHBIX JMI yAe-
JATh HaJjleskallee BHUMaHHe NOBBIINICHUIO YPOBHS KHOeprurueHbl, BKJOYAs
npuHaTHe 3¢ GeKTUBHBIX MeTO10B o0ecnieyeHNs] KN0epOe30NMacCHOCTH, 0 KOTOPBIX
roBOpUTCs B npuao:xkennu 101, ¢ TeM 4TO0ObI NPOTHBOAEHCTBOBATH ONlepPALlUAM B
knOepnpocTpaHcTBe, coBepmaemMbiM Kopeiickoii Hapoano-/lemokpaTnyeckoii
Pecny6uaukoii ¢ neaso odxona pesonronnii Copera BesonacHocTtu.

194. I'pynna pekoMeHAyeT CTPYKTYpPaM YacTHOIO CeKTOpa M3y4YHTh HHGopMa-
110, ONY0JTMKOBAHHYIO rOCYyIApPCTBAMHM-4J€HAMHU M KOMIIAHUSAMU, 3aHUMAIOIIU-
MHCHA o0ecrneueHHeM kuOepOe3onmacHocTH, 00 agpecax, ucnoJuab3dyeMbix Kopeii-
ckoii Hapoano-Jemokparudeckoii Pecnydaukoii 1jis1 coBepuieHusi onepanui ¢
BHPTYAJIbHOI BaJIIOTOM, M NPOABJIATh OAUTENbLHOCTh, YTOOBI NpeceKkaTh onepa-
MM, HEMIOCPEeICTBEHHO CBSI3AHHBIE C ITUMH aJpecaMu WJIH MCXOAsIINE OT HUX.

195. T'pynna pekoMeHAyeT rocyiapcTBaM-4JIEeHAM PaccMOTpPeTh BO3MOXKHOCTH
CO3JaHHUA CHCTeM 00MeHa coo01meHus MU U uHGopmanmeii o cBs3anHbIX ¢ Kopeii-
ckoii Hapoano-/lemokpaTtuueckoii Pecny0aukoii kubepyrpo3sax B OTHOLIEHHH
KPHNITOBAJIIOTHONH 0TPACIH H YaCTHOIO CEKTOpa.

196. I'pynna pekoMeHAyeT BCeM KPUNTOBAJITHBIM IJIaT¢opMaM M NPOTOKO-
J1aM, BKJII0YAasl lelleHTPaJIU30BaHHbIe U HeHTPAJIU30BaHHbIe OMPIKU, MOCTHI, Cep-
BHCbl MTHOBEHHOI0 O0MeHa, MUKIIEePbl U MPOTOKOJAbI KOHGHIEHIMATLHOCTH,
BHe/IPSITh COOTBETCTBYIOLMEe MPOrpaMMbl MO NPOTHBOAEHCTBMIO OTMbIBAHUIO
JleHeI M NMPOTOKOJIbl «3HAll CBOEro KJIMEHTa» M yCTAHABJIMBATH NPOUEAYPHI U
pacuIMpeHHble MeXaHU3Mbl MOHHTOPUHIA U O0OHAPY’KeHMS NJISA BbISIBJICHUA BO3-
Mo:kHBbIX onepanuii ¢ Kopeiickoii Haponno-/lemoxkparuueckoii Pecnydiaukoii, B
YACTHOCTH BHEAPSITh NPABU/IA, OCHOBAHHBbIC HA MOJe/sIX NIOBEACHHS 10J1b30BAa-
Teseil M aHanu3e KoHpurypauun cucrembl’’, 4T0OBI 0GecnednTh GoJlee HATEK-
HOe MpeAoTBpalleHHe 3JI0YyNOTpedIeHUs] 3TUMH CePBHCAMHU NMPECTYNMHBIMH KH-
O0ep3iaoymbiniienHukaMu u3 Kopeiickoii Hapoano-Jemokparudeckoii Pecny0-
JUKH (cM. Takke npuJokenue 101).

168

16

©

170

CMm. www.spo.go.kr/site/spo/ex/board/View.do?cbldx=1403&bcldx=1043403,
www.chosun.com/national/2023/10/27/AY6DLNSW4FFDHAKPHVFTPP2UNE u
www.donga.com/news/Society/article/all/20231128/122390037/1.

JlBa unena ['pymibl CYUTAIOT, 4TO HEOOXOAUMO MIPOBECTH JOMOIHUTEIBFHOE pacciieI0BaHme,
IpeXkae 4eM PEKOMEHI0BATh BKIIOYCHUE 3THX KHOEP3IOYMBILIICHHHKOB B IEPEYCHB.

B nomonHeHHE K «TPaJUILHOHHON) MPOBEPKE ONMEpalnii 10 CAHKIIHOHHBIM CIIHCKaM,
00IIen3BECTHBIM apecaM KOIIEIbKOB U T. 1.
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197. I'pynna pekoMeHIyeT rocyiapcTBaM-4JeHaM NPOBOAUTH OLCHKH PUCKA AJI
BHPTYAJbHBIX AKTHBOB M BKJIIOYATh B 3TH OLEHKH CO00PaKeHUs, CBA3aHHBIE C
(puHaHCHpOBaHMEM pacnpocTpaHeHHUs M AeATeJbHOCThIO Kopeiickoit Hapoano-
JdemoxkpaTnueckoii Pecny6iinku.

Henpez[HaMepeHHLIe TYMaHUTaApHbIC MOCJICACTBUA CaHK]_[l/Iﬁ

198. Coset be3omacHOCTH HEOTHOKPATHO MOATBEPKAAT, UTO CaHKIHH OpraHu3amiu
OO0bennHeHHBIX Hanui He NMpU3BaHBI MMETh HETaTHBHBIC TYMaHHUTapHBIE MOCIEN-
cTBUS Ay TpaxaaHckoro HaceneHus Kopelickoit Hapogno-JZlemokparuueckoit Pec-
myOJIMKH, ¥ 9TO IMEHHO 3Ta CTPpaHa B IEPBYIO ouepeab 0043aHa 1 JOJKHA ITOJTHOCTHIO
YIOBJIETBOPSTh MOTPEOHOCTH CBOETO HACENIEHHS B CPEACTBAX K CYIIECTBOBAHHIO U
MHBIX MOTpeOHOCTEH. ['pynna mpogomKkana OTCIEKHUBATh HMEIOIYOCS HH(POPMAITHIO
0 MOCJIEACTBUAX CAaHKIUHU 11 TYMaHUTapHONH CUTyallMd M TYMaHHUTapHOH MOMOIIH
CTpaHe, KaK 3TO MpeayCcMOTpeHo myHKkTamu 24 u 25 pesomtonnn 2397 (2017), peso-
mroruei 2664 (2022) u IpyTUMHU COOTBETCTBYIOIUMHE PE3OTIOMISIMH.

I'ymanuTapHasi o00cTaHOBKa

199. I'pymnma mo-npexHeMy OTMEYaeT OTCYTCTBHE HAJCKHBIX JaHHBIX O TyMaHHUTap-
Holt cutyanuu B Kopeiickoit HapogHo-lemMokpaTuueckoir Pecnybnuke u oTCyTCTBHE
METOJIOJIOTHH, MO3BOJISIIONICH OTAEIATH MOCIEACTBUS MHOTOCTOPOHHHUX CAHKIUK OT
apyrux (GakTopos.

200. Crpykrypsl Oprammsanuu OO0beauHeHHBIX Hanwii, rocynapcTBa-4iieHBl U He-
MIPaBUTEIbCTBEHHBIC OPTAHU3ALNH MTO-TIPEKHEMY CUHTAIOT, YTO 'yMaHUTAapHAS CUTY-
anus yxyamaercs. Bo3MOXHO, 3TO OOBSCHSAETCS COYeTaHHEM MHOTHX (DaKTOpOB,
BKJIIOYas TOT (akKT, 4TO CTPaHa MPOBOAMUT COLMAIBHO-3KOHOMHYECKYIO MOJUTHKY, B
KOTOPOM IMTaBHBIN yHOp JeaeTcsi Ha IporpaMMax 1o Opy>XHI0 MacCOBOTO YHHUTOXKeE-
HUS U 0aJUIMCTHYECKHM pakeTaM, MOCJIEICTBUSIMHU HMaHIEMUN KOPOHAaBHPYCHOIO 3a-
6oneanus (COVID-19) u BBI3BaHHBIM €10 3aKPHITHEM TpaHUIl, CTHXHIHBIMU Oej-
CTBUSIMH, TE€M, 4TO MpaBUTeNbcTBO Kopelickoit Haponno-JleMokparumdeckoit Pecmy6-
JUKHA yJelseT MaJlo BHUMAHUS T'YMaHHTApHOW IOMOINM, a Tak)Ke HelpeIHaMepeH-
HBIMH TIOCJIEICTBUSIMU CAHKIUH.

201. Bo Btopoii momoBurae 2023 roma mpoU30MIeNT P MO3ZUTUBHBIX COOBITUH, BKIFO-
yast HeBugaHHoe ¢ 2019 rona cHMXKeHUE 1IeH Ha NPOJOBOILCTBHE B PE3YIbTATE «I0-
CTOWHOTO OCEHHETO ypokas psja pasiuuHbIX KyJabTyp» 't u wacTnunyro «HOpmanm-
3aIlM10» UMIOPTA MPOJOBOIBCTBUS M MOTPEOUTEIHCKUX TOBApOB, & TAKXKE yBeIHYE-
HUE 00bEMOB TYMaHUTAapHOIN NMOMOIIM, HEOOXOAMMOMN ISl CIIaCeHUS XU3HH JIIOJCH.
OnHako 3TH yJay4ylI€HUsT HE OTpa3wiuch Ha Bced cTpaHe, u B 2023 rogy okoiso
11,3 MWJITMOHA YeNOBEK MO-NPEKHEMY HYKIaJIUCh B moMoInu ',

202. Paznuusble ucTouHMku'”® npeanonarawoT, uto B 2023 rogy Biactu Kopeiickoit
Haponno-/lemokparnueckoid PecnyOnukn yneiaunu MOBBIIIEHHOE BHUMaHHE BOMPO-
caM, KacaloUMMCsl JKM3HEOOeCNeYeHHs] HaceJIeHUs, CeIbCKOro XO3sHCTBa U

171

172
173

ITo oeHKaM OJIHOTO U3 TOCYIapCTB-YICHOB, YpoXKaid cocTaBwi 4,82 MIIINIMOHA TOHH, YTO Ha
6 npoueHTOB Oousbmie, yeM B 2022 rony (cm. www.rda.go.kr/board/board.do?
mode=view&prgld=day farmprmninfoEntry&dataNo=100000792230).

Cm. www.fao.org/documents/card/en/c/cc3017en.

Cwm. https://kenawatch.org/newstream/1703628420-682804747/9th-Plenary-Meeting-of-8th-
WPK-Central-Committee-Held, http://rodong.rep.kp/ko/index.php?
MTJAMjAyMy0xMS0xMC1OMDMwQDE1QDJAQDBAMzA==un
https://kcnawatch.org/newstream/1676538621-757268758/ground-breaking-ceremony-of-
kangdong-greenhouse-farm-held-respected-comrade-kim-jong-un-attends-ceremony-and-
shovels-first-spadeful-of-earth/;b.

771627
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npoussoacTsa 3epual’®. Kopeiickas Hapoguo-JlemokpaTuueckas Pecmy6nuka cTpo-
nia xuibe, GpadpHUKHU 110 MPOU3BOACTBY TOBAPOB HAPOJHOTO MOTPEOJICHHS, TEIUIHIIBI,
MEJIUIMHCKHUE YUPEKASHUS U O0BEKTHI OTJbIXa, B TOM YHCIIE JJs JeTel, 00bsIBuiIa 0
JOCTHIKCHHSX B JIETKOW MPOMBIIIJIEHHOCTH U PHIOOJIOBCTBE U 3aMETHO HapacTHJia UM-
MOPT pHca, 36PHOBBIX KYJILTYpP M yno0penuit (cm. npunoxenune 104)15, Kpome Toro,
cTpaHa o0bsIBUIIA, YTO OAHOW M3 €€ IIIaBHBIX 3a/ay SIBJISECTCS Pa3BUTHE «CEIbCKOXO-
35IUCTBEHHOT'O MaIIMHOCTPOCHUS.

203. I'pynna oTMedaeT, YTO TOYHO CKa3aTh CJIOXKHO, HO OMUPAsCh HAa CBOU MPEIbIAY-
mue oueHkn’® u uHGOpMaIKIO, IOIYYEHHYIO OT TOCYAaPCTB-YIEHOB, TyMAHUTAPHBIX
OpraHu3aliil ¥ HE3aBUCHUMBIX DKCIEPTOB, OHA CUUTAET MOUYTH HECOMHEHHBIM, YTO,
HEB3Upas Ha CHUIXKEHUE OTHOCHUTENBHOTO BIUSHUS caHKIui c¢ Hauana 2020 ropa,
caHknuy, BBeacHHbie Opranuzanucii O0beanHeHHBIX Hanuil, u uX npuMeHeHUE 0Ka-
3aJid HeTpeJHaMEepPEeHHOEe BO3eiCTBIE HA TYMAHUTAPHYIO CUTYALlMIO0 U HEKOTOPHIE ac-
MEKTHI OMEePAIUil IO OKa3aHUIO MMOMOIIHU, YCYTYOUB MPoOIeMbl, BhI3BaHHBIC HEd D Pek-
TUBHOH U HEPALMOHAIBHOU HapOJHO-X035MCTBEHHOM OJUTUKON cTpaHbl. Takue 1o-
CIIEICTBUSL MOTYT BKJIIOUATh CJIEAYIONHE aCTIEKTHI:

a)  peakIus CTpaHbl Ha CAHKIIMHU, B paMKaX KOTOPOH AIUTHI YKECTOUMIU IKO-
HOMUYECKUN, COUUATBbHBIA U MOJTUTUYECKUI KOHTPOJIb, LIEHTPAJIN30BaJIl yIIPABIEHUE
5KOHOMHKOI U MOJaBMJIM PHIHOYHBIE MHUIMATUBEI HA MECTaX M PHIHOYHBIA cexTop L7;

b) B oTBer Ha 90-MPONEHTHOE COKPAIICHHUE IKCITOPTHBIX MOCTYIICHHUH, OTMe-
yeHHOe mocie npuHATtusa pesonwonuii Cosera besonmacHoctu B 2016 u 2017 rogax
(cMm. mpunoxenus 102 u 104)8, Kopeiickas Haponguo-JlemokpaTudeckas Pecny6-
JMKa, BEPOSATHO, Celana yrmop Ha 3aKylnKy TOBapOB M TEXHOJOTHH BOCHHOTO Ha3Ha-
YeHHs, @ HEe Ha UMITOPT MOTPEOUTENHCKUX TOBAPOB U MPOJOBONBCTBH, XOTs [ pymma
He PacrojiaraeT HeoOX0AMMbIMU (GUHAHCOBBIMU JaHHbIMu 1/%180;

C) B YCIOBHSX, KOTJa CTpaHe NPHUIIIOCH ONMPEAETATh OCHOBHbBIEC HAIPaBICHUS

nUMIopTa, BBEACHHBIC OTpaHUYCHNA Ha BBO3 TOBAPOB BbI3BAJIHU HOCTO}IHHLIﬁ, XOTA U

MeHee 3HauuTeNbHbIH B 2023 roxy, AeQULINT CeNbCKOXO3AMCTBEHHONH TexHuKH 8l 1
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Ha 9-m nnenapHoM 3acenanuu LleHTpansHoro komurera Tpynosoii naprtuu Kopen 8-ro cosbiBa B
nekabpe ObLITIO 0OBSIBICHO O «IOCTHXEHUU 12 1enel pa3BUTHS HAPOAHOTO XO35HCTBAY, CPeaAH
KOTOPBIX OJHOM M3 rMaBHBIX ¢ Hayana 2023 roma Oblia 1esib TPOU3BOACTBA 3€PHA.

Cwm. https://kecnawatch.org/newstream/1687168989-888004479/Report-on-8th-Enlarged-Plenary-
Meeting-of-8th-WPK-Central-Committee u https://kcnawatch.org/mewstream/1704024510-
989741431/Report-on-9th-Enlarged-Plenum-of-8th-WPK-Central-Committee.

Cm. www.nknews.org/pro/north-korean-rice-imports-from-china-drop-amid-alleged-arms-trade-
with-russia.

S/2019/171, n. 176; S/2019/691, n. 83; S/2020/151, n. 209; S/2020/840, nn. 156—158 u 160;
S/2021/211, mm. 168-171; S/2021/777, nn. 174-178; S/2022/132, . 187-190; S/2022/668,

mon. 163-166; S/2023/171, nn. 179 u 180.

S/2019/171, m. 176; S/2019/691, n. 83; S/2020/151, m. 209.

Hanpumep, JOXOIBI OT 3KCIIOPTA yIIs, KOTOPBIIl SIBJISJICSA OCHOBHOM CTaTbel dKCIopTa, Ha
KoTOpyI0 B cepenune 2010-X rogoB NpUXOAHIOCH OKOJIO IIOJOBHHEI JOXOAOB, COILTH HA HET.
Cwm. npunoxenue 103.

I'pynna ormeuaeT, uro nomumo skcropra Kopeiickast Hapoagno-JlemokpaTtuueckas Pecrybnuka
MOJIy4aeT AOXOIBI U U3 OPYTHX UCTOYHUKOB, HAIPHUMEDP OT ACSTCIBHOCTU B KHOEPIPOCTPAHCTBE
(c™m. myskTHI 180-190).

3akpsiTue rparun Kopetickoit Hapogao-Jemoxparudeckoii Pecy6nnkoii B cssu ¢ COVID-19
eme 0oJbIIe COKPATHIIO 00BEM IKCIIOPTA/JOXO bl CTPAHBI.

B 2022 rony Boennsle npennpusitus Kopeiickoit Hapoano-Jlemoxparuueckoit Pecy6inku
npousBesn 5500 cenbcKOX03sIICTBEHHBIX MalInH; B ceHTsA0pe 2023 roga ctpaHa oOBsBHIIA, YTO
ee BOCHHBIC U MAIIHHOCTPOUTEIbHbIE IPEIIPHUATHS IPOU3BENH Ooee

10 000 cenbckoXxo3stiCTBEHHBIX MAaIIUH. OJIMH U3 DKCIIEPTOB OTMETHII, YTO B 3THX MAaIIWHAX
HCTIOJIB3YIOTCSl UMIIOPTHBIE KOMIIOHEHTHI (cM. https://kcnawatch.org/newstream/1664356199-
252182552/kim-jong-un-sends-farm-machines-to-south-hwanghae-province).
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TOIUIMBA, YTO OOOCTPHUIO MPOOJIEMY HU3KOTO YPOBHS Pa3BUTHS CEIBCKOTO XO3sii-
182.
cTBa

d) anasorm4HbpIM 00pa3oM MOIVIM MOCTPaaaTh M 3aKyNKH APYrod TEXHUKH,
Takol Kak HEKOTOpbIe BUIbI 000PYIOBaHHMS AJIsI BOJOCHA0XKEHHUS, CAHUTAPUU U TUTH-
€HBbI U OPOIIEHUS, 3allaCHbIe YaCTU U CONMYTCTBYIOLUE MaTepHabl;

€) OrpaHMYCHUE HAa UMIIOPT HEPTENPOAYKTOB MOIIO MOBIHATH Ha padoTy
TEIUIOBBIX AJICKTPOCTAHIMMA, pabdOTAIOMKUX HAa YIJIe, YTO MOIJIO BBI3BATh NECPUIHT
BJIEKTPOIHEPTUHU, XOTS HEKOTOPHIE CTATUCTUUYECKUE TaHHbIE CBUAETEIbCTBYIOT O CTa-
OMJIBLHOM 00IIIEM MPOU3BOACTBE AIEKTpodHepruu (cM. npunoxenue 105). Orpanude-
HUsI Ha UMIIOPT MOTJIH ellle OOJIbIIIe MOBIUITH HAa W O€3 TOTO KpaiHe OrpaHUYCHHBIN
TPaHCHOPTHBIN MOTEHIIUAII,

f)  cokpamieHMEe MCTOYHHMKOB JOXOZA JUIS JIUL, 3aHATHIX B OTpacisixX, HOCTpa-
JaBIIUX OT CaHKIMH, U COXpaHEHUE BBI3BAaHHOM 3THM 0e3paboTHLEI (CM. TMPHIIOXKE-
Hue 106);

g) HapyleHHUs B LENOYKax MOCTaBOK TOBAPOB MEAMIMHCKOTO HA3HAYEHHS B
pEe3yJIbTaTe CHUKEHUS DKCIIOPTHBIX MOCTYIUIEHUH M BBEJEHHS MPSIMOro 3alpeTa Ha
MMIIOPT METAJLIOB M 000py/10BaHus Ha (HOHE MEPBOOYEPENHBIX 3a/1a4 CTPAHBI B 0071a-
cTu umnopralss184;

h) B HEKOTOPBIX CiIy4asXx OTMEYAETCs Ype3MEpHOE COOOAeHIE CAaHKIIMIT He-
KOTOPBIMH CyObEKTaMH, y4aCTBYIOIMMHU B IIOCTABKE MOTPEOUTEIBCKUX U TYMaHUTAp-
HBIX TOBapoOB, Jla)kKe €CJIM Ha TaKhe TOBaphl HE PACIPOCTPAHIIOTCS CAaHKIIMH, BBEJICH-
Hble Opranuzanueit O0bequHeHHBIX Haruii.

204. Jlo Havana maHaeMuu 00beM T'YMaHUTAPHOW MOMOIIU COCTABIISI OKOJIO 2 JTOJII.
CHIA na nymy HaceneHus B rog; B 2023 roxay, mociie TpexJETHEr0 MepUoja, Koraa
MOMOIIlb MPAKTUUYECKU HUCCAKIIA B CBI3U C 3aKkpbiTHeM rpanun Kopeiickoit Hapoano -
HemokpaTudeckoit Pecrydnukoit, 00bemM moMomiu co ctopoHbl Opranu3anuu O0b-
equHeHHbIX Hamuii (KU3HEHHO HeoO0XoJumas MOMOIIb TIpylnaM 0co0O0TO pHCKa)
BHOBB yBenu4uics u coctaBus okojio 0,50 goy. CIIIA Ha nymy HaceneHnusi. Bmecte
¢ tem Kopeiickas Hapoano-/lemokpatuueckas Pecnybnuka cTaja HEOXOTHO NMPHUHU-
MaTh NMOMOIIlb, B CBA3U C YEM I'YMaHUTapHas MOMOIUIb HE MOXET IMOJHOCTHIO KOMIICH-
CUPOBATH J'IIO6I)IG HEIPECABUACHHBIC TMOCICACTBUMA CaHKHI/Iﬁ JJIA YSA3BUMBIX CJIOCB
HaceJeHHus.

JleﬂTeJ'll)HOCTb TYMaHUTAPHbBIX opramznaunﬁ

205. I'pynmna obparunach K ydacTHUKAM JAEATEIbHOCTH MO OKa3aHUI0 TYMaHUTapHOU
MOMOINM, TOCyAapcTBaM-wieHaM H yupexjaeHusM Opranuzanuu OO0beIUHEHHBIX
Hanwuit 1 BHOBB pa3ociana CBOW OIMPOCHUK I'yMaHUTAPHBIM OPTaHU3AIUAM (CM. MpHU-
noxenue 107), aHOHUMHBIE OTBETHl HAa KOTOPBIN NMPUBOAATCA B puiaoxkeHuu 108.

18
183

N

184

S/2019/171, npunoxenus 86 u 87.

Hanpumep, no 1aHHBIM OJHOH U3 OpraHU3aluil, 3aHUMAIOIUXCS OKa3aHUEM IOMOIIH,
OOJBIIMHCTBO 3aKyAaeMbIX TOBaPOB, CBSI3aHHBIX CO 3pPaBOOXPAHEHHUEM, HMEIOT METAJIINYeCKUue
KOMIIOHEHTHI, U «II0 KpaliHeil Mepe OAMH MPOU3BOIUTENb KU3HEHHO BaXKHBIX JICKAPCTB B ONHOI
€BpOIEiiCKOl CTpaHe OTKa3alcs OT 3aKa30B Ha IO CTaBKy JiekapcTB B [Kopeiickyro HaponHo-
Jemoxpatuueckyto Pecnyonuky], cocnaBmuchk Ha cankuuu [CoBera bezomacHocTu]»

(cm. npunoxenue 108).

JlexapcTBa M MEJUIIMHCKHE TOBAapHl HE 3alpelleHHl K 3kcnopTy B Kopeiickyro Haponno-
JleMokpaTtnueckyto PecmyOnuKy, 1 r'yMaHHTapHbIC OPTaHU3ANNHU IPUIATAIOT YCUIUSA K TOMY,
YTOOBI COOTBETCTBYIOIME TOBAPHI HOCTYIAIN B CTPAHy Yepe3 OTJIAKEHHBIH U XOPOLIO
(GYHKIMOHMPYIOIIMN KaHaJ, BHIBEACHHBINH H3-110] 3alIPETOB M MPEAHA3HAYCHHBIN IS
TYMaHHTapHBIX LeNeH.
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206. B uucie npensTCTBUI Ha IyTH OKa3aHUs T'yMaHUTapHOW OMOIIY OpPTaHHU3ALUH,
3aHUMalOLIUeCs ee OKa3aHUEM, yKa3alHd Ha TO, YTO UX COTPYJHUKH HE MOTYT BbeXaTh
B CTpaHy M INPOKOHTPOJHMPOBATh OKa3aHWE MOMOIIW; Ha OTCYTCTBHE NAHHBIX IS
omnpenenaeHus NoTpeOHOCTe|; MOCIeACTBUS NIH YKECTOUYECHNE CAaHKIIU, BKIIOYas J10-
MIOJIHUTENBHYI0 paboTy C LEJIbI0 MPOXOXKACHUS Ipolecca MOoJydeHUsT U3bATUH; CHU-
KeHUe HHTepeca cO CTOPOHBI JIOHOPOB; 0oJiee BEICOKME 3aKyITOUHbBIE U TPAHCIIOPTHEIE
pacxopl; OrpaHUYEHHsSI IO THIIAM MPOEKTOB; MEPHI 10 YMEHBIIEHHIO PHUCKOB U Upe3-
MepHoe colioJieHue TpeOOBaHNN; COXPaHAIONIyIOCs Npo0ieMy OTCYTCTBHsI OaHKOB-
CKHMX KaHaJOB; NMOJHUTHKY M OlOpoKkparuueckue ciioxkHoctu B Kopeiickoir Hapomno-
Hemoxkparnueckoit PecryOimke.

207. HexoTopble Opranu3anuy cooomuau ['pymnme o ToM, 4TO B CBETE HBIHEIIHUX I10-
IpaHUYHBIX OTpaHUYeHUH, BBeneHHbIX Kopeiickoit Haponno-Jlemokparuueckoii Pec-
nyOnukoit, cankiuu Opranuzaunu O0bennHeHHBIX Hannii He 0Ka3bIBalOT CEpPbE3HOTO
HEIOCPEACTBEHHOIO BIUSHUS HA T'YMAaHUTApHYIO CUTYAalUI0 UM OKa3aHUE IIOMOILHU.
JIBe opraHu3anuyu OTMETHJIM COBOKYIIHBIE HETaTUBHBIE IIOCIEACTBUS 3aKPBITUS I'Pa-
HUIBI U CAaHKIMHA Ha TYMaHUTApHYIO CUTYaIlHI0 U oKa3aHue nomomu. OxHa opraHu-
3allysi B YUCJIE OCHOBHBIX MPOOJIEM OTMETHIIAa MEPHI IO YMEHBIICHUIO PUCKOB U Ype3-
MepHoe coOnrofeHue TpeOoBaHUH B paMKaX BCEX 1EN0YEK OCYIECTBICHH onepanui
110 OKa3aHuwo nomowu. ITo MHEHUIO OZHOIO U3 rOCyJapCTB-4JIEHOB, aKTHBM3ALUs
Kypca Ha ITEPEeBOJl TPaXJAaHCKOH SKOHOMHUKM Ha BOEHHBbIE penbebl ¥ eme Gonbiue
OCJIOKHSIET MIEATENHHOCTh IO OKa3aHUI0 TyMaHuUTapHoW mnomomu B Kopelckoit
Haponno-/lemokparuueckoir PecnyGnuke.

208. BoapMIMHCTBO OpraHU3ali, MPEICTABUBIINX OTBETHI, HE 0KUIAIOT, YTO CMOTYT
BO300HOBUTH paboTy B OuinikaiiieM OynylieMm.

209. BonpUIMHCTBO OpraHHU3alMil, NMPEICTaBUBIIUX OTBETHI, MO-IPEKHEMY OTME-
YaloT, YTO OHH yJOBJIETBOPEHBI YCOBEPIIECHCTBOBAHHBIM MPOIECCOM IOJIYUYEHUS U3b-
atuit’®, BMecTe ¢ TeM 0IHO rocy1apcTBO-UJIeH U HECKOJBKO OPraHU3aluii mo-npesk-
HEMY PEKOMEHIYIOT yBEJIMYHUTh CPOK JIEHCTBUS U3BATHI WU NPOJJIEBATh UX aBTOMa-
THYECKH, PEUIUTh NMpo0aeMy ¢ 6aHKOBCKMMH KaHalaMU U BBECTH MOCTOSIHHBIC M3bsi-
THS ISl ONIPEACIICHHBIX TOBAPOB C HU3KUM YPOBHEM pHCKa («OebIii» HIIN «3eJIeHBIH»
CTIUCOK).

210. 3a orueTHsIil nepuox KomureT yTBepana ceMb HOBBIX M3BATUN K 20 pa3 mpo-
JUIeBaJl CPOKHM OKa3aHMS T'YMaHUTAPHOW TTOMOIIIH.

Pexomenganuun

211. I'pynna ueHUT NPOBOAMMBIE ABA pa3a B roJl OpuGHUHIU COOTBETCTBYIOIIHUX
cTpykTyp Opranmsannu O0beauHeHHbIXx Hanmii, mocBsimeHHble HempeaHaMe-
PEeHHBIM NOCJEACTBUAM CAHKIUI, U BHOBb pekoMeHayeT KoMUTeTy cOXpaHMTh
NPAKTHKY UX NpoBeJeHUs .

212. I'pynna pekomenayeT Komurtery n najiee noxuepkuBaTh Ba’KHOCTh BOCCTAa-
HOBJIEHUS] HAaJ€KHOI0 0AHKOBCKOr0 KaHAaJia AJs1 NMPOBeAeHUS T'YMAaHMTAPHBIX
onepaunii B Kopeiickoii Hapoano-Jlemokparuyeckoii Pecny0iinke u pexoMeH-
ayet KoMuteTy yneJuTh 3TOMY BONPOCY NepBOCTeNeHHOe BHUMAaHUe.

213. I'pynna pexomeHayeT Komurery o6cyauTh ¢ COOTBETCTBYIOIUMH peryau-
PYIOIINMH OPraHAMHU BO3MOKHbIE PEKOMEHAALMHU 10 CMATYEeHUI0 NP006JaeMbl, Ka-
caloueiici Mep M0 YMeHbIIEHUI0O PUCKOB, MIPMHUMAaeMbIX 0aHKaMHM M APYTrMMH

185

186

Cwm., Hanpumep, www.thedrive.com/the-war-zone/north-korea-debuts-rocket-launchers-that-
appear-as-civilian-trucks u https://twitter.com/nknewsorg/status/1700375804902031582.
Kak onncaHo B maMsTKe 110 BOIPOCaM OCyIecTBiIeHus Ne 7.
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Y4Ype:KIeHHSIMH B YCI0BUAX caHKIMI B oTHomeHnu Kopeiickoii Hapoano-/emo-
Kkparndeckoii Pecny0anku.

214. I'pynna pexomenayer Cexkperapuary M jJajiee NPHUBJEKATh y4peKJACHUS
Opranusanun O0beauHeHHbIX Hanmii 1 HempaBUTeJbCTBEHHbIE OPraHU3AIUN K
H3Yy4YeHHIO IyTel mepeBoa cpeacTB s UX IPOrPaMM OKa3aHUs T'YMAaHHUTAPHOI
nomomn Kopeiickoii Haponno-/lemoxkpaTnueckoii Pecny6iuke nmocJie 3a0/10Ku-
POBAaHUA CYIECTBOBABIIEro 0AaHKOBCKOI0 KaHaJia.

215. I'pynna noBTOpsieT CBOM NpeAbIAylIHe PEKOMEHIAUNH 0 TOM, YTOObI:

* B KOHTEKCTe ocylecTBJIeHHs pe3ojonun 2664 (2022) Cosera BezonacHo-
ctu cucrema Opranm3zaunu OO0beauHeHnbix Hanwmii, Bkiaouas Komurer,
NMPUMHUMAJIA BO BHUMAHUE MPeI0CTABJIAEMYI0 TYMAHUTAPHBIMM OpPraHmu3a-
HUAMHU UHGOPMALMIO 0 CMATYEHUH MOTEHIMAJbHOT0 HEraTUBHOTO BO3/1€H-
crBusl cankumii Opranmzanuu O0beauHenHblx Hanmii Ha rpamxaaHckoe
HaceJleHHe M Ha oKa3aHMe rymMaHuTapHoii nomomu Kopeiickoii Hapoano-
JdemoxkpaTrudeckoii Pecnyouuke;

CoseTt Be3onacHOCTH NIPOJOJIAKAJ pPacCMaTPHMBATH BONPOCHI U NPOLECCHI,
KOTOPpBIE MO3BOJSIOT CMArYaTh NOTEHUHAJbHOE HellpeJHAMEPEeHHO0e Hera-
THBHOE BO3JeiicTBMe CaHKUMH Ha rpaxaaHckoe HacejeHue Kopeiickoii
HaponHno-Jlemokparuyeckoii Pecny0iiukn B paMkax onmepanuii mo oxkasa-
HHUIO TYMAHHUTAPHOI IIOMOLIH;

Komurter u Apyrue COOTBETCTBYHOIIHNEC 3AaUHTECPECOBAHHBLIC CTOPOHBI MPO-
HOJIZKUJIU PACCMOTPEHUE C npaKTn'{ecxoﬁ TOYKHU 3PpE€HUA UICH 0 TOM, 9YTOOBI
BbIBECTH M3-1I0J CAHKIHUHA OTAeJbHbIE IKCIIOPTHBIE TOBAapbl ¢ EJbIO BO3-
MOYKHOTO MCIIOJIB30BAHUWA BBIPYYKH OT UX peain3aliuum AJs (l)PIHaHCHpOBa-
HUA T'YMAHUTAPHBIX NMMOCTABOK;

KoMuTeT paccMoTpes BO3MOKHOCTh Gojiee AKTHBHOTO B3aHMOIEHCTBHS €O
CTPYKTYPaMH I'PaKIAHCKOT0 00IeCTBA, 0KA3HIBAIOIIUMH I'YMAHUTAPHYHO
nomoub Kopeiickoii Hapoano-/lemokparuueckoii Pecny0Jiuke, ¢ neabio co-
JefiCTBOBATH OCylIeCTBJIeHHIO pe3osaonuu 2664 (2022) Cosera be3zonacHo-
CTH;

KomuTeT paccMoTpes B NPAKTHYECKOM paKypce HAeI0 0 BO300OHOBJISIEMbIX
U NMOCTOSIHHO JeliCTBYIOIIMX M3bATHAX AJSA OpraHu3anuii, 0Ka3bIBaIOLIMX
TYMaHUTAPHYI0 OMOIIb, 1 TOBAPOB T'YMAHUTAPHOI0 XapaKTepa.

HanuonaJjbHbIe T0KJIabI 00 OCYIIECTBJICHUH

MoaoxeHue e ¢ MpeacTaBJIeHAEM roCylapcTBAMHU-4JIeHAMH J0KJIAT0B
00 ocylieCTBJIEHHH COOTBETCTBYIOIINX Pe30JI0HI

216. K 26 suBaps 2024 roma 66 rocynapcTB-wWICHOB MPEACTAaBIIIN JTOKIaABl 00 ocy-
mecTBiIeHnn myHKTa § pesomonuu 2397 (2017) Cosera be3zonacHoctn, 81 rocynap-
CTBO-wWIEH — 00 ocymecTBleHHH nyHKTa 17 pesomonuu 2397 (2017), 95 rocy-
JApCTB-WICHOB — 00 ocymecTBiIeHn: pe3ontoruu 2375 (2017), 90 rocygapcT-diie-
HOB — 00 ocymecTBiennu pesontounu 2371 (2017), 107 rocynapcTB-4i1eHOB — 00
ocymecTBieHnu pezomonuu 2321 (2016) n 115 rocynapcT-usieHOB — 00 oCymecTB-
nenun pesosonnu 2270 (2016). HecMoTpst Ha yBeIuM4eHHE 00IEro KOJUYeCcTBa J0-
KiIanoB, ['pynna orMeuaeT, 4TO YUCIO TOCYJapCTB-4YIEHOB, HE MPEJCTaBUBLIUX JO-
Kkiaasl mo pesonronuu 2397 (2017) (127 rocyaapcTB-4IE€HOB), OCTACTCS 3HAUYHUTEIb-
HBIM.
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217. I'pynma orMmedaeT, 4To k aekadpro 2023 roga naumb 130 u3 193 rocynapcTs-uie-
HOB MPEICTAaBHWIM XOTS OBl OJUH HAIIMOHAJIBHBIA JOKJIAX 00 OCYIICCTBICHHH. DTO
03HAYyaeT, UTO MOYTHU TPETh BCEX FOCYIapCTB-YJICHOB HU pa3y He npenctaBuiu CoBeTy
BesomacHocTH HaIMOHANBHBIA TOKJIA] 00 OCYIICCTBICHUU U, CIEA0BATEIBLHO, HE BBI-
MOJTHSAIOT CBOU O0S3aHHOCTH MO YKAa3aHHOW PE30TIOIIHH.

218. B nexabpe 2023 roma I'pynna B CTpeMJIEHHUM MOMOYb TOCYAapCTBaM-4JICHAM
JydIIe MOHSATh 0053aHHOCTH 110 NMPEJCTABICHUIO HAIIMOHAIBHBIX JAOKIAN0B 00 OCy-
LIECTBICHUHU U yIy4IIUTh 3TU AOKJIabl HalpaBuia 62 rocyaapcTBaM-4JeHaM NUCbMa
110 3TOMY BONPOCY W Mpeaioxkuia nomous (cMm. mpunoxenue 109). J[Ba oTBeTa Ha
3anpocsl I'pynnsl npuBoaarcs B npunoxenuu 110.

219. OOuui moka3areiab OTBETOB Ha 3alpochl [ pynmbl, agpecoBaHHBIE TroCyaap-
CTBaM-4JI€HAaM U COOTBETCTBYIOUIUM IOPHINYECKUM U (PU3NYECKUM JUIAM, OCTACTCS
HU3KKUM. ['pynna xorena Ob HAIOMHUTB 0 ToM, uTo CoBeT besonacHocTu mpu3Bai Bce
rocynapcTsa, cooTBeTcTByomue opranbl Opranmzanuu OObenmHeHHBIX Hanuii u
Jpyrue 3auHTEPECOBAaHHbIE CTOPOHBI B IIOJHOM Mepe cOoTpyaHMYaTh ¢ [pynnoi,
MPEAO0CTABIISISI UMEIOIYIOCS B UX PacoOpsKeHUH HH(POPMAIIHIO.

Pexomenpanun

220. CBonHBIH epevyeHb pEKOMEHAALNN IPUBOAUTCS B pHiioxeHuu 112.
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Annex 1: IAEA Director General statement on recent developments in the DPRK’s nuclear
programme (21 December 2023)

In my opening statement to the Board on 22 November, | reported that we had observed increased levels
of activity at, and near, the Light Water Reactor (LWR) at Yongbyon, and also — since mid-October — a
strong water outflow from its cooling system. These observations were consistent with the commissioning
of the LWR.

More recent observations indicate that this water discharge is warm, which is also consistent with ongoing
commissioning of the LWR, a process that takes some time for any new reactor. However, the discharge
of warm water is indicative the reactor has reached criticality. It remains the case that without access
to the facility the Agency cannot confirm its operational status.

The LWR, like any nuclear reactor, can produce plutonium in its irradiated fuel, which can be
separated during reprocessing, so this is a cause for concern.

Concerning the safety of the LWR, we do not have sufficient information to make an assessment. Of
course, safety should always be the paramount issue when starting a new reactor. Nuclear safety is a
sovereign responsibility of the State and the IAEA supports the States in this area.

I repeat that the further development of the DPRK’s nuclear programme, including the construction and
operation of the LWR, is a violation of UN Security Council resolutions and is deeply regrettable.

I call upon the DPRK to comply fully with its obligations under Security Council resolutions, to cooperate
promptly with the Agency in the full and effective implementation of its NPT Safeguards Agreement and
to resolve all outstanding issues, especially those that have arisen during the absence of Agency inspectors
from the country. The Agency is ready to engage on any of the above issues, including safety.

Source: IAEA, https://www.iaea.org/newscenter/pressreleases/iaea-director-general-statement-on-recent-
developments-in-the-dprks-nuclear-programme (underlined and bolded by the Panel).
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Annex 2: Activities at LWR (39° 47" 45" N 125° 45’ 18" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

4 October 2023

v

-
K

Support buildings

n
AN

|

New constructions were observed since
June (left) and July (upper) 2023

Kuryong River

Support buildings

Constant water discharge has been
observed since early-October 2023

A
N

Source: Maxar Technologies, 4 October 2023.
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1) Water discharge

25 November 2023

Significant amount of water discharge was observed since
October 2023 and constant discharge has been observed since. Water discharge

Kuryong River

Support buildings

17 December 2023 e -
\ ~ M Water discharge
v -

Kuryong River

Probably steam from
discharged warm water

Source: Planet Labs., 25 November 2023, 17 December 2023.
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21 December 2023

A
N

14 January 2024

o

Water discharge &

Source: Planet Labs., 21 December 2023, Maxar Technologies, 14 January 2024.
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2) The observation of past trenching works from LWR to water discharging points

Satellite imagery analysis showed efforts of trenching works which appeared to connect LWR to multiple
discharging points since between 2012 and 2013.*¥” Possible earlier efforts of water discharge were
detected in 2013 near current discharging point. According to the IAEA, indications of tests of cooling
water system were observed occasionally since 2019.2% The Panel reported in 2017 that hot water was
discharged through the drainage channel of LWR, suggesting a possible test of the cooling water system
in 2017.%®° Additional trenching works and modification of the riverbank were conducted around the
current discharging points since then.

13 November 2012

=z >
Sy

Approximate locations of current wtaer
discharging points: south (left) and north (right)

s LENZ R
Trenching works
observed in 2013

o g X
A ¢ ‘s
V3 ’ . e
S D sy
Bt _/ A \'

Source: Google Earth Pro, 26 January 2024.

187 See also https://www.38north.org/2019/12/yongbyon120519/, https://fsi.stanford.edu/publication/north-korean-nuclear-
facilities-after-agreed-framework, and https://isis-online.org/isis-reports/detail/north-koreas-elwr-finally-operational-after-a-long-
delay/.

B TAEA, GOV/2022/40-GC (66), para 46.

189.8/2017/742, para 17.
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2 May 2022 & ; ==~ - - £ A SR L L S
e | All dotted line show approximate mapping of trenching

| works connecting LWR and discharging points.

e
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Kuryong River > 4 A i !
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Source: Maxar Technologies, 2 May 2023.
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3) Construction activities near the reactor (39° 47' 45" N 125°45' 21" E)

21 July 2023

10 December 2023

Source: Maxar Technologies, 21 July 2023, 8 August 2023, 3 November 2023, 10 December 2023.
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4) Construction activities at far south area of LWR (39° 47" 33" N 125°45' 13" E)

’ -~ 26 February 2023
¥ o / 7
N
Kuryong River .y " ‘..‘" »~ 3
v

-

:
-

1 April 2023

4 June 2023

Kuryong River

21 July 2023

Source: Planet Labs, 26 February 2023, Maxar Technologies, 1 April 2023, 4 June 2023, 21 July 2023, Planet
Labs, 24 November 2023.
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Annex 3: Activities at 5MW(e) reactor (39° 47' 51" N 125° 45' 20" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

23 September 2023

No water discharge

12 October 2023

Source: Maxar Technologies, 23 September 2023, Planet Labs, 12 October 2023.
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7 November 2023

Vehicles activities

Cooling water discharge
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5MW(e) Reactor

6 January 2024
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Source: Maxar Technologies, 7 November 2023, Planet Labs, 6 January 2024.
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Annex 4: Radiochemical Laboratory (39° 46’ 50" N 125° 45’ 08" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

12 October 2023

Excavations and trenching works at
suspected storage of nuclear waste

Suspected storage of nuclear waste
(aka Old Waste Site)

(aka Building 500)

~—
wt /A

Trenching work at
Radiochemical Laboratory
(Reprocessing facility)

Spent fuel receipt building |

ity — O i
N e | g A
o E A PR “ o o

Source: Planet Labs, 12 October 2023.
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1) Smoke from thermal plant (39° 46’ 34" N 125° 45’ 26" E)

21 July 2023

31 July 2023

Source: Maxar Technologies, 21 July 2023, Planet Labs, 31 July 2023.
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2) Activities at Building 500 (39° 46’ 49" N 125° 45' 23" E)

16 June 2023

N
Y

Building 500

25 June 2023 . ;
Excavations were observed in
late-June 2023

Probably crates

Source: Maxar Technologies, 16 June 2023, 25 June 2023.
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3) Trenching work between Building 500 and Reprocessing facility

13 November 2023 |L008 Pt —
A P . Road construction

o
Steam distribution ' d
building .

Source: Maxar Technologies, 13 November 2023.
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: 24 October 2023
Reprocessing

facility

Building 500

R o

% &; ¢ ‘ /
Unidentified materials /

\
b, Road construction >
: P

13 November 2023

T

Source: Maxar Technologies, 24 October 2023, 30 October 2023, 7 November 2023, 13 November 2023.
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Annex 5: Activities at the Yongbyon Nuclear Fuel Rod Fabrication Plant (39°46'15”N 125°44'57"E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

9 January 2024

No smoke from UO2 production process §
building was observed since late-2023 |

Gl M S 2275,

Crane was removed between
mid and late October 2023

S

Source: Maxar Technologies, 4 October 2023.
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1) Activities at UF4 production process building (39° 46’ 09" N 125° 44’ 55" E)

12 October 2023

24 October 2023

Crane was removed.

Source: Planet Labs, 12 October 2023, Maxar Technologies, 24 October 2023.
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Annex 6: Activities at Pyongsan Uranium Mine and Concentration Plant (Location of the
possible yellowcake production building at 38° 19’ 04" N 126° 25' 54" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

17 December 2023 ’ - N— .
e - Ao Piles of tailings increased

& Railcar activities

£/
7 A

b Al

Expansion of solid waste [
at tailings pond
B

Source: Planet Labs, 17 December 2023.
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1) Expansion of the piles of tailings at the mines (38° 19’ 57" N 126° 27' 21" E)

16 June 2023

‘»
Piles of tailings ’\

17 December 2023

Pile of tailings increased

Source: Planet Labs, 16 June 2023, 17 December 2023.
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2) Railcar activities at the Plant (38° 19’ 02" N 126° 25’ 54" E)

30July2023 | ‘

2 October 2023

Source: Maxar Technologies, 30 July 2023, 2 October 2023, 17 December 2023.
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3) Tailings pond of Pyongsan Uranium Concentration Plant (38° 18’ 42" N 126° 25' 50" E)

16 June 2023

17 December 2023

Solid waste appeared to expand.

Source: Planet Labs, 16 June 2023, 17 December 2023.
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Annex 7: Activities at Punggye-ri nuclear test site (41° 16’ 41” N 129° 05’ 15" E)

14 November 2023 TR
Location of demolished
i Tunnel 4 area

Tunnel 3 entrance

Probable compressor
and pumphouse

Source: Maxar Technologies, 14 November 2023.
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1) Activities near Tunnel 3 (41° 16’ 35” N 129° 05’ 16" E) and administrative area (41° 16’ 41"
N 129° 05’ 15" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting

period, while those with yellow characters in black boxes are previous observations.

12 December 2023

Tunnel 3 entrance
Main administrative area

Support buildings

Tracks of vehicle(s)

Probable compressor
and pumphouse

Source: Maxar Technologies, 7 March 2023.
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2) Activities near Tunnel 4 (41° 16" 46” N 129° 05’ 08" E)

15 October 2023

Location of demolished
Tunnel 4 area

Presence of small structure(s)

Source: Maxar Technologies, 15 October 2023.
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Annex 8: Activities at Kangson and Yongdoktong

The Panel continues to monitor activities in the vicinity of Kangson, an alleged clandestine uranium
enrichment facility and Yongdoktong area, which is believed to be involved in DPRK’s nuclear
weapons programme, including as a nuclear weapons storage facility. The Panel observed constant
presence of vehicles at Kangson. Available satellite images showed no significant activities at suspected
nuclear weapons storage facility.

Kangson (38° 57" 26" N 125° 36' 43" E)

17 December 2023

Main facility

11 January 2024

—

Source: Maxar Technologies, 17 December 2023, 11 January 2024.
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Annex 9: Ballistic missiles launches by the DPRK from 29 July 2023 to 26 January 2024
Official DPRK statements are in italics. / Mentions of solid propellant (SP) engines.

Launskdd Dake dead s Rdperddd B Nusibar  Fdppcriad idorich locdhinn Rdgoridd HRdpgoridd  Fdescks DFEX rdgaris
id e (Tazal} el Ayt diafariad  diegde
ke ALRE S ravdiidd Rk
e
14, 30 Ang 2023 SEEM KN-24 2 From the Sunan 330 amd SO{TEN) Appearstobea The mizsile weit fAred two tactical halltsris
g 233Banmd Intematiaal airport to 200 Hwasoag 11Ma (E19-24) micsiles novtheactrard ar Prongyang
2344 Alsozn island (JPTT) Pictares show air hurst:  Tternational Airport oid correctly carried ouwt it
high above the farget Aueleqr strike mission Hrough air bursts of g
island. mreset altituds g 400 meters.
(ECHA, 31 Aunpas=t 2013)
15 13 Sept. 2023 SEEM KN-13 2 From an area in and aromd  §30 S0{TE)  Possibly “mrepalar™ Hiv ztaterment
SF 143w {probable) Supen mto the ez eaztof (RO trajectony (JFH]}.
11:53 (R.OK) il peninzula 203 Fim Jons Un was in the
11-:41 and (JPTT) Foosziza Fedaration at the
11:31 {JEH) time of the lamchasz,
16. 17 Dec 2023 SEEM 2 From around the 5T S0 {TEN) Mo staternent
SF 2L3E(ROE) Pyougyang area toward:s  (ROE)
and 22:17 the 22 sast of the Apos
(T penirsula. 400
(T
17, 18 Dwec. 2023 ICBM Hwasong-13 2 From pearby Pyopgyangto 1000 6000 Fim Jong Un aftended.  The drill was aimed to review the combe
SF 0814 the East, falling intha ssa (P (P} Thelocation of the readiness gf the DPRE: rucisar war Seterrence
appromimately 230 launch is slighily aad confirm Its mobility, combat capability and
kilometers nortkowest of the different from the one  reliabiline.. General Jong Chavg Hx general
Olashiri Islamds in used om 13 April and 11 direcitor of the Gensral Mizsile Buresy, irzued o
Hokkzida, Juby 2023, Imunch order fo the Jecond Red Flag Compagy...
The missile frarveled up o @ Mo 2itituds qf
4 518 3 B aved flew a diztavce qff 1 002, 3 fw for
4 4155 befbre accuraisly ianding on the prezer
dFEd ik the apen wiaers ¢ff the East Sea of Korea
(ECIMA, 10 Decermber 1023)
1. 14 Jan X024 Possible IRBA Toward the Marth-sast, S0 {TE2 1000 Presumed to be an IREW The DPRE Mizsile ddminizration condueted 2
8P 14:53 falliez in the 2ea sast of the (ROEDY Ty the BOE FCE. fesi-fire gf an intermesizte-ravge solid-feel
Elorean Peninanla Choer 500 The DPEE alleged it Builizric miszile londed with @ hypersonic
(TPTT) camied a mansaverable  Moewveredle controlled warhead

controlled warhead. (ECHA, J4 Jomuary 20241

Source: Member States, the Panel, KCNA.
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Annex 10: Weapons systems shown at the 27 July 2023 military parade which use ballistic missile

technology

10.1. SRBM KN-23. Also shown in 2023 at the 8 February 2023 parade. First declared test on 4 May 2019.

ST L T ml]

]

Source: KCTV.

24-02094

SRBM Hwasong 11Ga
(or standard “KN-23”)

e Solid propellant.

e Maximum range: over 600 km. Pos-

sible launches in 2022 and 2023 of
Hwasong 11/Ga missiles show a
range extending to 900 km.

Unveiled at a 4 May 2019 test and
presented at the military parade on
10 October 2020. Multiple launches
in 2022 and 2023. On 19 March
2023, the missile fired (seemingly
from a silo) was described as a “tac-
tical ballistic missile tipped with a
mock nuclear warhead”.

Four versions incl. a navalized one.
12 missiles shown.
4-axle wheeled TELs.

See 5/2023/656, para.17, 18, 20, 24,
Annex 10, 13, 22

$/2023/171, para.29, fig.5, tab.1,
annexes 24 and 25,

$/2022/668, fig.6, 12, 14, 15, 17,
tab. 1, annexes 14, 18, 22, 23.

$/2022/132, para.25, fig.10, tab.1,
annex 21, fig.21-4

$/2021/211, fig.1, annex 12
$/2020/840, para.11, tab.1, annex 7

$/2020/151, para.194, tab.3, annex
58
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10.2. SRBM KN-24. Also shown at the 8 February 2023 parade. First declared test on 10 August 2019
(then described as “a tactical guided weapon®).

Probable SRBM Hwasong 11Na
(or “KN-24")

e Solid propellant.
e Maximum range: 370 to 400 km.

e Last identified launch on 30 August
2023. First tested on 10 August 2019.

e Unveiled at a 10 August 2019 test and
presented at the military parades on
10 October 2020, 14 January 2021 and
at the missile exhibition “Self-Defence
2021” on 11 October 2021.

e 12 missiles shown in canisters carried
on 4-wheeled vehicles. The Hwasong
11/Na had been displayed in the past
on tracked vehicles (e.g., on 25 April
2022).

e See S/2023/171 tab.1, annex 24, 25.

e S/2022/668 fig.13, tab.1, annex 14,
18, 22, 23

e S/2022/132 para.25, fig.10, tab.1, an-
nex 21, fig.21-4.

e S5/2021/211 fig.1, annex 12.
e S/2020/840 para.11, tab.1, annex 7.

e S5/2020/151 para.194, tab.3, annex
59.

Source: KCTV.
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10.3. Super-large multiple rocket launcher / SRBM KN-25. Also shown in 2023 at the parade on 8 February
2023 and the Pyongyang “Weaponry Exhibition” on 26 July 2023. First declared test on 24 August 2019.

Source: KCTV.

24-02094

Super-large
multiple rocket launcher 600 mm

(or “KN-25")

Solid propellant.

Guided, with a range of appx. 380
km. Described by DPRK authorities
as “a tactical nuclear attack means”.

Frequent launches in 2022 and
2023.

Presented at the Pyongyang Wea-
ponry Exhibition on 26 July 2023 by
Kim Jong Un himself. First tested on
24 August 2019 test and presented
at the military parade on 10 October
2020.

24 missiles were shown, carried on
4-axle wheeled TELs (each carrying
four launch containers).

See $/2023/656 para.17, 20, annex
10, 13.

$/2023/171 para.28, annex 16, 24,
25.

S/2022/668 fig.18, tab. 1, annex 22,
23.

$/2022/132 para.25, fig.11, tab.1,
annex 21, fig.21-4.

$/2021/211 para.20, fig.3, 4, annex
12.

$/2020/840 para.11, tab.1, annex 7.

$/2020/151 para.194, Tab.3, annex
59.
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10.4. IRBM Hwasong-12Na fitted with a purported hypersonic glide vehicle (HGV). Also displayed at the
Pyongyang “Weaponry Exhibition” on 26 July 2023.

IRBM Hwasong-12Na

fitted with a purported
Hypersonic Glide Vehicle (HGV)

e One stage powered by a liquid
propellant engine, derived
from the Hwasong-12.

e No known test to date.

e Variant of the Hwasong 12
which was first tested in 2017.
Designated “Hwasong 12Na” at
the Pyongyang Weaponry Exhi-
bition on 26 July 2023.

e An alleged HGV was tested by
the DPRK in 2021 and 2022.

e Four missiles were shown., car-
ried on 6-axle wheeled TELs

e See S$/2023/171, para 20 and
21.

e S/2022/668, para.20, 21, fig.10,
tab.1, annex 15, 23,

e S/2022/132, para. 19-20, 23,
tab.1, annex 22.

Source: KCTV, X/Dr. Jeffrey Lewis, annotations by the Panel.
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10.5. ICBM Hwasong-17. Also shown in 2023 at the parade on 8 February and the Pyongyang “Weaponry
Exhibition” on 26 July. First shown at a military parade on 10 October 2020 and tested on 24 March 2022.

ICBM Hwasong-17

e Two stages powered by liquid propel-
lant engines. The first stage is powered
by a variant of the RD-250 twin-com-
bustion chamber (or “Paektusan” line
engine) in a combination of two en-
gines and four nozzles.

e Potential intercontinental range of up
to 15,000 km, according to a Member
State’s simulation.

e Unveiled at the military parade on 10
October 2020. First possible test on 27
February 2022. Declared tested by the
DPRK on 24 March 2022. Last launch
on 16 March 2023.

e At least three missiles were shown in
camouflage paint, carried on 11-axle
wheeled TELs. Numbers include 321,
373, 379.

e Missile X 09151815 on TEL 379.

e See S/2023/656/para.15, 16, 17, fig.2,
annex 10, 13.

e S/2023/171 para.26, tab.1, annex 16,
24, 25.

e S/2022/668 para.20, fig.8, tab.1, an-
nex 13, 16, 17, 21, 23.

e 5/2022/132 fig.4.
e S/2021/777 para.17.

e S5/2021/211 para.17 Annex 10.

Source: KCTV.
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10.6. ICBM Hwasong-18. Unveiled at the 8 February 2023 and first tested on 13 April 2023.

Vi
L d )

o o

Source: KCTV.
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ICBM Hwasong-18

Three stages powered by solid pro-
pellant motors.

Potential intercontinental range (not
established) of up to 10,000 km ac-
cording to a Member State’s simula-
tion. Some experts give it a longer
range.

Unveiled at the 8 February 2023 pa-
rade. First tested on 13 April 2023.
then on 12 July 2023 and 18 Decem-
ber 2023.

A mock-up of a similar looking solid-
fuel missile was first shown on an
8-axle wheeled TEL at a parade in
Pyongyang on 15 April 2017 (see
$/2017/742 para.9)

At least three missiles were shown in
camouflage paint.

They were carried on 9-axle wheeled
TEL. The numbers on the chassis in-
clude 571 and 574, 577. Numbers 571
and 574 already featured in the 8 Feb-
ruary 2023 military parade.

There were no visible markings on the
missile bodies.

See S/2023/656/para.12, 14, 15, 24,
fig.1, annex 10, 11, 12, 13.
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Annex 11: The Hwasong-18 ICBM launch on 18 December 2023 at 8:24 KST
39°07'37"N 125°57'51"E / An agricultural field 20 km north-east of Pyongyang

Figure 11.1: Identification of the location of the launch

Source: Maxar, annotated by the Panel.

Source: KCNA, annotated by the Panel.

Source: Google Earth Pro, 26 January 2024, annotated by the Panel.
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Figure 11.2: Launch marks at the tentative location

17 December 2023

Planet Labs Inc.

J\
¢
.

18 December 2023
Planet Labs Inc.

Probable burn mark on

/ the road and snow mantle

Source: Planet Labs, annotated by the Panel.

Figure 11.3: Trajectory of the missile

Distance:
1000km
Apogee:

The ICBM spotted by a F-15 aircraft of the
Japan air self-defense force

Source: Ministry of Defence, Japan, annotated by the Panel.
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Annex 12: Excerpts of a January 2024 study of the Hwasong-18 ICBM by Fondation pour la Recherche
Stratégique® (translations in English by the Panel)

Cold-launch technology

Déclenchement Ejection des éléments Ejection de la coquille
pyrotechnique de des systémes de de protection tuyére du
I'éjection des systémes de : maintien dans le tube premier étage

maintien dans le tube "
|
_ }y/
A .
.

Tir froid depuis le tube
de lancement avec
chasse a poudre et

allumage premier
étage hors du tube

1.Pyrotechnic triggering of the ejection of
the in-canister holding devices.

2.Ejection of the parts of the in-canister
holding devices.

3.Ejection of the nozzle protection shell of
the first stage.

4.Cold launch from the tube (or “canister™)
with gas generator and ignition of the first
stage outside of the tube.

[...]

Dimensions

* 29m N
[* 27,40 m »
- 25,50 m .

* 24,30 m o

SCHEMATIC VIEW OF THE HS-18 TEL AND APPROXIMATE DIMENSIONING (CREDITS: C. MAIRE)

[Note: estimates based on the length of the TEL chassis and the width of the TEL cabin (3.35 m)].
[...]

10 C.Maire, S.Delory, "Analyse de I'ICBM Hwasongpho-18 (HS-18)", Fondation pour la Recherche Stratégique,
2024. https://www.frstrategie.org/sites/default/files/documents/programmes/programme-coree-securite-
diplomatie/publications/2024/012024.pdf.
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FOCUS ON THE POSITION OF THE MISSILE IN THE TUBE (CREDITS: KCNA)

“Taking these observations into account, the length of the section containing the missile is 25.50 meters and the

total length of the tube, including the ejection system, is 29 meters. The length of the missile could be estimated
at 23.50 meters.

[...]

If we assume that the tube is rather 2.10 meters, this means that the missile could have a diameter of slightly

less than 2 meters, namely 1.90 meters. In this case, the sizing of the device would lead to a total length of 22.60
meters.”

Evolution of the cap removal mechanism

PYROTECHNIC EJECTION OF THE TUBE DOOR BEFORE LAUNCH (CREDITS: KCNA)

[Panel note: 12 July 2023 launch].

LOWERING OF THE DOOR BEFORE THE ERECTION OF THE TUBE (CREDITS: KCNA)
[Panel note: 18 December 2023 launchl].

“The TEL used for the launch on December 18, 2023, uses a foldable door, without a pyrotechnic device.”
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Annex 13: Launches on 30 August 2023 of Hwasong-11Na SRBMs (Hwasong 11B / KN-24)

Statements by the DPRK?!%

...the KPA staged a tactical nuclear strike drill simulating scorched earth strikes at major command centers and
operational airfields of the “ROK " military gangsters at night on August 30.

The tactical nuclear-armed unit of the KPA in the western region of the country conducted the relevant military activities.

The missile unit fired two tactical ballistic missiles northeastward at Pyongyang International Airport and correctly carried
out its nuclear strike mission through air bursts at a preset altitude of 400 metres above the target island.

Identification of the missiles launched as Hwasong-11B/Na

Pictures of the 30 August 20253 lounches

Prior pictures of a Hwasong 11B/No TEL and missiles

On four-axle wheeled TELs at the
27 July 2023 military parade

10 August 20189 11 October 2021 (at the “Self-Defence Exposition®)

Source: KCNA, XKCTV.

Probable location of the reported air burst: Alsom Island (40° 38’ 48" N 129° 32’ 58" E), 365 km from

Sunan International airport

Distance: 350 |}
| and400km |§
Apogee:

50 km

Source: Planet Labs Inc, annotated by the Panel.

lhttps://kcnawatch.org/newstream/1693472894-954639895/kpa-general-staff-releases-report/.

24-02094
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Annex 14: 2" Malligyong-1 satellite launch on 24 August 2023 from the area of Sohae
Statements by the DPRK

The National Aerospace Development Administration (NADA) of the DPRK conducted the second launch of
reconnaissance satellite Malligyong-1 aboard the new-type carrier rocket Chollima-1 at the Sohae Satellite
Launching Ground in Cholsan County of North Phyongan Province at dawn of August 24.... The flights of the first
and second stages of the rocket were normal, but the launch failed due to an error in the emergency blasting system
during the third-stage flight. .... The NADA expressed the stand that it would conduct the third reconnaissance satellite
launch in October after thoroughly probing the reason and taking measures.

(KCNA, 24 August 2023).
Assessment

The DPRK gave prior notice of this launch to Japan’s coast guard,
NAVAREA coordinator for the area where the stages were to drop. The
DPRK did not warn the IMO, which it had for the first launch of a Chollima-
1 launcher on 31 May 2023, nor again the ICAO or the ITU. Contrary to 31
May 2023, the DPRK did not release any picture of the launch, which
happened at night, and did it provide any other data pertaining to it.

1

\

)

The Ministry of Defence (MoD) of Japan confirmed the launch of an object H

using ballistic missile technology on 24 August 2023 at around 3:51 (KST) H

from Tongchang-ri (the village next to the DPRK’s current satellite — ‘ & ——

launching grounds). Japan reported that the rocket separated into three pieces !

which all fell outside the anticipated drop areas, issued in the navigational H s
3

warning: 3 k D announced by |
g

the DPRK
- one piece fell approximately 300 km west of the Korean Peninsula, i
- another fell in approximately 350 km southwest of the Korean = KRz 1> {. —r g
Peninsula, 7 '
- the last one was estimated to have passed over between Okinawa Island | ‘ 7
and Miyako Island at around 4:00, and to have fallen in the Pacific \ ﬂ
Ocean appx. 600 km east of the Philippines at around 4:05. Source: Japan MoD.

The DPRK attributed the failure of the launch to an “error in the emergency blasting system”. This could refer to a
self-destruct system which would normally activate when internal sensors report irregular data or the rocket veers off
course. Fitting such a system on a rocket is warranted for safety reasons but could also be meant in this instance to
prevent attempts at retrieval of debris, as was the case in June and July 2023, when the ROK navy salvaged parts of
the Chollima-1 rocket and the Malligyong-1 satellite launched on 31 May.

If that is the cause of the failure, then it would mean the DPRK made progress after the first launch having this time
been able to conduct second stage separation, and then most probably third stage separation, notable achievements
though they were first reached through the Hwasong-14 (2017), Hwasong-15 (2017), Hwasong-17 (2022) and the
three-stage Hwasong-18 (2023) ICBM launches. NADA (KPe.029) was renamed National Aerospace Technology
Administration (NATA).
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Annex 15: 3" Malligyong-1 satellite launch on 21 November 2023 from the area of Sohae
Statements by the DPRK

The National Aerospace Technology Administration (NATA) ... successfully launched the new-type carrier
rocket "Chollima-1" loaded with the reconnaissance satellite "Malligyong-1" at the Sohae Satellite Launching
.. at 22:42:28 on November 21 (2023). The carrier rocket ... accurately put the reconnaissance satellite
"Malligyong-1" on its orbit at 22:54:13.

NATA is to present a plan for continuing to secure the capability ... by additionally launching several
reconnaissance satellites in a short span of time.

Kim Jong Un...oversaw the launch on the spot. He was accompanied by Kim Jong Sik, vice department director
of the WPK Central Committee, and Jang Chang Ha, general director of the DPRK General Missile Bureau.

Noting that the DPRK has finally developed and possessed aerospace reconnaissance capability by its own
efforts and technologies, Kim Jong Un said that it is a great event in developing the armed forces of the Republic
and coping with a new military situation in the region.

Figure 15.1: The launch and its aftermath in DPRK media
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Assessment
Launch

The MoD of Japan reported that on 21 November, at around 22:4 (KST), the DPRK ;
conducted a launch using ballistic missile technology from the Tongchang-ri area. Tonachene! | pyongrers

B
I
!

The rocket separated into pieces:

- ataround 22:50 (KST), the first one fell outside of the announced drop area (note:
the drop area announced to the NAVAREA coordinator) over the East China Sea,
approx. 350 km west of the Korean Peninsula. { ‘

- ataround 22:55 (KST), the second one is estimated to have passed over between \
Okinawa Island and Miyako Island, and to have fallen in the announced drop | \ *
area in the Pacific Ocean approx. 1,200 km southwest of Okinotori Island, P Y
outside Japan’s EEZ, at around 22:57 (KST). L] 1

V-
S

-

I
|

The DPRK had warned Japan’s Coast Guard of the launch, but not the IMO, ICAO or kh'"i’ TRt
ITU. The DPRK did not register the Malligyong-1 satellite with UNOOSA. \

Aftermath

This launch came after failed ones on 31 May'®? and 24 August 2023. On this third : _

attempt on 21 November, the Chollima-1 launcher did release a satellite into orbit.
Source: Japan MoD.

The DPRK had registered an earth observation satellite after the launch of the

Kwangmyongsong-3 satellite from a Unha-3 rocket on 12 December 2012'%% and another one a few weeks after the
launch of the Kwangmyongsong-4 on 7 February 2016%,

The Minister of Defense of Japan, stated on 24 November that “/Japan] has collaborated with the United States and
South Korea to progress in the analysis, and as a result, it has been confirmed that some object launched by North
Korea is orbiting the Earth”. According to public data!®®, the Malligyong-1 satellite (international designation 2023-
179A) was as on 26 January 2024 in a stable 512 km x 488 km orbit at an inclination of 97.43 degrees to the Equator
with an orbital period of 94.65 minutes.

DPRK media reported that Kim Jong Un twice visited the General Control Center of NATA in Pyongyang after the

launch, on 22 and 25 November. The DPRK claimed then and since that the satellite transmitted pictures of various
locations, among which:

The island of Guam,

The “Norfolk Naval Station”, “Newport News Dockyard” and an airfield in Virginia,
The “San Diego Naval Base”,

The “Kadena base” in Okinawa,

The “Hickam air-force base” in Honolulu,

Jinhae, Pusan (Busan), Ulsan, Phohang (Pohang), Taegu (Daegu) in the ROK, allegedly between 09:59:40
and 10:02:10 (KST),

The aircraft carrier USS Carl Vinson, when calling in Pusan (Busan), allegedly at 10:01 (KST),

e The Suez Canal®*®.

1925/2023/668/para 21.

1933/2013/337/para 30.

1¥430urce UNOOSA and see S/2016/para 27, para 48, annex 5.

https://www.space-track.org/.

%https://kcnawatch.org/newstream/1700962715-973234535/respected-comrade-kim-jong-un-visits-nata-pyongyang-general-

control-center-again-to-watch-aerospace-photos-of-enemys-major-target-region-taken-on-morning-of-november-25/
http://rodong.rep.kp/en/index.php?MTJAMjAyMy0xMSO0yOC1IMDAOQDE1QDFAQDBAMQ
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Given the stated military purpose of the satellite, this messaging can be deemed aggressive and directed. It shows an
intent to bolster ballistic missile targeting and damage assessment capabilities on specific locations.

The Panel took notice of a press report indicating the camera on the first Malligyong-1 satellite, which fell into the
sea on 31 May 2023, carried a Japanese-made commercial digital camera®®” no longer in production.

An outside expert'®® noted that the satellite’s orbit allowed it to appear over the Korean Peninsula around 10:00 and
22:00 (KST) every five days and assessed the DPRK would need an operational network of five or so satellites to
ensure regular day time coverage, notwithstanding weather conditions such as cloud coverage which would require
more complex radar satellites to get imagery of the ground. Kim Jong Un announced at the Plenary meeting of the
Central Committee of the Workers Party on 30 December 2023 that the DPRK plans to launch three more satellites
in 2024.

Key takeaways

The bright and clear exhaust plume shows the first stage is powered by liquid-fuel engines, and the four visible nozzles
(see figure below) indicate a possible combination of two two-chambered RD-250-like (or “Packtusan”) engines.
This combination was first tested on the Hwasong-17 ICBM. The DPRK is deemed able to manufacture by itself an
engine similar to the RD-250, an engine designed in the 1960’s by ‘Energomash NPO’ and manufactured until 1991
by the “Yuzhmash’ plant in Ukraine. This, given the number of engines used to date, and the fact it has machinery to
produce critical parts, including the impeller for the turbopump®°.

Figure 15.2 Exhaust of the Chollima-1 space launch vehicle

Four-nozzle exhaust

Chollima-1 SLV Hwasong-17 ICBM
18 December 2023 16 March 2023

Source: KCTV.

The 21 November 2023 launch showed good command of stage separation phases, which had not been completed
during the first launch on 31 May 2023. It also shows NATA is confident in its payload release technology. The
releasing of the Malligyong-1 satellite in space comes after those of the Kwangmyongsong-3 and Kwangmyongsong-
4 satellites, respectively on 12 December 2012 and 7 February 2016. Lessons drawn from this repeated achievement
could be applied to the DPRK’s ICBM programme.

One of the posters released in December 2023 to celebrate the event shows the Malligyong-1 satellite over two ICBMs,
a Hwasong-17 and a Hwasong-18 (see Figure 2) demonstrating, inter alia, that it is in support of the DPRK’s ICBM
capability. The prominent presence at the event of Kim Jong Sik (KPi.066), deputy director of the Munitions Industry
Department (KPe.028) 2%, and of the recently appointed head of the Missile General Bureau Jang Chang Ha (KPi.037),
designated for their involvement in the DPRK’s ballistic missile program, is another indication of strong crossover
with the country’s space program.

197 https://www.donga.com/en/home/article/all/20231127/4580833/1.

198 https://www.38north.org/2023/11/modest-beginnings-north-korea-launches-its-first-reconnaissance-satellite/.

19 Panel Consultations with the James Martin Center for Non-Proliferation Studies on 11 December 2023.

20 The Panel reported in the past on the involvement of the Munitions Industry Department (KPe.028) in the Unha-
3 SLV project (S/2013/337/para 37).
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Annex 16: Developments at the new Sohae satellite launch pad from May to December 2023

Preparations for the first launch in May 2023

Installation of a cover hall Rail-mounted cover hall in place Gathering of vehicles and equipment

Planet Labs Inc. 23 May 2023 Planet Labs Inc. 29 May 2023 Planet Labs Inc. 30 May 2023
First launch on 31 May 2023

The cover hall kept forward after the launch.

Debris displaced at sear from the launch exhaust

Daytime launch (6:27 KST) on 31 May

oy

KCNA Planet Labs Inc. 31 May 2023 01:29 UTC Planet Labs Inc. 2 June 2023

Developments from June to December 2023 i i
Retraction of the cover hall revealing the support

structure for the SLV (the “strongback™)

Equipment stored on the tarmac Nighttime launch (22:42 KST) on 21 Nov.

Planet Labs Inc. 24 June 2023 Maxar 8 September 2023 Strongback as shown  Rodong Sinmun
on 21 November

Note: no pictures were released of the failed nighttime launch on 24 August 2023 and there isn’t any available relevant satellite imagery of the event.
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Annex 17: Launching of the 841 Hero Kim Kun OK “tactical nuclear attack” submarine on 6 September 2023

Launching of the No.84! Hero Kim Kun Ok submarine on 6 September 2023

Source: KCNA| 8 September 2023.

=W
R URY |

Excerpts of Kim Jong Un’s speech on 6 Sept. 2023

at the “Pongdae shipyard™

The historic moment has come when the first
tactical nuclear atiack submarine we have built
wets its name and body in the blue water of our
seq. .... Qur intention to turn all the other
existing medium-sized submarines into attack
ones like this one, which can carry tactical
nukes..., in addition to our development-oriented,
prospective plan for building nuclear
submarines.

number of means for delivering nukes of various
powers and of launching a preemptive or
retaliatory strike.

In the past we... focused on building many smail
and fast submarines, true to our Navy's mission
which is restricted to defending our territorial
waters. But the times have changed .... I confirm
that the mission of absolute importance, which no
other services will be able to accomplish, will be
Julfilied only when we, in five or ten years, usher
in an era when our Navy changes. In this regard,
the most important thing is to go nuclear.

... We should give greater impetus to the building
of nuclear-powered submarine

Source: KCNA, 8 September 2023.
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KCNA, 8 September 2023.

The 841 1s based on a submarine of appx.76 m in length. A section
with 10 hatches for vertical missile tubes was added in the middle.
It was seen being built in July 2019, during a visit of Kim Jong Un.

Submersible missile test barge (probable

Planet Labs, 6 September 2023.
The 841 with a submersible missile test barge berthed alongside.

New construction hall Old construction hall Stands

&£
4

Planet Labs, 6 September 2023 22:56 UTC.

The old north construction hall in the Sinpo south shipyard from
where the 847 was launched on 6 September 2023.

_The 841

Airbus D&S Pleiades. See next page for a blow-up of this picture.
The 841 entering the Sinpo South secure basin on 8 Sept. 2023

Probable 8.24 ¥

Probable 847

Planet Labs, 6 September 2023.

Possibly the 847 moored on a pier in the Sinpo south shipyard
after the ceremony.

‘ongung submarine (launched in 2014)
— ¥

Planet Labs, 6 September 2023.
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A submarine still moored in the basin on 19 September. Probably

The 841 is the only DPRK submarine well over 80 m long. as seen later the Gorae-class 8.24 Yongung, launched in 2014,

Planet Labs, 24 Ssprember 2023.

lanet Labs, 5 Ocrober 2023. Planet Labs, 2 January 2023.

The 841 15 berthed in the west quay under a canopy. The 8.24 The §.24 Yongung having regained its position on the night.

The §.24 Yongung was then moved to the pier on tha left. The
Yongung temporarily left the secure basm before 24 Septamber.

841 and the .24 remained in the basin mto January 2024,
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Suspected Submarine 841 Seen at Sinpo Shipyard on
8 September 2023

UN Pane! of Experts
Established pursuant to Resolution 1874 (2009)

© Pandeoe; / g, 1alfE 4
'$ y - / ' b .

Pléiades, 2023-09-08
©2023 AirBus DS

UNITED NATIONS Office of Information and Communications Technology
January 2024, Map No.4685 Geospatial Information Section
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Figure 17.1 Pukguksong-3 SLBM dimensions as evaluated by a Member State
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wsm | og0m |
© ' § e Bl "

Note: before its test-launch on 1 October 2019, this SLBM fit in a transport launch tube of a diameter of around 1.8 meter.

Source: Member State from KCNA & Rodong Sinmun pictures.

Note: Member States estimate its maximum range to be between 1,700 km and appx. 2,000 km.
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Annex 18: Inspection of TEL production between 3 and 5 August 2023 at the March 16 Factory in
Pyongsong and at the same possible location on 5 January 2024

39°16'53"N 125°52'11"E
Official reports

1% visit between 3 and 5 August 2023

Kim Jong Un learned about the production of erector launchers for major strategic weapon....

He highly appreciated the fact that the factory has built a firm foundation for production and dynamically pushed
ahead with the production of erector launchers by concentrating efforts on updating production processes and
increasing production capacity in line with the intention of the Party which set the production of large-sized erector
launchers as the most important work for bolstering up the national defence capability?°Z.

Source: KCNA, KCTV.

2" visit on 5 January 2024

Referring to the importance of producing various TELSs for tactical and strategic weapons in ceaselessly bolstering
the nuclear war deterrent of the country and the operational demand of our army, he [Kim Jung Un] specified the
immediate plan for production of varieties of TELSs, long-term production plan and task of production capacity
expansion.

Source: Rodong Sinmun.

201 http://kena.co.jp/item/2023/202308/news06/20230806-01ee.html.
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Assessment

e An unprecedented number of vehicles can be seen in the pictures :
o 1l-axle TELSs for the Hwasong-17 ICBM
o 9-axle TELs for the Hwasong-18 ICBM
o Hwasong-11A/Na (KN-23) SRBM TELs
o Hwasong-11C/Ga (KN-23 larger version) SRBM TELs
o Multiple launch rocket system (MLRS) TELSs for the 600 mm system (KN-25)%2
e The emphasis was on the improvement of manufacturing processes and production volume.
e The DPRK apparently has improved its domestic TEL manufacturing capability, including of large tires?®,

Figure 18.1: Weapons systems of the TELS displayed on 3-5 August 2023

_--I_._r—

Hwasong -11C "'

- -

: l: =<
Hwasog-llA

Hwasong-18 Hwasong-17

Source: KCNA, KCTV, annotations by the Panel.

Figure 18.2: Hwasong-18 ICBMs and TELSs displayed on 5 January 2024

Source: Rodong Sinmun.

202 See T. Goo, https://twitter.com/GreatPoppo/status/1688158954663313409.
203 They bore no foreign markings in these pictures and on some ICBM TELs in 2023 contrary to the past.
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Annex 19: Inspection “shells of super large-caliber multiple rocket launchers” production on 3 August 2023

Possibly at the Kanggye General Tractor Plant, that Kim Jun Un had visited publicly in June 20192%.
39°16'53"N 125°52'11"E

Official reports

The location was described as a “factory producing the shells of super large-caliber multiple rocket launchers”.
[It] “has improved the precision processing capability and realized automation by introducing new equipment
and measuring devices on a large scale into the overall production process to create the serial production
capability for the shells of ultra-precision large-caliber multiple rocket launchers.”

Kim Jung Un learned in detail about the modernization of technology and production processes the factory
carried out recently”... he was very pleased to see that various measuring devices have been introduced to
ensure scientific accuracy in the control of the quality of shells and shorten the time for heat treatment of the
propulsion tube.

Flow-forming

Source: KCNA, KCTV, Rodong Sinmun, annotation by the Panel.

Assessment

e The super-large-caliber multiple rocket launchers are also known as the KN-25 SRBM system.
e DPRK missile plants seem to be flow-forming metal to manufacture rocket bodies.
o Computer Numerical Control (CNC) machine tools are used at this plant.

204 According to the James Martin Center for Non-Proliferation Studies.
See.https://twitter.com/ArmsControl Wonk/status/1689044152598544384 and
http://www.ryongnamsan.edu.kp/univ/en/revodaily/92c¢c227532d17¢56e07902b254dfad10
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Annex 20: Inspection of SRBM production at the February 11 Plant in Hamhung on 11 or 12 August
2023

39°4926"N 127°35'15"E
Official reports

A factory producing tactical missiles [which] perfected the scientific and technological issues arising in
production, has improved “automation and modernization” and is “steadily expanding its production capacity.”

Kim Jung Un... was accompanied by Jo Chun Ryong and Kim Jong Sik.

He set forth an important goal to drastically boost the existing missile production capacity on the basis of the
successes already achieved by the factory so as to mass-produce missile.

August 2023

Source: KCNA.
Assessment

¢ Many SRBM casings can be seen in pictures of the visit, seemingly of the Hwasong-11A/Ga-Da (KN-
23) and Hwasong-11B/Na (KN-24) type missiles, driving the point they had entered mass production.
e The official reports stressed the use of CNC machine tool, automation, manufacturing processes.
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Annex 21: Inspection of TEL production at the Sinhung Machine Factory?® on 11 or 12 August 2023
39°39'4"N 125°21'32"E

Official reports

A “factory producing tactical missile transporter erector launchers”.

Source: KCNA, annotations by the Panel.
Assessment

e The DPRK manufactures medium-sized tracked and wheeled TELs in large numbers. It repeatedly
highlights the mobility of its short-range ballistic missile arsenal and therefore its survivability.

e The Hwasong-11B was shown on a wheeled TEL rather than a tracked TEL at the 27 July 2023 military
parade and then at a launch on 30 August 2023.

Annex 21.1: Inspection of TEL production for Hwasong-11Ra SRBMs between 5 and 10 January 2024

Official reports

Assessment

e A number of Hwasong 11Ra TELSs can be seen in the pictures.
e The Hwasong 11Ra, also designated Hwasong 11D, is a smaller variant of the Hwasong 11Ga (KN-23).
It was first seen when fired on 16 April 2022.

25 As identified by NK News. See https://www.nknews.org/pro/arms-odyssey-inside-kim-jong-uns-second-tour-of-
weapons-factories-this-month/.
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Annex 22: DPRK statements related to the use of ballistic missile technology from 29 Jul. 2023 to 26 Jan.
2024

Source: KCNA, Rodong Sinmun.

Regarding ballistic missile launches

The KPA staged a tactical nuclear strike drill simulating scorched earth strikes at major command centers and operational
airfields of the “ROK”... The missile unit fired two tactical ballistic missiles northeastward at Pyongyang International
Airport and correctly carried out its nuclear strike mission through air bursts at a preset altitude of 400 meters above the
target island. (30 August 2023 launches).

A drill of launching ICBM Hwasongpho-18 was staged as an important military action to clearly show the DPRK's nuclear
strategic forces' overwhelming counteraction will and matchless strength to the enemies....Kim Jong Un , general secretary
of the Workers' Party of Korea and president of the State Affairs of the Democratic People's Republic of Korea, watched
the launching drill of an ICBM unit on the spot.... The drill was aimed to review the combat readiness of the DPRK's
nuclear war deterrence and confirm its mobility, combat capability and reliability (18 Dec. 2023 launch).

Regarding engine tests

The missile industry of the DPRK has developed new-type high-thrust solid-fuel engines for intermediate-range ballistic
missile again, ..., and successfully conducted the first ground jet tests of the first-stage engine and the second-stage engine
on November 11 and 14 respectively...[It is] an important task of the missile industry to improve ICBM Hwasongpho-18
and IRBM. The DPRK General Missile Bureau attached great significance to the development of the new-type IRBM. (11
and 14 November 2023 tests in Maggun-Po and Sohae)

Regarding the new “tactical nuclear attack” submarine 841- Hero Kim Kun Ok

The historic moment has come when the first tactical nuclear attack submarine we have built wets its name and body in the
blue water of our sea. .... Our intention to turn all the other existing medium-sized submarines into attack ones like this
one, which can carry tactical nukes..., in addition to our development-oriented, prospective plan for building nuclear
submarines...This submarine ...is capable of carrying a large number of means for delivering nukes of various powers and
of launching a preemptive or retaliatory strike. (6 September 2023 speech by Kim Jung Un)

Regarding the institution of a “Missile Industry Day” to commemorate the launch of a Hwasong-17 ICBM.

The institution of the missile industry day is a manifestation of the steadfast will of the Workers' Party of Korea, the
government of the DPRK and all the Korean people to eternally record November 18, Juche 111 (2022) when the might of
a world-class nuclear power and the strongest ICBM possessor was demonstrated to the whole world ...
(5 Nov. 2023 session of the Permanent Commission of the Standing Committee of the Supreme People's Assembly)

Congratulations to the Missile General Bureau and the Hwasong-18 ICBM operators

[Kim Jong Un] said that the resolute military activity conducted by the

company this time true to the Party s battle order was ... a clear explanation EEFTTE : EEEEN : : TIE

of the offensive counteraction mode and the evolution of the nuclear
strategy and doctrine of the DPRK not to hesitate even a nuclear attack
when the enemy provoke it with nukes. (20 December 2023 visit to the

Respected Comrade Kim Jong Un Meets and Congratulates Scidiers of
Second Red Flag Company under General Misslle Bureau

At the 9™ plenary meeting of the 8™ Central Committee of the Workers Party on 30 December 2023

The test-fires and launching drills of ICBM Hwasongpho-17 and Hwasongpho-18 were successfully conducted several
times in the course of further accelerating the development of nuclear weapons. ... The DPRK conducted in an offensive
way major military activities including launching drills of tactical ballistic missiles and cruise missiles... (In report by
general secretary Kim Jong Un "On the review of the implementation of the Party and state policies in 2023”).

According to KCNA, “the conclusion clarified the task for the field of space development to launch in addition three
reconnaissance satellites in 2024 ”.
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Annex 23: Launch on 14 January 2024 of a possible IRBM with a maneuvering reentry vehicle
Statements by the DPRK?%

On the afternoon of January 14, the DPRK Missile Administration conducted a test-fire of an intermediate-range solid-fuel
ballistic missile loaded with a hypersonic maneuverable controlled warhead.

The test-fire was aimed at verifying the gliding and maneuvering characteristics of intermediate-range hypersonic
maneuverable controlled warhead and the reliability of newly developed multi-stage high-thrust solid-fuel engines.

It was successfully conducted.
The test-fire never affected the security of any neighboring country and had nothing to do with the regional situation.

The Missile Administration explained that the test is a part of the administration and its affiliated defence science institutes'
regular activities for developing powerful weapon systems.

Source: KCNA.

Trajectory

Distance

of at least
500 km /)

Source: Ministry of Defense, Japan.

Note: the ROK JCS reported it appeared to be an IRBM that flew around 1,000 km.

2Bhttp://kecna.kp/en/article/q/64e900f5bd0353837ca02d7babece3ad6c73263e00a38ff0e08c8c90fdb5f0b71866e0c7bc65
71e831ca2182de7032d0.kemsf
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Annex 24: Website of the Far Eastern Federal University (FEFU)

FEEU has announced that Kim Jong Un has visited the university, and it explains that 43 students from DPRK are
studying at the university, and that “FEFU has built long-term mutually beneficial relationships with three partner

universities in North Korea: Kim Chaek University of Technology, Pyongyang University of Foreign Studies and Kim Il

Sung University”.
FEFU Int. Admission Office: FAR EASTERN
R +7 (423) 265 24 24 FE F.!:! ONIVERSITY
(ext. 2209)

English version / News / FEFU News

News in Press-centre

Sep 21, 2023 - FEFU News
President of the State Affairs Commission of the Democratic People's Republic of Korea Kim Jong Un, visited the
campus of the Far Eastern Federal University as a part of his diplomatic visit to Russia. DPRK Leader met with FEFU
President Boris Korobets, got to know the history of the creation of the leading university in the Far East, the main
directions of its activities, as well as plans to expand the scientific and educational work on campus.

As Boris Korobets told Kim Jong Un, currently FEFU is one of the biggest universities in the country and a leader in
education in the Far East. Around 20 thousand students from 85 regions of the country study at the university that
offers 250 educational programs in technical, engineering, technological, humanitarian, natural science, medical,
pedagogical, socio-economic, mathematical and IT fields. More than 100 departments, which include 12 schools and
institutes, faculty of 1,800, and more than 160 laboratories of the university are open to both beginners and world-
famous scientists.

“12 years ago, President Vladimir Putin identified two main objectives for the Far Eastern Federal University: social
development and saturating the workforce of the Far Eastern Federal District economy, as well as developing the Far
East and Primorsky Territory as a center of science and education in the Asia-Pacific direction. As a result, we have a
very wide geography of admissions. Every year, more than 60% of our first-year enrollment is from outside the
Primorsky Territory, and 35% come from the European part of Russia and foreign countries. We attract the best youth
in the Far East and see our mission as providing the best personnel in the most dynamically developing region of our
country,” emphasized Boris Korobets.

Far Eastern Federal University is one of the key centers of Korean Studies in Russia and it has been for more than 120
years. FEFU has built long-term mutually beneficial relationships with three partner universities in North Korea: Kim
Chaek University of Technology, Pyongyang University of Foreign Studies and Kim Il Sung University. Today, 450
Russians study Korean language and culture at the university.

“It is of a great significance that in the conditions of sanctions pressure exerted on our country, and at a time when
many dream of us being isolated, we have more than 3,500 international students from 89 countries studying here,
including 43 students from the Democratic People's Republic of Korea. FEFU is a unique center for international
students; we have created the best conditions for students’ life and professional development: comfortable
dormitories, a Pacific Ocean bay and our own beach, sports infrastructure, a modern medical center, numerous
engineering centers and laboratories equipped with the latest technology. And there will only be more such
opportunities - for example, we are now designing the MegaScience installation “Russian Photon Source”. This is a
photon radiation accelerator that will allow one to “look deeper” into the matter and conduct research to develop
effective drugs, new materials, and complex chemical and physical processes. We already have a huge number of
applications from international research teams who want to work on this equipment here in the Far East,” noted
FEFU President.

Boris Korobets emphasized that the educational process and scientific research are closely related to the needs of
the largest Russian companies - leaders of economic sectors that largely shape the labor market in the Far East. FEFU
actively interacts with industrial partners: for example, at the last Eastern Economic Forum a joint engineering center
was opened with the RusHydro company.

“We want as many students as possible to start working in hydropower engineering - this is a promising area of
development. We will be very glad if students from the DPRK can get involved in this process and develop new
technological solutions that are effective for the development of our countries and preserving the environment of the
planet,” added FEFU President Boris Korobets in a conversation with President of the State Affairs Commission of the
DPRK Kim Jong Un.

Source: FEFU website.
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Annex 25: Reply from the Russian Federation

Far Eastern Federal University (FEFU) does not violate the UN SC sanctions and does not facilitate
any activities by the DPRK in the field of nuclear proliferation, ballistic missile or other programs
related to weapons of mass destruction.

There are in fact no academic exchanges between FEFU and the DPRK. Students and professors of
the Russian institution have not been to the DPRK for the last five years. Also, the DPRK scholars
do not work in FEFU. There is no scientific cooperation between FEFU and North Korean institutes
and organizations.

Since 2017 the overall number of the students from the DPRK in FEFU has not exceeded 20 people.
A part of them has returned from Russia back home before the border's closure right after the start of
the COVID pandemic. At present, there remain at the university children of the consular officers who
study bachelor humanities programs such as linguistics, philology, international affairs, history and
archeology. There is no scientific research made in collaboration with FEFU professors. Also, there
are no North Korean masters degree holders or postgraduates in FEFU.

24-02094
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Annex 26: Media Report about an agreement signed between Universities of DPRK and Mexico,
30 September 2023

Agreement Signed between Universities of DPRK and Mexico

Pyongyang, September 30 (KCNA) -- An agreement on friendship and cooperation
between Pyongyang University of Mechanical Engineering of the DPRK and
Interamericana University of the United Mexican States was made in Mexico on Sept. 22.

Pang Sun Chol, rector of Pyongyang University of Mechanical Engineering, and Jose
David Ortega, president of Interamericana University, signed the agreement. -0-

www.kcna.kp (Juche112.9.30.)

Source: KCNA, http://www.kcna.kp/en/article/q/57633d9b44c6ddbal4a2deebaeb564f6.kcmsf.
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Annex 27: Friendship agreement between Pyongyang University of Mechanical Engineering of
DPRK and Interamericana University in Mexico

CONVENIO DE COLABORACION DE AMISTAD QUE CELEBRAN,

POR UNA PARTE, LA UNIVERSIDAD MAQUINARIA DE

PYONGYANG DE LA REPUBLICA POPULAR DEMOCRATICA

DE COREAY, POR LA OTRA, LA UNIVERSIDAD
INTERAMERICANA A.C., EN ADELANTE “LA INTER”
DE LOS ESTADOS UNIDOS MEXICANOS

DECLARACIONES

La Universidad Maquinaria de Pyongyang de la Reptblica Popular
Democratica de Corea y la Universidad Interamericana de Puebla de los Estados

Unidos

Mexicanos (en adelante se denominari AMBAS PARTES) acordaron

celebrar el presente Convenio para establecer una COLABORACION DE
AMISTAD entre las dos Universidades y realizar la cooperacion de forma mutua en
el campo de la educacion y la ciencia y técnica, reconociendo que:

“LA UNIVERSIDAD MAQUINARIA DE PYONGYANG™:

1L

1.

Se ha fundado el Primero de Septiembre de 1959 y tiene la mision de la
Universidad rectora que forma talentosos técnicos mecanicos de varias
ramas de la economia nacional que poseen los conocimientos cientifico-
técnicos de alto nivel y la capacidad mental.

Es una Institucién que imparte estudios de nivel superior de varias ramas
como ingenieria de produccion maquinaria, ingenieria de materia.
tecnologia de informacion. ingenieria mecanica, ingenieria de equipos de
transporte. tecnologia de automatizacion, etc., asi como diplomados.
seminarios y talleres. '

Que cuenta con domicilio oficial ubicado en el Barrio Munhung No.1,
Distrito Taedongang. Pyongyang.

“LA INTER”:;

1L

I11.

Que es una institucion de Educacion Superior que imparte estudios de nivel
superior en sus tipos de licenciatura con reconocimiento de validez oficial
de estudios otorgado por la Secretaria de Educacion Publica del Estado de
Puebla, y registro ante la Direccion General de Profesiones clave
21MSUBB90E. asi como diplomados. cursos, seminarios y talleres en
diferentes areas del conocimiento. ’

Que cuenta con domicilio fiscal ubicado en Avenida del Castillo 5933 INT
7, Colonia Lomas de Angelopolis, Puebla, Puebla, México, con Registro
Federal de Contribuyentes nimero UIN850703TQ4.

Que en la mision de “LA INTER™ estd el ayudar en el proceso de

1
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IV.

El

formacion integral de cada uno de sus estudiantes, para que sean personas
integras, excelentes profesionistas, con grandes capacidades de liderazgo y
de sostener y dirigir su propia superacion. Estar comprometido mediante la
colaboracion con otras instituciones nacionales y extranjeras para el
desarrollo de programas académicos. cientificos, tecnologicos, culturales y
deportivos que permitan reforzar los valores de Excelencia Académica
Mejoramiento Continuo, Servicio de la Comunidad y la Honestidad
Profesional

Ser una Asociacion Civil constituida conforme a las leyes mexicanas.
segan consta en la escritura puiblica no. 12107 del volumen No. 17 de fecha
del 28 de junio de 1985 ante la fe del Lic. Victor Manuel Cortéz Leyva,
Notario Publico nimero veintinueve de Puebla Capital. México.

presente Convenio se realizara al tenor de las siguientes clausulas:

CLAUSULA 1

AMBAS PARTES establecen la relacion de amistad con el objetivo de afianzar
la cooperacion en el campo de la educacion y la ciencia.

CLAUSULA I

AMBAS PARTES proveen en sus respectivas bibliotecas las publicaciones,
fotos, videos y otros libros de la contraparte y promueven ser utilizados.

CLAUSULA III

AMBAS PARTES acuerdan emprender acciones para el desarrollo de los
siguientes rubros:

2
3.

Intercambio cultural entre estudiantes, docentes y administrativos de ambas
instituciones.

Proyectos de investigacion conjunta.

Participacion en eventos, simposios, talleres. conversatorios v otros de
similares caracteristicas de naturaleza cientifico-técnica, académica y de
extension.

- Publicaciones conjuntas e Intercambio de informacion académica y

cientifica de interés.

. Organizacién de conferencias, seminarios, clases espejo y otras actividades

similares.

. Otras formas de colaboracion en dreas de interés para ambas instituciones.

CLAUSULA IV -
AMBAS PARTES REALIZARAN EL INTERCAMBIO DE LAS
2
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SIGUIENTES MANERAS:

2,

El intercambio que se realizara sera manera CULTURAL debido a que los
programas de estudio que se ofertan en ambas Universidades nos son
compatibles.

Los candidatos al intercambio deberan reunir los requisitos establecidos por
la institucion receptora quien serd la encargada de tomar la determinacion
final sobre la admision de cada estudiante, docente o administrativo. Para
ello, la universidad de origen asignara un responsable que asegure y filtre
dichos candidatos, previo al proceso de seleccion.

La Universidad de origen debera asegurar que el estudiante adquiera un
seguro de gastos médicos mayores internacional que incluya cobertura por
accidente, enfermedad (menor, mayor y SARS-CoV-2), repatriacién de
restos y que no solicite el concepto de deducible, coaseguro ni reembolso.
AMBAS PARTES acuerdan no brindar beneficios econémicos o especie a
los estudiantes, docentes o administrativos de intercambio. De tal manera
que los gastos de alojamiento, manutencion, libros y otro material escolar,
correran a cargo de cada estudiante.

AMBAS PARTES se comprometen en brindar a los estudiantes, docentes o
administrativos de intercambio la asesoria cultural necesaria durante su
estancia.

AMBAS PARTES ACUERDAN ELABORAR Y AUTORIZAR

PROYECTOS DE INVESTIGACION. PUBLICACIONES. PARTICIPACION EN
EVENTOS, CLASES ESPEJO, ETC. DE LAS SIGUIENTES MANERAS:

Elaborar una planeacion previa al inicio de cada uno de los proyectos,
misma donde se proyectara la logistica y acuerdos de trabajo, tales como:
ObjetIVOS designacion de roles y responsabilidades de cada una de las
instituciones y los miembros que participan, plazos de cumplnmlento
fuentes, formas de financiamiento. intercambio, participacion de
especialistas u otros.

Dentro de dicha planeacion se esnpulara los temas de propiedad intelectual
que llegardn a derivar de la ejecucion de cada uno de los proyectos.

La planeacion debera ser autorizada documentalmente por cada uno de los
representantes de las Universidades involucradas.

CLAUSULAV

AMBAS PARTES se comprometen a respetar las propiedades intelectuales
preexistentes a la firma de este convenio en Lualqulera de sus modalidades, asi
como las propnedades intelectuales que surjan de la ejecucién de los proyeclos
programas de investigaciones conjuntas y otros ejecutados en el marco del presente
acuerdo.
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CAUSULA VI

El intercambio de estudiantes sera administrado, gestionado y coordinado a
través de los organismos técnicos correspondientes en ambas instituciones. En la
“UNIVERSIDAD MAQUINARIA DE PYONGYANG™ la unidad encargada sera la
Seccion de Asuntos Exteriores y en “LA INTER™, la unidad encargada sera la
Direccion de Extension Universitaria.

Estos encargados discutiran perioédicamente la ejecucion de dicho Convenio y
supervisara y evaluara los temas realizados dentro del marco del presente Convenio.

CLAUSULA VII

El presente Convenio tendra una duracion de 5 afios de vigencia y se
prorrogara automaticamente por periodos similares a menos de que una de las Partes
no presente por escrito de anular el presente Convenio con 6 meses de anticipacion.

CLAUSULA VIII

El presente Convenio entra en vigencia a partir de la fecha de suscripcién.

Ambas Partes suscriben el presente Convenio al 22 del mes de septiembre del
afio 2023 en Pyongyang, Capital de la Republica Popular Democratica de Corea en
dos ejemplares; en idioma coreano y en el espaiiol, de igual tenor.

Rector Rector
En representacion de En representacion de
la Universidad Maquinaria de la Universidad Interamericana
Pyongyang de la Repiiblica de Puebla de los Estado
Popular Democritica de Corea Unidos Mexicanos
4

Source: The Panel, annotated by the Panel.
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Translated from Spanish

Agreement on friendly collaboration concluded by Pyongyang Mechanical University
of the Democratic People’s Republic of Korea, of the one part, and the Universidad
Interamericana, A.C., hereinafter “Inter”, of the United Mexican States, of the other
part

Representations

Pyongyang Mechanical University of the Democratic People’s Republic of Korea and
the Universidad Interamericana de Puebla of the United Mexican States, hereinafter
referred to as “the two parties”, agree to enter into the present agreement to establish
friendly collaboration between the two universities and to engage in mutual cooperation in
the fields of education, science and technology, recognizing the information set out below.

“Pyongyang Mechanical University”:

I.  Was founded on 1 September 1959 and, as a leading university, seeks to train
talented mechanical technicians of various sectors of the national economy,
who possess high-level scientific and technical knowledge and mental
abilities.

[l. Isaninstitution that offers advanced studies in various fields such as machine
production engineering, materials engineering, information technology,
mechanical engineering, transportation equipment engineering and
automation technology, as well as diploma courses, seminars and workshops.

I1l.  Has its official domicile at Munhiing I-dong, Taedonggang District,

Pyongyang.
“Inter”:

I.  Isahigher-education institution that offers advanced studies leading to
bachelor’s degrees, which are officially recognized by the Secretariat of
Public Education of the State of Puebla and are registered with the General
Directorate of Professions (code 21MSUB8890E), as well as diploma
programmes, courses, seminars and workshops in different areas of
knowledge.

[l.  Has its fiscal domicile at Avenida del Castillo 5933 INT 7, Colonia Lomas de
Angelopolis, Puebla, Puebla, México, with Federal Taxpayer Registration
number UIN850703TQ4.

1. Seeks to facilitate the comprehensive training of each of its students, to enable
them to become integrated people and excellent professionals with strong
capacities for leadership and for sustaining and directing their own growth.
“Inter” is also committed to collaborating with other national and foreign
institutions on the development of academic, scientific, technological, cultural
and athletic programmes that reinforce the values of academic excellence,
continuous improvement, community service and professional honesty.
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IV. Isacivil association under Mexican law, pursuant to Public Deed No. 12107
of volume No. 17 dated 28 June 1985, executed before Victor Manuel Cortez
Leyva, Notary Public No. 29 of the city of Puebla, México.

The present agreement shall be implemented in accordance with the covenants set out
below.

Covenant |

The two parties shall establish friendly relations in order to strengthen cooperation in
the field of education and science.

Covenant 11

Each party shall provide in its libraries publications, photos, videos and other
materials from the other party, and shall promote their use.

Covenant 111
The two parties agree to take steps to develop the following initiatives:

1. Cultural exchange between students, teachers and administrative staff of both
institutions

2. Joint research projects

3. Participation in events, symposiums, workshops, talks and other similar
activities focused on scientific and technical, academic and outreach-related
matters

4. Joint publications and exchange of academic and scientific information of
interest

5. Organization of conferences, seminars, collaborative online courses and other
similar activities

6. Other forms of collaboration in areas of interest to both institutions

Covenant IV
1. The two parties shall carry out exchanges in the manner described below.

e The exchanges to be carried out shall be cultural in nature, as the programmes
of study offered at the two universities are not compatible.

e Candidates for exchange shall meet the requirements established by the
receiving institution, which shall be responsible for making the final
determination regarding the admission of each student, teacher and
administrative staff member. For this purpose, the sending university shall
designate a person to vet and screen such candidates before the selection
process.
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e The sending university shall ensure that the student obtains international
insurance for major medical events, which shall include coverage for
accidents, illnesses (minor, major and severe acute respiratory syndrome
coronavirus 2 (SARS-CoV-2)) and the repatriation of remains, and shall not
require a deductible, coinsurance or reimbursement.

e The two parties agree not to provide financial or in-kind benefits to students,
teachers and administrative staff involved in exchanges. The cost of
accommodation, meals, books and other school supplies shall therefore be paid
by each student.

e The two parties agree to provide students, teachers and administrative staff
involved in exchanges with the necessary cultural advice during their stay.

2. The two parties agree to develop and authorize research projects, publications,
participation in events, collaborative online courses and other initiatives in the
manner described below.

e Prepare a plan before the beginning of each project, covering logistics and
work arrangements including objectives, designation of the roles and
responsibilities of each of the participating institutions and members,
deadlines, sources, funding methods, exchange, participation of specialists and
others.

e This plan shall stipulate the intellectual property-related issues that shall arise
from the implementation of each project.

e Each of the representatives of the universities involved shall draw up
documents authorizing the plan.

Covenant V

Both parties agree to respect intellectual property existing before the signing of this
agreement, whatever its form, as well as intellectual property arising from the
implementation of projects, joint research programmes and other initiatives under the
present agreement.

Covenant VI

Student exchanges shall be administered, managed and coordinated through the
appropriate technical bodies at both institutions. At “Pyongyang Mechanical University”,
the relevant unit shall be the Foreign Affairs Section, and at “Inter”, the relevant unit shall
be the University Outreach Department.

These bodies shall periodically discuss the implementation of this agreement and shall
supervise and evaluate the activities conducted under the agreement.

Covenant VII
The present agreement shall have a period of validity of five years and shall

automatically be extended for similar periods unless one of the parties cancels it in writing
six months in advance.
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Covenant VIII

The present agreement shall enter into force on the date of signature.

The two parties hereby sign the present agreement on 22 September 2023 in
Pyongyang, capital of the Democratic People’s Republic of Korea, in two copies, in the
Korean and Spanish languages, both texts being identical in meaning.

(signed) ENEEEEEEE
Rector
On behalf of Pyongyang Mechanical University of the Democratic People’s

Republic of Korea

(signed) NG
Rector
On behalf of the Universidad Interamericana de Puebla of the United Mexican

States
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Annex 28: Reply from Swedish Migration Agency

The Panel previously reported that two DPRK researchers from Pyongyang U_nivers'ity of Science
and Technology studying Ph.D. course at a Swedish university finished their life science research
courses in 2019 and 2020. Of two the students, the Panel found that one student who had graduated
from the course in 2020 was then employed by another research institute in Sweden?"’,

/‘\ 2023-12-27
3 \ Reference: 50-294426/12-442674

Migrationsverket Your reference S/AC.49/2023/PE/OC.28

OFFICIAL LETTER

Swedish Migration Agency
Legal Affairs Department

dppa-poel1874@un.org

Dear Sir/Madam,

Please accept my sincerest apologies for our late reply in this matter.

The Swedish Migration Agency (the Agency) has received a letter from the
United Nations Security Council Panel of Experts on the Democratic People’s
Republic of Korea with the request to answer questions in an attachment. The
Agency has already provided the required information, this was done last year
when a similar request was sent to the Swedish authorities. In this context, it
may be relevant to add that both individuals to whom the inquiry refers have
left Sweden.

Yours faithfully,

Deputy Director of Legal Affairs

Source: Member State.

207.8/2022/668, para. 15 and annex 12.
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Annex 29: Letter to the 1718 Committee from 55 Member States regarding the oil cap, their

report and accompanying imagery

Excellency,

0On behalf of the Permanent Missions of Albania, Australia, Austria, Belgium, Bosnia and
Herzegovina, Bulgaria, Canada, Chile, Costa Rica, Croatia, Cyprus, Czech Republic, Denmark,
Dominican Republic, Estonia, Finland, France, Georgia, Germany, Greece, Guatemala, Hungary,
lceland, Ireland, Israel, Italy, lapan, Jordan, Latvia, Liberia, Liechtenstein, Lithuania, Luxembourg,
Malta, the Marshall Islands, Micronesia, Moldova, Montenegro, Netherlands, New Zealand,
Morway, Palau, Peru, Poland, Portugal, Qatar, the Republic of Korea, Romania, Slovak Republic,
Slovenia, Spain, Tlrkiye, Ukraine, and the United Kingdom, and the United 5tates Mission to the
United Nations, we have the honor to submit to the 1718 Committee a request for the
Committee Secretary to take the actions described in operative paragraph 5 of Resolution 2397
because the aggregate amount of refined petroleum products sold, supplied, or transferred to
the Democratic People’s Republic of Korea (DPRK) in 2023 has exceeded the annual cap of
500,000 barrels.

Attached please find a report, sponsored by the above Member States, detalling
observations of illicit DPRE-refined petroleum imports, which exceed the 500,000-barrel refined
petroleum cap set in UNSCR 2397, In total, we have documented 87 unreported deliveries of
refined petroleum products to DPRK ports between January 1 and September 15, 2023, When
aggregated, these deliveries represent 1,523,381 barrels of illicit imports. We are providing

satellite imagery as evidence for all of these cases.
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Specifically, we request the following actions be taken:

We request the 1718 Committee Secretary issue a public note verbale to all UN Member
States that the aggregate amount of refined petroleum products sold, supplied, or
transferred to the DPRK in 2023 has exceeded the cap set by the Security Council and
inform Member States that they must immediately cease selling, supplying, or
transferring refined petroleum products to the DPRK for the remainder of the year.

We request the Chair to issue a Committes press release to inform the general public of
this information.

We further request this note verbale and press release include a call for all Member
States to immediately exercise enhanced vigilance regarding the DPRK attempting to
procure additional refined petroleum products and to prevent illicit ship-to-ship
transfers of refined petroleum products to vessels owned, controlled, or acting on behalf
of or working in cooperation with the DPRK.

We further request the 1718 Committee Secretary update the website to include the
illicit refined petrolzum imports in our report and show the aggregate amount of refinad
petroleum products sold, supplied, or transferred to the DPREK in 2023 has exceeded the
cap set by the Security Council using the conversion rate and other information in the
report.

We request the Chair circulate our report to the 1718 Committee and our proposal for

Committes action by November 21, 2023, under the regular five-day NOP process.

Accept, Excellency, the renewsad assurances of our highest consideration.

[Permanent representatives of Albania, Australia, Austria, Belgium, Bosnia and
Herzegovina, Bulgaria, Canada, Chile, Costa Rica, Croatia, Cyprus, Czech Republic, Denmark,
Dominican Republic, Estonia, Finland, France, Georgia, Germany, Greece, Guatemala,
Hungary, Iceland, Ireland, Israel, Italy, Japan, Jordan, Latvia, Liberia, Liechtenstein,
Lithuania, Luxembourg, Malta, the Marshall Islands, Micronesia, Moldova, Montenegro,
Netherlands, New Zealand, Norway, Palau, Peru, Poland, Portugal, Qatar, the Republic of
Korea, Romania, Slovak Republic, Slovenia, Spain, Tiirkiye, Ukraine, the United Kingdom and
the United States of America
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Report to the UN 1718 Committee: The DPRK's Breach of the UNSCR 2397 Refined Petroleum
Cap

Albania, Australia, Austria, Belgium, Bosnia and Herzegovina, Bulgaria, Canada, Chile, Costa Rica,
Croatia, Cyprus, Czech Republic, Denmark, Dominican Republic, Estonia, Finland, France,
Georgia, Germany, Greece, Guatemala, Hungary, Iceland, Ireland, Isragl, Italy, Japan, Jordan,
Latvia, Liberia, Liechtenstein, Lithuania, Luxembourg, Malta, the Marshall Islands, Micronesia,
Moldova, Montenegro, Netherlands, New Zealand, Norway, Palau, Peru, Peland, Portugal, Qatar,
the Republic of Korea, Romania, Slovak Republic, Slovenia, Spain, Tarkiye, Ukraine, the United
Kingdom, and the United States remain gravely concerned regarding large-scale evasion of
restrictions the UN Security Council has imposed on the Democratic People’s Republic of Korea's
(DPRK) import of refined petroleum products. UN Security Council resolution UNSCR 2357,
operative paragraph (OP) 5, limits the DPRK to importing no more than 500,000 barrels of
refined petroleum per year. Any Member State supplying, selling, or transferring refined
petroleum products is required to submit reports to the UN 1718 Committes informing it of the
transfer every 30 days in order to allow the Committee to maintain an accounting of the DPRK's

imports.

Moreover, UNSCR 2375 OP 11 prohibits UN Member States from engaging in ship-to-ship (STS)
transfers with any DPRK-flagged vessel of any goods or items that are being supplied, sold, or
transferred to or from the DPRK. Nevertheless, DPRK-flagged vessels continue to conduct 5TS
transfers on a regular basis as the DPRK's primary means of importing refined petroleum. The
information in this report demonstrates that the DPRK has exceeded the UNSCR 2337 annual

500,000-barrel cap for 2023.
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This submission further affirms previous submissions from 2018, 2019, 2020, 2021, and 2022
(see 5/AC.49/2018/NOTE.213, 5/AC.49/2019/NOTE. 134, 5/AC.49/2020/COMM.254,
S/AC.45/2021/NOTE.105, and S/AC.49/2022/NOTE.61) and Panel of Experts reporting (see
maritime sections of 5/2018/171, 5/2019/171, 5/2019/691, 5/2020/151, 5/2020/840,
5/2021/211, 5/2021/777, 5/2022/132, 5/2022/668 and 5/2023/171) that exhaustively
demonstrated and detailed the illicit practices employed by the DPRK to circumvent UNSCR-
mandatad restrictions on its ability to import refined petroleum products. As a result, this
report will not seek to repeat in detail the specific information the DPRK's evasive practices
outlined in previous formal submissions to the UN 1718 Committee. These practices continue
unabhated, but the DPRK utilizes an ever-evolving fleet of vessels under its flag or its direct

control to perpetrate pervasive and ongoing sanctions evasion.

This report demonstrates that the DPRK continues to conduct UN-prohibited STS transfers and
imports of refined petroleum that are not reportad to the 1718 Committee as required, and
again this year has exceeded the UNSCR 2397 OP 5 refined petroleum products cap of 300,000
barrels per annum. This report supplies imagas and import volume data for vessels that
continue to make deliveries of refined petroleum into DPRK ports and in the DPRK's territorial
sea, without these deliveries baing reported to the UN 1718 Committee. 5TS transfers of any
cargo are explicitly prohibited by UNSCR 2375, so the relevant Member States invalved in
supplying refined petroleum products to DPRK tankers fail to report these volumes to avoid self-
incrimination. As a result, the UN 1718 Committee’s official accounting of the DPRK's imports

vastly underrepresents the volume of refined petroleum products that actually enter the DPRK.
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The overarching purpose of UNSCR 2397's provision limiting the DPRK's ability to import refined
petraleum products is to limit the DPRK's ability to develop weapons of mass destruction
(WMD) and ballistic missiles, which are a threat to international peace and security and are
prohibited by numerous UNSCRs. The restriction on the DPRK's refined petroleum products
imports is critical to ensuring that the DPRK chooses to halt these prohibited programs and
completely denuclearize. If the DFRK is able to continue evading international sanctions, it has
little incentive to make such choices. As long as the DPRK continues to import refined
petroleum products in excess of the UN-mandated cap with limited accountability at the UN,
UNSCR 2337 OP 5 will remain ineffectual — which also undermines both the DPRK UNSCRs as

well as the UN 1718 Committee.

These deliveries have significantly contributed to a substantial breach of the 500,000-barrel
annual cap set by UNSCR 2357. We astimate that, this year along, the DPRK has imported over
1,523,381 barrels via 87 confirmed tanker deliveries as of September 15, 2023. Again in 2023,
refined petroleum transfers to the DPRK utilized DPRK-flagged vessels, a change from previous
years when foreign-flaggad delivery vessels directly unloaded petroleum at DPRK ports. Due to
COVID-19 restrictions, oil was acquired by DPRK-flagged ships from foreign flagged vessels via
5TS, and those laden DPRK-flagged ships then underwent quarantine measuras outside of the

lock-gates near DPRK ports prior to delivering their petroleum cargoes.

As discussed in previous submissions on the DPRK's breach of the import cap in 2018, 2015,

2020, 2021, and 2022, this report cannot provide an exact figure for each delivery of refined
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petroleum products to the DPRE, as that information is not readily available to any UN Member
State other than the DPRK. This report instead calculates how much petroleum was acquired by
the DPRK based on each vessel's dead weight tonnage, with estimates for each ship at two
different levels of cargo storage capacity — 90 percent and 60 percent of the vessels’ dead
weight tonnage. It is highly likely that DPRK tankers deployed in search of precious and limited
refined petroleum and fuel via STS transfers or engaging in direct deliveries would arrive in
DPRK ports with as much of their cargo capacities full {i.e., 90 percent calculation). The
expenditure of scarce resources and fuel consumption by the tanker itself, the risks of tanker
disruption or interdiction, and the DPRK's dependence on importing refined petroleum would
not justify the tanker in question returning to port with less than 30 percent of its cargo storage

capacity filled.

We are providing images that document 87 deliveries of refined petraleum products to DPRK
ports, which, when aggregated, represent 1,523,381 barrels of illicit imports — constituting a
clear breach of the cap imposed by UNSCR 2397 OP 5, based on the 30 percent metric. Even if
each of these tankers delivered only 60 percent of their capacity in these 87 deliveries, which
would be neither financially nor logistically sound, the estimated volume (1,015,588 barrels)
would still represent a breach of the annual cap. Table 1 below documents each of these
transfers and provides an associated volume. Table 2 below graphically depicts the DPRK's
import of refined petroleum between January 1 and September 15, 2023,

Please refer to pages one through five of the attached Annex.
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Given the information provided herein, we request that the 1718 Committze immediately make
an official determination that the aggregate amount of refined petroleum products sold,
supplied, or transferred to the DPRK in 2023 has exceeded the 500,000-barrel annual cap and
inform Member States that they must immediately cease selling, supplying, or transferring
refined petroleum products to the DPRK for the remainder of the year. Similarly, the Panel of
Experts is requested to review this report’s analysis and underlying information in order to
make a determination in its next report on the volume of refined petroleum product imports to
the DPRK and the associated implications for the implemeantation of UNSCR 2357's refined

petroleum product import cap.

See Appendix 1 for more information on vessels that have discharged refined petroleumn in

2023,

Please refer to pages five through 126 of the attached Annex.
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2023 DPRK Unreported Seaborne Petroleum
Imports (BBLs) January 01 — September 15

1,481,200
1,418,774 R

1,381,628

1,523,381

1,095,854

987,467

921086 242849

1,015,588
734,416
489,611

339,707

226,472

71,177
January Febiruary March April May June July August September
{7 Deliveries) (13 Deliveries) (9 Deliveries) (14 Deliveries) (21 Deliveries) (15 Deliveries) (2 Deliveries) (4 Deliveries) (2 Deliveries)
e §0%% e 60%

Delivery Metric Delivery Metric 90%

Arrival Date Vessel Name Dead Weight
Tonnage

60% Laden Laden
1 Nampo 03-JAN-23 8916293 Sin Phyong 9 1,150.0 690.0 1,035.0
2 Nampo 08-JAN-23 8848276 Po Chon 3,538.0 2,122.8 3,184.2
3 Nampo 18-JAN-23 8720436 Kum Un San 2,070.0 1,242.0 1,863.0
4 Nampo 18-JAN-23 8865121 Sin Pyong 5 3,295.0 1,977.0 2,965.5
5 Hungnam  19-JAN-23 8021579 Sin Phyong 14 949.0 569.4 854.1
6 Nampo 25-JAN-23 8660313 Chon Ma San 3,565.0 2,139.0 3,208.5
7 Nampo 27-JAN-23 8898740 Ji Song 6 1,250.0 750.0 1,125.0
8 Nampo 02-FEB-23 9129653 Paek Yang San 1 5,403.0 3,241.8 4,862.7
9 Nampo 05-FEB-23 7408873 Sam Jong 2 2,507.0 1,504.2 2,256.3
10  Nampo 05-FEB-23 8604917 YuJong 2 1,206.0 723.6 1,085.4
11 Nampo 08-FEB-23 8817007 Sin Phyong 2 2,105.0 1,263.0 1,894.5
12 Nampo 10-FEB-23 8610461 Kum Ryong 3 1,998.0 1,198.8 1,798.2
13 Nampo 14-FEB-23 8708684 Kum Jin Gang 2 1,988.0 1,192.8 1,789.2
14 Nampo 14-FEB-23 8791667 Chang Hae 1 4,983.0 2,989.8 4,484.7
15 Hungnam  14-FEB-23 8021579 Sin Phyong 14 949.0 569.4 854.1
16  Nampo 16-FEB-23 8711021 Chil Bo San 1,999.0 1,199.4 1,799.1
17  Nampo 19-FEB-23 7389704 Rye Song Gang 1 3,003.0 1,801.8 2,702.7
18 Nampo 21-FEB-23 9066978 Paek Ma 2,250.0 1,350.0 2,025.0
19  Chongjin 23-FEB-23 8916293 Sin Phyong 9 1,150.0 690.0 1,035.0
20  Nampo 26-FEB-23 7636638 Wol Bong San 4,969.0 2,981.4 4,472.1
21  Nampo 04-MAR-23 8865121 Sin Pyong 5 3,295.0 1,977.0 2,965.5
22 Chongjin 13-MAR-23 8021579 Sin Phyong 14 949.0 569.4 854.1
23 Nampo 19-MAR-23 7303803 AnSan 1 3,003.0 1,801.8 2,702.7
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24
25
26
27
28
29
30
31
32
33

35
36
37
38
39
0
41
2
43
24
a5
6

47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

65
66
67
68
69

Arrival Date
Nampo 19-MAR-23
Nampo 19-MAR-23
Nampo 29-MAR-23
Nampo 29-MAR-23
Nampo 30-MAR-23
Nampo 30-MAR-23
Nampo 02-APR-23
Nampo 02-APR-23
Nampo 02-APR-23
Nampo 07-APR-23
Nampo 07-APR-23
Nampo 09-APR-23
Chongjin 11-APR-23
Nampo 16-APR-23
Nampo 18-APR-23
Nampo 20-APR-23
Nampo 20-APR-23
Songnim 21-APR-23
Nampo 24-APR-23
Nampo 26-APR-23
Nampo 01-MAY-23
Nampo 01-MAY-23
Nampo 01-MAY-23
Arrival Date

Songnim 01-MAY-23

Nampo 01-MAY-23
Nampo 01-MAY-23
Nampo 01-MAY-23
Nampo 06-MAY-23
Nampo 08-MAY-23
Nampo 08-MAY-23
Nampo 11-MAY-23
Nampo 16-MAY-23
Nampo 16-MAY-23
Nampo 16-MAY-23
Nampo 19-MAY-23
Nampo 22-MAY-23

Songnim 23-MAY-23
Nampo 25-MAY-23

Nampo 25-MAY-23
Nampo 29-MAY-23
Nampo 29-MAY-23
Nampo 02-JUN-23
Nampo 02-JUN-23
Songnim 02-JUN-23
Nampo 03-JUN-23
Nampo 10-JUN-23

N/A

8817007
7408873
8610461
9132612
8720436
8916293
8604917
8106496
8610461
8691702
8711021
8865121
8660313
8405311
8817007
8791667
8720436
9045962
8605026
8708684
8898740
8691702

8720436
8604917
8610461
8705539
7408873
N/A

7303803
8916293
8865121
7636638
8610461
8660313
8708684
8705539
8405311
8312497
8708684
8610461
9054896
8691702
8720436
8122347
8708684

Vessel Name

Un Hung 8

Sin Phyong 2
Sam Jong 2
Kum Ryong 3
Nam Dae Bong
Kum Un San
Sin Phyong 9
Yu Jong 2

Sam Ma 2
Kum Ryong 3
Yu Son

Chil Bo San

Sin Pyong 5
Chon Ma San
Sam Jong 1

Sin Phyong 2
Kum Jin Gang 3
Kum Un San
Un Hung
Kwang Chon
Kum Jin Gang 2
Ji Song 6

Yu Son

Vessel Name

Kum Un San

Yu Jong 2

Kum Ryong 3
Ryong Jon

Sam Jong 2

Un Hung 8

An San 1

Sin Phyong 9
Sin Pyong 5
Wol Bong San
Kum Ryong 3
Chon Ma San
Kum Jin Gang 2
Ryong Jon

Sam Jong 1
Song Won 2
Kum Jin Gang 2
Kum Ryong 3
ASa Bong

Yu Son

Kum Un San
Nam San 8
Kum Jin Gang 2

Dead Weight

Tonnage

2,733.3
2,105.0
2,507.0
1,998.0
4,999.0
2,070.0
1,150.0
1,206.0
1,731.0
1,998.0
3,398.0
1,999.0
3,295.0
3,565.0
1,665.0
2,105.0
4,983.0
2,070.0
3,685.0
1,966.0
1,988.0
1,250.0
3,398.0
Dead Weight

Tonnage

2,070.0
1,206.0
1,998.0
2,889.0
2,507.0
2,733.3
3,003.0
1,150.0
3,295.0
4,969.0
1,998.0
3,565.0
1,988.0
2,889.0
1,665.0
4,999.0
1,988.0
1,998.0
4,975.0
3,398.0
2,070.0
3150.0
1,988.0

Delivery Metric
60% Laden

1,640.0
1,263.0
1,504.2
1,198.8
2,999.4
1,242.0
690.0

7236

1,038.6
1,198.8
2,038.8
1,199.4
1,977.0
2,139.0
999.0

1,263.0
2,989.8
1,242.0
2,211.0
1,179.6
1,192.8
750.0

2,038.8
Delivery Metric
60% Laden

1,242.0
723.6

1,198.8
1,733.4
1,504.2
1,640.0
1,801.8
690.0

1,977.0
2,981.4
1,198.8
2,139.0
1,192.8
1,733.4
999.0

2,999.4
1,192.8
1,198.8
2,985.0
2,038.8
1,242.0
1,890.0
1,192.8

Delivery Metric
90% Laden

2,460.0
1,894.5
2,256.3
1,798.2
4,499.1
1,863.0
1,035.0
1,085.4
1,557.9
1,798.2
3,058.2
1,799.1
2,965.5
3,208.5
1,498.5
1,804.5
4,080.7
1,863.0
3,316.5
1,769.4
1,789.2
1,125.0
3,058.2

Delivery Metric
90% Laden

1,863.0
1,085.4
1,798.2
2,600.1
2,256.3
2,460.0
2,702.7
1,035.0
2,965.5
4,472.1
1,798.2
3,208.5
1,789.2
2,600.1
1,498.5
4,499.1
1,789.2
1,798.2
4,471.5
3,058.2
1,863.0
2,835.0
1,789.2
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70
71
72
73
74
75
76
77
78
79
80
81
82
83

85
86
87

Nampo
Nampo
Nampo
Nampo
Nampo
Chongjin
Nampo
Nampo
Hungnam
Nampo
Nampo
Chongjin
Nampo
Nampo
Hungnam
Songnim
Nampo
Nampo

15-JUN-23
16-JUN-23
23-JUN-23
23-JUN-23
23-JUN-23
23-JUN-23
27-JUN-23
28-JUN-23
28-1UN-23
28-JUN-23

19-JUL-23

27-JUL-23

09-AUG-23
09-AUG-23
31-AUG-23
31-AUG-23
08-SEP-23

14-SEP-23

Arrival Date “

8669589
8791667
8916293
N/A

8711021
8720436
8660313
7303803
8865121
8604917
8691702
8817007
8916293
N/A

8865121
8720436
8898740
8312497

Vessel Name

ABong 1
Kum Jin Gang 3
Sin Phyong 9
Un Hung 8
Chil Bo San
Kum Un San
Chon Ma San
An San 1

Sin Pyong 5
Yu Jong 2

Yu Son

Sin Phyong 2
Sin Phyong 9
Un Hung 8
Sin Phyong 5
Kum Un San
Ji Song 6
Song Won 2

Dead Weight

Tonnage

3,250.0
4,484.7
1,150.0
27333
1,999.0
2,070.0
3,565.0
3,003.0
3,295.0
1,206.0
3,398.0
2,105.0
1,150.0
2,7333
3,295.0
2,070.0
1,250.0
4,999.0

Delivery Metric
60% Laden

1,950.0
2,690.8
690.0

1,640.0
1,199.4
1,242.0
2,139.0
1,801.8
1,977.0
7236

2,038.8
1,263.0
690.0

1,640.0
1,977.0
1,242.0
750.0

2,999.4

Delivery Metric
90% Laden

2,925.0
4,036.2
1,035.0
2,460.0
1,799.1
1,863.0
3,208.5
2,702.7
2,965.5
1,085.4
3,058.2
1,894.5
1,035.0
2,460.0
2,965.5
1,863.0
1,125.0
4,099.1
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MIT SIN PHYONG 9 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:07 E

\

ABB632221

MIT PO CHON Delivering Refined Petroleun
Nampo Petroleum Fa

MIT KUM UN SAN Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:54 N 125:21:57 E

BQ4221272
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MIT SIN PHYONG 5 Delivering Refined Petroleum
& Nampo Petroleum Facility

38:42:56 N 125:22:07 E

00

NT9608640

M/T SIN PHYONG 14 Delivering Refined Petroleum
Hungnam Petroleum Facility
39:49:58 N 127:37:36 E

0m
QUB959406
|

=
MIT CHON MA SAN Delivering Refined Petroleum
Nampo Petroleum Facility

38:42:55 N 125:21:57 E
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F
MIT JI SONG 6 Laden Offshore

Nampo Petroleum Facility
38:42:56 N 125:22:16 E

et
L

e\ sl

. .\
- ? -, —
44.%- '&)9 LR

27 January 2023

M/T JI SONG 6 Unladen Offshore
Nampo Petroleum Facility
38:42:53 N 125:22:19 E

[ =n
DE6882276 |

el
- e -

M/T PAEK YANG SAN 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E
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F - 4 ANBE & TN _ -\r T -
N MIT SAM JONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:07 E

- -
M/T YU JONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:02 E

M/T SIN PHYONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:50 N 125:23:25 E

T
OW8499770
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MIT KUM RYONG 3 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

Nampo Petroleum Faci
38:42:55 N 125:21

T
PC2523744

M/T CHANG HAE 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:07 E

T
TV8340692
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08 Fobruary 2023

14 Fobruary 2023

16 February 2023

M/T SIN PHYONG 14 Laden Offshore
Hungnam Petroleum Facility
39:48:41 N 127:37:39 E

M/T SIN PHYONG 14 Unladen
Hungnam Petroleum Facility

M/T CHIL BO SAN Delivering Refined Petroleum
Nampo Petroleum Facility
38:41:44 N 125:17:33 E

FJ3563390

V16190797 |
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MIT RYE SONG GANG 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

NY9746636

=
M/T PAEK MA Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

ZN5072363

MIT SIN PHYONG 9 Delivering Refined Petroleum
Chongjin Petroleum Facility
41:45:22 N 129:46:05 E
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MIT WOL BONG SAN Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

4 March 2023

MIT SIN PYONG 5 Laden Offshore of the Nampo Petroleum Facllity
North Korea

38:42:26 N 125:22:33 E [v] 4

20 m
XABB68197

M/T SIN PYONG 5 Unladen Offshore of the Nampo Petroleum Facllity
North Korea

38 6 N 12 33 E o'
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£ S
M/T SIN PHYONG 14 Delivering Refined Petroleum
Chongjin Petroleum Facility
41:45: 9:46:06 E

MIT AN SAN 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:58 E

AU6992397

MIT YUN HONG 8 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:00 N 125:18:17 E

WET919544
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M/T SIN PHYONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:08 E

KN7549081

M/T SAM JONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:22:07 E

BD1108300

M/T KUM RYONG 3 Laden Outside
Nampo Lockgate
38:42:20 N 125:09:09 E

QD5566090
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M/T KUM RYONG 3 Unladen Inside
Nampo Lockgate
38:42:39 N 125:21:56 E

M/T NAM DAE BONG delivering refined petroleum to Nampo
Petroleum Facility
North Korea
38:41:43 N 125:17:33 E

M/T KUM UN SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42;

J01515960

BQ3320601
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M/T SIN PHYONG 9 delivering refined petroleum to Nampo
Petroleum Facility
North Korea
38:42:55 N 125:22:02 E

MIT YU JONG 2 delivering refined petroleum to
Nampo Petroleum Facility
North Korea
38:42:55 N 125:22:06 E

VU2231505

M/T SAM MA 2 and Unknown Converted Bulker
Conducting an STS Transfer Outside the
Nampo Lockgate, North Korea
38:39:56 N 124:47:57 E
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M/T SAM MA 2 and M/T JHONG YOOG YOU 2
Conducting an STS Transfer Outside the
Nampo Lockgate, North Korea
38:42:37 N 125:09:03 E

[ tom ]
M/T SAM MA 2 Delivering Refined Petroleum

to Nampo Petroleum Facility, North Korea
38:41:45 N 125:17:33E

M/T KUM RYONG 3 Laden Outside the Nampo Lockgate
North Korea
38:42:09 N 125:09:21 E

20m

0Q8580217
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M/T KUM RYONG 3 Unladen Offshore of the Nampo Facility [* _' m ’
N

ol orea (d -
38:42:49 N 125:22:16 E .’4"‘; 3

M/T YU SON (IMO: 8691702)
Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:54 N 125:21:57 E

‘to Nampo Petroleum Facility
38:41:09 N 125:08:57 E
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/T CHIL BO SAN delivering refined petroleum
to Nampo Petroleum Facility
38:42:58 N 125:23:58 E

MIT SIN PYONG 5 delivering refined
to Chongjin Facility
41:45:21 N 129:46:05 E

RD6101170

M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42:56 N 125:22:07 E
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M/T SAM JONG 1 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:02 E

M/T SIN PHYONG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:03 E

M/T CHANG HAE 1 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:08 E
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M/T KUM UN SAN delivering refined
P to Facility
38:44:14 N 125:37:05 E

M/T UN HUNG delivering refined
petroleum to Nampo Petroleum Facility
38:42:45N 125:21:59 E

DC1479588

M/T UN HUNG delivering refined
petroleum to Nampo Petroleum Facility
38:42:30 N 125:22:14 E

A\
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M/T KWANG CHON delivering refined
petroleum to Nampo Petroleum Facility
38:42:34 N 125:23:34 E

BD6711480

MIT KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility mv
58 E

ETE.
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M/T KUM JIN GANG 2 (IMO: 8708684)
Unladen at Nampo Shipyard
Nampo Petroleum Facility
38:41:45 N 125:18:02 E

M/T JI SONG 6 (IMO: 8691702)
Laden Offshore of Petroleum Piers
Nampo Petroleum Facility
38:41:38 N 125:18:54 E

M/T JI SONG 6 (IMO: 8691702)
Unladen Offshore
Nampo Petroleum Facility
38:42:54 N 125:22:22 E
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M/T YU SON (IMO: 8691702)
Laden Offshore of Petroleum Piers
Nampo Petroleum Facility
38:41:52 N 125:19:53 E

T
QY1227295

M/T YU SON (IMO: 8691702)
Unladen Pier Side
Nampo Petroleum Facility
38:41:52 N 125:19:53 E

27 Apei 2023 M/T KUM UN SAN (IMO: 8720436)
Laden Offshore of Petroleum Piers
Songnim Petroleum Facility
38:42:09 N 125:21:32 €
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M/T KUM UN SAN (IMO: 8720436)
Unladen Pier Side
Songnim Petroleum Facility
38:44:13 N 125:37:05E

EET
523780950

MIT YU JONG 2 delivering refined

petroleum to Nampo Petroleum Facility
3

M/T KUM RYONG 3 delivering petroleum
to N Petroleum Facility

CFB651706

24-02094
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MIT RYONG JON delivering refined
petroleum to Nampo Petroleum Facility
38:42:01 N 125:18:18 E

RS5792820

- MIT SAM JONG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:56 N 125:22:02 E

AW4286526

MIT UN HUNG 8 delivering refined

petroleum to Nampo Petroleum Facility
3E

242478121
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MIT UN HUNG 8 delivering refined

petroleum to Nampo Petroleum Facility
38:42:42 N 125:24:36 E

YD3048921

~j M/T AN SAN71 delivering refined
| petroleum to Nampo Petroleum Facility
38:42:00 N 125:18:16 E

0X2049380

11 MAY 2023 MI/T SIN PHYONG 9 delivering refined
petroleum to Nampo Petroleum Facility 40

DF6780838

186/627 24-02094



S/2024/215

M/T SIN PYONG 5 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:07 E

N
[ _tom _}
KE2091370 |

M/T WOL BONG SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42:54 N 125:21:57 E

MS2205129

M/T KUM RYONG 3 delivering refined
petroleum to Nampo Petroleum Facility
38:43:20 N 125:26:44 E

»

MQ5669157
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M/T KUM RYONG 3 delivering refined
petroleum to Nampo Petroleum Facility
38:42:51 N 125:22:16 E

WES874141

M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
2 :58 E

1:54 N 125:

= F = . =
M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42:48 N 125:22:38 E
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M/T KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:40:57 N 125:08:38 E

- -

M/T KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:41:45N 125:17:34 E

—

20

- 1
MIT RYONG JON delivering refined
petroleum to Songnim Petroleum Facility
38:44:14 N 125:37:04 E

KC9273765
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MIT SAM JONG 1 delivering refined
petroleum to Nampo Petroleum Facility
38:41:15 N 125:08:32 E

M/T SAM JONG 1 delivering refined
petroleum to Nampo Petroleum Facility
38:43:02 N 125:24:03 E

TN9227958

M/T SONG WON 2 delivering refined
petroleum to Nampo Petroleum Facility
38:41:50 N 125:04:22 E

VAB609648
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M/T SONG WON 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:58 N 125:23:24 E

1C7607612

M/T KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
8 E

1 N 125:

M/T KUM RYONG 3 delivering refined
petroleum to Nampo Petroleum Facility
38

548510374
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M/T ASABONG delivering refined

petroleum to Nampo Petroleum Facility
38:42:27 N 125:22:19 E

M/T ASABONG delivering refined
petroleum to Nampo Petroleum Facility
38:43:13 N 125:25:02 E

LM4057366

M/T CHANG HAE 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:21:58 E

ZK7462419
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M/T KUM UN SAN delivering refined
petroleum to Songnim Petroleum Facility
38:44:14 N 125:37:05 E

TP7411145

M/T KUM UN SAN delivering refined petroleum
to Songnim Petroleum Facility
38:44:14 N 125:37:04 E

e

e R ]l e IR M e
iz #’ M/T NAM SAN 8 delivering refined petroleum to ’4“ N o

=3 i A 2 d Nampo Petroleum Facility
W . - 38:42:54 N 125:21:56 E

-~ -~

S e
s ..:?/
o

N P,

L -

-
e
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M/T KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:56 N 125:22:27 E

M/T HENG XING delivering refined
petroleum to Nampo Petroleum Facility
38:41:45 N 125:17:34 E

y ™

DX8902608

M/T CHANG HAE 1 delivering refined
petroleum to Nampo Petroleum Facility
38:40:37 N 125:10:10 E

VA vy

WD7081925
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M/T CHANG HAE 1 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:21:59 E

BD1152994

MIT SIN PHYONG 9 delivering refined petroleum
to Nampo Petroleum Facility
38:42:19 N 125:09:20 E

Enso97035

M/T SIN PHYONG 9 delivering refined petroleum to
Nampo Petroleum Facility
38:42:15N 125:21:16 E

KL9412515
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M/T UN HONG 8 delivering refined

petroleum to Nampo Petroleum Facility
38:42:56 N 125:22:06 E

XF5152866

M/T CHIL BO SAN delivering refin
petroleum to Nampo Petroleum Faci
38:42:56 N 125:22:06 E

-

»,
£

’
ade

/
./

Y08835478

M/T KUM UN SAN delivering refined
petroleum to Songnim Petroleum Facility
38:44:14 N 125: 03 E

CY9238315
=
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M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:41:54 N 125:09:45 E

o]

M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42:49 N 125:22:38 E

ZF9319250

M/T AN SONG 1 delivering refined

petroleum to Nampo Petroleum Facility
38:42:55 N 125:21:58 E

TJ5328470
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23 JUN.2024 | MIT SIN PYONG 5 delivering refined petroleum

~_ to Hungnam Petroleum Facility
39:48:51 N 127:37:25E

S~ . o
. .
. > . .
28 JuN 2023 M/T SIN PYONG 5 delivering refined
petroleum to Hungnam Petroleum Facility

39:49:58 N 127:37:36 E

M/T YU JONG 2 delivering refined

petroleum to Nampo Petroleum Facility

38:41:55 N 125:09:24 E
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MIT YU JONG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:54 N 125:21:33 E

20m

DU5397214

M/T CHANG HAE 2 conducting an STS transfer
with M/T NEW KONK in the Korean Bay
38:41:03 N 124:56:56 E

ERETE
TX6108315

M/T CHANG HAE 2 delivering refined cuina
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:04 E

V05381120
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MIT SIN PHYONG 2 delivering refined
petroleum to Chongjin Petroleum Facility
41:42:53 N 129:46:23 E

M/T SIN PHYONG 2 delivering refined
petroleum to Chongjin Petroleum Facility
41:45:22 N 129:46:05 E

GK4089103

M/T SIN PHYONG 9 (IMO: 8916293)
Laden Prior to Delivering Refined Petroleum
Outside West Sea Barrage
38:42:24 N 125:07:32 E

ED673887¢
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M/T SIN PHYONG 9 (IMO: 8916293)
Unladen After Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:12 N 125:22:08 E

EJ6787368

M/T UN HONG 8 (NO IMO NUMBER)
Laden Prior to Delivering Refined Petroleum
Outside West Sea Barrage
38:42:16 N 125:05:33 E

M/T UN HONG 8 (NO IMO NUMBER)
| | Unladen After Delivering Petroleum
Nampo Shipyard
38:41:50 N 125:18:05 E
Y

LT3159021
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- M/T SIN PHYONG 5 (IMO: 8865121)
. Laden Offshore
Hungnam Petroleum Facility
39:48:20 N 127:37:17 E
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==
M/T JI SONG & (IMO: 889874)
Laden Offshore
Nampo Petroleum Facility
38:42:00 N 125:09:33 E

M/T SONG WON 2 (IMO: 8312497)
Laden Offshore
Nampo Petroleum Facility
38:41:22 N 125:05:04 E

AHT211776
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M/T JI SONG 6 (IMO: 8898740)
Unladen Pier Side
Nampo Petroleum Facility

38:42:56 N 125:22:07 E

M/T SONG WON 2 (IMO: 8312497)
Unladen Offshore
Nampo Petroleum Facility
38:42:22 N 125:22:13E

WOB327903

Source: Member State.
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Annex 30: Positions of China and the Russian Federation on the letter from 55 Member States
regarding the oil cap dated 21 November 2023

Communication dated 28 November 2023 from the delegation of China to the Committee
Dear colleagues,
China takes note of the joint letter from some member states dated 20th November.

Over the years, we have witnessed several similar joint letters which contained same observations
supported by unclear satellite photos from individual countries. For the content of the letter in
consideration is quite the same and based on same methodology, China is still in the same position that
the Committee should take actions on the basis of solid evidence and sufficient facts instead of crude
estimation based on assumptive conditions. It is neither scientific nor prudent for the report to draw
such a conclusion that the annual limit of refined petroleum has been exceeded.

Thus, China would like to put this proposal on hold.

Communication dated 29 November 2023 from the delegation of the Russian Federation to the
Committee

Dear colleagues,

Regarding the joint letter dated 20th November on the oil cap, Russia takes note of the proposed actions
by the Chair. Given the lack of the official first-hand information on the issue we oppose using
controversial sources, such as unclear satellite photos, as a basis for action of the Committee.

Therefore we would like to put the proposed draft note verbale and draft press release on hold.
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Annex 31: The Panel’s review of the report submitted by 55 Member States>*®

1. In their report, the 55 Member States wrote “the Panel of Experts is requested to review this report’s
analysis and underlying information in order to make a determination in its next report on the volume
of refined petroleum product imports to the DPRK and the associated implications for the
implementation of UNSCR 2397 ’s refined petroleum product import cap.”

2. The Panel has no independent data sources to corroborate the estimates made in the Member States’
letter. DPRK tankers rarely employ AIS transmissions and are thus extremely difficult to track on
maritime monitoring systems, and only DPRK could confirm the exact quantity and types of refined
petroleum products delivered by each tanker.

3. Deadweight tonnage (DWT) is the total of the weights of a vessel’s cargo, fuel, fresh water, ballast
water, provisions, and crew. According to industry standards, a vessel’s estimated maximum cargo
capacity is approximately 90% of its DWT (as stated on the website of the International Maritime
Organization), although a vessel which was deliberately stripped back and sailing dangerously might
carry more than 90% of its DWT. [One expert agrees with this review only up to this point.]

Table 1: Reported deliveries (in barrels, rounded down to nearest 10,000 barrels) of refined oil
products, Nampo, Hungnam, Chonjin and Songnim, January- September 2023

1600000 1481000 1523000

1415000

1382000

1400000

1200000

1000000

1016000
591000 945000 587000

800000

600000 731000

UNSCR 2397

cap

400000 340000

450000

200000 107000, 333000

226000
71000

lan (9 Feb (6 Mar (9 Apr(3 May (21  June (15 Jul (2 Aug (4 Sep (2
deliveries) deliveries) deliveries) deliveries) deliveries) deliveries) deliveries) deliveries) deliveries)

90% DWT (fully laden) = 60% DWT (2/3 laden)

Source: 55 Member States, the Panel.

28 One expert agrees only with paras. 1-3.
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4. The Member States’ estimates, although based on observed deliveries in only the first nine months
of the year, indicate that the oil cap was breached in February (based on cargo capacity of 90% of DWT)
or April (60% of DWT). There could have been more unobserved deliveries of refined petroleum to
Nampo and the other ports in this period (at night, or under cloud cover), but not fewer.?%°

5. Finally, because the Panel is currently unable to distinguish between licit deliveries of refined oil
products reported to the 1718 Committee and illicit deliveries, the amounts of oil products in Figure
VIII of the main text might either be a part of the estimated deliveries in table 1 above or they should
be added to the estimates.

209 One expert disagrees with the inclusion of paragraph 4.
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Annex 32: Chon Ma San (IMO: 8660313)

Photograph of the UN-designated DPRK-flagged tanker Chon Ma San taken in 2020

Source: Member State.

In 2023, the DPRK-flagged Chon Ma San transited south into the East China Sea on a near- monthly
basis, of which on three occasions (March, May and September) she transited in the Taiwan Strait in an
area where multi-stage oil cargo transfers destined for the DPRK have been known to occur (see
figure 1).

Satellite imagery provided by 55 Member States (annex 29) showed Chon Ma San offloading refined
petroleum at Nampo port on four occasions 219, putting the relevant dates of 16 April and 19 May 2023
at Nampo within a two-week timeframe following the tanker’s AIS transmissions on and around 29
March and 9 May 2023 identified in figure 1 below. This timeframe of off-load in the DPRK is
consistent with past Panel investigations tracking ship-to-ship transfers, where DPRK tankers would
typically stay out for longer periods of time to maximize its oil cargo loads before returning home.
Previous imageries provided by a Member State of DPRK tankers at Nampo port have typically shown
DPRK tankers as heavily laden. Prior to 2023, Chon Ma San was last recorded transmitting AIS signal
on the same commercial maritime database in May 2020.

20 Chon Ma San was imaged at Nampo port on: 23 January, 16 April, 19 May and 27 June 2023.
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Figure 1: Chon Ma San transiting into a sea area in the Taiwan Strait, March, May and September
2023

On and around 29 March 2023 On and around 9 May 2023 On and around 29 September 2023

North Korea North Korea

Seotil
f& Seoul Seoul

South Korea

jing fing

¥, \
#{

’ o

X

w
v\|CHON MA SAN| ¢ *—_|CHON MA SAN]| ‘."¢_| CHON MA SAN|

Source: Windward, annotated by the Panel.

Chon Ma San has repeatedly delivered refined petroleum to the DPRK over the years?!! despite being
designated on 30 March 2018.%2 In 2021, the Panel reported®® another ship-to-ship transfer on 8
August the same year, between Chon Ma San and Diamond 8 (IMO: 9132612) in another known
transfer sea area in the DPRK’s economic exclusive zone (figure 2). Diamond 8, another FDDV that
was widely reported by the Panel, came under the DPRK’s fleet as of August 2021 sailing as Nam Dae
Bong.?'4

21 See S/2019/961, annex 1, table 1; S/2021/151, annex 1; S/2020/840, annex 15, table 1; S/2021/211, annex 21; S/2022/132,
annex 31, table 1; S/2022/668, annex 24; S/2023/171, annex 27, table 1; and S/2023/656, annex 26.

212 https://www.un.org/securitycouncil/sanctions/1718/materials/1718-Designated-Vessels-List. Chon Ma San was designated for
conducting ship-to-ship transfer with Jin Hye (IMO: 8518572) in December 2017. Jin Hye was de-flagged as of April 2018, based
on IMO records.

213.§/2022/132 paras 40.

214 This information was retroactively updated on the IMO GISIS’ website several years after the vessel had come under the DPRK’s
fleet.
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Figure 2: Chon Ma San and Diamond 8 (currently Nam Dae Bong), DPRK EEZ, 8 August 2021

8 August 2021
Coordinates: 38.327.124.000

CHON MA SAN

Source: Planet Labs, annotated by the Panel.
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Annex 33: DPRK vessels spoofing their digital identity

The tabled list of DPRK vessels as reported by the Enforcement Coordination Cell (ECC)?® partner
nations. The Panel has independently tracked many of the spoofed names on a commercial maritime
database platform.?'® Several have continued to spoof ship names and MMSIs they were previously
registered sailing on.

Table 1: DPRK vessels spoofing their identity, 1 April to 15 September 2023

VESSEL DETAILS Observed Spoofing Measure on AIS
NAME IMO Name IMO MMSI
EVER GLORY 9102813 EVER FENG 9102813 -
925 - -
CHONG SU
DONG 866031300 | 445082000
F. LONLINE - -
LITON - -
SONGMYENG2 | 8817007 445725000
SINPYONG 11 9154189 445810000
RYON PUNG 9154189
SIN PHYONG 2 8817007 MIN HAE 8817007 445725000
TIAN YOU - -
SIN PYONG 5 8865121 RYON PUNG 9154189 445810000
SINPHYONGS5 8865121 445121000
NAM DAE BONG 9132612 SHUN LI 9298064 671291100
SIN PHYONG 14 8021579 MADUCAN - -
CHANG HAE 2 8691702 YU SON 445604000 -
CHON MA SAN 8660313 CHONG SU
DONG 8660313000 | 445082000
CHIL BO SAN 8711021 LITON - 45710600
SINHUNG 8711021 445723000
RON PHUNG 9154189 XIA MEN - 445810000
SAM JONG 1 8405311 445308000 - 445308000
KUM RYONG 3 8610461 RYONG BONG 1 | 8610461 445591000
CHOL BONG SAN 1 | 9125308 DAEHO
SUNRISE 9125308 445290000
MU BONG 1 - -
Source: Member State.

215 See https://www.state.gov/pacific-security-maritime-exchange/
26 Windward.

24-02094
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Annex 34: DPRK tanker with a reconfigured cargo ship

In this imagery (figure 1), the DPRK Tanker Sam Ma 2 (IMO: 8106496) was observed berthed
alongside a cargo ship that was re-configured to take on oil cargo. The Member State that provided the
satellite imagery indicated that both vessels conducted ship-to-ship transfer. Further, the absence of
venting structures, firefighting appliance and interconnected cargo piping for the said transfer meant
the reconfiguration was not compliant with international regulations. The Panel separately notes that
the location of the ship-to-ship transfer within the DPRK’s territorial waters indicate that the cargo ship
could be a DPRK ship, consistent with information reported by the Panel in 2022.2" A similar looking
reconfigured cargo ship was photographed earlier in 202028 (figure 2).

Figure 1: DPRK tanker conducting ship-to-ship transfer with a reconfigured cargo ship, West Sea
Barrage, 17 March 2023

M/T SAM MA 2 (IMO: 8106496) and Unknown
Converted Bulker Conducting an STS Transfer
Outside West Sea Barrage

38:39:56 N 124:47:57 E

Source: Member State.

217.8/2022/668, paras. 31-34 and recommendation 87.
218 §/2023/171, annex 30.
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Figure 2: Another example of a re-configured cargo ship with closeups showing likely concealed fuel
tanks, East China Sea, October 2020*

UNCLASSIFIED

*Redactions by the Panel.

In the instance of Sam Ma, the Member State observed the vessel in turn transferred some refined
petroleum cargo to a smaller tanker without IMO number later the same month of March 2023. The
small vessel in turn was assessed to have discharged her cargo to other DPRK-flagged vessels anchored
within the West Sea Barrage, likely to keep their generators running (figure 3). Sam Ma 2 delivered its
remaining oil cargo at Nampo in early April (figure 4).
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Figure 3: Sam Ma 2 with non-IMO vessel Jhong Yoog You 2, Nampo, 26 March 2023

M/T SAM MA 2 (IMO: 8106496) and M/T JHONG YOOG
YOU 2 (IMO: NO IMO NUMBER) Conducting an STS
Transfer Outside the

Nampo Lockgate, North Korea
38:42:37 N 125:09:03 E

| fom ]
JF6899000

Source: Member State.

Figure 4: Sam Ma 2 pier side delivering refined petroleum, Nampo, 2 April 2023

M/T SAM MA 2 (IMO: 8106496)
~ Delivering Refined Petroleum
Nampo Petroleum Facility
38:41:45 N 125:17:33 E

Source: Member State.
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Annex 35: Additional replies from Member States on trade statistics in the Panel’s previous report
(S/2023/656, annex 52)

Letter from the Permanent Mission of Colombia and Colombia’s reply

POTENGA DF LA " Misatn Permanerte de Colontsa
d te Ls O30L] o
v‘DA arnte 43 ONU en Nueva Yok

No. 23-658-E

New York, 8 August 2023

o [ -

Acting Cocrdinator of the Panel of Experts established pursuant to
Security Council Resolution 1874 (2009)
United Nations

s

| address you in reply to your letter SIAC 492023PE/OC. 112 dated 15 June 2023,
requesting detailed informaton concerning trade data from Colombia. following
regulations established by Security Councd resciutions 1718 (200€). 1874 (2009). 2087
(2013), 2094 {2013). 2270 (2016). 2321 {2016), 2356 (2017), 2371 (2017), 2375 (2017)
and 2387 (2017),

Please find the detalled information attached to this letter, provided by Colombia's
Natonal Entties regulating trade and taxes

The Permanent Mission of Colombla will be attentive o provide any further

information should the Panel of Experts needs it
Sincerely,

fendr acicad I3
LEONOR ZALABATA TORRES
Ambassador, Permanent Representative
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DIRECCION DE ASUNTOS POLITICOS MULTILATERALES
Viceministerio de Asuntos Multilaterales

RESPUESTA REQUERIMIENTO DEL PANEL DE EXPERTOS
ESTABLECIDO EN VIRTUD DE LA RESOLUCION 1874 (2009) DEL
CONSEJO DE SEGURIDAD DE LAS NACIONES UNIDAS
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Requerimiento realizado a Colombia mediante comunicacion

S/AC.49/2023/PE/OC.112 del 15 de junio de 2023

La siguiente informacion se remite, en virtud a lo respondido por la Direccion de Impuestos y
Aduanas Nacionales de Colombia (DLAN)

EXPORTACIONES DE LA REPUBLICA POPULAR DEMOCRATICA DE COREA (RPDC)
A COLOMBIA (IMPORTACIONES)

1. Confirmar si los siguientes datos son exactos. De ser inexactos presentar copias digitales de
documentos originales o una explicacion sobre la causa de la inexactitud.

Tabla 1. Maquinaria (Codigo SA 84)

Fecha Valor aproximado (USD)
Octubre de 2022 1.000
Noviembre de 2022 2.000
Enero de 2023 1.000

Frente a las operaciones mencionadas en la Tabla 1, se informa que revisado el sistema
informatico aduanero se encontré lo siguiente:

a. Octubre de 2022: Declaracion de importacion No. 032022001424645-0 con valor en aduana
de USD 808.77; en la cual, si bien aparece la RPDC como pais de origen de la mercancia
(Disco separador transmisién), se observa que tanto el pais exportador, como el pais de
compra y el pais de procedencia corresponde a los Estados Unidos. Esto quiere decir que, el
exportador o proveedor en el exterior estd ubicado en Estados Unidos.

b. Noviembre de 2022: Declaraciones de importacion mimeros 412022000017644-8,
412022000017649-4, 412022000017650-2 y 412022000017659-8 con valor FOB de USD
95,90, USD 29,00, USD 47,54 y USD 6,46, respectivamente.

Se debe tener en cuenta que si bien en estas declaraciones de importacion, la RPDC aparece
como pais de origen de la mercaneia (culata de motor, filtro de aceite para vehiculo, filtro
de aire, filtro de gas, embrague), se observa que tanto el pais exportador, como el pais de
compra y el pais de procedencia corresponde a Panama. En fodos los casos el exportador o
proveedor en el exterior estd ubicado en Panamd.

Asi mismo, se encontrd la declaracién No. 032022001650505-6 con valor FOB de USD
1.681,73; en la cual, si bien aparece la RPDC como pais de origen de la mercancia (Modulo
MCU marea Hyundai), se observa que tanto el pais exportador, como el pais de compra y

24-02094



S/2024/215

COLOMBIA .,
POTEMNCIA DE LA ﬁ%‘i‘*' Ministerio de
* V| DA (‘i '/ Relaciones Exteriores

24-02094

el pais de procedencia corresponde a los Estados Unidos. El exportador o proveedor en el
exterior estd ubicado en Estados Unidos. El importador tiene calidad Operador Econdmico
Autorizado (OEA).

Las declaraciones de importacién antes mencionadas tienen un valor FOB total de USD
1.860.63.

Enero de 2023: Declaracion de importacion de 032023000086977-7 con valor en aduana de
USD 758,89; en la cual, si bien aparece la RPDC como pais de origen de la mercancia
(Memoria RAM/repuesto sistema de tomografia computarizada), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a los Estados
Unidos.

Tabla 2. Textiles (codigo SA 61)

Fecha Valor aproximado (USD)
Noviembre de 2022 4.000
Diciembre de 2022 1.000

Respecto a las operaciones mencionadas en la Tabla 2, se informa que revisado el sistema
informético aduanero se encontré lo siguiente:

a.

Noviembre de 2022: Declaraciones de importacién mimeros 902022000180606-2 y
902022000200831-0 con valor FOB de USD 30,42 y USD 4.050,48; en las cuales, si bien
aparece LA RPDC como pais de origen de la mercancia (Medias marca polo Ralph Lauren),
se observa que tanto el pais exportador, como el pais de compra y el pais de procedencia
corresponde a Panama. En ambos casos el exportador o proveedor en el exterior estd
ubicado en Panama.

Las declaraciones de importacién antes mencionadas tienen un valor FOB total de
USD 4.080,90

Diciembre de 2022: Declaraciones de importacion mimeros 902022000205266-1,
902022000211452-1 y 902022000211454-4 con valor FOB de USD 520,20, USD 658,20 y
USD 162, 84; en las cuales, si bien aparece la RPDC como pais de origen de la mercancia
(Medias marca polo Ralph Lauren), se observa que tanto el pais exportador, como el pais
de compra y el pais de procedencia corresponde a Panama. En todos los casos el exportador
o proveedor en el exterior estd ubicado en Panamd.

Las declaraciones de importacién antes mencionadas tienen un valor FOB total de USD
1.341,24.

Aunque se encontraron operaciones que corresponden a los valores aproximados sefialados por el
International Trade Centre (ICT) Trade Map en las Tablas 1 v 2, es importante anotar que las
Resoluciones del Consejo de Seguridad de Naciones Unidas solo indican el eapitulo del Sistema
Armonizado (SA) o hacen una mencién general de la mercancia, por lo que de la deseripeion que
aparece en las declaraciones de importacién no se podria inferir que las mismas serdn utilizadas

en armamento nuclear o misiles.

Los capitulos 61 y 84 del SA comprenden una amplia gama de articulos, y en consecuencia, no
todos los bienes de dichos capitulos podrian estar incluidos dentro de las prohibiciones de las
Resoluciones del Consejo de Seguridad de Naciones Unidas.
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De otra parte, es de resaltar que, aunque las mercancias tenian como pais de origen a la RPDC, en
ningtin caso este fue el pais exportador, de compra o de procedencia.

Igualmente, existe la posibilidad de haberse cometido un error de digitacion en la casilla No. 66
del codigo pais de origen en las declaraciones de importacion, es decir, que en realidad el origen
es la Republica de Corea (190) y no la RPDC (187). La informacién encontrada se remitird para
las acciones de correspondencia en ¢l control posterior.

Si los cargamentos de la RPDC a Colombia que contenian los articulos relevantes fueron
inspeccionados de conformidad con el parrafo 18 de la resolucion 2270 (2016), v de ser asi,
la razon por la cual no fueron incautados y dispuestos de conformidad con el parrafo 20 de
la resolucion 2397 (2017).

Es importante tener en cuenta que el ingreso de las mercancias al pais esta sometido a tres etapas
de control aduanero: i) previo; i) simultaneo y; iii) posterior.

El control previo se surte en el momento en que la mercancia (carga) llega a los aeropuertos,
puertos o cruces de frontera, etapa en la cual los transportadores internacionales informan a la
Direccién de Impuestos y Aduanas Nacionales (DIAN), a

través de los Sistemas Informaticos Electronicos, los datos relacionados en los documentos de
transporte, entre ellos, el pais de embarque, pues no conoce el pais de origen o de negociacion de
la mercancia. Aunque sistema de la DIAN contiene la informacién entregada por los
transportadores, esta entidad no puede detectar si una mercancia tiene como origen la RPDC.

El control simultaneo tiene lugar cuando una vez surtida la etapa del control previo, los usuarios
presentan las declaraciones de importacion y solicitan el levante de las mercancias a través de los
sistemas informaticos de la DIAN.

Al respecto, y acatando el Convenio de Facilitacién al Comercio (AFC) de la Organizacion
Mundial de Comercio (OMC), la DIAN cuenta con un sistema de selectividad yperﬁlanuento de
1lesgo yen tal sentido las declaraciones pueden ser seleccionadas para inspeccién fisica,
inspeccidén documental u obtener levante automatico. En este ultimo caso no se hace inspeccion

alguna.

Igualmente, en virtud de las mismas normas de facilitacién, hay importadores que después de
haber cumplido una serie de requisitos son reconocidos por la DIAN y otras entidades de control
como Operadores Econémicos Autorizados (OEA), cuyas operaciones de comercio exterior no
representan riesgo Estos importadores tienen beneficios, entre ellos, la obtencién del levante
automatico de las mercancias, sin que ello impida que puedan ser sometidas a acciones de control.

Por tltimo, el control posterior corresponde a las facultades de fiscalizacion que gjerce la autoridad
aduanera sobre las mercancias que han obtenido el levante, en virtud del cual es posible incautarlas
o aplicar sanciones conforme a la normatividad aduanera vigente.

Como se indico en el punto anterior, las Resoluciones del Consejo de Seguridad de Naciones
Unidas solo se refieren al capitulo del Sistema Armonizado o hacen una mencién general de la
mercancia, v de la descripeién que aparece en las declaraciones de importacién, por lo que no se
podria inferir si dichas mercancias seran utilizadas en armamento nuclear o misiles, asi como
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tampoco en armamento quimico y biolégico. Acorde con lo anterior, las mercancias no fueron
incautadas /o eliminadas.

Adicionalmente, conforme a la legislacion interna se debe adelantar un proceso de definicién de
situacion juridica de las mercancias que respete al debido proceso.

3. Cualquier otra informacion relevante y/o accion tomada por las autoridades colombianas

con respecto a las exportaciones de la RPDC a Colombia (importaciones).

Las operaciones de referencia tienen a Estados Unidos y Panamd como paises de exportacién,
de compra o de procedencia. En tal sentido se entiende que, aunque la mercancia haya sido
fabricada en la RPDC, la transaccién no se adelanto con este pais.

Con respecto a las medidas adoptadas, uno de los principios en que se fundamenta el Decreto
1165 de 2019, por ¢l cual se dictan disposiciones relativas al Régimen de Aduanas de Colombia
es, precisamente, el de seguridad v facilitacion en la cadena logistica de las operaciones de
comercio exterior. Esto quiere decir que el control se cumplird bajo un sistema de gestion de
riesgo que permita neutralizar el contrabando, el lavado de activos, fortalecer la seguridad en las
fronteras, asi como prevenir el riesgo ambiental y la proliferacién de armas de destruccién
masiva.

En esa linea, las Resoluciones del Consejo de Seguridad de Naciones Unidas son socializadas
con las Direcciones Seccionales de la DIAN para su observancia y cumplimiento, sin desconocer
los instrumentos internacionales que en materia de agilizacién de las operaciones de comercio
exterior nos corresponde aplicar, tal como es el AFC de la OMC.

Asi mismo, desde esa entidad se han expedido comunicaciones a las Direcciones Seccionales,
mediante las cuales se imparten lineamientos relativos al reconocimiento de carga y de otra parte,
se han realizado solicitudes de selectividad aduanera en los que se dan instrucciones para efectos
de aplicacion de controles.

Finalmente, es importante mencionar que en la actualidad la DIAN adelanta un proceso de
modernizacién teenoldgica que incluye el fortalecimiento del sistema de gestién de riesgos, lo
que seguramente redundara en un control mas efectivo.

IMPORTACIONES DE LA RPDC DESDE COLOMBIA (EXPORTACIONES)

Tabla 3. Hierro y acero (SA 72)

24-02094

Fecha Valor Aproximado (USD)
Diciembre de 2022 1.590.000
1. Confirmar si los datos son exactos. De ser inexactos presentar copias digitales de

documentos originales o una explicacion sobre la causa de la inexactitud.

Revisadas las bases estadisticas de exportaciones del mes de diciembre de 2022
https://www.dian. gov.co/dian/cifras/Paginas/Bases-Estadisticas-de-Comercio-
Exteriorlmportaciones-v-Exportaciones.aspx, se encontrd una exportacion desde Colombia,
consistente en mercancia de la partida arancelaria 7202600000 (ferroniquel) por valor FOB de
USD 1.589.688,33 que en la casilla del pais de destino aparece la RPDC (187).
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Sin embargo, luego de verificar la razdén social y domicilio del destinatario se observa que la
mercancia va dirigida para la empresa “M/S POSCO con direccién 6261 DONGHAEAN - RO
NAM - GU POHANG- SI GYEONGSANGEUK- DO THE REPUBLIC OF KOREA™ ubicada
en la Republica de Corea, segin informacion dispon_ible en
httvs W\Jm, pOSCO.CO. kl 'llomfvage docs/eng6/jsp/company/posco/s91al000012c.jsp y en

Conforme a ello, se trata de un error en el diligenciamiento de la declaracién de exportacion en
la casilla de pais de destino, por lo que el tema también serd remitido al drea competente del
control posterior.

Si los cargamentos de Colombia a la RPDC que contenian los articulos relevantes fueron
inspeccionados de conformidad con el parrafo 18 de la resolucion 2270 (2016), v de ser asi,
la razon por la cual no fueron incautados y dispuestos de conformidad con el parrafo 20 de
la resolucion 2397 (2017).

No se puede contestar esta pregunta, por cuanto la operacion de exportacion tiene como destino
real una empresa ubicada en la Republica de Corea.

Cualquier otra informacion relevante y/o accion realizada por las autoridades colombianas
con respecto a las importaciones de la RPDC desde Colombia (Exportaciones).

No se puede contestar esta pregunta, por cuanto la operacion de exportacion tiene como destino
real una empresa ubicada en la Republica de Corea.

CONTROL ADUANERO

1.

Rechazo o incautacion.

En relacion con cualquier caso de rechazo del despacho de aduana o incautacion de mercancias
que involueren a la RPDC como pais de destino/consignacién/origen, fabricacion o transito, se
adjunta un cuadro con la informacién suministrada por la DIAN correspondiente a “los registros
de las aprehensiones realizadas cuyo posible pais de procedencia es la RPDC, para los afios
2022y 2023 con corte al 18 de junio de 2023, los reportes incluyen (en orden de aparicion), las
siguientes colummas: Pais de procedencia, Clasificacion Arancelaria, Descripcion de la
mercancia aprehendida, Unidad de medida, Cantidad de mercancia aprehendida, Niimero de
aprehensiones y valor de las aprehensiones realizadas™.

Informacion que pudiera considerarse pertinente para el trabajo segin lo dispuesto por el
Consejo de Seguridad a este respecto.

Con miras a una implementacion que permita cumplir estrictamente con las Resoluciones del
Consejo de Seguridad de Naciones Unidas, para Colombia, especialmente para la DIAN, seria
valioso conocer las mejores practicas mnternacionales que se aplican en los diferentes paises
encaminadas al cumplimiento de lo dispuesto en las resoluciones del Consejo de Seguridad de
las Naciones Unidas relativas a la RPDC y su articulacion con las normas de facilitacion de
comercio, dada la dificultad para detectar que una mercancia tiene como origen la RPDC. Por
gjemplo, cuando ha sido comprada en un pais diferente y adicionalmente es embarcada en otro
(procedencia) que no corresponde ni al de compra ni al de origen.
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Colombia (Translated from Spanish)

Ministry of Foreign Affairs of Colombia

Office of the Director of Multilateral Political Affairs

Office of the Deputy Minister of Multilateral Affairs

Reply to the request of the Panel of Experts established pursuant to Security Council

resolution 1874 (2009)

12 July 2023

Request sent to Colombia through communication S/AC.49/2023/PE/0OC.112 of 15 June 2023

The following information is based on the reply of the Directorate of National Taxes and Customs of Colombia.

Exports from the Democratic People’s Republic of Korea to Colombia (imports)

1. Confirmation as to whether the following data are accurate. If they are inaccurate, please submit digital

copies of original documents or an explanation of the cause of the inaccuracy:

Table 1. Machinery (HS code 84)

Date Approximate value (United States dollars)
October 2022 1,000
November 2022 2,000
January 2023 1,000

Regarding the transactions in table 1, the customs computer system was consulted and the following

information was found:

a. October 2022: import declaration No. 032022001424645-0, with a customs value of $808.77.

Although the Democratic People’s Republic of Korea appears as the country of origin of the goods

(transmission separator discs), the United States of America is the country of export, the country of

purchase and the country of provenance. This means that the exporter or overseas supplier is

located in the United States.

24-02094
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b.

November 2022: import declarations No. 412022000017644-8, No. 412022000017649-4, No.
412022000017650-2 and No. 412022000017659-8, with free-on-board values of $95.90, $29.00,
$47.54 and $6.46, respectively.

Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(cylinder heads, vehicle oil filters, air filters, gas filters and clutches), Panama is the country of export,
the country of purchase and the country of provenance. In all cases, the exporter or overseas

supplier is located in Panama.

Declaration No. 032022001650505-6 was also found, with a free-on-board value of $1,681.73.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(Hyundai machine control units), the United States is the country of export, the country of purchase
and the country of provenance. The exporter or overseas supplier is located in the United States.

The importer is an authorized economic operator.

Those import declarations have a total free-on-board value of $1,860.63.

January 2023: import declaration No. 032023000086977-7, with a customs value of $758.89.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(random access memory (RAM)/replacement computerized tomography system), the United States

is the country of export, the country of purchase and the country of provenance.

Table 2. Textiles (HS code 61)

Date Approximate value (United States dollars)
November 2022 4,000
December 2022 1,000

Regarding the transactions in table 2, the customs computer system was consulted and the following

information was found:

a.
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November 2022: import declarations No. 902022000180606-2 and No. 902022000200831-0, with
free-on-board values of $30.42 and $4,050.48. Although the Democratic People’s Republic of Korea

appears as the country of origin of the goods (Ralph Lauren Polo brand socks), Panama is the country
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of export, the country of purchase and the country of provenance. In both cases, the exporter or

overseas supplier is located in Panama.

Those import declarations have a total free-on-board value of $4,080.90.

b. December 2022: import declarations No. 902022000205266-1, No. 902022000211452-1 and No.
902022000211454-4, with free-on-board values of $520.20, $658,20 and $162.84. Although the
Democratic People’s Republic of Korea appears as the country of origin of the goods (Ralph Lauren
Polo brand socks), Panama is the country of export, the country of purchase and the country of

provenance. In all cases, the exporter or overseas supplier is located in Panama.

Those import declarations have a total free-on-board value of $1,341.24.

Although transactions were found that correspond to the approximate values indicated in the
International Trade Centre Trade Map in tables 1 and 2, the Security Council resolutions contain only
the Harmonized System chapter or a general reference to the goods. As a result, from the description
that appears in the import declarations, it cannot be inferred that they will be used in nuclear weapons

or missiles.

Harmonized System chapters 61 and 84 comprise a wide range of items. Consequently, not all the goods

in those chapters could be subject to the prohibitions in the Security Council resolutions.

Furthermore, although the Democratic People’s Republic of Korea was the country of origin of the goods,

in no case was it the country of export, the country of purchase or the country of provenance.

It is also possible that a typographical error was made when the code for the country of origin was
entered in field 66 of the import declarations and that the country of origin is in fact the Republic of
Korea (190) rather than the Democratic People’s Republic of Korea (187). The information found will be

forwarded for appropriate action during the post-clearance inspection.

2. Whether the cargoes from the Democratic People’s Republic of Korea to Colombia containing the
relevant items were inspected pursuant to paragraph 18 of resolution 2270 (2016), and if so, the reason

why they were not seized and disposed of pursuant to paragraph 20 of resolution 2397 (2017)

The entry of goods into the country is subject to three stages of customs inspection: (i) pre-clearance; (ii)

in-clearance; and (iii) post-clearance.
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Pre-clearance inspections are conducted when goods (cargo) arrive at airports, ports or border crossings,
at which point international shippers inform the Directorate of National Taxes and Customs, through the
electronic information services, of the data related to the shipping documents, including the country of
shipment, since they do not know the country of origin or brokerage of the goods. Although the
Directorate’s system contains the information provided by the shippers, the Directorate cannot detect

whether goods originate from the Democratic People’s Republic of Korea.

In-clearance inspections are carried out when users submit import declarations and request the release

of goods through the Directorate’s computer systems after completion of pre-clearance inspections.

In that regard, in line with the World Trade Organization Agreement on Trade Facilitation, the Directorate
has a system of risk selectivity and profiling in which declarations can be selected for physical inspection,

documentary inspection or automatic release. In the case of automatic release, no inspection is made.

Under the same facilitation rules, there are importers that, having fulfilled a series of requirements, are
recognized by the Directorate and other monitoring bodies as authorized economic operators, whose
foreign trade transactions pose no risk. Those importers enjoy benefits, such as the automatic release of

goods, though they can still be subject to inspections.

Lastly, post-clearance inspections are carried out pursuant to the customs authority’s powers of oversight
over goods that have been released and can therefore be seized or subject to penalties in accordance

with the customs rules in force.

As stated above, the Security Council resolutions contain only the Harmonized System chapter or a
general reference to the goods, and it cannot be inferred from the descriptions set out in the import
declarations that the goods will be used in nuclear weapons or missiles, or in chemical or biological

weapons. In view of the foregoing, the goods were not seized or disposed of.

In addition, under Colombian law, a procedure consistent with due process needs to be initiated in

order to determine the legal status of the goods.

3. Any other relevant information and/or action taken by the Colombian authorities with respect to

exports from the Democratic People’s Republic of Korea to Colombia (imports)
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In the above-mentioned transactions, the United States and Panama are the countries of export,
purchase and provenance. Although the goods were manufactured in the Democratic People’s Republic

of Korea, therefore, the transactions were not carried out with that country

With regard to the action taken, one of the principles underlying Decree No. 1165 of 2019, regulating the
customs regime of Colombia, is precisely the security and facilitation of the logistical chain for foreign
trade operations. In other words, inspections shall be conducted pursuant to a risk-management system
that will prevent smuggling and asset laundering, strengthen border security, mitigate environmental risk

and prevent the proliferation of weapons of mass destruction.

In that regard, the Security Council resolutions are disseminated to the Directorate’s local offices to
ensure that they are observed and complied with, without prejudice to international instruments that
must be applied to facilitate foreign trade operations, such as the World Trade Organization Agreement

on Trade Facilitation.

The Directorate has also sent its local offices communications containing guidelines on cargo inspections

and has issued requests for selective customs checks.

Lastly, the Directorate is currently upgrading its technology. This includes strengthening the risk

management system, which will no doubt result in more effective inspections.

Imports to the Democratic People’s Republic of Korea from Colombia (exports)

Table 3. Iron and steel (HS 72)

Date Approximate value (United States dollars)

December 2022 1,590,000

1. Confirmation as to whether the data are accurate. If they are inaccurate, please submit digital copies of

original documents or an explanation of the cause of the inaccuracy.

During the review of the statistical databases for exports from December 2022

(https://www.dian.gov.co/dian/cifras/Paginas/Bases-Estadisticas-de-Comercio-Exterior-Importaciones-

y-Exportaciones.aspx), an export from Colombia was found, consisting of goods under tariff heading

7202600000 (ferronickel) with a free-on-board value of $1,589,688.33. The field for the country of

destination contains the Democratic People’s Republic of Korea (code 187).
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Upon verification of the registered name and address of the receiver, however, it was observed that the
goods were addressed to the company Posco at 6261 Donghaean-ro, Nam-gu, Pohang-si,

Gyeongsangbuk-do, Republic of Korea. That location is confirmed by the information available at

219

https://www.posco.co.kr/homepage/docs/eng6/isp/company/posco/s91a1000012c.js and

https://en.wikipedia.org/wiki/POSCO.

An error would therefore seem to have been made when the field of the export declaration containing
the country of destination was completed. The matter will also be forwarded for appropriate action

during the post-clearance inspection.

Whether the cargoes from Colombia to the Democratic People’s Republic of Korea containing the
relevant items were inspected pursuant to paragraph 18 of resolution 2270 (2016), and if so, the reason

why they were not seized and disposed of pursuant to paragraph 20 of resolution 2397 (2017).

This question cannot be answered because the actual destination of the export operation was a company

located in the Republic of Korea.

Any other relevant information and/or action taken by the Colombian authorities with respect to imports

to the Democratic People’s Republic of Korea from Colombia (exports).

This question cannot be answered because the actual destination of the export operation was a company

located in the Republic of Korea.

Customs control

1.

Rejection or seizure

Regarding any cases of rejection of customs clearance or seizure of goods involving the Democratic
People’s Republic of Korea as a country of destination/consignment/origin, manufacture or transit, a
table is attached with information provided by the Directorate on records of seizures of goods whose
country of origin could be the Democratic People’s Republic of Korea, from 1 January 2022 to 18 June

2023, including (in order of appearance) the following columns: country of provenance, tariff

219 Translator’s note: the hyperlink provided in the original does not work. For the Posco webpage containing information about the
location, see https://www.posco.co.kr/homepage/docs/eng7/jsp/common/posco/s91a1000010c.jsp.
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classification, description of goods seized, unit of measure, quantity of goods seized, number of seizures

and value of goods seized.

2. Information that could be considered relevant to the Panel’s work as mandated by the Security Council

in this regard

To ensure that implementation fully complies with the Security Council resolutions, it would be useful for
Colombia, in particular the Directorate, to be aware of the best international practices applied in different
countries to implement Security Council resolutions related to the Democratic People’s Republic of Korea
and the ways in which those resolutions relate to the rules on trade facilitation, given the difficulty of
detecting that goods originate in the Democratic People’s Republic of Korea, for example, when goods
have been purchased in a different country and are also shipped from another country (of provenance)

that is neither the country of purchase nor that of origin.
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Letter from the Permanent Mission of the Republic of Seychelles and Seychelles’ reply

THE PERMANENT MISSION OF THE REPUBLIC OF SEYCHELLES

TO THE UNITED NATIONS

685 THIRD AVENUE, SUITE 1107, 11~ FLOOR NEW YORK, NY 10017
TEL: 212.972.1785 FAX: 212.972.1786

EMAIL: seychellesmission@sycun.org

Note No: SMUN/173/2023

New York, 22 August 2023

Dear-

| have the honor to write to you in your capacity as Acting Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009) and make reference to your letter dated 15 June 2023,
Reference No.: S/AC.49/2023/PE/OC.119, regarding the implementation of the measures imposed on the
Democratic People’s Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 1874 (2009), 2087
(2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017), in
particular incidents of non-compliance.

In endeavoring to assist the Panel in its investigation, | further have the honor to inform you that, after an
extensive enquiry into the matter by the Seychelles Revenue Commission, it was found that the data
published was, in fact, inaccurate. During the period in question between October 2022 and March 2023,
there were three (3) imports originating from the Republic of Korea (ROK):

a. BOE C27979 dated 23/11/2022 - Airport Cargo (SCAC)

Exporter:

D-I Industrial CO. Ltd

13, Namgang-R0O 1367BEON-GIL, JINJU-SI, Gyeonganam-Do, Korea, 52781
Tel: +82 55760 5520

Fax: +82 55 755 5529

The country code of the ROK is (+82). The product is made in ROK.

Port of loading: Incheon Airport, Republic of Korea
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b. BOE C21539 dated 13/12/2022 - Seaport (SCPO)
Exporter:

SAMSUNG Electronic Co. Ltd

129, Samsung-RO, Yeongtong-Gu, Suwon 16677 Gyeonggi-Do, Republic of Korea
c. BOE 1674 dated 25/01/2023 - Seaport (SCPO)
Seller:

Dong Ah Fishing Industries Co., Ltd.

1100-9 Janglim-Dong, SAHA-GU,

Busan, Republic of Korea

Country of Origin: Republic of Korea (ROK) - South Korea
Country of Export: Busan, Korea

In all three cases, the Bills of Entry (BOE) presented for the clearance of those goods identified the country of
export and the country of origin in boxes 15 and 16 respectively, as being the Democratic People's Republic of
Korea. These were erroneous entries on the part of the declarants, as can be seen from the attached copies
of the original documents.

The Seychelles Revenue Commission (SRC) could not find an entry within its system dated October 2022
under HS Code 72 that is highlighted in your letter.

In concluding, | wish to convey that the review conducted by the SRC found that there is a gap in Seychelles’
national legislative framework to domesticate UNSC sanction measures and that the country is embarking on
a wider consultative process to address this gap.

The Seychelles Permanent Mission to the United Nations, remains at your disposal for any further clarification
on this matter.

Please accept the assurances of my highest consideration.

H.E. Mr. Ian Madeleine
Ambassador

_ Permanent Representative

Acting Coordinator of the Panel of Experts
established pursuant to Security Council resolution 1874 (2009)
United Nations

New York
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Annex 36: Comparison Table on DPRK Trade Statistics and replies provided by Member States

** Note: DPRK Trade Statistics and Member State’s reply cover the six-month period of April 2023-
September 2023/ Highlighted are restricted commodities.

As of 1 January 2024 / *Unit: Thousand USS$

Member State Trade Volume w/ DPRK ‘ Restricted HS Code Trade w/ DPRK
(MS) Export to Import from ‘ Export to Import from
| Customs
29 (HS Code 12) declarations system
. 1 (HS Code 61) does not contain
AT v 17 6 (HS Code 84) any information
8 (HS Code 85) related to such
import from DPRK.
) | Aruba
(teritory of the 0 7,965 gs(%(ngoigd;Sf“)
Netherlands)
| Austria 0 734 (Not Restricted)
390 (HS Code 72)
4 (HS Code 73)
Barbados 0 752 301 (HS Code 84)
55 (HS Code 85)
< | Belgium,
Rty 34 9 7 (HS Code 84)
" Belize 0 30 30 (HS Code 84)
7/ | Brazil,
Federative 0 5 4 (HS Code 58)
Republic of
8 Confirmed errors
due to miscoded
Canada 4 0 | 1 (HS Code 85) country variables
in the customs
data.
9 Goods are items
14265 (HS Code 72) :‘l:’: f;‘;"::l‘:ed by
16 (HS Code 72) 114 (HS Code 73) | (i oge rvesolu tions
50 (HS Code 73) 3585(HS Code 50) o for the use of
China, 48 (HS Code 82) 4 (HS Code 58) international
People's 992,366 142,764 | 1 (HS Code 83) oreanizations in
Republic of 812 (HS Code 84) o S
295 (HS Code 85) offices in the
3 (1S Code 87) DPRK which did
not violate UNSC
resolutions.
10 Errors with
country code as
el Clods 5 none of the cases
3 (HS Code 61) were DPRK
Colombia 0 180 1 (HS Code 73) Some items 'coul d
136 (HS Code 84) .
not be subject to
8 (HS Code 85) UNSC
resolutions.
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25

26
27
28

29

30

31

Member State Trade Volume w/ DPRK Restricted HS Code Trade w/ DPRK

(MS) Export to ‘ Import from ‘ Export to Import from
Costa Rica 0 206 179 (HS Code 84)
Cyprus 3 0 (Not Restricted)
Denmark, .
Riosloma? 112 0 (Not Restricted)
Ecuador 2 0 (Not Restricted)
Gambia 0 11 (Not Restricted)
Greece 181 17 (Not Restricted)
1 (HS Code 84)
Ggeng U i 36 (HS Code 85)
Hungary 1 0 | 1 (HS Code 84)
7 (HS Code 56)
191 (HS Code 72)
. 9 (HS Code 85) 21 (HS Code 73)
Ee %) 3141 (HS Code 87) 58 (HS Code 74)
8 (HS Code 84)
16 (HS Code 85)
Indonesia TR Ceib)
Republic :)f 138 90 | 138 (HS Code 84) 6 (HS Code 74)
P 6 (HS Code 84)
Italy 0 30 (Not Restricted)
Madagascar, .
gl o 0 21 (Not Restricted)
Mongolia 128 247 (Not Restricted)
Netherlands, 159 35 1 (HS Code 73)
Kingdom of the 1 (HS Code 85)
Poland, .
Agmisle o 198 4 (Not Restricted)
Romania 0 3 (Not Restricted)
Slovenia 0 2 (Not Restricted)
South Africa,
Rl of 4 10 1 (HS Code 63)
Spain, 0 24 1 (HS Code 84)
Kingdom of 22 (HS Code 85)
Thailand,
Rzl 0 20 19 (HS Code 85)
Country of origin
was mistakenly
Ukraine 0 8 3 (HS Code 54) indicated as

DPRK instead of
ROK

Source: ITC Trade Map, accessed on 1 January 2024, annotated by the Panel.
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Annex 37: Imported Trucks and Agricultural equipment in DPRK

The Panel investigated the open source information??° about possible violation of restrictions imposed
by Security Council resolutions relating to transfer to DPRK of all industrial machinery (HS codes 84
and 85) and transportation vehicles (HS codes 86 through 89, which appeared on a number of images
taken in DPRK in 2023.

In April 2023 DPRK authorities presented vehicles, to “districts administering major streets of
Pyongyang” (Figure 1). NK News identified them as Chinese-made vehicles: QY16K crane truck
Duolika D6 large white and green street sweeper;- MN-F2000 small single-seat street sweeper vehicles,
Dragon 5 brown flatbed industrial trucks with mounted cranes.

Figure 1

Source: Rodong Shinmun.

On another occasion, authorities had presented the Ryonpho Greenhouse Farm?? with vehicles and
equipment, which, according to the same NK News analysts, included: Chinese-made industrial truck,
flatbed trucks, container, walking tractors (figure. 2).

220 http://rodong.rep.kp/en/index.php? MTIAMjAyMyOwNCOXxNS1IMDA3QDE1QDFAQDBANQ==
221 http://kena.kp/en/article/q/f8¢f900be172eb0560855b50433301e3.kemsf
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Figure. 2

Source: NK News.

Source: NK News, comparing images from KCTV (April 6, 2023) (right) and a Jiulin manufactured

tractor (left)**

22 See https://www.nknews.org/pro/north-koreas-display-of-new-chinese-trucks-points-to-production-issues-at-home/; and
2023http://kena.kp/en/article/q/f8cf900bel72eb0560855b50433301e3.kemsf
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China’s reply to the Panel’s enquiry (OC. 231, see Annex 40 for a compilated reply)

To the Panel’s request concerning this case China replied: “By November 2017, the UN Security
Council had not yet listed vehicles as prohibited goods for export to the DPRK. Records were found on
exports of passenger cars and trucks to the DPRK during this period, and these were normal exports.
Since the adoption of the UN Security Council Resolution 2397, all vehicles exported from China to
the DPRK have been for the use of international organizations in their project offices in the DPRK, and
they do not involve any violations of UN Security Council resolutions”.
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Annex 38: List of HS Codes the Panel applies to monitor the sectoral ban

Below is the list of HS codes assigned for each category of goods under sectoral ban by relevant UN
Security Council resolutions. This list supersedes S/2018/171, annex 4, as amended by
S/2018/171/Corr.1. This list does not include items banned by previous resolutions such as arms

embargo dual-use items and luxury goods. - See
https:/Awww.un. orq/securltycounuI/sanctlons/1718/proh|blted items for the complete list of
prohibited goods.
a. Items prohibited from being exported to the DPRK
Item HS Codes Description Resolutions
Condensates 2709 | Qils; petroleum oils and oils obtained from bituminous | Para. 13 of
and natural minerals 2375 (2017)
gas liquids
2711 | Petroleum gases and other gaseous hydrocarbons
Industrial 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 7 of
machinery appliances; parts thereof 2397 (2017)
85 | Electrical machinery and equipment and parts thereof;
sound recorders and reproducers; television image and
sound recorders and reproducers, parts and accessories
of such articles
Transportation 86 | Railway, tramway locomotives, rolling-stock and parts | Para. 7 of
vehicles?2 thereof; railway or tramway track fixtures and fittings | 2397 (2017)
and parts thereof; mechanical (including electro-
mechanical) traffic signaling equipment of all kinds
87 | Vehicles; other than railway or tramway rolling stock,
and parts and accessories thereof
88 | Aircraft, spacecraft and parts thereof 224
89 | Ships, boats and floating structures
Iron, steel 72-83 Para. 7 of
and other 2397 (2017)
metals 72 | Iron and steel
73 | Atrticles of iron or steel
74 | Copper and articles thereof
75 | Nickel and articles thereof
76 | Aluminum and articles thereof

223 Pursuant to paragraph 30 of resolution 2321 (2016) and paragraph 14 of resolution 2397 (2017), States shall prevent the direct
or indirect supply, sale or transfer to the DPRK, through their territories or by their nationals, or using their flag vessels or aircraft,
and whether or not originating in their territories, of new helicopters, new and used vessels, except as approved in advance by the
Committee on a case-by-case basis.

224 Shall not apply with respect to the provision of spare parts needed to maintain the safe operation of DPRK commercial civilian passenger
aircraft (currently consisting of the following aircraft models and types: An-24R/RV, An-148-100B, 1I-18D, 11-62M, Tu-134B-3, Tu-154B, Tu-
204-100B, and Tu-204-300).
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78

Lead and articles thereof

79

Zinc and articles thereof

80

Tin and articles thereof

81

Other base metals; cermets; articles thereof

82

Tools, implements, cutlery, spoons and forks, of base
metal; parts thereof of base metal

83

Miscellaneous articles of base metal

236/627
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b. Items prohibited from being imported from the DPRK

Item HS Codes Description Resolutions
Coal 2701 | Coal; briquettes, ovoids and similar solid fuels Para. 8 of
manufactured from coal 2371 (2017)
Iron Ore 2601 | Iron ores and concentrates, including roasted iron
pyrites
Iron 72 | Iron and steel (7201-7229)
Iron and 73 | Articles of Iron and steel (7301-7326)
Steel
products
Gold 261690 | Gold ores and concentrates Para. 30 of
. . 2270 (2016)
7108 | Gold (incl. put plated), unwrought, semi-manufactured
forms or powder
710811 | Gold powder, unwrought
710812 | Gold in other unwrought forms
710813 | Gold in other semi-manufactured forms
710820 | Monetary gold
Titanium 2614 | Titanium ores and concentrates
Vanadium 2615 | Vanadium ores and concentrates
Rare Earth 2612 | Uranium or thorium ores and concentrates [261210
Minerals and 261220]
2617 | Ores and concentrates, [Nesoi code 261790 - Other
Ores and Concentrates]
2805 | Alkali metals etc., rare-earth metals etc., mercury
2844 | Radioactive chemical elements and isotopes etc.
Copper 74 | Copper and articles thereof (7401-7419) Para. 28 of
2321 (2016)
2603 | Copper ores and concentrates
Zinc 79 | Zinc and articles thereof (7901-7907)
2608 | Zinc ores and concentrates
Nickel 75 | Nickel and articles thereof (7501-7508)
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2604 | Nickel ores and concentrates
Silver 2616100 | Silver ores and concentrates
7106, 7107 | Silver unwrought or semi manufactured forms, or in
powdered forms; base metals clad with silver, not
further worked than semi-manufactured
7114 | Articles of goldsmiths or silversmiths’ wares or parts
thereof, of silver, whether or not plated or clad with
other precious metal
Seafood 3 | Fish and crustaceans, mollusks and other aquatic Para. 9 of
(including invertebrates (0301-0308) 2371 (2017)
fish,
crustaceans, 1603 | Extracts and juices of meat, fish or crustaceans,
mollusks, and mollusks or other aquatic invertebrates)
other aquatic
!nvertebrates 1604 | Prepared or preserved fish; caviar and caviar
in all forms) substitutes prepared from fish eggs
1605 | Crustaceans, mollusks and other aquatic invertebrates,
prepared or preserved
Lead 78 | Lead and articles thereof (7801-7806) Para. 10 of
2371 (2017)
Lead ore 2607 | Lead ores and concentrates
Textiles 50-63 Para. 16 of
(including — - - 2375 (2017)
but not 50 | Silk, including yarns and woven fabrics thereof
Iimit_ed to 51 | Wool, fine or coarse animal hair, including yarns and
fabrics and woven fabrics thereof; horsehair yarn and woven
partially or fabric
fully
completed 52 | Cotton, including yarns and woven fabrics thereof
apparel 53 | Vegetable textile fibres nesoi; yarns and woven fabrics
products) e .
of vegetable textile fibres nesoi and paper
54 | Manmade filaments, including yarns and woven
fabrics thereof
55 | Manmade staple fibres, including yarns and woven
fabrics thereof
56 | Wadding, felt and nonwovens; special yarns; twine,
cordage, ropes and cables and articles thereof
57 | Carpets and other textile floor covering
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58 | Fabrics; special woven fabrics, tufted textile fabrics,
lace, tapestries, trimmings, embroidery

59 | Textile fabrics; impregnated, coated, covered or
laminated; textile articles of a kind suitable for
industrial use;

60 | Knitted or crocheted fabrics

61 | Apparel and clothing accessories; knitted or crocheted;

62 | Apparel and clothing accessories; not knitted or
crocheted;

63 | Textiles, made up articles; sets; worn clothing and
worn textile articles; rags

Agricultural 07 | Vegetables and certain roots and tubers; edible Para. 6 of

products i i : : resolution
08 | Fruit and nuts, edible; peel of citrus fruit or melons 2397 (2017)

12 | Oil seeds and oleaginous fruits; miscellaneous grains,
seeds and fruit, industrial or medicinal plants; straw and

fodder
Machinery 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 6 of
appliances; parts thereof resolution
- - - - 2397 (2017)
Electrical 85 | Electrical machinery and equipment and parts thereof;
equipment sound recorders and reproducers; television image and

sound recorders and reproducers, parts and accessories
of such articles

Earth and 25 | Salt; sulphur; earths, stone; plastering materials, lime
stone and cement

including

magnesite

and magnesia

Wood 44 | Wood and articles of wood; wood charcoal

Vessels 89 | Ships, boats and floating structures

c. For paragraphs 4 and 5 of resolution 2397 (2017), the Panel uses the following HS codes. The Panel
notes that annual caps are placed for the two items below.

e HS 2709: crude oil [cap: 4 million barrels or 525,000 tons ]
e HS 2710, HS 2712 and HS 2713: refined petroleum products [ cap: 500,000 barrels ]

Source: The Panel.
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Annex 39: Replies from Member States to the Panel’s enquiries

Letter from the Permanent Mission of Armenia and Armenia’s reply

240/627

PERMANENT MISSION OF THE REPUBLIC OF
ARMENIA TO THE UNITED NATIONS

119 East 36th Street, New York, New York 10016
Tel: 212-686-9079 Email: armenia@missionun.org

UN/3101/002/2024

The Permanent Mission of the Republic of Armenia to the United Nations presents its
compliments to the Panel of Experts established pursuant to Security Council Resolution 1874
(2009), and, with reference to the letter S/AC.49/2023/PE/OC.472 dated 8 December 2023, has
the honour to inform that, according to the response provided by the State Revenue Committee
of the Republic of Armenia, customs declarations in Armenia are submitted to the Customs
authorities of the Republic of Armenia in an electronic form. The customs declarations are
subsequently registered in the system ‘“National Single Window for Foreign Trade of the
Republic of Armenia”. The system does not contain any information related to the import from
DPRK of items under HS Code 12, HS Code 61, HS Code 84 and HS Code 85 for the period
between April 2023 and September 2023.

In case that additional data is provided regarding the transfer of above mentioned items to
the Republic of Armenia, the State Revenue Committee of Armenia will conduct further
investigation. The Permanent Mission of Armenia stands ready to provide any additional
clarification, as needed.

The Permanent Mission of the Republic of Armenia to the United Nations avails itself of

this opportunity to renew to the Panel of Experts established pursuant to Security Council
Resolution 1874 (2009) the assurances of its highest consideration.

New York, 5 January 2024

The Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)
New York
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Letter from the Permanent Mission of Canada and Canada’s reply

Permanent Mission of Canada Mission permanents du Canada )
to the United Mations auprés de I'"Organkzation des Mations Unies

January 17, 2024

Acting Coordinator of the Panel of Experts

established pursuant to Security Council Resolution 1874 (2009
United Nations Headquarters

New York, NY 10017

-

Thank you for your letter of December 8, 2023, reference 5/AC.49/2023/PE/OCATE, with
regard to ongoing efforts of the Panel of Experts established pursuant to Security Council
Besolution 1874 (2009) to gather. examine and analyse information regarding the
implementation of the measures imposed on the Democratic People’s Republic of Korea
(DPRK) by the referenced Security Council resolutions, in particular incidents of non-
compliance.

The Panel has written specifically “with regard to the DPRK's trade with Canada in items
that are covered by the relevant sectoral sanctions provisions in resolutions 2270 (2016),
2321 (2016), 2371 (2017). 2375 (2017) and 2397 (2017)", based on the Panel's analysis of
available trade data. Your letter also noted that the Panel seeks Canada’s assistance in
providing supplementary information concerning specific trade data reported by Canada
that lists the DPRK as the partner country.

The Government of Canada has determined that the instances in which the DFREis
reported as the partner country are either confirmed errors or highly likely to be errors.
The errors are most likely cases of miscoded country variables in the customs data.

Please note that we will be making changes within our national systems to replace
miscoded references to the DPREK with the correct pariner country in all these transactions.
Moving forward, we will work to modify our processes to detect potential reporting errors,
to reduce occurrences of trade being incorrectly attributed to the DPREK in published data.

With respect to the Panel’s request for information regarding any cases of rejection of
customs clearance or seizure of goods involving the DPRE as a country of destination /
consignment J origin / manufacture or transit, the Government of Canada affirms that
there have been no import seizures of goods from the DPRK as the country of purchase [/
origin
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Please be assured that the Government of Canada takes our obligations as a UN Member State with
the utmost seriousness. To that end, Canada continues to stand ready to support the important
work of the Panel. Please do not hesitate to contact us if you require any further clarifications.

242/627

Sincerely yours,

d’Affaires a.i.

Ambassador and Deputy Permanent
Representative
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China’s reply (see also annex 40, OC.359)

From April to September 2023, China did not import iron alloys, iron and steel products, textiles, or
other goods from the DPRK prohibited by relevant UN resolutions. The goods imported from the DPRK
under HS code 50 were mulberry silk and waste silk. Mulberry silk and waste silk are raw materials
and do not fall under the category of textiles prohibited from export by the UN resolutions, as China
has repeatedly stated to the Panel. During this period, all metal products, industrial machinery,
electronic equipment, and vehicles exported from China to the DPRK were purely for the use of
international organizations in their project offices in the DPRK, and did not involve any violations of
UN sanctions resolutions. We urge the Panel to demonstrate its professionalism, accurately determine
the scope of the resolutions and not to include any information unrelated to the resolutions in its final
report.
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Letter from the Permanent Mission of Colombia and Colombia’s reply

Permanent Mizssion of Colombia to the United Nations

DU SO -Z4-D00004
Mew York, Janisary 57, 2024

M=, Acrng Coordinams,

I have the hofoar b wfe o vou deganding vour  nob
SAACAY N2 PES/OCAT) dated December B, 3023, in which you rogoest
infosmacon with regard 1o the Democranc People’s Republic of Korea's (DPREK]) crade
with Colomibia in items that are covened by the relevant sectoral sanctions accanding fo
resolutions XFT0 2016, 2321 (20163, 2371 2017, 2375 (W01 7) and 2307 (201T).

Imi thst regard, please fnd snuched the official response by the Menisery of
Fl:rl'\-l,-.-“'l'l. Affzirs of Coloembia - Direction for Miehilareral Poliseal Affasrs — o yaMar
request (1 PDF fike); a copy of all the relevant import declarabons (16 PDF files); and
the repoat on the seimore of goods from the IPRE (1 excd fle).

Please accepe, Me. Aoing Coordinasor, the assarnce of my highest and most

dssmngaished considerarion.

R TA
Ambassedor, Pesmanenit H.-:-F'::cnmh':

Tao

v

Acting Coordinator of the Panel of Experis established pursuant o Secumty Coancil
Resclation 1874 (2009)

Hl;'.lr Yiork

|48 HAST 57 STRHEET - NEW YORE, MY, N2 - TELS (I3 3887776 - FAX (Z13) 371380
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COLOMBIA P
(@ VIDA T M o

DIRECCION DE ASUNTOS POLITICOS MULTILATERALES
Viceministerio de Asuntos Multilaterales

Respuesta requerimiento del Panel de Expertos establecido en
virtud de la Resolucién 1874 (2009) del Consejo de Seguridad

de las Naciones Unidas
Enero 2 de 2024

Requerimiento realizado a Colombia mediante comunicacién S/AC.49/2023/PE/OC.479

del 8 de diciembre de 2023.

La siguiente respuesta se remite, en virtud a la informacion suministrada por la
Direccion de Impuestos y Aduanas Nacionales (DIAN).

EXPORTACIONES DE LA REPUBLICA POPULAR DEMOCRATICA DE COREA (RPDC) A
COLOMBIA (IMPORTACIONES)

1. Confirmar si los datos enumerados son exactos. De ser inexactos, presentar copias
digitales de los documentos originales o una explicacién sobre la causa de la
inexactitud:

Tabla 1. Textiles (Cédigo SA 56)
Fecha Valor aproximado (USD)
Mayo 2023 14.000

Respecto a las operaciones mencionadas en la tabla 1, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a. Mayo de 2023: Declaraciones de importacion numeros 482023000257885-1 y
482023000274837-8 con valor en aduana de USD 716127 y USD 7.158.79
respectivamente, se debe tener en cuenta que si bien en estas declaraciones de
importaciéon Corea del Norte aparece como pais de origen de la mercancia (rollo
revelador DR44K), se observa que tanto el pais exportador, como el pais de compra
y el pais de procedencia corresponde a Estados Unidos. En los dos casos, el
exportador o proveedor en el exterior esta ubicado en Estados Unidos.

Las declaraciones de importacién antes mencionadas tienen un valor en aduana
total de USD 14.320,06.

Tabla 2. Textiles (Codigo SA 61)
Fecha Valor aproximado (USD)

Mayo 2023 3.000

Respecto a las operaciones mencionadas en la tabla 2, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a. Mayo de 2023: Declaraciones de importaciéon numeros 902023000080813-2 y
902023000080814-1 con valor en aduana de USD 187229 y USD 67843

Versién: 001 DP-FO- 258
FV: 08/11/2021
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respectivamente, en las cuales, si bien aparece Corea del Norte como pais de origen
de la mercancia (Medias marca polo Ralph Lauren), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a
Panama. En ambos casos el exportador o proveedor en el exterior esta ubicado en
Panama.

Las declaraciones de importacién antes mencionadas tienen un valor en aduana
total de USD 2.550,72.

Tabla 3. Productos de Hierro y Acero (Cédigo SA 73)

Fecha Valor aproximado (USD)

Mayo 2023

1.000

Respecto a las operaciones mencionadas en la tabla 3, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a.

Mayo de 2023: Declaracién de importacién nimero 192023000031757-7 con valor en
aduana de USD 538,88, en la cual, si bien aparece Corea del Norte como pais de
origen de la mercancia (Cap screw — Tornillo marca Komatsu), se observa que tanto
el pais exportador, como el pais de compra y el pais de procedencia corresponde a
Estados Unidos. El exportador o proveedor en el exterior esta ubicado en Estados
Unidos. El importador tiene calidad Operador Econémico Autorizado — OEA.

Tabla 4. Maquinaria (Cédigo SA 84)

Fecha Valor aproximado (USD)
Abril de 2023 10.000
Mayo de 2023 16.000
Junio de 2023 110.000

Respecto a las operaciones mencionadas en la tabla 4, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a.

Versién: 001

Abril de 2023: Declaracion de importacion nimero 902023000057992-9 con valor en
aduana de USD 4.559,27. Cabe anotar que si bien en la casilla del Pais exportador
aparece Corea del Norte, tras verificar la razén social y domicilio del exportador, se
identificé que la mercancia (Botonera de control para polipasto de 2 pulsadores,
marca Swiko) proviene de la empresa “Gtol Corporation” con direcciéon "W503, SK-
V1 Center, 11, Dangsan-Ro 41-Gil, Yeongdeungpo, Seoul, Korea, 150-806" ubicada en
Corea del Sur, segun informacién disponible en http://gtoic.com/home_02.asp.
Conforme a ello, presumiblemente se trata de un error en el diligenciamiento de la
declaracién de importacion en la casilla (No. 48) del cédigo Pais Exportador en la
declaracion de importacion, es decir que en realidad el pais exportador es Corea del
Sur (190) y no Corea del Norte (187), por lo cual la informacién encontrada serd
remitida para las acciones que correspondan en el control posterior.

DP-FO- 258
FV: 08/11/2021
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Adicional, se encontré la declaracion de importacion nimero 032023000569470-9
con valor en aduana de USD 4.991,43 en la cual, si bien aparece Corea del Norte como
pais de origen de la mercancia (TrialSlate Bluebird ST102 W4LAL, marca Bluebird - 6
Unds), se observa que tanto el pais de compra y el pais de procedencia corresponde
a Reino Unido. El exportador o proveedor en el exterior esta ubicado en Reino Unido.
El importador tiene calidad Operador Econémico Autorizado — OEA.

Las declaraciones de importacién mencionadas anteriormente tienen un valor en
aduana total de USD 9550,70.

b. Mayo de 2023: Declaraciones de importacion numeros 872023000056017-3 y

C.

482023000281797-0 con valor en aduana de USD 95236 y USD 14.937,98
respectivamente, en las cuales, si bien aparece Corea del Norte como pais de origen
de la mercancia (Disco duro SSD, Liner de motor), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a Estados
Unidos. En ambos casos el exportador o proveedor en el exterior esta ubicado en
Estados Unidos.

Las declaraciones de importacién antes mencionadas tienen un valor en aduana
total de USD 15.890,34.

Junio de 2023: Declaracién de importacién nimero 482023000322528-3 con valor
en aduana de USD $70.182,93 en la cual, si bien aparece Corea del Norte como pais
de origen de la mercancia (mercancia nueva de uso exclusivo en la industria
petrolera), se observa que tanto el pais exportador, como el pais de compra y el pais
de procedencia corresponde a Estados Unidos. El exportador o proveedor en el
exterior estd ubicado en Estados Unidos. El importador tiene calidad Operador
Econdémico Autorizado-OEA.

Asi mismo se encontré la declaracién de importacién nimero 482023000343695
con valor en aduana de USD 26.789,42 en la cual, si bien aparece Corea del Norte
como pais de origen de la mercancia (excavadora), se observa que tanto el pais
exportador, como el pais de compra es China. El exportador o proveedor en el
exterior esta ubicado en China.

Adicional, se encontraron las declaraciones de importacion nudmeros
032023000844845-6, 032023000836628-0 y 032023000836528-2 con valor en
aduana de USD 9.309,83, USD 2.262,03 y USD 1.560,97 respectivamente, se debe
tener en cuenta que si bien en estas declaraciones de importaciéon Corea del Norte
aparece como pais de origen de la mercancia (bomba de aceite, bomba de
combustible, tubo de plastico del motor - camién), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a Brasil.
El exportador o proveedor en el exterior esta ubicado en Brasil. El importador tiene
calidad Operador Econémico Autorizado-OEA.

Las declaraciones de importacién mencionadas anteriormente tienen un valor en
aduana total de USD 110.105,18.

Version: 001 DP-FO- 258

FV: 08/11/2021
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Tabla 5. Equipo eléctrico (Cédigo SA 84)

Fecha Valor aproximado (USD)
Abril de 2023 8.000

Respecto a las operaciones mencionadas en la tabla 5, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a. Abril de 2023: Declaracién de importacién niumero 902023000057993-6 con valor en
aduana de USD 2.128,64. Se resalta que, si bien en la casilla del Pais Exportador
aparece Corea del Norte, tras verificar la razon social y domicilio del exportador, se
identifica que la mercancia (Control remoto a distancia, marca KG Auto) proviene
de la empresa "Gtol Corporation” con direccién “W503, SK-V1 Center, 11, Dangsan-Ro
41-Gil, Yeongdeungpo, Seoul, Korea, 150-806" ubicada en Corea del Sur, segun
informacién disponible en http://gtoic.com/home_02.asp. Conforme a ello, al
parecer se trata de un error en el diligenciamiento de la declaracién de importacién
en la casilla (No. 48) del cédigo Pais Exportador en la declaracién de importacién, es
decir que en realidad el pais exportador es Corea del Sur (190) y no Corea del Norte
(187), por lo cual la informaciéon encontrada se remitird para las acciones que
correspondan en el control posterior.

Asi mismo, se encontré la declaracién de importacion ndmero 032023000569444-7
con valor en aduana de USD 6.321,60 en las cual, si bien aparece Corea del Norte
como pais de origen de la mercancia (Ediary Samsung A217M US. Android 10, Dual
Sim), se observa que tanto el pais exportador, como el pais de compra y el pais de
procedencia corresponde a Reino Unido. En ambos casos el exportador o proveedor
en el exterior estd ubicado en Reino Unido. El importador tiene calidad Operador
Econémico Autorizado-OEA. Las declaraciones de importacién anteriormente
mencionadas tienen un valor en aduana total de USD 8.450,24.

Asi las cosas y aunque se encontraron operaciones que corresponden con los valores
aproximados sefialados por el International Trade Centre (ICT) Trade Map en las tablas
1,2, 3, 4y 5, es importante anotar que las Resoluciones del Consejo de Seguridad de
Naciones Unidas solo indican el capitulo del Sistema Armonizado o hacen una mencién
general de la mercancia, y de la descripcion que aparece en las declaraciones de
importacién no se podria inferir que las mismas seran utilizadas en el desarrollo de
armamento nuclear o misiles.

Los capitulos 56, 61, 73, 84 y 85 del SA comprenden una amplia gama de
articulos/productos, en consecuencia, no todos los bienes de dichos capitulos podrian
estar incluidos dentro de las prohibiciones de las Resoluciones del Consejo de
Seguridad de Naciones Unidas.

De otra parte, es de resaltar que, aunque las mercancias tenian como pais de origen a
la RPDC, en ninguno de los casos correspondié al pais exportador, de compra o de
procedencia. Igualmente, existe la posibilidad de que se hayan cometido errores en la
digitacion de la casilla No. 48 de la Declaracién de Importacién en relacién con el
cédigo de origen, es decir que algunas importaciones realizadas desde la RepUblica de
Corea hayan sido erréneamente registradas como provenientes de la RPDC.

Version: 001 DP-FO- 258
FV: 08/11/2021
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2. Silos cargamentos de la RPDC a Colombia que contenian los articulos pertinentes
fueron inspeccionados de conformidad con el parrafo 18 de la resolucién 2270 (2016),
y de ser asi, el motivo por el cual no fueron incautados y dispuestos de conformidad
con el parrafo 20 de la resoluciéon 2397 (2017).

Al respecto, es importante anotar que el ingreso al pais de estas, al igual que de todas
las mercancias, esta condicionado por tres etapas de control aduanero, a saber: previo,
simultaneo y posterior.

El control previo se surte en el momento en que la mercancia (carga) llega a los
aeropuertos, puertos o cruces de frontera, etapa en la cual los transportadores
internacionales informan a la DIAN (a través de los Sistemas Informaticos Electrénicos)
los datos relacionados en los documentos de transporte, entre ellos, el pais de
embarque, pues no conocen el pais de origen o de negociacion de la mercancia. Ahora
bien, el sistema de la DIAN contiene la informacién entregada por los transportadores,
pero la Entidad no puede detectar si una mercancia tiene como origen la RPDC.

El control simultaneo tiene lugar cuando surtida la etapa del control previo, los usuarios
presentan las declaraciones de importacién y solicitan el levante de las mercancias a
través de los sistemas informaticos de la DIAN; sobre esto, es de tener en cuenta que
acatando el Convenio de Facilitaciéon al Comercio (AFC) de la Organizacién Mundial de
Comercio (OMC), la Entidad cuenta con un sistema de selectividad y perfilamiento de
riesgo, y en tal sentido las declaraciones pueden ser seleccionadas para inspeccién
fisica, inspecciéon documental u obtener levante automatico, en este Ultimo caso no se
hace inspeccién alguna.

También, en virtud de las mismas normas de facilitacién, hay importadores que
después de haber cumplido una serie de requisitos son reconocidos por la DIAN y otras
Entidades de control como Operadores Econdmicos Autorizados (OEA), cuyas
operaciones de comercio exterior no representan riesgo, por lo que tienen beneficios,
entre ellos, la obtencién del levante automatico de las mercancias, sin que ello impida
que puedan ser sometidas a acciones de control. Ahora, el control posterior
corresponde a las facultades de fiscalizacion que ejerce |la autoridad aduanera sobre
mercancias que han obtenido levante, en virtud del cual es posible incautarlas o aplicar
sanciones conforme a la normatividad aduanera vigente.

Igualmente, como se ha indicado las Resoluciones del Consejo de Seguridad de
Naciones Unidas solo refieren el capitulo del Sistema Armonizado o hacen una
menciéon general de la mercancia, y de la descripcién que aparece en las declaraciones
de importacién no se podria inferir que las mercancias seran utilizadas en el desarrollo
de armamento nuclear o misiles, asi como tampoco en armamento quimico o
biolégico.

De acuerdo con lo anterior, las mercancias no fueron incautadas/eliminadas.
Adicionalmente, conforme a la legislacién interna se debe adelantar un proceso de
definicion de situacién juridica de las mercancias que respete el debido proceso,
cuestion que no fue requerido para el caso de las mercancias que son objeto de
consulta.
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3. Cualqguier otra informacién relevante y/o accién tomada por las autoridades
colombianas con respecto a las exportaciones de la RPDC a Colombia
(importaciones).

Es preciso destacar que las operaciones de comercio exterior que fueron objeto de
revisién tienen a Estados Unidos, Panama, Reino Unido, China y Brasil, como paises de
exportacion, de compra o de procedencia, y en tal sentido se entiende que, aunque la
mercancia haya sido fabricada en la RPDC la transaccién comercial no se adelanté con
este Ultimo pais. Sin embargo, Colombia aplica una serie de medidas para mantener su
sistema de regulacién alineado con los propdésitos de desarme y no proliferacién de
armas de destruccién masiva.

Con respecto a las medidas adoptadas, como se ha mencionado en otras ocasiones,
vale decir que uno de los principios en que se fundamenta el Decreto 1165 de 2019, por
el cual se dictan disposiciones relativas al Régimen de Aduanas es, precisamente, el de
seguridad y facilitacién en la cadena logistica de las operaciones de comercio exterior;
esto significa que el control se cumplird bajo un sistema de gestion de riesgo que
permita neutralizar el contrabando, el lavado de activos, fortalecer la seguridad en las
fronteras, asi como prevenir el riesgo ambiental y la proliferaciéon de armas.

En esa linea, las Resoluciones del Consejo de Seguridad de Naciones Unidas son
socializadas con las Direcciones Seccionales para su observancia, sin desconocer
instrumentos internacionales que en materia de agilizacién de las operaciones de
comercio exterior nos corresponde aplicar, tal como es el Acuerdo de Facilitacion de
Comercio de la Organizacion Mundial de Comercio.

Asi mismo, Colombia, a través de su autoridad de aduanas ha expedido lineamientos a
las Direcciones Seccionales de control aduanero relativos al reconocimiento de carga y
se han realizado solicitudes de selectividad aduanera en los que se dan instrucciones
para efectos de aplicacion de controles. Finalmente, es importante mencionar que en
la actualidad el pais adelanta un proceso de modernizacién tecnolégica de la DIAN que
incluye el fortalecimiento del sistema de gestion de riesgos, lo que seguramente
redundara en un control mas efectivo.

CONTROL ADUANERO.
1. Rechazo o incautacién

En relacién con cualquier caso de rechazo del despacho de aduana o incautaciéon de
mercancias que involucren a la RPDC como pais de destino/consignacién/origen,
fabricacién o transito, se adjunta cuadro con la informacién suministrada por la
Subdireccion de Fiscalizacion Aduanera correspondiente a “fos registros de las
aprehensiones realizadas cuyo posible pais de procedencia es Corea del Norte, para el
ano 2023 a corte del 17 de diciembre, los reportes incluyen (en orden de aparicion), las
siguientes columnas: Pais de procedencia, Clasificacion Arancelaria, Descripcion de la
mercancia aprehendida, Unidad de medida, Cantidad de mercancia aprehendida y
valor de las aprehensiones realizadas"
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2. Informacion que pudiera considerarse pertinente para el trabajo segtn lo dispuesto
por el Consejo de Seguridad a este respecto

Con miras a una implementaciéon que permita cumplir estrictamente con las
Resoluciones del Consejo de Seguridad de Naciones Unidas, seria muy valioso contar
con una compilacién detallada de las medidas restrictivas al comercio exterior con la
RPDC, asi como una descripcién completa de las mercancias involucradas, toda vez
que el solo capitulo del Arancel - Sistema Armonizado (SA) - o un nombre genérico, no
es suficiente para identificarlas, lo que impide saber con exactitud cudles son los
productos sobre los que recae la prohibicién y por consiguiente se dificulta el control.

Asi mismo, es importante conocer las mejores practicas internacionales que se aplican
en los diferentes paises encaminadas al cumplimiento de lo dispuesto en las citadas
resoluciones y su articulaciéon con las normas de facilitacion de comercio, dado que es
muy complicado detectar que una mercancia tiene como origen la RPDC, por ejemplo,
cuando ha sido comprada en un pais diferente y adicionalmente es embarcada en otro
(procedencia) que no corresponde ni al de compra ni al de origen.
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(Translated from Spanish)

Ministry of Foreign Affairs of Colombia
Office of the Director of Multilateral Political Affairs
Office of the Deputy Minister of Multilateral Affairs

Reply to the request of the Panel of Experts established pursuant to United Nations Security
Council resolution 1874 (2009)

2 January 2024
Request sent to Colombia through communication S/AC.49/2023/PE/OC.479 of 8 December 2023.

The following reply is based on the information provided by the Directorate of National Taxes and

Customes.
Exports from the Democratic People’s Republic of Korea to Colombia (imports)

1. Confirmation as to whether the listed data are accurate. If they are inaccurate, please submit the digital

copies of original documents that can explain the cause of inaccuracy:

Table 1. Textiles (HS code 56)

Date Approximate value (United States dollars)

May 2023 14,000

Regarding the transactions in table 1, the customs computer system was consulted and the following

information was found:

a. May 2023: import declarations No. 482023000257885-1 and No. 482023000274837-8, with customs
values of $7,161.27 and $7,158.79, respectively. Although in these import declarations the Democratic
People’s Republic of Korea appears as the country of origin of the goods (DR44K developer roll), the
United States of America is the country of export, the country of purchase and the country of

provenance. In both cases, the exporter or overseas supplier abroad is located in the United States.

Those import declarations have a total customs value of $14,320.06.
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Table 2. Textiles (HS code 61)

Date

Approximate value (United States dollars)

May 2023

3,000

Regarding the transactions in table 2, the customs computer system was consulted and the following

information was found:

a. May 2023: import declarations No. 902023000080813-2 and No. 902023000080814-1, with customs

values of $1,872.29 and $678.43, respectively. Although the Democratic People’s Republic of Korea

appears as the country of origin of the goods (Ralph Lauren Polo brand socks), Panama is the country

of export, the country of purchase and the country of provenance. In both cases the exporter or

overseas supplier is located in Panama.

Those import declarations have a total customs value of $2,550.72.

Table 3. Iron and steel products (HS code 73)

Date

Approximate value (United States dollars)

May 2023

1,000

Regarding the transactions in table 3, the customs computer system was consulted and the following

information was found:

a. May 2023: import declaration No. 192023000031757-7, with a customs value of $538.88. Although the

Democratic People’s Republic of Korea appears as the country of origin of the goods (cap screw,

Komatsu brand), the United States is the country of export, the country of purchase and the country of

provenance. The exporter or overseas supplier is located in the United States. The importer is an

authorized economic operator.

Table 4. Machinery (HS code 84)

Date

Approximate value (United States dollars)

April 2023

10,000

24-02094
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May 2023 16,000

June 2023 110,000

Regarding the transactions in table 4, the customs computer system was consulted and the following

information was found:

254/627

April 2023: import declaration No. 902023000051992-9, with a customs value of $4,559.27. Although
the Democratic People’s Republic of Korea appears in the country of export box, after checking the
exporter’s company name and address it was determined that the goods (two-button hoist control,
Swiko brand) came from the company Gtol Corporation, whose address is W503, SK-V1 Centre, 11,
Dangsan-Ro 41-Gil, Yeongdeungpo, Seoul, Korea, 150-806, located in the Republic of Korea, according
to information available at http://gtoic.com/home_02.asp. Therefore, an error was presumably made
in the code of country of export (box 48) in the import declaration when it was completed; in fact, the
country of export is the Republic of Korea (190) and not the Democratic People’s Republic of Korea
(187). The information found will be forwarded for appropriate action during the post-clearance

inspection.

In addition, import declaration No. 032023000569470-9 was found, with a customs value of $4,991.43.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(TrialSlate Bluebird ST102-WA4LAL, Bluebird brand, six units), the United Kingdom is both the country of
purchase and the country of provenance. The exporter or overseas supplier is located in the United

Kingdom. The importer is an authorized economic operator.

Those import declarations have a total customs value of $9,550.70.

May 2023: import declarations No. 872023000056017-3 and No. 482023000281797-0, with customs
values of $952.36 and $14,937.98, respectively. Although the Democratic People’s Republic of Korea
appears as the country of origin of the goods (SSD hard disk, motor liner), the United States is the
country of export, the country of purchase and the country of provenance. In both cases, the exporter

or overseas supplier is located in the United States.

Those import declarations have a total customs value of $15,890.34.
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June 2023: import declaration No. 482023000322528-3, with a customs value of $70,182.93. Although
the Democratic People’s Republic of Korea appears as the country of origin of the goods (new goods
for exclusive use in the oil industry), the United States is the country of export, the country of purchase
and the country of provenance. The exporter or overseas supplier is located in the United States. The

importer is an authorized economic operator.

In addition, import declaration No. 482023000343695 was found, with a customs value of $26,789.42.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(excavator), China is both the country of export and the country of purchase. The exporter or overseas

supplier is located in China.

In addition, import declarations No. 032023000844845-6, No. 032023000836628-0 and No.
032023000836528-2 were found, with customs values of $9,309.83, $2,262.03 and $1,560.97,
respectively. Although in these import declarations the Democratic People’s Republic of Korea appears
as the country of origin of the goods (oil pump, fuel pump and plastic pipe for a truck engine), Brazil is
the country of export, the country of purchase and country of provenance. The exporter or overseas

supplier is located in Brazil. The importer is an authorized economic operator.

Those import declarations have a total customs value of $110,105.18.

Table 5. Electrical equipment (HS code 84)

Date

Approximate value (United States dollars)

April 2023 8,000

Regarding the transactions in table 5, the customs computer system was consulted and the following

information was found:
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April 2023: import declaration No. 902023000051993-6, with a customs value of $2,128.64. Although
the Democratic People’s Republic of Korea appears in the country of export box, after checking the
exporter’s company name and address it was determined that the goods (wireless remote control, KG
Auto brand) came from the company Gtol Corporation, whose address is W503, SK-V1 Centre, 11,
Dangsan-Ro 41-Gil, Yeongdeungpo, Seoul, Korea, 150-806, located in the Republic of Korea, according

to information available at http://gtoic.com/home_02.asp. Therefore, it seems that an error was made
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in the code of country of export (box 48) in the import declaration when it was completed; in fact, the
country of export is the Republic of Korea (190) and not the Democratic People’s Republic of Korea
(187). The information found will be forwarded for appropriate action during the post-clearance

inspection.

In addition, import declaration No. 032023000569444-7 was found, with a customs value of $6,321.60.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods (E-
diary Samsung A217M US Android 10, Dual SIM), the United Kingdom is the country of export, the
country of purchase and the country of provenance. In both cases, the exporter or overseas supplier is
located in the United Kingdom. The importer is an authorized economic operator. Those import

declarations have a total customs value of $8,450.24.

Although transactions were found that correspond to the approximate values indicated by the
International Trade Centre Trade Map in tables 1, 2, 3, 4 and 5, it should be noted that the United Nations
Security Council resolutions give only the Harmonized System chapter or a general reference to the goods, and
from the description that appears in the import declarations it could not be inferred that they will be used in

the development of nuclear weapons or missiles.

Harmonized System chapters 56, 61, 73, 84 and 85 comprise a wide range of items/products.
Consequently, not all the goods in those chapters could be subject to the prohibitions in the United Nations

Security Council resolutions.

Furthermore, it should be noted that, although the country of origin of the goods was the Democratic
People’s Republic of Korea, in none of the cases was it the country of export, the country of purchase or the
country of provenance. Furthermore, errors might have been made when the origin code was entered in box
48 of the import declaration, meaning that some imports from the Republic of Korea could have been

erroneously recorded as coming from the Democratic People’s Republic of Korea.

2. Whether the cargoes from the Democratic People’s Republic of Korea to Colombia containing the
relevant items were inspected pursuant to paragraph 18 of resolution 2270 (2016), and if so, the reason

why they were not seized and disposed of pursuant to paragraph 20 of resolution 2397 (2017).

It should be noted that the entry into the country of these goods, and indeed all goods, is subject to

three stages of customs inspections: pre-clearance, in-clearance and post-clearance.
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Pre-clearance inspections are conducted when goods (cargo) arrive at airports, ports or border
crossings, at which point international shippers inform the Directorate of National Taxes and Customs (through
the electronic information services) of the data related to the shipping documents, including the country of
shipment, since they do not know the country of origin or brokerage of the goods. Because the Directorate’s
system contains the information provided by the shippers, the Directorate cannot detect whether goods

originate from the Democratic People’s Republic of Korea.

In-clearance inspections take place when users submit import declarations and request the release of
goods through the Directorate’s computer systems after completion of pre-clearance inspections. In this regard,
it should be noted that in line with the World Trade Organization Agreement on Trade Facilitation, the
Directorate has a system of risk selectivity and profiling in which declarations can be selected for physical

inspection, documentary inspection or automatic release, for which no inspection is made.

Likewise, under the same facilitation rules, there are importers who, after having fulfilled a series of
requirements, have been recognized by the Directorate and other monitoring bodies as authorized economic
operators, whose foreign trade transactions do not pose any risk and who therefore have benefits, such as
obtaining the automatic release of goods, though they can still be subject to inspections. In addition, post-
clearance inspections refer to the powers of inspection exercised by the customs authority over goods that
have been released and that, therefore, can be seized or subject to penalties in accordance with the customs

rules in force.

Also, as mentioned above, the Security Council resolutions give only the Harmonized System chapter
or a general reference to the goods, and it cannot be inferred from the descriptions set out in the import
declarations that the goods will be used in the development of nuclear weapons or missiles or chemical or

biological weapons.

In view of the foregoing, the goods were not seized or disposed of. Moreover, under Colombian law, a
procedure consistent with due process needs to be initiated in order to determine the legal status of the goods,

which was not required in the case of the goods in question.

3. Any other relevant information and/or action taken by the Colombian authorities with respect to

exports from the Democratic People’s Republic of Korea to Colombia.

It should be noted that the foreign trade operations that were subject to review have the United States,

Panama, the United Kingdom, China and Brazil as countries of export, purchase or provenance, and in that
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regard it is understood that, although the goods were manufactured in the Democratic People’s Republic of
Korea, the commercial transaction was not carried out with that country. However, Colombia applies a series
of measures to keep its regulations in line with the goals of disarmament and non-proliferation of weapons of

mass destruction.

In connection with the action taken, as has been mentioned previously, it should be noted that one of
the principles underlying Decree No. 1165 of 2019, regulating the customs regime of Colombia, is precisely to
ensure the security and facilitation of the logistical chain for foreign trade operations; in other words,
inspections shall be conducted pursuant to a risk-management system that will prevent smuggling and asset
laundering, strengthen border security, mitigate environmental risk and prevent the proliferation of weapons

of mass destruction.

In that regard, the United Nations Security Council resolutions are disseminated to the local offices to
ensure compliance, without prejudice to international instruments on the facilitation of foreign trade
operations that Colombia is obliged to apply, such as the World Trade Organization Trade Facilitation

Agreement.

Likewise, through its customs authority, Colombia has issued guidelines to local customs offices
regarding cargo inspections, and requests for selective customs checks have been issued. Lastly, it is important
to mention that the Directorate is currently upgrading its technology. This includes strengthening the risk

management system, which will no doubt result in more effective inspections.

Customs inspections

1. Rejection or seizure

Regarding any cases of rejection of customs clearance or seizure of goods involving the Democratic
People’s Republic of Korea as a country of destination/consignment/origin, manufacture or transit, a table is
attached with information provided by the Subdirectorate of Customs Enforcement on records of seizures
made whose country of origin could be the Democratic People’s Republic of Korea, for the year 2023 as at 17
December, including (in order of appearance) the following columns: country of provenance, tariff classification,

description of goods seized, unit of measure, quantity of goods seized and value of goods seized.

2. Information that could be considered relevant to the Panel’s work as mandated by the Security Council in

this regard
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To ensure that implementation fully complies with the Security Council resolutions, it would be very
useful to have a detailed list of the measures that restrict foreign trade with the Democratic People’s Republic
of Korea and a full description of the goods concerned, because the Harmonized System chapter or a generic
name alone do not provide adequate identification, making it difficult to know precisely which goods are

prohibited and therefore difficult to control them.

Furthermore, it is important to be aware of international best practices that different countries apply
to comply with the aforementioned resolutions and how they relate to trade facilitation rules, because
identifying the Democratic People’s Republic of Korea as the country of origin of the goods is very complicated,
for example when goods have been purchased in a different country and are also shipped from another country

(of provenance) that is neither the country of purchase nor that of origin.
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Letter from the Permanent Mission of Ukraine and Ukraine’s reply

IMocTiliHe NMpeACTaBHULITBO T
YKpainm rpv OpraHisaulil New
O6enHanux Hauin

Permanent Mission of Ukraine
to the United Nations

Mission Permanente d'Ukraine
aupres des Nations Unies

Ist Street,
K, NY 10022
(212) 759 70 03; (212) 355 94 55 (fax)

uno_us@mfa gov.ua

NO 4132/ A~ (94 [OF5 1ol qOF

The Permanent Mission of Ukraine to the United
Nations presents its compliments to the Panel of Experts
established pursuant to United Nations Security Council
resolution 1874 (2009) and with reference to the Panel's
letter of 12 December 2023, Ref. S/AC.49/2023/PE/
0C.489, has the honour to submit a response attached
herewith.

The Permanent Mission of Ukraine to the United
Nations avails itself of this opportunity to renew to the
Panel of Experts established pursuant to United Nations
Security Council resolution 1874 (2009) the assurances of
its highest consideration.

Attached: as stated,

Panel of Experts established pursuant
to United Nations Security Council
resolution 1874 (2009)

New York

ukraineun.org
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Information
in response to the letter of the Panel of Experts established
pursuant to UN Security Council resolution 1874 (2009),
dated 12 December 2023, Ref. S/AC.49/2023/PE/OC.489

According to the State Customs Service of Ukraine, on September 5,
2023, a customs declaration was submitted to the regional division of the
State Customs Service of Ukraine for customs clearance of goods, including
?oods worth $3106.19, which, according to the Ukrainian classification of
oreign economic goods, fall under the category of synthetic fabrics.

At the same time, in the declaration, the country of origin was
mistakenly indicated as the DPRK instead of the Republic of Korea.

Based on the corresponding letter from the sender of the goods,
corrections were made to the customs declaration, namely, the code of the
country of origin of the goods was changed to the one corresponding to the
correct country.
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Annex 40: Letter from the Permanent Mission of China and China’s replies

PERMANENT MISSION OF THE PEOPLE’S REPUBLIC OF CHINA TO THE UNITED NATIONS

Address:350 East 35th Street, New York, NY10016 Tel: (212)655-6100 Web: www.china-un.org
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FIRARNERERSENRKRE

New York , 22 January 2024

Respected Acting Coordinator and Experts,

I am writing in response to your previous letters regarding
the requests to investigate alleged violations of Security Council
Resolutions on the DPRK.

China attaches great importance to and has always been fully
and strictly implementing the Resolutions, and consistently and
constructively supporting the work the Panel. In this regard,
relevant  Chinese authorities have conducted thorough
investigations on the issues raised by the Panel, and responses on
the investigations are enclosed herewith. There investigations are
by no means easy to conduct, and a lot of efforts have been made
by various competent Chinese authorities to verify the information
provided by the Panel. China hopes these feedback could be
reflected in the Panel’s annual report in the faithful and

comprehensive manner.

Panel of Experts
Established Pursuant to Resolution 1874
New York
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I would like to take this opportunity to emphasize that China
has made great efforts in implementing the Resolutions on the
DPRK and sustained great losses. I count on the Panel to base its
work on facts and request the Panel to carry out its assessments
and analysis in line with its mandate as specified in the related
Resolutions, and refrain from including unverified information in
its report.

I look forward to continuing working with you to contribute
to the implementation of the Security Council Resolutions and the

Political solution to the Peninsula issue.

i

Zhang Jun

Warm regards,

Ambassador Extraordinary and Plenipotentiary
Permanent Representative
of the People’s Republic of China to the United Nations
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China's feedback to the 1874 Panel of Experts

1. Alleged cases related to trade between the DPRK and
China

(1) 0C.231

By November 2017, the UN Secunty Council had not yet
listed velucles as prolubited goods for export to the DPRE.
Records were found on exports of passenger cars and trucks to the
DPRK during this period, and these were normal exports. Since
the adoption of the UN Security Council Resolution 2397, all
vehicles exported from China to the DPRK have been for the use
of intemational organizations 1n their project offices in the DPRK,
and they do not mnvolve any wiolations of UN Security Council
resolutions.

(2) 0C.359

From Aprl to September 2023, China did not import iron
alloys, wron and steel products, textiles, or other goods from the
DPRK prohibited by relevant UN resolutions. The goods imported
from the DPRK under HS code 50 were mulberry silk and waste
silk. Mulberry silk and waste silk are raw materials and do not fall
under the category of textiles prohibited from export by the UN
resolutions, as China has repeatedly stated to the Panel. Dunng
this period, all metal products, industrial machinery, electromic
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equipment, and vehicles exported from China to the DPRK were
purely for the use of international orgamizations in their project
offices mn the DPRK, and did not involve any wviolations of UN
sanctions resolutions. We urge the Panel to demonstrate its
professionalism accurately determine the scope of the resolutions
and not to include any information unrelated to the resolutions n
its final report.
2. Alleged cases related to DPRK financial activities
(1) 0C.169
According to the information provided by the Panel, China
conducted thorough mvestigations and found no evidence that the
Yantai Jinnun Industry and Trade Company mentioned in the
letter, as well as L1 Zhenyu and Zhang Jiashan, were engaged in
any activittes i China that wiolated UN Security Council
resolutions related to the DPRK.
(2) 0cC.167
China conducted thorough mvestigations based on the
mformation provided by the Panel and found no evidence that the
relevant banking accounts wviolated UN Secunity Council
resolutions related to the DPREK. The authenticity and accuracy of
the information provided by the Panel could not be confirmed.
(3) 0C.168
Currently, there are no branches or representative offices of
the DPRK banks in China. In accordance with the requirements of
UN Security Council resolutions, China has revoked all
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representative offices of the DPRK banks m Cluna. The Lst
provided by the Panel lacks key identity information. Upon
name-based inquiry, a large number of 1dentical names were found,
making the mnvestigation very difficult, and it 1s hard to guarantee
the accuracy of the mvestigation. Despite such difficulties,
relevant Clunese authonties have conducted serious investigations
on the information provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to the
DPRK.
(4) OC.173
Based on thorough investigations conducted on the
mformation provided by the Panel and found no evidence that the
relevant banking accounts wiolated UN Secunty Council
resolutions related to the DPRK.
(5) 0C.181
Based on the information provided by the Panel Chma has
conducted thorough mvestigations and found no evidence that
New Elements Holdings Co.Ltd, as mentioned in the letter, was
mvolved m activities that wviolated the UN Security Council
resolutions. Due to mcomplete information, the situation of Li
Xianzhu could not be verified.
3. Alleged cases related to DPRK labor
(1) 0C.385
China has always been seriously implementing the relevant

provisions of the UN Security Council resolutions regarding
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DPRK overseas workers. The working permmts for DPRK workers
m China have all been expired before the deadline stipulated in the
relevant Security Council resolution.
(2) 0C.386
China has been eamnestly implementing the relevant
provisions of the UN Secunity Council resolutions regarding
DPRK overseas workers. The working permmts for DPREK workers
m China have all expired before the deadline stipulated in the
relevant Security Council resolution.
4. Alleged cases of DPRK personnel conducting activities
in violations of UN Security Council resolutions
(1) 0cC.192
Based on our investigations, Liaonmmng Zhongwo
Petrochemical Co., Ltd was deregistered in January 2022. China
has thoroughly questioned the former head of the company and
found no evidence of the company's mvolvement in activities that
violated the UN Security Council resolutions. China does not have
mformation on the situation of Chong Hyok and Chong Sang-Hun.
(2) 0oC.341
Based on the information provided by the Panel and
accordmg to our thorough mvestigations, no mformation of O
Yong Ho’s mvolvement m actrvifies mn violation of relevant
Security Council resolutions mn China has been found.
(3) 0C.356
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Due to the limited information provided by the Panel. it is
very difficult for China to conduct investigations. Nevertheless,
We are now coordinating with relevant authorities to conduct
serious investigations, and no evidence of violations of relevant
Council resolutions has been found. It is hoped that the Panel will
respect our efforts and refrain from including unverified
information in the final report of 2023.

(4) 0C.358

Based on our preliminary investigations. Beijing
Tianchicheng Enterprise Management Co., Ltd was revoked by the
Chinese market supervision department as early as in January
2018. There is no record of Choe Song Ryong or Cui Cheng Long
serving as shareholders or senior executives in the registered
companies in Beijing.

(3) 0C.357

Based on investigations, no information about Nam Chol
Ung's involvement in activities in violation of relevant Security
Council resolutions in China has been found. Regarding the
individuals and companies mentioned in the letter. more time is
needed for further investigations. We request the Panel to respect
our efforts and refrain from including unverified information in

the report.
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Annex 41: Media reports of luxury cars in Pyongyang
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MFEEBRERNGT. BBA, NISEERZREENAEES, ASEERIALE FRNEEEEHTS, =
TRSREHERRIZIFES, WOXLE, BHEARTENASKER, BAFRAEA,

Source: https://posts.careerengine.us/p/658d2¢c9311dd31682755e0f?from=latest-posts-panel &type=title

Unofficial partial translation

The Ninth Plenary Session of the 8th Central Committee of North Korea: Senior officials drove luxury
cars to the venue

Published December 28, 2023

Author / Lin Haidong

At the National Mothers' Conference in early December, images released by the North Korean media
showed that Kim Jong-un had changed to a new car, the Maybach S650. At the same time, some people
found from the images that the Lexus that Kim Jong-un guarded the convoy also seemed to have been
replaced. New. On December 20th, when Kim Jong-un brought his daughter to meet with the Second
Red Flag Company of the General Missile Administration, North Korean media images showed that he
and his "beloved daughter" were riding in another new Maybach S_-class sedan.

The reason why Kim Jong-un and his guards have replaced their new cars has become a point of concern
to the outside world is because it violates the Security Council resolution on North Korea—Resolution
2094 prohibits North Korea from importing luxury goods such as luxury cars, and Resolution 2397
prohibits North Korea from importing means of transportation. Of course, it is not the first time that
Kim Jong-un has violated Security Council resolutions by changing to a new car, because North Korea
does not recognize these resolutions and considers them “illegal.” So, you change yours, I change mine.
In 2019, major mainstream American media conducted a tracking survey on the source of the luxury
car Kim Jong-un was riding in at the time, and the conclusion was that “it was secretly transported into
North Korea after four months of moving to five countries.” The new car that Kim Jong-un changed
this time should roughly be the same as usual, but it may be more convenient now than it was in 2019.

Not only did Kim Jong-un change to a new car, but several senior officials of the North Korean core
leadership also changed to a new car. In KCTV's news report on the first day of the Eighth and Ninth
Plenum of the Eighth Central Committee, relevant footage of senior officials arriving at the venue by
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car or even by car was even specially edited, and it occupied about 20 seconds of the total length of 10
minutes and 25 seconds. About 20 seconds.

The guards opened the rear car door... . The license plate is white with a flower body on a black
background,

The brand name is “7-27023".

The guards opened the car. This is a rare scene. So far, except for Kim Jong-un who went out to inspect
and drove in person, it is extremely rare for senior officials to drive to the venue by themselves.

...license plate is also white with a flower body on a black background, and the number plate is
“7-278242".

The car is also a Mercedes-Benz S_-class, and the license plate is also in white on a black background,
with the brand name "7-27020". The parking location is next to ”8242" car. Although KCTV did not
give a shot of... driving by himself, it showed him pressing the key to lock the car twice in a row.

The above scenes are extremely rare in North Korean news images. It's not a big deal for high-level
officials to change to a new car, but it's quite fresh to drive to the venue by yourself. There are comments
from the outside world that these new cars were illegally imported in violation of Security Council
resolutions. North Korea did this to show that it is not afraid of sanctions and ignores them. | don't think
it's all true, because these scenes first appeared in KCTV's news images, and the first audience was the
North Korean audience. Even if the outside world saw it, they knew it.

And the scope of influence is also very small. So, from the perspective of communication to the
domestic audience in North Korea, the leader's self-driving car has some “people-friendly” meanings
implied. As for whether the leader changes to a new car or eats Dandong strawberries, to be honest, the
North Korean people really don't care too much, because of the hierarchical status.
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Annex 42: Letter from the Permanent Mission of Japan and Japan’s reply

PErMANENT MISSION OF JAPAN
170 THE UNITED NATIONS
NEW YORrRK

12 January 2024

The Government of Japan highly values the work of the Panel of Experts
established pursuant to United Nations Security Council Resolution (UNSCR) 1874
(heremafter “the Panel”) as well as that of the Secunty Council Committee established
pursuant to UNSCR 1718 (hereinafter “the 1718 Committee™). and reaffirms its
commitment to cooperate with the Panel to ensure the full and strict implementation of
all relevant UNSCRs against North Korea.

Upon instructions from the capital, I have the honour to share Japan's response.
as attached. to the letter dated 20 December 2023 (Reference: S/AC.49/2023/PE/OC.617)
with respect to media publications conceming an attempted export of Lexus cars to North
Korea.

The Government of Japan reaffirms its commitment to continue working closely

with the Panel and the 1718 Committee. Should the Panel have any inquiries. please
contact the Permanent Mission of Japan to the United Nations.

Please accept the assurance of my highest esteem.

-3

- 4
Aty _,v//(,/ (L

Kazuyuki YAMAZAKI
Ambassador Extraordinary & Plenipotentiary

Permanent Representative of Japan to the United Nations

Acting Coordinator of the Panel of Experts
established pursuant to Securnity Council Resolution 1874 (2009)
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[Attachment]

The information in the media articles attached to your letter concerning an attempted
export of Lexus cars to North Korea have not been officially publicized by the Police,
and 1t 1s difficult for the Government of Japan to provide any information regarding this
case because provision of such mformation could hinder the future investigation by the
Police.
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Annex 43: Toyota reply to the Panel’s enquiry

TOYOTA

TONVD WEAD DF e

ALAD 0L
1R RIRAY 3 ON0ME BowvO -l
el TOYOTA MOTOR CORPORATION rowwo 132 £ wes
m s 1 TEL «83-3-3412-2112

The United Nations Secursty Council Panel of Experts
The United Natioas Headquaricrs

Stege
New York, NY 10017

dppa-poc] 8744w org
12 January 2024

Re: Response to 12 December 2023 Letter from UN Panel of Experts on North Korea
Reference: SAC 492023/ PE/OC.509

o [

Thank you for the ketter from the UN Secunity Coancil Panel of Experts established
pussuant 10 Resolution 1874 (2009) (the “Panel™) to Toyota Motor Corporation
("Toyota™). Toyota is responding through this letter 10 the questions mised by the Panc!
regarding the image from Novembder 2023 published i a mews media report in the
Democente People's Republic of Korea (“DFRK™),

Toyota is fully committed 1o respecting the laws and regulations of each country or region
where we operate, inchading all apphkable economic sanctions and export coatrol laws.
Toyota complies with applicable UN resolutions in relation to the DPRK and does not
export, supply, sale or transfer motor vehicles darectly or indirectly to the DPRK. Toyota
also does mot manafacture mosor vehicles im or condut other business activities in the
DPRK.

The yehicke shown in the image provided by the Fanel appears to be a Lexus LX600 or a
Lexus LX5004. Toyota is not able to determine the particular mede! without viewing the
name badge on the hackdoor or other unique chancteristics. These models were first
manufactured in December 2021 and remain in production at this time. These models are
manufactured only by Tovoa Auto Body Co., Lad. at its plasyt in Yoshiwara, Japan, which
it wholly-owned by Toyota Motor Corpoeation. The total production number of these
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models since December 2021 is more than 49,000 units. While the Lexus LX has been
sold globally, the largest markets by volume are the United States, Saudi Arabia and Qatar.
In these and other markets, Toyota generally scils its vehicles through distributors and
dealers rather than directly to end-users but mo Toyota distributors or dealers are
authorized to sell vehickes to North Korea. Toyota is not able 10 confirm based on the
photogruphs the specific market in which Toyota originally sold this particular Lexus LX.
However, as noted above, it was not sold by Toyota in Noeth Koeea or for use in North
Korea

In consideration of the important work of the Panel, Toyota would like to continue to
cooperate with the Pane] consistent with the legal obligations of Toyota and its business
partners, Toyota is willing 1o conduct further research in support of the Pascl’s inquary if
the Panel is able to provide more specific information regarding the vehicle at issue. For
imstance, if the Panel is able to provide the vehicle identification number (VIN), we would
work 10 provide you with mere detailed information such as mode! year, production date,
model code and final destination for the Toyota delivery.

As noted above, Toyota is commitied to complying fully with the laws and regulations of
cach country or region where we operate and we require our dealers and distributors 10
do the same, We comply fully with applicable UN resolutions in relation to the DPRK
and Toyota has a strict policy of not exporting motor vehickes or related parts or
components directly or indirectly to the DPRK.

We hope that the above information is helpfal to your inquiry.

Sincerely yours,

Lo Lol
VE——

Secretariat, Export and Trade Security Controls Committee
Toyota Motor Corporation
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Annex 44: Dior reply to the Panel’s enquiry

DIOR

United Nafions Security Council

v i

Acting Coordinator of the Ponel of Experts
established pursuont % UN Secwrity Councl
Resolution 1874 [2009)
sppo-poel 87 46un,org

Poris, November 14, 2023

Your Ref: S/AC.49/2023/PE/OC.252

Thank you for your letier dated Octcber 16, 2023

your lefter may heve been cbiained by a DPRK delogation member
Phonﬁndbdowwromwhhngordah!ho‘ouquuﬁommiudinmw:
I.Mwﬁmlhhhhwiomwpmdm'

loid&uﬁ.o«hbmhd"mohoﬂosady(nodon-uponhhmd and therefore mol
showing detoils), 1o confirm undoubledly the authentcity of this hm\dboobo&m, it strongly
oppeces kke one of cur handbog models {see next question)

Q.MwﬁmhM“Mdthi\MMM limed
mmwmeMnththm&M
mﬁmmmmmmmw

Soudm'thMthhboowddbom-SﬁCLADYOOORlARGECu‘vde
C«v'\io: ‘::om:e now -.;Bo;ing the MOSE65LO1_MPBP refarance number, This model o‘v;:
wos on Febeuary . W is pant of our permonent colfect; nd # is commerciokred
MmebinEwomwhﬂntﬂ. SR s &
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&»C:nwduvw&nm%du-ﬂ-dhhbhﬂﬁ(wwuwbm
o DPRX?

4.mmwmmnwwwmmmm»u
MMQW&&MMM&M.

Womdﬁnﬁond\ﬁmsdbwwomwhdplumbnonwmddobonhﬁn

mMmamMu)h(uﬂMﬁdbthmeuMthm
wpmdxtlnath.mwﬂwwwmqin&ﬁumbbmdmh

Wohomﬁuhobw‘hfamdmwlbodmobmhhwmdmdcmmh
af your daposal for any other question you moy have.

Yours sinceroly,

.

SVP General Courel
mchompevitchistandioncom
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Annex 45: Letter from the Permanent Mission of Slovakia and Slovakia’s reply

24-02094

115674/2023

The Permanent Mission of the Slovak Republic to the United Nations presents its
compliments 1o the Panel of Experts established pursuant to the Security Council Resolution
1874 (2009) and has the honour to refers to the latter Note Verbale regarding the investigation
claims of a Slovakian national, Mr. Ashot Mkrtychev, for having allegedly atiempted to,
directly or indirectly, import, export, or reexport to, into, or from the DPRK any arms or related
material.

Ministry of Foreign and European Affairs of the Slovak Republic approached the
Ministry of Finance of the Slovak Republic as the national coordinator of the enforcement of
international sanctions and the manager of the Central Coordination Group for the enforcement
of international sanctions in the Slovak Republic.

Department of Finance contacted the relevant state authorities in this matter. Based on
the answers received and in accordance with the information requested by the panel of experts,
w state that the named person is the holder of Slovak passport no. BD3843329 (valid until
April &, 2029). We also state that the ammunition could not be transported by a naval ship
registered in the Slovak Maritime Register, as currently no naval ship is registered in this
register. According to the available information, after his inclusion on the OFAC sanctions list,
the bank account of the named person in particular bank was cancelled (at the time of the
information from the bank, the account had a zero balance and it was blocked for any
transactions). No payments made from or to the DPRE, or payments connected to the
mentioned case linked to this person, have been notified 1o the relevant authorities by the banks,

According to the available information, the person named has not been staying in the
territory of the Slovak Republic for a long time and should currently be alternately located in
the territory of the Russian Federation and the People's Republic of China. The internal
authorities of the Slovak Republic do not have any additional information that would allow
them to further clarify the claims according to which the named person should have cooperated
with representatives of the DPRK in obtaining weapons and ammunition for the Russian
Federation in exchange for materials for the DPRE.

In the event that additional facts relevant to the mentioned case are discovered, the
authorities of the Slovak Republic are ready to cooperate with a panel of experts.

The Permanent Mission of the Slovak Republic to the United Nations avails itself of this
opportunity to renew to the Panel of Experts established pursuant to the Security Council

New York | 2.7 July 2023

Panel of Experts established pursuant

to the Security Council Resolution 1874 (2009)
United MNations

MNew York
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Annex 46: Ukrainian forces allegedly utilized multiple-launch rocket systems (MLRS)

manufactured in the DPRK

286/627

War in Ukraine

Ukraine fires North Korean rockets to blast Russian positions

Artillery crews are pounding Putin's invasion forces with Pyongyang-made munitions that can 'do crazy

things’

Christopher Miller near Bakhmut JULY 28 2023

(Korean)-122
I}X|?(Korean)
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Soviet-era Grad multiple-launch rocket systems fire on Russian positions in Donetsk. North Korean munitions have been used in such
attacks near Bakhmut in the eastern region © Sofiia Gatilova/Reuters

Source : Financial Times, 28 July 2023, accessed at https://www.ft.com/content/96e1f526-ae3d-4cff-bc37-
8f9dd7d5975f. Boxed translation by the Panel.

Source: X, posted on 9 July 2023, https://twitter.com/war_noir/status/1678069338266382337.
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Annex 47: Member State information on alleged arms transfers from the DPRK (1)

Movements of Angara and Maria (fka Lev Yashin) between Rajin Port and Dunay late August 2023 —
late September 2023

Flagged Vi Is T porting Shipping C iners Between Russia and North Korea

Late August to Late September 2023
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5
M/V ANGARA delivers approximately " l\\ Qﬂnay
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v aopars W LEV Yagtn (0 $0TTIO q —=$‘: -v 20-foot shipping containers from
2RWN RIME g North Korea to Russia.

Notional tracks

NOTE: M/V ANGARA is a known = = MV ANGARA
arms transport vessel. M/V ANGARA and

= %= MV LEV YASHIN

Russian-Flagged M/V ANGARA Completes First Delivery to North Korea
August 2023

f % & RUSSIA
Mwwn:vmm =y S NOTE: Dunay is a
421337 N 10AT02E Russian military facility.

o 21AUG23
¢ M/V ANGARA departs Dunay
.VIaleOStOK with approximately 250 20-ft
PR shipping containers.
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S
4 S
4
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/
»
4
/
4
4
/ ©
] 28 AUG 23
(] I M/V ANGARA returns to Dunay.
NORTH /
’
KOREA 2l
I 4
7
\ ’ ’
ajin is a North Korean \ ) L7
commercial port. v NOTE: M/V ANGARA is a known
» arms transport vessel. e
o Notional tracks
Najin 27 NOTE: This shipment only - = M/ ANGARA
9 - s included the delivery of
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- - - containers were delivered from
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25 AUG 23:

M/V ANGARA delivers 20-ft
shipping containers to Najin.
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Russian-flagged MV ANGARA (IMO: 9179842)
Najin, North Korea
42:13:37 N 130:17:02 E

SOUTH
KOREA

.~

-
2 i

ey _
—voK- A
Gl e 4 || 20-foot shipping containers
- LT . L,

-
~ Y02263870
LAY

Russian-Flagged M/V ANGARA Completes Second Delivery to North Korea; First Delivery to Russia

September 2023
NOTE: Dunay is a RUSSIA
Russian military facility.

o 1SEP 23

2 M/V ANGARA departs Dunay
.VladWOSIOK with approximately 250
P shipping containers.
Vi ~
7 Y
Y
4 AN

< v‘ADunay 7N

g e 6 SEP 23

M/V ANGARA returns to Dunay
and delivers approximately 35
shipping containers.

NORTH )
KOREA ne

NOTE: Najin is a North Korean \ p 41'
commercial port. v NOTE: M/V ANGARA is a known |

—~——

arms transport vessel.

2% Notional tracks
Najin ,’ NOTE: This inclgded the !irst - = MV ANGARA
- T4 delivery of shipping containers
> from North Korea back to Russia.
- - - e
2-4SEP23:

M/V ANGARA delivers shipping
containers to Najin. Loaded with
approximately 35 shipping containers
for return delivery to Russia.
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RUSSIA

September 2023

Russian-Flagged M/V ANGARA Completes Third Delivery to North Korea; Second Delivery to Russia

o BSEP23

M/V ANGARA departs Dunay
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f .\‘.'] adivostok with approximately 200
o shipping containers.
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Loaded approximately 300 shipping I
containers for return delivery to Russia, ) 2 40 Ko
Russian-Flagged M/V LEV YASHIN Completes Probable Third Cargo Delivery from North Korea to Russia
September 2023
RUSSIA

8 SEP 23

et

Russian-iagged WV ANGARA (MO: 9179042)

Rusalans Ragged MV LEV YASHIN GMO. 8517839)
v

M/V LEV YASHIN departs
Vladivostok area with no
shipping containers.
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M/V LEV YASHIN loads approximately
140 shipping containers at Najin.
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K
containers to Dunay.
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= = MV LEV YASHIN

NOTE: This shipment only
included the delivery of shipping
containers to Russia. No shipping

containers were delivered from
Russia to North Korea.
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{

Russian-flagged M/V ANGARA (IMO: 9179842)
Russian-flagged M/V LEV YASHIN (IMO: 8517839)
Dunay, Russia
42:52:00 N 132:21:54 E

8 ¥ Shipping containers

Y OP3311625

Russian-Flagged M/V ANGARA Completes Fourth Delivery to North Korea

September 2023
NOTE: Dunay is a RUSSIA
Russian military facility.
o 22 SEP 23
& M/V ANGARA departs Dunay
o /adivostok with approximately 250
S PR shipping containers.
. / N
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’
-
-
- 9

23 SEP 23:
M/V ANGARA delivers approximately
250 shipping containers to Najin.

Source: Member States.
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Deliveries Between Russia and North Korea
Late August to Late September 2023

First Russia-
to-North Korea

Delivery

Quantity of
20-t shi -250
containers

Dunay
(Russia)

Najin
(North Korea)

Destination

21-25
August

Source: Member State.
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Second Russia-
to-North Korea

-250

Dunay
(Russia)

Najin
(Morth Korea)

September

First North
Korea-to-
Russia

Najin
(Morth Korea)

Dunay
(Russia)

2-6
September

Third Russia-
to-North Korea

-200

Dunay
(Russia)

Najin
(North Korea)

g-n
September

Second North

Korea-to-
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Annex 48: Member State information on alleged arms transfers from the DPRK (2)

Images of the Angara and Maria (fka Lev Yashin) at Rajin Port and Konyushkovo Bay, and of Maia-1
at Rajin Port, Konyushkovo Bay and VVostochny Port, September 2023 — December 2023

UK OFFICIAL - FOR PUBLIC RELEASE

Russia/DPRK: Transfer of Materials Between the Democratic
People’s Republic of Korea and Russia

orFiciaL) This report provides an overview of the transport of materials between the Russian Federation and
the Democratic People’s Republic of Korea (DPRK).
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Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia
DPRK Air, Land and Sea Transfer Nodes

Najin/ Rajin Port, DPRK
GEO: 421343N/1301701€

9Dec23

cHiNg

NORTH KOREA

ProNcANG
Wi

Tomangang Raiiway Station, DPRK
GED: 422501N/1303715E 200ct23

s Defence
& Intelligence
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UK OFFICIAL - FOR PUBLIC RELEASE

Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia
Transfer of Materials From DPRK to Russia by Sea

(0). Media reporting highlighted that the Russian Federation were approaching a number of countries requesting =
military equipment and munitions to replace those which had been used in the Ukrainian conflict.'-2 fe=

(0). Analysis of marine traffic data (confirmed on imagery dated between 21 Sep and 5 Dec 23) showed at least
three Russian flagged vessels continued to transfer shipping containers between Najin Port, DPRK and the ports L=t i
of Vostochny and Bukhta Konyushkova (also known as Dunay Port), Russia 3 ¢

(O). The three Russian vessels identified were MV MAIA 1 (IMO: 9358010), MV ANGARA (IMO: 9179842) and S = g Tl
MV MARIA (Formerly LEV YASHIN) (IMO: 8517839), all of which have been identified at Najin Port, DPRK and 4 [ o ¥ P
then transiting to either Vostochny andlor Bukhta Konyushkova (also known as Dunay) ports, Russia e /

MV MAIA 1 (IM0 9358010) Vostochny Port, Russia MV ANGARA (IM0 9179842) - Najin Port, DPRK
GEO: 424415N/1330510E 12Nov23  GED:421336N/1301708E

28 Nov23

e Diaryof a Paratrooperms e Rneonnx Ascanimcome

North Miitary District.

8 30my CBO MBI CHOpARM NoBLIEHHOR ASOHOST X
piniag-tiog shwki oy A GRS Mrod e PC30 s, KoTGpHE A06eH0 NPEROCTSMIN MaLM ce-

Nerthern Hitary

rict zone which were kindly provided eopremp e Toxpmet
- by our North Karean comvades!

MV MARIA (Frr LEV YASHIN) (IMO 8517839) - Najn Port, DPRK
GEO: 421336N,/1301708E 120ct 23

(0). Although the exact contents of the shipping containers.
cannot be identified from satellite imagery, social media posts
by Russian Forces personnel have stated the presence of
DPRK produced munitions in Ukraine*

(0). Assuming an average speed of 10 knots and the most
direct route is taken, it would take approximately 1.2 days to
conduct a retun trip, not including time for loading/unloading
of cargo,

2 2 vosmsmnragun

i i B e s e, 3 T
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Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia
MV MAIA 1 (IMO 9358010) - Offloading Shipping Containers at Najin Port Facility, DPRK

GEO: 421343N/1301714E

1. MV MAIA 1 (IM0 9358010) Vostochay Port, Russla 12 Nov 23
GEO: 424415N/1330510€

2. MV MAIA 1 (MO 9358010) Bukita Koayushkova (Dunay) Port, Russia 5 Dec23
GED: 425158N/1322152€

3. MV MAIA 1 (IMO 9358010) Bukita Komyushkova (Dunay) Port, Russla 11 Dec 23
GEO:425158N/1322152E

MV MALA 1 (1M0 9358010)

‘ o

(0). MV MAIA 1 (IMO 9358010) was identified on imagery docked at Vostochny Port, Russia on 12 Nov 23 [image 1). It
was then identified preparing to load shipping containers at Najin Port, DPRK on 20 Nov 23 [Main Image] and unloading
shipping containers at Bukhta Konyushkova (Dunay) Port, Russia on 5 Dec 23 [Image 2 and 3].

& Defence
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Russia/DPRK: Transfer of Materials Between the D tic People’s Republic of Korea and Russia
MV ANGARA (IMO 9179842) - Docking at Najin Port Facility, DPRK

GED: 421343N/1301714€

1.MV ANGARA (1MO 9179842) Buktta Konyushkora (Dunay) Port, Ressia 2156p23
GEO: 425158N/1322152€

MV ANGARA (IM0 9179842)

(0). MV ANGARA (IMO 9179842) was identified on imagery docking at Najin Port, DPRK on 3 Sep
23 [Main Image] and laden with shipping containers at Bukhta Konyushkova (Dunay) Port, Russia
on 21 Sep 23 [image 1].
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Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia

MV MARIA (Formally Known as MV LEV YASHIN) (IMO 8517839) Loading Shipping Containers at Najin Port Facility, DPRK

GEO:421343N/1301714E

L MV MARIA (Fer LEV Russia 21Sep23
GEO: 425158N/ 1322152

2. MV MARIA (e
GEO: 425158N/ 1322152

MV MARIA (Fmr LEV YASHIN) (IMO 8517839)

(0). MV MARIA (IMO 8517839) was identified on imagery unloading cargo at Bukhta Konyushkova (Dunay) Port, Russia

between 21-22 Sep 23 (Image 1 and 2]. The vessel was also identified loading shipping containers at Najin Port Facilty,
DPRK on 12 Oct 23 [Main Image].
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Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia

DPRK Rail Transfer Node, Tomangang Railway Station, DPRK

‘GEO:422501N/1303715E

Internal RTP

i
(0). Tomangang Railway Station is located adjacent to the international border of DPRK and Russia and services the only rail link between the two
countries. Media sources have reported that Russia could be exporting oil based products and cereals to the DPRK in exchange for munitions.5 Both
oil based products and cereals have been identified at Tomangang Railway Station. Analysis of imagery dated between 30 Oct and 4 Nov 23 identified
the renewal of cross-border rail activity between Khasan (Russia) and Tomangang (DPRK) after a two year hiatus, highly likely due to COVID-19.
s Defence

Intelligence
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Annex 49: Screenshot of a page from the website of the Ministry of Foreign Affairs of the

Russian Federation (https://www.mid.ru/ru/foreign_policy/news/1914400/)

e e
Y MWHNCTEPCTBO MHOCTPAKHEIX Aen
Poccuiickoin ®egepauumn

11.11.2023 11:57 Ne2282-11-11-2023

Otper odunuaapaore npeacrasute s MHJ] Poccum M.B.3axaposoii ma ompoc CMH B cBs3E ¢
oopaHeEHsAMHE CIIIA B HX CON3HHKOB B aapec PoccHH B «BOEHHO-TeXHHYUECKOM COTPYIHHUECTBE» ¢
KHIP

Bonpoc: B mocaensee BpeMs B agpec Pocernm i1 KHIIP Bee uallle 38y4aT 0OBHHESHIIA B OCYIISCTBICHHII
3alpenieHHbIX pesomonmaMi Coseta BesomacHoctn OOH B3aHMHBIX TIOCTABOK BOOPY/KEHII H BOSHHBIX
TexHoIoriil. OUIH 113 IOCISIHIX IPIMEPOB — 3adBIeHNIe cTpaH «l PYIIBI ceMID» II0 IHTOraM BCTpedl B TOKIIO.
Ha 5Ty TeMy Takike HEOJIHOKDAaTHO BBICKa3biBalcs roccekperaps CIITA 3.BumHKeH, B TOM HHCTE B XOlIe
HemapHeTo Bi3nTa B Ceyn. Kak 051 BET MOTTII 3TO DPOKOMMEHTHPOBATE?

OTeeT: OOBHHEHINE, TpPSIBABISEMBIC «KOISKTHBHEIM 3amajoM» B «HE3aKOHHOM» BOCHHO-
TEXHHTECKOM cOTpyaHIIecTBe Poccnn ¢ KHJIP — TOTOCTOBHET I O€3/10Ka3aTeIbHBI, B M3MKOOTCHHOM CTIITE
«highly likely». K ToMy e HIKTO He Hageqsa BamHrToH 1 TOKIIO CIeICTBEHHBIMII ITOTHOMOYTISAMIL.

Poccg OTBETCTBEHHO BBIIOTHAET CBON MEXKIYHAPOIHBIC 0043aTebCTBA, BKIOYAS pe3omrom CoBeTa
besomacHocTi. II 3T0 He MeIaeT HaM pa3BIIBaTh TpaNIIIOHHBIE OTHOIIEHIS JIPY/KOBI II COTPYIHIMECTBA C
cocenamir, B ToM gicte KHJIP, HMerone JaBHIIe HCTOPHYECKHE KOPHIL

Yto KacaeTcs KPHTIKOB HaIlell CTPAHBI M3 WICTAa TaK HA3bIBAeMbBIX MOGOPHIIKOB MEKIYHAPOIHOTO
[paBa, TO M CTeAyeT MOCOBETOBATE MOYAIE CMOTPETh B 3ePKAlI0, MPEsKIIe YeM YUITh IpyTux. Beas MMeHHO
CHIA § IX caTe/UINTHl HapylIalT OOLIENPHHATHIE HOPMBI MEXIyHApOIHOTO IpaBa H pesomonun CoseTa
be30macHOCTH, HAKAUNBAT MPECTYNHBI KIEBCKINI pPEXHM OpPYAKHIeM H TeM CaMBIM  CIOCOOCTIBYIOT
[POJIOIKEHITH KPOBOIIPOTHTIHSL.

Unofficial translation:

298/627

11.11.2023 11:57 Ne 2282-11-11-2023

Foreign Ministry Spokesperson Maria Zakharova's answer to a media question regarding US and its

allies’ accusations of "military-technical cooperation" with the DPRK

Question: Recently, Russia and North Korea have been increasingly accused of carrying out mutual
deliveries of weapons and military technology, which are prohibited by UN Security Council resolutions. One
of the latest examples is the statement of the G7 countries following the meeting in Tokyo. US Secretary of
State Antony Blinken has also repeatedly spoken on this topic, including during his recent visit to Seoul. How
would you comment on this?

Maria Zakharova: The accusations made by the "collective West" of "illegal" military-technical
cooperation between Russia and the DPRK are unfounded and unsubstantiated, in the favourite style of "highly
likely." In addition, no one gave Washington and Tokyo investigative powers.

Russia is responsibly fulfilling its international obligations, including Security Council resolutions. And
this does not prevent us from developing traditional relations of friendship and cooperation with our
neighbours, including the DPRK, which have long-standing historical roots.

As for the so-called critics of international law, our country, they should be advised to look in the mirror
more often before lecturing others. After all, it is the United States and its satellites that violate the generally
accepted norms of international law and Security Council resolutions, pump the criminal Kiev regime with
weapons and thereby contribute to the continuation of bloodshed.

24-02094



S/2024/215

Annex 50: Compilation of available information on Angara’s movements August to December 2023 (non-

exhaustive)

Date Summary of reported activity Source and date of information
18 August At Dunay (Dunai) Port NKNews 23 October

18 August Departs Dunay RUSI, 16 October

21 August Departs Dunay with 250 shipping containers | Member State report

25 August Shipping containers delivered to Rajin Member State report

(Najin)
26 August Arrives Rajin RUSI 16 October
28 August Returns empty to Dunay Member State report

1 September

Departs Dunay with 250 shipping containers

Member State report

1 September

Departs Dunay

RUSI 16 October

2-4 September

Shipping containers delivered to Rajin; loads
approx. 35 shipping containers

Member States’ reports

3 September Loads and unloads cargoes at Rajin RUSI 16 October
3 September At Rajin Pier 2, loads containers NKNews 16 October; 23
October

6 September Approx 35 shipping containers delivered to Member State report
Dunay

8 September Departs Dunay with approx. 200 shipping Member State report
containers
Disappeared for a few days (?) NKNews 23 October

11 September Approx 200 shipping containers delivered to | Member State report
Rajin; loads approx. 300 shipping containers

12 September Approx 300 shipping containers delivered to | Member State report
Dunay

20 September Vessel appeared to stay at Dunay through this | NKNews 16 October
date

21 September Loaded cargo at Dunay (alongside Maria) Member State report; RUSI 16

October

21 September Departs Dunay RUSI 16 October

22 September Departs Dunay with approx. 250 shipping Member State report
containers

23 September Approx 250 containers delivered to Rajin Member State report

23 September Anchored in waters off coast of Vladivostok | NKNews 23 October

23 September Photos near Vladivostok: Carrying containers | NKNews 19 October;
with logos of commercial companies. Marinetraffic.com

24 September Arrives Rajin RUSI 16 October

24 September Unloading and possibly later loading NKNews 23 October
containers

2 October “Ship matching Angara’s profile” at Rajin NKNews 16 October
Port Pier 1

2 October Unloading cargo at Rajin Port RUSI 16 October

2 October Possibly later loading containers NKNews 23 October

24-02094
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Rajin restarted container trade for first time in 5 years

NKNews 14 October

6-11 October

Vostochny Port loading and possibly earlier
unloading containers

NKNews 23 October

14 October Anchored in waters off coast of Vladivostok | NKNews 23 October
14 October Photos near Vladivostok: Carrying containers | NKNews 19 October;
with logos of commercial companies. Marinetraffic.com
At Vostochny Port (date uncertain) NKNews 25 October

22-23 October

Rajin Port unloading and later loading
containers

NKNews 23 October

cargo

23 October Picks up containers at Rajin Port Pier 2 NKNews 31 October; CSIS, 8
December
27 October Appears at Dunay alongside Russian naval NKNews 31 October
warship
29 October Still at Dunay without significant change in NKNews 31 October

28 November

At Rajin Port

Member State report

First days of
December

At Nakhodka commercial container port

NKNews 13 December

9 December

Unloading containers at Rajin

NKNews 13 December;
Bloomberg 26 December

References cited

Sokolin

Colin Zwirko

NKNews 14 October, “North Korea sent mass shipment of weapons, ammo to Russia: US”, Anton

NKNews 16 October, “Secure Russian naval base processed alleged North Korean arms shipments:
Imagery”, Anton Sokolin, Colin Zwirko

Royal United Services Institute (RUSI), 16 October, “The Orient Express: North Korea’s
Clandestine Supply Route to Russia”, James Byrne, Joseph Byrne and Gary Somerville

NKNews 19 October, “Russian ship in South Africa arms row appears to aid North Korea weapons
trade”, Anton Sokolin, Colin Zwirko

NKNews 20 October, “How Russia used lookalike ships to conceal suspected North Korea arms
trade”, Anton Sokolin

NKNews 23 October, “Major Russian container port tied to alleged North Korea weapons trade:
Imagery”, Anton Sokolin, Colin Zwirko

NKNews 25 October, “North Korean trains in alleged Russia arms deal pass through key weapons
hub”, Colin Zwirko

NKNews 31 October, “New ship joins alleged North Korea-Russia weapons trade operation:
Imagery”, Colin Zwirko

NKNews 13 December, US sanctions Russian ship to ‘disrupt’ weapons trade with North Korea”,
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Centre for Strategic and International Studies (CSIS), 8 December, “Activity at Najin Points to
Continued DPRK-Russia Arms Transfers”, Joseph S. Bermudez Jr., Victor Cha and Jennifer Jun
Bloomberg, 26 December, “Ghost Ships at Reawakened North Korea Port Put Ukraine in Peril”,

Jon Herskovitz

Source: Compilation by the Panel.
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Annex 51: Angara - Supplementary information

The Panel is investigating entities currently connected to Angara and the other vessels named in Table
3 of the main text.

According to maritime databases, M Leasing LLC (TIN: 9701173086, established in 2021) is the
current registered owner of Angara. The Panel tried to contact M Leasing LLC using their published
email address and telephone numbers but was unsuccessful. Investigations continue.

Marine Trans Shipping LLC (TIN: 3025037914) currently manages and operates Angara. mailto: The
Panel wrote to Marine Trans Shipping LLC on 14 December but has not had a reply.

In addition to the four vessels whose details are listed in Table 3, reports refer also to the possible
involvement of a fifth vessel Vyacheslav Anisimov (IMO: 9004463). According to commercial
maritime databases Vyacheslav Anisimov visited Dunay sometime between about 6 and 15 September
2023.2% According to a Member State, Vyacheslav Anisimov entered Dunai between 9 and 15
September and offloaded containers to Angara. The Russian Federation has not replied to the Panel’s
enquiry about this vessel.

The Panel wrote to the Russian Maritime Shipping Register on 15 December 2023 requesting
information and documentation for the four vessels whose details are in Table 3, and the Vyacheslav
Anisimov. The Russian Maritime Shipping Register replied that the request had been “duly forwarded
to the appropriate Governmental bodies of the Russian Federation”.

25 See also: https://www.nknews.org/pro/how-russia-used-lookalike-ships-to-conceal-suspected-north-korea-arms-trade/
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2 RUSSIAN MARITIME REGISTER OF SHIPPING

Yours sinceraly
.’" r
Acting Director Genaral L 5
g LW

A photograph of Angara off Vladivostok dated 22 September 202322 shows it was carrying shipping
containers. Some of these had logos apparently of a number of different companies. In response to the
Panel’s enquiry of one of these companies, PJSC Transcontainer, the Permanent Mission of the Russian
Federation sent the following response dated 25 January 2024:

“I would like to refer to the request by the Panel of Experts established pursuant to
Security Council Resolution 1874 (2009), namely S/AC.49/2023/PE/OC.563 dated 14
December 2023.

In this regard, | wish to inform you of the following. PJSC Transcontainer has not
previously had and does not currently have any contractual relations with Marine Trans
Shipping LLC or M Leasing LLC. The organization has not leased containers to any
lessees for the purpose of loading them onto vessel ANGARA. Transportation to DPRK
is not included in the geographic scope of the activities of PJSC Transcontainer. The
company has never carried out and does not carry out transportation from and to DPRK.

226 MarineTraffic.com
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When concluding its lease agreements, PJSC Transcontainer shows due diligence and
receives assurances from the lessees that the property of PJSC Transcontainer will not be
used in violations of the international obligations of the Russian Federation, including
compliance with the sanctions regimes of the UN Security Council. The clients of the
company undertake not to use the containers provided for temporary possession and use
for the delivery, transportation, transfer, as well as transportation of goods, products and
items to countries with trade restrictions in force under the UN Security Council
resolutions, as well as for the benefit of persons on the sanctions list of the UN Security
Council.

The photograph attached to the Panel's request of the vessel ANGARA shows that some
of the containers have a trademark similar to that of PJSC Transcontainer. Belonging of
containers is indicated by a unique BIC code. The images presented in the request do not
allow to identify the BIC codes on the containers and establish their belonging.

Please let me know if you'd like to receive any additional clarifications or discuss any
follow-up matters.”
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Annex 51.1: Angara’s speed

Angara’s service speed is 15 kn according to commercial maritime databases although in the days
before Angara arrived at Korsakov it appears to have travelled rather more slowly, mainly between

8 and 10 kn.%?%’

Estimates based on Google Earth images suggest that the direct round-trip distance between Najin
and Konyushkovo Bay is approximately 440 km. The route maps in Annex 47 would suggest,
however, that vessels making this journey hug the coast, perhaps in order to stay within DPRK or
Russian territorial waters and thus minimizing the risk of surveillance. In this case, the round-trip
distance is approximately 540 km. Approximate round-trip travel-times under these different

scenarios are as follows:

Rajin to KonyushkovolAngara  |Approximate round-trip  |Approximate round-trip
Bay — approximate  [sailing voyage time (no account  |voyage time (assuming
distance by sea Speed taken of port entry/exit the port call in the middle

times or loading/ unloading |lasted 0.5 days)®

times)
Direct route 220 km |15 kn 16 hours 28 hours

10 kn 24 hours 36 hours

Hugging the coast 15 kn 19 % hours 31 % hours
270 km 10 kn 29 hours 41 hours

27 Source: Windward.
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Annex 51.2: Member States’ Designation of Angara

The U.S. Treasury’s Office of Foreign Assets Controls designated the Angara, M Leasing LLC and
Marine Trans Shipping LLC on 8 May under Section 1(a) of Executive Order (E.O.) 14024 of April 15,
2021 (“Blocking Property With Respect To Specified Harmful Foreign Activities of the Government
of the Russian Federation™):

e ANGARA Roll-on Roll-off 8,811GRT Russia flag; Vessel Registration Identification IMO
9179842 (vessel) [RUSSIA E014024] (Linked To: M LEASING LLC);

e M LEASING LLC, Baumanskaya Ul., D.7, Str. 1, Of. 301, Moscow 105005, Russia; Tax ID No.
9701173086 (Russia); Identification Number IMO 6246853 [RUSSIA-E0Q14024];

e MARINE TRANS SHIPPING LLC, Office 2, Ulitsa Naberezhnaya Reki Tsareva 1, Astrakhan
414024, Russia; Tax ID No. 3025037914 (Russia); Identification Number IMO 6183435 [RUSSIA-
EO014024].

The Office of Financial Sanctions Implementation of HM Treasury designated M LEASING on 19 May
2023 under The Russia (Sanctions) (EU Exit) Regulations 2019:

Name (non-Latin script): M JIU3UHI a.k.a: M LIZING Address: Of. 301, Str. 1, D.7, Baumanskaya
Ul., Moscow, Russia, 105005.0ther Information: (UK Sanctions List Ref): RUS1850. Financial
sanctions imposed in addition to an asset freeze: Trust services. Date trust services sanctions imposed:
18/05/2023. (UK Statement of Reasons):M LEASING is an involved person within the meaning of the
Russia (Sanctions) (EU Exit) Regulations 2019 because 1) M LEASING is an entity carrying on
business in a sector of strategic significance to the Government of Russia, namely, the transport sector;
and 2) M LEASING is involved in providing financial services, or making available funds, economic
resources, goods or technology, that could contribute to destabilising Ukraine or undermining or 21
threatening the territorial integrity, sovereignty or independence of Ukraine. (Email address): svetlana-
osik@mail.ru (Type of entity): Limited Liability Company (LLC) (Business Reg N0):9701173086
Listed on: 19/05/2023 UK Sanctions List Date Designated: 18/05/2023 Last Updated: 19/05/2023
Group ID: 15911.
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Annex 51.3: Angara’s history

Commercial maritime databases indicate that Angara earlier visited Konyushkovo Bay, in

June, 2023.

. A private sector organization posted the following tweet on 16 October 2023 (The Dossier

Centre: https://t.me/dossiercenter/300)

LeHTp «Jocbe»

KHAP noctaenset B Poccuto 6oenpunachl, yéeauncs
LleHTp «[locbe»

Poccuitckme kopabnu «Mapusi» u «AHrapa» B TeueHue
nocnefHux AByX MecsLeB 3abupanu rpysbl B
CeBepoOKOPEeNCKOM NopTy PauH 1 AOCTABNANM UX Ha
3aceKpeyeHHyto BoeHHyto 6a3y Ha lanbHem BocToke,
nuwet The Washington Post. M3ganue onupaetcs Ha
CNYTHWKOBbIE CHUMKMW, UccneaoBaHHble RUSI.
doTorpadun He NOIBONAKOT ONPEENUTh, YTO MMEHHO
NepeBo3nNK Cyaa, HO aHaNUMTUKK NPEANOaaratoT, YTo PeYb
WAET 0 NnocTaBKax 60enpunacos.

Kak MUHUMYM B OfHOM c/yyae 3TO Bblnu paKeTbl,
BblAcHKN LleHTp «[ocbe». B KopabenbHbIX 4OKYMEHTax
«AHrapbl», C KOTOPbIMK 03HaKoMuIICA «[locbey,
FOBOPUTCH, YTO B TPIOME CyXorpy3sa nepeso3aunucb 50,69
TOHH paKeT ¢ pa3pblBHbIM 3apsaoM. B maTepuanax Hu
pasy He ynoMmuHaeTcs, uto cyga nocewanu KHAP. Mpu
9TOM HepejKo B Ka4ecTBe NyHKTa Ha3HaYeHUs yKasaH
3anue CTpenok, Ha Hepery KOTOPOro W pacrnonaraercs
poccuicKas BoeHHas 6asa.

24-02094

Unofficial translation by the Panel
BEGINS

Dossier Centre

North Korea supplies ammunition to
Russia, the Dossier Center is
convinced

Over the past two months, the Russian
ships Maria and Angara have been
picking up cargo at the North Korean
port of Rajin and delivering it to a
secret military base in the Far East,
The Washington Post writes. The
publication is based on satellite images
studied by RUSI. The photographs do
not make it possible to determine what
exactly the ships were transporting, but
analysts suggest that we are talking
about the supply of ammunition.

In at least one case, these were
missiles, the Dossier Center found out.
The Angara ship's documents, which
the Dossier reviewed, state that 50.69
tons of missiles with an explosive
charge were transported in the cargo
hold. The materials never mention that
the ships visited the DPRK. At the
same time, Strelok Bay is often
indicated as a destination, on the
shores of which a Russian military
base is located.

ENDS
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3. The Panel has been shown alleged documentary material which it cannot independently verify.
This reportedly shows inter alia that Angara carried in its hold 50.6887 tons of dangerous cargo
described as UN Class 1 explosive material, UN No 180 Explosive Rockets when at or close to
Korsakov Port in the Sakhalin Peninsula between about 6-10 August:?

MapameTpbl NepeMeLeHns aHa

MopT: Kopcaxos

Nepemewsnne OTxo (BeIX0M C TRXYWEro NyHkTa & Mope. N O Orxon
MecTononomenue
Fpannuya nopra: Mpwuan: AxopHan CTOAHKAYSACTOK
Ywacrox Ne 1 He yeazam To4xa AnopHon CrosHKm Ne22

KOMWCCHA MOCYREPCTREHHR KOHTPONBHLIX OpraHoe: fla
Mecto nposegeqina. RukoriOwmeii pakon npwan Nel Qara v epema nposenexna (Mectw ) 10.08.2023 19:00
Cneaywmms nyHKT

fo:  Crpawa RUSSIAN FEDERATION
MOPE Mopr. Nakhodka

Napamerps MapupyTa
Lara n epema gevoxesun (MecTH.), nauano. 10.08.2023 20:00 Nowsman. He wymen
MpuMeuanne:
Ocanya MaKCHMaNkHaA (MAKC. 13 OCIAXN KOPMOI W Ocamm HocoM) 5,2 Haneoamelil raGaput 35,06

Mpy3ul
Ha Gopry - UTOMD [r]: 58.886 w2 mix onacken [1] 50.69 TEUs: 0 Burpyaxa
1. Tun rpy3a: MNpoYne reHepanbibie rpyssl T HeT
Kon-go [r): 50.68871 Mompyaxa

Onackwi rpya: Aa HET

PacnonoweHne rpyaa: TpIoM
Knacc OOH. Knacc 1 - E 39a euecisa
O0H: 1 k PaIPRIBH 1P, ']
Knatc n negrnace OOH. 1 Mpynna ynaxoesn
MNepesoanTca & Tape: [la Macca 6pyTro (1) 50.6887
MepeeoanTca Haganom: Her
MepesnanTca Hanueom: Her

2. Tun rpyaa: MNpovne renepansiie rpyssl _l’

Kon.-go [r): 8.19676

Buéc
Hukurin Netp Jasnnoeuy JonsHocTs Oara n epema enecenna 10.08.2023
v Huxwtun Nerp Oonwwocte. I cextopa 1:23
NPHXOMGE W OTXON08 CYA08 [laTa n BpEMA HCNONHEHUA

10.08.2023 20:40

4. The documentary material suggests this cargo was offloaded at a destination in Strelok Bay
sometime between 15 and 21 August.

5. This suggestion is supported by satellite imagery which shows Angara at Konyushkovo Bay
(which is situated in Strelok Bay) on 18 August 2023, moored alongside a pier across from a

warship:

Source: Planet Labs, 18 August 2023.
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Annex 51.4: Route taken by Angara until 10 August, when AIS transmissions ceased to be

detected

WINDWARD Map Search engine Rule engine Area analysis
(D ANGARA 9179842 273210440 Cargo
MAP AND TIMELINE
= Map and O~
~ timeline Activity timeline (6550) =

5 months, Russia

/7. Latest position report

Russia, 3 days
© ETAchange

04/08/23 23:00 =
05/08/23 21:30

Russia, a day

->| EEZ Visit
Russia, 5 days

Source: Windward, accessed on 4 January 2024.
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Annex 52: Konyushkovo Bay

Konyushkovo Bay, located south of Dunay, was used as a submarine base in former USSR times??® and
subsequently was used as an unloading point of spent nuclear fuel from decommissioned submarines
for transport to Ministry of Defense temporary storage facilities at Sysoev Bay, close to Dunay.??°
Konyushkovo Bay is still in use by Russian Navy vessels. The Panel examined available imagery of
vessels in the Bay prior to August 2023 and found that it was only infrequently used by merchant vessels.
Maritime databases provide examples of two military vessels in the bay in November 2023, as does a
Google image dated 2020 of another military vessel:

AKADEMIK KOVALEV (IMO: 4726913 / MMSI:- 273548720)

Munitions Carrier by IMO 107.6 x x18.8m at Dunai Port, November 2023
\ Sz glqu
Ship Particulars / IMO 4726913 Compa

o 0 5

o 05 ’

o © Groupt

228 See for example, CIA report dated 9 May 1965: https://www.cia.gov/readingroom/docs/CIA-RDP78T05929A000900020013-
6.pdf

29 See for example “Environmental safety and monitoring measures in the dangerous radioactive facilities in the Far East, as well
as possible responses to accidents which may happen in the facilities”, Acad, Ashot Sarkisov, Advisor to Director of IBRAE
(http://www.tecsec.org/en/wp-content/uploads/2015/03/tokyoseminar05_e.pdf) presented at the G8 Seminar on the Global
Partnership August 2005 (http://www.tecsec.org/en/wp-content/uploads/2015/03/tokyoseminar02_e.pdf).
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SPK 57150 (IMO: 4768741 / MMSI: 273212850)

Crane Vessel 52m x 22.8m by IMO at Dunai Port, November 2023

Ship Particulars / IMO 4768741
¥ 150

LA
0 20 Nt
0 nag

O vt o gty
O Cat v
L

Charactaristics

07 Crae Voassl

© Dovr o tashes 2001

Companies

O Classihianon sacety

© Repatered carer. RUSSIA GOVT NAVY (4255451)
© S manager RUSSA GOVT NAVY (4 |

0 Growo benefick! ovmer - RUSSIA GOVT NAVY (4255687
© Cperator RUSSIA GOVT NAVY (425548

Source: International Maritime Organization database, accessed 27 November 2023.

- Military ship and support vessel with

24-02094

crane in Konyushkovo Bay

Source: Google image, August 2020,
accessed 7 November 2023.
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Angara and warship

Warships are occasionally seen on satellite
imagery of Konyushkovo Bay moored
opposite Angara (as here) or Maria.

Source: Planet Labs, 18 August 2023.

Entrance to Konyushkovo Bay, looking
south — the sign on the right indicates
“Restricted Area — Entry Forbidden”. The
white cabin situated in the centre of the
picture, just behind the red-and-white
barriers across the road, is at the main
entrance to the facility. It can be seen on
current satellite imagery.

Source: Google Earth, July 2013.
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Annex 53: Angara’s Movements at Konyushkovo Bay and Rajin Port

Annex 53.1: Angara unloading and loading containers at Konyushkovo Bay (see also image in figure XVI
in the main text).

Two vessels filled with shipping containers are moored alongside the main pier: Angara is on the left. The
majority of the containers on the vessel are blue in colour. The containers on the other vessel are multi-coloured.

Note the white cabin at the top left of the image marking the position of the main gate of the facility. A stack of
mainly blue containers has been built just inside the entrance. Vehicles at main gate are probably flat-bed trucks
used to move the containers.

According to the Member State information Annex 45, Angara delivered approximately 300 shipping containers

on 12 September. These presumably are the shipping containers that can be observed on board Angara in the
image below.

Figure 1.

Source: Planet Labs, 12 September 2023.

Angara at Konyushkovo Bay, 14 September 2023

The containers from the two vessels appear to have been unloaded. Additional blue containers (presumably from
Angara) have been added to the stack seen on 12 September. Close-by a new stack of multi-coloured containers
has been built, presumably originating from the vessel on the right of the pier.

The Panel is unable to establish independently the exact location of the approximately 300 containers delivered
by Angara on 12 September.
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Figure 2.

Source: Planet Labs, 14 September 2023.

Numbers of containers

14 September: Approximate number of containers onshore Konyushkovo Bay: 105-210, in three piles (Note that
unloading from Angara was not completed: some containers remain in the hold):

Figure 3. Three piles of containers:

14 September 2023

(2]
15-30

containerss

90-180
Containers

R NS

70-140
Containers

Source: Planet Labs, annotated by the Panel.

Figure 4. Pile 1 (90-180 containers):

Source: Planet Labs, annotated by the Panel..
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Figure 5. Pile 2 (15-30 containers):

14 September 2023

Source: Planet Labs, annotated by the Panel.

Figure 6. Pile 3 (70-140 containers):

Source: Planet Labs, annotated by the Panel.
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Figure 7. Pile 3 increased in size with additional containers (approximately 20) added between 12 September
and 14 September:

12 September 2023 14 September 2023

Between 10-20 increased

Source: Planet Labs, annotated by the Panel.

Note that the Panel has not been able to track the movement of containers in and out of the main gate of the
facility by vehicle.

15 September 2023

Figure 8. Angara has been loaded with blue containers and the pile of blue containers seen onshore on 14
September has been reduced in size.

Source: Planet Labs, 15 September 2023.
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Annex 53.2

Figure 1. Angara at Konyushkovo Bay 28 September

Source: Planet Labs

Note stack of containers close to main gate, and vehicular activity along the pier.

Figure 2. Angara at Konyushkovo Bay 30 September

Source: Planet Labs

Note stack of containers close to main gate has disappeared. Note the red-orange moveable cover (figure 2) has
changed its configuration and appears to cover more of the hold(filled with containers) in comparison
with 28 September.
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Figure 3. Angara at Pier 1, Rajin Port, 2 October

The configuration of the red-orange moveable cover has changed again (partially pulled-back,
perhaps in connection with container unloading. and a mix of blue and other-goloured containers
can be seen in two places below).

Source: Planet Labs.
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Annex 53.3

Figure 1. Rajin Port, Pier 1 is used for unloading vessels: Angara unloading containers there.

Angara at Pier 1 21 October 2023 Angara at Pier 1 22 Qctober 2023

Source: Planet Labs.

Note increased size on 22 October of the seaward end (to-the-right) of the stack of containers on the
pier, in comparison to the day before.
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Figure 2. Angara at Pier 2, Rajin Port, 23 October

Source: Planet Labs.

The red/orange moveable cover over Angara’s hold has been pulled back and blue and other-coloured
containers can be seen in the hold.
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Annex 54: Maria’s movements at Rajin Port and Konyushkovo Bay

Figure 1.

Rajin Port, Pier 2

9 — 11 October: Containers are lined up and loaded onto the Maria. The changes to the alignment of the
different-coloured containers demonstrates that loading is taking place on 11 October.

9 October 2023 10 October 2023 11 October 2023

Source: Planet Labs.
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Figure 2.

11 October: Containers are loaded onto Maria

11 October 2023

Source: Planet Labs.

12 October: All containers have been loaded onto Maria: None left on the pier.

12 October 2023

Source: Planet Labs.
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Figure 3.

Konyushkovo Bay, 14 October

Maria laden with containers moored alongside pier. There were no containers onshore prior to its
arrival.

14 October 2023

Trailer trucks lined up for transporting
containers from the pier

Source: Planet Labs.
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Annex 55: Railway line running north from Rajin station (see figure XIX in the main text)

The Panel noted in the body of this report that about 2.5km north of Rajin Station the railway line
running north from Rajin Port enters a tunnel under a mountain (summit about 520m) and exits about
3.8km on the north side of the mountain. Satellite imagery of this mountain shows multiple entrances
on the south side to probable underground sites Available images indicate that the construction of these
discrete entrances started before 2008.

While access to some of the entrances appear to be controlled by gates, there appear to be no stronger
security measures, such as perimeter fences, around these entrances. The Panel notes, however, that
there are L-shaped paths bordered by high reinforced walls in front of some of them, perhaps to conceal
them, to constrain the flow of people or vehicles to the entrance to enable controls, and possibly to
guard against an assault.

324/627 24-02094



S/2024/215

Annex 56: Media reports on the alleged DPRK arms and ammunitions found in Gaza Strip

Annotated image shows the likely DPRK-made F-7 rocket-propelled grenade launcher [ Image: IDF
Spokesperson, edited by Joost Olliemans

Annotated image shows the likely DPRK-made F-7 rocket-propelled grenade launcher | Image: Yoaz Vitun,
YNet, edited by Joost Olliemans

Source: NK News, 13 October 2023,
accessed at https://www.nknews.org/2023/10/apparent-north-korean-weapons-used-by-hamas-but-dprk-denies/
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Annex 57: Israel’s reply to the Panel’s enquiry

]

ra

SENSITIVE POR OFFICIAL USE ONLY

24 December 2023

s various AT svs i ding Nort n
w Oon S

Mot of the existing AT weapon systems m the GS are indigemously
produced “Al Yassin® PG-7 rockets these rockets' are similar in
sppearance to the PO-TVR rockets. On October 7 2023, during Hamas"s
infiltration into Isracl, the operatives carried 2 larpe number of rockets of
this type, differing in the main warhead type: PG-TVR with a double
HEAT wurhead (TANDEM); PG-TVR with a precursor warbead and 2
main thermobaric warbead. In addithon, among the weapon systems were

Narth Korean F-7 rockets (AP)

Furthermore, regarding ATGM systems, Hamas has a very limited
amount of loog cange AT missiles, which are mostly used for operations
viewed a3 high-quality. Apest from the KORNET system, which 3 the
main threat to [DF in the AT systems realm, Hamas has dozens of missiles
of the North Kocean PHOENIX system

The Anmex shows the technical specifications of the North Kocean Al

weapan systems held by Hamas.

For your information.
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Annex 58: Media reports on the alleged DPRK arms supply to the Russian Federation

Russian soldier saying “North-Korean friends” supplies 122mm rockets, having better precision and firing range than
Russia’s. Screenshot from a Twitter video.

Source:
https://euromaidanpress.com/2023/11/12/north-korea-supplies-russia-with-full-range-of-artillery-ammo-
including-gun-and-mortar-shells-rockets/

)] 2)  https://twitter.com/war_noir/status/1723665663393210415 Lo
X <« Post

- War Noir &
{&} Settings @war_noir

#Russia / #Ukraine wm™™: Combatants of #Russian Forces released
new photos of recently obtained mortar bombs.

These appear to be 120mm OF-843B pattern HE-FRAG mortar bombs;
claimed to be supplied by #NorthKorea/#DPRK EB.

#RussiaUkraineWar

6:34 AM - Nov 12, 2023 - 11.9K Views

Source:
twitter.com/war_noir/status/1718270637079195908
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&« Post
War Noir &
g @war_noir
#Russia [/ #Ukraine mm™™: Fighters of #Russian Forces released new

photos of rare artillery ammunition used by the unit:

152mm HE-FRAG projectiles with NDT-3 charges.
These were made by #NorthKorea (#DPRK) B8 in 2007 and supplied to
the Russia recently.

10:16 AM - Oct 28, 2023 - 20.6K Views

Source:
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Annex 59: List of DPRK Cyberthreat actors’ malicious activities monitored by the Panel in 2023,
based on the information provided by cybersecurity companies, Member States, and media

Dngglyber Report Name Case Summary Publication Month
Malware Disguised asa | Kimsuky distributed document-type malware
Manuscript Solicitation | targeting security experts, which uses an external
Kimsuky Letter (Targeting object within a Word document to execute an January
Security-Related additional malicious macro (template Injection
Workers method).
A TA444 Command and Control (C2) domain
sent phishing emails to targets in the U.S. and
Canada including education, government,
TA444 {ad44-apt-startup-aimed-at- healthcare, and finance verticals. The lure emails
(Overlaps with funds enticed users to click a ‘SendGrid URL’ which January
BlueNoroff) YOur=inas redirected victims to a credential harvesting
page. This was reportedly a deviation from
previous TA444 operations which typically
involved the direct deployment of malware.
5efl APT-C-26
(Lazarus) 412U | Lazarus Group conducted an attack delivering
Lazarus Group o o o am e | Malicious  1SO  files with the theme of January
ot B¢ B A 8 cryptocurrency wallet promotion (Somora)
BEAT Bt s B 0 A
Malware Disquised as Same tactics used as in Malware Disguised as
a Manuscript Solicitation Letter (Targeting
Kimsuky | Normal Documents Security-Related Workers; in this case, the February
(Kimsuky) threat actor used an image that prompts users to
execute the macro.
The Lazarus Group carried out anti-forensics to
conceal their malicious activities. They
Anti-Forensic transmitted a configuration file with C2
_7 information and a PE file that communicates
Techniques Used By with the C2 server in encrypted forms to evade
Lazarus Group - . February
Lazarus Group detection by security products. The encrypted
files operate after being decrypted onto the
memory by the loader file. They then receive
additional files from the C2 and perform
malicious actions.
no-pineapple-dprk- The Lazarus Group targeted a manufacturer of
targeting-of-medical- technology used in energy, research, defense,
L azarus Grou research-and-technology- and healthcare verticals, and the chemical Februa
P sector engineering department of a research university Y
between May and November 2022. The actors
attacked an unnamed company that was
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https://asec.ahnlab.com/en/45658/
https://www.proofpoint.com/us/blog/threat-insight/ta444-apt-startup-aimed-at-your-funds
https://www.proofpoint.com/us/blog/threat-insight/ta444-apt-startup-aimed-at-your-funds
https://mp.weixin.qq.com/s?__biz=MzUyMjk4NzExMA==&mid=2247491718&idx=1&sn=71ac64eff7aa1dae857b12999ab03a4d&chksm=f9c1d38fceb65a9964858df003ac8fa8a17bf473be9de4b1e47543da3b203c0f0083f92d3e20&scene=178&cur_album_id=1915287066892959748#rd
https://mp.weixin.qq.com/s?__biz=MzUyMjk4NzExMA==&mid=2247491718&idx=1&sn=71ac64eff7aa1dae857b12999ab03a4d&chksm=f9c1d38fceb65a9964858df003ac8fa8a17bf473be9de4b1e47543da3b203c0f0083f92d3e20&scene=178&cur_album_id=1915287066892959748#rd
https://mp.weixin.qq.com/s?__biz=MzUyMjk4NzExMA==&mid=2247491718&idx=1&sn=71ac64eff7aa1dae857b12999ab03a4d&chksm=f9c1d38fceb65a9964858df003ac8fa8a17bf473be9de4b1e47543da3b203c0f0083f92d3e20&scene=178&cur_album_id=1915287066892959748#rd
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exploited through CVE-2022-27925 and CVE-
2022-37042, two bugs affecting the digital
collaboration platform ‘Zimbra’. The attackers
used the bugs to gain access to the ‘Zimbra’ mail
server, exfiltrating the contents of mailboxes,
moved laterally to another vulnerable device on
the same network and used malware to
eventually steal 100GB of data.

APT43: North Korean

Group Uses Cybercrime

ScarCruft has been observed using tools
previously associated with other subordinate
adversarial syndicates within RGB, such as the
Lazarus Group. Attack chains mounted by
ScarCruft  involve spear-phishing emails
containing tailored lures to entice victims. These
messages are sent using spoofed and fraudulent
personas that masquerade as key individuals

Template (GitHub)

C2 server via PowerShell before downloading
and executing an additional script that uses the
GitHub API to transmit user information to a
specified repository.

ScarCruft to Fund Espionage within the target's area of expertise to gain their March
Operations trust. ScarCruft also takes advantage of contact
2PEralons lists stolen from compromised individuals to
identify more targets and steal cryptocurrency to
fund its attack infrastructure. The stolen digital
assets are then laundered using hash rental and
cloud mining services to obscure the forensic
trail and convert them into clean cryptocurrency.
CHM Malware
Disquised as North Kimsuky distributed a CHM file as an email
Korea-related attachment, purporting to be an interview request
Kimsuky ] ] about the DPRK. Once the