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IlepecmMoTp NoaX0/1a K yHPaBJI€HUIO WIeHTUPUKAITUOHHBIMH
JAHHBIMHU U YI0CTOBEPHUTEIbHBIMH YCJIYraMHu

1.  Coenunensslie LlTarsl paasl IpeaCTaBUTh HACTOAIIMN JOKYMEHT, KacaOLUics
Tekyuiero npoekra Paboueit rpynmnsl IV no cuctemam yrpaBneHUs UASHTU(UKALUOH-
HeIMU AaHHbIMH (YUJ]) U ynocTOBepUTENbHBIMU yciyramu. HacTosmuii HOKyMeHT
COCTOMT U3 TpeX paslesoB. B mepBoM paszzaenie HACTOALIETO JOKYMEHTA CONEPKUTCS
061muii 0030p U pe3oMe MocieayIoIMX pasaeioB. Bo BTopoM pasnene mpuBeneHa
cnpaBodHas uHpopManus o cuctemMax YUWJ| u mpaBunax ux (QpyHKIHMOHUPOBAHU A
Haxowneu, B TpeTbeM pasaese conepurcs 00630p npaBoBoii 0a3bl, HA OCHOBE KOTOPOM
Kak MpaBuiio (yHKIHOHHUPYIOT Bce cuctembl YUJI, a Takxke M3JI0KEHBI KOHIETTYallb-
HBIE paMKH{, MPU MOMOILIM KOTOpbIX Pabodas rpynma morsia Obl aganTHPOBAaTh TEKCT
nokymenta WP.162 nist 3¢p(hekTHBHOTO pellieHrs BOIPOCOB, CBA3aHHBIX ¢ CUCTEMaMU
YUJI B yacTHOM CEKTOpE.

2. B nacrosmem pokymente CoenmHeHHbie LlITarsl AMEepuKu ynemsiioT OCHOBHOE
BHUMaHHE TONbKO cuctemMam YUJI u Tomy, kakum oOpaszoMm PaGodast rpymnma Moxer
3(PEKTHBHO pellarh BOMPOCHI, CBA3aHHbIC ¢ TaKUMH cucteMamu. [Ipu stom Coenu-
Hennsie lllTarsl mpuBeTcTBOBaIM OBI MpoBeneHne B PaGoueli rpynmne aHaJOTHYHOTO
o0cyxaeHus: o Tol yactu aokymeHnta WP.162, xoropas mocBsileHa yI0CTOBEpH-
TEIHHBIM YCIIyraM, MOCKOIbKY, TI0 HallleMy MHEHHIO, B CBSI3U C 9TOU 4acCThIO BO3HH-
Kal0T MHOTHE aHAJOTUYHBIE KOHIENTYyaJbHBIE BOMPOCHI, KOTOPHIE 3aTparuBaloTCs
HIDKE B OTHOIICHUM HOjokeHuit 00 YIJI.

0030p u pe3rome

3. B xadectBe obmiero 3amedanusi CoenuHenHsie LlITarsl AMEpUKH BBIpaKaloOT
CIJIBHYI0 0OCCIIOKOCHHOCTD B CBSI3U C HBIHEIIHUM ITOAX0A0M Pabouei rpymmsl K cH-
cremam YUJI, kotopslii oTpaskeH B nokymeHTe WP.162 (cM. 1o0OaBieHne), U CYUTAIOT,
YTO UL IPEOAONECHUs 3T0i obecriokoeHHOCTH B Paboueil rpynme HeoOxomuMo mpo-
BECTH 00CY)XICHHE Ha KOHIIETITYaIbHOM YpPOBHE.

4. 3agaya FOHCUTPAJI nomxHa 3akimrodarbesli B CO3[JaHUM OCHOBBI, TPU3BAHHOM
MMOMOYb TOCYAApCTBaM B PEHICHUH MPaBOBBIX BOMPOCOB, KOTOPHIE MOTYT BO3HUKHYTh
B CBsI3U C cucteMamu Y]] B 4aCTHOM CEKTOpE, B HaCTHOCTH B T€X 00JaCTsIX, KOTOPBIE
HE MOTYT OBITh OXBa4€HbI yCTAHOBJICHHBIMHU B OTJEIBHBIX JIOTOBOPAX MMPABUIIAMU, Pe-
TYJMPYIOMUME  (YHKIIMOHUPOBaHUE KOHKpETHOU cuctembl YUJ[. DTO MOXKET BKITIO-
4arb MEPECMOTP JEUCTBYIONIETO HAIIMOHAIBHOTO 3aKOHOJATENILCTBA C IENbI0 yCTpa-
HeHus: 0apbhEPOB U HEONPEICIICHHOCTH U 3alOJIHEHUsT MPOOEJIOB B JEHCTBYIOIIEM 3a-
KOHOJIaTeJILCTBE, KacawlieMmcs cucteM YUJI, koTopbie HE MOTYT OBITH IIPEOOJICH bl
Ha JIOTOBOPHO# OCHOBE, WJIH JIJIsl PEIICHUE HOBBIX BOIIPOCOB, KOTOPHIE MOTYT CIIOCO0-
CTBOBaTh Pa3BUTHIO CHCTEM UACHTU(HUKAIMOHHBIX JIAHHBIX B YaCTHOM cekTrope. Tem
He MeHee B JokymeHTe WP.162 mpuHAT cymiecTBEeHHO MHOH, U, mo MHeHHI0 CIIIA,
Hed(QPEKTUBHBINA MTOIXO.

Yto Takoe cuctembl YUJI?

5.  VYinpaBieHue HICHTH(PHMKAINMOHHBIMH JAHHBIMH BKIIIOYAaeT KOMIUIEKC Mep,
MPOIIECCOB ¥ POIIEY P, TO3BOJSIONINX UACHTU(PUITUPOBATh (PH3UIECKOE UM FOPHIHU-
Yyeckoe HIO (T.e. yCTAaHOBHUTH «KTO BBI?») M yIOCTOBEPUTH MOIJIMHHOCTD HICHTUDH-
KaIlMOHHBIX JAaHHBIX (T.e. onpeaenuTh «Kak BBl MokeTe 3TO JoKa3arh?»). Kak Goree
mopoOHO omuckiBaeTcs B pasaene Il Hmxke, onmepamusi ¢ WIeHTH(PUKAIMOHH BIM U
JAAHHBIMM TPEJCTABIAET CO00I COOOIIEHNE, B KOTOPOM IMOJAraroInascs CTOPOHA Mo-
JydaeT OmpeeeHHY 0 YaCTh WICHTUDUKAITMOHHOW HHPOPMALIUU O CYOhEKTE TaKUM
0o0pa3oM,  KOTOPBIM  YAOCTOBEpSET TMOMJIMHHOCTH  CBSI3UM  MEXAY  3TOH
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naeHTU(UKAMOHHON MHpOpManuel W naHHbIM cyobekToM. Cuctemsl YUJ[ obner-
YarOT NpOBEICHUE onepanyii ¢ mieHTHPUKATHOHHBIMHI TaHHBIMH. Cuctembl YU
MPEJCTABISIIOT COO0 CIOKHBIE MEXaHU3MBI, KOTOPBIE IIPE/IIIONAraloT COTIIACOBAHHOE
COYETAHHE YYAaCTBYIONIMX CYOBEKTOB, IMPOILECCOB M TEXHOJIOTHH, KOTJa KaXKIbIi
YYacTBYIOIIMIA 37IEMEHT BBHITIONHSAET OJHY WJIM HECKOJBKO 3apaHee ONpeieIeHHBIX
(yHKIMIT B COOTBETCTBUU C 3apaHee YCTAaHOBJICHHBIM HaO0OpPOM IOpUINYECKU 00s13a-
TEJIbHBIX MPOIIECCOB, MEP U MPOLENYP C IIeJIbI0 OOJNErYeHust onepanuii ¢ uaeHTudu-
KallMOHHBIMH JIAHHBIMHU, KOTOPBIC MO3BOST JIMIYY UASHTU(UIIMPOBATh ceOs Ayl He-
CKOJIbKUX HECBSI3aHHBIX CYOBEKTOB.

6.  Jlma storo xaxnas cuctema YU/ HykgaeTcst B onpeneraeHHOM Habope IpaBuil
(YHKIMOHUPOBAHMA, MOJISKaNMX oOs3arensHOMy coOmonenuto. Kak Gonee mo-
Ipo6OHO ommcaHo B paszaene 1l Hmke, mpaBuia QyHKIMOHUPOBAHUS PETYIHPYIOT pa-
60Ty KOHKpeTHOW cucteMmsl YUJI, ycraHaBmMBas, Kak OylyT OCYLIECTBIATBHCS IIPO-
LECChI yIpaBIeHU HAEHTH(OHKAUOHHBIMA JaHHBIMU U COOTBETCTBYIOIINE ONEPALUH
C MIEHTU(HUKAMOHHBIMU JAaHHBIMH, a TaKkKe MpaBa U O00A3aHHOCTH DPAa3IMYHBIX
Y4aCTHUKOB 3TOro MexaHusma. Ilockombky Bce cuctembl YWJI pasmuuaroTcs, nis
Ka)XJ0H U3 HUX TpeOyeTcsl YHUKAIbHBINA CBOA MpaBUI (PyHKIUMOHUPOBAHMS, aJaNTH-
POBAHHBIX K €€ MM, CTPYKType, 0a3e yIaCTHUKOB U ITapaMeTpaM PHCKOB.

7. B cunyuyae cucreM YUJ| B myONMMYHOM CEKTOpE MpaBwia (yHKIHOHUPOBAHHS
00BIYHO U3JIAraloTCsl B 3aKOHOAATENbHOM WJIM HOPMAaruBHOM aKT€ M TakUM 00pa3om
CTaHOBSTCS 0053aTebHBIMU JJI1 YUaCTHUKOB B CHILy 3aKkoHa. B ciyuae cuctem YU
B YaCTHOTO CEKTOpeE MpaBuia (pyHKIMOHUPOBAHUS U3NAraloTcs B JOKYMEHTE, COCTaB-
JICHHOM OIIEparopOoM CHUCTEMBI (MM KaKUM-TMOO APYTUM (U3NYECKUM WM IOpHIUYe-
CKUM JIMLIOM), M CTaHOBATCS 00f3aTe€NbHBIMU JJI1 YYaCTHUKOB HA OCHOBaHMU JOTO-
BODA.

Kakune Bonpocs! ciienyer paccMoTpeTb B JOKYMEHTe
IOHCHUTPAJI?

8.  Jwoboii nokyment, pazpaborannbiii OHCUTPAJL nist cucrem YUJI B uacTHOM
CEKTOpe, NODKEH YYUTBIBaTh KaK IEWCTBYIOlLIee HAIlMOHAILHOE 3aKOHOJATEIbCTBO,
TaK ¥ pa3IM4Hble OCHOBaHHbBIE HA JOTOBOPE NpaBuia (yHKIHOHUPOBAHUSA, UCTIONb3Y-
eMble I8 Kaxaou oraenpHo cucremMel YUl B uacTHOCTH, B JOKyMEHTE
IOHCUTPAIJI cnenyer paccMOTpETh BOINPOCHI, KacaroUlecs NPUMEHUMOCTH JeH-
CTBYIOLIETO HAITMOHAJILHOTO 3aKOHOZATENIbCTBA K cucteMaM Y]l B uacTHOM cekTope,
KOTOPBIE 1) HE MOTYT OBITh PEIICHBI B OTAEJIBHBIX JOTOBOPHBIX MPaBUIaxX (yHKIHO-
HUPOBAaHUS, IPUHATHIX I KOHKpeTHOU cuctembl YUJI, umn ii) uaeiM oOpaszoM co-
3narT npobnemsl 1t Beex cucteM YU/ B wactHoM cekrope. [ToaTomy npumMepst 00-
JacTeid, KoTopble ciieyeT paccMorpeTh B qokymeHTe FOHCUTPAJIL, OynyT BKIFOYATh:
MpaBOBOE NPU3HAHUE OTepanuii ¢ WACHTH(PUKAIIMOHHBIMU JaHHBIMH C HCIIOJB30Ba-
HEeM cucteM Y/ B wacTHOM cekTope, TpeOOBaHUS B OTHONICHNH OTIPEAEIICHUS CO-
OTBETCTBUS OTIEPAIMU C WICHTHU(OUKAIIMOHHBIMU JaHHBIMH YaCTHOTO CEKTOpa IpHMe-
HUMBIM FOPHINYECKUM TPEOOBAHHUSM B OTHONICHHH WICHTH(UKAIMHA JUYHOCTHU, a
TaKke IPUMEHIMOCTH 3aKOHOJIaTeNLCTBA, KOTOPOE HE MOXKET OBITh H3MEHEHO MpaBU-
JTamMu QyHKIHOHHUpOBaHUS cucteM YUW]I, HampuMep 3aKOHOIATEHCTBA, KacaIOMIETOCs
UCIIONB30BAHMS TPABUTEIHCTBEHHBIX HACHTU(UKATOPOB, 3aKOHOAATENLCTBA O 3a-
IIMTE MpaB IOTPEeOUTENEH U 3aKOHOAATENBCTBA O IPAXKIAHCKUX MPAaBOHAPYIIEHUIX.

9.  TlomoOHBIif MONX0 OCHOBAH Ha MPU3HAHUH TOTO, 4TO cucTeMbl YU]I B yacTHOM
CEKTOpE PEryIHPYIOTCS TPEXYPOBHEBOI MIPaBOBOI 0a30l, B BEpXHEH 4aCTU KOTOPOWH
HaXOAWTCS AEHCTBYIOIIEE HAIMOHAILHOE 3aKOHONATeNbCTBO (YPOBEHB 1), a B HIDKHEH
JacTH — OT/ACJbHBIC OCHOBAaHHBIC HA JOTOBOPE MPaBIIa (PyHKIMOHUPOBAHUS CHCTEM
YU (yposenb 3). CpenHuil ypoBeHb 3TOW NPaBoBOi 0asbl (YypoBeHb 2) OyaeT ciy-
JKUTb MOCTOM MeX1y ypoBHeM | u ypoBHeM 3. 3anaua JOHCUTPAJI nomkHa 3axmo-
4areCsl B pa3paboTKe TOKYMEHTa, COAEPIKAIIero peKOMEHAANNH Il TOCYRapCTB OT-
HOCHTEIIFHO TOTO, 9TO OyJeT comeprKaTh BTOPOH IpaBoBOK ypoBeHb. Takas mmpaBoBas
6a3a 6onee mogpoOHO ommcana B pasnerne 11l Hmke (BKmogas pUCYHOK 1, Ha KOTOPOM
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HaIJIHO IOKAa3aHbl 3TH TPU MPABOBBIX YPOBHS M UX B3aUMOCBA3b). B pasnene III
NPUBOAUTCA Takke TMOXPOOHBIH IUIAH B OTHOIIGHWH BO3MOXHBIX IOAXOIOB
IOHCUTPAIJI k conepskaHUIO TaKOTO JOKyMEHTA.

10. B moxymente WP.162 Takas npaBoBas 0a3a He IPU3HAETCS U BMECTO 3TOTO MPH-
MEHSIETCsI CYIIECTBEHHO HHOM U, TI0 HAallleMy MHEHHIO, Hed (OPEeKTUBHBIN MOAX0/. XOTs
B 3TOM JOKyMEHTE PAaCCMaTPUBAIOTCSI HEKOTOPBIE BONIPOCHI, KOTOPBIE MOXKHO OBLIO OBI
HaJIeXanmM 00pa3oM OXBAaTHTh B JOKYMEHTE, TOCBSIICHHBIM YPOBHIO 2, B HEM 00b-
€JMHSIOTCS U CMEIIMBAIOTCS MHOTHE BOIPOCHI, KOTOPbIE YMECTHEE YPETYIMpPOBarh B
JOTOBOPHEIX IIpaBmiIax (GyHKIMOHUPOBAHUS KOHKpEeTHOH cuctemsl YU/ (yposens 3).
B pesynerare 3TOro B HeM 4acTO UCHOJIL3YETCS YHHMBEpCAJbHBIM MOAXOZ IIO BOIPO-
caM, KOTOpbIe OyIyT CyIIECTBEHHO Pa3iN4arbCs B OTJENBHBIX JOTOBOPHBIX IPaBHUIAX
(YyHKIMOHHPOBAHUSA, PETYIHMpPYyOMNX KoHKpeTHBIe cuctemsl Y/, Ilo mepe nponsu-
JKEHUS paboThI 0 COMIACOBAHUIO IPOEKTA TEKCTa CTAHOBUTCS BCe OoNee OUEBUIHBIM,
YTO TAaKOU MOIX0/ He padoraer.

11. B xauecTBe KOHIENTyaJbHOW Moaemu B fokymeHTe WP.162 ncrons3ytores mpa-
BIIIa (pyHKIMOHMUpOBaHUS cucteMbl YW/ mmt mybmraaoro cexropa (1.e. eIDAS), ko-
TOpBIE NpeJaraercs pacnpoCTpaHUTh Ha Bce cuctembl YUJI B moGanpHOM Mac-
mrabe. [Ipabuna e-IDAS nelcTBUTENHHO MPEICTABIAIOT COO0M BeChMa HOBAaTOPCKUI
MOAXOA K peryaupoBaHuio cucteM YWJI, 1 OHM B 3HaUUTEIbHOI CTENEHU CONEeHCTBO-
BAM YDIIYONICHUIO TIOHMMAaHHS BO BCEM MHpPE TOTO, KaK MOTYT pa0OoTaTh CHCTEMEI
YU/l uKxaK ux MOXXHO PEryIMpOBarh JJI1 UCIIONb30BaHUs B MyOnmMuHoM cekTope. [Ipo-
Orema, oHAKO, 3aKMo4aeTca B ToM, 4To eIDAS sBnsgeTcs yHHKaJbHBIM CBOLOM IIpa-
BUJI (DYHKIHMOHHUPOBAHUS I equHON cucteMbl Y1 B myOnmuuHOM cekTope (cocTos-
el M3 pa3IM4HbIX MOCTABIIMKOB WIACHTH(PUKAMOHHBIX HaHHBIX B cTpaHax EC).
Taku oOpa3oM, 3TH IpaBUiia ABIMIOTCA NMpeAHA3HAYSHHBIM JJIA MyOIMYHOTO CEKTOpa
9KBHBAJIEHTOM JIOTOBOPHBIX MpaBM (YyHKIHOHUPOBAHUS, PETYIUPYIOMINX KOHKpET-
Hyto cucteMy YUJI B wacTHOoM cekrope. [lombITka HaBf3aTh UCNOIB30BAHUE TaKUX
npaBui GYHKIIMOHHPOBAHMS BO BCeX Apyrux cucremax YW/l He ompaBnana.

12. MHnaue roBops, mockoimbKy eIDAS mpencrasnset co6oit cBo mpaBuil (HyHKIIHO-
HUPOBAHUS, PEryIHpyommx o0ny cucmemy YHJ[ (yposens 3), KOHCUTPAJI crenyet
pa3paboTarb JOKYMEHT, KOTOPBIA OyaeT MPUMEHSThCS KO cem cucmemam YHJ[ (ypo-
BeHb 2). [lockonbky eIDAS mpexacrarisier co0oii cBox npaBuil (HYyHKIMOHUPOBAHUS
1 cuctemsl YU ¢ nyonuunom cexmope (T.e. IpaBujl, peryMpyOIUX OIEpaLuy ¢
UACHTU(DUKAIMOHHBIMU JaHHBIMM JJII HCHOJNB30BaHMA B IYOJIMYHOM CEKTOpE),
FOHCUTPAJI crnienyet pazpaborars JOKyMEHT, KOTOPBIN OyJeT IPUMEHSTHCSI K CUCTe-
MaMm YU]I ¢ wacmnom cexmope. Jokyment FOHCUTPAJI nomkeH, B 4aCTHOCTH, CJIy-
JKUTh MOCTOM MEXAY IOTOBOPHBIMH IpaBUJIaMH (YyHKIHMOHUPOBAHUSA, PETYIHPYIO-
IIMMH KaXIYI0 OTAeNbHYI0 cucteMy YUJI B uacTHOM cekrope (YpoBeHb 3), U TeMH
acreKTaMH JIeHCTBYIOLIETO HAIIMOHAJIBHOTO 3aKOHOATeNIbCTBa (YpOBeHb 1), KOTOpbIE
OTPUIIATENIbHO CKa3bIBAIOTCS Ha BceX cucteMax YW/, HO HE MOTYT OBITH yperyampo-
BaHbl B paMKax MpaBuil GyHKIUOHUPOBAHUS IJI1 OTHAENbHBIX cucteM YUJI (Hampu-
Mep, IOpUANYEcKoe MPU3HAHKE OMNepanuii ¢ UIeHTU(PUKALMOHHBIMA JAHHBIMU HIIH
Ipa’kJaHCKO-NPaBOBask OTBETCTBEHHOCTH) .

13. Bwmecro 3Toro B jokymernte WP.162 ycTaHaBnMBaroTCs paBuiia 1o psiay BOIPO-
COB, KOTOpbIE OOBIUYHO PETYIUPYIOTCS JOTOBOPHBIMU NMPaBUIaMH (yHKIIHOHUPOBAHUSA
Kaxaoi ornenbHO# cuctemsl YUJI. K HUM OTHOCATCS Takue BONPOCHL, KaK 0Os3aHHO-
cTU mocTaBIuKoB ycuyr YU/ (B crarbe 6), 00S3aHHOCTH B Cilydae HapyleHHs (B
crarbe 7), 00s3aHHOCTH aOOHEHTOB (B CTaThe §) MM OTBETCTBEHHOCTH MOCTABLIMKA
yeayr YU/ (B crarbe 12). B To e Bpemsi B HEM OTCYTCTBYET UETKOE OTpe/elieHIe

Xorst eIDAS, BeposTHO, BKIIOYAET B €0 KaK AJIEMEHTHl YPOBHS 2, TaK U JEMEHTHI ypOBHS 3
JUI Pa3IMYHBIX MOCTABIIMKOB HACHTU(PUKALMOHHBIX AaHHBIX cTpaH EC, KoTOphle cOTacHbI
yyacTBoBaTh B enuHoil crpykrype EC, mbl cuuraem, uto FOHCUTPAJI nomkHa cocp €q0TOUUTHCS
UCKIIOUHUTENIBHO Ha pa3paloTKe JOKYMEHTa, MOCBAIICHHOTO YPOBHIO 2, KOTOPHIA Oymer
NpUMEHSAThCA KO BCeM mocTaBmmkaM yciyr YU/ B wactHoM cekrope. Kpome Toro, mockomsky
eIDAS ¢yHxuuoHupyeT B kauecTBe cucTeMbl Y]l And ucHONb30BaHUS B IIyONMYHOM CEKTOpE,
3agaya JOHCHUTPAJI 3axmouaercs B pa3paboTke JOKYMEHTAa, KOTOPBIA OyIeT MPUMEHATHCA K
cucreMaMm YU]I B yacTHOM cekTope.
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TOTO, B KaAKHUX CJIy4asaX CTOPOHBI JOTOBOpPAa MOTYT OTCTYIIATh OT HeﬁCTBYIOHleFO 3aKo0-
HOAATCJIbCTBA I10 3TUM BOIIPOCAM M B KAKHX ClIydasaX OHHU JOJDKHBI CO6J'I}O,Z[aTI) JIcH-
CTBYIOLIEC 3aKOHOAATCIILCTBO.

14. Kpome Toro, B To Bpemsi kKak cuctema eIDAS, nexamas B OCHOBE HOKY-
MeHTa WP.162, onmpaercst Ha HEHTPATM30BAaHHBIM MEXaHU3M PETyIUpOBaHUs, yCTa-
HOBJICHHS CTaHIIapTOB U cepTudukaiuu cuctem YUJI, B rmobaisHOM IIIaHe HE CyIe-
CTBYET TaKOTO IIEHTPAJIM30BAaHHOTO MEXaHHM3Ma Il MOAKPEIUICHNS TOJOKEHNH Ta-
xoro noxymenra JOHCUTPAJI, kak WP.162. Jlokyment WP.162 npocTo UCXOIUT U3
TOTO, YTO TAKOH IMO0ANTBHBIA MEXaHU3M CYIIECTBYET. B OTCYyTCTBHE Takoro rio0as-
HOTO MEXaHHM3Ma TOoNoXeHHus mokymeHta WP.162, kacarommecs: CTaHZapTOB TpaHC-
TPaHUYHOTO NPU3HAHUS U HaJEKHOCTH, BBI3BIBAIOT P BOIIPOCOB, OCTaroLIuxcs 0e3
OTBeTa M TpeOyOIUX JanpHeimero oocyxnenns B Paboueii rpymme. B geiicrBuTeb-
HocTH eIDAS mpenycMarpuBaeT NpHU3HAHUE yIOCTOBEPUTEIBHBIX YCIyT I1OCTaBLIM-
kamu 3a npenenamMu EC Tonbko B TOM cilydae, €ClM CYIIECTBYET COIVIALLIEHHE KOH-
KpEeTHOTO TuNa, 3aKmodeHHoe mexay EC u Tperbeii ctpanoi (ctarest 14.1 eIDAS).

15. Tlomumo HecooTBeTcTBUsA € MOzesblo €IDAS, HeyMECTHBIM SBJISIETCS U UCIONb-
3oBaHue B nokymeHte WP.162 B xauecTBe oOpasma Tunosoro 3akona FOHCUTPAII
00 SNEKTPOHHBIX MOAMUCIX. DNEKTPOHHBIC TOATICH UMEIOT OTHOCUTEIBHO MPOCTOU
Y CTaHJapTU3MPOBAHHBIN XapakTep, B TO Bpemsl kak cuctembl YU sBnsroTcs Oonee
CJIO)KHBIMH ¥ MHOTOYpPOBHEBBIMH. Harmpumep, anMeKTpOHHBIE MTOAIMCH TP EIITONaraioT
ydacTue, Kak MpaBuiio, JIBYX CTOPOH, a cucTeMbl Y1, kak nMpaBuio, — MHOTHX CTO-
poH. [IpaBuna TunoBoro 3ak0HA 00 MEKTPOHHBIX MOAMUCSAX MPOCTO HE PabOTaIOT B
oTHOIeHUHU cucteM YUJI.

16. B 3ToM CcBSI3M BO3HHUKAIOT BEChbMa MPOCTHIE, HO OYEHb BaKHBIE BOMPOCHI: KAKUM
00pa3oM MONXo/, HAIISAIINK oTpakeHue B JokymeHTe WP.162, OyneT moneseH rocy-
JlapcTBaM mociie ero npuHATHA? Kakum o0pa3oM B OTCYTCTBUE IEHTPAIM30BaHHOTO
MeXaHH3Ma peryaupoBaHus Win ceprudukanuu cucteM YUJI wim ymocToBepUTeIh-
HBIX YCIYT 3TOT TEKCT OyIET BHIIONHATE T€ (DYHKIIHH, KOTOPHIC B HEM OTIPEACILIIOTCS,
HanpuMep, B OTHOLIEHUU TPAHCTPAHMYHOTO INPHU3HAHUSA WIM CTaHIAPTOB HaJE)KHO-
ctu? W, ecmm, kak 510 noHumaroT Coenunennsie LTarsl, nens mokymenta WP.162
3aKITI0YAETCS B TOM, YTOOBI OH IPUMEHSUIICS K cucteMaM Y/ B gacTHOM cekTope, TO
KaKiuM 00pa3oM yCTaHOBICHHBIE B HEM IPaBHIIa COOTHOCATCS C MpaBHiIaMH (yHKITH-
OHMPOBaHUS, YCTAHOBJIEHHBIMH yYacTHUKaMHU JOTOBOpPA, KOTOPBIH peryimpyer cu-
cremy YU?

17. Coenunennbie lllTarel paHee BBICKAa3bIBAUMCh B OTHOUIICHWH MPOEKTA TOJIOKE -
Uit Cekperapuara W HaIlPaBJUM NMCHMEHHBIC OTBETHI Ha MOCJICIHUA TEKCT, U B J10-
OaBJICHNH K HACTOSIIEMY JOKYMEHTY COJEPIKUTCS IMOCTATeHHBIH aHan3 TEKCTa B J10-
kymeHte WP.162. Bmecte ¢ tem, mo muennto CIIIA, npexne uem mpeanpuHUMATh
JanpHeimyme mark Ha ocHoBe JokymeHTa WP.162, PaGoueii rpynme ciemyer cHadana
IIPOBECTH KOHLENTYyalbHOE O0CYXACHHE I YTOYHEHHUsS TOro, KAKUM 00pa3oM 3TOT
JOKyMEHT OyZIeT BIMCBHIBaThCS B OOIIYI0 MPABOBYIO 0a3y, peryaupylonlyl0 CUCTEMBI
YU/. Xorsa Coennnennbie LLTarsl BEICOKO OLIEHUBAIOT TOT (hakT, 4TO B pOILEcce Moj-
roToBku gokymeHta WP.162 Obula mpopenaHa 3HauWTeNbHas padora W 4TO ObUM
NPEeANPUHATH YCUIIMA 10 TOCTHKEHUIO KOHCEHCYCa B OTHOLIEHUH 3TOr0 JOKYMEHTa,
OyzneT »anb, eciii Pabouas rpynmna nponobKUT UATH HO [Ty TH MOATOTOBKH JOKYMEHTA,
KOTOPBIA OyAeT pelNKo HCHONb30BaThCS TOCYIapCTBaMHU-YJIEHAMH WM CHCTEMaMH
YUl B 4aCTHOM CEKTOpE.

18. Kak yka3aHO B HACTOAIIEM JOKYMEHTE, CYyIIECTBYET ps oOmacTel, B KOTOPHIX
BOIIPOCHI, paccMarpuBaemble B okyMeHTe WP.162, BiojHe yMECTHBI U UMEIOT IIpsi-
MoO€ OTHOIIeHHe K cucTeMaM YHWJI, HO B KOTOPBIX 3TOT MOAXOA HE paboTaeT, U B 3THX
oOmactax Paboyas rpynmna, BO3MOXXHO, CMOXKET OMUPATHCS HA CYIECTBYIOLIME MON0-
*KeHus 1okyMeHTa WP.162 1 BKIIFOUMTh B HUX KOHLENTYaJbHbIE U3MEHEHUs. B npyrux
00macTax MOryT ObITh OTIpaBAaHbI O0Nee 3HAUUTENIBHBIE H3MEHEHUS UM UCKITIOUCHHS .

19. B pasgene Il amxe B kadectse ana Coequnennsie Llltarsr npeamaraloT KoH-
KPETHYIO OCHOBY, KOTOPYIO MO)KHO HCTIONB30Barh IS MPOBEICHUS KOHIENTYaJIbHOTO
00CYXICHUS U KOTOPasi IOMOXKET OTPEICIUTh HATIPABICHUE JTalbHEUIINX JEeHCTBHMA.

5/24



A/CN.9/WG.IVIWP.165

6/24

IL.

HUcxonnas undgopmanusa mo cucremam Y HJ[

20. MpI cuMTaeM, YTO LENbI0 3TOTO MPOEKTa JAOKHO OBITh CO3J4aHHME MPaBOBOM
0a3pl, KOTOpas MO3BOIUT C(HOPMUPOBATH U Jalice Pa3BUBATh HAAEKHYIO SKOCUCTEMY
UACHTU(PUKAIIMOHHBIX JIaHHBIX, B pPaMKax KOTOPOH B YacTHOM CEKTOpE MOTYT
ycrnenHo GpyHKIMOHUPOBaTh MHOTHE cucTeMbl Y U] Bcex THUMOB, KOTOpBIE OyayT MOA-
JepKUBaTh HALIMOHAIBHYIO M MI0OalbHY0 TOprosimo. s aToro morpedyercs yne-
JUTh 0c000€ BHUMAHKE BBISBICHHUIO JIOOBIX MPEMATCTBUN WM NPOOEIoB B ACHCTBY-
IOI[EM HAllMOHAJILHOM 3aKOHOAATENIbCTBE, KOTOPBhIe HEOOXOMUMO ycTpaHuTh. Kpome
TOTO, JUIS TOOIIPEHMs pa3pabOoTKK HOBBIX U pa3HbIX cucteM YUJI, BaxHO, 4T0OBI Pa-
Oouas rpynmna u3berasa YHHUBEPCAIBHBIX MOAXOAOB K YPETYIHPOBAHUIO BOTIPOCOB H
npoOneM, KOTOpbIe JODKHBI PEIaThbcsi HA OCHOBE YHUKAIBHBIX JOTOBOPHBIX MPABHI
(YHKIIMOHHPOBAHNUS, YCTAaHOBICHHBIX I KOHKPETHBIX cucteM YU/,

21. Jns BBIABICHUS MPENSITCTBUN U MPOOEIOB B MPaBOBOH Oa3e ynpaBlieHUs HICH-
TUQUKAIIMOHHBIMU JTaHHBIMH, KOTOpbIE HEOOXOAMMO YCTPAaHUTh, HAM TPEXKIE BCETO
HEOOXOIMMO CHIeJIaTh CIeAyIomee:

* W3yYNTH KOHIENIUHU ONepanuii ¢ MICHTH(GUKAINOHHEIMI JaHHBIMH M CHCTEM
YUALL;

* U3YYUTHh HEOOXOAMMOCTh H POJIb TIPABHI (PYHKIIMOHUPOBAHHS, KOTOPBIC PETYIIH-
PYIOT paboTy KaxxJ0¥ ornensHo# cuctembl YUJ[ B wacTHOM cekTope;

* OCMBICIIUTH OOIIYIO PAaBOBYIO 0a3y, peryaupyrony cuctembl YUJI, a takke
MOHSATH TO, KoTJa M kKakuM oOpaszom nokymentT KOHCUTPAJI mor okazarbcs 1mo-
JIE3HBIM JOTIOJTHEHHEM, COBMECTHMBIM C TaKOH 0a30ii.

22. C yuerom 3To# ncxoqHo#i uHbopMauu Pabouas rpynmna CMOXKET 3areM ompe/e-
JMTH MPaBOBbBIE BOMPOCHI, KOTOPHIE HE MOTYT OBITh PEIICHBI C IOMOMIBIO YHHKAIBHBIX
JOTOBOPHBIX MPaBUIl (yHKIMOHUPOBAHUS, SIBISIOIIMXCS YaCThIO KaXKI0H CHCTEMBI
VYU]JI, 1 KOTOpbIe HO3TOMY HEOOXOAMMO PElIaTh MyTeM BHECCHHUS IOTIONHEHHN U H3-
MEHECHHI B HAI[MOHAJHHOE 3aKOHOIATEIhCTBO C HCIOJB30BAHHEM IIPABOBOTO JOKY-
MeHTa, paspadoranHoro FOHCUTPAJL.

Onepaunn C I/IIleHTI/I(l)I/IKaIII/IOHHLIMI/I JaHHBIMU

23. Onepauusi ¢ uACHTH(PUKAIIMOHHBIMU JaHHBIMU MpeacTaBisieT coOoi coode-
HUE, TIOCPEJCTBOM KOTOPOTO MOJATAIONIAsACs CTOPOHA OIyYaeT ONpeeIeHHY 0 HIeH-
TH(QHUKALMOHHY 0 HHPOPMALMH O JAHHOM JHie? (MAeHTU(UKALU) HAPSY C IIPOBEP-
KO¥ TOTO, YTO JUIIO, 3asBILTIONIEe 0 ceOe KaK O JaHHOM JIMIIE, Ha CAMOM JIeJie SIBISICTCS
TaKUM JIAIOM (yZOCTOBepeHHe MoAIMHHOCTH). OOBIYHO 3TO Aemaercs AN TOTO,
4TOOBI: 1) 3aKMOYUTH KaKyIO-TMOO CAEIKY C KOHKPETHBIM CyOBEKTOM (HampuMep, 3a-
KIIOYHUTH JIOTOBOP, MPEAOCTABHTH BBITONBI, Tepenarb WHOOPMAIUI H T.J.) HIH
2) mpe0CTaBUTh CYOBEKTY JIOCTYN K KakoMy-Tn0o mudpoBoMy WM (PU3NIECKOMY
0o0bekTy (Hampumep, K BeO-caiity, 0a3ze NaHHBIX, 3MAHHUIO U T.J1.).

24. Onepauuu ¢ HASHTU(PUKAIMOHHBIMH JaHHBIMH, KaK MPABWIO, MPEayCMarpu-
BatoT 1) cOop u mpoBepky HHpopmanuu (aTpudyTOB) 00 OTACIFHOM CYObEKTE JTaHHBIX
(mponecc naentudukanym), 2) BeIAaYy UACHTU(OUKAIIMOHHBIX YYETHBIX JIaHHBIX, CO-
JIepIKAIUX OAMH WM HECKOJIBKO TaKUX arpuOyTOB (MIpoIiecc BhIJAYN HISHTHU(PUKAIH -
OHHBIX YUETHBIX JaHHBIX ), U 3) COOTHECEHUS WACHTH(PUKAIIMOHHBIX aTpHOyTOB B 3THUX
WACHTH(DUKAIIMOHHBIX YYETHBIX JAaHHBIX C KOHKPETHBIM JIMIIOM, KOTOpPOE OOBIYHO
HAXOAWTCSI Ha yJaleHUH (T.€. TPOIECC YIOCTOBEPEHUS MOIMHHOCTH). B pamkax 3tux
IPOIECCOB OMEPAaNUN C HWICHTU(PUKAIMOHHBIMA JAaHHBIMH TIPEIHA3HAYCHBI I

IN)

CyObeKkToM oIepalyy ¢ NACHTU(UKAMHMOHHEIMA JaHHBIMH MOXET OBITh (H3HUIecKoe IHIIO,
opraHu3alys, yCTpoUcTBO WM 1U(pPOBOH 00beKT. B HacTosieM NOKyMEHTE OCHOBHOE
BHUMaHHE OyIeT ymaeniThCs (QH3MYECKUM JHIAM, ITOCKOIbKY IO HACTOSIIETO BPEMCHH OHH
SBISUICH TIIABHBEIM IIpexMeToM oOcyxjaenus B PaGoueit rpyme.
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IIPOBCPKU H,I[eHTI/I(i)I/IKaI_II/IOHHLIX JAaHHBIX JINIA 1 YIOCTOBECPCHUS NIOAJTIMHHOCTH CBA3H
TaKnuXx I/II[GHTI/I(I)I/IK&HI/IOHHLIX JaHHBIX C KOHKPETHBIM JIMIIOM.

25. Tak, Hanpumep, NpeabABICHHUE TACIIOPTA HA TPaHUIIE [ HOIy4YEHUS pas3pelie-
HUS Ha BBE3Nl B CTPaHy SIBJSIETCS OIlepanuedl ¢ WiIeHTH(OUKAIMOHHBIMU JIaHHBIMU.
B sToM cnyuae momararomasicss CTOpOHA (COTPYIHHK MOTPAaHHYHOH CIyOBI) IONy-
YaeT MpeBapUTEIILHO MPOBEPEHHbBIE HICHTU(HKAIMOHHBIE arpulyThl JHna (YKa3aH-
HBIC B MACTIOPTE), @ TAKXKE CPEACTBA MPOBEPKH TOTO, UTO JIMIIO, PEIBSBIAIONICE Mac-
TOPT, SABJIIETCS TEM JIMIIOM, KOTOPOE yKa3aHo B macmopre (T.e. pororpaduro WM JaH-
HbIe 00 OTTIeYaTkax MalblleB, BHECEHHBIE B macmopt). Onepanuei ¢ uaeHTHGUKaIm-
OHHBIMU JTAHHBIMH SIBJIETCS TAKXKe MPOIECC BXOAa B OHIAWHOBYIO CETh C MMEHEM
NOJIB30BATEN U MapojeM Ui Mody4eHHs A0cTyna K 6asze NaHHBIX. DTa onepanus cBi-
3aHa C COOTHECEHHEM (Uepe3 CEeKpeTHHIH Mapoik) paHee MPOBepEHHBIX HICHTU(HKA-
LUOHHBIX arpuOyTOB aHHOTO JUIa (CBEpAEMBIX Yepe3 UMs M0Jb30BaTessl) C JIMLIOM,
3asABIAIOIIUM O cebe Kak O JaHHOM JuIe (T.€. JIUIIOM, BBOASIIIUM MM MOJb30BaTes ).

Cucremsl YU/I npeacraBiassioT c000i MHOTOCTOPOHHHE CHCTEMbI,
NnpelHA3HAYEHHbIe [JIs1 YIPOIIeHUsl onmepanuii
¢ MIeHTHPUKAUMOHHBIMH TAHHBIMHU

26. Cuctema ynpapJienusi wieHTuGukanuoHHsIMu AannbiMu (Y UJ) npencras-
aseT co0oi coTmacoBaHHOE COYCTAHNE YyUACTBYIOIINX CYOBEKTOB, MPOIECCOB H TeEX-
HOJIOTHM, KOTZIa Ka)KABIM y4aCTBYOIINMN 31IEMEHT BBIIIONHACT OJHY WM HECKOIBKO 3a-
paHee onpeieNeHHbIX (yHKIMIT® B COOTBETCTBHM C 3apaHee ONpe/IeeHHBIM HabopOoM
IOPUINIECKH 0053aTeIBHBIX MIPOILECCOB, IPUHINIOB U MPOLEAYP C IEbI0 oOnerde-
HUS omlepauuii ¢ UIeHTU(UKALINOHHBIMU J1aHHBIMHU.

27. Cucremsl YUJ| — 3T0 clokHbIE MHOTOCTOpOHHHE cucTembl. OHM TIpearona-
Tal0T HAMYWE MHOTHUX YYaCTHHKOB, KOTOPBIE BBIMOJHSIOT Pa3MYHbIC (yHKIVH,
HanpuMep, (QYHKIUH PETUCTPAIMOHHBIX OPTaHOB, KOHTPOJEPOB JIOCTOBEPHOCTH
UICHTU(UKAIIMOHHBIX TaHHBIX, TOCTABIIMKOB arpuOy TOB, TOCTABIINKOB YIOCTOBEPH-
TeJBHBIX YCIyT, MOCTABIIMKOB HICHTH()HKAINOHHBIX JaHHBIX, MOCTABIINKOB YCIyT
10 BEIaye WICHTU(PUKAIIMOHHBIX YUYETHBIX JAaHHBIX, TOCTABIIMKOB YCIYT IO MPO-
BEpKe, KOHIIEHTParopoB u T.0. OHM KOOPAMHUPYIOT paboTy, HeoOxonuMyto ais cbopa
Y TIPOBEPKH WIASHTH(PUKAIIMOHHBIX JAHHBIX (aTpuOyTOB) 00 OT/IEIILHOM CYObEKTe JaH-
HBIX, BBINAIOT WACHTU(UKAIIMOHHBIC YUYETHBIC JaHHBIC, COACpIKaIlUe ONUH WA He-
CKOJIbKO TaKHX arpuOyTOB, U YAOCTOBEPSIOT MOMIMHHOCTh ITHX HACHTU(PUKAIIHMOH-
HBIX arpuOyTOB Il KOHKPETHOTO JIMIA B paMKaxX ONEpaIiy ¢ U1e HTH(PUKAITHOHHBIMH
JAHHBIMU. JTH YYaCTHUKH pa0OTal0T COBMECTHO C IICNBI0 OONETYeHUs OIepanuil ¢
UACHTH(DUKAIIMOHHBIMU JAHHBIMH JIJII MHOTHX TIOJIaraf0IIUXCsl CTOPOH.

28. B mmaHe CI0XKXHOCTH CTPYKTYypbl cuctema Y]l aHajornyHa cuctemMe KpeauT-
HBIX KapT, CO3JaHHOW C IEeJbI0 OONerdeHWs KPEIWUTHBIX olepanuii (Hampumep,
MasterCard wim Visa), WM CHUCTEME MEKTPOHHBIX IUIATeKEH, CO3JaHHOU C IETbIo
obnerdenus marexkHeix onepanuii (Hanpumep, SWIFT wmm ACH). Xotst kaxabii u3
3TUX BUJIOB CUCTEM pa3paboTaH ¢ HCIIOJIb30BaHUEM PA3IMYHOMN CTPYKTYPHI M IS pas-
HBIX IeNIeH, BCE OHM SBIAIOTCS MHOTOCTOPOHHUMH CHCTEMaMH, TPU3BaHHBIMU 00IeT-
YUTh 3KOHOMHMYECKUE ONEpPalMU ONPENEJCHHOIO THUIlAa (HallpuMep, OIepaluu ¢ Kpe-
JUTHBIMU KapTaMH, IUIaTeXHbIE ONEpaluy WM ONepaluu ¢ UIESHTU(UKALUOHHBIMU
JIAaHHBIMHU ).

29. Crpykrypsl cuctem YUJ[ MoryT cymecTBeHHO pasnmuarbcs. Hampuwmep, cu-
creMbl YUJ] MOTyT OBITH IEHTPAIN30BAHHBIMH (C OJHMM TMOCTABIIUKOM HJCHTU(H-
KaIlMOHHBIX JTaHHBIX, KOTOPEIA 00NerdaeT MpoBeJcHUE ONEePalid ¢ HACHTH(HKAIIM -
OHHBIMHM [JAHHBIMH JUJI1 MHOTHMX IIOJIAralOLIMXCSd CTOPOH), MHTETPUPOBaHHBIMU (C
OTPaHWYCHHBIM YHCJIOM NOCTABIIMKOB HICHTH(HKAIMOHHBIX JaHHBIX, KOTOPEIE

Takue QyHKIMH MOTYT BKIIOYATh, HaNpHMep, PyHKIMH DPErHCTPALMOHHOTO OpraHa, KOHTpoJepa
JIOCTOBEPHOCTH HICHTU(HUKALMOHHBIX JAHHBIX, MOCTaBIIMKA HACHTH()UKAIMOHHBIX ITaHHBIX,
Opoxepa, KOHIIEHTPAaTOpa, MMOCTaBIIMKA aTPUOYTOB, MONATAIONICICS CTOPOHBI U T. A.
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LEHTPAIM30BaHHO XPAHAT U NPENOCTABIAIOT UISHTU(HUKALMOHHbIE JaHHbIE M0JIb30 -
Baresel Ui oOneryeHus onepauuid ¢ HACHTU(HUKALIUMOHHBIMU JaHHBIMU C OOHOW WM
HECKOJIBKUMHU TIONIaraloliMMHUCs CTOPOHAMHU) WMJIM paclpeleeHHbIMH (CO MHOTUMH
MOCTABIIMKAMH HMACHTU(UKALMOHHBIX JTaHHBIX, KOTOPBIE YIOCTOBEPSIOT IOAJMH-
HOCTb WACHTHU(UKAIIMOHHON MH(OpPMALMU, XpaHUMOM MONB30BaTEIMH HA MECTHOM
ypOBHE, 111 OONIeTYeHUsl onepauuid ¢ HACHTU(OUKAIIMOHHBIMU JaHHBIMA CO MHOTHMH
NoNaralomMucs ctoponamu). Takoe pasHooOpasue cTpykTyp cuctembl YU/ sBns-
€TCsl OJJHUM U3 INIABHBIX OCHOBAHUH, YKa3bIBAIOIIUX HA TO, YTO B JOKYMEHTE, pa3pa-
OarpiBaeMoM Paboudeii rpynmoii, HeNb3s MCIONB30BaTh OAMH YHUBEPCAIbHBINA MOAXOA
JUISL PEIICHHS] MHOTOYHCIIEHHBIX BOMIPOCOB.

Cucremsbl YUJI TpeOyroT npuMeHeHUsl IOPUAHYECKH 00s13aTe/IbHBIX
npaBuJi GyHKUMOHHPOBAHUSA

30. TIlockombky cuctembl YUJI SBISIOTCS CIOKHBIMA MHOTOCTOPOHHHMH CHCTE-
MaMH, BaXKHOE 3HaUCHHUE JIJI1 TOCTIKECHHS J)KeJlaeMol 1leJi UMeeT KOOPAUHAIHS U CO-
TPYAHUYIECTBO YUIACTBYIOMHUX CyObekTOB. [loaTomy s cuctem YUJI Tpebyercs op-
raHW30BaHHAs, IIeJICHANpPABICHHAs CTPYKTypa, KOTOpas COCTOUT W3 B3aUMOCBSI3aH-
HBIX W B3aMMO3aBUCUMBIX YYACTBYIOIIMX CYOBCKTOB, BBIMONHSIONIMX PAa3JIMYHbIC
(hyHKIMHM, OCYHISCTBIAIONUX KOMITICKC MOAPOOHO OMpEIeNCHHBIX MPOLECCOB U CO-
OJIOMAFOIINX KOMIUICKC MEp H MPOIEAYP, KOTOPbIC HAMPABJICHBI Ha JOCTHKCHHE KOH-
KPETHOM IIe7IM, a UIMCHHO Ha OOJleTYCHHE Omepaluid ¢ WICHTU(PUKAIMOHHBIMHA JaH-
HBIMH.

31. Kpowme Toro, nockonbKy cuctemsl YW/l npeanonaraioT HaJudue MHOTHX He3a-
BUCHUMBIX YYaCTBYIOUIMX CYOBEKTOB, MOTEHIHAJbHO B3aUMOAEHCTBYIOMIMX APYT C
JIpYyTOM Il OCYIIECTBICHUS psiia CIOKHBIX OTNepaluii, OHU, KaKk TakoBble, HE pabo-
TalIOT B aBTOMarnyeckoMm pexume. Kaxxaplii U3 y4acTHHUKOB JODKEH PYyKOBOJCTBO-
BarbCsl CBOJIOM IPaBMJI MJIM UHCTPYKLUH, KAaCAIOIIUXCS TOTO, KAK OH JI0JDKEH JAEHCTBO-
Barb B COOTBETCTBHUU CO CBOEH KOHKpETHOH posbto. W Takue mpaBuia, Kak IpaBuilo,
JIOJDKHBI UMETh 00S3aTelIbHYI0 FOPUIUYECKYIO CHITY, YTOOBI BCE YYACTHHKH COOIO-
JlaJi IPUMEHUMbIEC K HUM TpeOOBaHUS U MOTJIM PacCUYUTHIBATh HAa TO, YTO BCE OCTAJIb-
HBIE YYaCTHUKHU OyIlyT CJICIOBATh TUM MPaBIIIaM M 00SCIIeUHBaTh HAJICHKHBIN Pe3yib-
Tar.

32. CooTBeTcTBEeHHO, Kaxkaas cucteMa YU/l TpebyeT Hamm4us I0pUIHYECKU 00s13a-
TEJILHOTO CBOAA MPaBMJI (yHKUMOHMPOBAHMS®, perymMpyromux ee pabory. Takue
npaBuia GYHKIIMOHHPOBAHUS BBHIMIONHSIOT TPH BasKHBIC (DY HKITUH:

* OHU 00CCTICUMBAIOT MPaBWIbHYI0 padory cuctembl YUJI, a umeHHO ompee-
JSIOT OPUHLUIBL, IPOLELYPBI ¥ IPOLIECCHI, HEOOXONUMBIE IJIsl paOOThl CUCTEMBI
YU/, uToOs1 0Ha «paboTanay, Kak 3TO MPEayCMOTPEHO;

OHHM OIIPENIEIHIIOT 00SI3aHHOCTH M 0053aTeJIbCTBA KaXKJOTO yUacTHHKA (Hampu-
Mep, UL TOro YTOOBI KaXKJIblil yUaCTHUK 3HAJ, 4TO JeJark), a TakkKe ero opu-
JUYECKYI0 OTBETCTBEHHOCTH H (€CIM 3TO HEOOXOINMO) ONPEIEIAIOT U CIIpaBe -
JMBO PaclpeessI0T PUCKH OTBETCTBEHHOCTH; U

OHU YCTAHABJMBAIOT JOMOIHUTENbHbIE TPEeOOBAaHHS, KOTOPHIE COACHCTBYIOT
00eCIEUCHUIO «HAMEKHOCTH» cucteMbl YUJI mis yCTaHOBICHHOW ILeNH, T.€.
OHU yCTaHAaBIMBAIOT TPeOOBaHMS, KOTOPHIEC BBIXOMAT 32 pPaMKu OOecredeHUs
e paborocnocoOHocTH cuctembl YUJI, v npenycMarpuBaioT JOTOJHUTENb -
HBIE MEPHI JIJI1 00SCIIEYCHUs YBEPECHHOCTH YYAaCTHUKOB B PE3yJbTare omeparuil
C UJICHTU(HUKAIMOHHBIMY JIAHHBIMU M MX TOTOBHOCTH TIOJIaraThCsl Ha HHUX.

33. Jnsg DOCTHXKEHHMA dTHUX LeJield mpaBuiia (yHKIMOHUPOBAHHA OOBIYHO pa3palda-
TBIBAIOTCS AJISI PeLIeHUs] KOHKPETHBIX KOMMEPYECKUX, TEXHUYECKUX U IOPUINYECKHX

* IIpaBuna yHKIMOHMPOBAHHS TAKKE YaCTO MMEIOT PA3IMUHbIC NPYTHE HA3BAHHSA, TAKHE KaK
«OcHoBHI ynpasineHus», «OCHOBB ynocTroBepeHusn», «[IpaBmma cxeme» n «CucremHble
IIpaBMJIa».
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BOIPOCOB, KOTOPBIE€ BO3HUKAIOT IIPH KCIUTyaraluud KOHKpeTHOH cuctemsl YU/, K Ta-
KAM BOINIPOCaM MOTYT, HallpUMep, OTHOCUTBCS BOMIPOCHI, Kacalouyecs TpeOoBaHUH K
y4acTulo, onpenenaeHus GyHKIUNA U 00A3aHHOCTEH, MPOLIECCOB U MPOLENYP MOJKIIO-
YeHUsI CyObEKTOB JaHHBIX, OATBEPKACHHUS NOATMHHOCTH UACHTU(DUKAIIMOHHBIX JTaH-
HBIX, BBIJIaYX UJECHTU(PUKAIMOHHBIX YUETHBIX JaHHBIX U YIOCTOBEPEHUS UX MOIJIMH-
HOCTH, TEXHUYECKUX crelu(puKanuii 1 CTaHAapTOB, TpeOOBaHUN K 00eciedeHnIo 0e3-
OINACHOCTH JaHHBIX, FAPAHTHUH, paclpeaesIeHUusl OTBETCTBEHHOCTH, MOPSAAKA YpeTyiu-
pOBaHUs CIIOPOB U IIPaB Ha NpeKpalieHrue 10roropa. B mpaBunax ¢yHKIHOHUPOBAHUS
paccMarpHuBarOTCs TaKKe BOMPOCH yrpaBieHus cuctemoid YUJI, Takue kak kpamdu-
KaI[MOHHbIE JaHHBIC AN y4acTus, oOecIeueHre COOMOACHNS PABIWI U MEPECMOTP
npaBuil. OHM omnpenessitoT OCHOBHI ynpasineHus cuctemort YUJI. Kpome Ttoro, mo-
CKOJIbKY CTPYKTYpa, TEXHOJOTHUS U LEeJb Kaxaoi cuctembl YU/l MoryT OBIT pas3imd-
HBIMH, TpaBWia (PyHKIHOHUPOBAHHWA Kakaod ornensHOi cuctemel YU/, ckopee
BCEro, OyAyT CyIIECTBEHHO Pa3iu4arbCsl.

34. Jlns oOecrnieueHUs TOTO, YTOOBI mpaBuia (QPyHKIMOHUPOBAHUS cUCTeMbl Y]
OBUIM IOPUIUYECCKA 0053aTEIIBHBIMU | TTOJJIC)KAIIUMH UCIIOJIHEHUIO, OHU MOTYT IIPH-
HUMaTh (HOPMY 3aKOHOAATEIHLHOTO MM HOPMAaTUBHOTO aKTa, MJM JI0TOBODA.

35. B ciydae cucrem YUJI B myGJu4HOM ceKTOpe TpaBwia (GyHKIHMOHUPOBAHHUS
0OBITHO COCTABILIIOTCS B (popMe MOAPOOHOT0 3aKOHA W HOPMAaTHBHOTO akTa. B ka-
4ecTBEe MPUMEPOB MOYKHO TIpHBeCTH 3akoH Aanxaapa® B Mnauu, 3akoH 00 uaeHTU(H-
KallMOHHBIX JOKYMEHTaX B Acrounu® u Tocranosnenne o eIDAS B EC’. B T0 ke
BpeMsi HekoTopble cucteMbl YU]I, nanpumep cuctema YUJ| GOV.UK. Verify, ¢yHk-
LIMOHUPYIOT Ha JI0TOBOPHOM 0cHOBE®.

36. B ciyuae cuctem YHJI B yacTHOM ceKTOpe npaBuia QyHKIMOHUPOBAaHUS MPU-
HUMaOT (GOpMYy JOrOBOPA, IMOJOKEHHUS KOTOPOTO SIBILIFOTCS OOs3arelbHBIMH IS
YYaCTHUKOB CHCTEMBI (TaK e, KaK YYACTHUKA CHCTEMBI UCIIONb30BAHUS KPEIUTHBIX
KapT WM IUIATEKHOW CHCTEMBbI COTJIAIIAIOTCS MOCPEICTBOM JIOTOBOPA C yCJIOBUIMH
npaBuil (GyHKIUOHUPOBAHUS, MPUMEHHUMBIMU K uX (QyHKOuH). [Ipumepamu mpaBui
¢byHKuHOHMpOBaHHs cucTeMbl YU B 4aCTHOM CEKTOpE SABISIOTCS, B 4acTHOCTH, Oc-
HOBBI YJOCTOBEPEHHS MAEHTH(PUKAIMOHHBIX JaHHbIX SAFE®, OcHOBBI yrpapieHus
Sovrin®® u OcHOBBI NMaH-KaHaJCKOH CHUCTEMBI YIOCTOBEPEHHUS UIEHTH(DHUKAMOHHBIX
naunpix'. Cm. Taxke “A Guide to Trust Frameworks and Interoperability” («Pyxko-
BOJICTBO 110 OCHOBE CHCTEM YIOCTOBEPEHHs UICHTU(DUKALHMOHHBIX TaHHBIX U (QyHK-
IMOHANEHON COBMECTHMOCTH» )™,

o

o

-~

© o

Aanxaap (LleneBoe mpenocraBieHne (UHAHCOBBIX W APYTHX CYOCHIMH, JITOT W YCIyT),

2016 ron, https://uidai.gov.in/images/targeted delivery of financial and other subsidies benefits
and_services 13072016 pdf.

3akoH 00 WACHTU(DUKAIMOHHBIX JOKyMeHTaxX, mpuHaT 15.02.1999, RT 11999, 25,365, Bcrynun B
cuiy 01.01.2000 https://www.riigiteataja. ee/en/eli/ee/504112013003/consolide.

IMocranosnenue (EC) N°910/2014 06 35eKTpOHHOW HUIEHTU(PHUKAIUN H yI0CTOBEPUTEIBHBIX
yClyraX B OTHOIICHHH JJICKTPOHHBIX Omepauuii Ha BHyTpeHHeM poiHke (I[locTanoBneHue
eIDAS), npunsitoe 23 urons 2014 roga, obecrieunBaeT NMpeacKazyeMyl0 HOPMATHBHYIO CpELY,
MO3BOIIONIYI0 0e30macHo U OecriepeOOHO OCYIIECTBISATh JJICKTPOHHOE B3aMMOIEHCTBHE
MeX/ly KOMMEPYECKUMH CTPYKTYpaMH, I'pakJaHaM{ U TOCYJapCTBEHHBIMH OpraHaMu;

cM. https://ec.europa.eu/futurium/en/content/eidas-regulation-regulation-eu-ndeg9102014.
www.gov.uk/government/publications/introducing-govuk-verify/introducing-govuk-verify.
www.globenewswire.com/news-release/2020/05/19/2035512/0/en/SAFE-1d entity- Announces-
Revamped-SAFE-Biopharma-Trust-Framework-and-New-Services-to-Expand-and-Evolve-
Digital-Trust-in-Healthcare- Sector.html.

10 hitps://sovrin.org/library/sovrin-governan ce-framework.
" https://drive.google.com/file/d/ 1Xmjh 8 QJZK Wm Rk aTtE2f431SntD7jE6 D5/view.
2 Open Identity Exchange, “A Guide to Trust Frameworks and Interoperability,” at

https://openidentity exchange.org/guide-trust-framework s-interoperability.
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D.

IIpaBuia GyHKUMOHUPOBAHUSA SIBJSIIOTCH YHUKAJIbHBIMH
aJs Kaxkaoi cucrembl YHUJI

37. Kaxpgas cucrema YU/ ommdaercsa oT ApyTHX U, CIEA0OBAaTeNbHO, TpeOyeT yHH-
KaJpHOTO HabOopa mpaBui (GyHKIMOHUPOBAHUS, MPUCIIOCOOIEHHBIX K €€ CTPYKTYpE,
TEXHOJIOTUH, [T, PHIHOYHOMY MPODIIIFO U MPOQHIIFO PUCKA.

38. B cucremax YHJI B 4acTHOM CEKTOpE HCHOJIB3YIOTCS CaMbleé pa3Hble CTPYK-
TYPbI M TEXHOJIOTHM ¥ BCE OHU TPEOYIOT Pa3NIUUHbIX MOAXONOB K COCTABICHHIO Mpa-
BUJ (DyHKUMOHMpOBaHUs. IIoNBITKM HaBA3aTh €IMHBIM YHHBEpCAIbHBIH HAOOp TaKUX
IpaBW IJI1 BCeX cHCTEeM OyIyT MeLaTh pa3BUTHIO Takux cucteM YU]I B yacTHOM
CEeKTOpe.

* K mpumepam pasimuuaromuxca cTpykryp cucrem YIJI, BeisiBieHHBIX Ha Bcee-
MHPHOM 3KoHOMUYECKOM (opyme B 2016 roxy*®, orHOCATCS, B 4aCTHOCTH, BHYT-
pennue cuctemsl YUJI, BHenmHue cuctemsl YU/ it ynocToBepeHus MOIJIMH-
HOCTH, IEHTpaM30BaHHbIe WicHTH(UKaMOHHBIe cuctembl YU/, deneparus-
Hble cuctembl YUJI u pacnpeneneHHble HISHTU(DHKANMOHHBIE cucTeMbl YU/I.
Jpyrue Oonee HOBbIe CTPYKTYpbl cucteM Y]l BrmouaroT cuctembl YUJI Ha
6a3e koHIEHTparopa U He3aBucumble cucteMmbl YU/, a tarke cucrembr YUJI ¢
UCTIONB30BaHNEM MOOWIBHBIX TeneoHOB. Kaxkmas u3 aTux cucreM Tpedyer pas-
JUYHOTO NOAXOHa K pa3paborke mpaBuil (PyHKIHMOHUPOBAHUSA M IOCTPAgaeT OT
MOTIBITOK HaBSI3bIBAHUS €JUHOTO CBOJA TAKUX MPABHII JJIs1 BCEX CUCTEM.

K npumepam pazHbix TexHoJoruii cucreM YHMJ[ orHOCATCS, B 4aCTHOCTH, CU-
ctembl Ha ocHoBe MIIK, cucTeMbl Ha OCHOBE paclpeneIeHHbIX PEECTPOB U CHU-
creMbl, ucnonp3ytone crannaprbl OAuth u OpenID Connect, kaxnas U3 KoTo-
pBIX TpebyeT oco00ro noaxonaa K paspadboTke Npasui GyHKIMOHUPOBAHUS U I10-
CTPaJacT OT IOMBITOK HABA3BIBAHUA €IMHOTO CBOAA TAaKUX IPABHMI JJI1 BCEX CHU-
CTEM.

39. Cucremsl YUJI B 4acTHOM ceKTOpe OOBIYHO Takke paszpadarblBaloTCs A ca-
MBIX Pa3MYHBIX HeJield W/WIM PbIHKOB, 4YTO TpeOyeT MPUMEHEHHUS B UX MpaBHIIax
(DYHKIMOHHPOBAHUS CaMBIX Pa3JIMYHBIX TOIXOA0B, TPeOOBAHUI K YIOCTOBEPEHHIO H
mpoueayp pacupeaeneHus: puckoB. [IonbITKH HaBA3aTh €IUHBIN YHUBEPCAIBHBIA CBOJ
npaBui Ui Beex cucteM YUJL OynyT caep:kuBarh pa3BuUTHE Takux cuctem YHJI.

* [Ipumepsr cuctem YU/, paspaOoTaHHBIX IJI1 CaMbIX Pa3IMYHBIX HeJieil M pPbIH-
KoB, BKmouaroT: cucteMy YU/ InCommon, pa3paboraHHyIo I HCTIOIb30Ba -
HUS B 00pa30BaTeNbHBIX LEJIX (Hampumep, JJs1 YHUBEPCUTETOB U CTYACHTOB);
cuctemy YU SAFE BioPharma IdM, pa3paGorannyto asnst hapManeBTUYeCcKoi
npomeiinienHocTH; cuctremy YUJI CertiPath, paspaborannyro s MexmyHa-
pPOIHOW a’pOKOCMUYECKOW mpombinuieHHOCTH; cuctemy YU CA Browser
Forum, npennasHadyeHHYI0 11 WACHTH(UKAIMH OTIepaTropoB BeO-CalTOB; CH-
creMy ZenKey, paspaboranHyto i1 WACHTH(GUKAIIME MOOWIHHBIX JaHHBIX; H
ynpomennsie cucremsl YUJI Google, LinkedIn n Facebook, paspaborannsie
I 10CTyna K BeO-caliTaM C HU3KUM YPOBHEM PHUCKa.

40. TlockombKy BOMPOCHI, pellaeMble TAKUMU MpaBWiIaMyd (yHKUMOHUPOBAHUS, Ka-
CaloTCA YIOBJIETBOPEHHS YHUKAJIBHBIX MOTpeOHOCTEH KOHKpeTHOW cuctembl YU/,
OHM BBIXOZISIT 32 PAMKH JOKyMEHTA, pa3pabarsiBaemMoro Paboueit rpymmoii.

41. TlockombKky npasuia (pyHKIMOHUPOBaHUA cucTeM Y]l B 4aCTHOM CEKTOpe Oc-
HOBBIBAIOTCS HA JOTOBOPAax U 00y CJIOBJIEHb! YHUKAJIbHBIMU MOTPEOHOCTSIMU KOHKPET-
HbeIX cucteM YWJI, BaxkHO, 4TOOBI B MIOOOM JOKYMEHTE, KOTOpbIH pa3pabarbiBaeT
IOHCUTPAJI, He npeanpuHUMAIOCh MOTBITOK AyONMpPOBaTh ATH MpaBuiia (QyHKIHO-
HUPOBAHHUS MOCPEICTBOM HCIOIb30BAHHUA YHHMBEPCAJIbHOTO MOAXONa B OTHOIICHHUH
Bcex cucteM YUJI. B aToii cBA3u onHOM u3 3amau PaGoueit rpynmsl sBIseTCS paspa-
00TKa TOKyMEHTa, KOTOPHI He OyIeT OTpaHUYUBATh BOSMOKHOCTH MJIM CIIOCOOHOCTD

13 See World Economic Forum, “A Blueprint for Digital Identity,” August 2016, at

http://www3.weforum.org/docs/WEF _A_Blueprint for Digital Identity.pdf.
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cuctembl YUJI B 4acTHOM cekTope pa3padarbsiBarb CBOM COOCTBEHHbIE IpaBuiia (yHK-
LUOHUPOBAHUS U B TO )K€ BpeMs OyleT YeTKO ONpeAesiTh Te IpaBoBble TpeOoBaHus,
KOTOPBIM JIOJDKHBI COOTBETCTBOBarb INpaBWia (pyHKIMOHUPOBAHHUSA, OCHOBAaHHBIE Ha
JOTOBODE.

IIpaBoBas 0a3a, peryjupyromas cucremnl Y U/ B yacTHOM
ceKTope, 1 Bo3MOokHbI 1okyMeHT FOHCUTPAJIL

O0mas npaBoBasi 6a3a

42. Mpbl cunTaem, 4TO B Ka4€CTBE MPEABAPUTEIBHOTO YCIOBUS MJI pa3paboTKH A0-
KyMEHTa TakoTo Tuna kak okymeHT WP.162, PabGodeii rpynmne HeoOXonuMo paccMoT-
peTh CTPYKTYypy oOmIel mpaBoBoii 06a3bl, perymupytomeii cuctemsl Y[ B wacTHOM
cekrope. B uactHocTu, Paboueil rpymnme cieayeT paccMOTPETh BOIPOC O TOM, KaKUM
00pa3oM 1) oTJeNnpHbIe IpaBuia (yHKIMOHUPOBAHUS pa3MuHbIX cucteM YW/I B yacT-
HOM cekrope u ii) npennaraemerii jokymeHT FOHCUTPAJL OynyT BnuchIBarbcs B 3Ty
6a3y. JTo UMeeT BakKHOE 3HAYEHHUE AJI ONpEIesIeHUs TOTO, KaKHe BOMPOCHI CleAYeT
paccmorpeTts B fokymente FOHCUTPAJL.

43. Cuctemsl YU/I B yacTHOM CEKTOpE, KaK 1 OOJIBIIMHCTBO KOMMEPYECKUX CHUCTEM
MHOTOCTOPOHHHUX Ollepaluii, 0OBIYHO PeryaupyIoTcs npaBoBoil 6a30i, cocTosmel U3
1) TOCYIapCTBEHHOTO 3aKOHO/IATENLCTBA U 11) OCHOBAHHBIX HA JIOTOBOPE COTNAIICHUMA
y4acTBYIOIIUX cyObeKkToB. 'ocynapcTBeHHOE 32 KOHOAATEIBCTBO COCTOUT U3 HOPM,
OPUHATHIX B OopMe 3aKOHONATENbHBIX aKTOB 3aKOHOAATEIFHBIMU OpraHaMH, MPUHS-
THIX B (JOpMe MOA3aKOHHBIX aKTOB MPaBUTEJILCTBEHHBIMU OpraHaMH WM ONpeleleH-
HBIX Ha OCHOBaHHMM cyneOHOTo peuieHus. JloroBopHoe mpaBo COCTOMT M3 NPaBuUll,
pa3pabOoTaHHBIX OJHUM WM HECKOIPKUMH YYaCTHHKAMH WM PYKOBOISIIMMH Opra-
Hamu cuctembl YUJI, a uMeHHO mpaBui GyHKUMOHUpOBaHUs cucteMsl YUJI, koTopsie
CTAHOBSATCS OOs3aTeNbHBIMU U1 YYacCTHHKOB cucTeMbl Y] Ha OCHOBaHMH JOTO-
BODA.

44. TlpaBoBas 0a3a, B COOTBETCTBUU C KOTOPOW (PyHKIIMOHUPYET JIroOas cUcTema
YUJI B 9acTHOM CeKTOpe, KaK MPaBHiO, COCTOUT MAKCHMYM W3 TpeX YpOBHEH (Wi
CTYTICHEH) 3aKOHOATENBCTBA, IPH STOM KaKABIH MOCIEAYIOIIA YPOBEHBb PETYIHPO-
BaHus cucteMbl YUJI sBisiercst Goree KOHKpeTHBIM. Tpu ypOBHS MpaBOBOW Oa3bl Xa-
paKTepU3yIOTCS CIEAYIOUMM 00pa3oM (M n300pakeHBl Ha THarpamMMe Ha clieTyronei
CTpaHHUIIe):

e (YpoBenb 1) JleiicTByomiee 3aKOHOAATEILCTBO: BEPXHHM H CAMBIM OOIIHM
YPOBHEM SIBISIETCSI TPOCTO AeiiCTBYIOIee HAMOHAJILHO 3aKOHOAATEJIbCTBO .
Peur uaeT o rocynapCTBEHHOM 3aKOHOAATENBCTBE, KOTOPOE BKIIOYACT 3aKOHO-
JaTeNbHbIC M HOPMATHBHBIC aKTHI, 4 TAKXKE CYJCOHBIC PeMICHNs . DTO 3aKOHOIA-
TEJBCTBO PErYIUPYET BCE BUIBI KOMMEPUECKOH NEATEIHPHOCTH, W OHO HE Tpe-
HAa3HAUYEHO CIIEIHaNbHO Uil cucteM YUJI, a B HEKOTOPHIX CIydasx NPUHATO
COTHH JIeT Ha3a]. TeM He MEHee, ero 4acTo MPUMEHSIOT K ICSATEIFHOCTH CHCTEM
YU B yactHOM cexTope. OHO BKIIFOYaeT o0Iee 3aKOHOAATENBCTBO O AOTOBO-
pax, 3aKOHOATEILCTBO O MPa)XKTAHCKUX MPAaBOHAPYLICHUSX , 3aKOHOAATEIECTBO
0 HEMPUKOCHOBEHHOCTH YaCTHOW XKM3HH, 3aKOHOAATEIBLCTBO O KOHTPONEC HAJ
HKCIOPTOM, FApaHTUHHOE 3aKOHOAATENIBCTBO, 3aKOHOAATENbCTBO O 3AIIUTE IPaB
norpedureneld, 3aKOHOAATEIILCTBO O KOHKYPEHIUH, 0aHKOBCKOE 3aKOHOJATeb-
CTBO M TOMY MOJ00HOE.

(YpoBens 2) 3akoHonaTeJbCTBO 00 MIEHTUGUKANMOHHBIX CHCTEMaX: BTO-
pO#l ypOBEHb 3aKOHONATENBCTBA, peryaHpylomero cucremsl YUJ[ B wacTHOM
CEKTOPE, MOXXHO Ha3BaTb 3aKOHOAATEJbCTBOM 00 MACeHTH(UKALIMOHHBIX CH-
creMax. OHO npeJHa3HaYeHO CIELMAJbHO I TOTO, YTOOBI PErYIMpPOBaTh 6ce
cuctembl YUJI B 4acTHOM CEKTOpE, HE3aBUCHMO OT UX THUIA, CTPYKTYpHI, T€X-
HOJOTUM WJIM LeNu. 3aKOHOAATEeNIbCTBO 00 HACHTU(UKALMOHHBIX CHCTEMax
YPOBHS 2 TakkKe SBISETCS TOCYJapCTBEHHBIM 3aKOHOAATEILCTBOM, U OHO
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45.

NpeaHa3HauYeHO Ul pelleHus NMpoOieM, KOTOpbIe co3JaeT JeiicTByomee 3aKo0-
HOJIaTeNIbcTBO YPOBHA 1 aus Becex cucteM YI/I, n MOXeT 3amonHATh HEKOTOPbIE
npoOenbl, KOTOphIe MPOCTO HE OXBa4eHBI 3aKOHOAATENHCTBOM YpoBHA 1. OHO
JODKHO HAaXOAUTCA MEXIY AEHCTBYIOIUM 3aKOHOAATEILCTBOM YPOBHA 1 M OT-
JeNbHBIMUA JOTOBOPHBIMH IpaBUIaMH (YHKIMOHHpOBaHUSA cucteM YUJI
ypoBH: 3.

(Yposens 3) HuauBuayajibHble NpaBwiIa (YHKIMOHMPOBAHUS CHCTEM
YU/: Tpernil ypoBeHb 3aKOHOLATEILCTBA, PETYIMPYOMEro cucteMmel YU/ B
YaCTHOM CEKTOPE, COCTOUT U3 IOTOBOPHBIX MPABWII (PyHKIIMOHUPO BAHUS CUCTEM
YU/I, cOCTaBIEHHBIX CHEIUAILHO JJs1 Kaxkaou cuctembl YU B yacTHOM cek-
TOpE C LENBI0 PETYIMPOBAHUS e cOOCTBEHHOH cpenbl. B ommane ot 3akoHOMa-
TEJBCTBAa 00 HACHTH(HUKAIIMOHHBIX CHCTEMaX YPOBHS 2, KOTOPOE MPUMEHSICTCS
Ko BceM cuctemaM YHJI, mpaBuia (pyHKIMOHHPOBAaHUS ypoBHS 3 pa3paboTaHbl
C Y4ETOM YHHKAJbHBIX IOTpeOHOCTEN KOHKpeTHOM cucTembl YUII™. Takue npa-
Bula (PYHKLUMOHUPOBAHUS MOTYT OBITH JOCTarO4YHO MOAPOOHBIMHU, HO JODKHBI
COOTBETCTBOBATh 3aKOHOAATEIbCTBY YPOBHS | 1 ypoBHS 2.

3anaga PaGoueli rpynmel 3aKimodacTes B pa3paboTke TOKyMEHTa, B KOTOpOM Oy-

AYT U3JI0KE€HBI 2JICMCHTBI 3aKOHOAATCJIbCTBA YPOBH 2.

Huarpamma 1
IIpaBoBas 6a3a nis cuctem YU/l B yacTHOM ceKTOpe: TPHU YPOBHSI
32KOHOAATEIbCTBA

Hanpumep, 10TOBOPHOE 3aKOHOMA- | )

TEJBCTBO, 3aKOHOAATEIHCTBO O
O6m1ee 3aKOHOIATEIBCTBO rpakJaHCKUX IPaBOHAPYIICHUSX,,
(IpUMEHSETCS KO BCeM 3aKOHOJATENBCTBO O KOHKYP CHITHH,

14
Crienyer OTMETHTB, YTO B ciiydae cucteM Y]l B myOnmM9HOM CeKTOpe, HampuMmep,

HAllMOHAJIBPHOU CHCTEMBl YJOCTOBEPEHHS JIMYHOCTH, NpaBUia (yHKIUOHUPOBAHHS TaKUX CHCTEM
3aKpEIUIeHBl B 3aKOHOIATENIbHOM WIIM HOPMaTHBHOM akTe. TakuM 00pa3oM, 3aKOHOAATEIHCTBO
YPOBHS 2 U 3aKOHOJATEILCTBO yPOBHS 3 00bEeIUHEHBI.

BHIaM KOMMepUeCKo i 3aKOHOJIATEIbCTBO O HETIPUKO CHO-
JIeATEIBHOCTH) BEHHOCTH YaCTHOM KU3HH, aHTIMO- TocyapeTBeHHoe
HOTIOJLHO€ 3aKOHOIaTeILCTBO, OaH- 3aKOHOIATE/HCTBO
KOBCKO€ 3aKOHO/IATeNILCTBO U T. 1. (3aKOHBI, HOpMa-
THUBHBIC aKTHI, Cy-
JIeOHbIe peleHus )
3aKkoHO#ATENLCTBO 00
UACHTH(PUKAIMOHHBIX Bynet paspaboraHo u onpeneneHo
crucremax (pUMeHseTCs FOHCUTPAJL.
Ko BceM cuctemam YUJI) )
HOJ’I)KHO COOTBCTCTBOBATh
1 12 BbIe
[IpaBuna ¢yHKIHO- [paBuna ¢yHKIHO- [paBuna dyHKIHO- HorosopHoe
HUPOBAHUA CUCTCMbI HHUPOBAHHUA CUCTCMBI HHUPOBAaHNA CUCTCMBI 3aKOHOAAaTCIIbCTBO
YU 1 YU 2 YU/ 3 (moroBop)
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B. B uyem pomxHa coctosaTh neab gokymeHnta FOHCHUTPAJL?

46. Bo u30bexxaHue MPUMEHEHUS YHHBEPCAJIbHOTO MOAXONa, KOTOPBIH Oynmer crep-
JKUBarh paszButue cucteM YMJ[ B 4aCTHOM CEKTOpPE U CBA3aHHOM C HUMH KOMMeEp4e-
ckoit nesrenpHOCTH Paboueil rpynme criexyet pa3padboTars JOKYMEHT, KOTOPBIA OyneT
KacarbCs TOIBKO T€X BOMPOCOB, KOTOPBIC HE MOTYT OBITh PEIICHBI B HHIUBHYaJbHBIX
npaBmiax ¢yHknuoHupoBaHus cucteM YU, Kpome toro, ero cdepa npeiictBus
JIOJDKHA OBITh OTpaHUYCHA U3MEHEHHEM W/HMJIM JTOTIOHEHHEM CYIIECTBYIOIIETO HAIU-
OHAJILHOTO 3aKOHONATENbCTBA YPOBHS | TOJIBKO B TOW Mepe, B KAKOW 3TO HEOOXOIHMO
JUIl CTUMYJIMPOBAHUS U MOAAEPKKU pa3BUTUA cucTeM YUJ[ B 4aCcTHOM cekTope Ay
COICHCTBHSI KOMMEPUYECKOH JeATEIbHOCTH B peXUMe OHJIANH. DTO Ipeanonaraer pas-
paboTKy TOKyMEHTa YPOBHS 2, KOTOPBI 00eCeuuT:

* YCTpaHCHHUE IPEIATCTBHH M HEONPEACNICHHOCTH B ACHCTBYIONIEM 3aKOHOJA-
TEJbCTBE YPOBHA 1, cAepKUBalOLIIMX pa3BUTHE cucTeM Y] B UacTHOM CEKTOpE;

* 3a[IOJIHEHUE TPOOEIIOB B ACHCTBYIOIIEM 3aKOHOJATEILCTBE YPOBHSA 1, 4TO UMeeT
Ba)KHOC 3HAYCHUE I YCIEITHOTOo pa3BUTHA cucTteM YU]I B wacTHOM cekrope,
HO HE MOXET OBITh PEIICHO Ha IOTOBOPHOM OCHOBE; H

* paccMOTpeHHE HOBBIX yYHUBEPCAJBbHBIX BOIPOCOB JUJISI COACHCTBHUS Pa3BUTHIO
Bcex cucteM YUJI B 4acCTHOM cekTope.

47. Kpome Toro, C YyueToM pazHooOpasus cucreM YUJl U yHUKaJIbHBIX MOTPEOHO-
CTel KaXXA0H U3 HUX, 000U TOKYMEHT YpOBHs 2, padpaboranHblii Paboueit rpynmoii,
JOJDKCH yYHUTHIBaTh NPHUHIUIBl TEXHHYECKOH HEWTPAIbHOCTH W HEUTPaIbHOCTH
UeHTU(UKAIMOHHBIX cucTeM. Pemmaroiee 3HaYeHUE, B YaCTHOCTH, UMEET HEUTpaib-
HOCTh WJICHTH(OUKAIIMOHHBIX CHCTEM C YYETOM IIMPOKOTO pasHOOOpasus CTPyKTYp,
TEXHOJIOTHH, 1eNiell U PBHIHKOB, UCIIOIb3yeMbIX cuctemamu YUJ[ B 4acTHOM cekTope,
0 YeM TOBOPHUJIOCH BBIIIIE.

48. Hanporus, noxymenT WP.162 cocTaBiieH TakuM 00pa3oM, YTO B HEM YCTaHaB-
JIMBAIOTCS YKECTKUE MPaBUiia, KaCAIOUUECs o0s3anHoCmell nocmagwukos ycaye YU
(ctates 6), obsizannocmeti nocmaswuxos yeaye YU/ 6 cayuae napywenus dezonac-
Hocmu OaHnublx (CTarbst 7), 00s13anHOCmel aboHenmog (CTarbs 8) WM omeemcmeeH-
Hocmu nocmaswuxa ycaye YU/ (crarbs 12). Ina cuctrem YU]I B 4acTHOM CEeKTOpe
TaKue BOIMPOCHI NODKHBI PENIaThCsl B UX OTACNBHBIX MpaBWiIaxX (yHKIHOHUPOBAHHS
cucteM. PerieHne KaxIoro W3 3THX BOMPOCOB TpeOyeT NMPUMEHEHHS YHUKAILHOTO
MOAX0/a, aJJalTUPOBAHHOTO K KOHKPETHOM CTPYKTYpe, TEXHOIOTUH, LIEId U COOTBET-
cTByomeMy peiHKY cuctembl YUJI. JIroOble MOMBITKA pelrars BIIIEy TOMSHYThIE BO-
MPOCHI OYIAYT COMPSDKEHBI ¢ MPOOIeMaMu, MOCKOIbKY 3TH BOIIPOCHI, BEPOATHO, OYAyT
CYIIECTBEHHO pPa3iMyarbcsi B KOHKPETHBIX cucTeMax YW/, n HaBs3piBaHME yHUBEP-
calbHOTO TIoAXoaa kK cuctremMaMm YU/ mpuBeneT TOMbKO K CASPIKUBAHHUIO Pa3BUTHUS CH-
crem YUJI B yacTHOM ceKTOpe.

C. Xapakrep noxkymenta IOHCHUTPAJI

49. Bwmecro atoro Pabouas rpynma moria Obl pacCMOTPETh BOIPOCHI, KOTOPbIE OT-

HOCSTCS K CJIETYFOIIMM KaTETOpHsIM™;

* MpsIMO€ TIPU3HAHUE PONH NPaBWI (PYHKIMOHUPOBAHUS NIl yIPaBJICHUS CHUCTe-
mamu YUJ;

* BOTIPOCHI, HE YPETYIMPOBaHHbIE B JEUCTBYIOIIEM 3aKOHOJATEILCTBE YPOBHA 1,
KOTOPBIE B CHIIy WX XapaKTepa He MOTYT OBITh pELICHBl B OCHOBAHHBIX Ha JIOTO-
BOpeE MpaBwiax GpyHKIHOHUpOBaHUs. [IpuMepamu sBIIOTCS:

% 310 npeBapUTENBLHBIT IIEPEUEHb BOSMOKHBIX BOTIPOCOB JUIS PACCMOTPEHHS B JOKYMEHTE
YPOBHS 2, MOMJIGKAIIEM pa3paboTke W yTouHeHHI0O Paboueil rpynmnoi, KOTOPBId YUHTHIBACT, B
YACTHOCTHU, MOTPEOHOCTH PAa3IMYHBIX ICHCTBYIOIIMX PEKUMOB Ha HALMOHAIBHOM YypPOBHE.
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o mpasoBoe npuszHanue YWU',

o TpeOGOBaHMS B OTHOUICHWH OIpeNesIeHHs YCIOBHH, IPH KOTOPHIX OIepa-
Ul ¢ WACHTU(QUKAIMOHHBIMI NaHHBIMH YIOBJIETBOPSET MPUMEHHUMBIM
IOPUINYECKUM TPeOOBaHHUAM B OTHOIIECHUH HICHTU(PUKALINH KaKOTO-TIMO0
mara’;

O 11e7eco06Pa3HOCTh OEHKH (M €CH 3TO LEAeco00pasHo, TO KakuM o0pa-
30M) HazexxHOCTH cucTeM YMJI B yacTHOM cekrtope®;

BONPOCHI, YACTUYHO paccMarpuBaeMble B JEHCTBYIOIIEM 3aKOHOAATENILCTBE
ypoBHs 1, HO 0e3 KOHKpETHOH MPUMEHUMOCTH K cuctemMaMm YU/, uTo co3naer
HEOTPEeEeJIeHHOCTh, KOTOpas MOXKET co3/1aBarhb npolnemsl 1t cucteM YU/ usz-
3a CIOKHOCTH MX YPEryIHMpOBaHUS B JOTOBOPHBIX MpaBuiax (yHKIHOHHPOBA-
Hus. [Ipumepamu sBIAIOTCA:

O TMPHUMEHHUMOCTH JCHCTBYIOMIET0 3aKOHOAATEIbCTBA O TPAKAAHCKUX TPaBo-
HapylIeHUSAX K y4acTHHKaM cucTteMsl Y U/;

O TPHUMEHHMOCTH 3aKOHONATEICTBA O HEYMBINIJICHHOM BBEACHUU B 3a-
OIy>KIeHUE;

O TPUMEHHUMOCTH JEUCTBYIOIIETO 3aKOHOAATENhCTBA O KOCBEHHBIX rapaH-
THUSX,

* BOTIPOCHI, KOTOPKIE, BOBMOXHO, MOTPeOyeTCsl BKIIOYUThH B JIEMCTBYIOIIEE 3aKO-
HOJIaTeJILCTBO, HANIPUMED:

o mpaBo cucrem YU]I ucmonb3oBarh MHGOPMAIUIO W3 TOCYIApCTBEHHBIX
cuctem YHUJI;

o mpaBo cucteM YU/ ucnons3oBaTh UAEHTU(PUKATOPHI, BHIAAHHBIE MPaBH-
TenbcTBOM (Hampumep, SSN, HallMOHANbHBIN HIEHTU(HUKALMOHHBIA HO-

Mep U T. I.);
* BOIPOCHI, KOTOPBIEC, HE3aBUCHMO OT BO3MOXKHOCTH UX PEIICHHS B JOTOBOPHBIX
npaBmwiax (yHKIMOHUPOBAHUS, TODKHBI PEIIAThCsl OQHMHAKOBO IS BCEX CUCTEM
YU]I no coobGpaskeHUsAM MyOIMYHOTO MOPSAAKA, HAIPUMED:

O CcllefyeT 1M TpeaycMarpuBaTh TPAHCTPAHUYHOE NPU3HAHKE, U €CIH /13, TO
KakuM o6pazom’;

O Ccle;yeT JM PaccMaTpHBaTh BONPOCH HAJIEKHOCTH C FOPUIMYECKON TOUKH
3peHus, U ecl Ja, TO KakuM ob6pazom?.

50. Joxyment IOHCHUTPAJIL, comep>kamuii Takue 3I€MEHTHI, ITOMOXET TOoCyaap-
CTBaM pa3padorarh 3aKOHOAATEIHECTBO 00 MICHTH(GUKAINOHHBIX CHCTEMaX YPOBHSA 2,
KOTOpOE T03BOJUT 1) CTUMynHpoOBarhk pasButhe cucteM YUWJ| B wacTHOM cekrope,
2) yCTpaHUTH IPEMATCTBAS HA ITyTH TaKOTO Pa3BUTHS H 3) y4ecTb W MOATBEPIUTD,
HACKOJIEKO 3TO BO3MOXKHO, HEOOXOAMMOCTE pa3paboTKu Ul Kaxnoi cucremsl YU B
YACTHOM CEKTOPE COOCTBEHHBIX MPaBUJ (yHKIIMOHUPOBAHUSI.

1 Ha pelIeHre PTOTO BOMpOCa HANpaBlieHa cTaThs 5 qokymeHta WP.162. CMm. Hanm 3aMedaHus

B OTHOIIEHHH IPOOIEeM C HBIHEIHHM IIPOEKTOM CTaTbd 5 B HOOaBICHUH.

Ha pemenue »Toro Bompoca HampaBieHa cTaTbi 9 gokymeHTa WP.162. Cm. Hanm
3aMEYaHHsA B OTHOIICHHMH IHPOOIEM ¢ HBIHEIIHUM MPOEKTOM CTaTbd 9 B 100aBICHHU.

Ha pemenue storo Bompoca HampaneHa crtaThs 11 mokymenta WP.162. Cm. nHanm
3aMeuyaHHusd B OTHOIICHUHM MpOONeM C HBHEHMIHMM IPOEKTOM cTaThu 11 B moGaBneHuu.
Ha pemenne storo Bompoca HampaBineHbl cTtaThbd 10 u 11 moxymenra WP.162. Cm. Hamm

17
18

19

3aMe4YaHMusd B OTHOIICHHHM MpOONeM C HBIHEMHHMMHU mnpoekramu crareil 10 m 11

B 100aBIEHUN .

Ha pemenue storo Bompoca HampaBieHbl cTtatbu 10 u 11 goxymenta WP.162. Cm. Hamm
3aMe4YaHusd B OTHOIICHHHM MpoONeM C HBIHEMHHMMH mpoekTamu ctated 10 m 11

B 100aBJIEHUH .

20
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Article-by Article Analysis of WP.162

In this appendix to our comments, we provide a detailed article-by-article
commentary on WP 162. We reiterate, though, that we do not believe that a simple set
of revisions to the text of WP 162 will result in a viable instrument. To achieve this,
we believe the Working Group must make the conceptual and structural changes
required to address the current reality of IdM systems that we set forth in Sections II
and III of our comments.

Before turning to the article-by-article analysis, here is a summary of the U.S.
concerns with WP.162:

(a) The definitionsin WP 162 are both incomplete and based on a static model
for IdM thatis not reflective of the wide variety of actual [dM systems;

(b) WP.162 does not provide a basis for determining how and when the
instrument would accede to or supersede existing laws that require identificationina
specific form. The failure to provide guidance on thisissue is compounded by the fact
that articles 2, 5 and 9 contradict one another;

(c) The articles on obligations (art. 6—8) and liability (art 12) do not reflect
the wide variations among types of IdM systems nor the multiple types of roles that
may make up any specific IdM system. These one-size-fits all provisions do not
accurately reflect the rights and obligations that different IIM system roles may have
or expectin various IdM systems;

(d) We do notbelieve the provisions on cross-border recognition are workable
without an enacting jurisdiction having some basis for assuming the reliability of a
system in anotherjurisdiction. We do not believe this obligation isrealistic.

Draft Article 1: Definitions

We believe the Working Group should revisit the definitions after the articles in the
rest of the draft are concluded. Base on the current draft,” we make the following
observations for consideration by the Working Group.

The term “electronic identification” may describe orbe easily confused with the entire
process of identity proofing, credential issuance, and authenticating the relationship
between the credential data and an individual. Thus, we recommended that the
Working Group consider whether there is an alternative term to “electronic
identification” that could be used for the authentication process.

All the stages of the IdM process might collectively be defined as ‘“identity
verification.” The modifier “electronic” should not be used in this definition,
however, since all or part of the stages of the IdM process might not be done
electronically.

“Authentication” is used only in terms of trust services; it has the same meaning as
“electronic identification”. We believe it could be misleading to have two terms for
the same concept and would recommend using the same term for this concept
throughout the draft. As noted above, however, we believe the term “electronic
identification” itself may be misleading.

As to the secretariat’s inquiry whether there should be a definition of levels of
assurance, we believe such a definition is unnecessary. We note the secretariat’s

2! The Appendix has been provided to Member States in English only. However, significant

portions of the substance of the Appendix are a reproduction of the U.S. response to the
Secretariat’s questionnaire for A/CN.9/WG.IV/WP.162, which has been circulated in all official
languages as A/CN.9/WG.IV/WP.164 and Add.1.

22 A/CN.9/WG.IV/WP.162.
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proposed language provides that “identification factors are those factors that are
necessary to make an electronic identification” In other words, the proposed
definition does not provide any guidance; it simply restates the obvious. Moreover,
we believe this proposed language could cause confusion, as it implies that there are
specific factors that an IdM service provider must manage. Depending on the nature
of the identity system involved, there could be numerous such factors. The relevant
factors, however, will vary from IdM system to IdM system, and the responsibility
for managing these factors will vary from system role to system role.?® We note also
that the proposed definition appears to combine two very different concepts: identity
attributes (that vary depending on purpose for which identity is used), and identity
processes that are used for identity proofing, credential issuance, or authentication
processes.

Draft Article 2: Scope of application

The draft instrument provides thatit “appliesto the use and cross border recognition
of IdM systems and trust services in the context of commercial activities and trade
related services.” As we discuss below, we believe the Working Group needs to
closely examine how the draft instrument will apply to cross-border transactions, and
how the rules in this instrument relate to existing legal requirements regarding
identification and authentication.

Draft article 2(3) provides that “[nJothing in this [instrument] affects a legal
requirement that a [subject][person] be identified in accordance with a procedure
defined or prescribed by law.” We understand this exclusion as being necessary as
most if notall jurisdictions have some mandatory requirements for the form in which
identification is to be made.

The question then is whether this section can be reconciled with articles 5(a), which
provides that “The electronic identification of a [subject][person] shall notbe denied
legal effect, validity, enforceability or admissibility as evidence on the sole ground
that ...[t]he identity proofing and electronic identification are in electronic form” and
article 9(1) option A, which provides that ” Where a rule of law requires or permits
the identification of a [subject][person], that rule is satisfied with respect to IdM if a
reliable method is used for the electronic identification of the [subject][person].”

We believe article 2(3) and article 5(a) might be reconciled by expressly clarifying
these two sections to indicate that article 5(a) is not intended to overrule any other
law, butis only intended to provide that, as between the parties, the law will not block
the choice of the parties to use an electronic means of identification if the law would
otherwise allow this under freedom of contract. This reading would appear to narrow
the scope of article 5, and if the Working Group intended article 5 to have this limited
meaning, this needs to be clarified in the textand comments.

We do find a more serious problem reconciling draft article 2(3) with draft article 9(1)
Option A. These two sections, we believe, cannot be reconciled. Were the instrument
intended to supersede all laws that may require a specific mode of identification, the
instrument would risk being non-enactable. In addition, this interpretation would
expressly contradict the language of draft article 2(3). In our view, the draft
instrument provides contradictory rules: electronic identification meets the
requirements of other legal identification requirements, and the instrument does not
displace any other legal identification requirements. These conflicting rules cannot
co-exist if the draft instrument. We view Option B of draft article 9 as essentially
restating the rule of Option A. We believe the Working Group must re-examine these

23

This potential confusion raises the issue of whether draft article 6 may itself create
minimum obligations that should not necessarily apply to all IDM service providers. In other
words, article 6 may assume a one size fits all IDM service provider that does not reflect the
multitude of existing and developing models.
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draft articles and reformulate them to express a non-contradictory policy that respects
the existing legal requirements that are recognized in draft article 2(3).

Draft Article 3: Voluntary use of IdM and trust services

We believe both the current text of the draft® as well as the proposed new language
by the secretariat® shows confusion on the role of consent. We suggest the Working
Group examine the rule on consent to determine which parties are required to consent
and the relationship between article 3 on consent and how it works with both article 2
and 5 on freedom or lack of freedom to choose the mode of identity management.

Draft Article 4: Interpretation

Although we appreciate that this language has appeared in prior model laws,?® we note
this language was drawn from the United Nations Convention on Contracts for the
International Sale of Goods,? and it is language specifically tailored for an
international convention. As such, we are not sure that it is appropriate for a model
law that is drafted for domestic legislation.

Thus, for example, we are not clear on what the “international character” o f the draft
model law refers to. As the draft instrument is neither derived from international
instrument nor intended to be used primarily in international transactions, we do not
know what constitutes the instrument’s “international character”.

Moreover, although uniformity of interpretation is a useful admonition for an
international convention, ® the utility of this interpretive rule is not clear in an
instrument designed for domestic legislation. When, as with an international
convention,an autonomous interpretation is useful to create a universal understanding
that parties can rely upon in international commercial transactions, the application of
this rule is unclear and probably redundant for a domestic law.

As for the rule that the instrument should be interpreted on the general principles on
which itis based,” we suggest that either the draft provide the guidance of what these
principles are® or this rule should be removed. To do otherwise creates the risk of
vagueness and uncertainty in the text.*

2
2

2

2
2
2
3
3

4
5

6

7
8
9
0
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A/CN.9/WG.IV/WP.162, draft article 3.

“There have been questions about the relationship between articles 2 and 3. Would their
relationship be clearer by recasting article 3 to state that “Nothing in this [instrument] requires a
[person][relying party] to accept the electronic identification of a subject or to rely on a trust
service without the [person’s][relying party’s] consent. “?”.

UNCITRAL Model Law on Electronic Commerce (1996), article 3; UNCITRAL Model Law on
Electronic Signatures (2001), article 4.

United Nations Convention on Contracts for the International Sale of Goods (1980), article 7.
We note this language is also derived from the CISG.

A/CN.9/WG.IV/WP.162, footnote 23.

We note that a statement of underlying principles was removed from the last draft.

The Working Group may want to consider the comments of the World Bank in WP.163 to ensure
that the Draft Provisions do not discriminate among IdM system models by including the
concept of IdM system neutrality (oridentity transaction neutrality). Because there are many
different ways of conducting online identity transactions (e.g., single identity provider (IdP)
systems, federated (multiple IdP) systems, user controlled/user centric systems, hub systems,
DLT systems, systems without credentials, self-sovereign identity systems, etc.), it is important
that these Draft Provisions do not require or assume a particular approach to the identification
and/or authentication processes, or the system that delivers them. Thus, the Working Group
should consider ways to ensure that these Draft Provisions do not imply and/or require a certain
system model.
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Draft Article 5: Legal recognition of IdM

As we discussed above in our analysis of draft Article 2, we believe the Working
Group needs to clarify how this rule is intended to work with identifications that are
required to be in a specific form such as a driver’s license or passport.

Draft Article 6: Obligations of IdM service providers

As noted in Sections II and III of our comments, this issue is best addressed by each
IdM system in its own Operating Rules and in a manner that is tailored to the unique
structure, technology, purpose, market, and risk profile that IdM system, rather than
in an UNCITRAL instrument designed to cover all IdM systems. In addition,even if
it were appropriate for UNCITRAL to address this topic, the current approach is
unworkable and out of keeping with the reality of IdM systems.

As noted in the World Bank’s comments,* the obligations set out in draft article 6 for
IdM service providers assume a model where the IdM service provider provides all
the services. This may not always be the case. There could be several parties that
contribute to or provide part of an IdM service (e.g., trust providers, registrars,
enrolment agents, credential service providers, stewards, authentication providers,
hubs, etc.). Given the increasing diversity of IdM system models, the Working Group
should consider whether it is still appropriate to restrict the definition of the roles or
to impose a one-size-fits-all set of IdM service provider obligations. We believe the
Working Group needs to address article 6 to consider the potential multiple parties
that may contribute to the IdM service, and to consider whether it is still appropriate
to impose a one-size-fits-all set of IdM service provider obligations.

Draft Article 7: Obligation of IdM service providers where there is
a breach

As noted in Sections II and III of our comments, this issue is best addressed by each
IdM system in its own Operating Rules and in a manner that is tailored to the unique
structure, technology, purpose, market, and risk profile that [dIM system, rather than
in an UNCITRAL instrument designed to cover all IdM systems. In addition,even if
it were appropriate for UNCITRAL to address this topic, the current approach is
unworkable and out of keeping with the reality of IdM systems. We agree that there
should be some obligations by an IdM service provider where there has been a breach
of security. As we noted note our comments to draft article 6, however, there may be
multiple parties involved in the IdM service provider process.® For this reason, we
believe the Working Group should reconsider the language of draft article 7 to reflect
the various parties that may be involved in IdM process and accordingly fix the
obligations based on the respective nature and status of these parties consistent with
which party is best placed to respond to the breach.

Draft article 7 is limited to breaches that have “a significant impact”. We do not
understand what “significant impact “means in this context. In addition to being a
vague standard, we are not sure why a “breach” is not enough in and of itself to justify
some remedial action by the entity that bore the risk the breach.

We are not sure what “remedies” are or should be available where there has been a
breach of security.* We believe the Working Group should clarify this issue.

32
33

34

A/CN.9/WG.IV/WP.163.

We agree with the comments by the World Bank in WP.163 that the current draft compresses and
confuses the distinction between and the respective roles of IdM systems and IDM service
providers.

See Draft article 7(1)(b).
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We do not know what “applicable law” refers to in 7(1)(c). If it refers to a notification
obligation fromthe draft instrument, this obligation should be referred to. If this refers
to law outside of the instrument, it is not clear what law would impose an obligation
of notification.

Draft Article 8: Obligation of subscribers

As noted in Sections II and III of our comments, this issue is best addressed by each
IdM system in its own Operating Rules and in a manner that is tailored to the unique
structure, technology, purpose, market, and risk profile that IdM system, rather than
in an UNCITRAL instrument designed to cover all IdM systems. In addition,even if
it were appropriate for UNCITRAL to address this topic, the current approach is
unworkable and out of keeping with the reality of IdM systems.

We agree with the comments by the World Bank that the duties imposed on
subscribers (particularly individuals, such as data subjects) in Article 8 may not be
reasonable in all circumstances.®® For example, there may be situations where an
individual subscriber may be aware of circumstances indicating there may have been
a compromise, but simply does not understand their significance.

We believe Article 8 should be clarified that it is not intended to impose these duties
on relying third parties that have no contractual relationship with the issuing I[dM
service provider but who may nonethelessrely on a credential because:

(a) it would be difficult to enforce as it will likely be hard to identify such
relying third parties;

(b) it imposes an undue burden on relying third parties to police identity
system credentials for an IdM service provider with whom they have no relationship;
especially when their use of and reliance on such credentials may be sporadic at best;
and

(c) it is not currently required by law applicable to paper-based credentials
(e.g., the bartender who refuses entry to a person because he determines that the
person has presented a false driver’s license or someone else’s driver’s license is not
required to report that to the issuing authority).*®

The requirement to notify in cases of a “substantial” risk seems problematic, as
subscribers will likely have no way of knowing (and in most cases will not even be
qualified to determine) what constitutes a substantial risk as opposed to some lesser
risk.

Draft Article 9: Identification of a person using IdM

We address our concerns on draft article 9 in our discussion of draft article 2 above.

Draft Article 10: Factors relevant in determining reliability

As noted in Sections II and Il of our comments, this issue is best addressed by each
IdM system in its own Operating Rules and in a manner that is tailored to the unique
structure, technology, purpose, market, and risk profile that [dIM system, rather than
in an UNCITRAL instrument designed to cover all IdM systems. In addition,even if

35
36

A/CN.9/WG.IV/WP.163.

We also agree with the comments by the World Bank in WP.163 that if the draft is going to raise
issues about third parties, more clarification would be useful as to which third parties are
envisaged. We also note that if there is goingto be a notification requirement on non-contracting
parties, there needs to be some sanction for failure to notify, as otherwise the requirement is
meaningless.
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it were appropriate for UNCITRAL to address this topic, the current approach is
unworkable and out of keeping with the reality of I[dM systems.

Draft article 10 provides an illustrative list of factors to determine the reliability of
an IdM service. If article 10 only applies to systems governed by contractual rules, it
is not clear what the purpose of the list of possible considerations serve. This list is
not useful to explain and interpret an otherwise applicable contractual agreement. If
draft article 10 is intended to provide a minimal standard of reliability for IdM
systems, then itis not clear how an illustrative and not a mandatory list would operate.

Moreover, it is not clear how this would override, if at all, otherwise agreed to
contractual standards.

Moreover, in any given situation, there are numerous factors that may affect
reliability. We question whether attempting to list them in these rules is appropriate
in any event.

Draft Article 11: Designation of reliable IdM systems

Although this provision is made optional,as we note in ouranalysis of draft article 24,
this section may impose quitea financial and administrative burden to implement by
a jurisdiction that adopts this instrument. We recommend to the Working Group that
this provision be bracketed with extensive commentary to explain how similar
provisions have been implemented elsewhere and what an implementation would
entail.

In addition, we believe this provision, as presently drafted, rests on the flawed
assumptions that there are “recognized international standards and procedures” for
determining the reliability of a IdM service, and that there is a centralized body that
can make these determinations.

Draft Article 12: Liability of IdM service providers

As noted in Section III of our comments, this issue is best addressed by each IdM
system in its own Operating Rules and in a manner that is tailored to the unique
structure, technology, purpose, market, and risk profile that IdM system, rather than
in an UNCITRAL instrument designed to cover all IdM systems. In addition,even if
it were appropriate for UNCITRAL to address this topic, the current approach is
unworkable and out of keeping with the reality of IdM systems.

We do not believe any of the three options in the current draft are sufficient. Both
Options A and B state, albeit unartfully, that an IdM service provider will be legally
responsible underotherwise applicable law outside ofthis instrument. If liability rules
are to be included in this instrument, some guidance would be necessary. The term
“applicable law” is vague. Does this refer to contract law, tort law, privacy law, data
security law, etc. or all of them? If the answer is it could apply to any law otherwise
deemed to be appropriate, then no function is served by this provision. Likewise, we
have no idea what type of guidance is intended by the phrase “legal consequences”.

The word “damage” in option 3 we assume means “harm”, but as with all the options
in the current draft, we fear no real guidance or standards are provided.

We suggest that the rules governing liability should likely vary depending upon the
nature of the identity system, and will most likely to be determined by the applicable
trust framework (subject, of course, to any existing law that cannot be varied by
agreement).

At a minimum, we believe a further discussion is warranted on what type of liability
the rules of the draft would invoke. We think a discussion of liability should go
beyond service providers and consider liability for all parties that may come within
the scope of the draft. We also believe that a discussion on contractual waivers to
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liability should be included in any discussion on liability. Further, as noted above, we
do not believe that a universal one-size-fits-all approach to liability is appropriate in
any event, as identity systems, their purposes, and their participants will vary widely.

Draft Article 13: Legal recognition of trust services

As we have noted, we believe trust services should be addressed in a separate
instrument.

This provision states that a trust service may be provided in electronic form. As the
purpose of a trust service is, in fact, to verify electronic data, this provision would
appear to be tautological and unnecessary. If the intent of draft article 13 is to make
clear thata third party may provide a trust service, that should be clarified.

Draft Article 14: Obligations of trust service providers

As a conceptual matter, this draft provision raises two questions. First, how does this
provision interact with contractual obligationsthata trust service provider may have
to remedy a breach of loss of integrity? If the intent of Article 14(2) is to impose
obligations for breaches or losses of integrity that are not covered by contract (i.e.,
because it refers to impact on the trust service itself), this should be made clear.

If the intent is to impose some minimal obligation on trust service providers below
which the parties cannot contract, this should be expressly stated. If that is the intent,
we believe the Working Group should address the question of mandatory rules and
their relationship to freedom of contract.

A second question unexamined in this draft provision is the question of the
consequence for failing to meet the obligations set out in Article 14? If a trust service
provider fails to fulfil a contractual obligation owed to a customer, then
customer/other party to the contract could pursue a contract claim. Article 14 doesnot
appear to impose any consequences or sanction for failure to fulfil the obligations set
out therein, assuming they are distinct from contractual obligations.

Draft Article 15: Obligations of trust service providers

This draft article, as with draft article 14, purports to impose obligations without any
corresponding sanctions. As we mentioned in our comments to draft article 12, we
believe the Working Group needs to examine fully the question of liability throughout
the draft instrument.

Draft Articles 16—20: Various trust services

Articles 16—20 address the issue of the validity of a data message (such as an
e-signature) and not the use of a trust service to validate the data message. In some
cases, such as with e-signature, there is already existing law that governs the validity
of the data message itself (this was the subject of the United Nations Convention on
the Use of Electronic Communications in International Contracts and the UNCITRAL
Model Law on Electronic Signatures). But in any event, because these provisions are
not concerned with trust services, they do not belong in this instrument.

Draft Article 21: Website authentication

As drafted, article 21 appears to confuse the authenticity of the website, which is the
true concern, with the owner of the domain, which does not prove the authenticity of
website itself. We believe the Working Group should reconsider this draft article to
provide a rule that achieves its intended purpose.
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Draft Article 22: Identification of objects

We do notbelieve the identification ofobjects should be covered in the draft. We also
note that given the limited scope of trust services in the draft, that being to verify
information (data messages), the identification of objects is more appropriately
covered in the provisions on identity management and not trust services.

Draft Article 23: Reliability standards for trust service providers

While Art. 23(1) lists the contractual agreement involving a trust service provider as
one of the factors among others to weigh in determining reliability, it is unclear how
that should be weighed relative to the other factors listed or how these standards
interact with contractual agreements. As contract underlies trust service relationships,
we believe this is an essential clarification that the Working Group should explore.

Draft Article 24: Designation of reliable trust services

Although this provision is made optional, as we have noted in our analysis of draft
article 11, this section may impose quite a financial and administrative burden to
implement by a jurisdiction that adopts this instrument. We recommend to the
Working Group that this provision be bracketed with extensive commentary to explain
how similar provisions have been implemented elsewhere and what an
implementation would entail.

As we noted with our analysis of draft article 11, this provision ought to be
reconsidered as it rests on flawed assumptions. These assumptions include, for
example, that there are “recognized international standards and procedures” for
determining the reliability of a trust service, and that there is a centralized body that
can make these determinations. Moreover, while Art. 23(1) lists the contractual
agreement involving a trust service provider as one of the factors among others to
weigh in determining reliability, it is unclear how that should be weighed relative to
the other factors listed or how these standards interact altogether with contractual
agreements.

Draft Article 25: Liability for trust service providers

We think this section needs to be reconsidered. Option A, which leaves liability to
otherwise applicable law, should be clarified to state whether it includes both contact
and torts, and if it includes contractual liability, the extent to which, if at all, the
liability may be excluded. As with our concerns with Option A, we believe Option B
is too vague because we are not sure what the scope of “legal consequences” entails.
Option C provides tort liability but leaves open the question of contract responsibility.
This should be clarified. We note we expressed similar concerns with the current drat
of Article 12.

Draft Article 26(1): International aspects of the draft law

Given that modern commercial transactions often transcend national borders, we
believe cross- border recognition is an admirable and hopefully achievable goal in
this and any commercial law instrument. We are concerned, however, that the current
draft does not provide adequate standards and guidance to achieve this goal.

Draft article 26(1) providesthat: “An IdM system operated or a trust service provided
outside [the enacting State] shall have the same legal effect in [the enacting State] as
an IdM system operated or a trust service provided in [the enacting State] if it offers
a substantially equivalent level of reliability.” We believe this raises two issues that
we believe deserve consideration by the Working Group.

V.20-05630



A/CN.9/WG.IVIWP.165

V.20-05630

First, the language of draft article 26(1) is derived from article 12 of the UNCITRAL
Model Law on Electronic Signatures.” However these two articles serve significantly
different functions. Article 12 of the MLES provides for non-discrimination of a
certification service provider that verifies the public key of a PKI transaction. This
quite limited function allows parties to choose a third-party certification provider to
verify the authenticity of a signature between two parties who have chosen the third -
party certifying provider. This is a simple application of freedom of contract.

Unlike article 12 of the MLES, draft Model Law article 26 would impose an
obligation on all parties who rely on IDM systems and trust service providers that
reside in otherjurisdictions without these relying parties necessarily having the ability
to choose the providers and therefore evaluate the risks attendant to the choice of a
specific provider. These third partiesin reliance on the IDM and trust services systems
would not normally have any power to choose the providers and therefore would have
to rely on assurances of providers outside the jurisdiction of the enacting state.

It is this broader scope of application of draft article 26 that suggests that article 12
of the MLES may notbe the appropriate rule for IDM and trust services.

The second concern we have is whether the standard of “substantial equivalent level
of reliability” (also taken from article 12 of the MLES) is either meaningful or
realistic. The language itselfis vague, but more importantly this standard raises a fact
question that would be burdensome and expensive to prove or disprove. To meet the
standard, a party would have to show both the level of reliability of the domestic
system as well as the level of reliability the non-domestic system and then make some
qualitative judgment on substantial equivalence. This, we believe would be unduly
burdensome for parties.

We note that, for example, the recognition of foreign IDM and trust service providers
under eIDAS requires an extensive and complex verification process in which each
respective country in the European Union participates. This provides a level of
reliability and certainty that minimizes the risks for parties relying on a non-domestic
system. Thus, under the eIDAS, the “substantial equivalence” has already been
established for parties relying on any respective system within the European Union.
Outside such a closed system such as eIDAS, the burden on parties to prove or
disprove “substantial equivalence” would itselfbe substantial. We think it is important
to note that this is not primarily a legal but is a factual and technological question that
is noteasily resolved by a vague legal mandate.

This issue of “substantial equivalence” is further complicated, we believe, because
what parties that use IDM and trust service systems understand about the systems is
often quite different from the underlying technological structure of those systems.
Most parties who must rely on IDM and trust services are not in a position to evaluate
the reliability of the systems, and therefore the parties must assume reliability with
the knowledge that if the systems are certified and responsible under the domestic
law, the parties will have recourse under the domestic law in the case of failure. But
where the domestic law, as in draft article 26 only provides protection to parties if the
parties can show “substantial equivalence” of a foreign system.

Draft Article 26(2): International aspects of the draft law

Draft article 26(2) provides that “recognized international standards’ shall be used to
determine “substantial equivalence”. We appreciate the aspirational nature of this
provision. We believe, however, before adopting this provision, which was borrowed
from article 12(4) of the MLES, this provision should be further discussed by the
working group to determine its applicability to the draft law. We see two points which
should be discussed. First, we are not certain at this time that there are generally
recognized international standards in this evolving area of the law and technology. At
best, we believe that the rule should also provide for evolving standards as a basis for

37 UNCITRAL Model Law on Electronic Signatures (2001), article 12.
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determining equivalence. Guidance would be most useful in how these standards
should be determined. Moreover, irrespective of the standard, we note that this
involves a factual issue of technological reliability that creates a substantial burden
on parties to prove what “international standards” are.

Draft article 27: International Aspects of the Draft Law

We find article 27 an admirable but possibly impractical rule as may place a burden
on the enacting states of significant obligations to coordinate and cooperate with
foreign entities. We would not want to discourage this cooperation, but merely to
ensure that it is optional and not mandatory. Legislation that creates a significant
financial burden on the state often creates an impediment to adoption. This section
risks posing a financial burden on the governments of jurisdictions that adopt this law
that go shifts the risks of using foreign IDM and trust services providers on the
respective governments instead of the private parties that choose to use these systems.

Although this may be a useful and possibly mandatory provision in a law that is
designed to provide government created or recognized IDM or trust services that may
be used in cross-border transactions, we are not convinced that this burden on
governments is not excessive for the draft law that is designed for privates users and
private providers.

We suggest that if this provision is retained, it be placed in brackets with commentary
that explains fully the obligations this article would impose on the enacting
jurisdiction. We suggest this article be optional for those states that have or would be
willing to develop the cooperative framework necessary to implement this article.
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