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Executive summary

Managing cloud computing services in the United Nations system
(JIU/REP/20195)

The Joint Inspection Unit (JIJconducted this review as part of its programme of
work for 2018. The review originadédrom a proposal made lifie Inspectors anits scope
wassystemwide, as itcoveredall of the JIU United Nations participating organizatiorise
Inspectorsalso examine the relationship between the organizations of th@ted Nations
systemandthe United Nations International Computing Centre (UNIQ@Jen its particular
role providing information technology services, support and solutitmsseveral
organization®f the United Nations system.

Background

The need to use new technologies is one of the most frégeeptressedhroughout
the 2030 Agenda for Sustainable DevelopmERrpectations are higltas alsoheraldedin
the Secretarze n e r srdte@yys on new technologies an the International Labour
Organza t i epod entittedNVork for a Brighter Future: Global Commission on the Future
of Work It is imperative that therganizations of th&nited Nations system deepen their
own understanding of the challenges raised by technologike gibbal level and, equally
importanty, expand and diversify their internal knowledge and exposure to them.

Cloud computing is one such technology. In récgears,cloud computing has
become a major trend not only in the private sector, but also in the operational reality of
United Nations orgamations. The introduction of more technology into all spheres has
always raised discussions. Cloud computingg bkher technologies, is associated with high
expectations and opportunities, which have been promoted very energetically by the service
suppliers

The ter madiiftdloouddoc omput i ngodo refer broadly
distributed computing @ broadband networks and/or tlmernet.In its general sense, the
t e r houdftamputing describes the provision of computing services through a network
from a distant source.

The use of cloud computing systems has grown considerably pagtelecade and
almost all of the United Nations organizations are already asuagiety ofcloud computing
services, such as email, hosting of public websites, recruitment and talent management
applications,and collaboration tools. The use of cloud camipg technology not only
provides cost benefitbut also makes data accessifadifferent devices, including mobile
devices from anylocationand at any time. Cloud computirgas many other potential
benefits asdiscussed in thpresenteview; howeeer, it also comes with risks.

The iisks involved are qualitatively new and directly related to the distributed and
shared nature of cloud computiruchrisks includeissues related to data confidentiality
and in the case of the United Nations ahe specialized agencies, to the need to safeguard
the provisions ofthe Conventionon the Privileges and Immunities of the United Nations
(1946 andthe Convention on the Privileges and Immunities of the Specialized Agencies
(1947 respectively Consequentlythe risks need to be carefully assessed and balanced
againsthepotential benefits when the introduction of cloud solutisrixing contemplated

In the presentreport the Inspectorintend, interalia, to argue for a more balanced
approach in facing the potential benefits of the cloud, considering associated specific risks,
and thepotential synergies from a United Nations sysigitle perspectivehat could be
achievedby maximizing the potentialfdJNICC, a specialized entity created precisely to
serve the system.

Thelnspectorslso proposes a number of additional safeguards and advice in an effort
to expand the United Nations common knowledge on cloud computing, to increase the level
of inter-agency cooperation and to strengthen the negotiating capacity of the United Nations
organkations.
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The main users of the review are all participating organizations and Member States
The reviewwas undertaken ian effort to inform their policysetting rolewhile facilitating
their monitoring and assessment of relevant activities. The sharing of best practices and
information across the United Nations system will contribute to strengthening coordination
and understanding of the different cloud computingdatiites undertaken.

Use of cloud computing by United Nations organizations

The United Nations system presently exhibits a full range of cloud adoption models
andstages of developmernd consequentlydifferent degrees of maturith small number
of organizations do not use cloud computatgall, whereas others havaformation and
communicationgechnology (ICT) strategiehat are strongly based on cloud services and
resourcespr omot i ng i a sii ©l Begvgen theatwohextremediere aremany
organizations that use the clouda@ertainextent. Still, some general and technical trends
can be identified as common to a number of organizations.

Cost reduction, simplification, flexibility, agility, better perceived security and
innovationare among the most important reasons quoted by organizations for their shifting
from traditional information systems to clobdsed serviceg\nother reason for shifting to
the cloud is the fact that certain business applications are often no longeblayvaila
available as cloud servicesly.

Overall, the United Nations system follows the wider trend of commodification of
computing services and cloud adoption. The primary driving forces and considerations for
using cloud services are often similarhose of enterprises worldwide. Specific conditions
related to the nature of United Nations organizations rdr@lgan impact on the decision
to use cloud computing.

Need for contextual risk analysis

The United Nations organizations are well aware efribks associated with cloud
computing as confirmed by answers provided to the JIU corporate questioraraitbe
interviews held bythe Inspectors. However, the Inspectors would like to stress that when
contemplating cloudased solutions, United Nati® organizations should carry out their
own risk analysistaking into consideration their specific context. Besides differing needs,
organizations also show diffeg levels of risk toleranceAn acceptable risk to one
organization is often not acceptalideanotherAs the business and regulatory frameworks
change and new risks arise, risk assessments should be a regularaxikegy mandatory
step in any consideration of cloud computing solutions.

There are some inherent security risks specifithéocloud environment, which can
be assessed, managed and deemed acceptable for seveeaslassand organizations. There
are also security advantages in the cloud for certainases, such as for agencies operating
in geographically dangerous locatioriLike onpremises data centres, cloud environments
can be made momsecureor less secure by clieritand vendor@choices. The public cloud
offerings of the biggest providers, which currently host the majority of United Nations
systends data, are not ¢honly option and the organizations could be looking at
complementary options to reduce strategic risks for the United Nations community as a
whole.

Cloud computing as a tool to achieve higher integration and compatibility among
United Nations organizatons

As cloud deployment increases and matures in the United Nations system, the
importance of compatibility among the different cloud services deployed, including their
interoperability and portabilitys likely to grow. This is of particular relevancethe context
of increased inteagency collaboration arttie current Secretarte ner al 6 s ref or m
including interoperability in the field. In the view of the Inspectors, there is a need for further
collaboration and coordination among United Nati@anganizations operating in the field,
with the final objective of developing the required compatibility and interoperability of ICT
platforms and systems that will ultimately facilitate joint and/or closely coordinated planning
and operations. While thigssue is not purely technicaland depend on complex
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coordination, a suitable technology could play an enabling role. Cloud computing may be
one important tool to achieve this end.

A new financing model for computing services

The transition from conventional to clotidsed computingequiresa change in the
structural financing of ICT services. By leveraging shared infrastructure and economies of
scale, cloud computing offers a compelling business modadlitional ICT servicgrequire
significant upfront capital investmentis computing hardware, software, communications
infrastructure and the data centre environment in which it is hobhese are followed by
recurrent and relatively evenly distributed opemgtiosts mairtenance, support, upgrades,
migration, disaster recovery, backapd so onWith cloud computing, the initial capital
investment is replaced by a ppgruse model; there is no initial capital investment required
and fixed costs are transformed into opagatosts. While this is often seen as an advantage
of the cloudcomputing model, it alsboldscertain disadvantages and unfulfilled promises.

Data privacy challenges and the need to prote¢he privileges andimmunities of the
United Nationsorganizations.

Cloud computing enables global availability of information; however, its intrinsic
nature, characterized by remote access and distributed processing, poses risks concerning
data and information privacy. Protecting data and information is imperaid@@nments,
organizations and enterprises worldwide. In the view of Inspectors, digitalatedre a
form of assetswhich arereferred to in the provisionaf the Convention on thErivileges
andIlmmunities of the United Nations attte Convention on therRileges and Immunities
of the SpecializedAgencies. Thus, any information owned by United Nations entities and
stored by thirdparties, regardless of the storage location, should be subject to these
immunities, which given their international and higkvel nature may override the
prevailing applicable national and regional regulations.

Enhancing accountability through service levelagreements

The use of cloud computing is more than a technological challtngeay alschave
asignificantimpacton organizational change management, affecting different aspects of the
governance, security, efficiency and financing of organizations. Consequently, there is an
evident need for comprehensive decisinaking practicesthat include the different
organizatimal units and go beyond technical considerations when contemplating cloud
based services. Furthermore, given the challenges posed by cloud services and the
appearance of thirgarty actors, the selection and use of ctbaded serviceequiresthe
establshment of appropriate due diligence processes and the preparation of comprehensive
contracts or servicelevel agreements (SLAs)which must be seen not only as a legal
protection mechanism but also as a tool to effectively manage relations with clowsvend
on thebasgs of objective output metrics. The Inspectors firmly believe that United Nations
organizations should actively monitor SLAs and hold vendors accountable for failure to
comply with the requirements established.

United Nations International Computing Centre: an opportunity to strengthen
coordination on information and communications technology and enhance
effectiveness across the United Nations system

The Inspectors encourage United Nations organizations and UNICC taréad of
cooperatiain whichshared services could be provided at a reasonable cost using the UNICC
hub to leverage its expertise and complentbat of the organizationwithout requiring
additional and costly expertise-iouse within each organizatiowhile United Natins
organizations should consider using UNICC, the Inspectors recognize the individuality of
each organizatianit is the ultimate responsibilitpf the organizationso make relevant
decisions based on their operational and specific needs.

Data and inforration security is one major challenge faced by all organizatising
cloud computing. The Inspectors believe that it would make sense to have a comprehensive
United Nations systefwide approach to information security their view, this cannot be
acconplished without the contribution and coordinated use of UNICC, which already offers
security services and is actively working on further expanding its cybersecurity services.
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Many factors discussed in th@esentreview point to opportunities for furthewy
cooperation in the context of more strategic and coordinated use of ICT resources by United
Nations organizations. The Inspectors believe that UNICC could and should be one of the
pillars supporting the digital transition, including the use of cloudpading. In fact,the
characteristics inhererib cloud computing are conducive to the implementatiorthef
UNICC mandate as the ICsharedservicesprovider of the United Nations system.

UNICC holds unrealized potential as the strategic United Natiobgdnsupplying
third-party public cloud services to partner organizatiojmnt access to public cloud
services could provide further cost savings, from a systata perspective, and leverage
negotiation capacity.

UNICC couldoffer additionalopportunties in its potential role as a cybersecurity hub
for partner orgamationsto make their use of cloud services safer and their emergency
response more effective. While security services are already offered by UNICC, there is still
potential for bigger gais in this areagfor the system as a wholié more organizations join
the hub. A number of security services become more effective when there are more
participants shamg information and collaboratg on data and application security.

Recommendationaddressed to the General Assembly

The Inspectors are of the opinion that in orfd@tUNICC to achieve its full potential
and be able to focus a strategic way on the digital transformation of thdted Nations
system as a whole, the UNICC Managemenin@ittee should be strengthertadough the
incorporaton of senior managemeittto its memberkip.

In this regardthe following recommendation is addressedhtaGeneral Assembly
for endorsement:

Recommendation 5 The General Assemblyof the United Naions should review and
update the mandate of UNICC,and consider, inter alia, diversifying the membership
of the UNICC M anagementCommittee and delegaing appropriate levels ofauthority
with respect to decisioamaking on digital information technologies,including cloud
computing initiatives.

Recommendation addressed to legislative and governing bodies of United
Nations organizations

Recommendation 2 The governing bodies othe United Nations organizations should
request the head of their respective aganizations to include provisions in their
financial strategies that facilitate the adaptation, responsiveness and efficient use of
operational expenditures and capital investments related to new technologies.

Recommendationsaddressed toexecutive head®f United Nations
organizations

Recommendation 1 The executive heads of the United Nations organizations should
ensure that business continuity planning includes strategies and measures to mitigate
the risk of failure by cloud service providers todeliver the contracted services.

Recommendation 3.The executive heads of the United Nations organizations should
put in place periodic procedures to ensure that their corporate ICT strategies, including
those for cloud computing services, are aligned witthe organization®business needs
and priorities, and yield value for the investment.

Recommendation 4.The executive heads of the United Nations organizations should
ensure that a comprehensive risk analysis exercise is undertaken before contracting
ICT services, including cloudbased servicesT he risk analysis exercise should consider
both technical and financial risks and benefits and relevant safeguards should be
included in the service-levelagreement.

vi
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Introduction

Background

1. The dint Inspection Unit (IU) of the United Nations systenonductedhe present
reviewas part ofits progranme ofwork for 2018.The review originates from an internal
proposal made bthe Inspectors however,its topic is related tahose ofother proposals
received from participating organizationssuch asinformation and communications

technoloy (ICT) governance, ybersecurity antbig datamanagement

2. The use of appropriate statéthe-art technologies is key for the efficient
management and operation of modern organizatlarits resolution 68/198f 20 December

2013 the General Assembliefers to cloud computing for the firsti mig]ptingfithat
progress and many innovations in the field of information and communications technologies,
such as mobile Internet, social networking and cloud computing, contribute to a dynamic

landscape that requires that all stakeholders contihugus a d a p t

to sKeyh innovati

technologies underpinning the evolving digital economy include advanced robotics, artificial
intelligence, the Internet d¢iiings, cloud computing, big data analytics and tiiegensional
printing! The shift toward€loud computing can be seen as a step change in the relationship
between telecommunications, businesses and society as a result of massively enhanced
processing power, data storage and higher transmission speeds, accompanied by price

reductiong

3. Cloud conputing involves the use of computiagdICT resources that are delivered
as a service over the Internet frggaographically disparate locations, using a shared and

dynamically scalable infrastructufe.

4, The use of cloud computing systetras grown considably in thepast decadand
almostall of the United Nations organizations are already uaingriety ofcloud computing
services suchas email, hosting of public websites, recruitment and talent management
applications,and collaboration tools The use of cloud computing technology not only
provides cost benefitbut also makes data accessitedifferent devices, including mobile
devices from any location ana@t any time Cloud mmputinghasmany other benefits as
discussed in subsequentagiers however, like all new technologies, it also comes with
risks. The main risks associatedth cloud computing arghose inherent to traditional
information systems using remote and distributed processing, with data and information
traveling over broadband networks and/or theternet, as well as those ristaken with
outsourced service provisioning where one or several-fiarty actors @oud service

providers)intervene

3. Furthermore,some of the risks are qualitatively new and directly related to the
distributed and shared nature of cloud computBugh risks includeissuesrelated to data
confidentiality andin the case of the United Natioasdthespecialized agencies, to the dee

to safeguard thprovisions otthe Conventionon the Privileges and Immunities of the United
Nations (1946* and the Convention on the Privileges and Immunities of the Specialized
Agencies(1947° respectively Cloud computing poses an information seturisk, anda
growing reliance on cloud computing is prompticgncernsover security,privacy and
ownership of user data. It can also give the companies that control the data considerable
market power, causing concerns about potential market domirfaBtee he cloud

1

Information Economy Report 201Digitalization, Trade and DevelopmeriUnited Nations

publication, Sales Nd=.17.11.D.8.
Ibid.

Information Security Special Interest Group, Chief Executives Board for Codrdinat/se ofiloud

computing in the United Nations systeracommendations faisk mitigationo ,
2013,p. 4

4 GeneralAssembly resolution 22 A (1)
5 GeneralAssembly resolution 179 (ll)

Information Economy Report 2017

whi tJume paper,

C
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computing market is dominated by a small number of major playens isa high riskof
monopolistic behaviouHigh vendor dependence and consequently low negotiation power
are challengeonfirmed by some professional associati@ensequentlytherisks need to

be carefullyassessednd balanced againsite potential benefits when the introduction of
cloud solutiongs beingcontemplagd Zerorisk does not exisThis review is intended, inter
alia, to add value andprovide suppot to organizations in their consideration of cloud
computing initiatives.

B. Objectives and scope

6. The main objectives of this review are:

(@) To analysethe different cloud computing frameworks, strategies, policies and
practices in selected United Nai® organizations, with a view to identifying valuable
information regarding bestragctices, innovative approaches desksons learneandthereby
promoting effective cloud computing governance. The key aspects to consider are the current
ICT and cloud computingovernance structures in plae@adthestrategic alignment of cloud
computing with the existing ICT stratieg and with the organizati@business objectives
and mandat®

(b) To examine and identifgpecificsecurity and data privgdssues arising from
the use of cloud computing, as well as current risk management mechanisms, including
business continuitgnddisaster recovery plans

(c) To examine cloud computing governance at the United Nations systden
level, notably coordin#oon and cooperatiomwithin the systemsuch aghrough theDigital
and TechnologWetwork and other relevant mechanisms.

(d) To dsseminate best practices, including ideas and recommendations to inform
the development afafeguards in using cloud computiservices

7. Thereview is systenrwide by definition it coversall JIU-participating organizations
and their relationship with the United Nations International Computiagtr€ (UNICC),
given its particular rolén providing information technology servigesupportand solutions
to several organizations dhe United Nations systenT.he reviewalso refers to other
international organizatiortbat havedeveloped cloud computifgameworks strategiesind
practicesin an effort to illustrate good practices and lessons learned

8. The reviewdoesnot address cloud computing from a technical perspectiveleesl

not cover aspecific period of timelts focusis on recent cloud computing developments
within the United Nabns systemgurrent ssues faced by organizaticarsdforward-looking
initiatives.

9. The main users of the review are all participating organizations and Member States;
it is intended to provide value to all participating organizaticegardless of thesize. The
sharing of best practices and information across the United Nations system will contribute to
strengthening coordination and understanding of the different cloud computing initiatives
undertaken. The review is also addressed to Member Stasaseiffort to informthem in

their policy-setting role while facilitating their monitoring and assessment of relevant
activities

C. Methodology

10.  The methodologyused combines qualitative and quantitative approactoesata
collection and analysis. The review laagwith the preparation of preliminatgrms of
reference which werefurther updatedisingthe output of meetings with representatives of
participating organizations and Member States. A desk review of documentation available
was undertakenfollowed by a dataollection phasethat included the preparation of
corporate questionnaires and iniews with relevant actorsThe Inspectors conducted
missions to New YorkRome, Vienna an@/ashington D.C., andmet with relevant officials

of the Genevdased organizations.n©e finalized the datacollection phasevas followed
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by in-depth analysis ofata gatheredSiven the technical nature of the revievgpecialized
consultant was hired to provide technical support to the JIU.tBamquality assurance
purposes, an internal peerreviewi c o | | e c t mett®dvasusedtmsailioit)comments
from the JIU Inspectors on the draft reponthich wassubsequently circulated to the
organizations conceed for substantive comments on the findings, conclusions and
recommendationgs well as for theorrection ofanyfactual errors.

Cloud computing: concepts and definitions

11.  As previously indicatedhe review does not cover cloud computing from a technical
perspectiveHowever, the technical nature of the subject requires the use and understanding
of some basic concepts specific to cloud computing. dibaed concepts, definitions and
terminology used in thiseview follow those established by the National Institute of
Standards and Technology (NIS3fthe United State®f America’

122 The ter madfiftdloouddocc omputingd refer broadly to
distributed computing via broadband networks /andhe Internet. For examplethe

International Telecommunication UniodT{U) and the International Organization for
Standardizationl§O) define cloud computingasiia paradigm for enabling network access

to a scalable and elastic pool of @adnle physical or virtual resources with sgedfrvice

provisioning and administratiomn demand.® In an effort to facilitate a common

understanding, NISTissued in 2011 its standarddefinition® (see box 1)and reference
architectureoncloud computingf. Botharein the form ofspecialpublications which are not

official United States government standards but are designed to provide guidance to
communities of practitioners and researchers.

Box 1
National Institute of Standards and Technology definition of cloud computing

AiCloud computing is a modelt dndemané nedwbrk
access to a shared pool of configurable computing resources (e.g., networks, servers,
applications, and services) that can be rapidly provisioned and released with m
management effort or service provider

13.  The cloud computinghodel iscomposed dfive essential characteristics, three service
models and four deployment modélsAny cloud system recognized as suwgould be
characterized by all of these essential characteristics and be deployed and offered using at
least one of the defined modelhese elementsnd modelareexplainedin the boxeL to

4 below using the NIST definitions and concefstse also figre I). The Inspectors notihat

cloud computinggshould ndongerbe seen mehgas anlCT issue butalsoasa governance
challenge and a business model issith multiple implications

Under the umbrella of théJnited State®epartment of CommercdlIST aims to promote innovation
and industrial competitiveness by advancing measurement science, standards and teGe®logy.
www.hist.gov/abouhist/ourorganization/missiowision-values.

International Electrotechnical Commission (IEC), ISO and Iflformation technologycloud
computingi overview and vocabulady ,nterhationaktandard ISO/IEC 17788014 (E)
recommendation ITU Y.3500 (08/2014), p4.

Peter Mel |l an dheNiSTaefinition of Gloud computingi recommendations of the

Nati onal I nstitute o SpecitPablichtoom 8O®A5 Septeimber 20dlh n ol ogy o
Fang Li u &IBTdclowdtcdmeutirg refer@nce architectiimcommendations of the

Natiora | I nstitute of StSpeacia Rublidaton 50892,Septercbk20ld.l o gy 0

Nayan B. RuparelieCloud ComputingCambridge, Massachusetts, MIT Press, 2016).
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Box 2

Essential characterigics of a cloud computing systemNational Institute of Standards
and Technology

On-demand sel§ervice A consumer can unilaterally provision computing capabilities, s
as server time and network storage, as needed automatically without requiring
interaction with each service prider.

Broad network acces€apabilities are available over the network and accessed thr
standard mechanisms that promote use by heterogeneous thin or thick client platficin
asmobile phones, tablets, laptops, and workstations).

Resource poolingThe provi der 6s computi ng resd
consumers using a muténant model, with different physical and virtual resour
dynamically assigned and reassigned according to consumer demand. There is a §
location independende that the customer geradly has no control or knowledge over th
exact location of the provided resources but may be able to specify location at a highg
of abstraction for example,country, state or data centre). Examples of resources ing
storage, processing, memory and network bandwidth.

Rapid elasticity.Capabilities can be elastically provisioned and released, in some
automatically, to scale rapidly outwardnd inwar@ commensurate with demand. To th
consumer, the capabilities akadole for provisiaming oftenappear to be unlimited and can
appropriated in any quantity at any time.

Measured serviceCloud systems automatically control and optimize resource us
leveraging a metering capabildéy some level of abstracti@apprgriate to the type of servic
(for example storage, processing, bandwidth and active user accounts). Resource us
be monitored, controlled and reported, providing transparency for both the providbea
consumer of the utilized service.

Figurel
Cloud computing: essential features

Location-
independent
resource
pooling

Broad Measure
network
access

On-demand
self-service

Source Ray Rafaels, Cloud Computing: From Beginning to Ef@bmplete Guide on Cloud
Computing Technology and Methodologies to Migrate to the Cloud (CreateSpace Independent
Publishing Platform, 2015)
14, Cloud computing in its general sense describes thégioo of computing services
through a network from a distance source. One important aspect of this concept is the access
control and the ownership of the computing infrastructure and resources that are being
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providedas a serviceThe review distinguisés between different deployment and service
modelsoffered given that thechoice of a specific modélas important implicationsn that

the ownership ofthe infrastructure security and associated risks are substantially different
for different deployment wdels. There are four primary cloud computing deployment
models:private cloud,community cloudpublic cloud anchybrid cloud.

Box 3

Cloud computing deployment modelsNational Institute of Standards and Technology
definitions

Private cloud. The cloud infrastructure is provisioned for exclusive use by a sin
organization comprising multiple consumesigh asbusiness units). It may be owne
managed and operated by the organization, a third party or some combination of the
it may exist on or dfpremises.

Community cloudThe cloud infrastructure is provisioned for exclusive use by a spe
community of consumers from organizations that have shared consents gamission,
security, policy and compliance considerations). It may be ownedigadrand operated b
one or more of the organizations in the community, a third party, or some combinat
them, and it may exist on or off premises.

Public cloud.The cloud infrastructure is provisioned for open use by the general pub
may be owed, managed and operated by a business, academic or government organ
or some combination of them. It exists on the premises of the cloud provider.

Hybrid cloud The cloud infrastructure is a composition of two or more distinct cl
infrastructureq(private, community or public) that remain unique entities, but are bg
together by standardized or proprietary technology that enables data and appl
portability.

15, The t ebticnaloutidopypically refers to publicly available services offered by
commercial providers. These providers build and maintain the necessary infrastructure and
charge for the services used. To maximize the use of resources (and thus reduce costs), cloud
providers dypamically facilitate the shared use of their computing resources. Public cloud is
the most frequently used deployment model among organizationsder o illustrate the
impact of deployment models, it is important to note thagpe cloudsare moresecure than

other alternativegiven thathe computing resourcethét is, thehardware and software) are
controlled and used bg singleorganization.However, with public clouds in particular,
where the cloud infrastructure is owned by a third pahge is a riskthat classified or
sensitive data located outsidec ount r y 6 s b ois mrozassed andh stored mt a
infrastructure shared with othexternalusers There is als@ahigherrisk of an external threat
(cyberattack)The kenefits and risksfacloud computing are discussed later in the review.

16.  In additionto the deployment modelghere are three basic service modethkich

define the boundaries and responsibilities of the cloud service provider and the client with
respect to the use of the hardware infrastructure, associated middleware and software
applicationsiInfrastructure as a Service (laaBlatform as a Servic(PaaS) an8oftware as

a Service (SaaS)ike in the case of the deployment models, the selecticdheo$ervice

model has important implicatiofier, interalia, the security of cloud computing systems.

Box 4

Cloud computing service models:
National Institute of Standards and Technology definitions

Infrastructure as a Service (laaS)he capability providel to the consumer is to provisio
processing, storage, networks and other fundamental computing resources whg
consumer is able to deploy anth arbitrary software, which can include operating systq
and applications. The consumer does not manage or control the underlying
infrastructure but has control over operating systems, storage and deployed applicatig
possibly limited conwl of select networking componentuth asost firewalls).
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Platform as a Service (PaaS)he capability provided to the consumer is to deploy onto
cloud infrastructure consumereated or acquired applications created using programi
languages, libraries, services and tools supported by the provider. The consumer d
manage or contl the underlying cloud infrastructure including network, servers, operg
systems or storage, but has control over the deployed applications and possibly config
settings for the applicatiehosting environment.

Software as a Service (Saa®)ec apabi |l ity provided to t
applications running on a cloud infrastructure. The applications are accessible from \
client devices through either a thin client interface, such as a web bréovatgmple web
basedemail), or a program interface. The consumer does not manage or contr
underlying cloud infrastructure including network, servers, operating systems, storé
even individual application capabilities, with the possible exception of limitedspssfic
application configuration settings.

17.  The three major service models address different client needs and focus on the
provision of different computing segments. While theresaraeintended benefits of cloud
computhg that are common to akrvicemodels §uch agost reduction), each of them has

its specific objectives and propertigee alsdigure I1):

(@) laaS replaceghe clientts computing and networking hardware with raw
computing resources delivered online, from the cloud (distant dat@sgntia the Internet

(b) PaaS replaces the hardware, as well as some layers of middleware and
software, providing a client with a readlyade application development platform from the
cloudwhere the client can develop, test and run its own applications

(c) SaaS delivers complete functionality of applications from the cloud, where all
the layers(hardware, networkin@nd software)are managed by the providérhe client
mainly uses the applications developed and serviced hyrdivider.

Figurell
Different cloud savice models: laaS, Pa&, Sas5
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information
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18.  Cloud computing services continue to evolmdich makesit difficult to categorize
some of them as belonging to only one of the above service catedor@actice, other
variants of service models have emergagthasfirnformation as a servideandfi bsiness
process as gerviced. Often specializegsuchservices cross the borders of the conventional
division into infrastructure, platform and software seegicprovided from the cloud,
frequentlycombiningelements from different serviaaodels into one product. This trend
will continue and further blur the borddsetween the principal service models.

Overview of the cloud market

19.  In 2018 the public cloud market continued to grow and mature. Among the leading
providers yearto-year quarterly growth rates reached up top8® centfor some service
segments. This trend shows that commodification of computing selwcesaterprisess
beconing increasinglywidespreadwvorldwide.

20.  Inthe sphere of generic cloud services, one of the most important current trends is the
market dominance of a handful of major providers. Ameuagh providersMicrosoft and
Amazon have achieved the highest grovettes and the largest market shafesording to

recent industry reportshe top fivelaaSproviders, led by Amazoweb Services (AWS)
Microsoft Azure and Google Cloud Platforaccount for about 8fer cenbof all laaS sales
globally, depending on the iffierent metrics used by analystBigure Il provides an
illustration of the current market size and projected market growth until 202

Figure IlI
Cloud market revenue and projected market growth
(Billions of United States dollars)
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Source https://www.skyhighnetworks.com/clotgcurityblog/microsoftazureclosesiaas
adoptiongapwith-amazoraws/

21.  Similarly, for the most common and widely used SaaS services, such as email, office
productivity and document storagesraall number ofargescde providersi Microsoft and
Googlei dominae the marketsegmentThe market offer is more diverse when it comes to
specialzed business applications running in the SaaS cloud. This includes various
applications relating t@ustomer relationship managerhelmuman resourcegayroll and
similar that are offered as cloud services.

22, However, it should be noted that in some cases, apparently independent SaaS
providersandservices rely on the infrastructuretbélarge laaS providers mentioned above,
which results effectively inan even higher concentration of cloud data in phivate data
centres of théew biggest laaS providers.
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Main suppliers of the United Nations organizations

23, Itis not surprising that the main cloud suppliers usediiyed Nationorganizations
are the same few companidémtlead the cloud computing market worldwide. For general
services Microsoft and AWS arausedmost often. For businesapplications,the major
providers areéOracle, Cornerstone&§ystems Applications and ProduatsData Processing
(SAP) and SalesforceAnnex Il containsan overview of the current use of specific cloud
computing services used by the United Nations organizations.

24, Microsoft is the leading cloud provider for thaited Nationsorganizationsused by

18 out of 25 respondents (f&r cent. The majority of organizations use it for its SaaS
services: clousbased email hosting and Offi8€5 productivity suite. SaaS applications are
widely used across the system and Microsoft Office 365 is probably tstepmpular. AWS

was the first largescale provider to package and offer gmibvisioning of virtual servers

a typical laaS offer in a relatively simple and commodified manner. It is currently used by
10 respondents (48er cent. However AWS does nobffer a broad set of serviceaderthe

SaaS model, for which demand is growing among respondent organizations, and in many
cases determining organizatisrchoice of supplier.

25,  FigurelV shows the number of participating organizations using major cenvite
providers.It is important to note singleorganization may use one or more providers
different cloud services (email, hosting of public websited so ohat the same timé&ome
of the cloudoriented services provided by UNICC and the United Nations Secretarét
that theyqualify as community cloud providers for thimited Nationsystem.

FigurelV
Cloud services providersfor United Nations organizations
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26. United Nationsentitiesuse clod computing not just as clientsometimes they play

a provider roleln particular UNICC, given its mandate and the nature of its activitas

be considered a cloud service proviftarother United N&ons organizations. This specific
role is discussed in further detail in chaptéron UNICC and systerwide cooperation.
However, other organizations provide cloud services as well; an intereategtudpnthe
provision of cloud services by the Ueisal Postal Union (UPU) to its stakeholders is
included asannex |
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Previous work of the Joint Inspection Unit

27.  JIU hasnever beforeonducted aim-depthreview ofthe use of cloud computing in
the United Nations system. However, in 2012, the Unit conductediaw of enterprise
resource planning (ERP) systems in United Nations organizations (JIU/REP/201 #1@).
report the Inspectorassessed the implementationanagement and use of existing ERP
systems. Thénspectorsaimed, interalia, to identify systerawide opportunities to share,
harmonize and standardize ERP operatlmetsveerthe United Nationsorganizations.

28.  Thelnspectorsotedthat fi{t]echnology cortsintly evolves, and new ERP software
versions are released every four to five years. Organizations have the opportunity to enhance
their ERP system and adopt new features and functionalities to meet changing business needs
ateach ERP upgrad® R e ¢ enastn the ER® industry include the development of eloud
based SaaS modute® ibif., paras. 128125).Thelnspectorslso noted that ERP providers
continual to develop their clouthased services, whiclvere already widely used in the

private sectgrand hat thirdparty hosting solutions, including public cloud solutions, might

raise confidentiality concerns to some organizations with regard to sensitivéilidta
para.126).

29,  Thelnspectorsecommended the SecretaBgneral, in his capacity as Chairperson

of theUnited Nations System Chief Executives Board for Coording@&B), to directCEB

to develop a common United Nations system policy regarding dbased skutions, before

the end 0f2014 (ibid., recommendation 4)in their joint comments, the United Nations

system organizations supported this recommendation. Fombher [sjime agencies

expressed enthusiasm for more aggressively exploring the use of cloud services, which they

believed could promote greater flexibility, scalability and eefective options, including

through a reduction in operating costs. In particular, agencies highlighted the benefits that a

systemwi de cl oud policy woul d (A68BM/Add.L,para. BERP system s

30. Organizationgurged that guidance on the handling of legal/regulatory constraints in
terms of the storage of confidential intellectual property should be included in the guidelines
for a common approach developed by the hagency melsanisms. The legal advisers of

the organizations of the United Nations systeadissued a statement on the employment of
cloud computing services. While acknowledging the benefits of cloud computing as well as
the risks, including the possible impact dwe privileges and immunities of United Nations
system organizations, they suggested that agencies take specific actions prior to initiating
cloud services, including performing riblenefit analysisand strengthening information
classification policies angbractices, evaluatin-house cloud servicesuch asutilizing
UNICC, and enswr that decisions to utilize cloud services were taken at the highest
institutional level(ibid., para. 9)

31. In afollow-up management lettdIU/ML/20171), the Inspectorsndicated that
while the participating organizatiohsdsupported the recommendation, it renegineither
accepted nor implementdéishould be noted thatthe time of writingof the presenteview,

the status of the recommendation reradinnchanged.

32,  The United Nations Secretariah its corporate responge the JIU management
letter,indicatedthatthe ERPSpecial Interest Group, the part of dgital and Technology
Network that workd on interagency collaboration in the context of ERP applicatjbad
agreed to establish a group led by UNICC to develop a policy frankdar ERP andloud
computing Furthermore according to the Secretaridhe next stepvas for all member
organizationsof the ERPSpecial InterestGroup that ha any cloudrelaied policies to
forward them to UNICC for review and further discussion within the group. UNIGdd
convene virtual meetings to review the various policies and develop the policy framework.
It wasexpected that the ER®peciallnterestGroup would review the outcome dhe work

in April andMay 2018 However, no action has been taken since then and UNICC has not
received any cloudelatedpolicies to review. The Inspectorsremain convincedthat a
common United Nations system policy frameworkfor ERP and cloud computing
remains necessanand reaffirm the need to resume the implementation of the agreed
course of action.n this regard, executive heads of United Nations system organizations
that have any cloud-related policies should forward them to UNCC before the end of

June 2020, in order to allow for the development by UNICC of a common United
Nations systempolicy framework for ERP and cloudcomputing, to be finalized under

the coordination of the Digital and Technology Network by June 2021.
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Current use of cloud computingby United Nations system
organizations

Cloud computing: an everydaytool for different purposes

33.  The United Nations system presently exhibits a full range of cloud adoption models
andstages of developmer@nd consequentlydifferentdegreesf maturity. A small number

of organizations do not use cloud computaigll, whereas others haV€T strategieshat

are strongly based on cloud services and resagupceso mot i ngf ia sfiol. apdr oach
Examples of thdatter include thdJnited Nations Population Fur@NFPA), the United
Nations Entity for Gender Equality and the Empowerment of Wothdh-Womer), the
World Intellectual Property OrganizatigW/1PO) andthe International Labour Organization
(ILO). Furthermae, WIPQ for example, established its Cloud Management tdnitanage

and coordinatthe use of cloud services, including managemethefelated contracts, for

the @ g ani zI@T profecetsd It provides assistance to prognsas that need to deploy
applications into the cloud.

34. Ten organizationsave indicatal that they have specific cloud strategies and/or
policies and guidelines in placghile sixothersinclude cloud guidance in their broad€m
strategiesAt the time of writingof the presenteport, threerganization$radindicatal that
their respective cloud strategie®re underdevelopment owerebeing revisedOnly four
organizationdiaveconfirmedthat they haveo strategyn placefor the internal use of cloud
services the World Touism Organization (UNWTO), the World Meteorological
OrganizatiofWMO),*3 the United Nations Industrial Development Organizat{tiNIDO)

and UPU.UPU is a paradoxical casacting as &loud serviceproviderto postal operators
as described imnnex |, butlacking a cloud strategy for the internal use of cloud services.
The Inspectors believe that cloud computing is a part of the broader digital conteas and
such, cloud strategies should be an intrird@mentof a broadedCT framework. Some
organizatmm s r e f e rf i trssatdiesiwlale tde United NationsSecretariaturther
elaboratesr e f e r r Claudif itros tao clioidiat] wnasgresegfiwhich gives priority

to cloudbased solutiong/hile recognizing that some special cases may re@uigemise

or more traditional approaché&s.

35. A total of 22 organizations, constituting the vast majority ofdhganizationghat
answered the JIU corporate questionnaiomfirmedthatthey used variouscloud computing
solutions Only two indicatel that theydid not usecloud-basedservicesin a structured,
planned and significant manner (UNID&hd UPLU. However, even these organizations
cannot guarantee that cloud computing, in any of its forms, is not used by theigistaff
the ubiquitous avébility, easy access and rapid growth of a wide aftgof different
cloud based servicesuch adiling applications, survey toolandlearning platforms.

36. The United Nations system organizations use cloud computing for different pyrposes
as follows:

(@ Email and office productivity applicationsThis general category of
applications is currently the most representative ardbspreaduse of cloud servics,
following a strong recent migration of these services to the public cloud by a number of
organkations

(b) Business applicationsThese are applications for varioheman resources
functions, including talent management and online training, followed Istomer
relationship managemeahd ERP systerapplications

12
13

14

WI P CCloudfostingservicespolicy: o f f i ce i ns25May20l8Bon 15/ 20180,

In its comments on the JI U dr afuseofcleysearvicesis® MO st at es
major component of our IT strategy, in particular for managed desktop environment, document

management and wedased applicatits for interacting with ouMembers. The choice between the

use of cloud, 85 or running our applications in hosted virtual environments is dhyeost, the

need for business continuity and global aceess.

fiUnited Nations Secretariatoud strategy (April 2018), definitions, p. 7.
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(c) Websiteqpublic and interngl. Most orgargations host their publiserving
websites from the cloud for better global accessibility and separation from their internal
computingresourcesSome orgamations also develop and serve thaternet websites from
the cloud

(d)  ApplicationdevelopmeniCloud-based application development environments
are now increasingly replacing local,-premises configurations

(e) Specialzed applicationsA smaller number of surveyed orgaaions use ICT
management and cybersecurity applications fileencloud, such as device management and
software distribution, as well as threat detection and firewalls

{)] Hardware replacemenfor many ICT departments, replacing local computing
hardware, storage and networking infrastructure with cloagkdinfrastructurereduces
complexity andthe cost of operations. At the same time, this increases operational and
technical flexibility due to the virtuaied nature of cloud infrastructure.

Cloud computing: service and deployment models useth the United
Nations system

37.  The following sections describe the cloud services and deployment models, as well as
themain suppliers used by the orgaations.In fact, cloud services, deployment models and
suppliersare not independeandthe orgarzations cannot &ely choose any combination of
these elements for a desired service. A choice of one of these elé@nfentexample a
particular deployment modé&lmay narrow down both logical and practical choices for the
other elementsAnnex Il containsfurther information on the cloud servisedeployment
models, suppliers and products used by each participating organikatianswered the JIU
corporate questionnaire.

38.  The mostused services models among respondents are laaS andTBasstwo
service models correspond to the two major motivations that drive satjanis towards
cloud deployment: reducinthe complexity of infrastructure angroviding access to the
innovative featuresf themost recent software applications offered pritgdrom the cloud.

39. As illustrated in figureV, PaaS is used by 14 orgaaiions, out of the 22 that use
cloud servicesThis servicemodelis mostly used to develop websiteghetherpublic or
internal as well as for theustomkation ofapplications.

FigureV
Cloud service models used by participating organizations

(Number of organizations)
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40.  All types of deployment and service models are used by United Nations organizations
depending on the functionality demandaddescribed in théollowing paragraps.

11
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Infrastructure asa Service

41, On one sidegrganizatios wishing to reduce their dependence ontaed¢omplexity
of hardware infrastructure are increasingly subscribing toldh& service model. The
virtualization of their servers and their deployment in the clodi@rs the following
advantages

(@) laaS allowrganizatios to move theilCT infrastructure from traditional data
centres to the cloud infrastructure with minimal technical changes. laasS typically allows data
and application servers to be virtzall and migrated to the cloud withaléneed to rewrite
or purchase new software significantly change its architectyre

(b) laaS both allows and requires a high degree of control over the operating
system and the supporting software infrastructure by the technical staff aijdrgzation
This ownershipof laaS allows a significartegree of continuity of operatioasmdreliance
on a foundation of existing technical skills and capagities

(c) Virtualized servers hosted an laaS environment relieve amganizatiorfrom
worries about the computing hardware, previously hosted in the#d (or sometimes
remote) data centreand about the network infrastructumnnectivityand related power
consumption

(d) Virtualized services are easier to move from one physical server (or data
centre) to anothegndto back up and replace in easf hardware problems.

42, On the other hand, virtuakd services, running in their own compartments on the
provider® physical servers, share the hardware infrastructure thihservices of other
clients. In suclkeircumstancesheremay besome restrictions in terms of performance levels,
which are assured throughrvicelevel agreements (SLAs). In normal circumstances, the
security and privacy of a virtual service is not at risk in such shared envir@idewever,

a certain minimal levedf risk is inherento the very architecture of laaS.

43,  TheWorld Health Orgardation (WHO) utilizes all the major service models for their
computing needs, amonghich arelaaS services by AWSVirtual servers and storage
resources located in the AWS cloack usedy WHO for hosting various web applications
and their public website. Every visittor the WHO public website iserved by a web server
running on a virtual machine somewhere in the AWS cloud.

Platform asa Service

44, Moving higher within the leels of abstraction of computing infrastructure, some
organizatios use PaaS to reduttee complexity of application development. PaaS services
hide the complexity of the underlying infrastructure layers (hardware, operating system,
networking, and auxiliary softwarg, which are managed by the provider e clients
behalf, in order to allow the client to focus on the development of their custdmi
applicationsPaaShas thefollowing features

(@) It delivers online platforms for further software development or cugadion
by the clientyather than being readymade product

(b) It can be used to develop products that will themsddeesed from the cloud,
or it can bedownloaded for deploymem ia local network or private environment

(c) PaaS platforms enabtbe development of a variety gfroducts from public
websitesor private websites (intranets), through custmdi software packageand to
mobile applications

(d) In a Paa®nvironmentthe cloud servicerovider is responsible for installing
and applying the security updafesthe operating system and all the software layers driving
the development platform.

45.  PaaS differs from laaS in thtte latteroffers a much more basic layer dack of
computing services (networking, operating systemg so ojh to the customers in a
virtualized form, a layer that is hidden in PaaS. At the same time, PaaS differs from Saas,
because it does not offer the full final functionality for end usersobtihe box as SaaS
products do. PaaS platforms have to be configured, cumtdmar programmed often
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extensivelyi before they can be deployed in a production environment and offered to the
end users of an orgaaition.

46,  SharePoint Online is an exampleadPaasS service, provided by Microsoft. It is a web
based team collaboration platform, which enables org#inns to create internal websites,
document collections, informatiesharing platforms and other similar solus@tcording to

their needs. It cabe considered as a set of building blocks for further cugtimi and
development towardsn end producT he United Nations Development Program(aiNDP)

uses SharePoint Online for building and running their internal websites. Other examples of
Paas seiiges include readynade platforms for building public websites.

Software asa Service

47. At the other end of the clouspectrum organizatios subscribe to Sag8oductsto
reduce the complexity ahe entirety ofther ICT operations, including related resources
(hardware, operating systemetworkingand the software applicatisrthemselvgs An
example of a SaaS application is th®licrosoft Office 365 suite® including its email
application,which isused by severdlnited NationsorganizationsSaaS has the following
features

(@) It offers a highlevel of abstraction ofCT services: the client orgagation is
practically an endiser of an application that is hosted by a provatetis exposed only to
the concrete application that is being used, and not to the underlying layers of supporting
hardware, middlewarand softwaresupporting the execution of the application. In some
casesit is possible to have shared responsibility for very limitedhber ofaspects of the
infrastructure layers, but this is an exceptiatherthanthe norm

(b) Itreduces the complexity of setting up and maintaining an applicatictidot
organizatios. It allows them to focus on its business features and the functiothedited,
without having to worry about all theequiredtechnical work. A trusted and reputable
provider will make sure that current industry standards and good practices are put in place
for all their clients, which is sometimes difficult to maintain $onall orgargations

(c) This very trend of standamdition, while having mostly positive effects,
necessarily constrains thel i ability o sustonize the application and its features beyond
the flexibility that is(or is not)pre-built into the softvare application. Such constregrhave
both positive and negative effects: the negative side is the inability to cestdha@
applicationsbeyond the functionality offered by the providamereasthis ability would
enhance the effectiveness of the amlan for its usein certain casedy a particular
organization on the positive side,organizatios are also preventedfom undertaking
customgations that areftentoo complex and too longyredifficult to maintain andoring
low returns in terms of dffiency;

(d) A number oforganizatios i the Food and Agriculture Organization of the
United NationgFAO), UN-Women, WHO and WMQ indicated a strong preference fan
SaaSfirst strategy whenever possiblallowing them to avoid software development
altogetherfor specific domainswhen they find a goodenough solution among cloud
applicationsavailable in the market.

48.  As previously indicated, the choice of supmiandthe choice obervice modelare

often linked:in addition to cost factorsnost organizations choose suppliers because of their
reputation, scale and guareses offered, then adopt deployment models and service models
that are available with these providers. Similarly, if an organization chon &3 service

model for a particular application, it will rarely be able to choose a deployment model for
this service, given that SaaS services tend to be highly standardized in order to achieve
benefits of scale.

15

Office 365 is a cloudbased subscription service from Microsoft that brings togethdicappns such
asExcel and Outlook with cloud servicesch a$OneDrive for filing and Microsoft Teams as a
collaboration tool. Office 365 allows anyoned®ate documents and share them from anywhere on
any device.

13
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49, Another constrainthat guides the choice dfoth service model and deployment
model, particularly for business applications delivered as Sa#t® fact that providers are
now, in a senseforcing their clients to move to the cloud launchingnew features oa
cloudfirst or even clouebnly bass. For exampletheUnited Nations Educational, Scientific
and Cultural OrganizatiolUNESCQ noted that human resources managersehitions
werenot available at the same level on premgisince the solutions offered liye leaihg
providerswereall Sags. Similarly, UN-\Women, for example, citethe availability of better
products and services their main reason for using cloud services.

50. The United Nations Secretarigfoud strategy proposes a hybrid, mutfioud
approach. Anon-premise private cloudallows for easy integration of internally hosted
systems guch adegacy applicatiori§) while third-party, public cloud technologies host an
increasing number of enterprise systems and platforms. The Secretariatisgiiemultiple
third-party providersn order to leverage specific features and senaoelsensureontinuity

of operationg’

C. Cloud-basedenterprise resource planningsystems

51. ERP systems offer many potential benefits. Fundamentiigy are information
systemghat offer a modular andomprehensive set of functionalitiésuch as finance and
accounting, human resources management and supply chain manggé&augitdating the

broad management of organizations and enabling organizations to integrate their own data
into thebuilt-in busiress processeas a unified, or standardized, information systéeir
modular design allows the selection tbe specific functional applicationthat aremost
relevant to the needs of an organization.

52.  Organizations deploying ERP systems today have tleplyment models to choose
from: onpremisa, hostedor cloud-based. Security in the cloud has been one ofithim
concerns preveimtg organizations from adopting clodzhsed ERP applications.
Applications, particuldy missioncritical ones, cannot sinhpbe migrated taloud service
providersas if it wassimply a new hosting facility. ERP applications are particularly at risk
given the nature of their functiofis areas such dsuman resources ampeyroll. As withall
new technologies, there are nehattengesassociated with cloutdased ERP applications,
and potentially even an increase inithailnerability. However, in theast five years, there
has been a marked improvement in cloud security. Moreover, as tedesaogtinue to
matue, organizabns rely onthe cloud service provideto implementbetter security
measures than they would have otherwise used on their own préfnises.

53. Cloud-based ERP solutions are gaining momentum, with masiket projections
calculated at between $2fllion and $30 billion over the next five years. From a strategic
perspective, clouthased ERP deployments are promising because of their simplicity and
their lower cost of ownership over conventionalgemise and hosted ERP solutiofsln
addition to the traditionaERP vendors, new providersuch asSalesforceand Workday,
amongothers) are already having an impact on the ERP market by offering advanced,
flexible, highly mobile and easyp-use applications in diverse functional areas, including
finance, procurement, supply chain, marketing, sales and human resources. Sold on a
subscription basis, these SaaS systems offer clients the promise of reduceshoostsother
advantagesThe product ofintegration of these applications with legacy ERP sysiesms
known as fAhybrid ERPO.

54. Cloud-based ERRystemsre an interesting alternegi for new organizationgiven
the flexibility offered and lower initial capital investments requir€dus, entities such as
the Green Climate Fund, UNFPAJN-Womenand others have focused thEXT strategy

16 A legacy applicationf{egacy app) is a software program that is outdated or obsolete. Althitugh
still works, it may be unstable because of compatibility issues with cuopenating systems
browsersand information technologyfrastructuresSee
https://searchitoperations.techtarget.com/definition/legaplication

7 filUnitedNat ons Secr et ar A@it2018)pR2ud strategyo (

18 Cloud Secuty Alliance, fiState ofenterprise resource plannisgcurity in thecloudd ( 209 8) ,

19 Ibid., p. 8.
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on cloudbased systems, in particular SaaS liapfions, which provide some of the
functionalties contained in ERP systems. It is to be noted that llu@y UNDP andUN-
Womenhave already moved some parts of their EfgBtems to the cloufin the case of

ILO, its financial processing and reporting)he aspects in questionan be considered
medium complexity services that require some additional planning and migration efforts.
However, onlythe Pan American Health OrganizatioRAHO) has moved albf its ERP to

the cloud requiringservices that are ane complex

55.  PAHO is the firstorganization in th&Jnited Nationssystem tchawe implemented a
more comprehensive clodzhsed ERP solutiofi the Pan American Sanitary Bureau
Management Information System (PMAG) driven inter alia, by modernization and the
need to renew its @&mg legacy management information systems. Based on a system
provided by Workday, PMIS was implemented between 2015 and a@tié according to
PAHO, on time and within budgeBox 5 contains a synthesis of theajor elementsf acase
studythat was conducteidto the reasonbehindand implementation of the PAHO solutjon
including lessons leaenl?!

Box 5
The experience of the Pan American Health Organization

Various considerations drove the preference of PAfO a cloudbased ERP
solution. Functionally, cloutbased systems tend to have better mobile interfaces
traditional systems, allowing users to perform tasks on tablets and smartphoneg
consideration was especially important given the decisioRAO to make system us
compulsory for staff, regardless of role and location. The elasdd option was judge
safer than an opremises system, due to the backup structures and security protoco
cloud-based systems use to prevent data loss. Acod3MIS by PAHO personnel, includin
through mobile devices, in pedisaster or emergency situations was also an impo
consideration. Accurate calculation of PMIS maintenance and upgrade costs, and the
to reconfigure the system to meet tlbanging needs of staff and managers, w
fundamental to the system selection made by PAHO.

This new system represented a rather abrupt move from a legacy world of sp
functionality to more limited PMIS business process configurations, with a nroelaldy
user base. PAHO applied a fguwint plan to promote PMi&elated organizational chang
and a shift in mindset, by explaining: (a) why the change was needed; (b) the implig
for programmatic activities; (c) the available tools to support coatia change; and (d) th
effects on accountability, responsibilities and PMIS governance.

While the preferred solution has met the needs of PAHO, it has also posed ne
sometimes unexpected change management challenges. The reliance on stan
sysems highlighted the opportunity that SaaS clbaded systems offered for drivin
through essential fengineering or streamlining of processes. The inability to customiz
cloud-based PMIS system had the unanticipated benefit of forcing agfeafthe enabling
policy and procedures environment, resulting in the establishment of policies that are
linked to (new) implementing standard operating procedures.

The main constraint reported in the case study, is that PAHO was forced to ad
procedures to match the options of the specific PMIS applications. This has comg
additional costs necessary to adapt many existing procedures, and to continually mon
manage PMIS system enhancements. Updates are released in the cloud by theesdyd
and every six months through larger software functionality upgrades, thus req
continuous change and change management of PAHO work practices. Frequent
reconfigurations and automatic upgrades pose a hidden cost by consuming PAH®st
and requiring retraining.

20
21

The Pan American Sanitary Bure@ithe executive arm ¢fAHO.
United Nations System Staff Colleg@#\ cloud-based ERP renovates work practiced ahanges
behaviarat PAHO: mi ni case study #2/ 20170 (2017) .
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56.  Asis the case whatonsideing any cloud solution, organizations must think through
those ERP security challenges agiyen the strategic nature of ERP systems in particular,
undertake a comprehensive risk analysis, establishing appropriate contingency plans and risk
mitigation measures, including exit strategies when deciding on the implementation and/or
migration of tkeir ERP solutions to the cloud.

D. Expected benefitsof cloud computing

57. Theanalysis of thenswers provided by participating organizationsesponséo the
JIU corporate questionnaire indicatbat thér essentialeasons for using cloud computing
servicesoften coincide withthe theoreticalcore cloud benefitsyhich arewell definedin
literature,emphaticallypromoted by vendors and briefly introducedhe presenteportin
thedescription of thelifferent clow service and deployment modé&sap. II) Among those
benefits the in-built ability to dynamically supply the computing resources required
according to changing needstige primaryreasonwhy organizationglecide touse cloud
computing.While scalabiliy and elasticity are slightly different, thermsare often used
interchangeably in relation to cloud servic@®th are expected to lead &fficient cost
management, where charges are related to the resources actually used over a period of time.
A consderable number of organizations (13) ditelasticity, scalability or both as one of
their main reasons for using cloud computing.

58. The following paragraphs explore other common benefits provided by cloud
computing.In broad terms, theeasons and benefimentioned by organizatioasediverse

in naturei technical, financial and functional but these divisions are often blurred.
Technical advantages often enable other bensfitd) acollaboration or agility

1. Wide global access

59.  Most of theUnitedNations organizationsavea significant presenceorldwide, with
multiple field offices and geographically dispersed teammequiring efficient
communication, coordinationand collaborationWhile some of that communication still
takes place through dedited private networks, the public Internet infrastructure increasingly
playsan importantole in enabling global connectivity.

60. Cloud-based services typically benefit from being connected via major Internet
pipelines and eveexpanding internal networksh&yarealso desigadand buit for delivery
through the public Internet andorldwide access. Additionally, large cloud providers
seamlessly use a numbertethniques to ensure fast access to the serthetthey offer

from different locationsaroundthe globe Cloud-based services seem to offer an advantage
in terms ofenabling global access to services andHeinterconnectivity of geographically
dispersed teams.

61.  TheUnited Nations Office for Project ServicBdNOPS, for examplejndicated that

its ficurrent ICT infrastructure does not support the needs of the organization in terms of
application resilience, accessibility and collaboration across geographical locations and
networks.UNOPS is a global organization with staff in most areas of theegMe need to

be able to deliver fast application experiences across the globe. A single datéocatibn

...is not enougld Other respondent orgaaaitions that list global access as one of the reasons
for using cloud servicesre|CAO, the Office of the United Nations High Commissioner for
RefugeeqUNHCR), UNDP, the United Nations Relief and Works Agency for Palestine
Refugees in the Near E48&INRWA), UN-Womenand WHQ

62.  Majorcloud service providemperateglobally andarecontintuing to invest in areffort

to offer better coverage for their cloud services. Althathhghleading public cloud providers,
AWS and Microsoft Azureboth offer core laaS featurssich asvirtual machines, storage
anddatabasegsheytake very different approaches in offericigud services, including at the
most basic level of how their data cergtare constructed and positioned around the world.
The AWScloud spans 6@vailability zones within 20 geograptitregions around the world,
with plansannouncedor more while Microsoft has 54egionsavailablein 140 countries
worldwide. However, those numbersannot be compared directiyhile AWS uses
availability zones as the basis for its cloueith each region made up of at least taanes,
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Microsoft instead uses regiomsly and does not guarantee that each region will have
multiple data cemes.

Servicecontinuity

63. Linked to the wide geographical availability of cloud services, the high leu€Tof

service continuity, al so known osaappretibtads i ness cont
properties of cloud computing for orgaaiions and is often a major reason for moving their

operations to the cloudnsuring the availability of data and systems is an important part of

ICT security.Whether an organization is experiergia natural disaster, power failure or

other crisis, having critical data stored in the cloud isolates them from edeeditions at

the organizatio®s location.Being able to acceshesedata quickly allows that organization

to conduct business as ukuainimizing any downtime and loss of productivity.

64, The amount and widespread availability©f resources offered by the data centres

of the major cloud service provideaow for redundant facilities, multiple backup locations
and worldwide supportand system£4 hours a day and seven days a wéa&ilitating
business continuity in a manner that cannot be matblednited Nations organizations
using their own resourcgaven if theseesourcesould bepooled This is confirmed by the
answers proded bythe organizationghat respondedb the JIU corporate questionnaire
which showa clear perception that higher service continuity is easier to achieve in the cloud
environment than usingn-premise data centres. Although the exact modalities diffialf

of the respondents indicatthat the cloud plagda role in their business continuity planning
and implementation.

65. The corporateresponses received indicdt¢hat only three orgardationsi the
International Atomic Energy AgendyAEA), the United Nations Environment Programme
(UNEP) and WHOI encounteredhallengesn relation to service continuitfJN-Women
indicated thatover thefour yearsthatits email servicehiad been fully hosted bylicrosoft,

it hadexperienced total downtime of less tHanr hours andthat it wasunlikely thatany
other vendor could have delivered uptime anywhere thedlevel for the sameprice.

66. However, it should be noted that where specific responses were received, dyelative
high numbenf organizationgnine), aboutathird of responseseceivedshowedan exclusive
reliance onthe vendofs disaster recovery mechanisms tbe organkationis service
continuity. For example, UNNomen indicated that whileit had disaster recovery and
business continuity plans in place, fiiansrelied on cloud vendors to deliver on contractual
obligations At present, thiseliancedoes not pose practical problebecausenost of cloud
based solutions used biited Nation®rganizations are SaaS applicatiargdnot mission
critical or strategicHowever,it doesraise questions of longgrm sustainability Disaster
recovery and business continuity plans sharticipatecasesn which the selectedloud
service providergo ou of businessLooking back at the history of tHET and Internet
industies there aresignificantexamples of largscale serviceandprovidersthat dominated
markets at one time, only to declinediscontinue aftea number of/ears The reasons for

this have rangedrom rapid technological innovation often leading tbsolescencé
particularly significant in théCT world i to a voluntary change ahaj or mar ket actor so
focustowardshigherprofit segments of the markét/hile the current domination of the

cloud market by a small number of very large vendors is unprecedentedhe fitoo big

to faild paradigm has consistently proven wrong. Consequently,scenarios in which
thesemain vendors and their servicedosetheir advantages or reliability should not be
completely excluded from the longterm strategic thinking required by the United
Nations system.

Recommendation 1

The executive heads of the United Nations organizations should ensure that busing
continuity planning includes strategies andmeasures to mitigate the risk of failure by
cloud service providers to deliver the contracted services.
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Cost benefits

67.  Costefficiency is one of the main promises of cloud computing technology. Cloud
suppliergustify thisclaimon the basis ahe fact thatomputing resourcesre sharedmong
clients,and theeconomies of scale resulting from large data cemthéle each clients billed

for therr actual use of resources. Additionally, using public cloud services elirgitia¢e
capital investrants required to purchaseomputing hardwaresoftware and associated
networking infrastructure.

68.  While much focus is placed on cost savings as one of the most relevant benefits of
cloud computing, much of those savings are difficult to quan@ifgud computing might

indeed enable organizations to avofdture costs. For example, the implementation of
scalable infrastructure can reduce future capacity coststrenthster development of
applicationscanreduce development costs. However, these costs dediate the current

ICT budget andsome costare sometimebidden oroverlooked??

69. A considerablevumber of respondemirganizatios mention cost savings as one of
the main reasons for using cloud computiigwever, nost of them do not elaborate more
speifically how thesesstimatedsaving actuallyresuled from the use of cloud computing,
assuming this is se#vident.Otherorganizatios are more specific in their responses. For
example ILO and UNDP cite lowestartup costsifo capital investmehtand lower cost of
ownership among the main reasons for the use of cloud services.

70.  The World Food Programmé¢éWFP) indicated in its response that clduservices
provide valuefor money.UNDP also includd fefficient expense management duethte
elasticnature of resource dn their response, referring to one of the key properties of cloud
computing. FAO providdan interesting viewpoinstating that cloud computirenabled the
transfornation offixedand hidden costinto clear variable costandpaymert according to

use. This statement cléamreflects the differencdetween (axhe traditional computing
model| which results in complex cost calculations that include capital investment in
hardware, facility costs, human resources, kesrand so onand (b) the cloud billing
paradigm of computing as a utilitioving to cloud computing may reduce the cost of
managing and maintainingCT systems. Cloud services are typicallyay-asyou-goo, or

paid on demand, which allows engsers to utilize computingesources as needed. Cloud
computing maximizes the utilization of computing resources and reduces the operation and
maintenance costespecially duringff-peak times. In addition to reduced acquisition gosts
agencies may also be able to redlf€€ operding expensesdy avoidingthe cost of system
upgradesjf new hardware and softwaie included in the cloud contractual agreement.
Additionally, the overall staff allocation is smaller, and energy consumption c@stbe
reduced.

Security benefits

71, With the global growth of Internetsage cyber threataind incidents aracreasingly
frequent. In recenyears,there has beea growing number of higprofile data leaks,
intrusions, hijacking and other forms of cyber incidents globally, across all sectors and
domains.United Nationsorganizatios are higkprofile targets andhey areaware of the
trend.

72.  For some oforganizatims, security is one of the main reasdns usng cloud
computing. Fiveorganizatios listedbetterdatasecurity as part of their motivation for cloud
adoption. At the same time, there arganizatios that considedatasecurity as one of the
main challenges of using cloud computing services. Ttoeganizatios explicitly lisied
cloud data security as a challenge.

73.  Organizatios in favour of cloueassured security consider that cloud providers are
better placed to orgaré and maintain security in theemchanging threat landscape than in
house ICT departments. According to this reasgniclgud providers benefit from
advantages of scale and volume, which allows them to finance the investment into technical
and human capacities for better cybersecuiome of the respondemtganizatios (WIPO,

2World Bank, fiCl oudJune@0dp, ®0.i ng overvi ewo,
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for example) consider that only the biggest public cloud providers (such as Microsoft, Google
and Amazon) can provide adequi@d security today.

74,  On the other hand, relying ontlird-party external cloud sendcprovider already
creates a new risk and the very limited number ohidantcloud suppliers leads to a high
concentration oflata from the United Natiorsystem in a small number of commercial data
centres. A recent wave of highiofile data leaks and &éaches hitting the biggest Internet
companiesi for example,Amazonin November 2018, Googlén October 2018and
Facebookin September 2018 shows that they are vulnerabRaradoxicallymany oftheir

cloud usersnay be experiencing a somewhat false sense of safety. Given that cybersecurity
is oftenmystifiedin the media and by vendors, it is clear that it is not easy to make a balanced
evaluation of security criteria for any orgaaion.

75. Moreover the large comercial providers do not necessarily cater for the security
specifics of thaJnited Nationssystem and are not in a position to take full advantage of the
range ofpossibilities offered byJnited Nationsorganizations Informationsharing and
collaborationare today considered as one of the key elements of detecting and preventing
cyber threatsOn the other hand;ommercial vendors face a delicate balabetween
protectingresources, skills and information fireir owncompetitive advantage and sharing
them for the benefit of wider national or international safety

76.  Exploring complementary and alternative approacfudstly could help Uhited
Nationsorganizatios build more comprehensive and nuanced security for the cloud, while
avoiding some shortcomingesulting from overreliance dhelargest public cloud vendors.
Cloud computing enables clotlthsedsecurity, whichin itself is advantageous ovéhne
traditionalon-premise model. It can be less expensive, more efficerd easieto manage
since itallows for centralized policiesandit canprovide a higher level of security #dss
proactively managed by a team of security experts. An advantage of abelsed security
solution is that the hitedNationscan gain the ability to centralize se¢ymolicies and rules.

77.  Efforts byUNICC to strengthen and grow security services, and particutisdfforts

to combine purely technical measures Vigbfteid aspects of collaboraticandinformation

and experiencsharing support a community approachamong its client/member
organizatios. They constitutea step in the direction of providing security services tailored
to theneeds othe Unhited Nationssystem. More details on UNC servicesaregivenin the
chaptetV.

78.  UPU is one of the respondeotgarizatiors that,by designing and delivering their
own cloud services tiheirmembeicountries considered and adopted a custmadiapproach

to cloud security whilalsousingUNICC support. UPU took a conscious decision not to use
the cloud infrastructuref the largest commercial cloud providesich as Amazon or
Google. Their decision was to locate the infrastructure and the tdatdt hosts in
Switzerland, under a jurisdiction that fully respectsiteld Nations privileges and
immunities and to work \ith a local communications providetespite its small size
compared withthe leading global vendor#t. consides the network accessibility, security
and protection offered through this provider be adequate for the needs of thpecific
systenthat itoperats. More details onthe approactof UPU s givenin annexl.

Flexibility and agility

79.  Most cloud products are preconfigured, tested and designed to be quick and easy to
deploy. Clients can normally select the products and operating paraomteesthrough a
userfriendly interface and the servicés availablefor usealmost instantly. This is in stark
contrast tothe lengthydeployment of conventional computing resources and it is rightly
perceived as adding significant agility tol&T envronment. The downside of this approach

is an apparent lack of flexibility and custaatiion scope in standamdid, readymade cloud
products

80. Someorganizatios i for example,UNHCR,theUni t ed Nati ons Chil dr enos
(UNICEF), the United NationsSecretariabndWIPO i include agility explicitly as one of

the main reasons for using cloud computing. A few other responses that use different wording

could also be counted under this category of ben®MEsA, for examplereferedto ffaster

deploymeid. Cloud computing allowshe faster development of applicatiofisr many
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Governments and organizations, it can take weeks, if not longer, to order new servers, set
them up, and then build a new applicati@ther responses streskhe outcome of keepin

up with the changing needs of theganizationas a benefifWFP), which canbe directly
linkedto agility.

Facilitation of innovation

81. Due to their ability to dedicate significant resources to research and development,
large cloud providers are typically able to use and offer recent and innovative products and
technology, at a pace that would be difficult to follow for ICT departmeniadiVidual
organizatios. Smaller, speciaéd providers are also able to offer innovative services in their
niche markets.

82.  Many new digital technologies and products, such as artificial intelligence, blockchain
or big data analyticsare promptly offeredas cloud services by companies such as IBM,
Microsoft and Google, which maget easy for cloud users to experiment and build
applications based on these services. ICA® example in its responserefered to
leveraging innovative tools such as artdicintelligence as one of their main reasons for
using cloud services.

83. However, access to cloud and its innovative service benefits or features does not
guarange that the clientorganizatios will automatically be innovative. Thipoint is
recognked insome of the responseBhe United NationsSecretariateferred toinnovation
opportunities while FAO menti@d anincrease in innovation capability, both recazimj

that innovation is a possibility that needs to be redlby the client.

84.  Six organization include innovation in some form, as one of the main reasons for
using the cloud servicBAO, ICAO, UNICEF, theUnited NationsSecretarigtNOPSand
WHO), while two explicitly lised ICT modernzation (ICAOandUNIDO).

Modernization of information and communications technology

85. A few organizatios listed modernizationa related concepas one of their reasons
for using cloud servicegCloud technologies may offer a solution for the replacement of
obsoletelCT systemsWhile this benefitmay be difficult to quantify, cloud computing can
play an important motivational role and be a factor of productive consolidation of
organizatioal ICT.

86. However, the Inspectors would like to highlight that before embarkomg a
modernization project basexh cloud computing, organizations should undertake a careful
analysis of their current infrastructurs noted by thénformation SecuritysSpecial Interest
Group an interagency group formed by ICT expeiitsthe currentnetwork infrastructure is
unreliable or is already highly utilized, then moving to the cloud may be too much of a burden
on the existing infrastructure. In such situatiogitherthe network infrastructure must be
upgraded before considering a move tpuslic or hybrid cloud or, alternatilye a private
cloud on a dedicated line should be considétddhis is further confirmed by FAO in its
corporateansweyin which itindicatedthat tre newcloud-basednode| based on centralized
services requiral more robust connectivity (network infrastructure to access the Internet),
especially fothepublic cloud and thaarevision ofthe network model (dynamic bandwidth
versus fixedbandwidth)wasongoingalthoughtime was requiredo deploy the new solutions.

87. There are some riskrelated to the desire to modemiorganizatiosd ICT
infrastructureMarketing campaigns by commercial providers sometimes make it difficult to
assess the true innovative dimension of new products and sepritiesir appropriateness

for the situation of a givearganization This could lead to increased spending on solutions
that do not provide proportional benefits. It is also worth noting that innovative products can
fail to become industry standarissmediumor long term

88.  Another aspect of modernizationredatednot only to thdCT infrastructure used by
an organizationbut also to the staff skiet available. houselCT skills gaps are often a
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hurdle for innovation and modernization within organizasioAt least onerganization
(ILO) explicitly referredto the lack of irhouse skills as a reason for opting for cldnased
computing services. Aumber ofothersciteda similar motivation, referring to access to best
practices andhigher industry standrds by deploying clouebased serviceswith the
implication thatmore effort ancskill upgrade for their ifhouse operationsould otherwise
be required

In-built functions and feature benefits

89. According to anumber of respondingrganizatios, certain clouebased products
offer features that are availatdaly with a cloudversionof an application or service and not
through the traditional distribution channelgth local installation and ownership of
applications and serviceSoftware and sgice providergproposedlyntroduce suclieatures
in order to discourage or discontinue thachaseof traditional versions of their products
and attract the clients to clodhsed editions. This trend will most likely continue to dain
importance anavill have animpact on futurggrocurementiecisions.

90. UNESCO obsenathat human resources managemeantutionswere not available

at the same level on premsssince the solutions offered lilye leaéhg providerswereall
SAAS, and many of the (future) foctionalitieswere or would not be available as many
vendors focusd on cloud solutions and actively encourdglee move to the cloudt also
observe that although the epremnises solutionwas more cosgffective,it wasdecidedto
usethe cloud versioras itwasricher in functionality and recommended by all potential
implementation partners.

91.  Other respondents litl similar reasondor choosingcloud-based servicesThe
International Trade CentiéT C) statal thatsome features of the produahdserviceswere
only availableas cloud options. UNWomen listed fAvailability of better products and
services and referedto valueaddedin the form of new features automatically available as
well as new adabn features or services.

92.  Similarly, to innovaton and moderazation benefits, combined with the reported
functional advantage of clodshsed products, son@ganizatios mentiored the idea of
future-proofingtheir ICT resourcesisingcloud computing services. With frequent updates
especially in the S5 segmentnd priority given to the cloudased versions by vendors,
the organizatios see the cloud option as secured against obsolescence, whibbssedf
installationscan suffer
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Cloud computing: risks and challenges

93.  Cloud computing offerenany benefitsasalreadyindicated but it also comes with
risks. One key feature of cloud computing is tteahotedata cetreshostapplications and
dataandreplicatethemacross multiple locations worldwid&ome of therisks associated
with cloud conputing arethus the same dkose inherent to traditiondCT systemghatuse
remote and distributed processing, with data and information liray¢hrough broadband
networks and/or thelnternet, as well as those associateidh outsourced service
provisioning whereby one or several thirgarty actors intervenerequiring additional
security precautions.

94.  The challenges associatadth cloud computing are also related to confidentiality
issues with regard to sensitive or private data. It should be tiwedsks can be mitigated,

or some aspects of risk can be transferred partially to the cloud service proyidesuring

clear contractual safeguardsjtthere will always be residual risk. Organizations dieg

with significant amounts of sensitiveformation may therefore decide to limit the use of
certain clouebased solutions to systems handling only unclassified comtefact, this is

the case for several organizations that decided not to use cloud computing solutions to process
or store cofidential data.

95.  The United Nations organizations are well aware offtecificrisks associated with
cloud computingas confirmed by answers provided to the JIU corporate questiommaire
the interviews held bythe Inspectors Moreover the Information Security Special Interest
Group analygd cloud computing risks anthade recommendations on risk mitigation
concluding that United Nationsagencies shouldonducttheir own, contexspecific risk
analysis** As the business and regulatory framewor& changeand new risks arise, risk
assessmerstshould be a regular activityand a key mandatory step in any consideration
of cloud computing solutions.It should be noted thaih most caseso specific resources
are assignedor risk assessment$n the view ofthe Inspectors, it might be advisable to
allocate a dedicated budget for this purpose.

96. The following paragraphsontainan overview of the challenges thaganizatios
noted in their responses to the corporate questionnaire. Whileajar problemswere
reported, migration to cloud computing is not without challenfjes.;esponses show a wide
variety of approaches and levels of awareness arttengrganizatios. However, a basic
level of risk awarenesgxists across the systeandthe organizations clady identified the
main risks introduced by cloud computifthe following synthesis may facilitatiee sharing
of useful experiences and provide a broader perspective orchééenges ofcloud
deployment.

Potential loss of governancef information and communications
technology

97.  ICT governance questions deal with the management of technology as opposed to the
technology itself?® A governance mechanism is requirédter alia, to ensure that the
benefits of cloud computing are realizdnlit also that expectations are effectively set and
managedThere is a ptential loss, or reduced effectiveness, of governance as agencies may
cede control teloud service providersn a number of issues that may impact their security.
Loss of control mg lead to the inability to comply with security requirements, a lack of
confidentiality, integrity and availability of data, a deterioratioperformance and quality

of service, and the introduction of compliance challeriges.
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ICT governance is defined as a systhatensuesthat the appropriate structure and levels of
decisionmaking, supervision, monitoring and canitare in place to guarantee the appropriate use of
ICT resources in support of the mission, or strategic goals, of the organization.
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98.  Governance can be structuriedaccordance with internatiomglaccepted standards
for ICT governancesuch asControl Objectives for Information andelated Technology
(COBIT) 5.7

New security requirements

99.  The multitenancy nature of cloud computing, remote access to cloud cogput
services and the number of entities involymase security riskdHowever, nany ofthese

riskscan be mitigated with the application of traditional security processes and mechanisms.

As with any technology, security risks and challenges need to begethaad overcome.
Security considerations range from generatl traditionalsecurity concernssuch as the
physical security ofCT infrastructure or end user authenticationjssuesspecific to the

cloud service and deployment models being adopted. The cloud service model will drive the

responsibilities and ownership of some of the key characteristics of busitesd
applications, while theselection of a specific deployment madgrivate or public) will
determine the need for specific and additional security requirements.

100. Furthermore, ITU through the study groups of the ITU Telecommunication
Standardization Sector (IFU) develog international standards known as U
recommendtions including relevant recommendations for enhanced cloud security. The
World Telecommunication Standardization Assembly meets every fourtpesstmablish the
topics for study by the ITHI studygroups, whichare formed byCT experts from all over

the world, including from the private sectssued in 2015ecommendation ITU X.160L
(10/2015)containsa security framework for cloud computirig which security threats and
challenges in the cloud computiegvironmentre analysednda framework nethodology
providedfor determining which security capabilities require mitigating security threats and
addressing security challeng€3he ITUT study groups are open to the participation of
interested actors The Inspectors would like to encouragethe United Nations
organizations to actively participate in the development of relevantICT standards,
including those related tocloud computing, by participating in the ITU-T study groups

in accordance with the ITU legal framework

101. Thesectiononthe expecte benefitsof cloud computing (chap. Il, sect. dicates
that someorganizatios consider that cloud services can ensardigher level of
cybersecurity for theilCT operations, while othesrganizatios consider that security risks
are higher in theloud than orpremises operations. The two differing perspectives reflect
the complexity of the cybersecurity issuethie presensectiondifferentsecurity aspects of
cloud computingill be consideredheyondthe issues aflata confidentiality angrivileges

and immunities discusséalterin thereport.

102. In considering security challenges, it should be noted that differganizatios often
have different operationalneeds as well asdifferent risk appetite One reason fotheir
differing needssd that their digital assets have different levelsefsitivity This does not
mean that data owned by soorganizatios is more valuable thahoseheld byothers, but
only thatthedamage caused by thasuse of dataan have more devastating effectstbe
image andsafety ofa particularorganizatiods operations orthe people affected. For
example, a leak of data containing refuggesrsonal details or location may have more
dangerous consequences than a leak of data containing atmospheric medsuvénssn
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COBIT is aset of best practices foET management developed by the Information Systems Audit
and Control AssociatioiSACA) andits IT Governance Institute. Some other examples of

international standardsr e Al nf or mati on technol ogyw:it|B@EDer nance of

385002015 the Capability Maturity Modelandfi| nf or mati on technol ogy:
ISO/IEC 20000series.

Other ITUT recommendations relevant to cloud computing are the followgggrmmendations
X.1602 X.1639 on cloud computing security desigeggommendations X.164%.1659 on cloud
computing security best practices and guidelinespmmendations X.166%.1679 on cloud

computing security implementation; aretommendations X.168%.1699 on other cloud computing
security issuedror further ITUT recommendations relevant to cloud computsegwww.itu.int/itu-
t/'recommendations/index.aspx?ser=X

service
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highly sensitive data and additional layers of control and encryption are needed, extra
protectivemeasures mamake cloud solutionsexpensiveand, in those casepptentially
unworkable

103. Besides differing needsrganizatios also show difféng levels ofrisk toleranceAn
acceptable risk to ongrganizationis often not acceptable tother This may be affected
by an objective risk analysis or data sensibifitgviously mentionedbut it also reflects
subjective aspects of amganizatioal culture.

104, Only three organizatios mentioed security as a challenge or concern in their
guestionnaire responses. None of these responses indicate a major concern, nor do they share
any reports of past security incidents, whigmot anindicaion that sut incidents did not

happen. Overall, the questionnaire responses can be taken as an encouraging sign of a
relatively smooth cloud security experience so far. In addition, UNOG&Sexamplejn its
responsgreiteratel the belief thatthe cloudwasa safeplace forits computing workloads.

105. Additional information collected during the interviews and meetings suggests that
there are both benefits and challenges that were not reflected in the questionnaire responses
but help construct a broader picture of seeurity aspect of cloud computing in thaiteéd
Nationssystem.

106. Small and mediursizedorganizatios oftenhavelimited resourcesoth human and
budgetaryfor implementing the appropriate levels of cybersecuwrithin theiron-premise

data centres. For them, using clehmsed services may be a way to benefit from resource
pooling, implement industfg best practices and share the burden of demanding and complex
cybersecurity measures at an acceptable cost. Some vendors even clahmeithdbud
version of a product is safer than versitimatthey offer for sekhosting éuch asMlicrosoft

with referenceto its Active Directory services), which is an additional argument in favour of
asecure cloud environmer®n the other hand, usirddoud services increasése exposure

of organizatiods data and applications. Some of the smallganizatios haveregisteed a
sharp increase in phishing attacks since their migration to -tlasdd Office 365
applications.

107.  Furthersecurityrisks may @cur with business unitsor individual usersvithin an
organization deploying clouebased solutions withouénough coordination with their
respectivelCT units and without sufficient regard for security measu&snetimesstaff
members, individually and spontaneously, subscribe to cloud services that address their
immediate needs without knowing that these seryiogdely available are cloudbased

such assurveyMonkeyfor the purposes of conductisgrveysDropbox forfile-sharingand

social media network<loudbased filesharing is one of the first services that users seek.
Organizations have identified this risk and some regulateiskeofthesecloud services
through relevant internal policies.

108. UNESCO, for examp, concluded irts risk assessment that it would be better to
have cloud solutions offered litg centrallCT unit than to have cloud services used by staff
individually. Similarly, UNWTO identified a need for clotmhsed filesharing and
implemented amrganizationwide solution to prevent the loss and/or uncontrolled use of
organizational data.

109. The Inspectors would like to advise United Nations organizationthat have not
yet done so to include relevant provisions in their respectiveClT and/or cloud strategies

to prevent the uncoordinated use of cloud services bgrganizational units and/or
individual staff members. In thosecaseswhere relevant policies do not exist, or in doubtful
casesprior clearance from the respectiM&T units should be sought before allowing the use
of any cloud service by either individual staff members or business units

110.  Another risk is thasimply by moving their computing to one of the large, reputable
clouds,organizatios may develop false sensef security. This is especially the case if the
move is not accompanied by a number of architectural and operational checks and changes
(especially for laaS and P&ain order to avoid creating weak and vulnerable links in the
technology chain and benefiidlly from the security of the cloud providéfrom the examples

and the discussion above, it is clear that security in the cloud is a complex issue, with no one
sizefits-all solution. There are some inherent security risks specific to the cloud engitgnm
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which can be assessed, managed and deemed acceptatdevéoal use cases and
organkations. There are also security advantages in the cloud for certatasese such as
for agencies operating in geographically dangerous locationsohigeemise data centres,
cloud environments can be made megeureor less secure bglientand vendorgchoices.
The public cloud offerings of the biggest providers, which currently thesmajority of
UnitedNationssystends data, are not the only opti@andthe organzations could be looking
at compémentary options to reduce strategic risks for the United Nations comnamay
whole  UNICC security services cdre an alternative to consider in this regaisidiscussed
chapterv.

111, An additional new security risk isrelatedtothd oud ser v persennghr ovi der 6s
With cloud computingin-houseCT teams are not the only ones managing the new services.

The Information Security Special Interest Groums asserted thatorf this reasn,

organizations must clearly define roles for managing cloud vendor relationships and service

delivery n t he Groaepkeyvaswecbdb of aandakegeomroly 6s due di
to implement, is ensuring that the cloud computing provider hgeplp that are trustworthy

andUnited Nationsagencies should ensure that the cloud provider has policies in place to

screen all candidates for employment and ensure that detailed reference checks are
conducted, especially for sensitive jobghile the Inspectors agree with theGr oup 6 s

assertion they call for a unified approach across theUnited Nations systemasit is

simply unrealistic to expect eachorganization to be able to efficiently address

individually the issueof the trustworthiness of theclou d s er vi c epergpmnelvi der s 6
who deal with securityand sensitive data A collective stand will enhance the negotiating

power of the United Nations organtations and may be conducive to better contractual

terms, in particular when dealing with the samemain cloud service providers

112,  The Governmentf the United States of Amerigaovides good exammef different
security requirements managed within a single framework, inclutimgederal Risk and
Authorization Management PrograffredRAMB, the Departrant of DefenseCloud
Computing Security Requirements Guid@ the Criminal Justice Information Services
Security Policy?® andthe International Traffic in Arms Regulations.

113.  Major cloud service providensow offer specific products such as Microsoft Azure
Government or AW loud forGovernment thatcomply with the functional and security
requirements demanded by FedRANHBr example, Microsoft Azure Government provides
hybrid flexibility, deep security and broad compliance coverage across regulatogrdtand
The key difference between Microsoft Azure and Microsoft Azure Government is that Azure
Government is a sovereign cloud.is a physically separatproduct that isdedicated to
United Statessovernment workloads onlyouilt exclusively for governmedragencies and

their solution providers. Azure Government is designed for highly sensitive data, enabling
government customers tansfer missiostritical workloads to the clouslafely

114, The Inspectors believe that United Nations organizations shouldevelop a joint
approach to cloud security services, establishing a set of common basic requirements to
be implemented across the United Nations systeamd encourage the sharing ofelevant
requirements and knowledge to support the creation of common begiractices.

Vendor lock-in

115.  Whether the decision is to build a private cloudago to a public cloud, there will
alwaysbe a certaimlegreeof vendor lockin. The degree of lock varies, particularly when

it comes to deciding to move out of a pulilloud or when using proprietary solutions that
make migration, portability and integration more difficult.
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The Cloud Cenputing Security Requirements Guide defines the baseline security requirements for
cloud service providers that hasth e D e p anformaiennsystems and applications.

Law enforcement and other government agencies in the United States mustlatshesrtuse of

cloud services for the transmission, storage or processing of relevant data complies @iitmittne
Justice Information Servic&ecurity Policy.
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116. Dependence olCT vendors and vendor lodk risks existed in th&CT industry long
before organizations started using cloud computing. A large eunidCT products and
services are proprietary products, whwrsternal data structures and functioning are hidden
from the clients andreprotected intellectual propertyendors use this approach to protect
their investment in research and developrre@hnew products, prevent competis from
copying their solutiongnd keep the clients tied to their product linéisus retaiing the
maximumpossiblemarket share. Most often in théT world, and especially for software
products, when clients purchaseroduct, they do not obtain its full ownership, but a lkeen
granting them limited rights to use the software under strictly defined conditions.

117. Proprietary technologies are not exclusive tol@i€ industry. they are an important

aspect of the modern economy and a building element of commercial indusiridwide

However,ICT services are different from other products and sengoemthat clients also

make significant investments itechnology, developig the expertise for particular

technologies and then integrag them with their data and informatioftheir property, into

platforms offered by vendors. The complexity IGT products and services makes the
integration of vendandsliéntdgata@mduesdurkces pantidularssre r vi c e s
strong. The effort, complexity and cost of moving from ol&T vendor to another can

thereforebe very high for large and complex applications.

118. This paradigm from conventiondlCT practice extends to commercial cloud
computing services. Once amrganizationstarts using clouthased services, it becomes
dependent on particulgroviders This dependencarisesnot only for purely technical
reasonsbut also as a result other, gereral aspects:

(@) Cloud services will quickly contaianimportant volume of clieids data

(b)  The dientés staff learns how to usgparticular cloud configuration arggecific
applications from the given provider

(c) The aganizatios workflow andbusiness processes are often adapted to a
particular software system

(d) Clientsmay develop interfaces to link their conventional ICT infrastructure and
applications to the particular cloud environment currently hosting their resources.

119. What makes the olud vendor lockn different froma conventionalCT service
dependence is the fact that vendors continuously update and modify features of their cloud
based services. While this is normally a gpoalctice there might be situatioris whichthe
directionthata service or platform takes does not correspond to the needs and desires of a
client. In a traditional, selfiostedon-premises environment, the client would have the option

of simply not upgrading to a new version of the software or not implengeatifeature
update, at least farperiod of time sufficient to consider alternatives or adjust to the changes.
With most public clouebased services, this is not an option, and clients have no control over
the changeso the platform features. If the nefgatures are not beneficial for them, they
cannot stop them on a public platform that is used by many other users. They would have to
either adapt their internal processes to the new featuresnsider a migration to a different
platform and face the allengesand associated cosi$a forcedmigration.

120.  While in theory most providers offer some form of data portability, the actual practical
effort necessary to migrate data from one system to a new sy$terad by a different
provider can be considerabtime-consuming and costly.

121, Different services vary significantly irerms ofthe effortthat isrequired to migrate

or replaceghem For example, email is one of the easiest services to migrate from one cloud
provider to another. Still, migrating areleis of old email messages asconsiderable
workload Migrating complex applications such as ERP from one cloud provider to another,
using different software, is much more complex than migrating email. The complex and
interrelated data stored in such apations, in proprietary formats, needs to be exported and
converted to the format of the destination system. In addition, the operational and workflow
procedures may differ significantly from one system to another, which would require changes
in the busines processes tlieorganization
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122, Only one respondewtrganizatio(WFP) explicitly mentioedthis challenge ageing
important. In addition, som&f thecloud policies and guidelines provided by the respondents
included references to exit strategies. Fexample,the abovementioned Information

Security Special Interest Growghite paper contains a secti@mtitedii Bar r i er s t o exi t o

listing issuesthat organizatios should consider in their planning ensue their ability to
switch cloud vendor necessary*

123, The issue is also identified in thenited StatesFederal Cloud Computing Strategy:

ifAgencies can consider whether there is a demons

one provider to another, and whether there is a demonstrated capaldligiribute services
between two or more providers in response to service quality and capagitycies should
consider the availability of technical standards for cloud interfaces which reduce the risk of
vendor lockin.o*

124,  The issues related to theeusf cloud servicesncounteredby United Nations system
organizations are also observed in the private sector. For example, the results of a supplier
satisfaction survegonductedby EuroCIQ the European association of chief information
officers, shows citicism of the major vendors SAP, Oracle, Microsoft, IBM, Salesforce,
Google and Amazon revealing a substantial and increasing level of dissatisfaction among
chief information officers anb usi ness users with the vendorso
inflexible licensingand contract management models. The survey redealslowdown in

cloud adoption and deployment. About @ér centof the client base of the main cloud
providerswereopting to scale down their clotlthsed services. Furthermore, recent changes

in pricing models generadeadditional licensing costs angere forcing chief information

officers andbusiness users to investigate exit strateties.

125,  The cloud infrastructure vganot built to provide a publigervicein atransparent and
participatorymanner but, interalia, to obtainthe necessary return on investment required by
particular shareholders.h& use of cloud solutions is basicalhe leasingof ICT services
provided by privately owned thirgariesand as suchthere are important riskeutsidethe
direct control of client organizatiorffor example compary merges, hostile takeoverand

cl oud s er v pesennéptihabnedd tb &e cendidered and mitigatdile itis true
that majomprovidersarereputablestable and strong firmi should not be forgotten that they
are young companies, privately owned and subject to financial méaket@ndupheavals.
While dependence on vendors cannot be ruled outhe Inspectors are of the opinion
that organizations should always develop alternative, contingency plans and exit
strategies for each criticalcloud-basedserviceor application. Further analysis is perhaps
neededo assess the scale of the risk for the system as a whole, which may be different from
the risksobserved from the perspectives of individual organizatidhs United Nations
organizations could also mitigate risks bysystematically sharing their experiences of

the various cloud service providers

Interoperability and portability

126.  While interoperability and portability are different technical concepish refer to
the interactions between various componemtd systemsincluding those from dierent

vendorsthat are necessary for themwork together and the ultimasbility of clients to
move or transfer their data and applications between different systbetherbetweerthe

cloud services of differergrovidersor between their own sy&in andthe cloud services of
aprovider
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Information Security Special Interest Grouiplse ofcloud computing in thdJnited Natonssystendo ,
p. 18

Vi v e k KRededcload computingstrategy, Executive Office of the President of the United
States8 February 2011, p. 145. Available at
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/egov_docstederal
computingstrategy.pdf

EuroCIOSupplier Satisfaction Survethe European CIO Associatiddress Releas80 November
2018.

27

p


https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/egov_docs/federal-cloud-computing-strategy.pdf
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/egov_docs/federal-cloud-computing-strategy.pdf

JIU/REP/2019/5

127. Cloud users, whether from business Governmens, have been advocating and
demanding standardization of the cloud ecosystem since its early Hiawsver cloud
service providershave only partly responed to this demand and contindedeveloping
proprietary solutions that give theamarket advantage and make it difficult for their clients
to integrateservicesand products fromdifferent providers or migrate from one platform to
another.

128. The importance ahteroperability in the cloud has been recagdinot only by large
government agencies that usebut also by a wider community of users, leading to practical
and normative standardization efforts. In 201fhe International Electrotechnical
Commission (IEC) and ISO publishedinternational standardSO/IEC 19941 entitled
filnformation technologycloud computing interoperability and portability in whichcloud
computing interoperability and portability concepts, types and interaciendefinedwith
theaim of promotng a common understandin@ne of the reasons why interoperabibityd
portabilityin the cloud is important is that it can help clients mitigate vendoriloekfects,
as discussed above. Another benefit of effective interoperakilitgloud services is the
ability of clients to integrate their gpremises systems with clodmhsed services (even
belonging to multiple vendorsyreatinghybrid solutionghat better fit their needs.

129, At the currentstage of cloud adoption in thgnited Nations system only four

organkations explicitly have repored interoperability concerns or challengeAEA

experienced problems integrating-premise applications with applications running in the

cloud andthe agency had to review and standaritizdata to ensure compatibility with the

selected cloud service solutioriSsor WFR the interoperability concerns were temporary

issuesrelated to the initial migration process of mailboxes and archives to the new Office

365suite,which were easily resolvedrAO reported issues with data portability when using

fidisparate SaaS solutian€ven though providers offer web services as an option for data

interchange, FAO ended up using rudimentary data exchange mechanismas file

transfer protoco(FTP) andflat files. FAO is working on developinigs own middleware

solution to facilitate data exchang&.more neutral experience was reported by UNHCR,

which encountezd cloudrelated data portability issues, bouhdthemfin ot substanti ally
differentthanprb | ems experi enced with any other system m
The Green Climate Fundavhich operates exclusively via subscribetd sefmade toud

solutions, managed to share data selectively and irtirealwith partner orgaméatiors by

developing and providing sets @dplicationprogrammingnterfaces.

130. On the positiveside UNICEF reportd an increasedcapacity to handle data
transformation and migratiodue tothe availability of differentloud servicessomeusing
the PaaSmodel| through the cloud platfornthatthey usel.

131, As cloud deployment increases and matures in théetd Nations system, the
importance of interoperabilitgnd portabilityis likely togrow. This is of particularelevance

in the context ofncreased inteagency collaboratiorandthe current ®cretaryGe ner al 6 s
reform efforts,including interoperability in the fieldWhile the interagency cooperation
mechanismsnamely theCEB Digital and TechnologyNetwork are aware of thisthe
Inspectorsbelieve thatthere is a needo deepencollaboration and coordination anong
United Nations organizations, with the final objective of developing the required
compatibility and interoperability of ICT platforms and systemsn the field to facilitate

joint and/or closely coordinated planning and operations. While thisissueis not a purely
technicalanddepend on complex coordination, a suitable technology could play an enabling
role. Cloud computing may bene importantool to achievethis end.

E. Organizational change andcloud adoption

132.  The response® the corporate questionnanaated to acceptance aoyanizational
changes resulting from the use of cloud computing are largely poaittein some cases,
neutral. While a higlproportion(50 per cen} of organizationsindicatedhaving encountered
some challenges related to the migratithey were reportedto be manageable and/or
resolved. No orgamations reporte@ predominantly negative experience resulting from the
use of cloud computing.
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133.  However, the answers provided iy organizations need to be contextualized, taking

into consideration that thextent ofthe organizationathange experienced, as a consequence

of the adoption of different cloud solutions,dsectly proportional to thenagnitude and

depth of the cloud solutions being implemented. Obviously, the effect of implementing a
cloudbased ERP system is much more significant than thampfementingan SaaS
applicationsuch asn email systenThese examples represent the exts of a broad range

of different possibilities. In practical terms, the implementation of Uniotae United
NationsSecretarig private cloud ERP systeimhas had a majarganizationalmpact, yet

to befully assessed, compared to the launch of the@#ice 365 email systenfccording

to the United Nations Office at VienfdNOV) andUnited Nations Office on Drugs and
Crime (UNODC), it he mi gration to Umoja é was quite
business processes covered by the system, ingltidimel, procurement, finance, payment

and leave; many operational procedures needed to be changed to match the workflows
embodied in Umoja. The migration to Office 365 was simpler and easier, with relatively
straightforward acceptance by users. o

134, Despitecurrent use of cloud solutions at different levels and for different purposes,
most of the respondentorganizationshave notconducteda comprehensive or deep
implementation of cloud serviceshichis an important elemeim terms ofcontextualiing

their answerd-urthermorethe Inspectors would like tecallthe lessons learned BRBAHO,

one of the feworganizatios to haw implemented a comprehensivdoud solution
According to the case study on PAH@®ge launch of itscloudbased ERPsystem had
profound implication®nchange manageent,andfio]f all the behavioural changes required

by PMIS, transformation in the accountability of PAHO managers and the responsibilities of
all staff, including managers, along these lil@sbeen, and contingdo be, the hardest to
achieved® In the viewof Inspectorsthese are not factors to be neglected.

135. In the same veinthe corporateanswers provided by FAO and UNESCO reflect
changesobservedconcerning accountability ancesponsibility linesbetweenbusiness,
including humanresourcesand ICT units They repored that these lines needed to be
adjusted to reflect the new reality,, @s FAO explainedthere was atinitial blurring of
accountability lines caused by cloud computifithe United NationsSecretariat also
indicates an organizational impact of cloud compuytimglicating that the proces®f
consolidatingdisparate governance models to align with the cloud computing services was
challenging.

136. TheUnited NationsSecretariahnd UNWomen repordthatthe expectation®f end
usershave risen in terms dhe ability to accesglata from anywherandusing any type of
device. Furthermore, UNVomen indicatd that ficloud adoption dramatically changes the
way we,andahatkendiserswere takingfull advantage otheincreased accessibility
resulting from cloud deploymefar advanceatollaborationand ceediting. As many cloud
applications ¢f the SaaS type) are designed for direct use byusads and business units, a
number of orgamations(IAEA, UNOPSand UNRWA) reportedthat there was aeedto
adjust operational proceduraghich wasexpected andnproblematic. UNRWA also stade
that adjusting operational procedures for the participationtiofé party(that is, the cloud
service proviérg added an extrigvel of bureaucracy due to the need for additional controls.

137. Further orgarsational changes reported are more narrowly related to the changes
the procedures and processes ofrtternallCT servicesUNHCR,UNICEF,UNOPS WFP
andWHO all report adjustment of systerar technicallevel procedures resulting from the
cloud deploymentWhile there is little accourih the responses provided to tberporate
guestionnairef resistance bgndusergo changesome resistance waacountered by some
organizations (UNRW/Aand WFR in the context ofocal ICT administrators losing control

and ICT staff facing uncertainty, including future roles and responsibilitiesO also
refered to change management in its resporis¢ladDd compting] tends to dramatically

i mpact wor kEns tsersicart naw de sioreéon their own and need less processing
assistance from business units that traditionally were involved in the provisioning of that
service. These new models bring important g¢esnin the needs of new skills, but also

34

United Nations System Staff Colleg@#\ cloud-based ERP renovates work practices and changes
behavirat PAHOO.
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@estropt r adi ti onal roles in the organization €& whic
i ntroduct i on Thé Inspdtters helewe that onajdr decisionso purchase

new technological tools should beneceded by widercommunicationswith staff at all

operational levels in particular when new systems might have an impact on staff roles

F. Staff skills

138. In order togain a full view of the organizational impacf the implementation of
different cloud computing serviceis would alsobe necessary to assd¢beimpact on staff
membersandthe wayin whichthey undertake their daily workncludingnewtraining and
otherrequirements imposeazh themby the use of @ud computingWhile the views of staff

do not directly form part of thepresentreview, the answers provided liie organizations
reflecing their corporate viewalso includeslementsandaspects ofhe impact othe use of
cloud computingon staff which have been taken into consideration together with
observations and conclusions emanating from the interviewductedy the Inspectors

139. Cloud computing is a new technology aad suchrequires specific skills at different
levels However, there are two major groups with significantly diffetesnhingneedsiCT
professionals anthe staff atlarge, or endisers A third group of specialized engsersmay
be consideredwhich hasa need fordeeper substantive knowledgevery speific areas
namelyusers requiring advanced specific, AQT-related, knowledge of certain software
modules ¢oncerning, for exampl@ccounting)

140. It should be noted that order to minimize the training needs of arsgrscaused by
the constant releasd SaaSapplicationssuch applicationareoften developedvith special
attentionpaidto ensuring thatheir user interfaces argserfriendly and intuitive. In addition,
cloud service providetsavedevelopgd and constantly maintagnwealth oupdatedraining
materials for the cloud servicdgtthey promote and selivhich are widely available online
and are often freely offered to clients few cases, organizatiotmveneecddto customize
these training materials to matchittepecific needs angroductsFor exampleyWHO noted
in its response that endsers raked on self-help material when using Offic865, which
reducel the need for training and support.

141.  While it is true that cloud technologiesmay facilitate the training of staff, the
Inspectors would like to warn againstoverreliance on thetraining offer ed by cloud
service providersonline. If not properly supplementedby ICT and human resources
departmentsto cater for specific organizational needs, and appropriately managed by
managers and staff, such training may not achieve the main expected benefit: a
multidimensional, skilled and flexible workforce. Only one organizatiofUNWTO)
referedto the need to allocate time for staff to undertake the necessary tramditgting
that a day of training was offered to all stafihembersto enable them tdamiliarize
themselvesvith the new cloud service.

142. In some organizations, staffiembersare expected to find the necessary time to
undertaketraining Some provide training targetsuch adive daysperyear, and a list of
mandatory trainingoursego be takenpnvery diverse themes ranging from securityfto
example sexual harassmentCloud-related training is addednling on top of these
requirementsand often cloud services areuteched without stafhaving beenproperly
trained in advance, forcing them to ledmndoing In the view of the Inspectors, this not
oftenthe best approachparticulaly when the necessary time is not formally allocagaine
organizationsrun the riskof neglecing such an important aspedt is not sufficient or
realistic to dump a wealth of knowledge and training matesiaémline platformsndexpect
staff to find the rightmomentto take thosespecific coursesrequiredfor their individual
tasks in time to meethe Organization need# the view of Inspectors, a closer loizk
required atonline trainirg systems, includinghe tools usedand the content offered, to
maximize the benefits offered by technoloddowever,that undertalng falls out of the
scope othe presenteview and may be addressed in futiyelIU.

143, The new requirementsare recognized in the responses provided by some
organizationsFor example, according to FA@,t he i ntroduction of c¢cloud s
forcesppcesses €é to take a specific fzanah and as s uc«
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structures and ways of working. FAO considers this impact and has considered training in
termsoflICTand functi onal people using the new solutio
the cloud service being implemented determines the need for staff traWlitmite the

opportunistic deployment of a SaaS application may be undertaken with minimal training

efforts, other types of implementation will require consideratdaing as recognized by

UNFPA initscorporateans wer : fAFor some of the ,thaseé ure deci si c
needs wil |l be accurately assessed. o

144, In addition, the introduction of cloud coming requiredCT units to have new and
updated knowledge and skitlsat arenot always available within organizations. FAGted

the need for more specizdid skills for managing vendorshis aspect is well recogrgd in
business literaturand not a gecific problemfacedonly by United Nations organizations, as
confirmed bythe Inspectors For example, the officers interviewéwm the World Bank
confirmedthat it facedhe challeng®f enhaning in-house skills related, intadia, to cloud
computing This can be donkey hiring staff and consultants bring new competencies into
the organizatiorbut alsaby providingappropriate technical trainingccording toUNHCR,
fétraining é€ is foreseen for interansupdort,staff manag
and aimed at understanding clendtive and distributed architectures, as opposed to
traditional and vertical application staak3.he United NationsSecretariain its corporate
response refeedto the setting up ofacloud centre ofexcellence whichwouldinclude staff
who hadbeen trainedn cloud technologiesand to @ aggressive training scheddlatwas
alreadyprovided by Microsoft and Amazon to selected stafthe centre

145.  However, there may bgpecificsituationsin which hiring andébr training measures
need to be combined with the redeploymertechnicalresources

Financial challenges

146. The potentialcostssavingsoffered by cloud computingave already been discussed
in previous paragraphs. However, organizations havereggmted some financial and cost
related challenges.

147.  The ransition from conventional to clotmhsed computingequiresa change in the
structuralfinancing ofICT services. By leveraging shared infrastructure and economies of
scale, cloud computing offela compelling business mod€&taditionalICT servies require
significant upfrontcapital investmentsn computing hardware, softwgreommunications
infrastricture and the data centre environment in which it is hostégse ardollowed by
recurrentand relatively evenly distributed operag costs for maintenance,support,
upgrades, migration, disaster recovery, backogh so onWith cloud computing, the initial
capital investment is replaced by a gagruse modelthere is no initial capital irestment
required and fixed costs amansformed into operating cosWhile this is often seen as an
advantage of the cloucomputing model, it alsbolds certaindisadvantagedn terms of
perception, the operating cosisggered by the use ofloud conputing i which now
incorporate many more elemenitscludingenergy, office spacendICT-related staff costs
I may appear higher, even if the overathortizedcapital costs are much lower than the
overall costs incurred in the traditional model.

148. Operational expenditure iglways monitored closely and often interpreted as an
indicator ofan organizatio@s efficiency. An increase in operating costs, resulting from the
transition to the cloud or frormancrease in usagéue to specific operationakedsthat is

not related to a significant operational expansaan be perceived as an inefficient use of
resourcesln the view ofthe Inspectors, this is not just a perception isduéd, for some
organizatios, it represents a structural financiabjptem further complicated by the current
financial difficulties affectingJnited Nationorganizations and thgarticularway in which
their budgets are prepared and approved.

149. Despite efforts to implememésultsbased managemeinitiativesin previousyears

the reality is that mogdtinited Nationsrganizations have prepared their bud¢petsed ora
zera-growth continuitycriterion Operational expenditure is also frequently subject to various
restrictions and freezes' even when resour@gsbeavailable forcertaincapital investments
Consequentlydemands fomcreases in operational resources have often and systematically
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been rejected usingrerrow financial criterioneven in caseis which they arevell justified
from an operational persptive

150. If materialized, the financial savisgmanating from the implementation of a cloud

computing solutioinfluencethe organization as a whokdthoughtherecouldbean increase

in the specificcosts of certain departments and/or unitsis is refected inthe corporate

responseby UNIDO: Fifiance departments are not prepared to allow growthl@T

operationakxpenditures, hampering progress that could otherwise be beneficial on a broader

scale. Extrabudgetary resources are typically made available in capital funds, which are not

a good fit for investments resulting in cloud sert

151.  Consequently, the Inspecswould like to highlight the need to include budget and
financial implicationsincluding structural onesn any risk analysis exercise related to the
implementation of cloud computing within organizatiofike risk assessment shoulolver
both how tamake the transition and hawensure the sustainability of the service provision.
Particular attention should be given to tbek-in effect which is no different fromhat of

fi o-premise systems, and which add financial element to the overall immiions.There
may be cases whichfinancial strategies need to be updated in order to take acaitnet
changing nature of ICT. Without a change, a numbesrgénizatios will not be able to
make a transition to cloud computing services, regardlefiseofxtent to whichheir use
cases are justified artdeir potential gains beneficial.

Recommendation 2

The governing bodies of the United Nations organizations should request the heads
their respective organizations to include provisions in theirfinancial strategies that

facilitate the adaptation, responsiveness and efficient use of operational expenditur
and capital investments related to new technologies.

152. The World Bank refers talack of economies of scale when using cloud computing.
There are economies of scale tregultfrom owning an entire data ceatAdding one more
server is cheaper than the acquisition of the first. In the cloud, every central processing unit
and gigabyte needed will cost tkame but the client pays for tree additional computing
resource®nly when used. This can also make it more challenging to predict monthly costs
sincea sudden increase in usage of an application can result in a sudden jump in actual
costs®* TheUnited Nations Conference on Trade arel/Blopmen{UNCTAD) noted in one
report,thatthe potential risks of increased co&is communication and for migration and
integration, as well as other challenges already descaibede areworthy of consideration

in relation tocloud computing?®

153. Mostorganizatios embark on a transition to cloud computing expectinactuoeve
costsavings, among other reasoh$ organizatios listed direct cost savings as part of their
motivation for using cloud computing. Foarganizatios reporédthat itwastoo earlyfor
them to assess whether expected savings have matstjalihile sevemrganizatios had
completeda formal analysis of cost and efficiency benefits. In totahe organizatios
reporedobserved gainsncluding some that did not completéudl analysis.

154. However, cloud deployment may in some cases resuliéxpected costsecausef
incomplete ordeficient analysis, delayed adaptation to the cloud modelalack of
transparency or subsequent changeféncloud service providérpolicy or services. The
reports of unexpected costs that were reviewed deeflettalargescaleissue though,and
someare of atemporary naturerelated to the migration of legacy systemsing aware of
such unexpected costsay beuseful fororganizatons that are yet to embark on cloud
computing or are in the early stages of their projestdhelp themto better plarand avoid
mistakes

3% Wor | d @eudckmputifigoverviewd , 16 p7.
36 Information Economy Report 281The Cloud Economy and Developing Count(lgsited Nations
publication, Sales N&.13.11.D.§, p. 5
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155. UNWTO repored an unforeseen cost afatastorage capacitywhile it achieved
printing costreductionsand time savingsresulting from the distribution of documents via
their cloud-based filesharing system. UNDReferedto anfie]scalation of postontractual

costs due to application dh-house datzentréparadigms like overprovisioning capacity
andchallenges o pr oper |l y e s ttasmepodgeaddditianal unfereseen aogte 0 .
due tothe needo upgradecertain softwareitencesthat wererequiredto improve security
protection

156. Initscorporateresponse,CAO referredto some unforeseen costs Iteld to training,
information security and segregation of environmgmsulting fromtheimplementation of
industry best practices, which requimaore cloud resources than initiafinticipated At the
same time, ICAO repaetl improvement in its servicecapacity as part ats analysis of
efficiency gains.

157. FAO rderredto cost savingsnd importantimprovements in compliance and user
satisfactionalso noting unforeseen costs relatedaiganizatioml change managemerit.

reporedan ongoing revision of the network model and infrastructutech wasneeded to

support better connectivity to the clodicshould be noted that connectivity might be an issue

given the required network bandwidth of cloud adoption on specific categofies
applications guch assyst ems t hat are currently deployed
computers). In these specific cases, moving the applications to the cloud often requires an

increase in the quality and quantity of connectivity services availabla Bpecific

geographial location.Not only is his element a cost factor that may increase,itbalso

poses specific risks of unavailability thfe functions necessary for the provision of services.

158. Similarly, the Green Climate Funtepored significant cost savings overall, but
registered additional costs for integration, maintenance andsemcgupporvhen compared
with an onpremises or private cloud scenarioWHO reporéd additional costs and
complexity related to a proprietary layer déta encrypton, which was being removed
following an initial trial period.

159. The Inspectorstherefore recommend that the estimated financial benefitbe
rigorously and thoroughly analysed by organizations before contracting cloud
computing services.

Data privacy and confidentiality, including the United Nations
privileges and immunities

160. Cloud computing enables global availability of informatidvowever,its intrinsic
nature, characterized by remote access and distributed procexsieg, riskconcernim
data and information privacy. Protecting data and informationgsrativeto Governments,
organizations and enterprise@gridwide. There are two differenperspectiveson data
privacy andconfidentiality: legal and technical. While the technical per8pe may be
concerned witlsecurityi discussed in theection omew security requiremenébove (chap.
I, sect. B)i themisuse oftonfidentialdatais a riskof a legal naturéo beaddressednter
alia,in the wider context of the protection ofyiteges and immunities ¢fie United Nations
the specialized agenciesnd IAEA, as defined inthe Conventionon the Privileges and
Immunities of the United Natior{$946 (see bo»6 below), the Convention on the Privileges
and Immunities of th&pecialized Agencied 947 andthe Agreemenbn the Privileges and
Immunities of the International Atomic Energy Agen@p59.%"

161. Thelegal and technical dimensions of data security and confidentiality have been
identified by respondent organizations asajor challenge in their implementation of cleud
based solutions. Twelve organizations repdrthallenges related tdJnited Nations
privileges and immunities, while nine organizations explicitly reggbdata security and
confidentiality among the majohallenges.

87 United NationsTreaty Seriesvol. 374, No.5334
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162, With the use of cloud computinglata
and informationtravelling over the Internet o
broadband networks, may be m&d and Boxo

replicated for backup purposes in any, ERefe/aNEITelaoaNIalN = iV| o [SEETa
several, of the geographical areiaswhich RTINS LTEERNETAS
cloud service providemsperate This may pose , .
legal concerns with respect to AlESR

extraterritorial nature of data and PROPERTY, FUNDS AND ASSETS
applicability of the national legal fraemworks

of those countriem whichthe dataarehosted. Section2. The United Nations, its

property and assets wherever located
163.  Numerous countries have develepd FEETalReAT o1 Ele =V E M=l EERSEN REGTTE)
specific laws and frameworke address gapsETa eI IA el W= (61l A T |
in the legal coverage of data protectiGh FNGIe=ES
These regulations intend, intafia, to tackle
the impact ofnew technologiesnd manage
crossborder data transfers including
determiration ofthe jurisdiction to be applied
in different casesThese regulations are als
aimed at addressing the need to bala
government reach for security purposes agai
the privacy rights oftte individuals owning the
data. Major initiatives launched worldwidg
includethe following

Section 3. The premises of the United
Nations shall be inviolable. The
property and assets of the United
Nations, wherever located and by
whomsoever held, shall be immune
from search, requisition, confiscation,
expropriation and angther form of
interference, whether by executive,
administrative, judicial or legislative
action.

(&) The European Union ssiedits . . .
new General Data Protection Regulatiam Seqtlon . Th_e CUEIVES eline Lalize
GDPR (regulation (EU) 2016/6790f the [eiba bt uEeiEEE
European Parliament and of the Council of t _bel_ongmg i er skl oy, gz loe
European Union of27 April 2016 on the inviolable wherever located.
protection of natural persons with regard to t
processing of personal data and on the free

movement of such data, and repealing Directive 95/46/EC (General Data Protection

Regulation), to replace the Europealirective ondataprotection(directive95/46/ECof the

European Parliament and of the Council of the European Union of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free

movement of such datawhich hal been a prominent source of regulation #8ryears
GDPR became fully enforceable throughout the European Union in May 2018

(b) Data privacy protection has been included in several international trade
agreement®’

(c) The United States Clarifying Lawful Overseas Use of Data (CLOUD)vast
enacted ire018

(d) The European Union and the United States renegotiated a boyger data
protection agreement (the former B1$ Safe Harbar Frameworkhow known as the EU
US Privacy Shield).

164. The Inspectoraotedsome confusiommong several officers interviewadth respect

to the applicability of the above regulations to United Nations organizatidrish was
parly caused by thémely coincidence of theecentintroductionof GDPR and th€ LOUD
Act with the preparation othe presenteview. Since tapter V of GDPR refers tdata
transfers to internationalrganizations,t appears that the GDPR might affect flows of
personal data to international organizasidn turn, underthe CLOUD Act, United States

38
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A total of 107countrieshave dataprivacylaws, and severatountriesarerevisingtheir laws. See the
UNCTAD GlobalCyberlawTracker available at
https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICI4Ryislation/eConGlobalLegislation.aspx
Article XIV (c) (ii) of the WTO General Agreement on TraideServices permitmeasuresiecessary

for Athe protection of the privacy of individuals
personal data and the protection of conydentiality

in
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law enforcemeninay serve warrants or subpoenas on sestered data, regardless of the
physical location of the servers, as long as the service provider is based in the United States.
The Actalso allows forfiexecutiveagreementsthat would give foreigrGovernments the

right to access data in the United States without regakdioed Stateprivacy laws, without
informing those involved and without judicial review. The law is supported by technology
companies and sdpe providers and opposed by advocates for privacy and human?fights.

165. A fundamental distinction between GDPR and@h®©UD Act is that GDPR requires

prior consentby the data owner to share lisher data, while th€LOUD Act does not

include any requireemt to provide conseitly the data owneprior to the execution of the

warrant. In this sense, GPDR is seen as advancing data privacy rights. In ofaleg to

subpoenas and protect from requests for information and dataHiahparties including

Govermments, some organizations are forced to include legal clauses in their respective cloud

computing contracts requestipgpvidersto inform them before sharing any of their data and

information.For example, the United Nations Secretariat indit#tatiié the vendor will

make a good faith effort to flag United Natieredated thirdparty requests for data and

advise the thirgbarty requestor that such data belongs to the United Nations and subject to

certain privileges and herpublicrcloud meassthatUhitedke open nat
Nations data could be seized pursuant to subpoen&onsequently, use of public cloud

services entails acceptance of certain limits on data privacy and less control over preventing

third-party access to United Natiorisformation. The Organization cannot, therefore,

eliminate the risk that a third party will gain access to United Nations data in its use of such

online services. 0 Th eondlidesthatdid highlg senstivedataSe cr et ar i at
should remain intertly managed. Accordingly, OLAthe Office of Legal Affairs]had

advised that should the Secretariat consider enrolling in the Online Services in the future, it

is advisable that the |l evels and sensitivity of

166. In addition to the abovaitiatives,the Inspectors welconthe establishment by the
United NationsGlobal Pulsénitiative*! of adataprivacy advisorygroup, comprisng experts
from the public and private sector, academia and civil society, as a forlengage in a
continuous dialogue on topics related to data protection and privacy. They also wileome
development of the Personal Data Protection and Privacy Principles fdnitieel Nations
systemorganizationswhich were adopted by thtigh-level Conmittee on Managemeiatt

its thirty-sixth session, on 11 October 2018

167. The Principleset outa common framework intended to protect the right to privacy
with the followingaims: () harmonize standards for the protection of personal data across
the United Nationsystemorganizations;f) facilitate the accountable processing of personal
data for the purposes of implementing the mandates of the United Nadjetesm
organizations; ad (c) ensure respect for the human rights and fundamental freedoms of
individuals, in paticular the right to privacy.

168. Inthe viewof Inspectors digitalized data are aform of asses, which arereferred
to in the provisionsof the Convention on the Privi leges andl mmunities of the United
Nations and the Convention on the Privileges and Immunities of the Specialized
Agencies Thus, any information owned by United Nationsentities and stored by third-
party cloud service providers regardless of the storage location, should bt&ubject to
these immunities Given their international and higher-level nature, the United Nations
immunities may override the prevailing applicable national and regional regulations,
particular taking into c onsiderationthat suchregulations may emanate from countries
which are M ember States of the Uhited Nations and have ratified thoseConventions or
benefit from them.

169. Nevertheless,ni an effort to clarify thematter the United NationsLegal Network
requestedjuidance and clarificatioon the legal framework to be appli¢al United Nations

Seehttps://nsarchive.gwu.edu/news/eyliault/201804-02/hr4943 clarifying-lawful-overseasise
dataactcloud-act.

Global Pulse is an initiative of the Secret&@gneral on big datandavision of a future in which big
data is harnessed safely and responsibly as a public good. ltsmigskiaccelerate discovery,
development and scaled adoption of big data innovation for sustainable development and
humanitarian actiorSeewww.unglobalpulse.org/aboumew.
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organizationsincluding questions regarding the rapplicability of GDPR The answer
providedby the European Unioconfirmed that GDPRvasnot applicable to Unitd Nations

organizationsHowever, given its recent enforcement and the very different usages of data

made by organizations, ranging from/sensitive re
staff-related datathe Inspectors recommendorganizations to futher analyse the

implications of GDPR and other similar regulationsin light of their own operational

activities, including the necessary requirementdso be met by their implementing

partners, which might not be subject to the same privileges and immunitis.

170. The Inspectors confirm that organizations are well aware of the data confidentiality
risks that depend onthe geographical locations used by their tipgedty vendors
Organization®ftenbenefit from the fact that most cloud vendors altdientsto choose the
specificdatacentresn which processing, storage and backup will take placel therefore
the geographical location dfieir data.For example, ILOndicatal thatcontractual terms
stipulatel where serveranddatacouldbe locatedHowever,not allcloud service providers
offer this possibility as confirmed byJNFPA in its corporateanswer it staed thatthe
service provider (Googld)ada number of dataentresand UNFPA datavas likelystored
in all of them, and itdid not have control car the location of the servetldNWTO adcded
thatone of the reasons wlityhadnot movel forward to cloud servicesasthattherewasno
guarantee thasuch services could cover United Nationsprivileges and immunitiesits
current service, Shardile, usel servers located in Europenly. Other United Nations
organizations and specialized agencies reghestloud service providdo keep their data
in locationsin whichprivileges and immunities are respectédr exampleUNDP requested
thatthe tenancyf Office 365 be associated with ttdatacentein Ireland to ensurthat its
datafell under the jurisdiction of thEuropean Uniomprivacy laws.

171.  The Inspectors reiterate and stress the need to include in relevant contractse

specific geographical locabns of the serversto be usedfor the processing and storage
of United Nations data and information taking into consideration the respect and
protection of privileges and immunities offered by national authorities in those
locations.

I. Data classificationand the need to enforce policies

172. Most of the United Nations organizations have developed data classifipaticies
andonly two organizations (UNWTQ@nd WMO reveakdthat relevant policiesrereunder
developmenbr not in place. Data aksification policies establighe criteria fordifferent
levels of data sensitivity anthough the specific terminaly used by organizations may
differ, the levelsange from strictly confidential to data that can imadeopenly available to

the publicat large Policies also refer to the specific procedures tajmglied tothe different

levels of confidentiality It should be noted that a number of organizations have not updated
their data and information classification policies to take into congdidertie new challenges
posed by new technologissch asloud computing.

173. Some organizations have informaticecurity awareness campaigns in place
However, despite the availability of policies and technical tools required to safeguard data
confidentiality,the Inspectors observed a lackf enforcement ofthe relevant policies as
confirmed by several officers interviewed who referred to blurred lines of
responsibility betweenICT units, responsible for the technical implementation, and
subdantive units, responsible for the appropriate classification when data and
information are created In the view ofthe Inspectors, additional eff@must be made to
implement and comply with data classification policies.

174.  While several officers interviewiebelievel that all types of data, including restricted
confidential data,could be stored in clouthased systemsfter the establishment of
appropriate security measuyesveral organizationsadconcluedthat highly sensitive data
should not be storeih third-party cloudbasedsystemsUNESCQ for exampleindicated
thatit hadnot identified any specific data that could not be shared in the datithatif the
data wereclassified as strictly confidentighe cloud should never be used
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175. The Inspectors recommendhat organizationsthat have notyet done so develop
or update data classification policiesto take into consideration the Personal Data
Protection and Privacy Principlesand the challenges posed by the use of clotdsed
systems.Data classification policies should make referenceetevant monitoring and
enforcemenmechanisms.

Some conclusions

176. There is significant varietypetweenthe United Nations organizations in their
approaches to cloud computing services and in thgireés of adoption of cloud computing.
There are (a) a few organizations that do not use cloud computing services, (b) organizations
that fully depend on the cloud, and (c) many organizations in between that use the cloud to
some extent. Still, some genewmid technical trends can be identified as common to a
number of organizationas follows:

(@) Most organizations are moving some of their computing capacity to the cloud

(b)  Cloud computing is used in different formdoud-based ERP solutiegnthe
provision of cloud services by United Nations organizatiorntheasloud service provideas
theclient of variouscloud serviceand so onHowever, the biggest push towards the cloud
seems to be in adopting email and productivity applicationsigedva cloud services
mostly based on Microsoft Office 365

(c) Most organizationdiave chosemne of the handful of biggest public cloud
providers for productivity and mainstream business applicatReputationis a keyfactor
in selecting a provider

(d) Cost reduction, simplification, flexibility, agility, better perceived security and
innovation are among the most cited reasons for moving to the; cloud

(e) There is no one dominant cloud computing approach or trend atheng
organizations: there is sigrofint diversity in the deployment approaches and stages in the
United Nations system

)] Services models are chosen according to the functionality and benefits desired,
and in some cases according to the availability of seratagparticular form.

177. Someorganizations have a clear inventory of all potential or expected benefits of

cloud computing and have developed mechanisms to facilitate the implementation and
monitoring of cloudbased serviceg | ear |l y mapped into the organizat.
stratgies.The Inspectors believe that in the absence of a salfanding cloud computing

strategy, priorities and initiatives must be identified and added totheor gani zati ons 6
respective ICT strategies regularly in order to facilitate monitoring and accountabity.

Recommendation 3

The executive heads of the United Nations organizations should put in place period
procedures to ensure that their corporate ICT strategies, including those for clouq
computing services, ar e Aausinegsmeeds amdiptiohties
and yield value for the investment.

178. However, in order tdor the potential benefits offered by cloud computiogbe
realized organizational ICT requirements need to be determined first, taking into
consideration, intealia, current ICT infrastructure, legacy systems and applications that were
not originally designed for the cloudnd may have to be updated, a timensuming
undertaking. It should be noted that not all organizations simale to the cloud. Usingha

Sa& application is not the same as implementing an laaS sol8@&are selecting a service

or deployment model, organizations first need to consider the benefits and risks of moving
to the cloud.

179.  United Nationsorganizationsbegan their cloud migration vih low complexity
servicedn order to build capaty and progressively mature their approach to more complex
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ones.Annex Il shows that wst of the United Nationorganizationsuse lowcomplexity
services such as Microsoft Azure Storage and Micrd3fifte 365 these services often do
not include the use ofensitive datamaking the migrationto cloud services more
straightforward

180. However, even those organizations that started their journey to the cloud with
relatively easy or less complex applicatiomslfthemselves secorgliessing their original
assumptionsFor example during theinterviews heldby the Inspectorsincluding joint
meetings with technical management, legal and procuremempresentatives, it was
frequently stated that organizatidmsddecided to useloud services wittheexpectation of
reducing costandrealizingthe promise of cloud benefitSome of the potential benefits
the cloudhave a downsidehowever,in areas such asecurityand cost, which are also
perceived ashallenges by some organizationgefe isa lack ofclarity on where and how
the savingswill materializeanda lack ofconfidence irthe safe storage diighly sensitive
datain the cloud andthereare some case increase in shortterm costs. Orgamiations
oftenfind themselves without the skills needed to harness the opp@sumiesented by the
cloud

181, In conclusion, cloud computing offers an opportunity for higher efficiency, new
functionality and lower costsHowever, the opportunity needs to beealized through
comprehensive planning and consideratibthe multiple dimensionaffectedby the use of
cloud services namely technical, financial, legal and managerial. Furthermore, cloud
computingcomes withsignificantrisks that need to be mitigd through contextual risk
assessments

Recommendation 4

The executive heads of the United Nations organizations should ensure that
comprehensive risk analysis exercise is undertaken before contracting ICT service
including cloud-based services.The risk analysis exercise should consider both
technical and financial risks and benefits, and relevant safeguards should be include
in the servicelevel agreement.

182. Overall, the United Nations system follows the wider trend of commaodification of
computing services and cloud adoption. The primary driving forces and considerations for
using cloud services are most often similar to those of enterpsisddwide Specifc
conditions related to the nature of United Nations organizations rarely have an impact on the
decision to use cloud computingccording to thelnformation Security Special Interest
Group cloud computing allows United Nations agencies to establish iwtegsentially a
virtual facility and achievethe flexibility of connecting to business applications and
information from anywhere and at any time.

183. Organizations undertake ICT investments with the expectation of greater efficiency
and effectiveness in thieinctioning of the organizationghe Inspectors would like to
emphasize that ICT projects including cloud computing represent strategic investments

for organizations, which require close monitoring and reporting mechanisms

184. In conclusion, when migration b the cloud is envisagedorganizations should
take into consideration several factors that address the issue in all its complexity
including the following:

(@) Revision and enforcement of data classification poljcieking into
consideration the new Psmnal Data Protection and Privacy Principles and the challenges
posed by the use of clodmhsed systems, including the implications of GDPR and other
similar regulations

(b)  Exploration of potential to improve collaboration and coordinatioetween
United Nations organizations by developing a joint approach or framework for the use of
cloud computing services, including a set of common basic requirements to be implemented
across the system;
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(c) Identificationin the relevant contractds the specific geographical locations of
the serveron which United Nations data and information are stored and processeéd, a
measures tensuragespecfor and protection of privileges and immunities in those locations;

(d) Comprehensive risk assessmeagsa key mandatory step in any consideration
of cloud computing solutions;

(e) Develogment ofcontingency plans and exit strategies for each critical service
or application based on cloud computing;

{)] Mitigation of risks by including pertinentsafeguads in SLAs
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V.

Decisionrmaking practices and the use a$ervice-level
agreements

185. It can be concluded that the use of cloud computing is more than a technological
challenge It may alsohave a significantimpact on organizational change management,
affecting different aspects ofthe governance,security, efficiency and financing of
organizations as describedabove Consequently, there is an evident needvithin
organizations for comprehensivedecisionmaking practicesthat include the different
organizational units and go beyond technical considerationwhen contemplatingany

form of technology adoption, including cloud-based servicesFurthermore, given the
challenges posed by cloud services and the appearanaelgfalty actors, the selection and
use of clouebased servicagquiresghe establishment of appropriate due diligence processes
and the preparation of comprehensive SEAshich must be seen not only as a legal
protection mechanism balso asa tool toeffectively manage relations wittloud service
providersonthe basis obbjective output metrics.

186. A number of responsgsovided by organizatioriadicate thathe strong initiativeof
internal ICT units play a major role in the adoption afloudbased systemslthough
initiative canalso emanate from substantive units in need of a specific solution. Most
decisionmaking processegstablished by organizationgquire a risk analysiso be
undertaken followed by technical and managerial al@nces by relevant committees.
Severalquestionnaire responses indichéebroad consultation process within organizations
as part of the decisiemaking process, regardlessvdietherthe source of the initiativeras

ICT units business units or generahnagement. Such consultations are mostly carried out
in the context of adopting clotfitst or comprehensive cloud strategies. This pattern suggests
that cloud adoption has been thoroughly asedyand considered from various angles
(technical, legal, fiancialandhuman resourcgsThispointwasconfirmed by the Inspectors
through their interviews with managers, procurement and legal offiedrs generally
confirmed their involvement itheir respective organizatiobsonsideration of clouthased
servies.

187. In the view ofthe Inspectors, lte procedure established by the United Nations
SecretariatentitledfiCloud computing United Nations Secretariat IG€chnicalprocedur@
andissued in 2017can be consideredn example of best practicerhich isintended to
describe the requirements for the acquisition and use by the Secretariat of cloud computing
services provided by external cloud service providers. It also specifies requirements to ensure
that such services meet tbimited Nationsbusiness, ogrational and security requirements,
mitigating risks that may affect the business continuity and security of ICT resources.
Appendix 1o f t he S echnialpracedura ¢énbtled fiEvaluating cloud service
providers andcloud SLASO (see box7), conins thenecessarglements to be taken into
consideration when preparing SLAs for cleoased service§.hese normally include, inter

alia, performance levels and targets, security controls and limitations, data storage locations,
business continuityandlegal and service requiremertsd safeguards

188. However, neasuring and validating the status of compliance of cloud veadaisst
variouscriteria, including those in relevant SLAsan be challengindecause&loud service
providersoften rely onsubcontractorso provide servicesFurthermore althoughSLAs

include penalties in case of infringement of the establist@witions such penaltieare not
considered an important negotiating factor by some organizations. For examplejtdde
Nations Secretariatindicatesthat it he Of fi ce of Legal Af f ai
including denaltie® in procurement contracts as such provisions are generally found

r

S

(OL 4

unenforceable on grounds of pubfiSIlcAe owiitchy 6t.hd AEA

largest, most attractive suppliers are generally not comprehensive or negotiable, and rarely
provide for adequate penalties to remediate a loss. Despite this, it isnpgitativeto
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A cloud SLA includes terms that provide detaifdhe level of service provat by a cloud service
provider in order to meet the business requirements of its consumerloTHSLA typically

comprise service promises, limitations and consumer obligatidnS.| oud comput i ng: Uni ted Na

Secretariat I CT tedhni dafiEprboattungdoc!l appdeservice

SLAs: overvi ewo, March 2017.
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leverage these providers because their reputation matters more thpentigesd The
Inspectors recommend a rigorous analysis of all requirements to bincluded in SLAs,
as described in appendix bftheSecr et ari at 8s techni cal procedur e

189. The Inspectors also firmly
believe  that  United Nations Box 7
organizations should actively monitor
SLAs and hold vendors accountable FISYEUE (e Nel{e1le R{=1aVi(e=N o] ()6 [STEFE TR0
for any failure to comply with the [FReleli[oRSIEE

requirements established In the
I ns p e vigwpinfosn@ation on cloud
ser vi ce perfoomamncesbauld ¢
be systematically shared athe system
wide level.

A cloud SLA includes terms that provide
details on the level of service provided by &
cloud service provider in order to meet the
business requirements of its consumer. Th
cloud SLA typically comprise service

190. The most significant example of el EEEAIIEtlelgkRE gl Relolg il =g

SLA used by severaUnited Nations [elelllsftilelg=F

organizations isfor Microsoft Office
365. Originally negotiated by UNDRhe
agreement islsoused by othetJnited
Nations orgarizations (ncluding the (a) Performanceavailability and
Secretariat, UNESCO, UNICEF and | Elee=s 1ol [ia7Ner] ok (of{a AN [g1e=1{o] of=] g= 101 [{a7A= g0
WHO). The Inspectors welcome thifeJaelghigitslgtzlel== (o 0 o] olol g M [EV/=]]

joint approach and stress the advants
of joint negotiations in an effort to
leverage the purchasing power of t (c) Remediation process case of SLA
United NationssystemA joint approach [YlelElelgH(ENe FREIAV R {=l [115)

may bring st benefits byt more
importantly, it also brings
standardization efficiency ard (e) Legal requirements and protection of
interoperability benefits, which are [eelaEgEldipiieldpEuilelgk=Talo NolElolprz1 Mo ol ]
difficult to quantify. Other entities with
complex administrative structures ha
identified the need to aggregate dema (a) Scheduled service outages: these mig
such asthe United StatesGovernment e 0o(leRigelyg R VI o114

fWwhen considering dcommodityy and FUEEEIEE

common[ICT] services, agencies shoul
pool their purchasing power b
aggregating demand to the greate N(9FSIEaVR o[ Tlo Nalolijiler=ifo]y
extent possible before migrating service elfele=r5

to the cloud.*®

191, The WFP ICT framework for
cloud computing serves as aither
example of the involvement of differenf () RSIIplel=ETo ol [[e=1i[o]g N el delo| E=Thplngll o]
organizational units when contemplatinfllglislsfzle= et o[k

cloud-based solutionslt includes the
WFP cloud computingposition papet a

document oWFPcorporatanformation (a) Provideracceptable use policies
and ICT secuity, a WFP corporate
informationtechnologystrategy for the

period 2016 2020 and a document on
technical approval for theprocurement (c) Timely payment
of ICT software,hardwareandservices.

Service promiseandcommitments usually
include:

(b) Retention and storage location(s)

(d) Security controls and data protection

Service limitations usually include:

(b) Force majeure events

(d) Security limitations
(e) Legal obligations

Consumer obligations usually include:

(b) Conformance to software licem
terms

SourceUni t ed RBlaud compusng: 0
192, The WFP cloud computing PELQGEERNETERSTE el (O3 Tl alaller]
positonpaper i s t he f ri s/l o=l as Y EeRlok A
covers the characteristics and service
modelsof cloud computingaligns WFP

43 K u n d Federalkldud computingstrategyo, p. 15.
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with the white paper issued ltlge Information Security Special Interest Groimpterms of
risk mitigation, sets standards for WFP sourcing of cloud sendceiestablisheshe roles
and esponsibilities of cloud computing management.

193,  With regard to roles and responsibilities, ffaper provides for a cooperative inter

unit approach when deploying cloud computing services. The process includes a
comprehensive risk assessment, whgrbusines units and data owners determine the
relevant levels of data sensitivity and 1l division conducts théCT security and other
technical evaluations in order to identify concerns emslireappropriate protections.

194, TheWFP Legal Office, in coordinatn with thelCT division, specifies the legal terms

and conditions under which WHET services and/or data can be hostednanaged in a
hybrid or public cloudand ensures th#ttelegal interests, right@rivileges and immunities

of WFPare contractually protected by appropriate legal safeguards before signing a contract
with public cloud service providers. $odoing, the Legal Office supports both the requesting
unit and thdCT division during the procurement planning and negotigtibases of cloud
service contracts tensurethat the terms offered by the providers nteetompliance needs

of WFP.

195. A comprehensivé&LA thatcleaty sets out theesponsibilities and accountabjliof
cloud service providers key for the acquisitionral appropriate use @xternalp r ovi der s 6
cloud computing serviceSince joint procurement might notirrentlybe possible, all United
Nations organizatioss should collaborate to leverage better terms and conditions. The
Inspectorsdentified good exampieof interagency collaboratigibut could not find detailed
provisions in procurement regulations to facilitate collaboration among organizatiems
purchasing cloud servicetn the Inspectors view in order to increase procurement
collaboration in the system,United Nations systenorganizations should irclude specific
provisions on collaboration in their procurement regulations, including general terms

and conditions of contracts for cloud computingThe Procurement Netwoi the High

level Committeeon Managemenshould play a greataole in harmonizing and fostering
collaborative procurement
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United Nations system cooperation and théJnited Nations
International Computing Centre

196. The primary mechanisior United Nationssystemawide cooperatiorin the context
of information technologies is thBigital and TechnologyNetwork formerly the ICT
Network, established under thembrellaof the High-level Committee on Managemeft
provides, interalia, a forum for the discussioof new opportunities dr interagency
collaboratiorandthesharing ofelevantpracticegegardingheuse ofiCT by United Nations
organizations

197.  ThelCT Network, at itghirty-first sessionin October 2018, decided unanimously to
rename itself to the Digit@indTechnology Network in recognition tfie need to extend the
Networkss focus towards a strategic and digital transformation dfitlieed Nationsystem

as a wholelt is a shift in focus fromthe operational and tactical towards a strategic
collaborationin programmatic and frontier activitiés.

198. The Digital and TechnologyNetwork presently oversees the activities thfe
Information Security Special Interest Groapd the ERP Special Interest Groufghe
Information Security Special Interest Groig the man mechanism within théJnited
Nationssystem for the promotion of inteigency cooperation and collaborationratters
related toinformation security. Its primary objective is the optimization of information
security within its member organizatiorsn additional three special interest groups were
establishedy theDigital and TechnologNetworkat its thirty-first session ontechnology
innovation,nfrastructurédransformation anfusinesgransformation.

199. The Inspectors welcome these initiativeljch arerelevant and timely in the context

of the present reviewn particular they welcomethe establishment of the Infrastructure
TransformationSpecial InteresGroup sponsored by IAEA, this grouis responsible for
consideing the migrationoforgni zati ons® infrastructure to the <c
order to share knowledge and experiences.

200. However,on the basis of their analysis of responses tactinporatequestionnaire,

the Inspectors believe that systemwide cooperation should go beyath sharing
knowledge and experiencesSeven organizations, abauthird of respondents, indicated

that theydid not use cloud computing services in association with dthréted Nations
organizationsand some call for increased cooperatidNESCO indicatd that t had been

clear fromthe last ICT Network meeting that the vast majority Wihited Nations
organizationsvereusing or starting to use Offi&65 andfiwe have agreed to federate Skype

for Businessé there is quite some opportunitp work together in this area. All the
mentioned applications are used by multiple ottieited NationsagenciesWe have had
contact with them to share experiences, and this has been input to our decision ptocesses
UNICEF also refeiedto the benefito f act ual cooperation: AWe have a
some advantages in terms of integration and collaboration with other agencies that also use
Offce3 65 and Azure Active Directory. o

201. One of themain potentialadvantage®f cloud computing is scalabilitfFrom that
perspectivethere are benefits thabmeonly from economies of scalat the systemwide
level. Furthermore certain challengescan bebetter confrontedby acting togetherFor
example, all organizationshould stay ahead of emerging secutftseats and ensure that
their security outlook is constantly evolvinghey alsoneed to ensure that they retain an
appropriate level of control to effect changes in security that are imhtbst interestThe
pooling of resourcesould optimizethe useof expensive resourcestae systemwide level
while makinga range of highequality servicesaccessible to smaller organizatioSsich
considerations fuelledtt@e n er al  Assisnéhat lfdgrm@need the establishment of
UNICC.

Chief Executives Board for Coordinatii®h, fA31st Session
October 2018: meetingsuma r y 0 , CEBB2018/&IlcCM/ICT/18 executivesummary.

43



JIU/REP/2019/5

A. United Nations International Computing Centre: a systemwide service
provider

202. UNICC was created bthe General Assembiy its resolution 2741 (XXV) in 1970
to provide electronic data processing solutions foruhé&ed Nationssystem Its mission
includes:

(@) Providing a technology and procurement hub and associated ICT services to
the United Nationdamily and related international organizatipns

(b) Maximizing the sharing of infrastructure, systems, solutions and expertise
(c) Generating economies of scatelienefitclients

203. UNICC hasover 50clients andpartnerorganizationsand more than 400 staff and
contractorslt hasoffices in Switzerland, Spain, Italy and thimited Statesnd data centres
with United Nationgurisdictionfor the safeguard girivilegesandimmunities It offers a
wide range of servicesncluding sipport for private, hybrid and public cloud solutions.
UNICC is aprovider of ICTmanaged serviceandhasthe capacity and technical expertise
to supporthe variouscloud servicanodels (laaS, PaaS and SaafICC is committed to
deliveiing quality ICT services maintaining itsISO/IEC 200061 and ISO/IEC 27001
certification for all servicegnaintaining appropriate levels of information secucioytrols
andundergoingndependenaudits based on international standards.

204. UNICC currently provides a range of servicesttie majority of United Nations
organizationsThe following isnonexhaustivesample ofits variousservices and clients.
UNICC hosts several ERP systentsAQ, IAEA, UNDP, UNHCR,WFP andwHO), and
provides disaster recovery and business continuity servic€s [nternational Maritime
Organization IMO) and UNESCO) as well as professional services to others (UNHCR,
UNICEF, UNIDO, UN-Women WFP andWMO). In this context, UNDP and UNICC have
engaged ina partnershipwhereby,in 2017 and 2018, UNICC evaluated cloud market
solutions for UNDP andin 2019 UNDP tasked UNICCwith perforning the technical
upgrade of its ERBystem Atlas.

205. While the answers praded bythe organizations confirnsignificantuse of UNICC
products and services, they also point to a number of issues preventing further growth.
Several officers interviewedreferred to the lack of competitive prices, or to the lack of
advancd technicakupport when compared to majdoud service providerdn the view of
Inspectors, this comparison is not realisticnecessaryUNICC wasnot creaed tocompete

with private sectorcloud service providerswhich have a wealth ofresourcesthat is
unavdlable in theUnited Nationssystem In addition, the private provideere primarily
motivated by generating prafitemphasizing measurable parameters and perceived
immediate benefits, such as cefficiency or innovation, even at the expense of thedeng

term needs of their clients

206. Cost considerations are a determining factor for organizations when purchasing
services and productmn order to guarantee the cadfectiveness of the services provided

by UNICC, the General Assemblin its resolution 8/269 of 7 April 2009yrequested the
SecretaryGeneral to ensure compliance with all regulations and rules regarding procurement
when utilizing the services of the UNICSome organizations reflected cost concerns in their
corporate answers(UNEP, UNESCO, UNWTO and WHQ and others critided the
administrative and invoicing complexity of UNICC procedysthoughsome of thenalso
foundthe billing of some public cloud services even more complex

207. Nonethelessthere seems to be a discrepancy between tlieatmperceptions of

UNICC amongsome of its clients and the growing usetsfservices and productgvhile

UNICC indicakesthat it provides a wide variety of standard and custtond computing

services to meet client requirements in different cloud renments the United Nations

Secretariat in itgorporateanswer indicad: i The Depart ment odbesManagement/
not use the services of UNICC but the Department of Field Support uses UNICC for

operations support. UNICC, as far as OICT is aware, dadsawe cloud coiputing services
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in its portfolia.&* This perception isvident proof of the need to enhance communications at

the systemwide level.In its commentn the final draft of the reportiated 15 May 2019,

the Secretariaspecifid: 7 Ol CT is fully aware of a.l | service
However, at the time when the questionnaire sent by JIU was finalized, UNICC did not have

any cloudbased services. In fact, only at the |pmeeting of the]JUNICC Management

Committeg of 26 March 2019members of th€ommittee endorsed the establishment of the

cloud computing service. o

208. A valuefor-money benchmarkingtudywasconductedn 2017by Maturity GmbH

at the request of the UNICC Management Committee, covering UNICC operationaiezctivit
for its top seven services by inconihe ley findings showedthat, overall, UNICC prices
werelower than those of the peer groapdcould be even lower if the serviceerefurther
standardied, thatcustomer awareness of service levels, complety valuevaslow due

to a lack of effective communication frodNICC; andthat customer satisfactiohadbeen
positive

209. Another factor to consider is that UNICC does not have regulasfandesearch and
development. Considering the pace at which cloud platforms and related services are
currently evolving, it is somewhat difficult for UNICC to keep pace with commercial
providers, especially when it comes to ufsming features. Whil¢he fundamental data
centre infrastructure and services are excellent and very muthdgie, the usefacing
features can seem outdated or inferior if not constantly updated and improved.

210. The best value for money should be the prevailing decisiemaking factor when
considering cloud services However, the Inspectors are convinced that
notwithstanding such considerations and the competitiveness of UNICQvith other
cloud service providers in this areajt is unnecessary anagimply unrealistic to compete
with the major providers. United Nations organizationsand UNICC should find areas
in which shared servicesould be provided at a reasonable costsing the UNICC hub
to leverage its expertisg including research and development capacity,and
complemening their own, without requiring additional and costly expertise irhouse
within each organization

211. UNICC is traditionally more experienced with managed servindme with client®
perceptios, than with cloud solutions. It is characterized by a custeserrice culture and

the readiness to custozriservices to a high degree, according to the context and needs of
the client. While this provides a strong vakdded element for customers, it does not help
with costreduction In addition, maintaining outdled platforms foclientsmakes it difficult

to maintainthe ISO and security standards of the infrastructure used and deployed. Due to
its mandate, and in contrast to commeralaud service providefsUNICC safeguards
clientd interest by, interalia, reducing their costss(ch as bymonitoring and reporting
unused resources, such as mailboxes).

Governanceof the United Nations International Computing Centre

212. The management structure &MNICC compriss the Management Committee
composed of one reprdative from eaclpartnerorganization and a secretariaPartner
organizations provide informatioto support the annual business planning proadss
UNICC. The businesplan shouldextend beyond the financial cycle of a single year or
biennium. The information providednust include, inter alia, indications of new work
intended forUNICC, eitherthrough the adoption cfervices already available but not yet
used by thepartnerorganization orthrough theidentification ofa need for aservicethat
UNICC does not yeprovide

213. The Inspectorsiotethat most othe United Nationsorganizatios arerepresented in
theManagement Committe€heorganizationshereforehave a mechanism to drittNICC,
including its ¢oud strategy to better fitand supplement thebusiness need#ncluding on

For a detailed description of cloud services offered by UNICC, please see UNICGS@&rvices 0 ,
April 2018. Available atvww.unicc.org/wpcontent/uploads/2018/08/IGICT-Services.pdf
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research and developmehtowever, that mechanism should be empowered and delegated
with enough authority to contribute to systevite synergies.

214, The UNICC particular structure and governance model, whileoyding
opportunities, also results in some challenges that need to be resolved to enable further
strengthening and growtfihe representatives of partnerganizatios on theManagement
Committeehappen tde mostlytechnical representativesither chief informationofficers
or chiefs ofICT units On the one hand, this is useful as it allowsGbmmittee to understand
the technicalspectf the strategy and operations biNICC. However, when priorities
diverge,it may benevitable thatepresentativegive priority tothe particular interests of the
organizatios thatthey represemnverthe broader interests the United Nationssystem as
a wholeor those specifito UNICC. In the view oflnspectorsthis may pose a perceived
conflict of interest, given the coincidence of roles: first as decisiakers in their capacity
as members of the Management Committee, and secowliteasly affected parties or
primary beneficiariesfaheir decisions.

215. Furthermoreit should be noted that on8/out ofthe 37 members of the Management
Committee have a netechnical professional backgrour@iven that itconsiss primarily of
information and/or techital officers, the Committeerisks providing a rathertechnicaly
biased perspectivef the overall managemeraf UNICC. In the view ofthe Inspectorsa
more diverse membershipterms of professional background and orientation could provide
a comprehensiveiew of the organizatioal and business aspectsWNICC strategy and
operations, enablg it to betterservepartnerorganizatios. The Inspectors believe that the
management of UNICC neetis developa focus on the strategic and digital transformation
of theUnited Nationsystem as a wholénother issueeported by offices interviewedand
closely related to the composition of the Commitied¢he limited access of UNIC to othey
nontechnicalstakeholders ipartnerorganizationsThe aility to communicatenoreeasly
with other management structures ingidgtner organizationsould be useful for defining
possible common goals and strategies

216. The Inspectors recommend partner organizations of UNICC tcensure that it
receivesthe strategic guidance needed for its repositioningThis could be achieved
through, inter alia, the revision of the composition of the Management Committe¢o
incorporate senior management members witka wide strategic visionin order to focus

on the digital transformation of the United Nations systemas a whole Alternatively,
guidance could be provided throughother means such as specific advisory groups and
the Digital and Technology Network The Management Committee should continue to
receive the appropriate technical suppo#llow informed decisiommaking by its members.

217. The Inspectors agree with tf@l owing views expressed bWIPO in its comments

on the draft JIU reporflUNICC would benefit from a review and update of its mandate and
membership. This would allow for a moredepth evaluation of the financial and other
resource implications of changinige mandate, as well as consideration of the appropriate
balance of responsibilities between UNICC and the Uritatibns organizations.

Recommendation 5

The General Assembly should review and update the mandate of UNICC, and considg
inter alia, diversifying the membership of the UNICC Management Committee and
delegating appropriate levels of authority with respect to decisioimaking on digital
information technologies, including cloud computing initiatives.

Services provided bythe United Nations International Computing
Centre

218. The cloudrelated servicesurrently offered by UNICC are given in b&below.
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Box 8
UNICC cloud-related services

Client services:
A ICC consultingservices
A Information technologwdvisoryfirm services
A Learning
A Monitoring

United Nations system private cloud solutions
A SaaS: Unified communications (Enterprise Communications SanE€ES
2013)
A PaaS: ERPenterprise web applications (hosting and traffic analysis),
EnterpriseéSharePoint, businegstelligence and database
A laaS: Conputing infrastructuresgrvers, storage and backagmdnetwork
infrastructure iGetwork, Internet connectivity and OnelCTBox)

Public cloud solutions:
A Integration and support: ECS Microsoft Office 365 Claddi;rosoft Azure,
AWS and cloucadministration and support

Information security services
A Common Secure
A CISO (Chief Information Security Officer) as a Service
A Information seurity operations

219. Data and information security is one major challenge faced loygahizatios using

cloud computingThe Inspectors believe that it would make sense to have a comprehensive
United Nationssystemwide approach to information security their view, thiscannotbe
accomplishedvithout the contribution and coordinateceusf UNICC, which already offers
security servicesnd is actively working on further expanding its cybersecurity services.
Cybersecurity is not only a technical matteffective security today depends on trust,
informationsharing and collaboration. UNICC is well positioned to foster collaboration and
a community approach to cloud security matters among panganizatios. According to

the officers interviewed, his is the fastest growing area of their servicegigh increasing
acceptance among client orgzations.

220. UNICC offers assistance witthe security of data and applications in the cloud,
regardless of theloud service providethat the organkation is usng. Its services are
complementary to the cloud securityngees of publicproviders,and offer an additional
level of governance of cloud assets, particuladgessary fosmaller orgarsations.

221. UNICC security services take into accotimé specifics of theJnited Nationssystem
andoffer aplatformthatpromogs a safe environment for sharing security information within
the community of their clients, an approach that is not entirely possible in the commercial
sectorand of particular interest tdnited NationsorganizationsThanks to the informatien
sharingamong its clientsUNICC is able todetect certain threats that commercial providers
cannot.

222. UNICC reduces the cost of access to threat intelligence, tracking and other important
information services by obtaining umbrella agreements with commercial providers and
sharing the cost of these services among their cliéntsas similar arrangements with
security companies

223.  Another example of economies of scale may be the joint undertaking of information
security awareness campaigAdl organizations need tmaise awareness among staffd
keepthem updated on the proper use of information, including associated technologies.
UNICC has developemhformationsecurity awareness and training materials tailored to the
United Nationscontext thatcan be shared with differemtrganizatios, which is more
efficient than if the materials were developed by earganizatiorindividually.
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224, UNICC maintains a pool of consultants that are shared by clients. This is particularly
useful for smalleorganizatios, whose needs vary and cannot justify maintainiregakr
andhighly skilledworkforce, but it is equally beneficial for largerganizatios as they also
experiencefluctuations in the demand for this type of service. Hirifggh-quality
information security professionals has become difficult today, and aesdrated hub
approach may help overcome that particular challenge.

D. Unrealized potential and an opportunity for enhanced cooperation

225. Despite the systeswide vocation ofJNICC, its potential has not been fully explored
and realized In its recent reporto the General Assemhlyhe Advisory Committee on
Administrative and Budgetary Questioespressed itontinuing concernat the slow
progress in reducing the level shgmentation ofhe ICT landscape of the United Nations
(A/73/759 para. 27)Whilethe Advisory Committesvasreferiing mainly to theSecretariat,
the assertion is all the more valid for the United Nations system as a whole.

226. Many factors discussed in th@resentreview point to opportunities for furthering
cooperation in the context of more strategic and coordinated U€& oésources bynited
Nationsorganizations. The Inspectors believe that UNICC could and should be one of the
pillars supporting the digitatransition, including the use of cloud contipg. In fact,the
characteristics inhererb cloud computingare conducive to the implementation ttie
UNICC mandate as the ICsharedservicesprovider of theUnited Nationsystem.

227. UNICC holds unrealzed pdential asthe strategicUnited Nationshub forsupplying
third-party public cloud services tpartner organizations. Joint access to public cloud
services could provide further cost savinfyjem a systenwide perspectiveandleverage
negotiationcapaciy.

228. UNICC couldoffer additionalbpportunities in its potentiable as a cybersecurity hub
for partnerorganiationsto make their use of cloud services safer and their emergency
response more effectivé/hile security services are already offered by UNICCitatdstest
growing servics, there is still potential for bigger gains in this afeathe system as a whole

if more organizations join the hub. A number of security services become moreveffecti
when there are more participants shgrinformation andcollaboraing on data and
application security.

229. Inaddition, UNICC offersignificantpotential for sharing and reusing market, service
and technicaintelligence with partner organizations, avaigd duplication of effort and
making it easier for them to navigate the complicated anecfastigingrange ofservices
offeredby commercial providers.

230. Furthermore, partnarganizations that move part of their internal processing capacity
to the public toud oftenneed to keep a remaining part of tHEIT resources, including data,

in their own datacentresfor reasons includindata sensitivity This impacts the operations

of data centreswhich becomepartly used anaverdimensioned for the new needbus
costinefficient. UNICC is in a position to prade managed qgorivate cloud servicefor the
sensitive portion of data and hegdprtner organization®wardsthe implementation of cost
efficient hybrid solutions.

231. However, the Inspectongalizethat the potential new role of UNICC needs to be
carefully balancegdtaking into consideration that a special and protected role for UNICC
might reduce incentives for constant improvemeritsafervices and economic efficiency. A
centralzed hub servinghe whole community may also reduce the diversity of approaches,
leading to a number of undesired consequences, incladiogvdownin innovation. In order

to realize the above potential benefits, there are some conditions that need to be addressed
for UNICC to play durtherrole, by providing cloud and otherlgaredICT servicesto partner
organizations inthe United Nations systerithe Inspectors are of the opinion thathere

are at least three prerequisites in order to maximize the potential of UNICC aasystem

wide service provider:

(@) An operational mechanism that rewards internal efficiency and savings
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(b) A funding mechanism forresearch anddevelopmentthat could be linked
to the achievement of internal efficiency and savings

(c) Strong leadership and ability to persuade partner organizationsd
leadership to work togethertowards a joint vision of the digital future of the United
Nations sygem

232. There is a need folgaeement andtrongcommitmentfrom the leadership gbartner

orgarizations toguide UNICC tavards a stronger rokes theprovider ofsharedICT services
to theUnited Nationsystem
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A case study:Universal Postal Unionas a cloud service
provider

Highlights
1. The highlights of the case study are as follows:

(@) United Nationorgankations are not only users of cloud servjdrs, in some
casesalso providers

(b) UPU provides a clouthased service (SaaS) to its memberaional postal
services

(c) The service illustrates the ability ofldnited Nationsspecialzed agency to
design and operate a modern cldaabsed service for the benefit of its stakeholders,
respecting privacy and including the international legal protection of their data.

Background

2. UPU is one of the oldest international orgations anchas beera United Nations
specialzed agency since 1948. As partisfmandate, UPU helps national post servimes
modernze and connect in order, intalia, to provide eneto-endtracking ofpostal itens.
UPU activities in the parcels sector fweusedon the provision of fullservice international
postal itemproducts, with consistent efid-end delivery times and strong customer support
for thispurpose UPU has developeal cloudbased aplation (SaaS).

FigureA.l
International tracking of postal items: traditional configuration

National postal

operators it 4
3 National postal
g operators
3. UPU has beerdevelopng and maintaimg this software applicatiosince 1996,to

facilitate internationaltracking of postal itens by national post operators. Before this
application was launched, national post operatwee requiredo develop their own local
solutions and interfacefor the globaldatabasemaintained by UPU, using their local
resources, including datentres, associated cybersecurity and networking. Each local copy
handling national traffic had to connect to the global dataleaseyringthe synchrordation

of information (see figureA.l). This traditional model meant that each national postal
operatoralso needed to test and deploy regular software uptleesverenecessary for
modernzation. Thehigh level ofeffort and resources needed to keep up to datehéthtest
releases sometimeseant thahational operatorfell behindand failed to obta the latest
software version available and the featuhegit offered.
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Introduc tion of a new cloudbased service
4. Based on f & dmkdtaipkonsHlmd ni ce s, UPU decided to de

of ma@ampplicati-basad secvbod, in parallel with the t
of fering mambhemsorgarioi ce bet ween -htahseedt wo model
version of this service, the natimomnaWwnolpecak ors
ver sdifontshe dat abasei msnttdehabdh e f a b b yviecreastinootome t hei r
cloud, created and maintained by UPU.

5. As descri BAePUnbiui ¢§ terda swirrvteualiin fbrypanset r uct ur e hec
of the Isisggedsetct3Iwini ¢ communi cations providers. I
highest industry norms for awirtfolblulstr acdndaercay,e c
based in two geographically separated data centre
security, sUPWNUHEDIdRGEO 1 and i s wortke mtgai(nwi t h UNI (
for mal certification.

6. UPU chiamsmmlser zaotrigoannsi f-basekde sel eruedceo voenr ya c 0 st
basis, distributing the choestclofenittss cl oud infrast
7.

In developing this solution, UPU took a conscious decision not to use the
infrastructure of the largest commercial public cloud provid&slecision was to locate the
infrastructure and the dathatit hosts in the same counttlye UPU headquarters, under a
jurisdiction that fully respectgnited Nationgrivileges and immunitieand to work with a
local communications provider. UPU considers the network accessibility security and
protection offered through this provider beadequatdor the needs of the systetimat it
operats.

Figure A.ll
New cloudbased service

Provideré
network

UPU virtual servers in UPU
managed data centres

() (o) () (=)

Data centre 1

e = () .

Post 1
: A 9
Providero e\ "'.ll . |
Data centre 2 network —_—
Clients national posl
operators
Benefits

8. The benefits providedf the UPU cloud SaaS application aefollows

(@) From the perspective of théndividual clients (national post operatqrs)
involves a gnificant reductionn the cost and complexity of operating the system logally
as there is no local computing infrastructure to purchase and maintain. Compared to the older
system, the savingarise not only from sharing the infrastructure, but also from sharing the
skill set and competencies that URkkdeveloped and maintains in order to run the system

(b) Clients are always ujp date using the latestersion of theapplication, as they
use the software prodieddirectly by UPU through the Internet;

(c)  Support on the application is much faster

(d) This solution also enables faster data exchange timater the previous
configuraton.
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Annex Il
Overview of actions to be taken by participating organizations on the recommendations U
JIU/REP/2019/5
United Nations and its funds and programmesfSpecialized agencies and | AEA
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£ |For action OX XX IOXIXKKNXKKNXK K|IXKKKKXKKXKKXKXKXKXKXKK XXX
o
[0
& | For information Xd|oXxXxdoodoood|joooooyo/oo/ooogoooood g
Recommendation 1 | e E E E E E E E E E E E E E E E E E E E E E E E E E E E
Recommendation 2 ; L L L L L L L L L L L L L L L L L L L L L L L L L L
Recommendation 3 ; E E E E E E E E E E E E E E E E E E E E E E E E E E E
Recommendation 4 g E E E E E E E E E E E E E E E E E E E E E E E E E E E
Recommendation 5 ; L

Legend: L: Recommendation for decision by legislative orga&: Recommendation for action by executive head

[ : Recommendation does not require actiontiy organization
Intended impact: a:enhanced transparency and accountabilitydissemination of good/best practices: enhanced coordination and cooperatiah strengthened coherence and

harmonization e: enhanced control and compliancé enhanced effectivenessg: significant financial savings h: enhanced efficiency i: other.

* As listed in ST/SGB/2015/3.
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