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I. Introduction
1.
The present report was prepared pursuant to General Assembly resolution
72/180. In that resolution, the General Assembly stressed that States must ensure that
all measures used in the fight against terrorism are in compliance with the obligations
of States under international law, including international human rights law,
international refugee law and international humanitarian law. It welcomed the work
of the United Nations High Commissioner for Human Rights to implement the
mandate granted in 2005 by the Assembly in its resolution 60/158 and requested the
High Commissioner to continue efforts in that regard. In addition, it took note with
appreciation of the report of the Secretary-General on protecting human rights and
fundamental freedoms while countering terrorism ( A/72/316).
2.
Also in resolution 72/180, the General Assembly expressed serious concern at
the occurrence of violations of human rights and fundamental freedoms, as well as of
international refugee and international humanitarian law, committed in the context of
countering terrorism, and urged States to take a number of specific measures in order
to comply fully with international law. In paragraph 27, it requested the Secretary General to submit a report on the implementation of the resolution to the Human
Rights Council and to the General Assembly at its seventy-fourth session.
3.
In its resolution 73/174, the General Assembly reaffirmed its unequivocal
condemnation of all acts, methods and practices of terrorism and violent extremism
conducive to terrorism, in all its forms and manifestations, wherever and by
whomsoever committed, regardless of their motivation, while emphasizing that
terrorism and violent extremism conducive to terrorism cannot and should not be
associated with any religion, nationality, civilization or ethnic group. In paragraph
37, the General Assembly requested the Secretary-General to consider the
implementation of the resolution in the preparation of the present report.
4.
The present report covers the period since the previous report of the Secretary General (A/72/316) was submitted to the General Assembly at its seventy-second
session. It includes relevant developments that took place between 1 July 2017 and
30 June 2019, with reference in particular to recommendations made by international
human rights mechanisms. Efforts undertaken to respect the rights of vict ims are
described the interplay between protections of human rights and countering terrorism
is detailed, ongoing concerns are highlighted in relation to the undermining of human
rights in the context of countering terrorism and a number of recommendations are
made on specific measures to be taken by Member States.

II. Recent developments in the United Nations
counter-terrorism architecture
5.
The Global Counter-Terrorism Coordination Compact (A/72/840, annex III)
was launched in December 2018 as an agreed framework between the SecretaryGeneral and the heads of 36 United Nations entities, the International Criminal Police
Organization (INTERPOL) and the World Customs Organization. In the Compact,
those entities agreed to achieve stronger coordination and coherence of United
Nations work in support of Member States’ efforts to counter terrorism and prevent
violent extremism, with respect for human rights and the rule of law as the
fundamental basis. They also agreed to conduct risk assessments to ensure that all
projects are grounded in respect for international law, including international human
rights law and, where relevant, international humanitaria n law.
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6.
Following the launch of the Compact, the United Nations inter-agency Global
Compact working groups (formerly known as the Counter-Terrorism Implementation
Task Force working groups) were restructured. New terms of reference were
developed for each of them, all of which include commitments to ensuring respect for
human rights and the rule of law as the fundamental basis of all support to Member
States, as well as application of the human rights due diligence policy on United
Nations support to non-United Nations security forces (A/67/775-S/2013/110, annex).
The former Working Group on Promoting and Protecting Human Rights and the Rule
of Law while Countering Terrorism was merged with the Working Group o n
Supporting and Highlighting Victims of Terrorism. It is undertaking efforts to
mainstream human rights into the work of other working groups 1 and stands ready to
support other working groups and entities in conducting risk assessments prior to
project implementation, in line with the terms of reference of the Global Compact.

III. Respecting human rights and countering terrorism
7.
Acts of terrorism negatively impact the enjoyment of human rights, they deprive
people of their right to life 2 as well as their ability to fully enjoy social, economic and
cultural rights, including the rights to health, education and to an adequate standard
of living. 3 It is precisely to protect the right to life, liberty and security of the person,
as well as to fulfil economic, social and cultural rights, that States have a duty to take
effective measures to prevent and counter terrorism. 4 However, for measures to
effectively prevent, deter and investigate acts of terrorism, they must be grounded in
respect for human rights and the rule of law. Failure to do so risks generating the
opposite effect and exacerbating feelings of victimization and marginalization, which
in turn make individuals more likely to resort to violence. 5
8.
The General Assembly, in its reviews of the Global Counter-Terrorism Strategy 6
and relevant resolutions, as well as the Security Cou ncil, have recognized that human
rights and counter-terrorism are complementary and mutually reinforcing. The
Strategy recognizes that measures to ensure respect for human rights and the rule of
law in the fight against terrorism and violent extremism, when conducive to terrorism,
are a fundamental basis for success and has enshrined this principle in its fourth pillar.
9.
The United Nations system continued to take measures to uphold this premise.
The Security Council for example, through its resolution 2391 (2017) welcoming the
launch of the Joint Force of the Group of Five for the Sahel, acknowledged that
respect for human rights and the rule of law is an essential part of a successful counterterrorism effort. The Joint Force is pioneering a new approach to the integration of
human rights into the new peace and security architecture. Its objective is to ensure
that human rights are fully taken into account in security responses addressing new
types of violence and conflict, including terrorism. 7 To be effective, the Joint Force
__________________
1

2
3
4
5
6
7
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Examples include human rights mainstreaming in projects concerning the use of military to
collect battle-field evidence in support of investigations into acts of terrorism, and the prevention
of travel for terrorist suspects. In addition, entities implementing projects in the area of
preventing and countering terrorism and violent extremism have requested risk assessments by
the Working Group on Promoting and Protecting Human Rights and the Rule of Law while
Countering Terrorism and Supporting Victims of Terrorism. These include the Off ice of CounterTerrorism, the United Nations Office on Drugs and Crime and the United Nations Entity for
Gender Equality and the Empowerment of Women (UN-Women).
A/73/347, paras. 3 and 4.
Ibid., paras. 22–24.
Ibid., para. 5.
Ibid., para. 51.
General Assembly resolutions 60/288 and 72/284.
S/2018/1006, para. 26.
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will need the trust and support of local populations, whose rights must be respected.
Mistakes and abuses in the context of security responses risk driving people in the
region towards allegiances to extremist groups, which are skilled at offering promises
of protection and revenge. 8
10. The Working Group on Promoting and Protecting Human Rights a nd the Rule
of Law while Countering Terrorism and Supporting Victims of Terrorism contin ues
to implement its global human rights capacity-building project for law enforcement
and to support the integration of human rights into security and law enforcement
officials’ counter-terrorism initiatives.
11. Respect for human rights is also deeply rooted in the renewed focus of the
United Nations on conflict prevention 9 and sustaining peace. These new approaches
to improving institutional analysis and response are often applicable in contexts
where acts of terrorism and violent extremism are prevalent . Thus, ensuring that
United Nations support for Member States in the area of countering terrorism and
violent extremism complies with human rights standards is also a means of ensuring
consistency of approach across the system and of addressing the root c auses of
conflict in a coherent way. Effective prevention requires acti on aimed at deterrence,
but it also requires the drivers that may make terrorism an attractive alternative to be
addressed. While there is no clear-cut pathway towards terrorism, studies have shown
that poor governance, corruption and rule of law deficits contribute to creating the
conditions where violent extremism takes root. 10
12. Examining the root causes of conflicts, promoting the rule of law and respecting
civil, political, economic, social and cultural rights are hence the first line of defence
against terrorism 11 and an integral part of the solution to preventing terrorism. 12
Sustainable and inclusive development can also make a decisive contribution to
preventing conflict and terrorism. The 2030 Agenda for Sustainable Development is
a powerful antidote to some of the conditions conducive to terrorism. Its commitment
to leave no one behind and to target those furthest behind, together with the
commitments of the United Nations to empower and invest in young people can help
to address some of the grievances of those who have been historically marginalized
and make their communities more resilient and less vulnerable to radicalization. 13
13. For any prevention strategy to be effective, a range of actors must be engaged.
Civil society, for example, can play an important role where States are not present to
counter terrorism and mend relationships between States and their citizens, in
particular those belonging to marginalized communities, who may be drawn to
extremism. 14 Investment in youth must also be a major element of any prevention
strategy. A recent United Nations Development Programme global report 15 has shown
that the average age of members of violent extremist groups falls within the “youth”
age group and efforts, to date, to combat the phenomenon of vi olent extremism have
tended to focus on youth radicalization and recruitment. However, the vast majority
__________________
8
9
10
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13
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S/2019/371, para. 47.
www.un.org/sg/en/priorities/prevention.shtml.
United Nations University, Cradled by Conflict: Child Involvement with Armed Groups in
Contemporary Conflict (2018), chap. 10, p. 174.
www.un.org/press/en/2018/sgsm19118.doc.htm. See also A/HRC/33/29, paras. 14 and 15.
www.un.org/sg/en/content/sg/statement/2017-11-16/secretary-general%E2%80%99s-speechsoas-university-london-%E2%80%9Ccounter-terrorism.
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of the world’s youth have in fact rejected violent extremism and are more engage d in
activism, education and peacebuilding. 16 It is therefore essential that policies
promulgated to prevent violent extremism are aligned with realities on the ground and
that youth be considered an important agent in stemming violent extremism and
countering terrorism. 17 Youth need to be more visible, seen not as a threat but as an
enormous potential for our world, in particular in our search for peace, justice and
respect for human rights. 18
14. Education has also proved an effective prevention tool. Educat ion and
awareness-raising initiatives are essential for addressing the underlying factors
contributing to terrorism, such as racism, racial discrimination, xenophobia and
related intolerance. The Special Rapporteur on contemporary forms of racism, racial
discrimination, xenophobia and related intolerance reports that some Sta tes have
developed awareness-raising campaigns to counter negative sentiments towards
specific groups and to foster openness and respect for cultural diversity. 19 Political,
religious and community leaders are instrumental in achieving those goals. More
efforts should be invested in social cohesion, education and inclusive societies, where
diversity is perceived as an asset and not a threat, where every individual feels a full
member of the community. Members of an inclusive society are naturally more
immune to invitation to join an alternative, destructive path.
15. Recognizing the importance of grounding counter-terrorism efforts in respect
for the rule of law and human rights, several countries have included explicit
references to human rights and non-discrimination in their national policies on
counter-terrorism. The Special Rapporteur on contemporary forms of racism, racial
discrimination, xenophobia and related intolerance also report s that some countries
have included explicit references to human rights and non-discrimination in their
national policies on counter-terrorism. For example, the counter-terrorism strategy of
Switzerland is aimed, inter alia, at preventing the stigmatizatio n of minorities and
discriminatory profiling practices, while, in France, the code of conduct for the
national police, including those carrying out counter-terrorism functions, prohibits
the discriminatory use of ethnicity, religion and national origin in targeting persons
as suspects. 20 The Special Rapporteur also reports that some States have adopted
measures designed to ensure the compliance of their domestic counter-terrorism
frameworks with international human rights, refugee and humanitarian law, 21 while
others have introduced procedures for assessing the potential human r ights impact of
draft counter-terrorism laws on certain groups. 22 Such good examples should be
replicated and reinforced.

IV. Ensuring respect for the human rights of victims of terrorism
16. Member States have highlighted the importance of ensuring respect for the right
of victims of terrorism to reparation, truth and justice, as well as their right to life,
liberty and security of person and to be provided with the remedies and sup port to
which they are entitled and need. The General Assembly, in its resolutions 72/180 and

__________________
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73/174, expressed profound solidarity with victims and their famil ies and encouraged
Member States to provide them with proper support and assistance.
17. Pillars I and IV of the Global Counter-Terrorism Strategy 23 also indicate the
need to support, promote and protect the rights of victims of terrorism and
acknowledge the central role that they can play in preventing terrorism and violent
extremism. The emphasis on victims in the Strategy is further bolstered by key
Security Council resolutions 24 reflecting the concern of the Council at the use of
sexual and gender-based violence as tactics by terrorist groups, and the establishment
of the International Day of Remembrance of and Tribute to the Victims of Terrorism
in 2017 (General Assembly resolution 72/165). The first International Day was held
on 21 August 2018 and included an exhibition featuring the personal stories of victims
and representatives of victims’ associations.
18. In recent years, the Global Counter-Terrorism Coordination Compact Working
Group on Promoting and Protecting Human Rights and the Rule of Law while
Countering Terrorism and Supporting Victims of Terrorism has implemented several
activities in support of victims of terrorism. In addition, since its inception in 2017,
the Office of Counter-Terrorism has prioritized victims of terrorism as a key area of
its work. It has developed a Victims of Terrorism Unit in the United Nations Counter Terrorism Centre, which launched its Victims of Terrorism Support Programme
during Counter-Terrorism Week in June 2018. The aim of the Support Programme is
to strengthen the voices of victims and enhance their role in preventing and countering
violent extremism. The Office will also convene the first Global Congress of Victims
of Terrorism in June 2020 to further discuss how to protect and promote the rights
and needs of victims of terrorism.
19. Different victims-focused tools have been developed over the period under
review to assist States in respecting the rights of victims. For example, in 2018, the
United Nations Counter-Terrorism Centre published a Handbook of Good Practices
to Empower and Strengthen Victims of Terrorism Associations to Assist, Protect and
Support Victims of Terrorism. 25 A similar product has been developed specifically
targeting victims in the Asia-Pacific region and is planned for publication in 2019.
The United Nations Office on Drugs and Crime has also developed a training package
focused on addressing the rights of children who are forcibly recruited and exploited
by terrorist groups and preventing such recruitment. 26
20. A victim-centric approach should be at the heart of the Organization’s fight
against impunity and for accountability for crimes of terrorism. States should
systematically open a prompt, thorough, effective and independent investigation into
each terrorist attack. 27 In its recently adopted general comment No. 36 (2018) on the
right to life, the Human Rights Committee stressed that States parties are under a due
diligence obligation to undertake reasonable positive measures, which do not i mpose
disproportionate burdens, in response to reasonably foreseeable threats to life
originating from private persons and entities, including armed or terrorist groups,
__________________
23
24
25
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General Assembly resolution 60/288.
For example, resolutions 2331 (2016) and 2388 (2017).
www.un.org/victimsofterrorism/sites/www.un.org.victimsofterrorism/files/oct -unccthandbook_of_good_practices_to_support_victim27s_associations_ -web.pdf.
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See report of the Special Rapporteur on the promotion and protection of human rights and
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human rights of victims of terrorism (A/HRC/20/14).
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whose conduct is not attributable to the State. There is thus a positive obligation fo r
States to take adequate preventive measures in order to protect individuals against
reasonably foreseen threats of being murdered or killed by criminals and organized
crime or militia groups, including armed or terrorist groups. 28
21. On 20 August 2018, the United Nations Investigative Team to Promote
Accountability for Crimes committed by the Islamic State in Iraq and the Levant
(UNITAD) officially commenced its work. Pursuant to Security Council resolution
2379 (2017), UNITAD is mandated to support domestic efforts to hold Islamic State
in Iraq and the Levant (ISIL) accountable for its crimes by collecting, preserving and
storing evidence in Iraq of acts that may amount to war crimes, crimes against
humanity and genocide committed by ISIL. As reflected in the first and second reports
of the Special Adviser and Head of UNITAD to the Security Council, progress has
already been made by the Team in establishing its core infrastructural, bu dgetary and
substantive framework, 29 and work has been undertaken to begin forensic analysis of
mass grave sites and the exhumation of the remains of victims. 30 In recent months,
UNITAD has gained access to more than 600,000 videos related to ISIL crimes, as
well as over 15,000 pages of internal ISIL documents. Initial investigative work
focused on three areas; attacks committed by ISIL against the Yazidi community in
the Sinjar district in August 2014, crimes committed by ISIL in Mosul between 2014
and 2016 and the mass killing of unarmed Iraqi air force cadets from Tikrit Air
Academy in June 2014. 31 UNITAD is also actively engaging with victims and
considering them as partners in the successful delivery of its mandate. 32
22. Despite some positive developments, more progress needs to be achieved in
order to secure the rights of victims, including their access to justice. The Special
Rapporteur on extrajudicial, summary or arbitrary executions has expressed the view
that trials of members of terrorist groups in which victims have not participated do
not serve justice. 33 In her report following a mission to Iraq, she advises that national
legal frameworks should be reformed in order to ensure that members of terrorist
groups suspected of committing international cri mes are brought to justice through
proceedings where victims are heard. 34
23. West African countries are confronted by other similar judicial challenges in
their efforts to bring justice to victims of terrorism, in part due to the unprecedented
levels of arrests and detentions for terrorism-related offences, which put pressure on
the judicial system to conduct trials as speedily as possible. In an effort to address the
backlog of cases in an evidence-based manner, West African States have taken steps
to strengthen cooperation between national and local law enforcement agencies and
criminal justice professionals. 35 Despite such efforts, prosecution of gender-basedviolence, consistent with international standards, committed by both military and law
enforcement personnel and members of terrorist groups in various conflict settings,
remains a challenge. 36

__________________
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36
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V. Human rights considerations
24. The Global Counter-Terrorism Strategy, as reaffirmed and updated by the
General Assembly in its resolution 70/291, provides the blueprint for a
comprehensive, strategic and long-term response to terrorism that is grounded in
respect for human rights and the rule of law.
25. During the period covered by the present report, the Se curity Council, the
Human Rights Council, the Secretary-General and the High Commissioner for Human
Rights condemned acts of terrorism committed in countries worldwide, underscoring
the devastating consequences for victims and the negative effects of such acts of
violence on the enjoyment of human rights. 37
26. Member States have expressed concern over violations of human rights and
fundamental freedoms, as well as violations of international refugee law and
international humanitarian law in the context of c ountering terrorism. 38 The Special
Rapporteur on freedom of religion or belief, in his interim report to the General
Assembly, has expressed concern over the adoption of legislation and policies, within
the framework of preventing and countering violent ext remism, that profile members
of certain religious or belief groups on the basis of stereotypes and that classify
peaceful manifestations of religious belief as indicators of support for violent
extremism. 39
27. Member States have also expressed the view that, when counter-terrorism
efforts neglect the rule of law and violate international law, they not only betray the
values they seek to uphold, but might also further fuel extremism that can be
conducive to terrorism. 40 Terrorism is fundamentally a denial of human rights, and
the fight against terrorism will never succeed by perpetuating the same denial and
destruction. 41

A.

Effects on the right to life
28. Terrorism continued to take a staggering toll on the lives of people during the
period under review. In 2017, ISIL remained the deadliest terrorist group globally.
However, according to the 2018 Global Terrorism Index, 42 a drop in the intensity of
conflict in the Middle East, the decline of ISIL and an increase in counter -terrorism
activity has meant that the total number of deaths from terrorism declined for the third
consecutive year, falling by 27 per cent to 18,814 deaths in 2017.
29. In Iraq, the United Nations Assistance Mission for Iraq has verified a minimum
of 939 Iraqi civilians killed in acts of terrorism and conflict-related violence during
2018, compared with 3,298 the year before. 43 In Sri Lanka, Easter day terrorist attacks
in 2019 killed 258 people and injured hundreds. In 2018, the United Nations
Assistance Mission in Somalia recorded hundreds of civilian deaths, with over 50 per
cent of civilian casualties attributed to Al-Shabaab militants. 44 In Mali, between July

__________________
37
38
39
40
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2018 and June 2019, the Human Rights and Protection Division of the United Nations
Multidimensional Integrated Stabilization Mission in Mali recorded human rights
abuses committed by terrorist and violent extremist groups. Some 39 per cent of a
total of about 600 killed were civilians, almost three times as many as in 2017. 45
30. Recent events have heightened the fear of future far-right terrorism. On
27 October 2018, an anti-Semitic gunman killed 11 people in a synagogue in
Pittsburgh, Pennsylvania, United States of America, and 51 people were killed in two
attacks targeting Muslims in Christchurch, New Zealand on 15 March 2019. Such
extremist, neo-Nazi groups are also using the internet as a platform to mobilize
support across borders, radicalize, recruit and carry out attacks. 46 In this regard, the
extraordinary solidarity with the victims and their familie s expressed by the people
and Government of New Zealand should be noted, as well as the responsible
Government response to the mass shootings, including by strengthening gun control
legislation.
31. Cases of extrajudicial killings in the context of counter-terrorism were reported
during the period under review in the Sahel and Lake Chad Basin regions. 47
32. Another concern in relation to the right to life arising in the context of fighting
terrorism is the resurgence of the death penalty. 48 Contrary to the international trend
towards abolition of the death penalty, some Governments have applied the death
penalty for terrorism-related offences in cases that go beyond the threshold of
“intentional killing” or have applied it to defendants below the age of 18 ye ars. 49 All
States that continue to impose and implement death sentences are encouraged to
establish a moratorium on executions with a view to abolishing the death penalty. 50
33. Vague laws, broadening the definition of “terrorist acts” beyond what is
included in Security Council resolutions and other applicable international law have
led to serious concerns. In some cases, the extended lists of offences included acts
whose gravity falls below the threshold of “most serious crimes”. 51 In this regard, the
Human Rights Committee has emphasized that the term “most serious crimes” must
be read restrictively and appertains only to crimes of extreme gravity, involving
intentional killing. 52 In other cases, defendants were below the age of 18 at the time
of the commission of the alleged crime for which they were convicted and sentenced,
or even at the time the death penalty was carried out, contrary to international human
rights law. 53
34. In addition, according to paragraph 5 of the safeguards guaranteeing protection
of the rights of those facing the death penalty, capital punishment may only be carried
out pursuant to a final judgment rendered by a competent court after a legal process
which gives all possible safeguards to ensure a fair trial. However, notwithstanding
the foregoing, in a number of instances, suspects of terrorism were sentenced to death
following trials that did not meet due process standards and were reportedly subjected

__________________
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to enforced disappearance, torture and denial of access to legal representation dur ing
investigations, and others were tried by military courts.

B.

Impact of national legislation
35. The General Assembly has underlined the importance of ensuring that national
legislation criminalizing acts of terrorism is accessible, formulated with precision,
non-discriminatory, non-retroactive 54 and consistent with and applied in a manner that
fully complies with international law, including international human rights law, with
a view to ensuring respect for the principles of legal certainty and leg ality. 55
36. As highlighted by the Special Rapporteurs on the promotion and protection of
human rights and fundamental freedoms while countering terrorism, and on the rights
to freedom of peaceful assembly and of association, ensuring that counter -terrorism
legislation and policy comply with international legal standards helps to promote the
prosecution and conviction of individuals engaged in acts of terrorism. Excessively
broad language poses the risk that, where such laws and measures restrict the
enjoyment of rights and freedoms, they will offend the principles of necessity and
proportionality that govern the permissibility of any restriction on human rights. 56
37. In a climate of growing insecurity, many States have either maintained
legislation or enacted new laws that provide for an overly broad definition of
terrorism that is susceptible to wide interpretation, increasing the risk of abuse by law
enforcement and other officials. 57 United Nations human rights bodies continued to
recommend that States bring their anti-terrorism legislation, including definition of
terrorism, into line with international standards. 58 Sweeping definitions of
“association with”, “support” or “assistance” to terrorist organizations have been
highlighted by the International Committee of the Red Cross and the Special
Rapporteur on the promotion and protection of human rights and fundamental
freedoms while countering terrorism as potentially criminalizing a broad range of
conduct, including that of organizations carrying out activi ties that are humanitarian
in nature, thus making delivery of most basic services, to civilians in conflict areas,
difficult. 59 Such responses will only cause further resentment and instability and
contribute to radicalization.
38. In addition, the broad definition of terrorism has disproportionately affected the
enjoyment of human rights by particular groups, including ethnic and religious
minorities, and contributed to their stigmatization. 60 The General Assembly has
repeatedly reaffirmed that terrorism cannot and should not be associated with any
religion, nationality, civilization or ethnic group and has urged States to ensure that
counter-terrorism measures are not discriminatory and do not profile on the basis of
stereotypes. 61

__________________
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39. The Special Rapporteur on freedom of religion or belief has noted that counterterrorism measures have disproportionately affected religious minorities and found
that there was a tendency to associate any form of extremism with religious
extremism. 62 While laws themselves may not explicitly discriminate on the basis of
race, ethnicity or national origin, the Special Rapporteur on contemporary forms of
racism, racial discrimination, xenophobia and related intolerance has found that
national security policies have facilitated the stripping of citizenship, which in
practice, has also had a disproportionate effect on marginalized racial, national and
religious groups. 63

C.

Civil society and relevant public freedoms
40. The central role of civil society in the broader counter-terrorism strategies must
be recognized and preserved. 64 In the 2018 review of the Global Counter-Terrorism
Strategy, the General Assembly encouraged Member States and United Nations
entities to enhance engagement with civil society and to support its role in the
implementation of the Strategy.
41. The General Assembly also reaffirmed the need to fully respect the rights to
freedom of expression and association of individuals in civil society. 65 In addition, it
urged States, while countering terrorism, to safeguard the work of civil society by
ensuring that counter-terrorism laws and measures respect human rights, in particular
the rights to freedom of expression, peaceful assembly and association. 66 In
establishing the mandate of the Special Rapporteur on the promotion and protection
of the right to freedom of opinion and expression, the Human Rights Council also
stressed the need to ensure that counter-terrorism efforts are not used unjustifiably or
arbitrarily to restrict the right to freedom of opini on and expression. 67 The Security
Council moreover recognized the importance of civil society in increasing awareness
about the threats of terrorism and more effectively tackling them. 68
42. There were situations where civil society organizations, including human rights
defenders, were impacted by measures to address terrorism, cybersecurity and
prevention of violent extremism. 69 Some counter-terrorism measures are used and
implemented to counter civil activists and political opposition, 70 as well as to silence
those who question the legitimacy of such measures. 71 As noted by the Special
Rapporteur on the rights to freedom of peaceful assembly and of association, along
with other human rights bodies, counter-terrorism laws have been used to limit the
operational capacities and fundamental freedoms of civil society groups, including
journalists and human rights defenders, resulting in undue restrictions on their
freedoms of expression, association and assembly. 72
43. Similar restrictions have been observed in the digital space. Modern technology
and social media provide important opportunities for communications and social
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connections through their instantaneous global reach. However, social media
platforms have brought new challenges with regard to the legitimate e xercise of the
freedom of expression. Drawing the line between free speech and hate speech that
can incite violence has become a pressing task. The Guiding Principles on Business
and Human Rights: Implementing the United Nations “Protect, Respect and Remedy”
Framework provide a useful framework for Governments and c ompanies to consider
their respective and collective responsibilities when it comes to regulating online
content. 73
44. In response to this growing concern, a diverse group of 30 Member States
committed to protecting and promoting online freedoms domestical ly and abroad
called on all Governments to refrain from using counter-terrorism and other national
security prerogatives such as cybersecurity, to unduly limit the ability of human rights
defenders to exercise their human rights. 74

D.

Surveillance
45. Technology, databases and the exchange of information play key roles in
preventing terrorism. In 2018, the General Assembly renewed its commitment to
strengthening international cooperation, including through the exchange of
information and intelligence on countering terrorism, which must be pursued in
accordance with international law. 75 The Security Council, in resolution 2396 (2017),
also stressed that the sharing and use of biometric data, as well as the development of
watch lists and databases should be in compliance with human rights and fundamental
freedoms and consistent with States’ obligations under domestic and applicable
international law.
46. In this regard, pursuant to Security Council resolution 2396 (2017), the CounterTerrorism Committee Executive Directorate continued to assess the implementation
of advance passenger information and passenger name record systems by Member
States aimed at stemming the flow of foreign terrorist fighters. On 1 October 2018, a
multi-year project was launched to enhance States’ capacity to use the data
collected. 76 While States are required to implement their international human rights
obligations when implementing counter-terrorism measures, including under
resolution 2396 (2017), it is important that any measure that interferes with the right
to privacy is both necessary and proportionate to the specific risk be ing addressed.
Procedural safeguards and effective oversight mechanisms are critical to prevent
discriminatory measures or the abusive use of personal data, and to ensure that redress
is provided in cases of abuse. 77
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47. By the same token, the Special Rapporteur on contemporary forms of racism,
racial discrimination, xenophobia and related intolerance has expressed concern about
the overly broad legislation leading to extensive surveillance program mes targeting
racial, ethnic and religious minorities. The surveillance experienced by members of
minority and migrant communities has a chilling effect on their freedoms of
expression and religion. 78 The Special Rapporteur on the promotion and protection o f
human rights and fundamental freedoms while countering terrorism noted that the
increased use of surveillance practices by intelligence agencies, premised on countering
terrorism or violent extremism, has undermined the trust that society places not only
in the State and its judicial system but also, ultimately, i n the rule of law. 79

E.

The rule of law and human rights
48. The General Assembly has stressed the importance of developing effective
criminal justice systems, 80 and urged States to ensure due process guarantees as
enshrined in international law when countering terrorism. 81 It also urged States to
comply with their obligation with regard to the absolute prohibition of torture and
other cruel, inhuman or degrading treatment or punishment.
49. However, some States continued to allow for the use of military courts in the
context of counter-terrorism. 82 The High Commissioner for Human Rights expressed
concerns over the lack of due process and fair trial guarantees in terrorism -related
cases in her opening statements to the Human Rights Council at the September 2018
and June 2019 sessions. 83 In March 2019, she also highlighted that comprehensive
security approaches that ensure that military operations comply with international
human rights and humanitarian law, as well as take into account the spectrum of rights
intended to address the root causes, will have the greatest impact on terrorism and
conflict. 84
50. United Nations special procedures mandate holders have also communicated
with several Member States, expressing concerns over reports of persons being
subjected to arbitrary arrest, 85 torture, 86 and proceedings without due process in the
context of countering terrorism. 87
51. It is imperative for States to ensure accountability for any gross or serious
violations of international human rights law and international humanitarian law that
take place in the context of countering terrorism. The Human Rights Council stressed
that effective, fair, humane, transparent and accountable justice systems are
fundamental for any counter-terrorism strategy. 88 Human rights bodies continued to
call on States parties to ensure that all allegations of torture and ill-treatment of those
accused of terrorism are promptly, impartially and effectively investigated, perpetrators
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are prosecuted and punished appropriately, and victims receive appropriate redress in
accordance with the law. 89

F.

Gender and age-specific considerations
52. Women and children continue to endure egregious human rights violations in
terrorism contexts. 90 In Somalia, for example, women and children, mostly girls, are
particularly vulnerable to sexual violence. The fragile justice system, ongoing
security concerns and limited access to areas controlled by Al -Shabaab place women
and girls in a state of acute vulnerability, including to abduction for forced marriage
and rape, perpetrated primarily by non-State armed groups. 91 Al-Shabaab was the
main perpetrator of these crimes and the killing and maiming of hundreds of children
during 2018. Other armed groups, such as ISIL and Boko Haram, continued to recruit
and use children on a large scale, including across borders. 92 In Mali, violent
extremism and terrorism have had a particularly worrying effect on women ’s and
girls’ rights, 93 and children continued to face difficulties in accessing education due
to continuous threats and attacks on, as well as closure of, schools and school
personnel. 94 In Iraq and Nigeria, egregious sexual and gender-based violence,
including rape and sexual slavery by members of terrorist groups, continued to be
reported. 95 Furthermore, survivors of sexual violence – and their children, including
those born of wartime rape – face high levels of stigma and discrimination. 96
53. Counter-terrorism measures have also generated gender-specific human rights
concerns, including following blanket arrests of women and their detention by
military and law enforcement authorities on charges of radicalization or association
with terrorist groups. 97 United Nations human rights bodies expressed concern about
States’ misuse of anti-terrorism policies to dissuade women human rights defenders
from asserting their rights. 98
54. In Iraq, Nigeria and Mali, despite well-documented acts of sexual violence by
terrorist groups, there are yet to be prosecutions of such crimes. 99 The risk is that,
alongside a manifest denial of justice to victims, these heinous crimes will be omitted
altogether from the historical record of many conflicts. 100 Some progress was made
in Afghanistan in 2018, where individuals accused of rape by parties to the conflict,
including members of the Taliban, were prosecuted and convicted. 101
55. The United Nations system continued to provide capacity-building training to
States to ensure that gender and age perspectives are adequately mainstreamed in
terrorism-related responses. For instance, the United Nations Office on Drugs and
Crime has published the Handbook on Gender Dimensions of Criminal Justice
Responses to Terrorism, guiding policymakers and practitioners in mainstreaming
gender through the criminal justice response to terrorism.
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G.

Foreign fighters and their families
56. In the aftermath of the territorial defeat of ISIL in Iraq and the Syrian Arab
Republic, thousands of suspected foreign fighters and their family members have
been captured. The High Commissioner for Human Rights highlighted that all eged
fighters and suspected family members held at the Hawl camp, in the north -east of
the Syrian Arab Republic, were in deeply sub-standard conditions.
57. The situation at the Hawl camp has attracted considerable international attention
in recent months mainly due to an acute humanitarian crisis 102 and the political and
legal complexities surrounding the status of suspected foreign fighters and their
families. Third country nationals (not Syrians or Ira qis) make up 15 per cent (around
11,000 individuals) of the camp population. The Independent International
Commission of Inquiry on the Syrian Arab Republic expressed particular alarm
regarding the situation of children, including those born as a result of rape, many of
whom lack birth registration documents. 103 In this regard, the High Commissioner for
Human Rights highlighted the vulnerability of children of foreign fighters to serious
human rights violations, including forcible recruitment. She recalled St ates’
obligation to take appropriate protection measures in the best interests of the child.
Children outside their country of nationality should be afforded consular services and,
when appropriate, assistance in returning to their home country. States sho uld never
strip citizenship of children associated with terrorist groups abroad, regardless of
whether they hold or have the right to hold dual citizenship. States should also
cooperate to ensure that children are registered, have legal identity and nation ality,
and that they are permitted to enter their parents’ country of origin. 104 Moreover, the
Special Representative of the Secretary-General for Children and Armed Conflict has
called for the immediate repatriation of all children under 18 and the developm ent of
specialized child-protection programmes to ensure their full reintegration. 105
58. In Iraq, third-country nationals with suspected ties to ISIL are mostly tried under
the Anti-Terrorism law of 2005 on the grounds of their membership or affiliation to
the group. Special Rapporteurs have expressed concern not only at the inadequacy of
the legal framework in Iraq to ensure accountability for the heinous crimes committed
by ISIL, but also at the lack of judicial guarantees and due process, 106 sometimes with
the use of confessions obtained under duress to convict suspects of terrorism, leading
to the possible imposition of the death penalty. 107 Furthermore, the age of criminal
responsibility in Iraq remains very low, at nine years of age, and some children have
been charged and convicted under anti-terrorism legislation.
59. Families of foreign fighters are largely not held for prosecution purposes. In
addition, some suspected foreign fighters – including children – are detained, without
judicial review of their detention and no prospect of trial before competent judicial
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bodies. 108 They are left in legal and administrative limbo and thus susceptible to
abuse. 109
60. Some States have cited national security considerations to justify their
reluctance to repatriate their nationals. At the same time, it is important to take into
account the reality of the humanitarian situation affecting foreign women and children
in Iraq and the Syrian Arab Republic, as well as deficiencies in the legal framework
and administration of justice in countries where they are held.
61. Some States began repatriating their nationals from conflict sites in Iraq and the
Syrian Arab Republic, for prosecution, rehabilitation and reintegration purposes, as
appropriate. Kazakhstan, Kosovo, 110 Tajikistan and Uzbekistan are important
examples in this regard. Other States stripped or revoked the citizenship of those
deemed to be foreign fighters, potentially creating cases of statelessness. 111
62. To ensure that measures taken under Security Council resoluti ons 2178 (2014)
and 2396 (2017), in relation to foreign fighters, are compliant with States ’
international human rights obligations, the Working Group o n Promoting and
Protecting Human Rights and the Rule of Law while Countering Terrorism launched
its publication Guidance to States on Human Rights-Compliant Responses to the
Threat Posed by Foreign Fighters. 112 It provides concrete advice to States on how to
deal with the travel of foreign fighters, as well as their return. The guidance also
contains sections dealing specifically with the situation of women and children.
63. In the same vein, the Office of Counter-Terrorism, in consultation with other
United Nations entities, produced a set of key principles for the protection,
repatriation, prosecution, rehabilitation and reintegration of women and children with
links to United Nations listed terrorist groups, in April 2019. The Counter -Terrorism
Committee Executive Directorate also continued to address related h uman rights
questions, including in its trends report entitled “Gender dimensions of the response
to returning foreign terrorist fighters” 113 and through the adoption of the addendum
to the guiding principles on foreign terrorist fighters. 114

VI. Conclusions and recommendations
64. Terrorism affects people in all countries, in all walks of life, and denies and
hinders the enjoyment of all human rights. States need to take effective measures
to prevent and deter acts of terrorism, and to protect all individuals under their
jurisdiction against such acts. Defeating terrorism, however, requires not only
security-based counter-terrorism measures, but also systematic preventive
measures that directly address the drivers of violent extremism and terrorist
acts. It is longstanding grievances, often combined with poor economic
circumstances and social and political frustrations, that can lure people to
violence. We need greater investment in justice, and in upholding economic and
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social rights. The United Nations stands ready to work with Governments and
civil society in all regions to assist them in addressing these issues.
65. Preventing terrorism and violent extremism requires a comprehensive and
inclusive approach that engages all relevant actors, from Member States and the
private sector, to national and regional organizations and civil society. Youth
need to be engaged as partners as they are particularly well positioned to engage
effectively with those most vulnerable to the influence of extremism. Civil society
is also a key ally in the effort to counter terrorism and violent extremism. The
trend whereby overly broad definitions of terrorism are negatively impacting
their operational space needs to be reversed. Civil society groups are well placed
to bridge the gap between the authorities and marginalized communities, and
States benefit from their effective engagement in the design, implementation and
evaluation of counter-terrorism policies.
66. Measures to counter terrorism must be based on human rights and the rule
of law, in line with pillars I and IV of the Global Counter-Terrorism Strategy.
Disregarding core international obligations, including the absolute prohibition
of torture, is neither appropriate nor effective as a response to terrorism and
violent extremism. A narrow security-based approach will not defeat terrorism
and violent extremism, but may even run contrary to its stated purpose by
generating new grievances and enticing more individuals to resort to violence.
To this end, the following recommendations are made for Member States:
(a) To conduct an in-depth review, including a human rights impact
assessment, of their counter-terrorism legislation, policies and practices, on an
ongoing basis. This also means that regional and national plans of action to
prevent violent extremism, as well as other measures to counter terrorism adopt
a comprehensive and inclusive approach and are consistent with their
international human rights obligations.
(b) To ensure respect for the rights of victims to reparation, truth and
justice, in line with international human rights standards, including by ensuring
victims’ access to justice, as part of their right to know the truth and be heard.
More concerted efforts are needed to secure the rights of victims of gender-based
violence, in particular in conflict settings. Furthermore, States need to ensure
that the survivors of such crimes are not subject to stigmatization or
discrimination.
(c) To prevent and deter violations of international human rights law and
of international humanitarian law occurring in the context of countering
terrorism, including through launching prompt, independent and effective
investigation into all violations.
(d) To ensure that national counter-terrorism legislation is not overly
broad or vague, but precisely defined on the basis of the provisions reflected in
the international counter-terrorism instruments.
(e) States retaining capital punishment to establish a moratorium on the
use of the death penalty and, in the interim, undertake a comprehensive review
of all relevant legislation to bring it into compliance with international human
rights law and standards.
(f) To review legislation and practices related to the rights to freedom of
opinion, expression, peaceful assembly and association and the right to privacy –
all of which are preconditions for enabling civil society to enrich public life both
online and offline.
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(g) To take further steps towards the prevention of torture and other
cruel, inhuman and degrading treatment or punishment, and ensure respect for
due process and fair trial rights.
(h) With regard to foreign fighters and their families, States need to
assume responsibility towards their nationals. As a first step, they should ensure
that effective consular services are extended to their nationals present in conflict
settings to meet their needs. States need to ensure that their efforts in relation to
return, prosecution, rehabilitation and reintegration of foreign fighters and their
families are consistent with their obligations under international human rights
law, including the best interests of the child. In doing so, they are encouraged to
be guided by the Guidance to States on Human Rights-Compliant Responses to the
Threat Posed by Foreign Fighters, as well as the High Commissioner’s report,
focused on children, on the protection of human rights and fundamental
freedoms while countering terrorism (A/HRC/40/28), alongside other relevant
United Nations guidance addressing the issue of foreign fighters and their
families.
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