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68/243. Developmentsin thefield of infor mation and
telecommunicationsin the context of
international security

The General Assembly,

Recalling its resolutions53/70 of 4 December 199854/49 of 1 December
1999, 55/28 of 20 November 2000,56/19 of 29 November 2001,57/53 of
22 November 200258/32 of 8 December 20039/61 of 3 December 200460/45
of 8 December 2005%1/54 of 6 December 20062/17 of 5 December 2007%63/37
of 2 December 2008&4/25 of 2 December 2009%5/41 of 8 December 201066/24
of 2 December 2011 ar@i7/27 of 3 December 2012,

Recalling also its resolutions on the role of science and techgyplin the
context of international security, in which, int&lia, it recognized that scientific and
technological developments could have both civilard military applications and
that progress in science and technology for ciwiliapplications needed to be
maintained and encouraged,

Noting that considerable progress has been achieved irelaging and
applying the latest information technologies andameof telecommunication,

Affirming that it sees in this process the broadest posdygortunities for the
further development of civilization, the expansiofiopportunities for cooperation
for the common good of all States, the enhancenuénthe creative potential of
humankind and additional improvements in the ciation of information in the
global community,

Recalling, in this connection, the approaches and principgladined at the
Information Society and Development Conferencedhal Midrand, South Africa,
from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Conference on Teism, held in
Paris on 30 July 1996, and the recommendationswiea¢ made,

! See A/51/261, annex.
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Bearing in mind also the results of the World Summit on the Information
Society, held in Geneva from 10 to 12 December 2(f@3t phase) and in Tunis
from 16 to 18 November 2005 (second phdse),

Noting that the dissemination and use of information redbgies and means
affect the interests of the entire internationalmeoounity and that optimum
effectiveness is enhanced by broad internationapeoation,

Expressing concern that these technologies and means can potentialysed
for purposes that are inconsistent with the objexgiof maintaining international
stability and security and may adversely affect itftegrity of the infrastructure of
States to the detriment of their security in boithiland military fields,

Considering that it is necessary to prevent the use of infdiromaresources or
technologies for criminal or terrorist purposes,

Noting the importance of respect for human rights anddémental freedoms
in the use of information and communications tedbgies,

Noting also the contribution of those Member States that hawemitted their
assessments on issues of information security ¢oSécretary-General pursuant to
paragraphs 1 to 3 of resolutio®8/70 54/49 55/28 56/19 57/53 58/32 59/61,
60/45 61/54, 62/17, 63/37, 64/25 65/41, 66/24and67/27,

Taking note of the reports of the Secretary-General containitigpse
assessments,

Welcoming the initiative taken by the Secretariat and theitéh Nations
Institute for Disarmament Research in conveningrinational meetings of experts
in Geneva in August 1999 and April 2008 on develepts in the field of
information and telecommunications in the contekirmernational security, as well
as the results of those meetings,

Considering that the assessments of Member States containdteineports of
the Secretary-General and the international mestisigexperts have contributed to
a better understanding of the substance of issuesnternational information
security and related notions,

Bearing in mind that the Secretary-General, in fulfilment of ragan 66/24
established in 2012, on the basis of equitable pgmujcal distribution, a group of
governmental experts, which, in accordance withnigandate, considered existing
and potential threats in the sphere of informats&curity and possible cooperative
measures to address them, including norms, rulesgrarciples of responsible
behaviour of States and confidence-building measureinformation space, and
conducted a study on relevant international concegitned at strengthening the
security of global information and telecommunicascsystems,

Welcoming the effective work of the Group of Governmental pexts on
Developments in the Field of Information and Telegpunications in the Context of
International Security and the relevant outcomeorefpransmitted by the Secretary-
General!

2 See AIC.2/59/3 and A/60/687.

3 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/18ad Add.1, A/57/166 and Add.1, A/58/373,
A/59/116 and Add.1, A/60/95 and Add.1, A/61/161 a&ut.1, A/62/98 and Add.1, A/64/129 and Add.1,
A/65/154, A/66/152 and Add.1, A/67/167 and A/68/Hs&l Add.1.
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Taking note of the assessments and recommendations containthe ireport of
the Group of Governmental Experts,

1. Calls upon Member States to promote further at multilatemldls the
consideration of existing and potential threatsha field of information security, as
well as possible strategies to address the thremisrging in this field, consistent
with the need to preserve the free flow of inforinat

2. Considers that the purpose of such strategies could be setiieough
further examination of relevant international copteaimed at strengthening the
security of global information and telecommunicascsystems;

3. Invites all Member States, taking into account the assess$sn and
recommendations contained in the report of the GrotiGovernmental Experts on
Developments in the Field of Information and Teleeounications in the Context of
International Securit§,to continue to inform the Secretary-General ofithéews
and assessments on the following questions:

(&) General appreciation of the issues of informateurity;

(b) Efforts taken at the national level to strengtheformation security and
to promote international cooperation in this field;

(c) The content of the concepts mentioned in pardytapbove;

(d) Possible measures that could be taken by theriat®nal community to
strengthen information security at the global level

4. Requests the Secretary-General, with the assistance of aumrof
governmental experts, to be established in 2014 tbe basis of equitable
geographical distribution, taking into account #iesessments and recommendations
contained in the above-mentioned report, to comgirta study, with a view to
promoting common understandings, existing and pidethreats in the sphere of
information security and possible cooperative measuo address them, including
norms, rules or principles of responsible behaviair States and confidence-
building measures, the issues of the use of inféionaand communications
technologies in conflicts and how international lapplies to the use of information
and communications technologies by States, as aslthe concepts referred to in
paragraph 2 above, and to submit to the Generaébsy at its seventieth session a
report on the results of the study;

5. Decides to include in the provisional agenda of its sixtyth session the
item entitled “Developments in the field of inforth@n and telecommunications in
the context of international security”.

72nd plenary meeting
27 December 2013
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