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INTRODUCTION

1. The Commission at its fifteenth session in 1982 considered a report of
the Secretary-General containing a discussion of certain legal problems
arising in electronic funds transfers. 1/ In respect of the question of the
legal value of computer records the report concluded: "The problem, while of
particular importance to international electronic funds transfers, is one of
general concern for all aspects of international trade. Generalized solutions
would, therefore, be desirable." l/ On the basis of this report the
Commission requested the Secretariat to submit to some future session a report
on the legal value of computer records in general. ~/

2. Subsequent to the fifteenth session of the Commission, the Working Party
on the Facilitation of International Trade Procedures, a body jointly
sponsored by the Economic Commission for Europe and the united Nations
Conference on Trade and Development, considered a report on the legal aspects
of automatic trade data interchange which concluded, inter alia, "that there
is an urgent need for international action to establish rules regarding legal
acceptance of trade data transmitted by telecommunications. Since this is
essentially a problem of international trade law, the united Nations
Commission on International Trade Law (UNCITRAL) would appear to be the
central forum."!/ At the request of the Working Party the report was
forwarded by the Executive Secretary of the Economic Commission for Europe to
several international organizations for their consideration and was submitted
to the Commission at its sixteenth session as an annex to document A/CN.9/238.

3. As part of the preparation for the current report, the Secretariat
prepared a questionnaire on the use of computer-readable data as evidence in
court proceedings. The purpose of the questionnaire was to collect
information on the evidential value of records stored or transmitted in
computer-readable form. At the same time and in co-operation with the
Secretariat of the Commission the Customs Co-operation Council (CCC) prepared
a questionnaire on the acceptability to customs authorities of a goods
declaration in computer-readable form and subsequent use of such a declaration
in court proceedings. The questionnaire prepared by the Secretariat of the
Commission was sent to Governments and was included for information with the
questionnaire sent by the Customs Co-operation Council. The questionnaire
prepared by the Customs Co-operation Council was sent to its member States a~d

was included for information with the questionnaire sent by the Secretariat .

1/ Document A/eN.9/221 (and Corr. 1, French only).

l/ Ibid., para. 81.

~/ Report of the United Nations Commission on International Trade Law
on the work of its fifteenth session, Official Records of the General
Assemb1y, Thirty-seventh Session, Supplement No. 17 (A/31/11), para. 73.

!/ Document TRADE/WP.4/R.185/Rev.1, para. 4 of the foreword.
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of the Commission. The two quest
co-ordination between ministries in preparation of the replies. The
information contained in the replies has been used in the preparation of this
report. ~/

I. BUSINESS RECORDS

A. Types of business records

4. Transaction oriented business records, which are the subject-matter of
this report, are those which record the activities of an enterprise. Whether
created or stored on paperorina~omputer,theycan be classified as either
(1) originals or 'copies of transaction documents, (2) chronological records of
transactions or (3) summary records of those transactions. Although the
different characteristics of these tJP8s of records pose somewhat different
problems in regard to their legal value when they are maintained in
computer-readable form rather than in paper-based form,they share the
characteristic of recording actual events.

5. The legal value of business records of an enterprise which do not reflect
transactions, such as an analysis of Hs activities and Hs planning
operations for the future,is determined by different criteria from
transaction oriented records and is not considered in this report.

6. Transaction documents include such inter-enterprise documents as
contracts, purchase orders, confirmations, shipping documents and payment
instructions. They include such intra-enterprise documents as memoranda, time
records, leave slips and inventory requisitions. They also include documents
submitted to the State for such purposes ascustoms_cl~aranceor exchange
control.

7. The records of'an enterprise'can"be expected'to contain the originals of
the transaction documents which have been received from outside the enterprise
and copies of the transaction documents which have been sent outside the
enterprise. The original is often authenticated by signature or its
equivalent, but copies retained by the sender usually do not show the
authentication. Both the originals and copies can be expected to show one or
more dates, which may be significant depending on the manner shown. The
documents may show a sequence number indicating the order in which they were
used, sent or received by the enterprise. Transaction documents are the basfc
documents on which all other records of an enterprise are based and their
authenticity as to source, date and content is fundamental in case of later
inquiry or dispute. Since the long-term storage of paper-based transaction

if An an~lytical summary of the replies received by the Secretariat is
contained in the annex to this document. It may be useful to many to read the
annex before reading the text of the main report. A summary of the replies
received by the customs Co-operation Council is contained in its document
no. 31.678 and those replies are reflected in this report to the extent
relevant.



A/CN.9/265
English

document.s is expensive, many document.s are reproduced or recorded by
microfilming or on comput.er and t.he originals are dest.royed eit.her immediat.ely
or aft.er a rest.rict.ed period of t.ime.

8. Administ.rat.ive document.s prepared by ent.erprises must. conform t.o the
requirements specified by the administration for the documents in question.
In many cases the document is in the nature of a printed form to be filled out
by the enterprise. Some documents required in international trade must
conform to a format prescribed in an international convent.ion. The records of
the enterprise would contain only a copy of the document. as it. was submitted
to t.he administrat.ion.

9. Chronological records, such as the accounting journal of an enterprise or
a log of incoming or out.goingcommunications, set forth in chronological order
the sending or receipt of t.ransaction document.s. Some chronological records
contain t.he content of t.heevents represented by the transact.ion document.s. A
chronological record may also consist. of a file of transaction document.s kept

• in chronological order.

10. A chronological record may be authent.icat.ed, but. oft.en is'not.. A
chronological record which is dat.ed and sequential est.ablishes a st.rong
presumpt.ion t.hat. it reflect.s t.he act.ivit.ies of t.he t.ype in quest.ion for t.hat
period of t.ime. The st.rengt.hof t.he presumpt.ion depends on such fact.ors as
the extent. t.o which transaction document.s are required for all relevant.
t.ransact.ions, t.he ext.ent. t.o which they are required to carry sequence numbers
and the rigour wit.h which t.hey are ent.ered int.o the chronological record.

11. Summary records, such as an accounting ledger, record t.ransactions
relevant. to a part.icu1ar account or act.ivity. They allow for t.he current.
st.atus of t.hat. account. or activity t.o be easily assess~d~__Alt.hoJ1.sh__e_nh"hs to
summary records may be aut.henticat.ed, they oft.en are not..

12. In most. cases t.he records of an ent.erprise which are of ultimat.e legal
significance are t.he t.ransaction documents. Chronological and summary records
are often of legal significance only as a means of easily det.ermining what
events have occurred and as an index t.o t.he t.ransaction document.s which serve
as t.he evidence of t.hose events. However, in some eases t.he chronological or
summary documents are of legal significance in t.heir own right.. Dividends may
be payable only t.o those persons shown t.o be st.ockho1ders on t.he st.ockho1der
ledger of t.he enterprise. Post.ing of t.he debit.s and credit.s t.o t.he cust.omer
account in a bank may constit.ut.e honour of a cheque or payment. order.

B. Physical nat.ure of business records

1. Paper-based document.s and records

13. Paper can be used for any t.ype of t.ransact.ion document. or for any t.ype of
business record. Since paper is durable, paper-based document.s and records
can be expect.ed t.o remain in exist.ence for a longer period of time t.han is
usually economically or legally necessary. Alt.erat.ion of t.he document. or
other record can normally be det.ect.ed. As met.hods of alt.ering paper-based
document.s and records have improved, t.he t.echniques for making paper which
readily shows a1t.erat.ions have also improved. The document. or record can be
authent.icated by signature or other. means. Paper-based document.s are
portable. They can be sent by messenger or mailed to distant places, t.hereby



A/CN.91265
English

" .Page 6

permitting the transmission of the data. thein8tructions orthe>legalrights
spbolized by the document. These are the characteristics of paper which have
made it desirable a1l a medium on which documents or records are kept.

2. Electronic documents and records

(a) Telegraph and telex

14. Intra- and inter-enterprise transaction documents have been sent by
telecommunications in the form of telegraph and telex for over a century.
FrOll thevlewpoint both of business use and of legal consideration,.telegraph~

telex and allied technologies have generally been conslderedtoJlavemany of
the characteristics of paper-based documents. Slnce both the.sender and the
receiver of the message retain,apapercopJ'.,legal..requlrements t.hat a
contract or other ·document must be in ..wrltlnghave beugeneral1t considered
to be fulfilled by. the exchange oftelegraBl8.andtelex. §/

15. Telegraph, telex and alliedtechnologle8have,however, had several
technical limitations which have affected thelrusefulnessand have created
certain.legal difficulties.Sincethetechnolog,: has·beenlimitf!d to the
sending of messages in linear form, the use of telegraph and telex has been
limited to those messages which could bJ' their nature be transmitted in that
form. Therefore, although theJ' have been widely used to transmit such
transaction documents as purchase orders, acknowledgments~,eonf1rmaUons..~.and.-.

payment instructions,they could not be used to send messages which had to be
received in a particular format, such as chronological or sUDmary records or
transaction documents of the nature of bills of lading or most administrative
documents.: However, if the enterprise had per80nne10r agents at the place a
transaction document was needed, its data content could often be transmitted
to that place for enh"J'~on .t.h& appropr-late forms.

16. Telegraph and telex permit limited. possibilities for authentication. By
their verJ' nature they cannot be signed. This norma1lJ' does not interfere
with their use in business or with their use as evidence in case of later
dispute, since the context of the message and standard call back procedures
give adequate.. assurance of their source. Where assurance of the source is
parUcularlJ'..importantto the parties .and maJ' be of later. importance in ease
of dispute, .test keys and related procedures can be used. Nevertheless, and
in spite of.the wide-spread use of telex for commercial purposes, adequate

. authenUcation of teleJt.messages remains a serious problem where, posslbilitie$
of fraud are significant.

17. Because the transmission charges for telegraph and telex have been
relatively expensive, contract offers, acceptances and other documents have
often been sent in sunmary form and the full text sent in a later mailed
confirmation. This has raised problems where the confirmation differed in
some material respect from the telecommunicated message. A similar problem is

§/See,.for example, United Nations Convention on Contracts for the
International Sale of Goods (Vienna, 1980), art. 13, A/CONF.97/18, Annex 1;
Official Records of the United Nations Conference on Contracts for the
International Sale of Goods, UnitedWations publication, Sales No. E.81.IV.3:
"For the purposes of this Convention 'writing' includes telegram and telex".



raised when the text of a telegramme or telex is altered in a material respect
during transmission. However, legal rules have been developed to resolve
these conflicts without casting doubt on the legal value of the
telecommunication itself. 1/

Cb) Paper-based documents prepared on computer

18. Paper-based documents are often prepared on computers, including
word-processors. In its reply to the Customs Co-operation Council, the United
states reported that a 1982 survey showed that 60 per cent of the goods
declarations submitted to the customs authorities in that country were
prepared on computers.!/ These documents would seem to have the same
physical and legal characteristics as similar documents prepared on a
typewriter. i/ In any case. it may currently be impossible to tell whether a
particular paper-based document was prepared on a typewriter or on a computer.

(c) Documents transmitted computer-to-computer

19. Computer-to-computer telecommunications can be used to create paper-based
documents at a distant location. One advantage of thistecJ1no1ogy over
earlier telecommunications technology is that the document can be transmitted
in the format required for paper-based documents of the type in question.
This has been discussed as one means to ensure that bills of lading are
available at the port of destination before the goods arrive. However, if the
paper-based document must be authenticated by signature or other means which
requires action on the document, the sender of the document would continue to
need an authorized representative at the destination.

20. It has often been noted that one party may prepare transaction documents
on a computer, print out the documents in an acceptable format and transmit
them to the recipient, who may promptly re-enter the data into his own
computer. The re-entry of the data is done at considerable expense and at the
risk of error. Both the expense and the error-rate are reduced if the
re-entry of the data from the paper-based document can be accomplished
automatically by machine reading. It can be reduced even more if the document
can be transmitted directly between the two computers without the necessity of
transmitting paper-based documents.

1/ Ibid., art. 27, which provides that "... if any •.• communication is
given •.• by means appropriate in the circumstances, a delay or error in the
transmission of the communication or its failure to arrive does not deprive
that party of the right to rely on the communication".

!/ CCC document no. 31.678, cited in footnote 5, above.

i/ The reply given by several states to question 8 of the UNCITRAL
questionnaire' that a print-out would not satisfy the requirement of written
form seems in large measure to be directed at specific types of records and
would not preclude every form of record from being prepared on a computer.

______________________________----1
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21. Computer-to-computer transmission of transaction documents
done in a format suitable for further computer processing. The
between the parties may call for a print-out at either end, but the technology
does not require one since the transaction document can be read, stored and
processed in computer-readable form. Transaction documents can be transmitted
individually by telecommunications or in batch-mode by exchange of computer
memory devices or by telecommunications.

22. Authentication of documents transmitted in batch-mode by exchange of
computer memory devices is often done by signature on an accompanying paper
which identifies the batch. Authentication can also be accomplished by
electronic techniques as it can for documents sent by telecommunications.

Cd) storage of data in computer-readable ·form

23. One of the primary characteristics of computers has been the ease with
which records could be correcJ.ed and brought up to date. This h a great
advantage for the preparation of all documents and records and for maintenance
of current summary records, such as a ledger account for accounts receivable.
It is a serious disadvantage for the permanent storage of all tJpes of
business records considered lnthis report. Transaction document.s sent or
received should be stored in an unalterable form. It should be possible to
add new items to the end of a chronological record, but not to alter an item
once it is recorded. Summary records showing the status of an.ccount or of
an activity as of fixed dates, e.g. status at the end of the year, should be
stored in an unalterable form.

24. Alterations to data could occur either inadvertently as a result of
technical factors or human errors or deliberately. Particular concern has
been expressed over the p~ssibi1ity that r~cords may pe deliberately altered. ­
Unauthorized alterations of records, which are _facUUated- by~ access -to
the computers storing the records, are of serious concern to the enterprises
whose records have been a1tered,and raise many legal ques-tionsin ~regard to . ­
civil and criminal liability for those acts and for their consequences. More
serious problems for the legal acceptability of computer records are raised by
the possibility that the enterprise itself might deliberately alter its
records, since this possibility casts doubt on the credibility a. evidence of
all computer stored records.

25. The protection of the records of an enterprise from unauthorized
alteration has been raised to a high art, and the procedures and technology
available continue to improve. If the recommended procedures are rigorously
followed, unauthorized penetration of the computer system is unlikely. Many
of· these same procedures are also useful against deliberate alteration by the
enterprise itself. However, relevant legal rules must take into consideration
the possibility that the technical means of protecting the data from
alteration may not have been used or may have failed.

26. In order to store computer records in a form which could not be altered,
some enterprises have stored authenticated and dated hard copies of all
significant records. Recent technological developments l1sing optical disks
seem to permit the storage of data in an unalterable form. The generalized
use of such storage media for transaction documents and for the permanent
storage of chronological and summary records as of fixed dates would reduce
the concerns as to whether the record may have been altered. However, further
technological developments may discover means to alter the content of optical
disks as well.
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11. EVIDENTIAL VALUE OF COMPUTER RECORDS

A. Legal rules on reception of evidence

27. There are three major variations on the general law of evidence which
affect the evidential value of computer records. 101 The variations are based
on different legal traditions and practices in the fact-finding process in
civil and commercial disputes.

1. Free introduction of all relevant evidence

28. In many legal systems the litigants are in principle allowed to submit to
the tribunal all information which is relevant to the dispute. If there is a
question as to the accuracy of the information, the tribunal must weigh the
extent to which it can be relied upon. In these legal systems there is in
principle no obstacle to the introduction of computer records as evidence in
judicial or arbitral proceedings.

2. Exhaustive list of admissible evidence

29. Some States establish an exhaustive list of acceptable evidence, which
always includes written documents as one of the accept.able forms of evidence.
The St.ates falling int.o t.his group which replied t.o t.he questionnaire Jltl~_~Q~_~__~_
amended the list t.o include computer records, alt.hough several indicated t.hat.
a reform of t.he law was contemplated or in various st.ages of imp1ement.at.ion.
As a result., in a few of those States computer records were not admissible as
evidence in any court. In other States replying t.o t.he quest.ionnaire a
computer record might. be relied upon t.o furnish to t.he court. a presumpt.ion as
t.o t.he fact.s in t.he case.

30. Moreover, in some of these States the restrict.ion on t.he use of non­
written evidence is found in the civil law governing non-commercial matters.
In commercial matters, as well as in criminal t.rials, non-written evidence may
be freely accepted. In those States a computer record may, therefore, be
generally acceptable as evidence in all matters of commercial dispute.

3. Common law hearsay evidence limitation

31. In principle, common law countries employ an oral and adversaria1
procedure in litigat.ion. As part of that dual tradition, a witness can
testify only to what. he knows personally so as to allow the opponent. an
opport.unity to verify t.he st.at.ements by cross-examinat.ion. What he knows
through a secondary source, e.g. anot.her person, a book or a record of an
event, is denominated "hearsay evidence", and, in principle, the tribunal
cannot. receive it as evidence.

32. Because of the difficu1t.ies which the hearsay evidence rule has caused,
there are many exceptions to it. One of t.hose except.ions is that. a business
record created in t.he ordinary course of commercial activit.y may be received
as evidence even t.hough t.here may be no individual who can t.estify from

10/ Annex, question 1.
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personal knowledge and memory as to the particular record in question.
some common law countries a proper foundati·on must be laid for the
introduction of the record by oral testimony that the record is of a normal
nature. In others, the record is automatically accepted subject to challenge,
in which case the party relying upon the record must show that it is of the
proper kind.

33. Some common law countries have accepted computer print-outs as falling
within the business records exception to the hearsay-evidence rule. Many
common law countries have adopted special laws providing that computer records
may be admitted as evidence if certain conditions are fulfilled.: 11/ The
conditions for admission of computer records may be different in criminal
trials from the conditions for admission in civil cases, 12/ but. there would
normally be no distinction regarding the admission of the computer records of
an enterprise between litigation against another commercial enterprise and
litigation against a consumer.

34. As ~result of these developments, there are no remaining theoretical or
philosophical objections to the use of computer records as evidepce in common
law jurisdictiQlls. Objections to the admission of particular computer
records, however, are based ona claim that the record in question had not
been shown to meet-the statutory or court-enunciated criteria for admission.

B. Trustworthiness of computer records in individual cases ._... .__ . _

35. The trustworthiness of computer records has been evaluated at three
levels. At the most general level, those legal systems which do not allow the
free introduction of all relevant evidence have had to decide whether computer
records in general were sufficiently trustworthy to be admissible as evidence
before a court. As noted above, with some exceptions among countries-with an
exhaustive list of admissible evidence, a decision in favoue of-admissibility
has generally been made. At a second level the common law legal systems have
had to provide criteria for the courts to determine in individual ~ases­

whether the data stored in a particular computer or computer system is
sufficiently trustworthy to be admitted as evidence in regard to specific
matters in a particular litigation. The other legal systems do not face this
problem. At a. third level courts in all legal systems must evaluate in
individual cases the credibility of the computer record before them.

1. Criteria for admissibility in common law courts

36. Although the specific criteria for the admissibility of computer records
differ in the various common law countries, they fall into three categories.
Firstly, the proP9nent of the record is required to show that the computing
equipment used was such that it may be expected to have functioned properly.

ll/ Several of the common law respondents included copies 'of the
relevant legislation.

12/ The differences between the rules for admission in civil cases and
in criminal proceedings were pointed out in the reply of the United Kingdom.
The law in respect of computer-readable output as evidence was the subject of
legislation before Parliament at the time of the reply in the summer 1984.
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It may necessary to show that the equipment was designed to perfo~ the
tasks it was asked to undertake, that the various elements of hardware were
compatible and that the software was appropriate. Secondly, it must be shown
that in entering info~ation into the computer appropriate procedures were
followed to ensure the accuracy of the record, e.g. that the entries were made
in the regular course of business at or reasonably near the time of occurrence
of the event recorded. Thirdly, it must be shown that the method of storing
and processing information and preparing the print-out, i.e. the programming,
operation and control of the computer, was such as to assure the
trustworthiness of the record. 13/

37. Some common law statutes have been drafted in the context of off-line
batch-processing, where the closed nature of the system has permitted the
party relying on ~he evidence to describe the system to the tribunal in
relative d.~'il. ·In newer systems, however,the computer itself may make
decisions as to how the data will be processed depending upon intermediate
results. It may not be possible to describe the process followed in regard to
a particular record in these systems. Similar difficulties are faced in
describing ~o a tribunal for its evaluation a distributed processing system,
especially if any portion of the processing is done by outside value-added
facilities,,,or in describing the relationship between the system at one
enterprise at which a computer record was created and the system at a second
enterprise to which the record was transmitted by physical exchange of
computer memory device or by telecommunications. As a result of these
technological developments, some common law statutes may not provide an
adequate legal basis for the courts to admit computer records from the more
complex systems. 14/ However, these same developments have led the courts to
accept more general statements from the proponent of the computer record
tending to establish that the computer system has been working properly.

38. Although the normal rules governing the use of hearsay evidence would
require a person who is familiar with the computer system to present in oral
testimony before the court the information necessary for admitting the
computer stored data as evidence, most of the laws specifying the procedure to
be used for the admission of computer records permit the submission of an
affidavit by that person, eliminating the need for oral testimony unless there
is a dispute as to the accuracy of the data. In the case of enterprises which

111 The "seven statements" to be made to a common law court to support
the admissibility of computer stored data as suggested in A. Kelman and
R. Sizer, The Computer in Court (Cower, 1982), p. 71, may be compared with the
requirements for computer stored data which is to be used as evidence in the
largely civil law courts of the member states of the Council of Europe as
those requirements are reflected in Council of Europe Recommendation
No. R (81) 20, Appendix, arts. 3 and 5, 11 December 1981, reproduced in the
Report of the Secretary-General, Electronic Funds Transfer, A/CN.9/221.

141 According to the reply from one common law country, a computer
record received from a computer of another firm would probably not be
admissible. Annex, question 6. This would seem to raise doubts as to the
legal security of all inter-bank electronic funds transfers in that country.
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maintain computer systems with a high degree of professional care and which
keep detailed records of every aspect of the system and its operations, it may
be sufficient for the affidavit to be quite simple. 151

39. At the present time, even if there is a challenge to the accuracy of the
data, it would be rare for a court in most common law countries to refuse to
admit computer stored data into evidence for evaluation as to its credibility
by the jury or by the court in its role as the finder of fact unless the terms
of the statute had not been drafted in the light of current technology, 16/
the computer system was managed in an unprofessional manner, or the data to be
presented was the result of sophisticated analysis by the computer and the
assumptions underlying the analysis and the procedures by which the analysis
had been made were not clearly documented and acceptable. This latter
problem, however. is seldom posed in respect of the recording and data
processing of documents and other records of an enterprise.

2. Evaluation by court of credibility of computer stored data

40. Computer stored data may be inaccurate even if the proponent has shown
the system to be sufficiently well managed for the data to be admitted as
evidence in a common law court. There is an even greater possibility that
inaccurate data will be placed before the court in other legal systems which
have no procedure for refusing admittance of untrustworthy data from an
individual computer system. In either case when the accuracy of the data is
challenged, the court must evaluate it for its credibility.

41. The weight to be given to computer stored data may be established by
legal rule. Council of Europe Recommendation No. R (81) 20 provides that a
computer recording of the books, documents and data designated by law as being
among those which can be~kept on computer and m~de in copformity with the
procedures set out i~ articles 3 and 5 of the Appendix "shall be presumed to
be a correct and accurate reproduction of the original document or recording
of the information it relates to, unless the contrary is proven". 17J This
presumption of accuracy would be in conformity with the presumption of
accuracy given to written documents and records of an enterprise in some
countries. However, it appears that in most countries the court would be free
to evaluate the.credibility of computer stored data on the basis of the
evidence before it. 18/

III See the pro-forma certificate drafted in the united Kingdom for use
under the civil Evidence Act 1968, in Computer Generated output as Admissible
Evidence in Civil and Criminal Cases, The British Computer Society, ed. T.R.H.
Sizer and A. Kelman (Heyden &Son Ltd., 1982), Figure 2.

16/ The reply from the United Kingdom noted that "the Acts in question
were passed in 1968 and 1972 and the definition of computer is 'any device for
storing and processing information', which appears to mean hardware but not
software".

171 Appendix, art. 2, 11 December 1981.

181 Annex, question 4.
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42. It is cftotknownwhether any legal system has given the courts guidance as
to the factorsiwblch tlle, should -talce into consideration in evaluating the
credibility of the computer record. However, it. would seem that the factors
to be considered by a common lawcourt in deciding whether to admit computer
stored data in evidence,which are similar to the factors set forth by the
Council of Europe in the Apperuiix.,toitsRecommendation, would be the primary
factors to be considered In favour of the accuracy of the data. In addition,
a number of replies to the questionnaire indicated that where data has been
transmitted from one computer system to another, the evidential weight of the
data stored in the computer of the second firm would also depend on the
measures tjlteft to prevent risk of alteration of data during transmission. 19/
Since a common law court would already have considered the same factors and
found the computer system SUfficiently trustwot'thyto adJaitthe data as
evidence, a'strongpresumption that the data is accurate ma, tn'tactbe
establishe4i'tn the mind of the court wit.hthe result that the party ,contesting
the accura~r'of the. data may carry. a. burden of.proof not estabUphed by legal
ru1.e.While the technical problem is somewhat different, the party contesting
theaccura~,of a computer record in other legal systems may face the same
d'if'flcul'ty'once:tbe proponent of the record has established that1 the computer
system was,well,m.naged. The,partyattaclcingthe accuracy of a computer
recordlllUs\loha".·means of·determining whether the computer system may have
defects in.deslgn>ormaintenancewhicb could lead to inaccuracies in result.
In the cOlllllonlaw countries·· this would normally occur by means of
"discovery". ~I In the civil law eountriesthe evalution may often be
carried out by an expert appointed by the court.

C. Best evidence - oriRinal or copy

1. Recording in computer from original paper document

43. It has been a general rule of evidence that documents and other records
had to be presented to a court in their original form so as to assure that
the data presented to the court was the same as the originaldata. However,
in recent yearS the large savings which can be realized by storing'microfilms
or computer recprdings of original paper documents and destroying the
originals has led many States to permit their use as evidence in place of the
original. 211

12/ Annex,question 6.

~I The r~les of discovery are themselves complex and may not be
sufficient to allow for adequate testing of a computer system. For a brief
description of the law in Australia and proposal for reform, T.H. smith,
"computers and the Law of Evidence", Transnational Data Report, Vole VI, No. 8,
(December 1983)" p. 451.

n/ One otthe 1IU11apurposes of Council of Europe Recommendation
No. R (81) 20,;1.1 December 1981, was to establish uniform conditions under
which original paper-based documents might be microfilmed or cop1ed on
computer and subsequently destroyed.
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44. The data from anoriginal'.paper document may be transferred to a computer
in several ways. An image ,of the document can be stored in digital form and
later reproduced in visual form when needed. It is, however, less expensive
to record only the essential data on the document. In this latter case the
visual form of the document when reproduced would not be the same as the
original. Therefore, in some cases an image of particularly important
segments of the document, such as the signature, may also be recorded. At
present data capture by automatic means from a paper document is largely
limited to data printed in type faces designed for automatic reading. other
data which is handwritten or which is printed or typed in otherty,pe faces may
need to be entered into the computer b, re....lceyi.Jlg.Newequipm.ll~ is in
development' which promises to increase subs,tant i all, the amount,Qf data on
paper documents which could be cap,tured automatlcaU, andaccurttel,.

45. Althoqgh tbe;technolog:of transforming a paper document toe a computer
.record is 41fferentfromthat.,used in microfilming the records,ff;>r storage,
tbe legal pt"ob1ems are similar. First1" data capture does not allow for
testing whether the paper document had been altered as to content or
authentication prior to its>transformation into the new form fo~storage.

Secondly, the content of the-original paper record may not have been
accurately captured and transformed into a computer record. This is a rare
problem wheretbedata was captured automaticaU, from a paper record which
was printed or typed in a-type face designed. for automatic capture. It is a
more likely event if the data was entered into tbe computer byre-keying~

Thirdly, the computer record is subject to subsequent deliberate or
inadvertent alteration. This, however, is a problem common to all computer
records.

46. As a result of tbese concerns, some States require enterprises which have
reproduced paper-based-docume.nt~son microfilm or recorded tbem on computer. to
keep tbe original documents- -for varying periods of Ume,which. are long.--enougb
for most problems to surface. The period of time recommended by the Council
of Europe in Recommenclation No.- R (81l 20- was up to two years. 11/

2. Print....out as original or COPy of computer record

47. The record. as stored in a computer in electronic form cannot be read or
interpreted by a human being. Therefore, it cannot be presented to a tribunal
unless it takes on a visual form, either on a visual displa,unlt which the
tribunal can see or on a print-out. According to the replies to the
questionnaire, botbmeans ofpresenUng tbe data to the court are in use. 231

48. In a few States tbequestion bas arisen whether tbe print-out or tbe
image on the visual dlspla, unit is the original computer record or is a copy
of tbe record stored in computer-readable form. In most States tbis question
seems eitber not to have arisen or the cop, in buman-readable form bas been
accepted on tbegrounds tbat tbe original record was not available to tbe
court. Where th.is question bas tbreatened to preclude the presentation of

22/ Appendix, art. 1, para. 2, 11 December 1981.

23/ Annex, questions 2 and 3.
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computer as-evidence,·the rules of evidence have been amended to
provide that aprint...out could be considered to be an original record. 'l~./

Ill. AUTHENTICATION

49. Authentication of a transaction document serves to indicate to the
recipient and to third parties the source of the document and the intention of
the authenticating party to issue it in its current form. In case of dispute,
authentication provides evidence of those matters. Although an authentication
required b!~lawmust be in the form prescribed, an authentication required by
the parties can consist of any mark or procedure they agree upon as sufficient
to identif,'themselves to one another.

50. Themo.t common form of authentication required bylaw is a signature.
Signature'.u8ua1',unclerstoodto mean the manual writing byaspecific
individual ;i~fhis name or initials. A manual signature is personal to the
individual ~igning and it cannot properly be made by anl other person.

51. The dcptandIJ of modern' commerce have led many legal systems. to permit
required si&natures to be made by stamp, symbol, facsimile, perforation or by
other mechanical or electronic means. This trend is most evident in the law
governing transport of goods where all the principal multilateral conventions
which require a signature on the transport document permit that signature to
be made in some way other than by manual signature. 11/ One reply to the
questionnaire indicated that there "was., general rule in the cOllBercia1 law of
that state that a document maybe "signed" by the use of any symbol executed
or adopted by a; party with the present intention of aut~enticating a writing.
However, t~e reply also indicated that there were numerous exceptions to this
general rule. ltl

52. Various techniques have been developed to authenticate documents which
have been transmitted electronically. Telex and computer-to-compu~er

telec01lllllunicatipnlJ often employ call back procedures and test keys to verify
the source of the message. Certain encryption techniques authenticate the
source of a melllJage, and usually verify the content of the message as well.
Remote access to a computer may require use of a password, or the use of a
magnetic stripe or microcircuit plastic card and a personal identification
number (PIN) or password. Other techniques for authentication of electronic
documents, ,such, as electronic analysis of signatures, fingerprints, voice
patterns and eye patterns are in various stages of development.

241 Rep1J.. of the United states. (Also see the report of the united
states submitted. to ECE/UNCTAD Working Party on Facilitation of International
Trade Procedures, ECE document TRADE1WP.4/R.298/Rev.l, in particular para. 28).

251 Report of the Secretary-General, International Transport Documents,
A/CN.9/225, para. 47.

26/ Reply of the united states. Also see para. 32 of the ECE document
cited in footnote 24, above.



A/CN.9/265
English

• ,rage 16

53. One technique which is often used when electronic documents are
transmitted by the physical delivery of magnetic tapes or other computer
memory devices is for the sending party to supplement any electronic
authentication which may be on the memory device with a signed writing. Where
the memory devices are physically delivered to the recipient of the documents,
the addition of a signed writing adds little inconvenience or cost.

54. Although an individual document sent by telecommunications can be
confirmed by a subsequent signed writing, as has been a customary practice in
regard to telegrams and telex, in many cases that would defeat the. purpose of
computer-to-computer telecommunications. However, two parties who anticipate
communicating frequently by computer-to-computer telecommunications may agree
in writing beforehand on the form of the communications and the aeans to be
used to authenticate the documents. Such an agreement may also be required by
an administrative.organ of the State before it will accept documents in
electronic form. whether by telecommunications or computer memory device. 27/
This signed agreement may be considered to supply any signature which is
required by law. Nevertheless, any authentication of the computer-readable
document itself would be in electronic form.

55. Although a manual signature is a familiar form of authentication and
serves well for transaction documents passing between known parties, in many
commercial and administrative situations it is relatively insecure. The
person relying on the document often has neither the names of persons
authorized to sign nor specimen signatures available for comparison. This is
particularly true of many documents relied upon in foreign countries in
international trade transactions. Even where a specimen of the authorized
signature is available for comparison, only an expert may be able to detect a
careful forgery. Where large numbers of documents are processed. signatures
are sometimes not even compared except for tJte most important transactio1ls.

56. Electronic forms of authentication using computers offer one major
advantage over visual comparison of manual signatures. The-procedure is so
relatively inexpensive that every authentication can be verified as a routine
matter. There is no need to restrict verification to the most important
transactions.

27/ In its reply to the Customs Co-operation Council (CCC), Denmark
stated that before being permitted to submit information to the customs
authorities by means of magnetic tapes or diskettes, the consignee must obtain
an authorization from the authorities.

"34. Such authorization states exactly that the permission to submit
clearance information by means of magnetic tapes or diskettes is
subject to the condition that in all respects the same validity in
law is attributed to the information as if the information were
submitted by means of a signed Customs declaration.

"35. This implies that by accepting an authorization a consignee has
"signed" all the clearance information which he submits by means of
magnetic tape or diskettes, and the arrangement is thus within the
framework of the legislation in force." (CCC document no. 31.678,
cited in footnote 5, above)
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57. If the proper procedures are followed. some techniques in
current use for computer-to-computer messages. are unlikely to be used
successfully by unauthorized persons. There areencryption techniques
available which also serve to authenticate a message and which eannot be
deciphered in a commercially significant period of time. Hicroeircuit cards
perform the authentication procedure within an area of the microcircuit chip
which cannot be reached from the outside. Therefore, it is expected that once
these cards are in widespread use, they will offer a highly secure form of
authentication of the person who used the card.

58. The legal problem. therefore. rests primarily with those la.,s which state
that a document must be "signed". Where it is not possible to interpret the
law so as to consider an electronic form of authentication as a;"signature",
it may be desirable either to indicate in the law that an electronic form of
authenticatlon is.a "signature" or to permit documents to be "authenticated"
by electrorUc means. 28/

IV. REQUIREMENT OF A WRITING

59. Legal i1;'ules which require the existence of a document for the validity of
a transaction or to evidence that transaction or which require the maintenance
of certain chronological or summary records of the enterprise often state that
those documents or other records must be in writing. Since until recently the
records of an enterprise were of necessity kept in paper-based form. the
requirement of a writing was considered to be synonymous with the requirement
of a paper-based document or other record. However, with the development of
computers and computer-to-computer teletransmission of documents. the purpose
lying behind a legal requirement that there be a document or other record may
as well be satisfied by the existence of a computer record.

28/ The ECE/UNCTAD Working Party on Facilitation of International Trade
Procedures, in its Recommendation No. 14. adopted at its ninth session in
March 1979,

"Recommends to Governments and international organizations responsible
for relevant intergovernmental agreements to study national and
international texts which embody requirements for signature on documents.
needed in international trade and to give consideration to amending such
provision$.where necessary. so that the information which the documents
contain may be prepared and transmitted by electronic or other automatic
means of data transfer, and the requirement of a signature may be met by
authentication guaranteed by the means used in the transmission; and

Recommends to all organizations concerned with the facilitation of
international trade proeedures to examine current commercial documents,
to identify those where signature could safely be eliminated and to mount
an extensive programme of education and training in order to introduce
the necesssary changes in commercial practices." (ECE Document
TRADE/WP.4/INF.63; UNCTAD document TD/B/FAL/INF.63)
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A. Evidence

60. As noted in Part 11 of this report. in most legal systems there are no
major obstacles to the use of computer records as evidence. Therefore. where
a document is required primarily to facilitate subsequent proof of the
existence of the transaction and its terms, a document in computer-readable
form would often be sufficient.

61. Where the document is of a nature that it can be stored only in the
computer of one of the parties. a paper-based copy or receipt may be
desirable. :. Such a receipt is requir,ed. for example. by Montrea~ Protocol No.
4 (1975) to amend t.he Convention for the unification of certain Rules relating
to Interna~ionlll Carriage by Air ,(Warsaw 1929) t article 5(2) .wlt!ch provides
that if t inplace',of issuing an air waybill. the carrier has use~ another
means which:t'would .preserve a record of the carriage to be perf()med. "the
carrier sh••l •. if so requested by the consignor. deliver to the~onsignor a
receipt for\'t:.hecargo permitting identification of the consignment and access
to the infQrmation contained in the record preserved by such other means."
However. a receipt may not always be necessary. Many states do not require a
bank to issue a receipt to a customer using an automatic cash dispenser or
automatic teller machine on the grounds that the records of a bank can be
expected to be accurate in this regard and the cost of furnishing a paper
receipt would be excessive.

B. Awareness of consequences

62. Creation of a document to consummate a transaction may make the parties
more aware of the legal and economic consequences of their act by causing them
to be more specific about the transaction than they otherwise would be. Oral
agreements or agree~ents arising out of conduct of the parties may be
ambiguous as to whether one or both parHes intended to enter into.an.- .. - ... -- - - ..
agreement and whether they understood the terms of that agreement.
Nevertheless, many agreements of this type are enforced, although ofher
agreements require the creation of a document or a contemporaneous'
confirmation of the transaction in documentary form.

63. The form which a document should take to fulfill this function would seem
to be of little importance as long as the actions required of the parties
create an awareness that legal consequences will arise out of those actions.
The sending of a computer-to-computer message is as likely to bring about such
awareness as is the sending of a letter or a telex, even though the
computer-to-computer.message does not necessarily result in a paper print-out
at either the point of sending or the destination. Similarly, the
authorization of a funds transfer by inserting a magnetic stripe or
microprocessor card into a bank terminal and entering a personal
identification number (PIN) or a password would necessarily make the
transferor aware that legal consequences will follow from those acts.

C. Third party reliance

64. Some of the most important commercial documents are specifically designed
for the reliance of third parties on them. Such documents include negotiable
instruments and'documents of title, inspection and weight certificates and
airline passenger tickets authorizing passage on more than one carrier.



Because of the wide variety of such documents
generalize as to the extent to which they are required byI8w.,~tmay be the
case that they are largely required by commercial parties for eoiRmercial
reasons or, if required by law, they are required in order to permit the State
to verify the details of the transaction for purposes of taxation, import
controls, exchange control or for other regulatory reasons. Undoubtedly,
however, the use of some documents of this type is required by law for the
protection of third parties.

65. In regard to a number of transactions which traditionally called for the
use of documents on which third parties could rely, satisfactorJ'electronic
substitutes have been devised. Where the use of such document. bad not been
required, the new procedures could be institutedwithoutchange'iin the law.
Therefore ,eheques and paper-based payment order,s havebeenr~',~cedby
electronic funds transfers and in some trades"bUls of ladlng':~.ire been
replaced by sea waybills or electr,onlca1ly transmittedshipplng.lNlocuments. all
without legislative activity. However, in some states where th.ilaw required
the issuance of paper-based share certificates t· bonds andother"Jnvestalent
securities, their replacement by electronic registers required a(sthorizing
legislation,~, 291

i
66. In regard to a number of other transactions, satisfactory electronic
procedures have not as yet been devised. The most frequently mentioned
example is that, to date, it is not possible to effect a letter of credit
transaction without accompanying paper document.ation.· However, Ilssolutions
are found t.o the existing technical and commercial problems in respect. of
these transactions, legal provisions requiring the use of documents in
paper-based form on which third parties can rely may become unnecessary.

D. Subseguentaudit

67. All countries require enterprises to maintain certain records and the
supporting documentation for the purpose of permitting a subsequent audit of
the activities of the enterprise. In a few cases the subsequent. audit may be
performed by private parties with an interest in the matter, such as
shareholders of an enterprise who may have a right to have the conduct of the
management audited. In most cases the subsequent audit is undertaken by the
state for purposes of taxation or to verify conformity with various regulatory
controls.

68. It appears from the replies to the questionnaire that most rules on the
form in which records must be maintained by enterprises concern chronological
and summary records. 301 The traditional legal rules as to required
accounting practices may include such matters as that the pages must be bound

291 In reply to question 8, Finland indicated that according to a
provision i~ the Limited Companies Act, the stock register as well as the
shareholders' register may be compiled through automatic data processing or
other means.

301 Annex, question 8.
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together states with rules such as these which clearly
required a paper-based form have had to change those rules by legislative or
administrative action in order for enterprises to maintain their records on
computers. 32/ Where such action has not been taken, the specified records of
an enterprise must continue to be maintained on paper. It was not clear from
the replies to the questionnaire to what extent transaction documents are
required to be in paper-based form in order to facilitate later audit. To the
extent they are, the same conclusion would seem to apply.

69. Requi~e.ents that original paper-based documents must be retained for a
certain pettod of time even though they have been microfilmed or: recorded on
computer atllohave as one purpose the possibility of subsequent audit. In
Sweden, thfJ\6.ccountancy Act permits the use of.punched cards, punched tape,
magnetict*pe or 'Other material from which a print-out or microfilm can be
produced, 'ptthese means may not be used for general ledger swninaries or
simultaneo~lyforbothvouchers and books of original entry. 33/

~i, ~;: t '

E. Documents submitted to governments

70. Altho.,h.mostreplies to the questionnaire indicated that there were no
general legalru.lesprohibiting the administration from accepting data or
documents in computer-readable form, it appears that at .present in no state
are a wide range of computer-readable documents submitted to the
governments. 34/ The most commonly reported were tax declarations of various
types, including goods declarations to the customs authorities.

71. It is likely that so few computer-readable documents are accepted by
governments fori a combination of an administrative and legal reasons. In
order to transmit any document in computer-readable form from one entity to
another either by physical exchange o_f _computer memory devices or by - -- - .~. .

li/ "The records [cash book, daily ledger, account ledger, general
ledger, financial statement ledger] are to be maintained in a proper
and clear manner. The records are to be bound or stitched and the
pages or the leaves must be accurately numbered before the records
are taken into use. Leaves must not be removed from bound or
stitched books. The recording of the records must take place in a
lastirlgmanner. What has been recorded must not be crossed out or
hi any other way made unreadable." (Extract from Norway, "The
Accou~ting Act", Act. No. 35, 13 May 1977, art. 6, English
tra.ns~ation included in Norwegian reply to questionnaire.)

32/ Pursuant to the Accounting Act, regulations have been issued in
Norway regarding the replacement of traditional records and vouchers by
computer-readable ones. Several other replies also indicated that relevant
legislatiol)had,lbeen amended to provide specifically for keeping business
records in computer-readable form.

33/ Reply of Sweden to question 8.

34/ Annex~ questions 10 and 11; also see CCC document no. 31.678, cited
in footnote 5, above.
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telecommunications, both parties must have compatible equipmenbcapableof
sending and receiving data in that form. Therefore, until the ministry
concerned has acquired the necessary equipment and established the necessary
procedures, it will continue to require that documents are submitted to it in
paper-based form. This problem is particularly significant where the document
must be received and acted upon in decentralized locations, such as customs
entry points.

72. There appear to be a number of laws or regulations requiring specific
documents ~o be in paper-based form. 35/ Although these laws a~~ regulations
could presumably be easily amended, any ministry contemp1atingtlle acceptance
of documents in computer-readable form fromenterprlseswill wisll to be
assured that the change in procedures will create no new legal problems. The
potential legal problems are essentially the same as those facedl,by
enterprises in their dealings with one another, i.e. that the r6\e::ordas
received bl the administration and stored in its computerwUlf>.~> accepted in
case of dispute as a faithful record of the documents transmitted to it by the
enterprise and that, in case of difficulties, the authentication of the
e1ectroniciinessage to it from the enterprise will be legally sufficient to
establish responsibility.

~, ,
V. LEGAL VALUE OF COMPUTER RECORDS IN INTERNATIONAL,TRADE

73. The replies to the questionnaire show that countries on all continents
and at every level of economic development have made changes in their law to
give increased legal security to computer records. Although these changes in
the law concern primarily domestic transactions, the prob1em,0f'legal security
of computer records is of special importance in international trade.

14. The export and import of goods require a large number of documents.
While the figures vary from one State to another, and to some extent on the
type of goods and financing of the transaction, it is not unusual for an
exporter to prepare over 100 different documents for each shipment-. These
documents must be prepared accurately and promptly so that neither the
shipment nor payment is delayed. Furthermore, since some of the documents
required for the import of the goods must be prepared in the country of
export, there is a great interest in being able to use modern means of
telecommunication to eliminate the delays inherent in the sending of
paper-based documents through the mails.

A. Computer records as evidence

75. It appears from the replies to the questionnaire that the rules of
evidence regarding computer records should not be a major obstacle to the use
of computers or to the development of domestic or international
computer-to~computer transmission of data or documents. Almost all of the
countries that replied to the questionnaire appeared to have legal rules which
were at least adequate to permit the use of computer records as evidence and
to permit the court to make the evaluation necessary to determine the proper

~/ Several of the replies to.the questionnaire indicated the existence
of such rules. Annex, question 11.



weighttoe given to the-data or document. The most important differences in
the rules reflect differences in the law of evidence which are also applicable
to paper-based documents but which have caused no noticeable harm to the
development of international trade.

76. Nevertheless, evidentiary questions are of legitimate concern. In a very
few states computer records cannot be used as evidence. In at least one state
there is doubt whether a message stored in one computer which has been
received ft6m another computer in computer-readable form can be used as
evidence. 'Other obstacles to the use of computer records as evidence exist as
a result ofthepatticu1ar words of the relevant legislation or because of
technologiei1developments.

<--~fiji' '.n . Furtht~re.'" and perhaps of greater importance, there is acwidely felt
sense of i4"curity over the perceived inadequacies in the law gpverning the
use of com"~'~irecordsasevidence. This sense of insecurity may be in its
own right 4.. inhibition to the development of new patterns of trade
documentat~C)nbasedon computers.

"
78. There(9~e.-it appears of greatest importance that there be an assurance
that recor4s from well-managed systems, including those using the most
advanced techno1Qgy, will be acceptable as evidence in courts. However, to
obtain such assurance it seems-neither advisable nor necessary to attempt to
unify the rules of evidence regarding the use of computer records in
international .trade. The princi.pal reasons are that the existence of
traditional differences among systems of adjudication, to which the rules of
evidence are closely tied, do not allow for a single approach and that the
experience in regard to the rules of evidence as they apply to the paper-based
system of documentation has shown that substantial differences in the rules
themselves have caused no noticeable harm to the development cf ~nter~atlonal-­

trade.

B. Authentication -andrecjuireinenf of a writing

79. A more serious legal obstacle to the use of computers and
computer-to..,.computer telecommunications in international trade arises out of
requirements that documents be signed or that documents be in paper-based
form.

80. Because of the central role of the customs services in the import and
export of goods~ it is particularly significant that several of them are
currently prepared to accept goods declarations in computer-readable form and
that several ot~ers have plans to begin accepting declarations in that form in
the near future~ This development may-encourage other administrative services
to do likewise. leading to a general relaxation of legal requirements that
documents must be in writing or manually signed.
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CONCLUSION

81. On the basis of the foregoing. the Commission may wish to conclude that
the developments in the use of automatic data processing in international
trade have reached such a stage as to justify a concerted international call
to Governments to adapt their legal systems in the light of these new
developments.

82. Should the commission so agree, it may wish to consider adopting a
recommendation on the basis of the following draft text:

"The United Nations Commission on International Trade Law,

Noting that the use of automatic data processing (ADP) is
already firmly established throughout the world in many phases
of domestic and international trade as well as in
administrative services,

Noting also that legal rules based upon pre-ADP
paper-based means of documenting international trade may create
an obstacle to such use of ADP in that they lead to legal
insecurity or impede the efficient use of ADP where its use is
otherwise justified,

Noting further with appreciation the efforts of the
Council of Europe, the Customs Co-operation Council and the
united Nations Economic Commission for Europe to overcome
obstacles to the use of ADP in international trade arising out
of these legal rules,

Considering at the same time that there is no need for a
unification of the rules of evidence regarding the use of
computer records in international trade, in view of the
experience showing that substantial differences in the rules of
evidence as they apply to the paper-based system of
documentation have caused so far no noticeable harm to the
development of international trade,

Considering also that the developments in the use of ADP
are creating a need in many legal systems for an adaptation of
existing legal rules to these developments, having due regard,
however, to the need to encourage the employment of such ADP
means that would provide the same or greater reliability as
paper-based documentation,
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1. Recommends to Governments:

(a) to review the legal rules affecting the use of
computer records as evidence in litigation in order to
eliminate unnecessary obstacles to their admission, to be
assured that the rules are consistent with developments in
technology, and to provide appropriate means for a court to
evaluate the credibility of the data contained in those records;

(b) to review legal requirements that certain trade
transactions or trade related documents be in writing, whether
the written form is a condition to the enforceability or to the
validity of the transaction or document, with a view to
permitting, ~ere appropriate, the transaction or document to
be recorded and transmitted in computer-readable form;

(c) to review legal requirements pf a handwritten
signature or other paper-based method of authentication on
trade related documents with a view to permitting, where
appropriate, the use of electronic means of authentication;

(d) to review legal requirements that documents for
submission to governments be in writing and manually signed
with a view to permUting such 'documents -to be submitted in
computer-readable form to those administrative services which
have acquired the necessary equipment and established the
necessary procedures;

2. Recommends to international organizations elaborating
legal texts related to trade to take account of the present
Recommendation in adopting such texts and, where appropriate,
to consider modifying existing legaltext.s in line with the
present Recommendation."
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ANALYTICAL SUHHARY OF REPLIES TO UNCITRAL QUESTIONNAIRE
ON USE OF COMPUTER-READABLE DATA AS EVIDENCE

IN COURT PROCEEDINGS

Replies to the questionnaire were received from the following states:
Australia,Austria, Burma, Canada, Chile, Colombia, Czechoslovakia, Denmark,
Dominican Republic, Finland, Germany, Federal Republic of, Honduras, Hungary,
Iraq, Japan; Luxembourg, Mexico, Nigeria, Norway, Philippines, Portugal,
Senegal, S.~den, Tonga, United Kingdom of Great Britain and Northern Ireland,
United states of America, Venezuela, Yugoslavia, Zambia (29 replies).

Use of computer-readable data in court proceedings

A. Records stored in computer-readable form

Question 1

Can a record of a transaction which is or has been stored in a computer
or in a computer-readable form (e.g. magnetic tape, disk or the like) be
admitted in evidence in civil, criminal and administrative court
proceeding~? If the courts in your country generally admit in evidence­
all data deemed to be relevant to the dispute, leaving it to-the ftnder­
of fact (judges or jury) to weigh its significance, please answer this
question by so stating.

Summary of replies

The replies of many States show that their law of evidence is based on a
general principle according to which all relevant data, regardless of its
form, is admissible in evidence and, therefore, there is no obstacle to the
introduction in evidence of a record which is or has been stored in a computer
or in • computer-readable form. In these legal systems it is left to the
court to freely weigh the credibility of computer records in the light of all
circumstances (Austria, Colombia, Czechoslovakia, Denmark, Finland, Germany,
Federal Republic of, Honduras, Japan, Mexico, Norway, Portugal, Sweden,
Yugoslavia, Zambia). However, some of these replies note that a computer
record, where it reproduces the content of a document, may be regarded as a
copy with the consequence that the court may require the production of the
document on the ground that it is more reliable evidence (Austria, Finland,
Sweden).

According to other replies, characteristic for legal systems of the common law
tradition, computer records are admissible under the condition that certain
foundation facts are established. These foundation facts are generally
related to the method and equipment used in the preparation of the computer
record and should show preliminarily that the record may be credible
(Australia (some jurisdictions), Philippines, United Kingdom, United States),
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although in some legal systems it maybe sufficient show computer
records were maintained in the usual or ordinary course of business (Australia
(some jurisdictions), Canada). (Conditions for the admissibility of computer
records are dealt with under question 4, below). The provisions on weight of
computer records as contained in some of the common law rules of evidence
(Australia, United Kingdom) indicate that a computer record admitted in
evidence is weighed by the common law court or jury basically in the same way
as in the legal systems where in principle all evidence is admitted.

The third group of replies is from the states where the evidentiary rules
contain an exhaustive list of acceptable evidence and, since computer records
are not dealt with in these rules, a computer record is considered either as
not admissible (Burma, Chile, Dominican Republic) or not acceptable as an
independent: evidence, i.e. a computer record canonl,bereliedupon in
connection with other admissible evidence (Lux_bourS, Senegal,Venezuela).
However, in some 01 these states there are no restrictions as to· the
admissibility of evidence, including computer storedevidence,ln commercial
cases (Luxe.bourg, .Senegal), in civil cases in which the. value of the disputed
subject-matter does not exceed the amount fixed by statute (Luxembourg,
Senegal, Venezuela), or in criminal cases (Luxembourg, Senegal,.lTenezuela).

Several replies indicated that reforms in the law relative to. the use of
computer records as evidence were under active consideration (Chile, Germany,
Federal Republic of, Hungary, Luxembourg, United Kingdom)._"

Question 2

If the court would accept as evidence a record ofa transaction which is
or has been stored in computer-readable .£om.. -would ·the court accept the
record in computer-readable ..fomol!-would·itrequire a print-out or other
human-readable output medium?

Summary of replies

According to some replies, for a computer record to be acceptable in evidence
it is required that it be presented to the court in a print-out or other
human-readable output medium (Denmark, Philippines, Senegal, Sweden, United
Kingdom, Zambia). According to other replies, the way of presenting a
computer record to the court may be more flexible. While in some legal
systems the interpretation is that the court might be willing to accept a
record in computer-readable form provided that it can be made understandable
to the court (Austria, Canada, Colombia, Czechoslovakia, Honduras, Hexico,
Norway, Portugal, Tonga, United States), there are legal systems which
expressly permit a record to be presented to the court by a video display unit
or in other form that can be understood by sight (Australia (some
jurisdictions), Finland, Germany, Federal Republic of).

Question 3

If the court required a print-out or other human-readable output medium,
would it accept a print-out produced for the purposes of the court
proceedings or would it require~ print-out produced at the time the
computer record of the transaction was created?



Summary of replies

It appears that in the states which replied to the question there are no
explicit provisions on the time at which a print-out must have been made and
that the replies are based on an interpretation of rules of evidence. Under
two replies the print-out should have been made at the time the record was
created (Philippines (for import goods declarations), Zambia). Under other
replies the court will not necessarily refuse to accept a computer print-out
only because it has been produced some time after the record has been created
or because it has been produced for the purposes of the court proceedings
(Australia,'Canada, Colombia, Czechoslovakia, Denmark, Finland, Germany,
Federal Republic of, Honduras, Japan. Mexico. Norway. Sweden. Tonga, United
Kingdom. United States). Some of these latter replies point out'that the time
of the malti~gofacomputerprint-out influences the evidential weight to be
given to it:' and that the court may require the submission of an~arlier

print-out if it exists or it may require the party to establish t.hat the
presented print-out corresponds to the original computer record, i.e. that tbe
computer-readable record has not been altered after it was creat~d (Canada,
Finland, Germany, Federal Republic of. Senegal, Sweden).

Question 4

What conditions would have to be satisfied prior to the admissibility in
evidence of a record stored in computer-readable form or, if, all relevant
data is admissible in your country, to assure that it was treated by the
court as having equivalent weight to similar data submitted in written
form?

Summary of replies

Legal systems which indicate in their replies that all relevant data is
admissible in evidence do not providecondiUons for a computerre~ord- to have
equivalent weight to similar data submitted in documentary form. It is left
to the court to evaluate the weight of the computer record depending upon all
eircumstancesof the ease (Austria, Colombia, Czechoslovakia, Denmark, '
Finland, Germany. Federal Republic of. Honduras. Japan, Mexico, Norway,
Sweden, Yugoslavia). The same appears to apply for the cases where computer
records are admissible by way of exception (Luxembourg, Senegal. Venezuela).

In legal systems where rules like the "hearsay evidence" rule limit the
admissibility in evidence of a computer record. conditions were laid down
under which the record would be admissible. These legal conditions could be
summarized as dealing with the following issues: (a) the expectation that the
computing equipment was functioning properly. (b) the time and tbe reliability
of tbe method of making computer entries and (c) tbe sources of information on
the basis of whicb the computer record was made (Australia (some
jurisdictions), Philippines. United Kingdom. united States). Ina few common
law legal systems business records kept on computers are normally admitted in
evidence and the above mentioned conditions are used to determinetbe weigbt
of tbe evidence (Australia (some jurisdictions), Canada (unsettl~d as to
conditions for admission».
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Question 5(a)

Do the courts in any circumstances accept an authentication of a
computer-readable record where the authentication is in electronic form?

Summary of replies

In many legal systems authentication in electronic form would be
acceptable (Austria, Czechoslovakia, Denmark, Finland, Honduras, Mexico,
Norway, Sweden, united States, Zambia). This position is based either on
legal rules 'dealing with authentication bJ means other than a handwritten
signature or, more frequently, on an interpretation of the rules giving
discretion to the court in admitting and assessing evidence. However, in some
of these legal systems the electronic authenUeationwould be acceptable only
if legal rules do.not require a written doeument·for tbetransaction (Austria,
Denmark, Finland, Norway). For other legal.systems it appears that the courts
would not accept an electronic authenticationlnanyeircumstances(Colombia,
Germany, Fec;teral Republic of, United Kingdom).. There is also a. flexible
approach according to which an authentication is accepted in such form as the
court may approve and this may also include the authentication in electronic
form (Australia).

Question 5(b)

If a "signature" is required by statute or other legal rule, would the
courts accept a "signature" made in electronic form or would they require
the signature to be on paper?

Summary of replies

If a signature is required by statute or other legal rule, many replies
indicate that only a paper~based authentication meets tharequirement
(Austria, Chile, Colombia, Czechoslovakia, Denmark, Germany, Feder-a1 Republic
of, Finland, Japan, Luxembourg, Norway, Tonga, united Kingdom) and, as
stressed by some of these replies, the only acceptable authentication is a
handwritten. signature (Austria, Finland, Honduras, Senegal). Under other
replies a "signature" in electronic form may be accepted as a substitute for a
paper-based authentication (Mexico, Sweden, united States, Zambia).

B. Records transmitted in computer-readable form

Question 6

If the data was entered and originally processed on the computer of one
firm and subsequently transmitted to the computer of a second firm in
computer-readable form (i.e. by teletransmlssionof the data or by manual
transfer of a magnetic tape or other similar data carrier), would the data
as stored in the computer of the second firm be less acceptable as
evidence than the data as stored in the computer of the first firm?



Summary of replies

According to most replies, the sole fact that data has been transmitted,
either by teletransmission or by manual transfer of a data carrier, does not
make the data as stored in the computer of the second firm less acceptable
than the data as stored in the computer of the first firm (Austria, Colombia,
Czechoslovakia, Denmark, Finland, Germany, Federal Republic of, Honduras,
Japan, Mexico, Norway, Philippines, Senegal, Sweden). However, some of these
replies point out that the evidential weight of the data stored in the
computer of the second firm would depend on the circumstances of the case such
as the extent of precautionary measures taken against the risk. of alteration
of data during transmission.

With regard'.to the common law legal systems where computer records are made
admissible'6)' specific rules, according to one reply a computer-record
received from a computer of another firm would probably not be admissible
(United Kingdom)• Other replies show that a transmission of data does not
necessarily affect the admissibility of the record received in such a way
(Australia.,Canada, Zambia). According to these latter replies, a computer
record received from a computer of another firm can be made admissible in
different w~ys. For example, the record may be admissible if it is treated as
a copy and meets the conditions for the admissibility of copies ,(e.g. that it
is not possible or reasonably practicable to produce the original record or by
leave of court) or if it is shown th~t the data was transmitted in the
ordinary cou~se of business or if the computers between which the transmission
was effected are treated as one computing system.

Question 7

Would any conditions additional to those called for in question 4-be
required to be met?

Summary of replies

Provided that the proponent establishes the integrity of the process of
transmission, legal systems do not require any additional conditions to be met
(Australia, Austria, Canada, Czechoslovakia, Denmark, Finland, Genaaay,
Federal Republic of, Honduras, Japan, Mexico, Norway, Philippines, Senegal,
Sweden, Zambia).

C. Business records and submission of required documents

Question 8

Are there any legal rules relevant to commercial activity in general which
would prohibit a commercial firm from keeping all of its records in
computer-readable form? (Such legal rules might include corporation laws
prescribing the nature and form of corporate records or taxation statutes
prescribing the type of records which must be available for audit.)
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Summary of replies

According to some replies there are no rules relevant to commercial activitJ'
in general which would prohibit a commercial firm from keeping all of its
records in computer-readable form (Australia. Austria. Colombia. Honduras.
Japan. Mexico, Tonga. United Kingdom. United states. Zambia). According to
other replies a companJ' has a right to choose the form of its books with the
exception of certain enumerated books or parts of books that are to be kept in
writing (Canada, Denmark,Czechoslovakia, Finland. GermanJ', Federal Republic
of, Portugal, Senegal, Sweden). The exceptions concern. for example. the
annual financial statement (Denmark. Finland. GermanJ', Federal Republic of.
Sweden), minutes of the shareholder's meeting (Finland), records of the
companJ"s .tock (Finland, GermanJ'. Federal Republic of) or simultaneous
keeping of books of original entrJ' and the documentation supporting the ', .
entries (Sweden). . According to two replies, the competent administration mal'
give permi.sion for parts of the business records to be kept in
computer-readable form after being assured of the reliabilitJ' oftbe computing
sJ'stem and of the necessarJ' references between entries and the supporting
documentation (Finland, NorwaJ').

Question 9

If a commercial firm is required to keep certain records in written form,
is the requirement satisfied bJ' a print-out from a record originallJ'
stored in a computer? If so. are there any rules as to the period of time
after the entrJ' of the data into the computer within which the print-out
must be made (Le. must the print-out be made within the same day. week.
month or year)?

Summary of replies

According to some replies the requirement -to keep certain records ~n written,
form is not satisfied by a print-out from a record originally stored in a
computer (Czechoslovakia, Germany, Federal Republic of, Portugal. Senegal).
The ground given in one reply is that data could have been manipulated betore
tbe making of t~e print-out (Senegal). According to other replies a computer
print-out will generally satisfy the requirement, either as such (Norway.
Honduras) or provided that it is signed (Finland).

As to the second part of the question relating to the period of time between
the entry of the data into the computer and the making of the print-out. the
replies indicate either that there are no rules on the point (Finland,
Honduras, Z$mbia) or that the print-out must be made within the period of time
considered to be in conformity with the principles of good accountancy
(Norway). .

Question 10

Does the administration accept any data or documents from commercial
parties in computer-readable form? If so, please indicate some of the
more important categories of data or documents which are so accepted.

'J



Summary of replies

Besides the customs administrations (as reported in document 31.678 of the
Customs Co-operation Council of 10 August 1984), tax and social security
administrations appear to be the most willing to accept certain types of data
in computer-readable form (Canada, Finland, Honduras, Norway, Senegal, united
Kingdom, united States). Such data are related, for example, to declarations
of taxable goods or transactions (Canada, Senegal, Norway) or to social
security contributions (Senegal, united Kingdom). In addition, statistical
data (Canada, Czechoslovakia, Finland) and data relating to certain
transactions, including exports and imports, for the purposes of planning or
pursuing the fulfil1ment of a plan were mentioned (Czechoslovakia).

Question 11

Is the administration prohibited by law from accepting from commercial
partiesE!ome or all data or documents in computer-readable form? If so,
please indi~ate some of the more important categories, especially among
those relevant to international trade.

Summary of replies

According to most replies there are no rules prohibiting the administration
from accepting data or documents from commercial parties in computer-readable
form (Australia, Austria, Canada, Czechoslovakia, Germany, Federal Republic
of, Honduras, Mexico, Senegal, Tonga, United Kingdom, Zambia). other replies,
while indicating that there is no general prohibition for the administration
to accept data in computer-readable form, state that there are cases where the
administration may be prohibited from accepting data in such form (Finland,
Norway, Portugal, united States). The prohibition may be the result of a rule
requiring the commercial party to present a written and signed document
(Finland, Norway, Portugal) or a rule on the protection of privacy of
individuals restricting a commercial party to transfer computer stored data to
third parties including the administration (Norway).


