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Note by the Secretariat

1.  On 28 July 2023, at its fifth substantive session, the open-ended working group
on security of and in the use of information and communications technologies 2021—
2025 considered item 7 of its agenda (A/AC.292/2021/1), “Adoption of annual
progress reports”. The working group adopted its draft report as contained in
document A/AC.292/2023/L.1. It also decided to include in its report the outcome of
its substantive discussions on agenda item 5. The report of the working group,
including the annexed progress report on the discussions on agenda item 5, is
contained in document A/78/265.

2. Pursuant to paragraph 16 of the report of the working group, the Secretariat has
compiled the following compendium of statements in explanation of position, as
received from delegations.*

* Circulated in the languages of submission only and without formal editing. E$E
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Australia

Note: a truncated version of this statement (providing gender statistics) was delivered
orally on 28 July 2023 after adoption of the Annual Progress Report; the full
statement is provided for the record.

Chair,

During this session you asked us to see the forest from the trees in considering the
report. Whilst, from our perspective, there may remain some birch trees to prune and
some weeds to pluck, Australia has considered the Conference Room Paper for
adoption this afternoon in light of your request.

Taking this view, Australia is pleased to join consensus on the 2023 OEWG annual
progress report — a report that once again, is balanced on a knife’s edge. Australia
expresses support for you and your work — and we have taken to heart your
instructions that this Conference Room Paper is the best way forward to reflect the
progress we have made over the past year.

We can see that the Chair and his team has woven together the various strands of our
discussions into something productive, ambitious, and forward looking — you have
indeed listened very carefully to our views. The report is testament to the tenacity of
the Chair, the importance that all governments ascribe to this issue, and the joint
commitment of each delegation to maintain momentum in our discussions.

Australia offers the following non-exhaustive explanation of position in regard to the
report.

As has been the case previously, there were several issues that we hoped would be
included, that are not. Australia would have liked to see the report: further reflect our
in-depth discussions on international law, including international humanitarian law
and international human rights law; provide a record of the significant focus our
conversations have had on implementation of the norms; and reflect the threats
discussed by the group more fulsomely, including the threat of ransomware.

Australia underscores — as reflected in paragraph 32 of the report — that this group
remains undecided on the need for additional legally binding obligations. Australia’s
position, as previously expressed in this forum and the processes that have come
before it, is that international law, including the UN Charter in its entirety, as well as
international humanitarian law and international human rights law, apply to States’
behaviour in cyberspace. We note this Group’s mandate, in addition to the language
reflected at paragraph 23(a) of this report, is to also continue to study, with a view to
promoting common understandings, how international law applies to the use of
information and communications technologies by States.

Before we can embark on whether we need additional legally binding obligations,
each State must be supported through capacity building and provided the time, to
come to their own national position on how international law applies in cyberspace.
It is only after allowing this time, and providing for such capacity building, that we
can consider whether anything more is needed, and how best any gaps, if they exist,
are to be addressed.

Therefore, Chair, Australia’s priority is to continue to reflect on our own national
positions, and continue engaging in dialogue, including through this OEWG process,
but also bilaterally and regionally, on how best to address the existing and potential
threats that are emerging in cyberspace.

Secondly, Chair, Australia regrets that this report, in its description of the
multistakeholder community, does not explicitly refer to civil society. We note that
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the description of the multistakeholder community in this report is non-exhaustive,
but we also observe that the phrase ‘civil society’ has been removed from the final
version of the report. In this regard, Australia underscores the value it sees in the
participation of civil society in this Group’s discussion on how we promote
international peace and security in cyberspace. We greatly valued the statements made
by civil society during the multistakeholder session and in previous sessions, and we
will continue to reflect on those statements, in order to inform our thinking ahead of
upcoming sessions.

There are also many very good things in this report — and I think it’s important not to
just focus on concerns. Australia welcomes the establishment of the global Points of
Contacts (POC) directory, noting it is no mean feat, and Australia is committed to
breathing life into this initiative following adoption of the report.

Australia welcomes the recognition that threats may be experienced differently by
States according to their levels of digitalisation, capacity, ICT security and resilience,
infrastructure and development.

Australia welcomes the additional depth we are slowly and carefully making on
international law — it is heartening to see.

Australia welcomes the references to the 2021 OEWG capacity building principles
and the operationalisation of these principles throughout the report — because
sustainable capacity building is absolutely essential to the further advancement and
implementation of our framework.

Australia also welcomes, with appreciation, the important contribution of the
multi-stakeholder community throughout this process, and recognition in the report
of the importance of further strengthening this collaboration.

We join the expression of gratitude to you and your team for getting us through this
week to adopt a consensus report. Australia will take you up on your offer and submit,
in writing, a full explanation of position. In the interest of time, I will extract only
one point from that statement.

Australia welcomes the references to gender, and to the gender digital divide in
paragraph 8 of the report.

In particular, Australia welcomes the report’s recognition of the high level of
participation by women delegates and the prominence of gender perspectives in the
discussions.

I am delighted to announce that at our session this week 48% of interventions were
made by women. We had even higher numbers of women participating in the
interventions on norms and international law: 51%; and 54% of interventions made
on confidence building measures and capacity building were made by women. This
is a noticeable improvement compared to the OEWG’s hybrid intersessional in May —
where only 27.5% of statements were made by women delegates. But hearteningly,
these numbers are similar to the statistics from the fourth substantive session in
March — where 47% of all interventions were made were by women, and in July last
year — which also reached 48%.

In this regard, Australia recognises in particular the contributions of the Women in
Cyber Fellows: your participation enriches this process and improves our joint
outcome. And I hope, despite the significant journey we have been on this week, you
can all join us for a group photo with the Fellows at the close of our session.

In closing, Australia empathises with those who wanted more from this report. We
hope that you will also empathise with us because Australia, too, wanted more. We
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recognise, however, that this is an annual progress report — it is not the end of our
work.

By supporting consensus today, we add another layer to the foundation, upon which
our future work in this OEWG can build.

Thank you all again, and I wish everyone here, but most particularly the Chair, the
Chair’s team and the Secretariat a full night’s sleep.

Brazil

Mr Chair,

We appreciate your able leadership during the last session of the Open-Ended
Working Group on security of and in the use of information and communications
technologies 2021-2025 (OEWG). As a result of your efforts and compromises from
several delegations, it was possible to have a consensus final document, one that
accommodates diverse views and priorities, as well as competing positions.

We believe that the content of the report broadly reflects the consensus that was
possible for the group to achieve at the time. Thus, we welcome the reaffirmation of
the acquis as laid out in resolution 70/237, which the General Assembly adopted by
consensus.

In this regard, we must acknowledge the cumulative and evolving framework for
responsible State behavior in the use of ICTs and to reiterate that past reports from
the GGE and OEWG remain the basis of our work.

With the aim of contributing to the future work of the OEWG, we would like to
highlight the following:

— Brazil reaffirms that the United Nations Charter is applicable in its entirety and
references to specific articles in the report does not imply otherwise.

— We stress that under international law, sovereignty entails an obligation in its
own right, and is therefore applicable as a standalone rule in the use of ICTs by
States. We recall in this regard the agreed language in several documents since
the 2012-2013 GGE report, which refers to “State sovereignty and international
norms and principles that flow from sovereignty” (para. 27), which is also
present in the 2021 Report (para. 71, b), later endorsed by the UNGA.

— The question of how international law applies to cyberspace cannot be rushed,
nor any can issues be considered closed at this stage, so we welcome the
reference to a non-exhaustive, open list of topics proposed by States for further
discussion under international law.

— The contributions of international legal experts are important reference material,
but do not amount to a substitute for state practice and opinio juris, particularly
in considering how international law applies in the use of ICTs by States.

— Expert briefings to be held during the intersessional period shall present States
with a balanced offer of views, considering not only equitable geographical
representation, but also different geographical legal systems in the world, with
the objective of showcasing different perspectives and doctrinal divergences in
each area of discussion.

This delegation wishes to once more congratulate and express our deepest
appreciation for the hard work of the Chair and of his team.

Thank you.
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Canada

Mr. Chair,

1. Canada thanks you for your tireless work and that of your team and the
Secretariat in bringing us to consensus.

2. My delegation came to this room this morning in a genuine spirit of
compromise, confidence building and consensus. Canada was not fully happy with
the text, there was much that we would have wanted to see changed; however, we also
respected the views of other Member States and understood the need for balance. We
are pleased that we have reached consensus on what remains a substantive, action-
oriented 2nd annual progress report. We are convinced that this report will allow us
to advance our work in the coming year.

3.  However, Canada is deeply concerned, Mr. Chair, that today, we were no longer
in the space of consensus as it was intended within the multilateral system. The
consensus of finding the best possible option to make everyone a little unhappy. The
consensus where we may comprise and accept language in the best interest of the
group as a whole.

4. What we saw today was an example of where we are tipping dangerously
towards a form of consensus that has deadlocked other UN bodies for years. That is
when we see consensus being used as a veto. Consensus being used as a bullying
tactic. This is a very dangerous downward slope that benefits no one, as it risks
blocking all progress in addressing ICTs in the context of international peace and
security within the UN.

5. We hope this trend will not continue over the coming year.

Colombia

Julio 27,2023
Sefior Presidente:

Nos adherimos a las Declaracion pronunciada por México, a nombre de un grupo de
paises de América Latina sobre creacion de capacidades; a la Declaracion
pronunciada por Canada a nombre de un grupo interregional de paises constructores
de confianza; y a la Declaracidon pronunciada por Estonia, a nombre de un grupo de
paises sobre derecho internacional.

En nuestra capacidad nacional, Sefior Presidente, nos unimos al reconocimiento por
su labor y al agradecimiento por sus esfuerzos, y los de su equipo, y por la
presentacion de la version revisada del texto.

Como lo senalé de manera mas elocuente el distinguido delegado de Vietnam, su
liderazgo nos ha permitido tener una discusion fructifera y avanzar en el necesario
didlogo sobre un tema tan importante para la paz y seguridad internacional.

Le reiteramos nuestro apoyo a su gestion y nuestra voluntad de aportar para el logro
de consenso y adoptar nuestro segundo Informe Anual de Avance en la presente
sesion.

Senalado lo anterior, quisiéramos hacer los siguientes comentarios breves:

En lo que se refiere al apartado de amenazas existentes y potenciales, hubiésemos
querido que se conservara la referencia del borrador anterior a la inteligencia artificial
y la computacion cuantica, temas que durante el afio fueron mencionados por
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multiples delegaciones y partes interesadas. Adicionalmente, esperamos que en
futuras sesiones se considere la propuesta del repositorio de amenazas realizada por
Kenia, incluida la posibilidad de contar con la participacion de la sociedad civil en el
mismo.

Con respecto al apartado de reglas, normas y principios, valoramos que se haya
incluido en el parrafo 23b la referencia a la posibilidad de apoyar a paises en
desarrollo en la identificacion de sus infraestructuras criticas.

En lo que corresponde al derecho internacional, como ya lo sefialamos, adherimos
a la intervencién realizada por Estonia a nombre de un grupo de paises y le
agradecemos sefior Presidente por haber tenido en cuenta las propuestas presentadas
en el documento de trabajo de este grupo. Asimismo, quisiéramos destacar que varias
delegaciones, incluida Colombia, manifestaron su apoyo a la propuesta de Alemania
de incorporar la referencia a los derechos humanos en esta seccion, por lo que
agradecemos sea reconsiderada su inclusion.

Sefior Presidente:

En lo que se refiere a la construccion de capacidades, reconocemos y valoramos la
inclusion de acciones y recomendaciones tendientes a este proposito transversal de
este Grupo de Trabajo (OEWG), asi como las referencias sobre los esfuerzos de
construccion de capacidades con enfoque de género.

En relacion con el apartado sobre Medidas de Fomento de la Confianza, mi
delegacion estima que la aprobacion del Directorio Global de Puntos de Contacto sera
una importante contribucion para la promocién de la paz y la seguridad
internacionales, incrementara la transparencia, la predictibilidad y proporcionara la
base para la implementacion de futuras medidas.

Con respecto a la Seccién sobre el Dialogo Institucional Periédico, en ¢l parrafo 56,
al igual que Francia, preferimos el lenguaje contenido en el borrador de Informe
previo.

Por tltimo, sefior Presidente, deseamos resaltar la importancia de mantener el dialogo
que nos permita avanzar en la implementacion del marco de comportamiento
responsable de los Estados en el uso de las TICs acordado, y en la bisqueda de
entendimientos comunes que nos permitan enfrentar cooperativamente los desafios
que enfrentamos en materia de ciberseguridad.

Muchas gracias.
28 Julio, 2023
Sefior Presidente:

Le reiteramos nuestro agradecimiento por sus esfuerzos y su trabajo, por presentarnos
un Reporte Anual de Avance que incorpore, en la medida de lo posible, las diferentes
posiciones y propuestas, entendiendo la complejidad de esta tarea.

Valoramos el listado incluido en el Anexo D. que, como Usted lo sefialo, refleja el
concurso y compromiso que han demostrados todas las delegaciones.

Valoramos su dedicacion y la de su equipo y la Secretaria. Esperamos que este fin de
semana puedan recuperar las horas de suefio que han dedicado a esta labor.

Como lo mencioné la distinguida Embajadora de Costa Rica ayer, lo perfecto puede
obstaculizar lo posible. El texto no es perfecto, porque nada lo es y porque este es un
proceso en construccion, del que este es un paso mas.
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Por supuesto que mi delegacién, como otras, hubiera preferido la inclusion de
lenguaje adicional o algunos cambios. Sin embargo, entendemos que el texto
representa un delicado balance y apoyamos firmemente su adopcion.

Instamos a todas las delegaciones a hacer lo mismo, considerando la importancia de
continuar nuestro didlogo orientado a la accidon, necesario, sobre un tema tan
importante para la paz y seguridad internacionales que, como elocuentemente lo
sefalo el distinguido delegado de Vietnam ayer, nos ha facilitado su liderazgo.

Para terminar, simplemente quisiera recordar que nos encontramos hoy aqui
discutiendo este tema gracias a la iniciativa de Estados que lo pusieron sobre la mesa
e instaron a su consideracion, y que hemos logrado avanzar, en estos 20 afios, en las
deliberaciones sobre el particular, y acordar un marco de comportamiento
responsable, gracias al concurso de todas las delegaciones y a su voluntad de
continuar el didlogo, la comprension de los diferentes puntos de vista y la busqueda
de entendimientos.

Adherimos a lo seflalado por Usted, Sr. Presidente, este Grupo de Trabajo es una
medida de fomento de la confianza, la adopcion de este Informe Anual de Avance es
un reconocimiento a su valor como tal.

Muchas gracias.

Cuba

Sefior Presidente:

Nos sumamos a la declaracion de la delegacion de la Federacion de Rusia en nombre
de un grupo de paises de ideas afines.

Agradecemos sus intensos esfuerzos y los de su equipo para lograr un segundo
informe anual progresivo del Grupo de Trabajo de Composicion Abierta sobre la
seguridad y la utilizacion de las tecnologias de la informacion y la comunicacion.

Creemos firmemente en el valor del GTCA como el Gnico foro que permite la
participacién de todos los Estados para discutir con transparencia y en igualdad de
condiciones sobre la seguridad y el uso de las TIC.

De ahi que nuestra delegacion haya privilegiado el consenso sobre el informe
adoptado, a pesar de que tenia mayores expectativas, en especial para avanzar en el
desarrollo de normas adicionales para el comportamiento responsable de los Estados
en materia de seguridad en el uso de las TIC. Esperamos que en las proximas sesiones
del GTCA podamos observar progresos en este empefio, en cumplimiento del mandato
del Grupo.

Continuaremos trabajando en favor de la elaboracion de un instrumento internacional
juridicamente vinculante amplio, sobre las tecnologias de la informacion y las
comunicaciones en el contexto de la seguridad internacional. A diferencia de normas
de implementacion voluntaria para los Estados, un instrumento vinculante
estableceria obligaciones para atender de manera efectiva los crecientes retos y
amenazas en este ambito. Ello permitiria, igualmente, responder a los vacios legales
existentes.

Insistimos en la necesidad de evitar que, en las proximas sesiones del GTCA, prolifere
la inadecuada importacion de lenguajes provenientes de los informes de los Grupos
de Expertos Gubernamentales de composicion limitada, en especial en relacion con
temas que no gozan de consenso internacional, como lo relativo a la nocion de la
aplicabilidad automatica del Derecho Internacional en el ambito de las TIC, incluido
el Derecho Internacional Humanitario.
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Para prevenir y enfrentar los peligros que entrafia el uso malicioso de las TIC en el
contexto de la seguridad internacional, es esencial la cooperacion mancomunada de
todos los Estados y la creacion de capacidades. Apreciamos que el informe haya
incluido varias iniciativas en este sentido. No obstante, esperamos que pueda
fortalecerse el lenguaje al respecto en futuras sesiones del GTCA, en relacién con
todos los ambitos del mandato del Grupo, para eliminar la brecha digital que tanto
afecta a los paises en desarrollo.

Abogamos por continuar discutiendo sobre el futuro mecanismo de didlogo
institucional periddico bajos los auspicios de las Naciones Unidas, como recomienda
el informe adoptado, sin prejuzgar el resultado de las discusiones, ni privilegiar la
propuesta de Programa de Accion por encima de otras iniciativas nacionales. Dicho
mecanismo debera ser intergubernamental y basado en la toma de decisiones por
consenso.

Reiteramos el compromiso de Cuba con el Grupo de Trabajo de Composicion Abierta
y su disposicion a contribuir a la construccion de consensos sobre los temas bajo su
mandato.

Muchas gracias.

Mr. Chair,

We align ourselves with the statement delivered by the delegation of the Russian
Federation on behalf of a group of like-minded countries.

We appreciate your and your team’s intensive efforts to achieve a second annual
progress report of the Open-Ended Working Group (OEWG) on security of and in the
use of Information and Communication Technologies.

We strongly believe in the value of the OEWG as the only forum that allows the
participation of all States to discuss with transparency and on an equal footing the
security and use of ICTs.

Hence, our delegation has favored consensus on the adopted report, despite the fact
that we had higher expectations, especially to advance in the development of
additional standards for the responsible behavior of States in the area of security in
the use of ICTs. We hope that in the next sessions of the OEWG we can observe
progress in this endeavor, in compliance with the mandate of the Group.

We will continue to work towards the elaboration of a comprehensive international
legally binding instrument on information and communications technologies in the
context of international security. Unlike voluntary implementation standards for
States, a binding instrument would establish obligations to effectively address the
growing challenges and threats in this area. It would also make it possible to address
existing legal gaps.

We insist on the need to avoid the proliferation, in future OEWG sessions, of
inappropriate importation of language from the reports of the limited-membership
Groups of Governmental Experts, especially in relation to issues that do not enjoy
international consensus, such as the notion of the automatic applicability of
international law in the field of ICTs, including international humanitarian law.

To prevent and address the dangers posed by the malicious use of ICTs in the context
of international security, concerted cooperation of all States and capacity building are
essential. We appreciate that the report has included several initiatives in this regard.
However, we hope that language in this regard can be strengthened in future OEWG
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sessions, in relation to all areas of the Group’s mandate, to bridge the digital divide
that so affects developing countries.

We advocate continuing discussions on the future mechanism for regular institutional
dialogue under the auspices of the United Nations, as recommended in the adopted
report, without prejudging the outcome of the discussions or giving priority to the
proposed Program of Action over other national initiatives. Such a mechanism for
regular institutional dialogue must be intergovernmental and based on decision-
making by consensus.

We reiterate Cuba’s commitment to the Open-Ended Working Group and its
willingness to contribute to consensus-building on the issues under its mandate.

I thank you.

El Salvador

El Salvador expresa su agradecimiento al Presidente del Grupo de Trabajo de
Composicion Abierta sobre la seguridad de las tecnologias de la informacion y las
comunicaciones y de su uso (GTCA) y su equipo de trabajo por la habil conduccidon
con la que ha desarrollado la Presidencia del GTCA, mandatado del 2021 al 2025).
Del mismo modo, El Salvador reconoce la valiosa labor de acompafiamiento de la
Oficina de Asuntos de Desarme de las Naciones Unidas durante las sesiones formales
y entre sesiones del Grupo desde sus inicios.

El Salvador ha participado constructivamente en las labores del GTCA, de
conformidad al mandato de la Asamblea General conferido a través de su resolucion
75/240. Durante la quinta sesién sustantiva, la delegacion salvadorefia tuvo una
participacion activa en la negociacion del Reporte Anual de Progresos (APR por sus
siglas en inglés), en concordancia con su compromiso con las labores del grupo,
presentando recomendaciones en capacidad nacional y con grupos de paises de ideas
afines en temas de derecho internacional y creacidon de capacidad.

El Salvador considera que el APR, adoptado por consenso en la quinta sesion del
Grupo, es un documento balanceado que recoge los clementos centrales de las
posiciones de los Estados Miembros y plantea una linea clara de accidon para las
sesiones venideras.

Varios de los posicionamientos presentados y defendidos por El Salvador se ven
reflejado en el APR; sin embargo, algunos elementos que fueron apoyados por la
delegacion salvadorefia no fueron abordados en el reporte y sobre los cuales la
delegacion salvadorefia continuara s abogando, con la finalidad de que puedan
seguirse discutiendo dentro del Grupo y, eventualmente, figuren dentro de las
recomendaciones para cada area del mandato del GTCA.

* Sobre amenazas reales y potenciales: El Salvador ha ahondado sobre como las
tecnologias emergentes pueden representar, en si mismas, nuevos vectores de
ataque y crear nuevas vulnerabilidades, se aprecian las menciones a la necesidad
de proteger infraestructuras criticas (CI) e infraestructuras criticas de
informacion (CII) de ataques maliciosos, particularmente aquellas que proveen
servicios esenciales. La mencion especifica de explotacion de vulnerabilidades
en el ambiente de tecnologias de la informacién y las comunicaciones (TIC), la
amenaza a la integridad de las cadenas de suministros y la utilizacion de
software malicioso como el ransomware son notorias. Sin embargo, es necesario
seguir ampliando los efectos disruptivos de estas amenazas en su relacion con
la paz y seguridad internacional. Particularmente en el caso de ransomware,
ahondar en las ramificaciones de la utilizacion de este tipo de malware cuando
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se paralizan las funciones gubernamentales y cuando se cruza el umbral
internacional de paz y seguridad.

Inteligencia Artificial: es necesario que se sigan discutiendo los retos
asociados con los desarrollos tecnoldgicos derivados de los saltos cualitativos
de usos de la inteligencia artificial (IA) y la computacion cuantica. Discusiones
sustantivas fueron sostenidas en las sesiones previas del grupo, las cuales no
quedaron debidamente reflejadas en el APR. El Salvador ha ampliado sobre 1A
generativa y la necesidad tener discusiones profundas sobre la posible
regulacion y/o prohibiciéon de algunos usos especificos de aplicaciones y
capacidades de la IA. Adicionalmente, es necesario dar mayor atencién a los
retos que plantean las tecnologias de doble uso, incluidos los modelos de 1A,
para capitalizar las oportunidades sin amenazar la paz y seguridad internacional.

Sobre derecho internacional: se reconoce como central la naturaleza evolutiva
y progresiva de las discusiones del GTCA en el marco del comportamiento
responsable de los Estados en el ciberespacio. El Salvador ha reafirmado coémo
el derecho internacional, en particular la Carta de las Naciones Unidas, es
aplicable y esencial para mantener la paz, seguridad, estabilidad y promover un
ambiente de TIC seguro, accesible y pacifico. En esa linea y siguiendo las
recomendaciones del Grupo de identificar areas de convergencia, El Salvador,
junto con Australia, Estonia, Colombia y Uruguay, trabajé lenguaje de
convergencia sobre derecho internacional. Se estima que las menciones
especificas al Articulo 33 de la Carta y Capitulo VI sobre arreglo pacifico de
controversias deben seguirse ampliando en las proximas sesiones para aterrizar
en concepciones comunes sobre como se aplican en el ciberespacio.

Sobre medidas de fomento de la confianza: El Salvador apoya las referencias
al establecimiento de un directorio global intergubernamental de puntos de
contacto, que se construira en base a experiencias regionales. Se estima que esta
es una iniciativa orientada a la accion resultado de las labores del GTCA.

La creacion de capacidades: es un elemento transversal en las labores del
GTCA y El Salvador — junto a un grupo de paises de América Latina y el
Caribe — apoya las referencias relacionadas en el documento. En capacidad
nacional, El Salvador ha sefialado que el fomento de capacidades debe tener en
cuenta las cuestiones de género y una visidn mas amplia relacionada con la
reduccion de la brecha digital.

Sobre el dialogo regular institucional: El Salvador reconoce como se ha
enmarcado la propuesta del establecimiento del Programa de Accion (POA) para
avanzar en el comportamiento responsable de los Estados en el uso de TICs en
el contexto de la seguridad internacional y como se relaciona esta iniciativa con
el Grupo de Trabajo. El Salvador es uno de los promotores de esta iniciativa y
retoma las recomendaciones de seguir intercambiando visiones, con el objetivo
de generar mecanismo Unico para continuar desarrollando la normativa de
comportamiento responsable de los Estados en el ciberespacio en el marco de
las Naciones Unidas.

El Salvador expresses its gratitude to the Chair of the Open-ended Working Group on
the Security of Information and Communication Technologies and their use (OEWG)
and his team for the skillful leadership with which he has carried out the
Chairmanship of the OEWG, mandated from 2021 to 2025.) Likewise, El Salvador
recognizes the valuable work of the United Nations Office for Disarmament Affairs
in accompanying the Group during the formal and intersessional sessions of the Group
since its beginning.

11/25



A/AC.292/2023/INF/5

12/25

El Salvador has participated constructively in the work of the OEWG, in accordance
with the mandate conferred by General Assembly resolution 75/240. During the fifth
substantive session, the Salvadoran delegation participated actively in the negotiation
of the Annual Progress Report (APR), in keeping with its commitment to the work of
the group, presenting recommendations in national capacity and with groups of like-
minded countries on issues of international law and capacity building.

El Salvador considers that the APR, adopted by consensus at the fifth session of the
Group, is a balanced document that reflects the central elements of the positions of
the Member States and sets out a clear line of action for future sessions.

Several of the positions presented and defended by El Salvador are reflected in the
APR; however, some elements that were supported by the Salvadoran delegation were
not addressed in the report and the Salvadoran delegation will continue to advocate
for them, so that they can continue to be discussed within the Group and eventually
be included in the recommendations for each area of the OEWG’s mandate.

* On actual and potential threats: El Salvador has deepened into how emerging
technologies can represent, in themselves, new vectors of attack and create new
vulnerabilities. The need to protect critical infrastructures (CI) and critical
information infrastructures (CII) from malicious attacks, particularly those that
provide essential services, is mentioned. The specific mention of exploitation of
vulnerabilities in the information and communications technology (ICT)
environment, the threat to the integrity of supply chains and the use of malicious
software such as ransomware are notorious. However, the disruptive effects of
these threats as they relate to international peace and security need to be further
amplified. Particularly in the case of ransomware, to deepen into the
ramifications of using this type of malware when government functions are
paralyzed and when the international threshold of peace and security is crossed.

Artificial Intelligence: further discussion is needed on the challenges
associated with technological developments arising from the qualitative leaps
in the uses of artificial intelligence (AI) and quantum computing. Substantive
discussions were held in the previous sessions of the group, which were not duly
reflected in the APR. El Salvador has expanded on generative Al and the need
to have in-depth discussions on the possible regulation and/or prohibition of
some specific uses of Al applications and capabilities. Additionally, more
attention needs to be given to the challenges posed by dual-use technologies,
including AI models, to capitalize on opportunities without threatening
international peace and security.

On international law: the evolving and progressive nature of the OEWG
discussions in the framework of the responsible behavior of States in cyberspace
is recognized as central. El Salvador has reaffirmed how international law, in
particular the United Nations Charter, is applicable and essential for maintaining
peace, security, stability and promoting a secure, accessible, and peaceful ICT
environment. Following the Group’s recommendations to identify areas of
convergence, El Salvador, together with Australia, Estonia, Colombia, and
Uruguay, worked on convergence language on international law. The specific
references to Article 33 of the Charter and Chapter VI on the peaceful settlement
of disputes should continue to be expanded in future sessions in order to arrive
at common conceptions of how they apply in cyberspace.

On confidence-building measures: El Salvador supports references to the
establishment of a global intergovernmental directory of points of contacts, to
be built on regional experiences. This is considered an action-oriented initiative
resulting from the work of the OEWG.
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* Capacity building: is a cross-cutting element in the work of the OEWG and El
Salvador — together with a group of Latin American and Caribbean countries —
supports the related references in the document. In national capacity, El
Salvador has pointed out that capacity building should take into account gender
issues and a broader vision related to bridging the digital divide.

* On the regular institutional dialogue: El Salvador recognizes how the
proposal for the establishment of the Program of Action (POA) to advance in
the responsible behavior of the States in the use of ICTs in the context of
international security has been framed and how this initiative is related to the
Working Group. El Salvador is one of the promoters of this initiative and takes
up the recommendations to continue exchanging visions, with the objective of
generating a unique mechanism to continue developing the norms of responsible
behavior of States in cyberspace within the framework of the United Nations.

Ghana

Mr. Chair, thank you for giving me the floor.

2. My delegation would like to thank you and your entire team for putting together
a comprehensive APR for the consideration of member states. We acknowledge that
this is no small feat and, as such, we commend your leadership in steering the affairs
of the OEWG.

Mr. Chair,

3.  Ghana joins its voice to those of other states who welcome the language of
embracing the need to have a high level of participation of female delegation and
ensure gendered perspectives in its discussions as outlined in paragraph 7 of the
document and continue to welcome the inclusion of this text in the document and its
eventual adoption. My delegation also supports calls for the inclusion of energy in
paragraph 12 as part of the list of critical infrastructure proposed by member states.
We believe that the designation and protection of key ClIs is an important component
of cybersecurity development.

Mr Chair,

4.  Ghana would like to propose that the previous text in paragraph 21 of the first
APR calling for the participation of relevant experts to be invited by the OEWG chair,
to have focused discussions on developments in new technology such as quantum
computing and artificial intelligence in order to exchange views and build knowledge
on its potential impact, must be considered and maintained in the revised APR. This
is because an increasing reliance on cloud technology, while neutral, as outlined in
the first APR, could increase vulnerabilities and expand attack vectors.

5. Ghana continues to recognize that the advent of the fourth industrial revolution
and the increasing use of technologies specifically Artificial Intelligence (Al),
Internet of Things (IoT), ubiquitous connectivity, Blockchain Technology, among
others continue to pose risks to international security, despite the significant benefits
they offer. Some of these threats include impersonation, ransomware attacks, online
fraud, online blackmail, unauthorized access, disinformation, cyber bullying among
many others. Thus, Artificial intelligence is currently magnifying the capabilities of
cyber criminals to conduct attacks, and should not be overlooked.

6.  On existing threats, Mr. Chair, Ghana is pleased that the APR has been expanded
to reflect the salient existing and emerging threats and the various forms in which they
take. However, we would have liked to see a text considering the possibility of a threat
repository, namely because this will provide the benefits for member states including;
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Enhanced Situational Awareness which will allow member states gain understanding of
the evolving threat landscape by sharing data on the most recent attack vectors, malware
strains, and techniques utilized by cybercriminals. Additionally, it will aid in Early
Warning and Rapid Response and Cybersecurity Capacity Building through
Information sharing among member states to help bridge the knowledge gap.

7. Ghana recognizes the need to establish a global POC directory and supports the
nomination of national Points of Contact. However, we recommend that this
nomination is done at technical, policy, and diplomatic levels, due the differences in
capacities. Further discussions on the development of such a directory and related
capacity-building initiatives at the OEWG sessions is, therefore important.

8.  Regarding section D on international law, my delegation endorses the proposal
to hold workshops, training courses, and exchanges on best practices at international,
inter-regional, regional, and sub-regional levels. We also acknowledge the valuable
contributions regional organisations can make by sharing their knowledge and
experience in this field. We believe that is essential to draw upon these experiences,
as applicable, to further strengthen efforts to build capacity.

9. To conclude Mr. Chair, Ghana recognizes that the OEWG is a progressive
engagement, and we wish to assure you of our flexibility and support in reaching a
consensus outcome.

I thank you.

Iran (Islamic Republic of)

In the Name of God
Mr. Chair,
Distinguished delegates,

At the outset, I would like to join other colleagues to express our delegation’s sincere
gratitude to you, your team, the secretariat, and all delegates for all the contribution
extended to this multilateral, inclusive, unique, democratic, and historical process on
security and in the use of ICTs.

We appreciate your acknowledgment of our proposals and hope that in future sessions
of the OEWG a proper approach will be led by you Mr. Chair to accommodate all
proposals including ours equally. In accordance with founding Resolution 75/240, the
working method of the group is consensus, and this never entails disregarding views
of even a single member state. This is the meaning of consensus and must be
preserved and promoted. Our distinguished Chair is rightly believing that the OEWG
itself is a confidence-building measure, and we agree with that, however, if concerns
and interests of all member States would not be considered, such needed confidence
and trust as one of the valuable features of the OEWG will gradually be diminished.

To avoid such a situation, we reiterate the necessity of beginning negotiations based
on a rolling text, paragraph by paragraph negotiations, exploring different avenues of
informal diplomacy, and launching fruitful dialogue to cover the gaps and discuss the
differences, all under the direction of the esteemed Chair.

Last but not least, in light of the latest version of the annual report, we align ourselves
with the statement delivered by Russia on behalf of the Like-Minded Group and
furthermore we are obliged to disassociate ourselves from any of APR provisions that
are not consistent with our national policy, laws and regulations as well as our national
values and priorities.

I thank you, Mr. Chair!
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Israel

Mr. Chair,

The Israeli delegation wishes to express its gratitude and commend you personally,
together with your excellent team and the secretariat, for your hard work and
relentless efforts leading us through the OEWG process and especially in crafting this
year’s final annual progress report.

Some of the reservations we have raised during this week remain unanswered, and not
all our concerns were fully addressed in the final version of the report that was just
adopted. However, in the spirit of consensus, wishing to express positive will, and in
light of the constructive cooperation shown during the last few days by so many
delegations, Israel joined the consensus and supported this report. We can assure you
that the Israeli delegation remains committed, as you, to work with other states and to
continue to present a constructive approach and advance the dialogue in the OEWG.

This being said, it is very important for us at this point to raise and clarify our
positions regarding few key elements:

As for paragraph 19 — we recognize that this paragraph is based on agreed language
taken from paragraph 17 of the OEWG 2021 and from last year’s APR. However, in
our view it needs to be noted that voluntary norms, international law and CBMs, from
a legal standpoint, are not on an equal footing and cannot, strictly speaking, be all
characterized as “obligations”. Two of them, norms and CBMs, are voluntary
measures. We believe that the text should reflect this fundamental difference in legal
standing. We therefore suggest that in future references the word “obligations” would
not be used in connection to all three categories.

As per section C paragraph 23h — We wish to clarify and reiterate that while some
states hold the view that further development of norms and the implementation of
existing norms could take place in parallel, Israel’s position is that it would be more
conducive to reach higher levels of implementation of existing norms before moving
to developing additional ones. As things currently stand, there is a lack of certainty
as to the manner in which existing norms are being implemented and interpreted. The
2015 GGE norms are voluntary and nonbinding, and do not detract from or extend
beyond international law. They are meant to signal expectations of the international
community regarding appropriate state behavior, and from what we have seen thus
far, their implementation has been at best uneven. Before embarking on a project of
developing new norms, it would be more appropriate, in Israel’s view, to focus on
those norms that currently exist, to assess whether and how they are being understood
and applied, ensuring that there exists a common language when referring to these
norms. Once this is done, we as a community can begin to consider if there are any
gaps or a need to clarify, enhance or even to reconsider the original norms. Only then
we can assess whether there exists a need for additional norms.

As per section D paragraph 30 d — with regards to the reference made to the principle
in the UN Charter of non-intervention, we suggested aligning the text with the
language previously used during the OEWG and deleting the words “directly or
indirectly” which in our view may create, in the context of cyberspace, more questions
than clarity. In our view, the APR should refrain from introducing interpretative
elements to the enumerated principles.

Furthermore, regarding paragraph 32 — we would like to emphasize that this
paragraph reflects deep disagreement within the members of the OEWG and the
notion of elaborating additional binding obligations is far from being agreed. As we
and many others have stated, at this point in time, there is no consensus over the need
to develop additional legally binding obligations and therefore such elaboration is
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neither necessary nor appropriate. This passing year has demonstrated the heightened
risks and threats associated with cyber, as well as the clear responsibility of
governments to provide security to their citizens and safeguard national interests. This
requires cautious application of time proven principles, confidence building
measures, inter-State cooperation, and capacity building. As we have stated in the
past, Israel stands ready to share its know-how, further develop bilateral and
multilateral collaborations, and take other pragmatic steps to improve cybersecurity
across the globe.

Finally, Mr. Chair regarding section E on the regular institutional dialogue, we wish
to reiterate and clarify our position on the issue of consensus in this context.
Throughout this process we have persistently made clear that it is imperative that all
decisions in a regular Institutional dialogue, whether in the context of the PoA or any
other mechanism be made be based on consensus, applied both to the negotiation
processes, as well as to the decision-making process within it. Be it in relation to
substantive matters or procedural ones.

Mr. Chair, in the spirit of flexibility we were willing to accept the wording “principle
of consensus” in para 56 and wish to emphasize that we understand them as reflecting
the application of consensus to both the procedural matters and the substantive
matters alike, and to be put into practice in the next phases of our deliberations on the
creation of any future Regular Institutional Dialogue, including a PoA.

In conclusion, Israel is pleased to see the adoption of the second progress report of
the OEWG and hopes that the report serves as a roadmap for the continuation of our
discussions in the group. We also wish that our perspectives and concerns will be
taken in account and reflected in a better way in the future work of the OEWG.

Thank you Chair.

Russian Federation

VYBaxaeMblil TOCIOAUH NIPEACENATENb,
VBaxxaeMble KOJIJIETH,

Poccuiickas ®enpepamus OpUCOEAUHMIACH K KOHCEHCYCy IO €XETOLHOMY
MPOMEXKYyTOYHOMY Jokiany PaGoueit rpynnel otkpbeiToro cocraBa (PIFOC) OOH no
Bompocam 6e3zonacHoct B cdpepe ucnoabzoBanus UKT u camux MKT 2021-2025,
MOCKOJIBKY HaM yJaJioCh OTPa3uTh B HEM DsiJi KIIOYEBHIX MHUILHMATUB, B TOM YHUCIE
koH1enmnuio koupeHuu OOH 006 obecneyeHNH MEXIYHAPOIHOW WHPOPMAITUOHHON
0e301acHOCTH, a TaKXXe JIOTOBOPHUTHCS O 3alyCKe — 110 M3HAYallbHO POCCUHCKOMY
MPEAJIOKEHHIO — peeCcTpa KOHTAKTHBIX MyHKTOB.

Tem He MeHee, MBI 00€CTIOKOCHBI H30MPaTEIbHBIM ITOAX0A0M psifia CTPaH K TPaKTOBKE
Magaara PI'OC, mepexkocoM B CTOPOHY BBINOJIHEHHS JOOPOBOJIBHBIX MPABUI, HOPM U
NPUHIMIIOB OTBETCTBEHHOTO TOBEIECHHUs B ymiepO pa3paboTke HOBBIX. Poccus
MPOJOJKUT PEIIUTEIBFHO OTCTAaWBaTh CTporoe cobmogeHne manzata ['pynmsl. He
MTO3BOJIUT MOJYHUHHUTE €€ paboTy HHTEepecaM OTAEIbHBIX TOCyIapCTB.

Poccuiickas deneparnus He cuuUTaeT ceOs CBI3aHHOW Jaxke J0OPOBOIBHBIMHU
00s3aTeIbCTBAMH 10 TEM MOJOXKEHUIM JO0KJIaaa, KOTOpble MPOTHUBOpPEYAT HAIIEMY
33KOH0)IaTeJ'H)CTBy U HAaIIMOHAJIbHBIM I/IHTepecaM.

[Ipomry mpencenaTenss BKIIOYHWTH Hallle BBICTYIUICHHE B COOPHUK 3asBICHUH C
pa3bsACHEHUEM MO3UIHI TOCYAapCTB MO MpoMexyTounoMy nokiany PI'OC.

bnaronapro 3a BHUMaHHE.
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Distinguished Mr. Chair,
Dear colleagues,

The Russian Federation has joined consensus on the annual progress report of the UN
Open-ended Working Group (OEWG) on Security of and in the Use of ICTs 2021—
2025 because we managed to reflect in it a number of key initiatives, including the
concept of a UN convention on ensuring international information security, as well as
to reach agreement on the establishment of a directory of Points of Contact, initially
proposed by Russia.

Nevertheless, we are troubled by the selective treatment of the mandate of the OEWG
by some States, disbalance towards the implementation of voluntary rules, norms and
principles of responsible behaviour to the prejudice of the development of new ones.
Russia will continue to resolutely advocate for a strict observance of the Group’s
mandate. We will not allow making its work serve the interests of certain States.

The Russian Federation does not consider itself bound even by voluntary
commitments stemming from those provisions of the report that contradict our
legislation and national interests.

I request the Chair to include our intervention in the compendium of statements with
explanations of positions of States on the OEWG’s progress report.

Thank you for your attention.

Russian Federation (also on behalf of the Republic of Belarus, the
Republic of Burundi, the People’s Republic of China, the Republic
of Cuba, the Democratic People’s Republic of Korea, the Islamic
Republic of Iran, the Republic of Nicaragua, the Russian
Federation, the Republic of Sudan, the Syrian Arab Republic and
the Bolivarian Republic of Venezuela)

YBakxaeMbIil TOCTIOWH TpeAceaaTeNb,

Mg xoTenu OBl BRIPAa3UTh MPU3HATENBLHOCTh Bammemy npeBocxoauTenscTBy U Bameit
KOMaH/Ie 32 YCHJIUS 110 TIOATOTOBKE €XEeTroJHOro npomexyrounoro poknana (EITI) u
cozeiicTBUE €Tro NMPUHATHIO KOHCEHCycoM. B nmyxe moOpoii Boiim M KOMIIpoMHCCa MBI
MOl IeP>KAJIM KOHCEHCYC MO JOKYMEHTY, OJHAaKO OTMEYaeM HAJINYUE CyIIEeCTBEHHBIX
HEJ0CTAaTKOB, KOTOPHIE BBI3BIBAIOT CEPHE3HYI0 03a00UEHHOCTh Y HAIINX JAeJIeTalnuid.

EIlJl B 3HauMTeABbHOW CTENMEHW IMOCBSANICH HWMINIEMEHTAIMU TIPaBWUI, HOPM H
MPUHIINIIOB OTBETCTBEHHOT'O0 MOBEACHUS roCcyaapcTB B cdepe mcnombp3oBanus WKT,
IIPU 3TOM €/IBa JU He NpeHeOperaeT MpHOPUTETHOH 3a1auell JanbHeel BEIpaboTKH
3THX HOpM. Hac 0OecmokoWT, 4TO yNMOMHHAHHS IOCIEIHEH OBLIM HMCKIIOUCHBI W3
HEKOTOPBIX NYHKTOB. OTO 04YeBUMAHO mpoTuBopeuuT ™manaaty PI'OC, koropsiit
3aKkpemieH B pesontonuu [enepanpHoit Accambaen OOH Ne75/240 m monmepkaH
KOHCEHCYCOM BCEX TocymapcTB B pesonwonuu [eHepansHOUW Accambimen OOH
Ne76/19.

MBI TBepAO BEICTYNIaeM B MOAACPKKY IEMOKPAaTUYHOTO M CIIOCOOCTBYIOIMIETO
¢dbopmupoBanmio koHceHcyca mporecca PIOC mo Ge3omacHoctu B chepe UKT, B
paMKax KOTOPOTO HHTepeChl BceX rocyaapct-wieHoB OOH nomkHBI yYUTHIBAThHCS Ha
paBHOIIPaBHOW OCHOBE.

Kp0M€ TOr'o, Mbl pa3ovdapOBaHbl BKJIOYCHUEM B HOKJIAI HOHO)KCHHﬁ, KaCarumuxcs
IpaB YC€JIOBCEKa, MCKAYHAPOAHOI'0O T'yMAHUTAPHOI'O IIpaBa, a TaKikKe U30BITOUHBIM
AKIOEHTOM Ha T'€HACPHBLIC BONPOCHI, HCCMOTPSA Ha YETKO BBIPAKCHHOC HECOIJIaCHUe
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Hallux CTpaH. HO[[O6HLIC NPOTUBOPECUYUBBLIC TEMbBI HE CJICA0OBAJIO BKIIOYAaTh B IMPOCKT
JOKJIaaa 0e3 AOCTUIKCHHUA KOHCCHCYCa Ha ceil cuer.

B c¢Bs3u ¢ 3TUM MBI PCUIUTCIIBHO OCTABJIsIEM 3a coboii npaBO UHTCPHOPETUPOBATH UJIU
OTBEprarb MOJOXEHUA, KOTOPLIC MNPOTUBOPCUYAT HAIIUM 0a30BEIM MNpUHIUIIAM,
TOJUTHUKE, 3aKOHOAATCJIbCTBY U IECHHOCTAM.

He crnenyet nmepeoneHUBaTh pOJIb APYTUX 3aHHTEPECOBAHHBIX CTOPOH B 00CCIICUCHUH
UHPOPMAIUOHHOH 0e30macHOCTH. PTOC npencTaBisieT coboii
MEKIIPAaBUTEIBCTBCHHBIN MPONECC, B KOTOPOM BEICHHE MEPETOBOPOB U MPHUHITHE
peLICHUI SBISIOTCS WUCKIIOYUTEIBHONW MPEpOTaTUBOW TOCYJapCTB-YICHOB. MBI
MOAYCPKUBACM, UYTO TOJHKO aKKpECAMTOBaHHBIC mpenctaButenu OuszHeca, HIIO wu
Hay4YHO-aKaJeMHUYCCKOr0 COOOIeCcTBa, BKJIIOYas CICIHAIMCTOB B 0O0JIACTH TpaBa,
MOTYT y4acTBOBaTh B nesateiabHoct PI'OC.

MBI BHOBB NOIYEPKHBAEM HACYLIHYI0 HEOOXOJUMOCTD yperyJupoBaHHs CUTyalluu C
BblZlaueld — CBOEBPEMEHHOH M B MOJHOM o00beMe — BH3 BCEM HAlMOHAIbHBIM
JieJIeTallusiM 1 HeroCyJapCTBEHHBIM CyObeKTaM, a Takke oOecleueHus coOmoaeHus
CTpaHOM, NpHUHUMalOUIeH LeHTpaidbHble yupexaeHus OOH, ee ropuanueckux
0053aTENbCTB.

ITo mepe mpubmmxkenus PIOC k 3aBepuieHUIO CBOCH NEsITEIbHOCTH NPUHIUITHATBHO
Ba)XKHO B IPUOPHUTETHOM MOPSAIKE TOOMBATHCS NOCTHIKCHUS MMOAIMHHOTO KOHCEHCYCA.
Hac pasovapoBLBIBACT, YTO MMOAXOAbI W KOHKPCTHBLIC MPCIJIOXKCHHA HE MNOJIYy4daroT
3aCJIYKCHHOI'0O BHUMAHHUA U NMPUHOCATCA B KEPTBY MOJUTUUYCCKUM MPCANOYTCHUAM
OTHENBHBIX CTpaH. VMcKkopeHeHue MOoNOOHOW MPAaKTUKKU HE TOJBKO HMCKITIOUUTEIBHO
Ba)KHO JUISl JaHHOTO KOHKPETHOTO MpOIecca, HO MMEET MEePBOCTEIEHHOE 3HaYeHHUeE
s 3ddexkTuBHOCTH  JM000OTO0  Oymymiero mpormecca 10 MEXIyHapOIHOMH
nH(pOpMaMOHHOW 0€30MacHOCTH.

Mpl n00€3HO TPOCHM MpefcenaTesis BKIIOYUTh HAcTosIlee 3asBICHHE, a TaKkKe
BBICTYIUICHHsI TaHHOM TPYMIIBI TOCYAapcTB B COOPHUK 3asIBICHHH C Pa3bsCHEHUEM
no3unuii rocynapcts no EITJ] u pazmecTuTh Ha COOTBETCTBYIOLIMX MOpTaNax u BeO-
camnrax.

bnaronapro 3a BHUMaHue.

Distinguished Mr. Chair,

We would like to express our appreciation for the effort put by Your Excellency and
your team into developing the annual progress report (APR) and facilitating its
consensual adoption. While supporting consensus on the document in the spirit of
good will and compromise, we acknowledge the presence of significant flaws that are
of deep concern to our delegations.

The APR is, to a large extent, devoted to the implementation of rules, norms and
principles of responsible behaviour of states in the use of ICTs, while almost ignoring
the priority task to further develop these norms. It is concerning that references to the
latter have been removed from some paragraphs. This clearly contradicts the mandate
of the OEWG as enshrined in the UNGA resolution 75/240 and supported by
consensus of all States in the UNGA resolution 76/19.

We have been strong advocates of this democratic ever and consensus-building
process of the OEWG on security of ICTs in which every Member State must be
treated on an equal standing.

Moreover, we are disappointed by the inclusion of language on human rights,
international humanitarian law, as well as the overemphasis on gender issues, despite
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clear disagreement of like-minded delegations. Such contentious topics should not
have been incorporated in the report without achieving a consensus.

Therefore, we do vehemently reserve the right to interpret or reject those provisions
that contradict our national fundamental principles, policies, laws, regulations and
values.

The role of other interested parties in ensuring information security should not be
overestimated. The OEWG is an intergovernmental process in which negotiation and
decision-making are exclusive prerogatives of the Member States. We stress that only
accredited representatives of businesses, NGOs and academia, including legal
experts, have the right to participate in the activities of the OEWG.

We once again underline the urgency of resolving the visa issue for all national
delegations and accredited non-governmental entities in a full and timely manner,
ensuring the adherence to its legally binding obligations by the host country.

As the OEWG approaches its conclusion, it is of utmost importance to prioritize
achieving greater consensus. It is disheartening to witness our perspectives and
concrete proposals not receiving the attention they deserve and being affected by
undue political agendas of some States. Eradicating such a situation is not just
essential for this specific process, but also paramount for the efficiency of any future
processes on international information security.

We kindly ask the Chair to include this statement, as well as the interventions of this
group of states in the compendium of statements on the APR and make them available
at relevant portals and websites.

Thank you for your attention.

South Africa

Thank you, Chairperson.

We recognize the time and effort that you and your team have invested in this
document.

The adoption of this draft 2023 Annual Progress Report, contained in the CRP, would
be an important step forward for countries interested in developing their cybersecurity
infrastructure and maintaining an open, secure, stable, peaceful, interoperable and
accessible ICT environment.

The text provides us with the two overarching confidence-building measures: the
continued work of the OEWG and the Points of Contact directory. Discussion on the
different formats for exchange of views between States on potential and emerging
threats have shown us that we, the international community, can engage during
difficult geopolitical times. We have endorsed the capacity-building principles agreed
to in the first OEWG report in 2021. Our agreement on the way forward with various
stakeholders is a potential way forward in any future framework of regular
institutional dialogue. And we thank the Chair for providing us with section H of the
report and Annex D, reflecting the broad participation of States in the OEWG at all
levels.

Chairperson,

This process has always been about peaceful cooperation between States. We
understand that delegations have expressed differing views on the nature of the
framework for regular institutional dialogue. We can only underscore not reaching
consensus on the entire document would reverse the gains we have made in moving
our discussion forward with concrete actions. It would also mean that trust and
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confidence between States is undermined. South Africa is not eager for further ripple
effects in other areas of multilateral cooperation.

South Africa has come to this meeting in good faith to ensure that the dialogue
between States takes place under the auspices of the United Nations — a universal,
multilateral forum that promotes peaceful settlement of disputes. We are grateful for
the opportunity to promote balanced perspectives on the cumulative and evolving
framework on ICT security.

Chairperson,

We reiterate our commitment to work with the international community under the
auspices of the United Nations to develop a framework that is inclusive, open,
transparent and effective.

While we did not get everything we want, and had to flexible to accept proposals from
other delegations so that we could move this process forward, South Africa stands
ready to adopt the text as it is.

I thank you.

Switzerland

La Suisse se félicite de 1’adoption du deuxiéme rapport d’activité annuel. Il constitue
une base solide pour les travaux futurs de ce GTCNL. Nous nous réjouissons tout
particulierement de la possibilité de poursuivre la discussion sur I’application du droit
international dans le cyberespace au sein de ce GTCNL sur la base de ce rapport.

Nous tenons a remercier le président et son équipe pour tous les efforts et le leadership
qui nous ont guidés tout au long de la cinquiéme session et qui nous ont aidés a
surmonter les divergences de vues. Nous remercions ¢galement toutes les délégations
d’avoir fait preuve de souplesse pour parvenir a un rapport consensuel.

Le rapport n’est pas parfait, comme nous 1’avons déclaré a I’occasion de son adoption,
mais il atteint un équilibre délicat. Le rapport contient des éléments qui sont
importants et précieux pour nous, d’autres sont problématiques de notre point de vue;
plusieurs des points qui sont importants pour nous n’ont pas été inclus. Nous aurions
par exemple souhaité une section plus ambitieuse sur le droit international, qui refléte
de maniére plus compléte les discussions ciblées et les progrés que nous avons
réalisés au sein de ce groupe.

Mais, et c¢’est 1a un point crucial, le rapport refléte également I’engagement important
et actif d’un grand nombre d’Etats et d’autres parties prenantes lors des sessions
formelles et des réunions informelles de ce groupe. L’annexe D en est la preuve et il
appartient maintenant au GTCNL d’exploiter les progrés accomplis et de s’en inspirer
lors des prochaines sessions.

La Suisse souhaite commenter briévement quelques parties du rapport, de maniére
non exhaustive.

La Suisse salue le fait que le rapport mentionne pour la premiere fois au paragraphe
11 que les TIC ont déja été utilisées dans des conflits dans différentes régions. Il s agit
d’une réalité, particuliérement vraie dans la guerre contre 1’Ukraine, qui devait étre
reflétée dans le rapport. La Suisse estime que les menaces existantes et potentielles
pour la paix et la sécurité internationales qui peuvent découler de cette utilisation,
ainsi que leur compatibilit¢ avec le droit international, en particulier le droit
international humanitaire, devraient faire 1’objet d’un examen approfondi au sein du
GTCNL.
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Nous saluons également la mention des ransomwares et de 1’ Internet des objets dans
la section sur les menaces. La Suisse, comme beaucoup d’autres délégations, aurait
également souhaité que 1’intelligence artificielle et 1’informatique quantique soient
mentionnées. Nous pensons que les Etats et les parties prenantes devraient également
échanger leurs points de vue sur ces technologies émergentes lors des prochaines
sessions du GTCNL.

La Suisse se félicite de 1’accent mis sur la protection des infrastructures critiques et
des infrastructures d’information critiques contre les menaces liées aux TIC et de la
recommandation de poursuivre les discussions sur ce sujet. Les récents cyber
incidents et la situation géopolitique actuelle ont montré que la protection des
infrastructures critiques devient de plus en plus importante. La Suisse estime qu’il
serait utile de se concentrer sur les normes 13 ¢, f, g et h qui appellent a la protection
de toutes les infrastructures critiques soutenant les services essentiels au public, en
particulier les installations médicales et de soins de santé, ainsi qu’a la coopération
entre les Etats a cette fin.

Dans ce contexte, la Suisse est d’avis qu’a I’heure actuelle, le GTCNL devrait se
concentrer sur une meilleure compréhension, promotion et mise en ceuvre des 11
normes volontaires existantes avant d’en élaborer de nouvelles. La Suisse souhaite
rappeler le mandat du GTCNL, tel qu’énoncé au paragraphe 4, selon lequel des régles
de comportement supplémentaires ne devraient étre élaborées que si cela s’avére
nécessaire.

La Suisse se félicite de la section sur le droit international et de la réaffirmation que
le droit international, en particulier la Charte des Nations Unies, est applicable et
essentiel au maintien de la paix, de la sécurité et de la stabilité et a la promotion d’un
environnement TIC ouvert, sir, stable, accessible et pacifique. La Charte des Nations
Unies est un cadre juridique essentiel applicable au cyberespace. La Suisse est d’avis
que la Charte est applicable dans son intégralité dans le cyberespace. Nous aurions
préféré le mentionner également dans le rapport.

Avec le Canada, la Suisse s’est engagée a mener des discussions ciblées au sein du
GTCNL sur des sujets spécifiques de droit international et a fait des propositions
concrétes dans un document de réflexion. Nous nous félicitons que ces discussions
ciblées aient eu lieu et que le rapport en rende compte, ainsi que des progrés que nous
avons réalisés au sein de ce GTCNL. Un nombre record d’Etats se sont engagés dans
des discussions ciblées et ont partagé leurs points de vue sur 1’applicabilité du droit
international dans le cyberespace. Ils ont ainsi montré leur engagement a faire
progresser la compréhension commune de la maniére dont le droit international
s’applique dans le cyberespace. Bien que nous aurions souhaité que les discussions
soient reflétées de maniére plus détaillée, la Suisse soutient particuliérement la
recommandation de poursuivre de telles discussions ciblées, y compris sur le droit
international humanitaire, et voit beaucoup de mérite dans la recommandation
d’organiser des briefings d’experts par le président.

La Suisse se félicite également de 1’accent mis par le rapport sur les positions
nationales et le renforcement des capacités dans le domaine du droit international.

En ce qui concerne le paragraphe 32, la Suisse souhaite rappeler sa position, a savoir
qu’un nouvel instrument juridiquement contraignant n’est pas nécessaire a 1’heure
actuelle. Cela serait prématuré et inutile. A ce stade, le GTCNL devrait poursuivre
ses travaux sur 1’¢élaboration d’une compréhension commune de I’application du droit
international existant dans le cyberespace. Nous devons faire la distinction entre la
discussion ciblée sur des sujets de droit international et les conclusions que les Etats
peuvent tirer de ces discussions, en particulier la question de savoir s’il existe des
lacunes et, le cas échéant, lesquelles, et comment les Etats souhaitent les combler.
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La Suisse souhaite également souligner qu’clle ne soutient pas 1’argument d’une
délégation selon lequel il n’y a pas de responsabilité dans le cyberespace sans une
nouvelle convention. Il s’agit d’une déclaration inquiétante et potentiellement
dangereuse qui sape tout ce que nous, en tant qu’Etats, avons développé au cours des
derniéres années et adopté par consensus au sein des GEG, des GTCNL et de
I’ Assemblée générale des Nations Unies. Au contraire, le droit international existant,
en particulier la Charte des Nations unies et les normes juridiquement contraignantes
sur la responsabilité des Etats, constituent la base de la responsabilité des Etats pour
des actes illicites, y compris dans le cyberespace.

La Suisse se félicite de la décision d’établir un répertoire mondial et
intergouvernemental de points de contact et de 1’adoption du document intitulé
“Elements for the Development and Operationalization of a Global,
Intergovernmental Points of Contact Directory”, qui figure a 1’annexe A du présent
rapport. La Suisse participera de maniére constructive a sa mise en place, mais
souhaite rappeler sa position, a savoir que le répertoire des points de contact ne doit
pas faire double emploi avec le travail des équipes d’intervention en cas d’urgence
informatique (CERT) et des équipes d’intervention en cas d’incident de sécurité
informatique (CSIRT).

La réduction de la fracture numérique par des efforts adaptés de renforcement des
capacités reste une priorité essentielle pour la communauté internationale afin de
promouvoir un cyberespace ouvert, libre et sir. Le rapport contient de nombreuses
suggestions précieuses sur la maniére dont le GTCNL peut contribuer a cette cause.
La promotion des synergies et de la coordination entre les initiatives et programmes
existants nous semble particuliérement importante. La Suisse estime que le maintien
et I’amélioration d’un certain degré de coordination est nécessaire pour renforcer
I’impact de ces initiatives et programmes. Cependant, comme d’autres délégations, la
Suisse ne voit pas la nécessité de créer un mécanisme de renforcement des capacités
cybernétiques a I’ONU a ce stade, mais de mieux utiliser ceux qui existent déja,
comme le GFCE.

La Suisse soutient les discussions en cours sur 1’établissement d’un programme
d’action des Nations Unies sur la cybersécurité au sein du GTCNL. Elle estime que
ce programme d’action est le mieux a méme de devenir le nouveau dialogue
institutionnel régulier, sur la base des éléments communs énoncés au paragraphe 55,
et se félicite de la recommandation visant a poursuivre des discussions ciblées dans
le cadre du GTCNL.

Sur la base du rapport et des recommandations qu’il contient, la Suisse continuera a
participer de maniére constructive aux travaux du GTCNL.

Switzerland welcomes the adoption of the second Annual Progress Report. It is as a
solid basis for the future work of this OEWG. We particularly welcome the
opportunity to continue the discussion on the application of international law in
cyberspace at this OEWG based on the report.

We would like to thank the Chair and his team for all the efforts and leadership that
guided us through the 5th Session and helped bridge the differences in positions. And
we would like to thank all delegations for showing flexibility in reaching a consensus
report.

The report is not perfect, as we have stated on the occasion of the adoption, but it
strikes a delicate balance. The report contains elements that are important and
valuable for us, others are problematic from our point of view; several of the points
that are important to us were not included. We would for example have liked to see a
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more ambitious international law section that reflects the focused discussions and
progress we have made in this group in a more comprehensive way.

But, and this is crucial, the report also reflects the great and active engagement of so
many states and other stakeholders in the formal sessions and informal meetings of
this group. Annex D is proof of this and it is now up to the OEWG to harness the
progress made and build on it in the coming sessions.

Switzerland would like to briefly comment on a few parts of the report in a non-
exhaustive manner.

Switzerland welcomes the fact that the report mentions for the first time in
paragraph 11 that ICTs have already been used in conflicts in various regions. This is
a reality, particularly true in the war against Ukraine, and needed to be reflected in
the report. Switzerland believes that the existing and potential threats to international
peace and security that may arise from such use, as well as their compatibility with
international law, in particular international humanitarian law, should be discussed
further in depth in the OEWG.

We also welcome the mention of ransomware and the Internet of Things in the threats
section. Switzerland, like many other delegations, would also have liked to see
artificial intelligence and quantum computing mentioned. We believe that States and
stakeholders should also exchange views on these emerging technologies in the
coming sessions of the OEWG.

Switzerland welcomes the strong emphasis on protecting Critical Infrastructure and
Critical Information Infrastructure from ICT threats and the recommendation for
further focused discussions on this. Recent cyber incidents and the actual geopolitical
situation have shown that the protection of critical infrastructures becomes ever more
important. Switzerland would see merit focusing on Norms 13 ¢, f, g and h) calling
for the protection of all critical infrastructure supporting essential services to the
public, in particular medical and healthcare facilities as well as cooperation between
States for this purpose.

In this context, Switzerland is of the opinion that at the moment the OEWG should
focus on better understanding, promotion and implementation of the existing 11
voluntary norms before developing new ones. Switzerland would like to recall the
mandate of the OEWG as stated in paragraph 4 that additional rules of behaviour
should only be developed if necessary.

Switzerland welcomes the section on International law and the reaffirmation that
international law, in particular the Charter of the United Nations, is applicable and
essential to maintaining peace, security and stability and promoting an open, secure,
stable, accessible and peaceful ICT environment. The UN Charter is a key legal
framework applicable in cyberspace. It is Switzerland’s position that the Charter is
applicable in its entirety in cyberspace. We would have preferred to mention this in
the report as well.

Together with Canada, Switzerland has committed itself to focused discussions in the
OEWG on specific topics of international law and has made concrete proposals in a
concept paper. We welcome the fact that such focused discussions have taken place
and that the report reflects them and the progress we have made in this OEWG. A
record number of States engaged in focused discussions and shared their views on the
applicability of international law in cyberspace. Thereby showing their commitment
to furthering the common understanding of how international law applies in
cyberspace. While we would have liked the discussions to have been reflected in more
detail, Switzerland particularly supports the recommendation to continue such
focused discussions, including on international humanitarian law and sees a lot of
merit in recommendation for the arrangement of expert briefings by the Chair.
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Switzerland also welcomes the report’s emphasis on national positions and capacity
building in the area of international law.

With regard to paragraph 32 Switzerland would like to recall its position, that there
is currently no need for a new legally binding instrument. This would be premature
and unnecessary at this time. At this point the OEWG should continue its work on
developing common understandings on the application of existing international law
in cyberspace. We should distinguish between the focused discussion on international
law topics and the conclusions that states may draw from such discussions, in
particular whether and if so which gaps exist and how States want to deal with them.

Switzerland would also like to note that it does not support the argument of one
delegation that there is no accountability in cyberspace without a new convention.
This is a worrying and potentially dangerous statement that undermines everything
we as states have developed over the past years and adopted by consensus in the
GGEs, the OEWGs and the UN General Assembly. On the contrary, existing
international law, in particular the UN Charter and the legally binding norms on state
responsibility provide the basis for accountability of states for wrongful acts,
including in cyberspace.

Switzerland welcomes the decision to establish a global, inter-governmental points of
contact (POA) directory and the adoption of the paper entitled “Elements for the
Development and Operationalization of a Global, Intergovernmental Points of
Contact Directory” as contained in Annex A of this report. Switzerland will
constructively engage in its establishment but would like to recall its position, that
the POC directory should not duplicate the work of Computer Emergency Response
Teams (CERTs) and Computer Security Incident Response Teams (CSIRTS).

Narrowing the digital divide through tailored capacity-building efforts remains a key
priority for the international community in order to promote an open, free and secure
cyberspace. The report contains many valuable suggestions on how this OEWG can
contribute to this cause. Promoting synergies and coordination between existing
initiatives and programmes seems particularly important to us. Switzerland believes
that maintaining and improving a certain degree of coordination is necessary to hone
the impact of such initiatives and programmes. However, as other delegations,
Switzerland does not see a need to create a Cyber capacity-building mechanism at the
UN at this point but to make better use of existing ones like the GFCE.

Switzerland supports the ongoing discussions on the establishment of a UN Program
of Action on Cybersecurity (PoA) in the OEWG. Switzerland believes that the PoA is
best suited to become the new regular institutional dialogue, based on the common
elements contained in paragraph 55, and welcomes the recommendation to continue
to engage in focused discussions in the framework of the OEWG.

Based on the report and the recommendations contained therein, Switzerland will
continue to participate constructively in the work of the OEWG.

United Kingdom of Great Britain and Northern Ireland

The United Kingdom extends its thanks to the Chair of the Open-Ended Working
Group, Ambassador Gafoor, his team, and the UN Office for Disarmament Affairs
Secretariat for their efforts to facilitate meaningful discussions this year and to bring
Member States to agree to establish the global Points of Contacts directory and deliver
a consensus Annual Progress Report.

These are significant and meaningful achievements. The Points of Contact directory
will allow States to build confidence and reduce tensions. The Annual Progress Report
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reflects our discussions, which have benefited from increasingly wide participation
and detailed expert briefings, and provides a roadmap for next year’s meetings.

The United Kingdom was especially pleased that we were able to reach consensus on
future intersessional meetings, including on the application of international law to
cyberspace and the consideration of the Programme of Action as a means of future
Regular Institutional Dialogue.

However, we are concerned by the risk that the consensus principle which governs
this Working Group could be misused or undermined. We note the spirit of consensus
that led many States, ourselves included, to sacrifice references to new proposals that
did not enjoy sufficient support. The consensus modality is an important element of
our Working Group and should not be abused. We urge States to refrain from using it
as a veto.

In this context, we were also disappointed that this Working Group did not take further
opportunities to reaffirm our existing consensus agreements in more detail. We have
agreed that international law applies in cyberspace, a position reaffirmed by the
General Assembly. This includes the UN Charter; Chapter 6 in its entirety and Article
33(2); the law of state responsibility; and International Humanitarian Law. We believe
these should have been referenced in the Report and we look forward to focussed
discussions in the coming year to help us deliver further articulations of the
application of international law to cyberspace.

The United Kingdom will take every opportunity to reaffirm and support the
implementation of the Framework of Responsible State Behaviour in the Use of ICTs.
We urge all Member States to do the same.

We look forward to engaging constructively in this Open-Ended Working Group over
the coming year.
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