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 Summary 

 The present report is submitted pursuant to General Assembly resolution 

68/247 B, in which the Assembly requested the Secretary -General to submit to it, not 

later than at its seventieth session, a progress report on the implementation of the 

organizational resilience management system and of the recommendations emanating 

from the after-action review of storm Sandy. 

 In the same resolution, the General Assembly requested information on the 

steps taken to expand the organizational resilience management system to include 

offices away from Headquarters, regional commissions, field missions of the 

Department of Peacekeeping Operations and the Department of Political Affairs and 

the participating specialized agencies, funds and programmes of the United Nations 

system. 

 The report provides background information on and the vision for the 

organizational resilience management system and a summary of the system’s 

expected impact on the ability of the Organization to prevent, prepare for, respond to 

and recover from emergencies. It focuses mainly on the status of implementation of 

the system at United Nations Headquarters in New York, offices away from 

Headquarters, regional commissions, field missions of the Department of 

Peacekeeping Operations and the Department of Political Affairs and the 

participating specialized agencies, funds and programmes.  

 The report also provides an update on the complete implementation of the 

recommendations emanating from the after-action review of storm Sandy. 

 The General Assembly is requested to take note of the report.  
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 I. Background 
 

 

1. In section III of its resolution 68/247 B, the General Assembly requested the 

Secretary-General to submit a progress report on the implementation of the 

organizational resilience management system, including information on the steps 

taken to expand the system to include the specialized agencies, funds and 

programmes. The present report is submitted pursuant to that request. 

2. Storm Sandy demonstrated the vulnerability of the Organization’s operations 

to disruptive events, which can potentially cause a loss of core systems. The 

response of the United Nations Secretariat to the impact of storm Sandy on 

Headquarters operations was a reminder of the need for coordinated collective 

action at all levels to emergency events, to protect personnel and assets and enable 

the Organization to continue to deliver its mandates.  

3. In the following paragraphs, the objectives and systemic approach of the 

organizational resilience management system are summarized to provide a brief 

overview of the system. The system policy is described in detail in earlier reports of 

the Secretary-General (A/67/266 and A/66/516). 

4. The organizational resilience management system reflects the common need to:  

 (a) Establish a framework that describes the relationships among the 

components that constitute the emergency management landscape; 

 (b) Enhance the management of operational risk;  

 (c) Support efforts at the field office level to implement emergency 

management programmes by adopting a common system that allows offices to 

leverage each other’s capacity and harmonize activities around common principles.  

5. The emergency management practice of the United Nations has evolved and 

adapted to ever-changing risks in an increasingly complex environment. The 

Organization has expanded emergency management to include business continuity 

in response to the global threat of pandemic influenza in the beginning of the new 

century; medical emergency response and support to survivors and their families 

following the catastrophic impact of the Haiti earthquake in January 2010; and  in 

crisis communications, reflecting their criticality as a lesson learned from the storm 

Sandy response. The organizational resilience management system represents the 

latest phase in the Organization’s approach to emergency management, linking risk -

based emergency preparedness and response disciplines across the continuum of 

preparedness, prevention, response and recovery.  

6. The elements of the system — crisis management, security management, 

business continuity, information technology disaster recovery, medical emergency 

response, crisis communications, support to staff, survivors and families, and vital 

records and premises management — share a common basis and objective, namely 

to enhance the management of risks that could disrupt the Organization’s 

operations. These operational risks, defined as the risk of direct or indirect loss 

resulting from inadequate or failed internal processes, people and systems or from 

external events,
1
 are typically complex and require joint action from effective 

management. The system contributes to effective operational risk management by 

__________________ 

 
1
 This definition was taken from the Basel Committee on Banking Supervision.  

http://undocs.org/A/67/266
http://undocs.org/A/66/516
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prioritizing threats through a joint risk assessment and then aligning efforts to 

jointly prevent and mitigate them under a common governance structure. The 

common governance structure mitigates unintentional internal risk transfer. A 

common framework also enables easier implementation in offices without dedicated 

resources. 

7. To date, premises and records management have not been adequately reflected 

in the description of the system. Both services, however, have always been part of 

the emergency management efforts to safeguard the physical assets and provide 

technical advice on records management, as follows:  

 (a) Premises management supports organizational resilience through sound 

infrastructure design and space planning, minimizing the potential for operational 

disruption, continuing the proactive maintenance of physical assets and life safety 

systems, deploying technical staff and contractors in response to emergency 

situations and coordinating with building management in leased spaces;  

 (b) Records management: access to and the protection of paper and 

electronic records are intrinsic to support decision -making and protect the interests 

of the United Nations during all kinds of emergencies. Sound records management 

practices will ensure that records remain accessible, protected and authoritative at 

all times. Records management also provides the appropriate framework for the 

identification and protection of vital records, which are a subset of the records 

created by the United Nations to maintain critical operations (e.g. building floor 

plans) and meeting core United Nations obligations (e.g. payroll information) in 

emergencies. 

 

 

 II. Vision for the organizational resilience management system 
 

 

8. The organizational resilience management system is a comprehensive 

emergency management framework linking actors and activities across 

preparedness, prevention, response and recovery and consists of the following 

processes: 

 • Policy and plan development 

 • Risk assessment and mitigation  

 • Situational awareness 

 • Crisis management decision-making, operations execution and coordination  

 • Recovery of people and assets and reconstitution of business processes  

 • Review of actions and identifying lessons to improve processes  

 • Execution and training 

 • Implementation of lessons learned 

9. The system comprises integrated decision-making and operation coordination 

bodies, linking the core elements to ensure that processes are undertaken in a timely 

and coherent manner. A graphical representation of the system, by emergency 

management phase and process, is detailed in the figure below. 
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  Organizational resilience management system 
 

 

 

 

 

 

 

 

 

 

 

10. Based on the iterative process of continuous learning and improvement, and 

empowering personnel to tailor the implementation to meet local conditions, the 

principles of the system are as follows:  

 (a) Risk-based planning and practice. Duty station emergency 

management plans are based on a joint assessment of risks that could disrupt 

operations, in line with existing United Nations system -wide policies and 

guidelines; 

 (b) Flexible standardization. The fundamental roles, responsibilities and 

practices are tailored to reflect local context, leveraging existing resources and 

processes; 

 (c) Harmonized and integrated implementation. The planning, structures 

and behavioural change components are implemented in coordination with Member 

States, host country authorities and other key partners;  

 (d) Maximized organizational learning. Lessons learned during testing and 

implementation will be identified, recorded and shared.  

11. The implementation of the systemic approach of the organizational resilience 

management system represents a transformative change in the Organization’s 

emergency risk management. This change is consistent with the global trend 

towards a more comprehensive approach to operational risk management.
2
 The 

United Nations and participating common system entities aim to enhance the ability 

to ensure the safety and security of personnel and assets, and to deliver mandates in 

the face of disruptive events, by ensuring the coherence of emergency management 

according to the system policy across the United Nations system.  

12. The organizational resilience management system represents a systematized 

way of coordinating different key components within and across the entities of the 

United Nations common system. Thanks to the systemic approach, the system 

induces gains of synergies and effectiveness and ensures best usage of its resources.  

 

__________________ 

 
2
 See United Nations Office for Disaster Risk Reduction, Global Assessment Report on Disaster 

Risk Reduction 2013 (New York, 2013), p. 186. 
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 III. Progress in implementation 
 

 

13. A major development in the efforts to implement the organizational resilience 

management system was the approval of its policy for the United Nations common 

system. The policy was approved by the High-level Committee on Management of 

the United Nations System Chief Executives Board for Coordination in October 

2014. The policy was subsequently endorsed by the Board at its session held in 

November 2014 and became effective as of 1 December 2014. 

14. The United Nations and participating common system entities have formed an 

interdepartmental and inter-agency working group comprising representatives of 

Secretariat departments, offices away from Headquarters, regional commissions and 

agencies, funds and programmes. The working group is chaired by the Assistant 

Secretary-General for Central Support Services, who delegated this responsibility to 

the Chief of the Business Continuity Management Unit.  

15. The working group developed an implementation strategy consisting of key 

performance indicators and a regime prescribing the necessary maintenance, 

exercise and review of all emergency preparedness and response plans.  

16. The key performance indicators provide benchmarks to help to measure the  

success of implementation in the following areas:  

 (a) Policy; 

 (b) Governance; 

 (c) Maintenance, exercise and review;  

 (d) Risk management; 

 (e) Planning. 

17. The purpose of the maintenance, exercise and review regime is to ensure that 

emergency management capability reflects the nature, scale and complexity of the 

organization that it supports, that it is current, accurate and complete and that 

actions are taken to continually improve organizational resilience
3
 and integrates all 

components of the system. 

18. Under the maintenance, exercise and review programme:  

 (a) All aspects of incident response and recovery will be exercised;  

 (b) Emergency management plans will be kept up to date;  

 (c) Required documentation, such as event after-action reviews, will be 

maintained and distributed to the appropriate offices in a timely manner;  

 (d) Emergency management capabilities or lack thereof will be evaluated 

and serve as the basis for the cyclical process of continuous learning.  

 

  Implementation within the United Nations Secretariat 
 

19. Each Secretariat duty station was requested by the Under -Secretary-General 

for Management to appoint a project manager to lead the local implementation of 

the system and the harmonization of emergency management plans. The system also 

__________________ 

 
3
 Business Continuity Institute, Good Practice Guidelines (2013).  
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provided guidance for the different steps of its successful implementation, 

including: 

 (a) Undertaking a joint integrated assessment of risks that could disrupt 

operations and implementing coordinated risk prevention and mitigation actions in 

line with existing United Nations system-wide policies and guidelines; 

 (b) Establishing centralized, integrated decision-making and operations 

coordination; 

 (c) Harmonizing all necessary crisis and emergency management plans;  

 (d) Facilitating the maintenance, exercise and training regime; 

 (e) Applying the key performance indicators for measuring the 

Organization’s progress in implementing the system.  

 

  Implementation at United Nations Headquarters in New York 
 

20. The United Nations Headquarters made important progress in complying wi th 

the key performance indicators: 

 (a) Policy: since 2013, the United Nations Headquarters has implemented 

the General Assembly’s decision contained in its resolution 67/254 A on the 

organizational resilience management system, which integrates all relevant 

emergency management planning instruments. To promulgate the policy among the 

staff population, a Secretary-General’s bulletin is being prepared; 

 (b) Governance: under the oversight of the Senior Emergency Policy Team,
4
 

the Under-Secretary-General for Management was appointed the system’s project 

owner. The Under-Secretary-General for Management delegated this responsibility 

to the Assistant Secretary-General for Central Support Services. During the past 

year, the governance structure, consisting of the Senior Emergency Policy Team and 

the Crisis Operations Group, was strengthened through the establishment of the 

Emergency Operations Centre; 

 (c) Maintenance and exercise: a number of activities were offered to staff 

and families, varying from supporting staff relocating to countries in a public health 

crisis to making available booklets for emergency preparedness, also available 

online. Multiple learning opportunities, both online and face -to-face, were offered, 

ranging from technical emergency management courses to workshops on soft skills 

for crisis responders and managers and orientation sessions for departmental focal 

points on how to conduct the maintenance and exercise regime in their departments. 

A simulation “tabletop” exercise was conducted for the members of the Crisis 

Operations Group and the Senior Emergency Policy Team in December 2015, and 

an after-action review is being conducted in the spirit of continuous learning. An 

automated emergency notification system for all staff members in New York  was 

implemented in January 2016; 

 (d) Risk management: a holistic risk assessment, including risks in the areas 

of security, medical and information technology disaster recovery, as well as risks to 

business continuity, was conducted and a risk map developed. On the basis of this 
__________________ 

 
4
 The Senior Emergency Policy Team is chaired by the Chef de Cabinet and comprises senior 

management of most departments of the Secretariat, as well as high-level representatives from 

the specialized agencies, funds and programmes based in New York.  
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risk map, emergency management plans and tools are continually developed and 

maintained. The corporate information technology disaster recovery strategy was 

developed and its implementation has started;  

 (e) Planning: United Nations Headquarters developed all plans related to the 

emergency management framework and published a streamlined version in the form 

of the system “playbook” in the fourth quarter of 2015.  

21. Significant progress was made at offices away from Headquarters, in regional 

commissions and in peacekeeping and special political missions.  

 

  Implementation at offices away from Headquarters 
 

  United Nations Office at Geneva 
 

22. The United Nations Office at Geneva made significant progress in the 

implementation of actions related to the five areas of the system’s key performance 

indicators: 

 (a) Policy: the Office adopted the system policy as endorsed by the High -

level Committee on Management and made the policy document widely available 

through the intranet and an online collaboration platform utilized by the Crisis 

Management Team. The policy has also been shared with the Team and with the 

system’s focal points in the wider United Nations in Geneva;  

 (b) Governance: the Director-General of the Office appointed the Director of 

Administration programme manager for the system in 2014. He is supported by the 

Office’s Business Continuity Coordinator. System implementation activities at the 

Office are overseen by the Crisis Management Team in Geneva, chaired by the 

Director-General. The Team comprises representatives from the Office’s main client 

entities (Economic Commission for Europe, United Nations Office for Disaster Risk 

Reduction, United Nations Conference on Trade and Development, Office of the 

United Nations High Commissioner for Human Rights and Office of the United 

Nations High Commissioner for Refugees (UNHCR)), as well as representatives of 

the Office’s key administrative and support functions. The Team has adopted 

detailed terms of reference that clarify the roles and responsibilities of all its 

members and meets at least twice each year;  

 (c) Maintenance and exercise: the Office is providing system information to 

staff through the intranet and is working with other agencies and United Nations 

Headquarters to develop more comprehensive awareness-raising material for staff in 

2016. The Team is repeatedly and thoroughly briefed on the system, and an annual 

tabletop exercise is conducted. Individual sections of the Office conduct regular 

telecommuting exercises; 

 (d) Risk management: the Office has a draft enterprise risk management risk 

register in place, which will be submitted to its senior management for formal 

approval. The Office’s Safety and Security Service maintains the security risk 

assessment and updates it annually, with the update for 2015 also including risks 

related to the ongoing major renovation programme. The Office will conduct a joint 

system risk assessment with relevant stakeholders during the first quarter of 2016;  

 (e) Planning: the following emergency response plans are in place at the 

Office: an organizational resilience management system crisis management 

playbook for the Crisis Management Team, which includes the Office’s business 
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continuity plan; a security plan for Switzerland; information technology disaster 

recovery procedures for critical applications; a draft crisis communications plan; a 

draft mass casualty incident response plan; and a draft staff support plan. All plans 

are harmonized and aligned with the system framework. The Team is responsible for 

approving the plans and deciding on their activation. The plans are regularly 

reviewed and updated; the business continuity information has recently been 

updated in view of the implementation of Umoja.  

23. The United Nations Office at Geneva is leading the coordination group in 

Geneva, which includes UNHCR, the World Intellectual Property Organization 

(WIPO), the Joint United Nations Programme on HIV/AIDS (UNAIDS) and the 

International Telecommunication Union (ITU). The Geneva system group developed 

a system template, which was adopted by the global working group on the 

organizational resilience management system and shared with all United Nations 

entities during the meeting of the High-level Committee on Management held in 

October 2015. 

 

  United Nations Office at Nairobi 
 

24. Owing to the heightened security situation in Kenya and in Nairobi, the United 

Nations Office at Nairobi made progress in strengthening its emergency 

preparedness and ability to respond to an emergency situation, as follows: 

 (a) Policy: the Office adopted the system policy as endorsed by the 

High-level Committee on Management and ensured its active promulgation through 

the Security Management Team, the country team for Kenya and the established 

crisis management, security and business continuity planning groups. Information 

on emergency plans is available to staff on wallet cards, in the Gigiri weekly 

security advisories and on the intranet;  

 (b) Governance: early in 2014, the Office established its core Crisis 

Management Team, comprising senior representatives of the United Nations 

Environment Programme, the Department of Safety and Security of the Secretariat, 

the United Nations Human Settlements Programme, UNHCR, the World Food 

Programme (WFP), the United Nations Children’s Fund (UNICEF), the Office for 

the Coordination of Humanitarian Affairs of the Secretariat, the United Nations 

Support Office in Somalia and the Office’s key managers. The core Team is chaired 

by the Office’s Director of Administrative Services, who is also the designated 

project manager of the system;  

 (c) Maintenance and exercise: the latest set of exercises conducted at the 

Office complex in 2015 involved a mass casualty incident scenario, starting with an 

on-site incident command/medical drill, a joint activation of the crisis hotline call 

centre and the security control room to validate standard operating procedures on 

the identification and prioritization of affected staff members;  

 (d) Risk management: the Department of Safety and Security maintains a 

detailed security risk assessment, whose latest version was endorsed in November 

2015. The security risk assessment is supplemented by the business continuity 

management risk assessment, addressing uncovered threats and operational risks;  

 (e) Planning: the crisis management handbook describes the terms of 

reference of the various crisis response groups and practical information. Since its 

endorsement by the Security Management Team at the end of 2014, the handbook 
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has served as a reference for activation and coordination of the various emergency 

plans under the system framework. The content of the handbook is regularly 

reviewed and validated by the Crisis Management Team through yearly simulation 

exercises, or each time a significant change occurs.  

 

  United Nations Office at Vienna 
 

25. The United Nations Office at Vienna made important progress in the 

implementation of its emergency management framework according to the 

principles of the system:  

 (a) Policy: the Office adopted the system policy as endorsed by the High-

level Committee on Management and created an intranet site to facilitate 

widespread dissemination of the policy and related documentation;  

 (b) Governance: the Director-General of the United Nations Office at Vienna 

and Executive Director of the United Nations Office on Drugs and Crime (UNODC) 

appointed the Director for the Division for Management as the system’s project 

manager. He is supported by the organizational resilience management system and 

business continuity focal point. System implementation activities are overseen by 

the Executive Committee, chaired by the Director-General/Executive Director. 

Various crisis management groups were established, and their specific roles and 

responsibilities are being clarified;  

 (c) Maintenance and exercise: key managers have been briefed and trained 

on the system with the assistance of the Business Continuity Coordinator of the 

United Nations Office at Geneva. A tabletop simulation exercise conducted by 

external facilitators was successfully concluded in September 2015; 

 (d) Risk management: the United Nations Office at Vienna has an enterprise 

risk management risk register, which was approved by senior management of the 

Office and UNODC in 2014. It is reviewed and updated on a continuous basis . The 

United Nations Office at Vienna Safety and Security Service maintains the security 

risk assessment and updates it annually. A joint system risk assessment will be 

conducted with relevant stakeholders in the first half of 2016;  

 (e) Planning: the following emergency response plans are in place in Vienna: 

a security plan for the Vienna International Centre, a mass casualty incident plan 

and a crisis management plan. The business continuity and crisis communication 

plans, as well as procedures for information technology disaster recovery for critical 

applications, exist in draft form.  

 

  Status of implementation in peacekeeping operations and special political missions 
 

26. Following full implementation of the system policy for the Department of 

Peacekeeping Operations, the Department of Field Support and the Department of 

Political Affairs at United Nations Headquarters, the policy was promulgated in the 

field in August 2015, with a completion date of June 2016 for the first two 

departments. Organizational resilience focal points nominated by their missions 

were provided five-day training courses on the system at the Global Service Centre 

in Brindisi, Italy, to help to support system implementation in the field. United 

Nations Headquarters has supported the focal points remotely through webinar 

training sessions, one-on-one engagement on mission-specific needs and regular 

group follow-up on system-related matters. 
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27. The status of implementation of the system across peacekeeping and special 

political missions is variable but proceeding very well overall, considering the short 

time period since the promulgation of the policy. All field missions are in the 

process of establishing system governance structures, and most missions are now 

fully engaged in developing the required emergency plans (crisis management, 

business continuity, mass casualty, security, information technology disaster 

recovery, crisis information, crisis communications and staff support plans). System 

focal points are working with key stakeholders to ensure that all emergency plans 

are being harmonized and a regular planning review programme is established. 

Some missions have requested Headquarters support to assist in the development of 

business continuity and crisis communication plans. Maintenance, exercise and 

review programmes are being implemented, and several missions have requested 

Headquarters support in developing and facilitating testing exercises. Security and 

information technology disaster recovery planning is well established in all 

missions. 

28. To enhance the capacity established by the full roll-out of an integrated 

business continuity management framework in the peacekeeping and special 

political missions, the Department of Peacekeeping Operations, the Department of 

Political Affairs, the Department of Field Support and the Department of Safety and 

Security are collaborating to develop crisis management guidance for peacekeeping 

and special political missions and logistics facilities, which will be aligned with the 

system’s principles. 

 

  Status of implementation in regional commissions 
 

29. The Economic Commission for Africa continued the implementation of the 

components of the system, as follows:  

 (a) Policy: the Commission developed the inter-agency business continuity 

and organizational resilience management policy, which was approved by the 

United Nations country team in May 2014. The policy reflects the system policy as 

endorsed by the High-level Committee on Management and covers all agencies, 

funds and programmes in Ethiopia; 

 (b) Governance: the Commission is the leading agency of the inter -agency 

business continuity management working group established under the umbrella of 

the Operations Management Team in Ethiopia. The Commission and its partners 

have also established the inter-agency Crisis Management Team, which focuses on 

business continuity aspects during a crisis situation;  

 (c) Maintenance and exercise: the Commission’s organizational resilience 

programme continued with technical support missions to its subregional offices 

located in Cameroon, Morocco, the Niger, Rwanda and Zambia. The Commission 

developed a training programme for staff, including senior management. In 

addition, it conducted routine communication tree tests and telecommuting 

exercises. The Commission’s Crisis Management Team and the inter-agency Crisis 

Management Team participated in complex simulation exercises;  

 (d) Risk management: the Commission and its partners conducted annual 

internal and inter-agency risk assessments. Risk assessment results and 

recommendations were used to increase resilience through infrastructure 

improvements on the Commission’s premises; 
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 (e) Planning: business continuity, information technology disaster recovery 

and other emergency plans are regularly reviewed and updated. All plans are 

harmonized and aligned with the system framework.  

30. The Economic Commission for Latin America and the Caribbean strengthened 

its compliance with a number of key performance indicators of the system, as 

follows: 

 (a) Policy: the Administration actively promulgated the system policy within 

the organization at the managerial level;  

 (b) Governance: the Commission assigned a designated programme manager 

for implementing the emergency management framework according to the principles 

of the system policy; 

 (c) Maintenance and exercise: the Commission’s first tabletop exercise for 

testing existing emergency plans was successfully conducted in December 2015 

with a group consisting of critical staff and members of the Business Continuity 

Team. Full-scale testing exercises are foreseen for the first quarter of 2016, again 

involving critical staff and Business Continuity Team members. The Commission is 

in the process of developing training programmes on the system for all Commission 

staff members. It is foreseen that efforts for the development of such a training 

programme will be coordinated with those of the global working group on the 

system; 

 (d) Risk management: the Commission is involved in an ongoing process of 

assessing and responding to risks to it. During the past months an update of the 

security-oriented risk assessment, including medical risks to staff members, has 

been conducted. The security risk assessment includes all agencies, funds and 

programmes in Santiago. The information technology disaster risk assessment and 

the enterprise risk management survey have been launched and will help to identify 

risk related to the Commission’s business continuity; 

 (e) Planning: the Commission made great strides in actualizing and 

harmonizing emergency management documents, both internally and using United 

Nations standards, integrating various planning instruments, including risk 

assessments, enterprise risk management surveys, the system’s logical framework 

matrix and the system playbook template. The Commission has also updated its 

business continuity plan. 

31. Owing to recent incidents in Bangkok, such as the bomb blast, flooding threats 

and political disturbances, the Economic and Social Commission for Asia and the 

Pacific was tested regarding its emergency preparedness and response capacity:  

 (a) Policy: the Commission applies its business continuity plan combined 

with the security policy framework. In 2016 it will address a more holistic approach 

when it comes to the definition of its emergency management framework; 

 (b) Governance: the Commission relies on its Security Management Team 

and its Operations Management Team to govern its emergency management, 

focusing especially on business continuity to remain current, effective and 

responsive during a crisis; 

 (c) Maintenance and exercise: the above-mentioned incidents demonstrated 

that the Commission’s business continuity and security plans had been well 
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implemented and that staff were well aware of their responsibilities. To support 

business continuity, critical function holders were provided with the infrastructure 

needed to perform their responsibilities remotely;  

 (d) Risk management: to ensure professional response to risks in the area of 

information technology disaster recovery, a back-up infrastructure was developed in 

the Republic of Korea in case the Commission’s office in Bangkok should not be 

accessible. To ensure the availability of medical documents, the Commission 

undertook a huge effort to digitize such records to ensure their availability in a mass 

casualty incident; 

 (e) Planning: as mentioned previously, the maintenance of the business 

continuity and security plans was of high priority. In addition, the Medical Service 

in Bangkok contributed to the revision of the mass casualty incident protocol and 

updated the pandemic contingency plan in close collaboration with the World Health 

Organization (WHO). 

32. The Economic and Social Commission for Western Asia made progress in the 

implementation of the system, as follows:  

 (a) Policy: the Commission adopted the system policy and made policy 

documents available to the Crisis Management Team members online and, upon 

recommendation, through the enterprise content management programme. The latter 

will ensure a stable, centralized and secure repository for all content, which can be 

accessed by users with appropriate access rights through the Internet. A body of  

100 users has been set, comprising the Commission’s critical staff and staff dealing 

with such records on a regular basis; 

 (b) Governance: under the overall supervision of the Executive Secretary of 

the Commission, the Director of the Administrative Services Division is the 

programme manager for the system and acts as the Business Continuity Plan Crisis 

Coordinator. Under the crisis management framework, the Crisis Management 

Team, headed by the Executive Secretary, acts as the critical decision -making body 

for all crisis response. The Critical Response Team, consisting of all section/unit 

chiefs of the Administrative Services Division and chaired by the Director of the 

Division, carries out all necessary business continuity activities, while the Chief of 

the Security and Safety Section maintains a close relationship with the host country 

authorities in order to remain fully informed of any developments; 

 (c) Maintenance and exercise: in the framework of the Commission’s test 

and exercise programme, several exercises have been conducted, including annual 

drill and tabletop exercises. All members of the crisis management struc ture 

received training in the principles of the system. In addition, Crisis Management 

Team members review and update the crisis management system on a quarterly 

basis. The Commission is working with United Nations Headquarters on the 

availability of a training programme for the system;  

 (d) Risk management: the Commission has a risk assessment in place. The 

Security and Safety Section handles plans related to security and response to 

emergency systems, and exercises and systems are updated on an annual bas is. The 

United Nations House emergency evacuation and fire plan is approved and 

periodically updated; 
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 (e) Planning: the Commission has the following plans in place: security 

plan, crisis management support plan, business continuity plan, information 

technology disaster recovery plan, emergency communication plan, mass casualty 

incident response plan and staff support plan. All plans are harmonized within the 

system framework. The plans are incorporated within the business continuity plan 

and reviewed on a biannual basis and whenever needed.  

 

  Status of implementation in the funds and programmes 
 

33. A total of 17 organizations and entities represented in the United Nations 

System Chief Executives Board for Coordination reported on their progress in 

implementing the principles of the system policy as endorsed by the Board in 

December 2014. 

 

  World Food Programme 
 

34. The system is being implemented within WFP through the organizational 

resilience management group, which was established to coordinate the day -to-day 

implementation of the system. The group comprises the functional area 

coordinators; monthly meetings are chaired by the Director of Emergencies. The 

Deputy Executive Director and Chief Operating Officer is responsible for:  

 • Approval of headquarters business continuity plans and maintenance and 

oversight of the WFP business continuity management programme  

 • Management of a crisis response at the headquarters level and designation of 

the Crisis Management Team 

 • Implementation and maintenance of the WFP crisis management plan 

The Director of Emergencies is responsible for the implementation of the system, 

including the business continuity management programme.  

35. A comprehensive WFP headquarters crisis management and business 

continuity plan was endorsed by all functional areas and submitted to the Executive 

Management Group for final approval and implementation. The key challenge is to 

integrate resilience and business continuity management into the operational 

activities and organizational culture of WFP at all levels. This will require an 

effective and sustainable exercise, maintenance and review programme. WFP is 

collaborating with other Rome-based agencies of the United Nations system to 

provide mutual support in the event of a crisis or disruptive incident. 

 

  Office of the United Nations High Commissioner for Refugees 
 

36. Forming part of the Crisis Management Team led by the United Nations Office 

at Geneva, UNHCR requested the United Nations Office at Geneva to provide 

assistance with the implementation of organizational resilience at its headquarters 

and field locations and adopted the United Nations Office at Geneva model for the 

development of an integrated emergency response tool.  

 

  United Nations Development Programme 
 

37. The strategic plan for the United Nations Development Programme (UNDP) 

for 2014-2017 clearly states that UNDP strives to be an organization that promotes 

resilience. Therefore, UNDP is very committed to making itself resilient and started 
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the implementation of the system in the beginning of 2015 by revamping its 

components, namely incident crisis management, enterprise risk management and 

business continuity management. The assumption is that when all of those 

programme are implemented, “resilience” will be achieved. 

38. The following steps were taken to strengthen UNDP resilience:  

 (a) A new policy on enterprise risk management was adopted, with clear 

reference to organizational resilience;  

 (b) The Crisis Management Group was re-established and is convened at 

least twice a year; 

 (c) The business continuity plan was updated and tested;  

 (d) UNDP established a dashboard system to monitor the implementation of 

enterprise risk management and business continuity management compliance in all 

UNDP offices globally and report the result to the Executive Board;  

 (e) As of 2015, all critical information and communications technology 

systems are on the cloud, which better ensures their resilience against natural 

disasters. 

39. Main challenges were the introduction of the system to UNDP staff worldwide 

without making it an additional burden of compliance and in developing a training 

programme for the system that meets the organization’s needs and business model. 

 

  United Nations Children’s Fund 
 

40. The system is governed by the UNICEF New York Headquarters Crisis 

Management Team. UNICEF implemented a business continuity management 

strategy, through which all UNICEF offices must be able to maintain continuity of 

highly critical functions during and following a disaster and/or crisis event. 

UNICEF is also working on formally implementing enterprise risk management 

practices and their monitoring. To achieve harmonization and a more holistic 

approach to emergency management, the system will be implemented 

simultaneously with the enterprise risk management initiative.  

41. UNICEF achieved compliance with a number of the key performance 

indicators in the areas of policy and governance. Each headquarters location is an 

active member of the inter-agency emergency management structures in the 

respective locations. The planning component poses some challenges as UNICEF 

proceeds to develop some of the plans, which have become more relevant over the 

past few years (e.g. crisis communications and mass casualty incident response) . In 

addition, the harmonization of the security, crisis management, business continuity, 

information technology disaster recovery, crisis communications, mass casualty 

incident response and staff support plans is envisaged to start in 2016.  

42. Additional measures were also taken to strengthen UNICEF resilience in view 

of an all-hazards approach: 

 (a) Online emergency management training courses offered in partnership 

with the United States Federal Emergency Management Agency;  
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 (b) A SharePoint website for all business continuity management/ 

organizational resilience management system focal points to share best practices 

and upload plans and exercise documents;  

 (c) The UNICEF Operations Centre continues to provide round -the-clock 

support to all UNICEF offices globally. 

 

  Joint United Nations Programme on HIV/AIDS 
 

43. Since the endorsement of the system policy by the High -level Committee on 

Management, UNAIDS has strengthened its compliance with several key 

performance indicators. Priority in its efforts was given to the required components 

of risk management and the development and maintenance of the emergency 

preparedness plans. UNAIDS has completed a security and information technology 

disaster recovery plan and is in the process of updating its plans fo r business 

continuity and crisis communications; the mass casualty incident response plan has 

been integrated into the security plan.  

 

  United Nations Population Fund 
 

44. A main focus of implementation of the system by the United Nations 

Population Fund (UNFPA) was the strengthening of its crisis management and 

preparedness. A tabletop exercise was conducted with the Security Management 

Group using a weather-related scenario gradually escalating to a hurricane and 

leading to the closure of UNFPA headquarters in New York. Subsequent to the 

tabletop exercise, an emergency communication system was activated and 

headquarters divisions were tasked with accounting for their personnel through 

established means of communication. Full accounting of all personnel wa s 

accomplished within 30 minutes, with only a few taking up to an hour. Progress was 

also made in implementing several components of business continuity management. 

The integration of the minimum preparedness action with business continuity 

planning and alternate work modality is also progressing well.  

 

  United Nations Office for Project Services 
 

45. The main focus was on ensuring efficient decision-making for crisis 

management in the United Nations Office for Project Services (UNOPS), which 

included improving the efficiency of processes related to core elements of the 

system. In addition, components of the UNOPS security plan were exercised, 

resulting in improved efficiency. In 2015, the organization established an enterprise 

risk management programme to further identify and operationalize elements in these 

areas. 

46. Management of the business continuity process is a key priority: full update of 

all headquarters plans occurred, while work on an overarching framework 

(including policy development) according to the system is continuing.  

47. Much focus has been placed on support to UNOPS personnel, including 

implementation of additional insurance coverage. UNOPS also contracted a private 

company that specialized in delivering high-quality care services, including stress 

counselling, with service available to all personnel on a round -the-clock basis. 
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48. With the aim of better managing the impact from a threat, UNOPS 

headquarters recently implemented an emergency notification system to assist in the 

management of incidents. 

 

  United Nations Entity for Gender Equality and the Empowerment of Women 
 

49. Implementation of the system focused primarily on the development of the 

business continuity management framework of the United Nations Entity for Gender 

Equality and the Empowerment of Women (UN-Women), which had been finalized 

and approved by UN-Women senior management in mid-2014. From this strategic 

framework, UN-Women then prioritized the development and implementation of 

headquarters business continuity management and its crisis management plan, while 

in parallel the development of the Entity’s policy in line with the system underwent 

organizational deliberation. 

50. Throughout 2014 and 2015, UN-Women provided workshops on business 

continuity planning/organizational resilience management system in each of its six 

regions, targeting operations managers and senior personnel. During that period, 

field-based UN-Women offices, which include regional offices, country offices and 

programme presence, systematically migrated existing business continuity plans to 

the updated UN-Women format. To assist in expediting the process, UN -Women 

engaged expert consultant services to interact directly with each of its 93 locations; 

to date approximately 80 per cent of UN-Women field locations have fully 

functional business continuity plans, with full compliance envisaged by November 

2015. 

51. UN-Women initiated a number of additional actions that will complement and 

enhance the system strategy, including:  

 (a) A dedicated portal for the system within the Safety and Security 

Section’s intranet site, containing, among others, the emergency preparedness plans, 

as well as the contact information of global focal points, best practice models and 

educational material; 

 (b) Procurement of an emergency notification system that is capable of 

multiple field use, based on a three-tiered permissions process; 

 (c) UN-Women enterprise risk management, currently under development, 

will interface with the system and with the Safety and Security Section ; 

 (d) Alternate sites for UN-Women have been and will be tested before the 

end of 2015; 

 (e) Global issuance of satellite phones to all field locations, which will be 

finalized by the end of 2015, and where applicable, primarily at regional and multi -

country offices, the pre-positioning of broadband global area network systems.  

 

  Status of implementation in the specialized agencies 
 

52. A number of specialized agencies strengthened their emergency management 

by applying the coordinated approach required by the system policy. 

 



 
A/70/660 

 

17/22 16-00403 

 

  Food and Agriculture Organization of the United Nations 
 

53. The Food and Agriculture Organization of the United Nations (FAO) is 

considering a project for the implementation of the system both at headquarters and 

in the field. The current proposal builds on existing elements in the areas of 

business continuity, crisis management and information technology disaster 

recovery in place, as follows: 

 (a) A Crisis Management Team exists and is chaired by the Deputy Director 

General for Operations. The Team’s operating procedures need to be made system-

compliant and exercised; 

 (b) A draft business continuity plan and a detailed draft crisis management 

playbook have been prepared for integration and harmonization within the system;  

 (c) Information technology disaster recovery capabilities are being created 

to mitigate the risk of information technology failures.  

54. In the preparation of the plans, FAO will work together with the other Rome -

based United Nations system organizations in order to ensure optimal use of 

existing infrastructure and capabilities.  

 

  International Atomic Energy Agency 
 

55. In accordance with the system policy approved by the General Assembly in its 

resolution 67/254 A, the International Atomic Energy Agency (IAEA) has developed 

the incident management system as an overarching framework for emergency 

management. The incident management system enhances the Agency’s 

preparedness, response, continuity and recovery capabilities in case of adverse 

incidents, offering an integrated and holistic approach aligned with the 

organizational resilience management system framework.  

56. IAEA has strengthened its compliance with a number of key performance 

indicators, focusing its efforts on crisis management and business continuity.  A 

major effort went into the development and testing of the crisis management plan. 

The plan was developed to work in conjunction with the crisis management standard 

operating procedures and the Crisis Management Team playbook of the United 

Nations Office at Vienna. As foreseen in the organizational resilience management 

system approach, IAEA adheres to the joint security and mass casualty incident plan 

of the Office and maintains its own emergency plans in the areas of information 

technology disaster recovery and business continuity. 

57. Late in 2014, as part of the process of updating the business continuity plans, 

130 staff members were nominated as business continuity planning focal points and 

trained to conduct a business impact analysis of the critica l business processes of 

their respective administrative units. A business continuity planning knowledge 

management platform was launched in February 2015 to monitor the progress of the 

project and to ensure that staff members always have accurate and up -to-date 

information and are empowered to assume their critical functions.  

 

  International Fund for Agricultural Development  
 

58. Long before the approval of the organizational resilience management system 

policy for the United Nations system organizations, the International Fund for 

Agricultural Development (IFAD) had developed all the necessary components of a 
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professional emergency preparedness system: starting from the enterprise risk 

management policy, IFAD had developed a business continuity management system 

and established a crisis management structure. Components of those two systems 

include the plans for business continuity, security, information technology disaster 

recovery, crisis communications, staff support and medical emergency support, as 

well as the specific security risk assessment.  

59. Since the endorsement of the system policy for all entities of the United 

Nations common system, IFAD has initiated the harmonization between the existing 

emergency preparedness systems, polices and plans.  

 

  International Labour Organization 
 

60. The crisis management system of the International Labour Organization (ILO) 

is well developed and has been tested on numerous occasions, including during the 

Ebola crisis. All ILO locations maintain a crisis management playbook and wallet 

cards, providing the governing bodies and all staff members with the information 

necessary to respond to a beginning crisis. Roles and responsibilities, as well as 

issues of coordination with other United Nations entities and informat ion about 

business continuity, are included in the different playbooks. The ILO enterprise risk 

management framework requires that risk registers address safety, health and 

security and regularly monitor these risks.  

61. ILO is an active member of the Geneva-based inter-agency working group on 

the system. 

 

  United Nations Industrial Development Organization 
 

62. At the United Nations Industrial Development Organization (UNIDO), there is 

an ongoing effort to enhance its crisis management response capacity, both at the 

Vienna International Centre and in the field, in order to make it more 

comprehensive, coordinated, timely and effective, as well as to further harmonize it 

with the system framework, endorsed by the High-level Committee on Management 

and the United Nations System Chief Executives Board for Coordination in 2014. 

Such a response implies involvement and eventual rearranging of different functions 

and is not limited to security aspects.  

63. The crisis management standard operating procedures adminis tered by the 

United Nations Office at Vienna enable the Vienna -based organizations, including 

UNIDO, to effectively set out in a coordinated manner the policy and decision -

making processes for managing a crisis event at the Vienna International Centre, 

minimizing its effects and maintaining the mission-critical functions and essential 

processes. The standard operating procedures also outline a supporting structure and 

a number of procedures to respond to and minimize the effects of a crisis event. 

They identify the key players, both at the policy and operational levels, and explain 

their roles in the overall crisis management.  

 

  Universal Postal Union 
 

64. At the Universal Postal Union (UPU), the system has been traditionally treated 

as part of the crisis management and business continuity plan. According to those 

plans, all directorates are required to participate in the annual risk and control 
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self-assessment, which the UPU secretariat undertakes as part of its internal control 

system framework. 

 

  World Health Organization 
 

65. The lead role of WHO in the response to Ebola underlined the importance of a 

well-functioning organizational resilience management system. Consequently, WHO 

strengthened its resilience by further developing plans for immediate emergency 

response, crisis management, including activation of recovery plans and crisis 

communications, and a strategy for information technology disaster recovery, as 

well as specific recovery plans for all departments. Those plans are embedded in 

policy and guidance documents that also provide direction for business continuity 

management. WHO intends to align all its emergency preparedness policies and 

documents with the United Nations system-wide organizational resilience 

management system. 

 

  World Intellectual Property Organization 
 

66. In February 2015, as an overarching framework for its emergency 

management, WIPO adopted and published its policy, strategy and processes 

according to the organizational resilience management system.  

67. In order to strengthen its resilience, WIPO created a Crisis Management Team, 

chaired by the Director General, which underwent its first training exercise, 

applying the Team’s terms of reference and checklists, which were developed on the 

basis of the inter-agency crisis management playbook. 

68. Its first emergency notification system was implemented towards the end of 

2014 and is now automatically included in all internal security emergency training 

and exercises. 

69. April 2015 saw the launch of a large-scale cross-sector exercise to undertake 

the second WIPO business impact analysis. The analysis will not only reconfirm 

critical WIPO business functions but also update the identification and cross -

referencing of critical business processes and priorities for reconstitution fo llowing 

an emergency event. This business impact analysis exercise covers headquarters and 

all WIPO external offices. In addition, WIPO strengthened its resilience through the 

following: 

 (a) Information and communications technology disaster recovery plans, 

which are being tested and continue to be expanded;  

 (b) A 24/7 security helpline, which was widely publicized to all staff;  

 (c) A specific organizational resilience intranet site, which is being 

developed. 

 

 

 IV. Progress in the implementation of the recommendations 
from the after-action review of storm Sandy 
 

 

70. In its resolution 68/247 B, the General Assembly requested the Secretary -

General to complete the recommendations emanating from the after -action review 

of storm Sandy and to consider all means of risk mitigation, including through the 
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insurance market and/or self-insurance mechanisms, with a view to securing 

adequate coverage at a reasonable cost for all United Nations installations and 

premises exposed to natural hazards and emergencies.  

71. In his briefing to the Fifth Committee of the General Assembly on 7 October 

2014, the Assistant Secretary-General for Central Support Services informed the 

members of the Committee that all 25 recommendations from the after -action 

review of storm Sandy had been completed. The recommendations aimed to 

minimize the vulnerability of United Nations Headquarters to extensive flooding 

and to mitigate the impact if it did occur. Furthermore, they sought to strengthen 

key elements of the organizational resilience management system, including 

operational risk management, crisis decision-making and crisis communications. 

The paragraphs above on progress in the implementation of the system at United 

Nations Headquarters provide a detailed description of ongoing measures to 

strengthen Headquarters resilience.  

72. A specific briefing on the status of United Nations Headquarters preparedness 

for natural disasters was given to the Crisis Operations Group at its meeting on  

9 June 2015, which confirmed the readiness of Headquarters and described best 

possible solutions for the protection of the United Nations compound and its 

infrastructure, as well as the strong means to ensure the continuity of critical 

business services. 

73. During the renewal of the global property insurance policy, the United Nations 

Secretariat was able to secure renewal of the policy with significantly higher, 

post-capital master plan exposure at a reduced premium rate. This was due to the 

extensive renovations, including risk mitigation measures, at Headquarters, as well 

as a robust global marketing exercise. This combination enabled the Organization to 

maximize the highest level of coverage at the most competitive premium. It should 

also be noted that this includes flood coverage at the maximum level  available and 

self-insuring the gaps, so that the insurance policy in force remains the best possible 

value for money. 

 

 

 V. Next steps in implementation 
 

 

74. In accordance with the implementation strategy directed by the Senior 

Emergency Policy Team, following implementation of the organizational resilience 

management system at Headquarters, the focus of implementation has been placed 

on the offices away from Headquarters, regional commissions, field missions of the 

Department of Peacekeeping Operations and the Department of Political Affairs and 

specialized agencies, funds and programmes. Three mutually supporting tracks are 

being pursued: 

 (a) Continue promoting coordination among different key players of the 

system and the different United Nations entities, inter alia by using the inter-agency 

global working group on the system as a community of practice that shares 

experience and lessons learned; 

 (b) Share materials for awareness-raising and learning among the different 

United Nations entities and provide tools to business departments to facilitate the 

conduct of the maintenance, exercise and review regime;  
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 (c) Leverage opportunities to further embed the framework’s tenets in 

organizational culture by mainstreaming emergency management in day -to-day 

activities. 

 

 

 VI. Cost of the organizational resilience management system 
 

 

75. In section III of its resolution 68/247 B, the General Assembly requested a 

detailed accounting of the cost of the organizational resilience management system 

in the context of future reports. 

76. The organizational resilience management system within the United Nations 

system represents a systemic approach in the coordination, harmonization and 

integration of different components that contribute to the United Nations system-

wide emergency management framework.  

77. The strength of the organizational resilience management system policy is the 

requirement that all relevant stakeholders coordinate and harmonize their 

emergency preparedness, prevention, response and recovery efforts. The system 

provides the umbrella under which to gain effectiveness and efficiency through 

close collaboration of the key components.  

78. In terms of the investment of staff time for the coordination of emergency 

preparedness, the table below provides some indication of time spent in 2015 at 

different duty stations and within different United Nations entities. The investments 

vary depending on the situation of the duty stations and the individual entity. The 

total cost of the time spent by staff on the system is estimated at $390,000 for all 

participating entities. The United Nations Secretariat invested $250,000, of which 

the Department of Peacekeeping Operations and the Department of Field Support 

needed $155,000 for support for field missions.  

79. At United Nations Headquarters, the first efforts to apply a holistic approach 

to emergency preparedness started in 2010 with the organizational resilience policy 

for the United Nations Headquarters. Subsequently, the coordination, harmonization 

and integration of key components have become the regular way of doing business 

in preparing the Secretariat for an emergency. For other entities and duty stations 

the system represents a new approach; they therefore need additional efforts to put it 

in place. 

 

  Staff resources used to coordinate the different components of the organizational 

resilience management system 
 

Position Department/office Days per annum 

   
Assistant Secretary-General for Central Support Services  DM/OCSS 1.0 

Chief, Business Continuity Management Unit (P-5) DM/OCSS/BCMU 25.0 

Business Continuity Specialist (P-4) DM/OCSS/BCMU 15.0 

Organizational Resilience Officer (P-4) DPKO/OUSG 200.0 

Focal Point for Security (P-5)  DPKO/OUSG 20.0 

Business Continuity Programme Manager (P-4) UNOG/DOA 10.0 

Business Continuity Programme Manager (P-4) UNON 25.0 

Chief, General Support Section (P-5) UNOV 33.0 
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Position Department/office Days per annum 

   
Chief of Administration (D-1) ECLAC 2.0 

Chief of Facilities Management (NO-C) ECLAC 3.0 

Information Systems Assistant (G-5) ECLAC 10.0 

Chief of Central Support Services ESCAP 9.0 

Security Officer (P-4) ESCWA 1.0 

Administrative Officer (P-3) ESCWA 1.0 

Administrative Assistant (G-6) ESCWA 8.0 

– FAO
a
 – 

Central Security Coordinator (P-5) IAEA 10.0 

Associate Security Facilitation Officer (P-1) IAEA 5.0 

Manager for Business Continuity and Disaster 

Recovery (P-4) ITU 11.0 

Chief, Financial Services, Risk Management and 

Compliance (D-1) UNAIDS 1.5 

Senior Compliance Officer (P-5) UNAIDS 5.0 

Enterprise Risk Management Officer (P-4) UNDP 30.0 

Security Coordinator (D-1) UNFPA 4.0 

Deputy Executive Director (ASG)  UNICEF 10.0 

Business Continuity Manager (P-4)  UNICEF 60.0 

Coordinator, Governance, Risks Controlling and 

Management Information (P-5) UPU 10.0 

Expert, Governance, Risks Controlling and 

Information Management (P-2) UPU 10.0 

Director (D-1) UNIDO 1.0 

Senior Security Coordinator (P-5) UNIDO 3.0 

Global Security Adviser (P-5) UN-Women 10.0 

Deputy Executive Director (D-2) WFP 1.5 

Senior Adviser of Business Continuity (P-5) WFP 5.0 

Director, Compliance, Risk Management, Ethics (D-1) WHO 5.0 

Manager, Platform Services WHO 5.0 

 

 
a
 Coordination/integration will start in 2016.  

 

 

 

 VII. Action to be taken by the General Assembly 
 

 

80. The General Assembly is requested to take note of the present report on 

progress in applying the principles of the organizational resilience management 

system in the United Nations system-wide emergency management framework. 

 


