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Summaries of the expert presentations and initial discussions
on the agenda topics

Protection of migrants against racist, discriminatory and xenophobic practices

1. At its 2nd meeting, on 8 April, the Committee considered the issue of the protection
of migrants against racist, discriminatory and xenophobic practices. Frangis Crépeau,
Professor of Public International Law at the Faculty of Law of McGill University in
Montreal, Canada and former United Nations Special Rapporteur on the Human Rights of
Migrants gave a presentation on the topic.

2. In his presentation, Frangis Crépeau argued that facilitating regular mobility,
notably through long-term, sustainable and human rights-based mobility strategies and
diversity policies, is the best way to ensure the human rights of all migrants. He explained
that prohibiting means, such as anti-immigration policies and practices, not only fail to
prevent cross-border mobility but also push many migrants in situations of precarious or
absent administrative status where all discriminations and human rights violations are
possible. He noted that, in contrast, States should seek to govern mobility, in order to
legalize, regulate and tax mobility.

3. Mr. Crépeau discussed how the Global Compact for Safe, Orderly and Regular
Migration (GCM), as well as the UN Agenda 2030, contribute towards achieving this
objective. He noted that the GCM, which embraces the spirit of target 10.7 of the UN
Agenda 2030, provides a remarkably coherent, if incomplete, conceptual roadmap for
facilitating mobility and fostering diversity. He highlighted several specific objectives of
the GMC, including objectives 5 and 7 by which States committed to ‘enhance availability
and flexibility of pathways for regular migration’ and ‘to implement processes allowing
undocumented migrants to regularize their situation. In this regard, he noted the importance
of facilitating the movement of people who seek work and putting in place quick processes
for obtaining work permits when a foreigner secures a work contract. He also stated that
facilitating the regularization of undocumented status should become a major policy tool
and that, in the long-term, the objective should be that most migrants are provided with
travel documents.

4. He noted that the GCM recognizes that migrant children deserve protection as
children, and that their migration status or that of there should never interfere with such
protection. The GCM also recognizes that the principle of the ‘best interests of the child’
should always be a primary consideration and that the right to family unity and family life
should be enforced.

5. He discussed objective 15 by which States committed to “ensure that all migrants,
regardless of their migration status, can exercise their human rights through safe access to
basic services” and objectives 16 and 18 that aim at facilitating the labour and social
integration of migrants. He recalled that access to basic services for ‘all’ is key and that one
important aspect for protecting such rights is the establishment of ‘firewalls’ between
immigration enforcement and public services.

6. Mr. Crépeau also discussed objective 6 of the GCM by which States committed to
facilitating “fair and ethical recruitment and safeguard conditions that ensure decent work.”
On this subject matter, he regretted that the GCM does not mention the need for destination
countries to reduce their underground labour markets, which act as a major pull factor for
undocumented migration. He explained that the precariousness of the undocumented or
temporary migrant worker condition is socially constructed through the interaction of their
absent or precarious legal status and the lack of government enforcement of labour law
against unscrupulous employers. As long as millions of employers across the world will
offer jobs in exploitative working conditions without fear of being held accountable,
smuggling rings will offer means to bypass migration controls, and several industry lobbies
will continue defending the status quo. According to him, sustained political will to develop
an economic, social and political conversation on this issue over a generation will be
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required to implement effective reforms and transition those industries towards a non-
exploitative economic model.

7. He noted that, unfortunately, mobility facilitation is not the direction that most
destination countries are currently taking. In fact, a majority of their political leaders seem
especially hostile to such a vision. The toxic nationalist, populist, prohibitionist discourse is
dominant and risks remaining so for quite some time. He stressed the need to mobilise all
forces to change the mindset towards migrants.

8. Mr. Crépeau concluded by stating that empowering people to defend their own
rights is the only strategy that has ever worked for protecting human rights. Migrants need
empowerment and this will only be possible when a regular administrative status will be
available to them, as it will mean the elimination of the constant fear of being arbitrarily
detected, detained and deported. He recommended increasing the possibilities for migrants
to have their voice heard by, for example, facilitating the consultation of migrants every
time the legislator discusses immigration or labour laws; facilitating the creation of
migrants’ associations and the unionisation of all migrant workers; facilitating access to
justice for all migrants; ensuring effective labour inspections and audits; and ensuring that
employers are not abusing their position of authority. Over the long term, he recommended
redirecting the vast resources dedicated to preventing people from crossing the border,
towards policies that will help migrants integrate and find or create jobs, and towards
ensuring that local populations are not afraid of the newcomers.

9. During the interactive discussion, the Chairperson-Rapporteur asked Mr. Crépeau
whether the GCM fills the gaps in the existing international protection framework and
when anti-migrant attitudes and sentiments become racism and xenophobia. To the first
question, Mr. Crépeau replied that the GCM lays the ground of what needs to be done for
the next ten years. He explained that gaps in the protection of the rights of migrants are
often the result of their precarious administrative status. Therefore, there is a need to
facilitate access to legal documents in order to ensure better integration of migrants; to
avoid disempowering migrants; to make sure that migrants are less vulnerable to abuses
and exploitation, as well as to racism and xenophobia; to facilitate access to all basic
services and respect of the human rights of migrants; to ensure better labour inspections;
and to train police to protect migrants and their rights. To the second question, Mr. Crépeau
replied that the distinction between anti-migrant attitudes and sentiments, on the one hand,
and racism and xenophobia, on the other hand, must be established by court decisions. He
noted that the doctrine on the subject matter is evolving.

10.  The representative of Zimbabwe was interested to hear about the ways in which a
change of mind-set regarding negative stereotypes against migrants can be achieved. Mr.
Créeau replied that there are already several initiatives, notably from non-governmental
organisations, aiming at changing the mind-set towards migrants. However, this is a
difficult task. In his view, what is missing in public debate today is the voice of the
migrants themselves and, therefore, more efforts should be put on helping migrants to
speak up for their rights.

11.  The representative of South Africa requested the expert’s perspective on whether
there are gaps in the International Convention on the Elimination of all forms of Racial
Discrimination concerning migrants and what complementary standards to put in place. In
response, Mr. Crépeau noted the importance that all laws protecting workers and against
discrimination are applicable to all, including migrants. He stated that the new instrument
should draw the attention of existing institutions to the vulnerability of migrants and ensure
that existing human rights and labour norms and standards are implemented for migrants.

12.  The representative of Angola on behalf of the African group noted that negative
stereotypes and perceptions against migrants continue to prevail and have consequences for
the migrants themselves and their access to their rights. She noted the need to promote
positive aspects of migrations, notably the role of migrants in development and economic
prosperity. She inquired about the main measures to be taken to achieve this goal. In
response, Mr. Crépeau indicated three main measures to be taken by States, namely to
reduce precariousness of migrant; to ensure the implementation of labour standards for
migrants, including by strengthening labour inspection and facilitating regularisation of
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foreign workers; and to ensure non-discriminatory access to all services, including access to
education and health services for migrants and members of their families regardless of their
migrant status.

13.  During the 3rd meeting on 9 April, the Committee met in small groups in an
informal session to consider questions and issues relating to migration, protection gaps
regarding migrants and asylum seekers, national mechanisms, stereotyping, non-citizens,
the Migrant Workers Convention, Global Compact on Safe, Orderly and Regular
Migration, and the role and impact of the ICERD in this regard.

14. At its 6th meeting on 10 April, the Ad Hoc Committee continued its consideration
of agenda item 4 on the protection of migrants against racist, discriminatory and
xenophobic practices. Ms. Ariadna Estevez, Professor and Advisor at the UNAM School of
Social and Political Sciences, Mexico gave a presentation (via video link) on this topic.

15. Ms. Estevez noted that international migration was increasingly forced rather than
voluntary. Migrants left their countries for economic, environmental, political or other
reasons. The expert first described manifestations of racist, xenophobic and discriminatory
practices directed against migrants in the region of Latin America. She explained why she
thought it would be important that the Committee endorsed an Additional Protocol and
thirdly, she explained why it seemed important that the Protocol focused on the
phenomenon and the concept of xenophobia rather than on racism and racial discrimination.

16. In the first part of her presentation, the expert focused on the situation of Hondurans
in Tijuana and then Venezuelans in Ctltuta, who have fled the violence and fear in their
countries to encounter xenophobia abroad. She then argued that an additional Protocol
could counteract the growing hegemony of fascist politics around the world, and addressing
xenophobia was a way to reverse racism, xenophobia and discrimination against migrant
men and women. She argued that current international legislation was not sufficient as
could be seen in the racist legislation of the European Union on migrants. She noted that
the EU’s racist approach to migration and refugees was institutionalized by the Dublin III
Regulation, which came into force in 2014 and is based on the Convention Dublin 1990,
Regulation | and the Dublin Il Regulation of 2003. Such racist perspective had also been
globally reinforced by the Global Compact for Safe, Orderly and Regular Migration, and
the Global Compact on Refugees, adopted in December 2018, the expert stated.

17.  The purpose of these regional and international instruments was to prevent asylum
seekers and migrants from reaching the West. Prosperous countries would only accept
refugees and migrants through “legal” and limited means, such as family reunification,
scholarships for students or humanitarian visas. An Additional Protocol could counteract
measures such as those adopted by several Western countries to prevent migrants from
entering.

18. In response to the presentation of Ms. Estevez, the representative of the Bolivarian
Republic of Venezuela noted that Venezuela adhered to the CELAC agreement on
migration and the Global Compact for Migration. The representative stated that his country
did not accept what in his view were false and inaccurate versions of the facts which were
disseminated about the country and that misinterpreted the movement of Venezuelans as
resulting from a humanitarian crisis. He added that external humanitarian interventions in
the country were contrary to international law, and were aimed destabilizing the country
and political interference. He informed that Venezuela had enacted a “return to the
homeland” programme that would enable Venezuelans who had left to voluntarily return to
the country.

Racism, in modern information and communication technologies (racial cybercrime)

19. At its 4th meeting on 9 April, the Committee considered the issue of Racism, in
modern information and communication technologies (racial cybercrime). Ms. Jesse
Daniels, Professor of Sociology, Hunter College & Professor Africana Studies, The
Graduate Center, CUNY, USA, and Mr. Ernest Chernukin, Chief of Section, Department
for New Challenges and Threats, Ministry of Foreign Affairs, Russian Federation gave
presentations on the topic.
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20. In her presentation, Ms. Jesse Daniels illustrated how the rise of the popular Internet
since the mid-1990s has facilitated the globally networked spread of white supremacy. The
confluence of global linkages facilitated by information and communication technologies
means that true believers in white supremacy can connect a white identity across national
boundaries. The recent massacre in Christchurch, New Zealand, for which the shooter drew
inspiration from white extremist terrorism attacks in other parts of the world, illustrated
how the connections between perpetrators of those attacks span continents and highlighted
how the Internet and social media facilitate the spread of white supremacist ideology and
violence.

21.  Ms. Daniels further insisted on the importance of distinguishing between different
dynamics in the spread of hateful ideology online, namely the dynamic of being inspired to
violent action, the dynamic of being recruited into a social movement organization, and the
dynamic of encountering white supremacist content online. Though it may not lead to
violence, the latter dynamics encourages the mainstreaming of white supremacy into
national politics. According to her, all three dynamics are equally concerning.

22. Ms. Daniels described two main transition phases in the spread of white supremacy
rhetoric through the new information and communication technologies. First, the mid- and
late-1990s were marked by the transition from the print-only era, characterised by the “one-
to-many” paradigm of broadcast news and print media with its gatekeepers, to the early
Internet, characterised by the “many-t0o-many” media paradigm without gatekeepers. Ms.
Daniels observed that white supremacists had demonstrated a great ability at exploiting this
paradigm shift to further their ideological goals. The early Internet era facilitated the global
networking of white supremacists, but also eased the broadcasting and dissemination of
their hateful rhetoric, notably through the development of what she called “cloaked sites,”
i.e. websites that intentionally disguise authorship in order to conceal a political agenda.

23.  She further explained that the second transition phase begun in 2008 with the
emergence of social media platforms operating algorithmically. On each of these platforms,
white supremacists have found opportunistic ways to exploit them to spread conspiracy
theories and racist propaganda. By creating a reverberating feedback loop that
systematically spreads white supremacy propaganda through social media, algorithms have
become a key feature of the way racism spreads online. In addition, the social media
platforms have made easier targeted abuse online by white supremacists. Because the
platform puts the burden on the user who is being harassed to block people, it creates a
differential cost to the victims relative to the perpetrators.

24, Ms. Daniels discussed the central role of US-based tech industry in facilitating the
spread of the hateful ideology. There are currently five undisputed rulers of the ICT
industry that are all based in the United States: Amazon, Apple, Facebook,
Google/Alphabet and Microsoft. Grounded in Barlow’s “cyberlibertarianism,” the
dominant view in this industrial sector is that freedom of speech is absolute. This echoes
the prevailing view in the US towards white supremacy online. There is also a strong belief
in colour-blindness, which is the belief that there is no racism operating in algorithms,
platforms or tech companies. This shows a general lack of awareness about both the history
and contemporary reality of racial inequality in the US in an industrial sector dominated by
White men and in which the inequalities of race, class and gender that prevailed in the
industry’s social context were reinscribed. She stressed that this industry exerts an outsized
influence over the rest of the world and, therefore, the disregard on the part of the United
States dramatically reduces the likelihood that nations who wish to regulate white
supremacy online will be able to do so. She added that the United States also undermines
international efforts by operating as a “safe heaven” for white supremacy online as well as
primary creator of this content available globally.

25.  She highlighted several features of the economics of the global spread of the Far
Right. One important element is the “dark money” that refers to funds raised for the
purpose of influencing elections by non-profit organizations that are not required to
disclose the identities of their donors and, therefore, that are difficult to trace. Billionaires
have allegedly used this avenue to fund the promotion of the far-right agenda. Some studies
show that cryptocurrencies are being used by the alt right. Ms. Daniels also pointed out the
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influence of media conglomerates, as well as the hands-off approach of social media
platforms as enabling factors in the spread of white supremacist rhetoric.

26.  Ms. Daniels presented policy recommendations for concrete actions to be taken in
five main areas: a) to specifically name white supremacy, a form of racial supremacism, as
an imminent threat to human life, dignity and rights as an additional iteration of article 9 of
the on the Elimination of All Forms of Racial Discrimination of 1963; b) to establish a
global database to document white supremacist violence in order to track white supremacist
violence and advance our understanding of the scope of this problem; c) to create
international regulation that holds tech companies accountable for contributing to the
spread of white supremacy, including by imposing fines. To combat the spread of white
supremacy online, we need regulation of tech companies that reaches beyond the borders of
individual nation-states; d) to develop literacies of racism, antiracism and social justice for
those working in the tech industry, to be able to recognize and impede with white
supremacy online when they see it; e) to create de-radicalization protocols for those who
have been exposed to white supremacist content and are vulnerable to its influence.

27.  The Chairperson-Rapporteur asked Ms. Daniels what aspects of racial cybercrime
can be effectively criminalized. He further inquired about the kind of regulations that could
be adopted at international level and how effective these regulations would be.

28.  The representative of European Union sought the expert’s perspective regarding
criticisms raised in some countries that new laws adopted to criminalize certain behaviours
online may be used to close down human defenders’ websites or to criminalize behaviours
that are beyond the scope of the issues addressed by the Committee.

29.  The representative of Morocco noted the importance of racial literacy and of having
people of diverse background in the information and technology sector. He further
emphasized the need to educate and to put forward the contributions of individuals from
different ethnic groups and from different countries in the pursuit of scientific and cultural
advancement. In this regard, he asked Ms. Daniels whether, in her view, education and
putting forward the positive contributions of people from diverse background in the
development of new technologies are effective tools to contain the development of white
supremacy.

30.  The representative of Angola raised concerns about the rapid spread of racial
content online and the lack of effective measures to prevent it and inquired about what
States must undertake to address collectively the spread of White Supremacist ideology
online.

31.  The representative of the African Union noted the peculiar nature of the cyberspace,
which is a space that extends beyond national borders. Because of its specific nature, the
regulation of the cyberspace requires the development of an international instrument that
covers all acts, whether they are perpetrated. He further asked Ms. Daniels about what kind
of responsibility Internet stakeholders, such as Internet providers, webmasters and software
developers, should be liable.

32. In response to the questions posed by the Chairperson-Rapporteur, Ms. Daniels
indicated that incitement to violence and language that may lead to genocide are elements
that can be criminalized. Regarding the question of what regulations are most effective,
especially at international level, she noted that technology companies appear to be more
responsive to fines, than to other types of sanctions.

33. In response to the concerns raised about the use of legal provisions that aim at
regulating online content against human rights activists, she explained that part of the
vulnerability in these regulations comes from the fact that they define their object in generic
terms rather than specifying the kind of racial superiority targeted. This is why she
recommended specifically naming white supremacy, as a form of racial supremacism.

34.  She agreed with the representative of Morocco regarding the importance of racial
literacy, education and putting forward the contributions of other people and groups from
different regions of the world, including people of African descent and others, in the
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development of new technologies. She also indicated that individuals who come from
outside to work in the Silicon Valley represent the ideal audience for racial literacy.

35. In response to the concerns raised by the representative of Angola, she explained
that she has been observing a shift in the discussion in recent years with increased attention
given to the question of what are people’s responsibilities and of what States and tech
companies can do to address this issue at stack.

36. In response to the question posed by the representative of the African Union, Ms.
Daniels stated that it is possible to have some international regulations that will be
recognised in all countries. In this regard, she indicated that one of the main challenges is if
a major player, like the United States that has a peculiar view on the right to freedom of
speech as being an absolute right, does not take action within the international context. She
added that Internet service providers and other stakeholders must be held accountable and
that regulations like the European Unions’ General Data Protection Regulation (GDPR) and
other regulations are important for the way forward.

37.  The representative of Angola on behalf of the African Group stated that the
decentralised nature of the Internet must not be an excuse not to take action. On the
contrary, freedom of expression has to be contained when it comes to the dissemination of
violent content, incitement to hatred and xenophobia, which undermines human rights. It is
by establishing the framework for fundamental freedoms that other rights can be respected.
The dissemination of racist content must be subject to control and liabilities clearly defined.
She added that the information and communication technology sector, including
webmasters and platforms, should be on-board when it comes to combating racism online.

38.  The representative of Burkina Faso supported the statement made by Angola on
behalf of the African group and asked Ms. Daniels to explain what avenues could be
pursued with a view to drafting complementary standards.

39.  The representative of Gambia raised concerns about the difficulty to draw the line
between freedom of expression and the need to ensure that incitement through language
that is not appropriate in the digital space is subject to some control. He added that those
defending the absolute right to freedom of expression should engaged in the discussion. He
noted the need to strengthen national regulatory authorities and the importance of exerting
continuous pressure and some form of control over the five major firms of the ICT sector
who are based in Silicon Valley.

40. In response to the questions raised by the representatives of Burkina Faso, Ms.
Daniel indicated that there is a large body of research on language that leads to genocide
that could serve as a source of reference for drafting legal definitions of what needs to be
criminalized in the view to develop complementary standards.

41.  She agreed that the persons who are defending freedom of expression need to take
part in the discussion on regulating racist content online. She added that, in recent years, the
ICT industry has started to show more openness to regulations but claimed not to know
how such regulations would work.

42.  During the 4th meeting, the representative of the European Union made a statement
on countering illegal hate speech online.

43.  The representative of the European Union stated that the European Commission had
over the past years worked intensively to ensure that the internet remains a free, safe and
tolerant space where EU laws are enforced, in full respect of the right to freedom of
expression. Significant efforts have been made in particular to counter the proliferation of
illegal hate speech online, as defined by national laws implementing the Framework
Decision on Racism and Xenophobia. A major flagship initiative led by the Commission in
this area is the Code of Conduct on countering illegal hate speech online. In addition to
progress in terms of removal of illegal hate speech, the Code of Conduct has fostered
synergies between the IT companies, civil society and Member State authorities in the form
of a structured process of mutual learning and exchanges of knowledge. The Code of
Conduct also recognises the value of independent counter-narratives and support to
educational programs fostering positive narratives. In the area of media policy and the

23



A/HRC/42/58

24

digital single market, the revised Audiovisual Media Services Directive adopted in 2018
aligned its existing provisions on ‘hate speech’ with the relevant definition in the
Framework Decision on Racism and Xenophobia while extending its remit to cover all the
discriminatory grounds listed in Article 21 of the Charter and to cover ‘video sharing
platforms’. A set of operational measures to be taken by companies and Member States,
was set out in the 2018 Recommendation on measures to tackle effectively illegal content
online. Furthermore, a number of key actions were put forward and are being implemented
with regard to media literacy and critical thinking.

44,  Also at the 4th meeting Mr. Ernest Chernukhin, Chief of Section, Department for
New Challenges and Threats of the Ministry of Foreign Affairs of the Russian Federation
gave a presentation entitled “Countering the use of information and communication
technologies for criminal purposes”. He noted that twenty years since the inclusion of the
issue of information security into the global agenda, the issue of combating unlawful use of
information and communications technologies (ICT), in terms of its scale and coverage, has
become a real threat for both developing and developed countries. He emphasized the
tendency to conflate terrorism and cyber-criminality and pointed out that social media,
communication applications and other internet channels are actively used by terrorists for
recruiting, fund raising and organisational coordination of terrorists attacks through the
establishment of communication channels and real-time control of the actions carried out
by terrorists or individuals.

45, In the coming years, cyberattacks and cybercrimes both on state and commercial
networks will be organised with the assistance of robotics and smart attacking instruments
according to Mr. Chernukhin. Both software and hardware will make it possible to scale up
the level of attacks significantly. He underlined that in the absence of a genuine political
legal discussion within the United Nations in the quest for a resolution of this problem, it
has not been currently possible to work out a universal approach to combat this global
phenomenon. He noted that this is something that works to the benefit of the
cybercriminals, who have for some time felt to be impervious online.

46. Mr. Chernukhin stated that the Russian Federation believes that there is a need to
strengthen the international cooperation and harmonize the national legislations of States in
this sphere. He added that at the international level, the situation is complicated not only by
the absence of the fully-fledged international legal basis, but also by the lack of a single
conception framework. He underlined that even with the existing bilateral mechanisms of
partnership it is not possible to say that there is a panacea for the problem of cybercrime.
Since even with these bilateral agreements, States may refrain from providing the necessary
information, citing specificities of national legislation in terms of cross border information
exchange or simply by replying with a delay. It can also be the case that information
exchange is not possible because of real technical reasons, for example, in case of expiry
term of the IT data retention under the national law.

47.  The Russian Federation together with a group of like-minded States favours the
development of universal principles and standards which should be shared by all interested
parties and which would establish the basis for effective and transparent international
cooperation in combating this threat. Such an instrument could take the form of a United
Nations convention on countering crime in information and communications technologies
use, which would take into account the current situation, faced by all countries without
exception and would be based on principles of sovereign equality of States, non-
interference in the internal affairs of States and respect for human rights.

48.  Mr. Chernukhin underlined that in this connection the Russian Federation considers
it has made an intellectual contribution to these discussions by introducing the draft
universal convention on cooperation in combating cybercrime on the 28 December 2017,
which became an official document of the 72nd session of the United Nations General
Assembly. The idea behind the preparation of the universal convention is also reflected in
the outcome declaration of the 10th BRICS summit in Johannesburg on 25-27 July 2018.
The five leaders underscored in particular the importance of international cooperation in
combating the use of ICT for terrorist and criminal purposes and in consequences of this,
once again affirmed the need for the preparation under the auspices of the United Nations
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of a universal legally binding regulatory document countering the use of information and
communications technologies in criminal purposes. Mr. Chernukhin also reminded that at
73rd session of the United Nations General Assembly the project of the Russian Federation
resolution A/RES/73/187 “Countering the use of information and communications
technologies for criminal purposes” was approved by the majority of votes. He emphasized
that the main idea of the document on the initial level is to start relevant wide political
discussion within the United Nations General Assembly in New York on the issue of
misuse of ICT. The resolution provides an inclusion of the issue “Countering the Use of
Information and Communication Technologies for Criminal Purposes” on the provisional
agenda of its 74th session and requests the Secretary-General to present a report to the
General Assembly at its 74th session.

49, In conclusion, Mr. Chernukhin stressed that publication and dissemination of
extremist statements as well as holding racists or xenophobes flesh mobs, cross-border
computer attacks on critical infrastructure can be used to heat up the situation in any county
to the point of “social explosion”. He concluded that the ability to uphold human rights in
the information sphere is being held hostage to the absence of universal international legal
basis under the United Nations auspices. Such a globally reaching problem should be
resolved by the whole international community under the auspices and leading discussion
forum of the United Nations, where all States will be able to speak and to bring their
proposals with the consideration to the sovereign rights and peculiarities of their legal
systems. In this way, it would be possible to set up a reliable platform for discussion of the
conceptual aspects of international cooperation in countering cybercrime on the basis of the
world wide use of pre-existing specialised regional legal instruments as well as exchange of
best practices in this sphere. Mr. Chernukhin expressed hope that all this will serve as a
next step towards a world without cybercriminals.

50. During the interactive discussions, the representative of the Republic of the Gambia
thanked Mr. Chernukhin for the presentation and pointed out few questions. Firstly he
wanted to clarify how the figure of mentioned in the presentation forty millions of
cybercriminals existing nowadays has been got, weather it is any specific criteria that was
used to label them as cybercriminals and is there any segregated data on how these forty
millions of cybercriminals are divided into categories. The delegate also noted that the
Russian Federation is a member of the United Nations Security Council and wondered why
the five permanent members could not lead on the issue of cybercrime, which is in such an
importance. He clarified that he is talking not only about the crime committed but also
about the various forms of crime in terms of reputation and in terms of inciting hate and
developing another lay of racism, that as they thought had been denounced. The Chair-
Rapporteur raised the question about the successful examples of combating terrorists and
pulling down their websites, wondered how successful it was with the ISIL and weather
this experience can be extended to other organisations and the cyberspace in general.

51. In response, Mr. Ernest Chernukhin noted that as to the figures, this is an
information from independent professional organisations that adopt their professional
statistics gathering approach. He continued that according to independent experts of
Interpol and Europol the economic crimes are in the heart of all of cybercrimes, therefore
the challenge faced before our law enforcements is to identify, arrest and retrain the
cyberhooligans. Answering the second question Mr. Chernukhin expressed regret that the
question of ICT security has never been included into the agenda of the United Nations
Security Council and recommended to the representative of Gambia that his State could
raise an issue of ICT security to be considered by the UN Security Council. He underlined
that this is a topic that has a long deserved consideration as a standalone political issue. In
his response to the Chairperson-Rapporteur Mr. Chernukhin emphasised that the terrorist
organisation ISIL and other organisations operated on certain territories have raised this
problem to the highest level. Terrorists themselves have found new ways of using internet
for their own ends. He noted that terrorist cells are very effective in recruiting. Terrorists
have started to encrypt their own networks, their own cells and therefore in countering
terrorist activity the security services of many States have united and showed a good
example of how to work. He concluded that, in view of the reports of security services, the
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trend is that we are unlikely to see any significant improvements soon however, an effective
cooperation on this basis need to be achieved.

52. At its 5th meeting on 10 April, the Ad Hoc Committee continued its consideration
of agenda item 5 on “Racism, in modern information and communication technologies
(racial cybercrime).”, during which Ms. Seyi Akiwowo, Executive Director of the non-
governmental organization, Glitch based in the United Kingdom presented on this topic.

53.  Ms. Seyi Akiwowo, presented on Fix the Glitch — End Online Abuse. Ms. Akiwowo
commenced by telling the Committee about her personal experiences relating to online
abuse. She then told the Committee about her organisation “Fix the Glitch” and said that
the organisation was built on three pillars: awareness, advocacy and action.

54.  Ms. Akiwowo noted that Internet companies were often unaware of the nuances of
racial and other discrimination. She stressed, that Fix the Glitch — End Online Abuse was
mostly about finding solutions since online abuse was according to her definition, a glitch
that did not allow the Internet to work properly. An important part of Glitch’s work was
“digital resilience”. Glitch supported persons who had a public (online) presence and taught
them how to stay safe online. Glitch’s vision was to make the online space safer for all.

55.  Glitch campaigned for a stop of online abuse. The presenter noted that it had only
recently been accepted by the public that online abuse had turned into a major problem
threatening the Internet. However, tools to intervene in the case of abuse did not exist yet.
International frameworks might be of use. Such frameworks should respect the freedom of
expression. Self-regulation by Internet companies had in the past not been efficient. The
more the Internet expanded — and that was a fantastic development, the presenter noted —
the more important such tools would become.

56. Too few cases of abuse were going too court, Ms. Akiwowo said and presented
examples. She also reported that the UK police had not the capacity to support her when
she had faced online abuse, instead the police recommended her to stay offline for some
time. The presenter said that her organisation supported the idea to educate young people
on how to face online abuse and how to deal with the Internet. The presenter then told the
Committee about the Fix the Glitch tool kit that had become popular among online users on
a global level. Ms. Akiwowo introduced her organisation’s workshops that educated young
people, in particular women, on the risks of the Internet and on how to overcome those. The
workshop had to date been delivered to 50 participants and could be delivered in a
Webinar.

57. Ms. Akiwowo showed the Committee statistics that showed the size of online abuse.
She underlined that online hate groups worked in echo chambers that strengthened hateful
messages. Much of the online activity that was hateful was, she noted, organised by groups.
Past events had shown that those online activities have had a profound impact on real life.
Past and recent terror attacks were gruesome reminders of that fact.

58. She then told the Committee about “dead naming” that targeted the trans-sexual
community. Dead naming occurred when someone, intentionally or not, referred to a person
who was transgender by the name they used before they transitioned. The practice could be
seen in the context of extortion. In that practise parents, relatives and friends of LGTB
people were being informed about their — not yet public — sexual orientation. Blackmailing
based on sexual images was another major problem for many youth.

59.  The presenter underlined that Committee had an important role to play, by drafting
an intersectional international treaty that considered all forms of online discrimination and
abuse in the context of cybercrime. The presenter said that it was very clear what
constituted abuse and where freedom of expression began, freedom of expression should
therefore not hinder the development of further work in that area. The Committee could
also encourage investment in the area of education. Young people needed to learn about the
concept of digital citizenship and on how to become “active bystanders”, who could
intervene in the case of abuse. The Committee could also consider how to internationally
enforce anti abuse regulation. She mentioned best practice examples from Austria and
Australia on how such regulation could be implemented. She was in particular impressed
by the e-security commissioner of Australia and recommended the replication of the
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Australian experience. Finally, the presenter underlined how important it was to empower
civil society groups and other stakeholders that worked in the area of online abuse, so they
could continue their work.

60.  During the interactive discussions which followed, the representative of Ghana
noted that the countries could use artificial intelligence to track abuse. Social media
platforms needed to update their engagement and ensure that abusive material was taken
down. International social media companies should also partner with countries and report
online abusers to the respective authorities.

61.  The representative of Ethiopia commended the presenter on her presentation and
said that there was more online than offline abuse. Direct social interaction was regulated
by “social norms and “disciplines” but the anonymity of the Internet disinhibited people.
Consequently, abuse had increased. The challenge for African countries was the lack of
control over the platforms and a problem of jurisdiction. Abusers were often located in
other jurisdictions. The dangers of suppressing freedom of speech or controlling the media
were often misrepresented. An instrument that would discipline the platforms and social
media would be useful. Those platforms were also lucrative businesses. Followers were key
to the success of online personalities, abuse might be one of the factors that actually
encouraged people to follow a person online.

62.  The representative of Venezuela asked how abuse could be countered, if that abuse
came via Internet “Bots.” Venezuela also welcomed Ethiopia’s statement on managing
social networks, as the major problem of social networks was the fact that they were based
outside the national jurisdiction.

63.  Ms. Akiwowo agreed that “Bots” were a major problem. In particular, Bots run by
foreign governments were problematic. Such foreign-run “Bots” had been used during the
Black Lives Matters” campaign and the Brexit referendum, aiming at creating unrest and
disagreement.

64.  The representative of Niger noted that one of the most important issues when it
came to online abuse was how to track it. Once cyber-crime could be tracked, such crimes
could be dealt with as strict liability offences. Cybercrime was a question of security and
should be dealt with as such Niger noted that the Australian experience of an official e-
security Commissioner could be replicated by other countries. The delegate also
encouraged the Committee to support a UN convention on cyber security.

65.  The representative of the Russian Federation agreed with representatives of Ghana,
Ethiopia and other delegations, as they had identified some issues that were at the core of
the problem. The Russian Federation had already introduced legislation regarding the abuse
of ICT in the 1990s. She underlined that due to the multi-ethnicity of the Russian
population, hate crimes were treated seriously. Other countries, such as the UK or Germany
had also passed legislation on online abuse. Internet self-regulation was however, not
effective. The representative pointed to recent efforts to draft resolution
A/C.1/73/L.27/Rev.1 on “Developments in the field of information and telecommunications
in the context of international security” and referred in its para 1.5 to “the right to privacy
in the digital age, to guarantee full respect for human rights, including the right to freedom
of expression.” He noted that the resolution underlined “the importance of respect for
human rights and fundamental freedoms in the use of ICTs.” As of September, discussions
on the issue would be taken up again during the 74th General Assembly and in an open-
ended working group acting on a consensus basis that would further develop the “rules,
norms and principles of responsible behaviour of States.”

66.  The representative of Gabon was concerned about the issue of online abuse, in
particular by the fact that it was hard to identify the perpetrator of online abuse. Anonymity
in the Internet was a major problem as it made it impossible to punish the perpetrator. The
delegate asked how that problem could be resolved.

67.  Ms. Akiwowo replied that for civil society groups in many countries anonymity was
essential, as many individuals might not be able to speak up without the protection of
anonymity. She was therefore critical of the idea to limit anonymity. However, she noted
that there were many cases when the perpetrator was indeed known, but not brought to
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justice. That was the case when it came to the issue of foreign meddling in the Brexit
referendum. The perpetrators were known, but no action had been taken to persecute them.
Another example involved abuse by public figures. Those people were not reprimanded for
their behaviour.

Comprehensive anti-discrimination legislation

68. At the sixth meeting on 10 April, the Ad Hoc Committee began a consideration of
agenda item 6, The Chair-Rapporteur explained that while many experts on this topic had
been approached, it had not been possible to secure more than one expert to make
presentations on the topic of comprehensive anti-discrimination legislation.

69.  He invited delegations to volunteer to make presentations on comprehensive anti-
discrimination legislation and relevant legislative frameworks in their respective countries.
The representatives of Algeria, Cuba, India, Malaysia, Pakistan, South Africa, Venezuela
(Bolivarian Republic of), and the representatives of the African Group, European Union
and the Organization of Islamic Cooperation (OIC) took the floor during this meeting.

70.  The representative of Malaysia stated that racism, racial discrimination, xenophobia
and related intolerance were on the rise in various parts of the world, and had been
exacerbated by the rise of right-wing populism propagating xenophobic sentiment and hate
crimes. History had shown that if those were not addressed in an urgent and holistic
manner, they would lead to serious human rights violations. The international community
needed to redouble efforts to fight racial discrimination xenophobia and related intolerance
in all forms and manifestations. The work of the Ad Hoc Committee was pertinent and an
important to contribution to these efforts.

71. He added that Islamophobic acts were contemporary forms of racism and
discrimination and they violated the internationally recognised human rights norms and
standards Legal and administrative measures which rendered defamation of religions illegal
and punishable by law were required to curb Islamophobic acts. In this regard, Malaysia
wished to underscore that the proposed additional protocol covers all contemporary forms
of discrimination, including any discrimination based on religion or belief such as
Islamophobia which currently represented the most prevalent form of discrimination on the
basis of religion or belief.

72.  In the context of sharing Malaysia’s experience, the Government of Malaysia was
developing a National Harmony Bill in 2019. The Harmony Bill, comprising three new
Acts, would be the thrust in the Government’s efforts to enhance and strengthen race
relations among Malaysians. The new Acts were the Racial and Religious Hate Crimes Bill,
the National Harmony and Reconciliation Bill, and the National Harmony and
Reconciliation Commission Bill. In addition, education and reconciliatory dialogues were
also being implemented to advance the values of moderation, tolerance and mutual respect.
The Government had also established a National Committee for Promoting Understanding
and Harmony to: strengthen bonds among the people of various religions; become a
mediating body for issues raised among religious adherents; encourage all religious
associations to respect as well as adhere to the Federal Constitution; and ensure the
government is attentive to the voices of religious organisations.

73.  He noted that Malaysia had also partnered with religious organisations, ministries,
agencies and local universities to conduct interfaith dialogues at local, regional and
international levels. Malaysia actively participated in UN-sponsored dialogues on faiths and
cultures and would continue implementing policies and programmes to prevent racism,
discrimination and religious bigotry in Malaysia.

74.  The Bolivarian Republic of VVenezuela noted that its constitution forbid all sorts of
discrimination. The country had in addition a wide spectrum of legislation to protect its
inhabitants from discrimination. The Revolutionary Government of the Bolivarian Republic
of Venezuela had undertaken legal reforms to make those who were dispossessed or
deprived of such rights for decades more visible. The Revolutionary Government through
the Plan de la Patria 2019-2025, had presented a plan for the defence and protection of the
historical and cultural heritage of Venezuelans. For that purpose, it was necessary to
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counter the production of cultural and historical narratives generated from the dominant
neo-colonial perspective. Instead it was mandatory to develop liberation strategies and
cultural emancipation with an emphasis on vulnerable social groups, such as Afro-
descendants. Another plan in Venezuela was the Human Rights Plan 2016-2019, in which
strategic guidelines were developed to advance the human rights of people of African
descent, the creation of a National Institute against Racial Discrimination, and the National
Plan against Racial Discrimination. Venezuela also had special laws against discrimination,
with emphasis on the protection of vulnerable groups, such as the Law on Labour that
prohibited any distinction, exclusion, preference or restriction in access and working
conditions, based on reasons of race, religion and social origin, among others. Another
example of legislation in Venezuela was the Law on Social Responsibility in Radio,
Television and Electronic Media, that prohibited the dissemination of messages that incited
or promoted hate and intolerance for religious reasons, political reasons, gender differences,
racism or xenophobia, as well as any other form of discrimination. That Law provided for
sanctions against TV, Radio and electronic media broadcasters. In November 2017, as a
consequence of the political violence in the country, the Sovereign National Constituent
Assembly approved the Constitutional Law against Hate, for Peaceful Coexistence and
Tolerance, that aimed to generate the necessary conditions to promote and guarantee the
recognition of diversity, tolerance and reciprocal respect, as well as to prevent and eradicate
all forms of hatred, contempt, harassment, discrimination and violence. The law prohibits
propaganda and messages of intolerance and hate, including the responsibility for the
dissemination of this type of messages through social networks that promoted war or
incited national, racial, ethnic, religious, political, and social hate as well as ideological and
gender discrimination.

75. Pakistan on behalf of the Organization of Islamic Cooperation stated that the OIC
countries were multicultural and multi ethnic. The OIC had since 2011 been leading on the
Human Rights Council Resolution 16/18 on “Combating intolerance, negative stereotyping,
stigmatization, discrimination, incitement to violence and violence against persons, based
on religion or belief” at is implementation through the Istanbul process as a ways and
means to address issues of religious intolerance around the world. The OIC considered it
important to build a narrative with regard to racial discrimination against migrants and
refugees in receiving societies and, thus, the importance for the Ad Hoc Committee to
address the issue of hate speech, that could also take the form of xenophobic and
Islamophobic speech. As the Secretary General of the OIC had been highlighting,
Islamophobia was a contemporary manifestation of racism and combating Islamophobia as
well as the vilification of religions and personalities sacred to religions was a matter of
priority.

76.  The European Union recalled the “Report on the study by the five experts on the
content and scope of substantive gaps in the existing international instruments to combat
racism, racial discrimination, xenophobia and related intolerance” A/HRC/4/WG.3/6 of 27
August 2007. The delegate drew the Committee’s attention to paragraph 34 of the report:
“The DDPA identifies lack of political will, weak legislation and lack of implementation
strategies and overall concrete action by States as the major obstacles to overcoming racial
discrimination and achieving racial equality. The DDPA stresses unequivocally that the
faithful implementation of human rights norms and obligations, including enactment of
laws and political, social and economic policies are crucial in this regard. It is in light of the
nature of these obstacles that States should be specifically required to adopt and implement
anti-discrimination legislation and equality policies as a matter of highest priority and
urgency.” The delegate further cited from the report, noting that the experts did not identify
substantive gaps in ICERD. Replying to the statement made by Pakistan, the EU delegate
noted that the European Union was delighted that the European Union had organised a
stock taking exercise in the framework of the Istanbul process, as the European Union
supported that process.

77.  The representative of Ethiopia noted that Ethiopia’s constitution as well as a number
of laws prohibited any discrimination based on any grounds. In addition, criminal law
prohibited discrimination among the population, as well as the incitement of hatred and
similar offences. Article 9/4 of the Constitution also clarified that even if there was no
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specific national legislation, all international law, such as ICERD, was automatically part of
the national canon of law.

78.  The representative of Algeria stated that the principles of equality and anti-
discrimination were enshrined in Article 32 of the Constitution. The Constitution
consequently ruled out any discrimination. In addition, the legal national framework, such
as the criminal code ruled out discrimination. The criminal code was adapted in 2014 for
that purpose. In addition Algeria promoted inclusion, equality and the acceptance of
differences by education.

79.  The representative of Pakistan stated that the country was promoting equal rights for
all citizens. Several articles in the Constitution addressed discrimination and prohibited it
on all grounds. The country’s population was diverse and the value of diversity was
essential to the country. Pakistan had consistently condemned all forms of discrimination
and promoted understanding among all sectors of the population.

80.  The representative of India noted that the Constitution of India provided an overall
framework to achieve equality of opportunity to all its citizens and persons alike. Articles
14, 15, 16 and 18 of the Constitution of India were the key provisions that guaranteed
equality and non-discrimination For instance, Article 14 of the Constitution of India stated:
“The State shall not deny to any person equality before the law and equal protection of laws
within the territory of India.” Article 15 (1) said, “The State shall not discriminate against
any citizen on grounds of religion, race, sex, place of birth or any of them” Again Article
16 (1) stated, “There shall be equality of opportunity of all citizens in matters relating to
employment of appointment to any office under the State”.

81. In the context of private sector employment, India had a comprehensive action plan
that would address discrimination and harassment at the work place. The Indian judiciary
had taken a pro-active approach to protect employees in the instances of discrimination and
harassment by any employer At work places, most new-age employers comprehensively
covered all general discrimination and harassment issues as part of their internal policies
Specific laws were for example: Sexual Harassment of Women at Workplace (Prevention,
Prohibition and Redressal) Act, 2013 which was a notable statute that would ensure non-
discrimination and protection of women from being harassed at the workplace.

82. Further, many private workplaces in India had already ensured as a matter of their
internal policy, free and fair access to their employees having disabilities In a recent
decision of the Indian judiciary, it had been noted that a company had the duty to treat all
persons with disabilities with dignity and respect, and any discrimination against or
harassment of such persons with disabilities shall result in a fine imposed on or other action
being taken against the company.

83. He noted that India was one of the first countries that had signed and ratified the
International Convention on the Elimination of All Forms of Racial Discrimination Having
extensive Constitutional provisions and other legislations in place, India was fully
committed to ensure the effective implementation of international obligations under ICERD
The national legal and policy framework, therefore, aimed at achieving equality and non-
discrimination was based on three pillars: (i) Expansion of the safety net; (ii) Positive duty
of practising diversity in the society; and (iii) Remedial measures.

84. India also recognized the effectiveness of the Durban Declaration and Programme
of Action It was a notable achievement by the international community aimed at developing
international standards to strengthen and update international instruments against racism,
racial discrimination and xenophobia in all its aspects. In fact, the Durban Declaration
explicitly called upon States to design, implement and enforce effective measures to
eliminate this phenomenon.

85.  The representative of Cuba suggested that the Office of the High Commissioner for
Human Rights should increase its support to anti-discrimination. The Cuban delegate than
stated that the new Constitution that was adapted on 24 February 2019 held that all Cubans
had equal rights without any distinction on any grounds. In a next step Cuba would adapt
all existing laws to be coherent with the constitution.
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86.  The representative of South Africa stated that the country had enshrined non-
discrimination and equality in its constitution. There were various acts that were enacted
during the post-Apartheid area that built on the Constitution. “The Promotion of access to
information” act, was one of those pieces of legislation. It provided that any citizen had
access to information held by government. Another legislation regulated the promotion of
administrative justice. South Africa had also enacted an act to promote equality and to
prohibit unfair discrimination. Recently South Africa had elaborated a national action plan
to combat racism racial discrimination xenophobia and related intolerance. Another new
development was the enactment of a policy framework on combatting on and offline
discrimination. Such framework should close all existing gaps in the national framework.

87.  The representative of Angola on behalf of the African Group said that the thematic
discussions should contribute to identifying complementary standards. The discussion
could focus to a larger degree on xenophobia. The discussion on national developments
should, among covering other issues, identify those situations where antiterrorist measures
had increased racism. Further studies on the subject of racism, racial discrimination,
xenophobia and related intolerance should apply an intersectional approach. Legislation,
the delegate continued, was important when it came to incitement to hate and hate speech.
Angola, the delegate noted on behalf of her delegation, would ratify the ICERD as during
the 1960s Angola was still a colony and could not ratify it then.

88. At the seventh meeting on 11 April, the Ad Hoc Committee continued its
consideration of agenda item 6. Mr. Alfred de Zayas, Human Rights Expert and Lecturer in
international law at the Geneva School of Diplomacy, was invited to give a presentation on
the topic of comprehensive anti-discrimination legislation.

89. Mr. de Zayas commenced by indicating that his presentation would focus on victims
of racial discrimination, notably minorities and indigenous peoples. He stated that as a
former United Nations Independent Expert on the promotion of a democratic and equitable
international order, he regularly received information concerning the discrimination against
indigenous populations in North and South America. He noted that he had also received
information on Killings and intimidation by para-militaries. In addition, he received
documentation on the lack of investigation of crimes by governments and the prevailing
impunity concerning land theft in certain countries. He stated that he had learned about a
large number of cases of racial discrimination and Killings of members of minorities and
indigenous persons, primarily in connection with the defence of their ancestral lands
against the extracting industries Mr. de Zayas highlighted the systematic discrimination of
indigenous peoples in several countries, and also noted that between the two world wars
there was widespread discrimination against minorities in Europe. There was
discrimination against minorities in many parts of the world. He noted that the issue of
racial discrimination directed against minorities and indigenous people was linked to the
right of self-determination. He stated that those victims suffered racial discrimination and
deserved the same attention as other victims of gross violations of human rights, but they
were left behind.

90.  With regard to complementary standards, Mr. de Zayas noted his reservations about
adopting complementary standards to the Convention on the Elimination of all Forms of
Racial Discrimination, because by implication it would mean that the Convention did not
cover those issues. In his view, a plan of action accompanied by the creation of mechanisms
and procedures to implement the provisions of the existing Convention was more urgent.

91.  Professor de Zayas also said that article 15 procedure should be used to advance
indigenous claims. Petitions directed to CERD Committee should be transmitted to the
General Assembly’s Committee of 24, the Decolonization Committee, because indigenous
peoples were denied effective remedies. Whereas refugees had their Convention as do
migrants, indigenous only had a “Declaration on the rights of Indigenous peoples”, that was
only “soft law” largely ignored by States, while the land-grabbing, exploitation and
systematic discrimination of indigenous peoples continued.

92.  The representative of the non-governmental organization the Indigenous Peoples
and Nations Coalition welcomed the presentation of Mr. de Zayas. He suggested that the
Ad Hoc Committee could recommend that indigenous people should be allowed to transmit
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petitions. In his view, such a recommendation would be compatible with the mandate of the
Ad Hoc Committee. The denial of justice to indigenous peoples in North and South
America was based on the notion of superiority. He stated that many resolutions were
adopted with a focus on other regions but earlier efforts to bring forward the issue had been
blocked. He said that it was only the lack of political will and the fear of States that was
blocking the Ad Hoc Committee from moving forward to make such a recommendation
The delegate asked the Committee to overcome those obstacles.

93.  He also pointed out his organization’s struggle to support a “decolonization” of
Alaska, and asked about a United Nations body that would consider this cause. He
mentioned this as proof of a gap in the current international legal framework that was
linked to racism, as he believed that the colonialization of Alaska was based on racist
beliefs.

94.  The representative of India stated that neither the content of the presentation of Mr.
de Zayas nor the following discussion complied with the Committee’s mandate, and his
invitation to make a presentation under item 6 on “Comprehensive anti-discrimination
legislation.” On migrants, the delegate noted, that each country had a different regime with
respect to the treatment of migrants, the Global Compact was however ensuring that
whatever the status of a migrant, human rights were applied.

95. Pakistan thanked Mr. Alfred de Zayas for his presentation mentioning specific
country situations, as those cases were important issues that were of interest to the Ad Hoc
Committee. The representative of Palestine also thanked Professor de Zayas for his
presentation and remarks.

96. Mr. de Zayas, replied to these interventions, noting his report to the General
Assembly (A/69/272). He added that certain countries did not agree with the analysis,
though in his view the legal analysis was correct and confirmed in a 2010 Advisory
Opinion of the International Court of Justice.
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