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Overview of activities

The key achievements of the mandate since 2015 include:

Detailed thematic reports and recommendations on:

Big data and open data, A/72/540 (2017) and A/73/438 (2018)https://undocs.org/A/73/438
Health-related data, A/74/277 (2019)

Privacy and gender, A/HRC/40/63 (2019)

Artificial intelligence and privacy, and children’s privacy, A/IHRC/46/37 (2021)

Security and surveillance

The establishment of the International Intelligence Oversight Forum, which met in Bucharest
(2016), Brussels (2017), Valletta (2018) and London (2019).

The draft legal instrument on government-led surveillance, while not progressed, has
increasingly been demonstrated as needed and a useful reference for future work.

Networks have been established through the use of working parties, consultations and
involvement of regional human rights bodies/entities, particularly in Europe.

Discussions with and specific recommendations to intelligence agencies, police forces and/or
Governments of Member States concerning reinforcement of safeguards and remedies,
including legislation regarding surveillance, encryption and independent oversight
authorities.

Intensive work on complaints of infringement of privacy by Julian Assange and President
Lenin Moreno, including preparation of interim reports.

The Special Rapporteur presented a report to the Human Rights Council on governmental
surveillance activities from a national and international perspective, A/HRC/34/60 (2017).

The Special Rapporteur presented a report to the General Assembly on the implications of
the COVID-19 pandemic for the right to privacy, A/75/147 (2020).

Communications to Member States

Since 2015, 101 communications have been issued to Member States concerning practices that
appeared inconsistent with the right to privacy. Thirty were issued in 2020 (see annex II).

Visits and events

The COVID-19 pandemic prevented any official country visits during 2020.

Country visits were undertaken in: the United States of America in 2017
(AJHRC/46/37/Add.4); France in 2018 (A/HRC/46/37/Add.2); the United Kingdom of Great
Britain and Northern Ireland in 2018 (A/HRC/46/37/Add.1); Germany in 2018
(AJHRC/46/37/Add.3); Argentina in 2019 (A/HRC/46/37/Add.5) and the Republic of Korea
in 2019 (A/HRC/46/37/Add.6).

During 2020, the Special Rapporteur continued to promote privacy via online events,
including the forty-second International Conference of Data Protection and Privacy
Commissioners and multiple civil society organization and non-governmental organization
events.
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Taskforces

Security and surveillance

The annual International Intelligence Oversight Forum 2020 was postponed due to the
COVID-19 pandemic. However, collaborative networks were maintained. The Special
Rapporteur continued to work with various countries and their intelligence agencies on the
upgrading of laws regulating surveillance and encryption. More detailed laws are needed to
protect encryption and thereby, the privacy of communications.

Taskforce on corporations’ use of personal data

The Special Rapporteur held five taskforce meetings attended by civil society organizations
and leading corporations. The dialogue was highly productive, addressing issues including
identity verification, European Court judgments concerning cross border movement of data,
artificial intelligence, and privacy and children.

The taskforce’s recommendation on artificial intelligence is provided in the main text of the
present report. The draft was provided for international consultation, to which 28 submissions
were received.

Taskforce on privacy and personality: children

The Special Rapporteur worked independently yet collaboratively with the Committee on the
Rights of the Child on new guidelines to protect children’s privacy. He also provided
feedback to the Committee on its draft general comment No. 25.

The Special Rapporteur released a call for contributions on how privacy affects the
development of personality, particularly the evolving capacity of the child and the growth of
autonomy. Contributions were sought from interested parties on research, consultations with
children and good practice mechanisms. Nearly 60 submissions were received. The principles
and recommendations are included in the main body of the present report.
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Communications on the right to privacy

Communications (joint and from the Special Rapporteur on the right to privacy alone) on the
right to privacy sent, and replies received, between 1 June 2015 and 1 January 2021

TIME PERIOD: TYPE of COMMUNICATION
Sent and
Responses Joint Urgent Joint Allegation Joint Other SRP SRP SRP
Received Appeals Letters Letters Urgent Appeals  Allegation Letters  Other Letters Total®
2015-2020
Sent 6 60 19 0 5 11 101
2015-2020
Responses 4° 51¢ 10¢ 0 7d 5 778
2020
Sent 1 22 5 0 0 2 30
2020
Responses 0 16¢ 4f 0 0 2 228

Source: OHCHR communication database,
https://spcommreports.ohchr.org/TmSearch/Results.

Abbreviation: SRP, Special Rapporteur on privacy.

& The number of replies received is not equal to the number of matters raised, as some replies
included more than one response.

b Two Joint Urgent Appeals received two responses each.

¢ 44 responses to Joint Allegation Letters included six matters which received two responses, and
one matter received a total of three responses, making a total of 51 responses from Member States.

4 Two replies consisted of two responses.

€ One reply included three responses.

f One reply consisted of two responses.
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