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Yury Fedotov, “In just two decades, technology has become a cornerstone of criminality”, Huffington Post ()
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International Criminal Justice Review, 6 February 2019; Stearns Broadhead, “The contemporary cybercrime

ecosystem: a multi-disciplinary overview of the state of affairs and developments”, Computer Law and
.Security Review, vol. 34, No. 6 (December 2018), pp. 1180-1196

Geoff Goodell and Tomaso Aste, “Can cryptocurrencies preserve privacy and comply with regulations?”, (1)
.Frontiers in Blockchain, vol. 2, art. 4 (May 2019), pp. 1-20

Angela S. M. Irwin and Adam B. Turner, “Tllicit Bitcoin transactions: challenges in getting to the who, what, (V)
.when and where”, Journal of Money Laundering Control, vol. 21, No. 3 (July 2018), pp. 297-313

i o A (A)
Perri Reynolds and Angela S. M. Irwin, “Tracking digital footprints: anonymity within the bitcoin system”, (4)
.Journal of Money Laundering Control, vol. 20, No. 2 (May 2017), pp. 172—189

United States, Law Library of Congress, Global Legal Research Center, Regulation of Cryptocurrency (\ +)
.around the World (Washington, D.C., 2018), June 2018
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Cynthia Dion-Schwarz, David Manheim and Patrick B. Johnson, Terrorist Use of Cryptocurrencies: Technical () )
.and Organizational Barriers and Future Threats (Santa Monica, California, RAND Corporation, 2019)

Reynolds and Irwin, “Tracking digital footprints”; Monica J. Barratt, Jason A. Ferris and Adam R. Winstock, () Y)
“Safer scoring? Cryptomarkets, social supply and drug market violence”, International Journal of Drug
.Policy, vol. 35 (September 2016), pp. 24-31

Chad Albrecht and others, “The use of cryptocurrencies in the money laundering process”, Journal of Money (\Y')
Laundering Control, vol. 22, No. 2 (May 2019), pp. 210-216; Rolf van Wegberg, Jan-Jaap Oerlemans and
Oskar van Deventer, “Bitcoin money laundering: mixed results? An explorative study on money laundering of
.cybercrime proceeds using bitcoin”, Journal of Financial Crime, vol. 25, No. 2 (June 2018), pp. 419435

Denis B. Desmond, David Lacey and Paul Salmon, “Evaluating cryptocurrency laundering as a complex (\ ¢)
socio-technical system: a systematic literature review”, Journal of Money Laundering Control, vol. 22, No. 3
-(July 2019), pp. 480-497

Albrecht and others, “The use of cryptocurrencies in the money laundering process”; Saman Jafari and () ©)
.others, “Cryptocurrency: a challenge to legal system”, 10 May 2018
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.Kingdom of Great Britain and Northern Ireland, Cambridge Centre for Alternative Finance, 2017)

-Desmond and others, “Evaluating cryptocurrency laundering as a complex socio-technical system” () Y)

Angela S. M. Irwin and Caitlin Dawson, “Following the cyber money trail: global challenges when (\A)
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Financial Action Task Force, International Standards on Combating Money Laundering and the Financing of () 9)

.Terrorism and Proliferation: the FATF Recommendations (Paris, 2012)

Irwin and Turner, “Illicit Bitcoin transactions”; Goodell and Aste, “Can cryptocurrencies preserve privacy (Y +)
.and comply with regulations?”’

Sesha Kethineni, Yin Cao and Cassandra Dodge, “Use of Bitcoin in darknet markets: examining facilitative (Y \)
.factors on Bitcoin-related crimes”, American Journal of Criminal Justice, vol. 43, No. 2 (June 2018), pp. 141-157

United Nations Office on Drugs and Crime (UNODC), “UNODC launches training to tackle cryptocurrency- (YY)
.enabled organized crime”, 8 May 2017

Darren Guccione, “What is the dark web? How to access it and what you'll find”, The State of Cybersecurity, (YY)
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.Internet Organised Crime Threat Assessment (IOCTA) 2018 (The Hague, 2018), p. 49
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Judith Aldridge and David Décary-Hétu, “Hidden wholesale: the drug diffusing capacity of online drug (Y 4)
.cryptomarkets”, International Journal of Drug Policy, vol. 35, September 2016, p. 12

Julia Buxton and Tim Bingham, The Rise and Challenge of Dark Net Drug Markets, Policy brief, No. 7 (Y +)
.(Swansea, United Kingdom, Global Drug Policy Observatory, January 2015), pp. 1-24

David Décary-Hétu, Lﬂdj JEU .Buxton and Bingham, The Rise and Challenge of Dark Net Drug Markets (Y'\)
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Europol, European Cybercrime Centre, Internet Organised Crime Threat Assessment (IOCTA) 2019 (The (Y'¢)

.Hague, 2019), p. 45

International Criminal Police Organization (INTERPOL) “Innovation report: anonymous networks and (Y ©)

.darknet” (September 2018), pp. 12—-13

European Monitoring Centre for Drugs and Drug Addiction and Europol, Drugs and the Darknet: (Y1)
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cryptocurrency to catch criminals”, Securities Regulation and Law Report, 49 SRLR 1029 (Arlington,
.Virginia, Bureau of National Affairs, 2017)

V.20-00546



A/CONF.234/11

Oliny 2l 8 u k) Sl Lol n e gast iy sl G o sl e 2o 22l 3O
QY eI CHI R W PRV PNV PR SO PENN U S RUECIR-JPERW [ SN W [
xal) Ll el y 8 il dl oY Gl Jenll mali ey e W) Ao 575

R DN (P X VN PP A

(o) ppanad) 13 ekl LSl el ol ekl =¥

de gl BN 3121 L) RSl G ) Ol Ay sad) ool o oSl sl Y g
S K2 ) wradly gty Jpdedl ol e e pamt sl S e ey 2Nt
28 sl JalSy o al) B e A T ]y o i ) gl T shas 0 3 )W) el )
i) 3 Al e

331 e ) Loy O c”ou;il\j el e i )W il S 5y sdans —Yo
Lo 5,8 IS ] e I3 (s shay O Sy " )Wl asd W1 Je I as Y (A 85U ad
o) . Je L) ey 5 T, LS ) sale Al ol g e el LY il
S el g )W) B W) s 231 L sl (S8 e e LaE L e ol 3L
L 95 e ) Sloshall it g e dadly Vol Lok 5 e ol Slkes (3 e ST R0le
3l ladod) Oliy @lals ) @y caleecd) 2B Y1 (3 Al g3 Y1 Comd 3310 e e
O i) Bl 22 L Lo Yy ccind) o 2Y i sl

(ol doUlall) BLoYY el Lo J 5K de gall il —¥
ielb)) —b Tale @9 21l (additive manufacturing) BL_>Y\ c:_d\ b J oS =Y
Aol o e BT U 0S5 08 25U L 0S5 o sl V1 501 2ellall 5l ae ol
5 o U] S O Loty La st Sy il s Al ) e s bl
B3 S 50y e sl WS e ety Clpe b 08T W8y il W1 Lzl
ot o5 3l e s T o) oLl ol el ) 28U 0K,

b il Sliad (3 aedsand) 4, W b il Ul asl iy Lpast 5y )W) aslu Yl
Aalasd) 2 W) W81 S 5 o 0 B3l e () ) B3l (3) ¥ el pS-Ty -y
Ledie deel) allally e sial) 2 )W) il e s L1 sl g 3 pe mall
Joel o s M olll) 55 SO el CILWYL de g al) i )W asl W) e sdes
Az b o8 50k g b Jsedin b Bl allall Ol 2 )W) Bl s

AN S e Ay 85 uls 3L

Giacomo Persi Paoli, “From firearms to weapon systems: challenges and implications of modular design for (Y A)
marking, record-keeping, and tracing”, in Behind the Curve: New Technologies, New Control Challenges,
Occasional paper of the Small Arms Survey, No. 32, Benjamin King and Glenn McDonald, eds. (Geneva,

.Small Arms Survey, 2015), p. 23

e Bkl s e U1 (79

V.20-00546 8/22



A/CONF.234/11

)5 ey W g el asldall Ol e pall B, W Al WY1y - YA
S Sy a5 053 WSl s e 5Oy i )l ol ey bl UL 1 4
342 0 a3k a8y €0 a5 ol et Slike 352 85—l sl Y 31y ol )
= Lois W LI g e 3l g )W Bk SU ¢ g0l i aally Bkl o) 530
€D.2, )6 Gkl £ By Wlastad (3 0508 pbedY Gl 2oLl VT
el ALISy 3y Tdondl Aol gkl Lt sk (o ks Of camsyy Y3
0L ¢z 95541 Jlaxed A el el Lo J 0S5 3187 Uy sl ) e oy plall
Al JU ga LS5 95000l et o e Wil ad) 095 syl e ad) L)
S 3] L oy el g 15 bl o 0 B30 L S Y
LI SO [ PR R R WA )\.,,S‘g\ —¢
Aol a2 Y Oleledl slael Al ie i lu ) aid) sl J s Of S8 v
€Daey, e xb B EY o agnen e CaSl s U Al ol 5 Oy ) S Y
ST o2 s pma ol e ol 6 5 0 g5 o) oY (G Lasel 23 ¢ 55 3
ale 3 aalall ol W) amlll (1) Lgadd s C9CY VY ple (3 RAND Europe e 3+ 45 1
28 Al WY Sl 23S s Lss Ol ] A ole 2 Sla O L o (Y 4V A
) g4l M\Qa}&\wgwwwwfg\ iey,all
yuﬂ;gwwwdﬁaﬁqw\ﬂ;wﬂiﬂgwwZTj,\w -¥)
Bl YU al ) ) 18 e e S5 s aal s Gy (Vs all i Sl
£Y G S5 o Qo s SV 8 B U 2l W) (18 O 2k a2 e a g Al
By Bl VU el 2l ) bnnll Ll i) 3Ssdl e (3 a) e e Bl
D W3 VY dety ) e 6 2T lomziay ) 3 VY

.INTERPOL Innovation Paper, “3D and 4D printing”, INTERPOL Global Complex for Innovation, 2018, p. 6 (£ +)
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components, and accessories”, in Behind the Curve: New Technologies, New Control Challenges, Occasional
paper of the Small Arms Survey, No. 32, Benjamin King and Glenn McDonald, eds. (Geneva, Small Arms
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Trevor Johnston, Troy D. Smith and J. Luke Irwin, “Additive manufacturing in 2040: powerful enabler, (¢Y)
.disruptive threat”, document No. PE-283-RC (Santa Monica, California, RAND Corporation, 2018), p. 17

-RAND Europe, “International arms trade on the dark web” (2019), Findings section, para. 8 (£ Y)

Giacomo Persi Paoli and others, Behind the Curtain: The Illicit Trade of Firearms, Explosives and (¢ %)
.Ammunition on the Dark Web (Santa Monica, California, RAND Corporation, 2017)

Giacomo Persi Paoli, The Trade in Small Arms and Light Weapons on the Dark Web, United Nations Office (¢ ©)
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.E.19.XL1), p. ix

Damien Rhumorbarbe and others, “Characterising the online weapons trafficking on cryptomarkets”, (&€7)
.Forensic Science International, vol. 283, December 2018, pp. 16-20
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