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Note de la Présidente du Conseil de sécurité

Au paragraphe 2 de sa résolution 2569 (2021), le Conseil de sécurité a demandé
au Groupe d’experts créé en application de la résolution 1874 (2009) de lui présenter
un rapport de mi-mandat contenant ses conclusions et recommandations. La
Présidente communique donc ci-aprés le rapport émanant du Groupe d’experts (voir
annexe).
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Annexe

Lettre datée du 3 septembre 2021, adressée a la Présidente
du Conseil de sécurité par le Groupe d’experts créé en application
de la résolution 1874 (2009)

Le Groupe d’experts créé en application de la résolution 1874 (2009) du Conseil
de sécurité a I’honneur de communiquer ci-joint, conformément au paragraphe 2 de
la résolution 2569 (2021) du Conseil, le rapport de mi-mandat sur ses travaux.

Le rapport a été présenté le 3 aout 2021 au Comité du Conseil de sécurité créé
par la résolution 1718 (2006), qui I’a examiné le 26 aolt 2021.

Le Groupe d’experts vous serait reconnaissant de bien vouloir porter le texte de
la présente lettre et du rapport a I’attention des membres du Conseil de sécurité et de
le faire publier comme document du Conseil.

Le Groupe d’experts créé en application
de la résolution 1874 (2009) du Conseil de sécurité
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Lettre datée du 3 aoiit 2021, adressée a la Présidente du Comité
du Conseil de sécurité créé par la résolution 1718 (2006)

par le Groupe d’experts créé en application de la résolution
1874 (2009)

Le Groupe d’experts créé en application de la résolution 1874 (2009) du Conseil
de sécurité a I’honneur de communiquer ci-joint, conformément au paragraphe 2 de
la résolution 2569 (2021) du Conseil, le rapport de mi-mandat sur ses travaux.

Le Groupe d’experts vous serait reconnaissant de bien vouloir porter le texte de
la présente lettre et du rapport a 1’attention des membres du Comité du Conseil de
sécurité créé par la résolution 1718 (2006).

Le Groupe d’experts créé en application
de la résolution 1874 (2009) du Conseil de sécurité
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Au cours de la période considérée, la République populaire démocratique de
Corée a continué, bien qu’elle ait porté son attention a 1’aggravation de ses difficultés
économiques, d’exécuter et de développer ses programmes d’armement nucléaire et
de missiles balistiques. Aucun tir d’essai de missiles balistiques intercontinentaux ni
d’essai nucléaire n’a été signalé. La République populaire démocratique de Corée a
testé un nouveau missile balistique a courte portée combinant des technologies
balistiques et de guidage, et a par ailleurs entretenu et amélioré son infrastructure
nucléaire et de missiles balistiques. Elle a continué de chercher a se procurer a
I’étranger les matiéres et la technologie nécessaires a ces programmes.

La fermeture des frontiéres décrétée par le pays pour lutter contre la pandémie
de maladie a coronavirus (COVID-19) a continué de bouleverser la circulation des
personnes et des biens, licites ou illicites, a 1’intérieur, a destination et hors du pays.

Les exportations maritimes de charbon et d’autres produits de base en
provenance de la République populaire démocratique de Corée tombant sous le coup
de sanctions se sont poursuivies, mais dans des proportions trés réduites. Les
importations de produits pétroliers signalées au Groupe d’experts ont
considérablement diminué au cours du premier semestre de 2021. Les enquétes sur
des affaires maritimes et financiéres ont montré que les navires, ainsi que les
structures de gestion et de propriété qui les soutiennent, ne cessaient d’augmenter en
complexité, dans le but d’échapper aux sanctions. L’utilisation abusive des systémes
d’identification automatique s’est poursuivie, la flotte de la République populaire
démocratique de Corée a continué d’acquérir des navires, et le pays a continué a
vendre des droits de péche dans ses caux.

La République populaire démocratique de Corée a continué de faire appel aux
institutions financiéres internationales, et la présence a 1’étranger de ses travailleurs
générant des revenus destinés aux programmes de I’Etat s’est poursuivie. Des
pressions ont continué de s’exercer sur les responsables a 1’étranger pour qu’ils
augmentent les flux entrants. L’importation d’articles de luxe a destination de la
République populaire démocratique de Corée est loin de s’étre interrompue.

Le Groupe d’experts a continué d’enquéter sur I’implication de la République
populaire démocratique de Corée dans la cyberactivité mondiale et sur la
collaboration de ses chercheurs et de ses universités avec des instituts scientifiques a
I’étranger, en se concentrant sur les études pouvant trouver des applications dans des
programmes d’armes de destruction massive. Le Groupe d’experts considére que les
cyberattaques destinées a détourner des fonds et du savoir-faire et le transfert
immatériel de technologie par des voies universitaires sont des problémes
d’importance.

Les déclarations faites par la République populaire démocratique de Corée
laissent entrevoir une aggravation de la crise humanitaire dans le pays, méme si la
fermeture du pays mise en place en riposte 8 COVID-19 signifie que I’impact relatif
des sanctions sur la situation humanitaire a probablement diminué. Le Groupe
d’experts a mené a nouveau son enquéte aupreés des organisations humanitaires
précédemment actives dans le pays. Les échanges commerciaux ont été pratiquement
interrompus par la fermeture des frontiéres et les récoltes de 2020 ont été gravement
touchées par les inondations, si bien que les perspectives qui s’offrent actuellement a
la population de la République populaire démocratique de Corée sont mauvaises.

Le Groupe d’experts continue d’étre reconnaissant envers les Etats Membres qui
appuient son travail de maniére constructive. Toutefois, I’engagement des Etats
Membres vis-a-vis du Groupe demeure inégal. Plus de la moiti¢ des demandes
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d’information du Groupe sont restées sans réponse. Le Groupe d’experts
s’entretiendra avec les parties concernées au sujet des idées qu’il propose pour
améliorer la réactivité a son enquéte. Les recommandations du Groupe découlant du
présent rapport figurent a la fin de chaque section et sont regroupées dans I’annexe 66.
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I1.

Introduction

1.  Auparagraphe 2 de sa résolution 2569 (2021), le Conseil de sécurité a demandé
au Groupe d’experts créé en application de la résolution 1874 (2009) de présenter au
Comité du Conseil de sécurité créé par la résolution 1718 (2006) un rapport de
mi-mandat contenant ses conclusions et recommandations®. Le présent rapport porte
sur la période allant du 6 février au 3 aott 2021. La République populaire
démocratique de Corée a maintenu pendant tout ce temps ses controles aux fronticres
en réponse a l’actuelle pandémie de maladie a coronavirus (COVID-19) (voir
annexe 1).

Activités récentes liées au programme nucléaire
et au programme de missiles balistiques

Programme nucléaire

2. Le Groupe d’experts a continué de surveiller le programme nucléaire de la
République populaire démocratique de Corée. Bien qu’aucun essai nucléaire n’ait été
signalé au cours de la période considérée, 1’activité s’est poursuivie sur les sites liés
au programme.

Site de Yongbyon

3. Selon un Etat Membre, la construction extérieure du réacteur a eau légére
semble étre terminée. Celui-ci a estimé que [’installation des machines était
probablement en cours. Un autre Etat Membre a détecté, notamment a I’aide d’images
infrarouges, une activité menée a I’intérieur de 1’installation entre décembre 2020 et
février 2021, ce qui laisse penser que certains essais ont eu lieu. En mai 2021, un Etat
Membre a observé une activité thermique qui s’est produite autour des
transformateurs électriques du c6té est du groupe turbo-alternateur (voir annexe 2).
Des images satellitaires montrent des activités de construction menées dans la zone
située au sud du réacteur a eau légére, notamment 1’apparition d’une structure
circulaire (de 3,5 métres de diamétre) qui, selon un Etat Membre, pourrait étre un
puits (voir annexe 3).

4. Aucun signe de fonctionnement du réacteur de 5 MW(e) de la centrale nucléaire
expérimentale de Yongbyon n’a été observé depuis 2018. Des véhicules ont été
observés a proximité du réacteur : un Etat Membre a estimé qu’ils étaient peut-étre l1a
a des fins d’entretien (voir annexe 4).

5. Le Groupe d’experts a observé ’activité du laboratoire radiochimique. Depuis
février 2021, un Etat Membre a détecté des signaux thermiques sur la rocade entre la
centrale a charbon et la zone de retraitement, des signes de fumée de cheminée ayant
également été détectés. D aprés des Etats Membres, ces signes faisaient croire a la
reprise de certaines opérations dans D’installation (voir annexe 5). Le Groupe
d’experts prend note de la déclaration du Directeur général de I’ Agence internationale
de I’énergie atomique en date du 7 juin 2021, dans laquelle celui-ci a indiqué la
possibilit¢ d’une nouvelle campagne de retraitement menée par la République
populaire démocratique de Corée (voir annexe 6). Grace a sa propre analyse des

[N

Aux fins de la publication du présent rapport de mi-mandat, six experts sont d’avis que 1’inclusion
de désignations ou de signifiants géographiques employés dans les documents émanant de tiers
(source principale) n’implique de la part du Groupe d’experts lui-méme aucune prise de position
quant au statut juridique des pays, territoires, villes ou zones ou de leurs autorités (deux experts du
Groupe maintiennent leur réserve quant a I’insertion de cette clause).
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images satellitaires, le Groupe d’experts a observé de la fumée provenant de la
centrale thermique.

6. Le Groupe d’experts a observé le déroulement régulier d’activités dans 1’usine
de centrifugation de Yongbyon. Il a relevé, en avril 2021, la présence de ce qui
semblerait étre une remorque-citerne d’azote liquide adjacente a [’usine (voir
annexe 7). Il a corroboré I’observation faite par un groupe de réflexion, selon lequel
il pourrait y avoir une remorque-citerne d’azote liquide a 1’usine, ce qui pourrait
laisser penser que 1’usine était opérationnelle?. Un Etat Membre a signalé qu’une
structure métallique avait été observée latéralement aux boites de refroidissement de
I’usine mais que 1’objectif de cette structure était inconnu.

Mine d’uranium et usine de concentration de Pyongsan

7. Un Etat Membre a indiqué que I’usine de concentration demeurait
opérationnelle et qu’une activité avait été observée a la faveur d’une analyse d’images
satellitaires. Le Groupe d’experts a observé ce qui pourrait étre une expansion de
déchets solides dans le bassin de réception des résidus situé au sud de ['usine
principale (voir annexe 8), ce qui donnait a penser que 1’usine était en fonctionnement.
Il a également observé ce qui pourrait étre une activité d’autorails dans 1’usine (voir
annexe 9).

Site d’essais de Punggye-ri

8.  Selon un Etat Membre, les images satellitaires ont révélé une activité sur le site
d’essais, probablement en lien avec le maintien de la sécurité du site.

Autres sites

9.  Le Groupe d’experts continue de surveiller les activités menées a proximité de
Kangson, une installation clandestine qui serait utilisée pour I’enrichissement de
I’uranium®. Il a observé une activité continue de véhicules a cet endroit (voir
annexe 10), mais n’a pas été en mesure de confirmer que le fonctionnement du
batiment correspondait a celui d’une installation d’enrichissement de [’uranium.

10. Selon des informations de source publique®, le site de Yongdoktong participerait
au programme d’armement nucléaire de la République populaire démocratique de
Corée puisqu’il servirait, notamment, d’installation de stockage d’armes nucléaires®.
Un Etat Membre n’a pas été en mesure de confirmer ’utilisation de Yongdoktong
comme site de stockage de tétes nucléaires, mais il a constaté que des activités de
rénovation étaient menées a Yongdoktong et a détecté la présence d’un batiment
nouvellement construit dans la zone de stockage du site (voir annexe 11). L’Etat
Membre a indiqué que ce nouveau batiment devait servir a dissimuler ’entrée de deux
tunnels utilisés pour ce qui pourrait étre un transfert de matériel. Deux nouvelles
excavations ont également été détectées dans deux vallées (voir fig. I). Le Groupe
d’experts a aussi corroboré 1’observation de 1’Etat Membre concernant le batiment et
les excavations.
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38 Nord ; voir www.38north.org/2019/06/yongbyon060519/.

S/2021/211, par. 8. L’ Agence internationale de I’énergie atomique a également mentionné le site
dans ses rapports.

Voir CNN, www.cnn.com/2021/03/02/politics/north-korea-satellite-images-yongdoktong-nuclear-
site/index.html.

On pense également que ce site serait utilisé pour procéder a des détonations d’explosifs brisants
lors d’essais de technologie d’implosion de dispositifs nucléaires (voir Arms Control Wonk,
www.armscontrolwonk.com/archive/1211166/new-construction-at-yondoktong/).
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Figure I
Installation de stockage d’armes nucléaires présumée a Yongdoktong

Deux nouvelles excavations ont été détectées dans deux vallées, a 3 kilométres a
I’ouest (40° 01' 44" N 125° 16’ 27" E) et a 3 kilométres au sud (40° 00’ 01"N 125° 18' 01" E)
de la zone de stockage principale (40° 01' 51” N 125° 18' 27" E), respectivement.

22 Way 2021

30 Jan 2019

13 Mar 2017

16 Jul 2021 16 Jul 2021 16 Jul 2021

Source : Planet Labs, 22 mai 2021, 0204 UTC ; 16 juillet 2021, 0526 UTC ; Google, 13 mars
2017 ; 30 janvier 2019 ; 4 décembre 2019. Les coordonnées du site ont été communiquées par
le Groupe d’experts.
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Transfert immatériel de technologie et activités des universités
de la République populaire démocratique de Corée

11. En application du paragraphe 11 de la résolution 2321 (2016) du Conseil de
sécurité (voir annexe 12) et sur la base des rapports établis par des instituts
scientifiques, le Groupe d’experts a enquété sur le transfert immatériel de technologie
auquel participent les chercheurs de la République populaire démocratique de Corée
dans certains domaines d’activité. Le Groupe d’experts est préoccupé par le fait que
les études universitaires avancées sur les structures composites et 1’analyse des
vibrations (qui ont toutes deux des applications industrielles, mais sont essentielles
dans la conception de programmes de matériel nucléaire et de missiles balistiques)
pourraient offrir aux scientifiques de la République populaire démocratique de Corée
I’occasion de bénéficier d’un travail conjoint avec d’autres scientifiques et
institutions universitaires. Le Groupe d’experts a recensé 11 articles scientifiques
publiés conjointement, en 2019, par des institutions de la République populaire
démocratique de Corée et plusieurs universités chinoises, a la rédaction desquels
avaient participé des chercheurs spécifiques de la République populaire démocratique
de Corée (voir annexe 13). Le Groupe a écrit a la Chine pour demander des précisions
sur la nature de ces études conjointes. La Chine a répondu que les échanges
universitaires, la coopération scientifique et les études conjointes entre universités
chinoises et universités de la République populaire démocratique de Corée n’étaient
pas interdits (voir annexe 14). Les enquétes se poursuivent en ce qui concerne
plusieurs autres documents scientifiques conjointement établis®.

12. Le Groupe d’experts a poursuivi son enquéte sur les échanges entre la
République populaire démocratique de Corée et des universités étrangéres’, ainsi que
sur les partenariats scientifiques et techniques auxquels participaient des chercheurs
de la République populaire démocratique de Corée. Le Groupe d’experts a regu un
complément d’information sur ses précédentes demandes de renseignements
concernant les échanges entre I’Université Kim Il Sung et quatre universités (cubaine,
indonésienne, syrienne et vietnamienne), décrites comme des « universités jumelles »
sur le site Web de 1’Université Kim Il Sung, qui ont affirmé avoir signé, entre 2012 et
2016, des accords de coopération avec cette derniére université. Les représentants
respectifs de ces quatre universités ont expliqué que le champ d’application de leurs
programmes d’échange se limitait au droit, a la linguistique, au tourisme et a
I’éducation et n’ont relevé aucune violation des sanctions (voir annexe 15). Le Groupe
d’experts attend des réponses supplémentaires de la part des autres institutions.

13. Le Groupe d’experts a également demandé des informations a 11 universités
considérées comme des « universités unies par un lien d’amitié international » par
I’Université de technologie Kim Chaek (voir annexe 16), avec lesquelles cette
derniére a effectué ou effectue des échanges. La Fédération de Russie a répondu que
I’Université nationale du Pacifique (Fédération de Russie) n’avait pas d’échanges
académiques officiels ni ne coopérait avec I’Université de technologie Kim Chaek et
n’avait détecté aucune violation a propos des enquétes menées par le Groupe
d’experts. L’Université de Trieste (Italie) a également répondu qu’elle n’entretenait
pas de rapports officiels avec I’Université de technologie Kim Chaek (voir
annexe 17). Le Groupe d’experts a recu une réponse de la Chine concernant les
échanges universitaires avec 1’Université Kim Il Sung et I’Université de technologie
Kim Chaek, la Chine ayant relevé que « l’instauration de liens d’amitié¢ avec les
universités de la République populaire démocratique de Corée n’est pas interdite par
les résolutions du Conseil de sécurité. Une amitié de type “jumelage” entre universités
chinoises et universités de la République populaire démocratique de Corée n’est pas

10/266

6 §/2021/211, par. 13.
7 Ibid., par. 14.
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seulement le fruit d’une amitié traditionnelle ; elle répond également aux besoins de
la population en matiére d’échanges et de coopération dans les domaines de la culture
et de I’éducation » (voir annexe 14). Les enquétes se poursuivent en la matiére.

Missiles balistiques

14. Le programme de missiles balistiques de la République populaire démocratique
de Corée s’est essoufflé au cours du premier semestre de 2021 par rapport a ces
derniéres années, ou la République populaire démocratique de Corée avait atteint des
objectifs majeurs en ce qui concerne sa force de dissuasion et sa force de frappe. Pour
autant, le programme reste cohérent et dynamique, comme en témoignent le
lancement a des fins d’essai, le 25 mars, d’un ensemble de missiles a propergol solide
d’un type nouveau associant des technologies de missiles balistiques et de guidage,
d’aprés 1’analyse, faite par le Groupe d’experts, d’informations communiquées par
des Etats Membres®, et aprés I’apparition, lors des deux derniers défilés militaires, de
deux nouveaux types de missiles balistiques lancés par sous-marin et d’un nouveau
missile balistique intercontinental géant (S/2021/211, par. 17 a 20). En outre, la
République populaire démocratique de Corée a continué d’adapter son infrastructure
de production industrielle ainsi que ses bases de missiles balistiques. Bien que les
sanctions et les efforts de non-prolifération des FEtats Membres réduisent
considérablement les possibilités de prolifération de la République populaire
démocratique de Corée, le pays continue de rechercher les composants et les
technologies & double usage dont il a besoin pour son programme d’armes de
destruction massive.

15. Le rythme des tirs d’essai de missiles balistiques signalés a considérablement
diminué au cours des sept premiers mois de 2021 (un tir d’essai de deux missiles
balistiques a courte portée) par rapport aux années précédentes (4 essais balistiques
en 2020 ; 13 essais en 2019 ; 15 essais en 2017). Toutefois, le programme de missiles
balistiques, selon plusieurs Etats Membres, permet a la République populaire
démocratique de Corée de lancer des armes nucléaires désormais miniaturisées de
fagon a s’adapter aux tétes de missiles balistiques.

16. Le 25 mars 2021, selon des Etats Membres, la République populaire
démocratique de Corée a procédé a des tirs d’essai mobiles de deux nouveaux missiles
balistiques a courte portée a propergol solide®, dont la technologie avait été modifiée
et qui ont été lancés a partir d’un nouveau transporteur-érecteur-lanceur a 5 essieux.
Les missiles ont été successivement tirés en direction de 1’est depuis une installation
militaire située dans la province du Hamgyong du Sud®® (voir fig. IT). Selon plusieurs
Etats Membres, les missiles balistiques a courte portée ont plongé dans la mer aprés
une manceuvre dilatoire « pull-up » (voir tableau 1 et annexes 18-1 et 18-2).

8 Deux experts ont relevé un certain flou quant a la nature et a la technologie des projectiles tirés
par la République populaire démocratique de Corée le 25 mars 2021.

® Voir S/2021/211, annexe 12.

10 Selon un Etat Membre, le premier missile a été lancé vers 7 h 4 et le second vers 7 h 23 depuis la
zone de Sondok, dans la province du Hamgyong du Sud.
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Tableau 1

Figure 11
Tirs de missiles balistiques a courte portée survenus le 25 mars 2021

Source :

Rodong Sinmun et Télévision centrale coréenne.

Tirs et essais de missiles ou de systemes a technologie balistique et a propergol solide effectués
par la République populaire démocratique de Corée en 2021

Classification
de I’Agence
N° de test Site parcourue Sommet présumé centrale
N°detest 2019 ace  Date et heure de lancement de la trajectoire de presse
en 2021 lancement  (locale) Type présumé Nombre  présumé (km)  Observations coréenne
1er 18¢ 25 mars Missile 2 Région de 60 —37¢°tir de Missiles
2021, balistique a Hamju (possiblement missile tactiques
07 h 06 et courte portée ; (Hamgyong 100) balistique guidés de
07 h 25 il semble du Sud), depuis 2019  nouveau
ou s’agir du probablement — Nouveau type
07h 04 et hHOuUveau a partir transporteur-  ou
07 h23 missile d’une zone érecteur-  Pprojectiles
balistique a, délimitée au lanceur a tactiques
cogrte portée sud-louest 5 essieux guidés de
ctdu parle — Intervalle nouveau
trransporteur— terra}n . entre les type
érecteur- d’aviation tirs -
B R :
larfceur, militaire de 19 minutes
présentés lors Sondok et
P — Manceuvre
du défilé au nord-est . .
e . dilatoire
militaire du par le I
14 janvier terrain «puli-up»
2021 et d’aviation
identifiés militaire de
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N° de test
en 2021

Classification
Distance de I’Agence
N° de test Site parcourue Sommet présumé centrale
2019 a ce Date et heure de lancement présumée de la trajectoire de presse
lancement  (locale) Type présumé Nombre  présumé (km) (km)  Observations coréenne

courte portée
KN-23%
précédemment
présenté et
testé

Source : Renseignements communiqués par des Etats Membres et analyse du Groupe d’experts.

@ A supposer que les photos de I’ Agence centrale de presse coréenne du 26 mars 2021 soient authentiques, la République
populaire démocratique de Corée s’étant montrée, lors de précédents tirs, capable de modifier ou de falsifier des images
photographiques, vraisemblablement a des fins de propagande.

5°8/2021/211, par. 18, figure 5 et annexes 11 et 12 ; et S/2021/151, par. 194, tableau 3 et annexes 58.1 et 59.

¢ Cette zone a été utilisée a plusieurs reprises pour des tirs d’essai de missiles balistiques a courte portée, comme 1’a indiqué le
Groupe d’experts dans les documents S/2020/840 et S/2020/840/Corr.1 (tableau 1), et S/2020/151 (tableau 3). Les coordonnées
du terrain d’aviation militaire de Sondok sont les suivantes : 39° 44’ 17" N 127° 28’ 07" E, et celles du terrain d’aviation
militaire de Yonpo sont les suivantes : 39° 48’ 00” N 127° 32’ 21" E.
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17. En ce qui concerne le nouveau missile balistique intercontinental présenté lors
du défilé du 10 octobre 2020, un Etat Membre a estimé que les moteurs équipés de
tuyéres a cardan pouvaient fournir une poussée de 170 tonnes et que la coiffe pouvait
contenir trois ou quatre corps de rentrée a tétes multiples indépendamment guidées
(voir annexe 18-2)%2. Un autre Etat Membre a jugé que ce missile balistique
intercontinental était un « modéle non opérationnel », méme si le Groupe d’experts a
estimé que son transporteur-érecteur-lanceur a 11 essieux ne ressemblait & aucun autre
transporteur-érecteur-lanceur vu dans d’autres pays et qu’il constituerait un exploit
technique non négligeable méme pour le transport d’une charge utile non
opérationnelle.

18. En ce qui concerne les nouveaux missiles balistiques a lanceur sous-marin
Pukguksong-4 et Pukguksong-5 présentés lors des défilés militaires du 10 octobre
2020 et du 14 janvier 20212, un Etat Membre a estimé que le missile Pukguksong-5
était une maquette non opérationnelle, c’est-a-dire une enveloppe de missile vide a
base d’enroulement filamentaire. Selon un autre Etat Membre, son trés grand diamétre
de quelque 2 métres permettrait une poussée plus importante grace a une section
moteur plus grande * que celle des modéles Pukguksong plus anciens (voir
annexe 18-2).

19. DL’activité et le développement des infrastructures se poursuivent dans les usines
(voir annexes 19 a 25)*° et les bases liées au programme de missiles balistiques (voir

1
1

1
1

1

=

2

> w

o

S/2021/211, annexe 10.

Le nouveau missile balistique intercontinental géant (jusqu’ici non cité nommément dans les
médias de la République populaire démocratique de Corée) est provisoirement surnommé

« Hwasong-16 » par les observateurs.

S/2021/211, annexe 11.

Toutefois, le nouveau missile Pukguksong-5 ne conviendrait pas pour les essais statiques du
chantier naval de Sinpo-Sud, du fait de sa grande taille (voir annexe 24).

Activité de I’industrie liée au programme de missiles balistiques (voir annexes suivantes) :
annexe 19 : « Nampo naval shipyard », novembre 2020-juin 2021 ; ibid. : « Sinpo south

shipyard », février-juin 2021 ; annexe 20 : « Pyongsong March 16 factory automotive plant »,
novembre 2020-juin 2021 ; annexe 21 : « Kusong tank factory (No. 95 Factory) »; ibid. :

« No. 112 Factory » ; annexe 22 : “Sanum Dong scientific and ballistic missile research complex”,
février-mars 2021 ; annexe 23 : « Sinpo south shipyard, resumption of the construction of the
pier/water break » ; annexe 24 : « Sinpo south shipyard, buildings under construction at the static
test stand area » ; annexe 25 : « January 18th Factory , activity at a possible engine test stand».
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annexe 26)'°, bien que, selon un Etat Membre, & un rythme moins soutenu, du fait des
mesures qu’il a fallu prendre pour lutter contre la COVID-19. Les mesures de
dissimulation sont continuellement perfectionnées sur les bases — utilisation de
galeries souterraines, d’abris a fouille couverte, de passages semi-enterrés (servant a
I’entretien et au ravitaillement des missiles balistiques a longue portée a propergol
liquide) et autres moyens de dissimulation et de camouflage.

20. Malgré I’application des mesures de fermeture des fronti¢res liées a la
COVID-19 et des sanctions, la République populaire démocratique de Corée a
poursuivi ses efforts illicites pour se procurer des composants spécifiques a 1’étranger
et chercher des occasions de transférer ses produits a ses partenaires (voir par. 21 a 23
ci-dessous et S/2020/211, par. 26). Des représentants de la République populaire
démocratique de Corée a I’étranger ont été fortement incités a générer des revenus
pour les besoins du pays. Le pays a continué de développer la coopération scientifique
et technique avec des universités a 1’étranger (voir par. 11 a 13 ci-dessus).

Acquisition de produits illicites et de produits liés aux armes de destruction
massive

21. Selon des Etats Membres, des représentants étrangers de sociétés commerciales
de la République populaire démocratique de Corée et de 1I’Académie des sciences de
la défense nationale ¥/ — y compris la Korea Mining Development Trading
Corporation®® et la Saengpil Associated Corporation'® —, bloqués a I’étranger pendant
la pandémie, ont continué d’importer et d’exporter des matériaux de munitions pour
se procurer des devises et contribuer a la mise au point d’armes. En particulier, des
Etats Membres ont estimé que ceux-ci coopéraient avec des pays du Moyen-Orient
(tels que la République arabe syrienne et la République islamique d’Iran)® sur des
projets de missiles?!, et que des agents tentaient de vendre des armes en Afrique et en
Asie du Sud-Est. La République populaire démocratique de Corée chercherait par
divers moyens a contourner le contrdle rigoureux de la communauté internationale et
a surmonter les difficultés liées a la fermeture de ses frontiéres liée a la COVID-19
en réorganisant ses institutions commerciales (noms, organisations, etc.) et en
effectuant des transactions s’appuyant sur des transbordements de navire a navire. Le
Groupe d’experts n’a pas confirmé ces hypothéses.

22. Le Groupe d’experts enquéte sur un éventuel réseau d’approvisionnement
d’articles essentiels qui pourrait étre lié au programme nucléaire et de missiles
balistiques de la République populaire démocratique de Corée. Selon un Etat Membre,
la Korea Machinery General Trading, représentée par Kim Jong Dok, passe
régulierement des commandes de matériaux industriels sensibles & des entreprises
sises dans des pays tiers. Depuis janvier 2021, la Korea Machinery General Trading
a passé au moins quatre commandes a ces sociétés, pour des articles contenant (entre
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16 Activité dans les bases liées au programme balistique (voir annexe 26) : « Hoejung-ri missile
base », « Kumchon-ri missile operating base », « Sangnam-ri missile operating base » et
« Sunchon airbase from April to June 2021 ».

17 Répertoriée sous le nom de KPe.021, I’ Académie des sciences de la défense nationale contrdle un
réseau de sociétés écrans a I’étranger chargées de recueillir des renseignements scientifiques.

18 KPe.001, alias Changkwang Trading Corporation et Bureau général de I’économie extérieure
(S/2019/691, annexe 32, par. 6).

19 Alias Green Pine Associated Corporation.

2 Selon un Etat Membre, 1’un des deux représentants du Bureau général 221 et de la Korea Mining
Development Trading Corporation en République islamique d’Iran, Kim Hak Chol (alias Jong
Chol Jin, né en 1965, premier secrétaire a I’ambassade de la République populaire démocratique
de Corée a Téhéran, titulaire du passeport n° 10821043), a voyagé en provenance de la Fédération
de Russie, le 20 janvier 2020, muni du passeport n® 108210148. Ha Won Mo, ’autre représentant
en République islamique d’Iran, utilise le passeport n® 108210147.

2L Voir, par exemple, $/2021/151, par. 106 et 107 ; et $/2019/171 et S/2019/171/Corr.1, par. 72.
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1.

autres) de l’acier inoxydable 1Crl18Ni9Ti (voir annexe 27). Ce type d’acier
inoxydable peut étre utilisé a des fins aéronautiques ainsi que pour la fabrication de
moteurs de missiles balistiques a propulsion liquide ou de boitiers d’armes nucléaires.
La République populaire démocratique de Corée est connue pour rechercher ce type
d’acier, notamment pour son programme de missiles balistiques. Parmi les autres
articles commandés figurent des valves, des pompes et des roulements a billes.
L’enquéte sur ce réseau d’approvisionnement se poursuit.

Autre programme d’armes de destruction massive

23. Le Groupe d’experts analyse les informations regues d’un Etat Membre
concernant 1’estimation qu’il a faite a propos d’autres armes de destruction massive
présumées de la République populaire démocratique de Corée.

Sanctions sectorielles et maritimes

24. La fermeture continue des frontiéres de la République populaire démocratique
de Corée en riposte a la pandémie de COVID-19 semble avoir eu des conséquences
importantes sur le commerce maritime du pays pour ce qui est de I’importation de
pétrole raffiné et de 1’exportation interdite de charbon et d’autres marchandises. Le
Groupe d’experts a poursuivi ses enquétes sur une série de pratiques complexes et
frauduleuses en matiére de transport maritime, mises en ceuvre tant par la République
populaire démocratique de Corée que par des navires suspects pour échapper aux
sanctions, ainsi que sur la dissimulation délibérée de pratiques commerciales et
d’enregistrement mises en ceuvre par des personnes et des entités pour permettre la
poursuite de ces expéditions. Certaines de ces derniéres pratiques sont examinées dans
une section a part du présent rapport, consacrée au financement.

25. Les chiffres officiels des importations de pétrole raffiné communiqués au
Comité sont extrémement faibles, seuls 4,75 % du plafond annuel autorisé de 500 000
barils? ayant été officiellement communiqués a la mi-juillet 2021. Un Etat Membre
considere que la République populaire démocratique de Corée a importé beaucoup
moins de pétrole au cours du premier semestre de 2021 que la moyenne historique,
estimant par ailleurs que 1’augmentation des importations illicites signifie que la
République populaire démocratique de Corée a toujours des chances de dépasser le
plafond en 2021.

26. Les importations illicites de produits pétroliers vers la République populaire
démocratique de Corée se sont poursuivies au cours de la période considérée, bien
que le Groupe d’experts ait recu peu d’informations sur cette question. Malgré
I’achévement de la construction d’un nouveau terminal pétrolier & Nampo, aucune
livraison directe par des pétroliers étrangers n’a été signalée au Groupe au cours de
la période, et bien que des transbordements de produits pétroliers de navire a navire
se soient poursuivis, en particulier a la faveur de la nuit, ils semblent avoir été peu
nombreux.

27. Un grand nombre de pétroliers cités dans les précédents rapports du Groupe
d’experts comme ayant livré des produits pétroliers directement a la République
populaire démocratique de Corée ou ayant effectué¢ des transbordements de ces
produits sur des navires plus petits de la République populaire démocratique de Corée
sont toujours en mer et continuent de dissimuler leur identité tout en mouillant dans
les eaux territoriales régionales et en utilisant les installations des chantiers navals

22 Résolution 2397 (2017) du Conseil de sécurité, par. 5.
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locaux. Des informations récentes et non corroborées de la part d’Etats Membres
donnent a penser que 1’activité de navire a navire a augmenté depuis mai 2021.

Pratiques d’expédition frauduleuses

28. Les navires de la République populaire démocratique de Corée et d’autres
navires suspects qui ont mené des activités passibles de sanctions continuent de
manipuler les signaux du systéme d’identification automatique (AIS) ou omettent de
les transmettre afin de masquer leurs activités — allant de la transmission d’identifiants
falsifiés repérables a des techniques de dissimulation complexes impliquant des
échanges d’identité de navires — et d’éviter d’étre détectés.

Falsification et échange d’identité des navires

29. Le Groupe d’experts a poursuivi ses enquétes sur les cas de falsification
d’identité de navires?, une technique impliquant la modification physique d’un navire
(navire A) dans le but d’obtenir un nouveau numéro de 1’Organisation maritime
internationale (OMI) qui permette par la suite au navire A de naviguer
frauduleusement comme un navire différent (navire B), enregistré sous un autre
pavillon. Le profil AIS d’origine du navire A est laissé vide dans les bases de données
maritimes, ce qui permet a d’autres navires suspects de [’utiliser. Cette tactique
d’évasion complexe et chronophage a été utilisée par plusieurs navires impliqués dans
la livraison de pétrole non déclaré a la République populaire démocratique de Corée.
Le Groupe d’experts considére ce blanchiment d’identité de navires comme une
technique de contournement des sanctions qui permet directement aux navires
suspects de continuer de livrer du pétrole raffiné illicite a la République populaire
démocratique de Corée.

Subblic sous le nom de Hai Zhou 168

30. En novembre 2020, des images satellitaires a haute résolution ont montré le
Subblic (n° OMI 8126082), de pavillon inconnu, émettant sous le nom de Hai Zhou
168 dans la baie de Sansha, en Chine (voir fig. III). Dés mars 2021, le Subblic a
continué d’émettre occasionnellement sous le nom de Hai Zhou 168. Le Groupe
d’experts a déja fait une recommandation concernant le Subblic en vue de sa
désignation. Il a demandé a la Chine des renseignements sur la présence du navire
dans les eaux chinoises et sur les transmissions frauduleuses du Subblic, ainsi que des
informations résultant de toute inspection effectuée. La Chine a répondu que, « au
sujet du Subblic transmettant sous ’appellation Hai Zhou 168, selon les enquétes
menées par la Chine, aucun des deux navires n’est entré dans des ports chinois depuis
2020 ».
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Figure 111
Subblic, de pavillon inconnu, transmettant sous I’appellation Hai Zhou 168,
baie de Sansha (Chine) le 26 novembre 2020

Source: Images : Planet Labs ; coordonnées AIS : Windward?.

31. L’identité du Hai Zhou 168 (alias Smooth Sea 28) (n® OMI 8514045), battant a
I’époque pavillon sierra-léonais, a été blanchie en janvier 2019, ce qui a permis
d’utiliser le profil AIS vide du navire pour faciliter les transferts illicites de pétrole
raffiné vers la République populaire démocratique de Corée. Les enquétes du Groupe
d’experts ont montré que les préparatifs d’un tel vol d’identité avaient probablement
commencé dés 2016, lorsque le navire a subi de lourds travaux de réforme dans un
chantier naval de Thailande. Pour compléter le blanchiment d’identité, on a fait passer
le Hai Zhou 168 pour un navire récemment construit, le Cheng Xin 1 (alias Smooth
Sea 22), alors qu’il quittait un chantier naval de Ningde, en Chine, d’ou il aurait été
lancé?®. Le navire est retourné dans le méme port de Thailande que celui d’ou il était
parti a I’origine, a obtenu une licence sous des prétextes fallacieux et a effectué une
trajectoire intérieure sous le nom de Smooth Sea 22 (n° OMI 9870991), battant
pavillon thailandais. Le Hai Zhou 168 ayant lui-méme changé d’apparence et de nom,
son profil AIS d’origine a été laissé vide pour que des navires connus pour échapper
aux sanctions, tels que le Subblic, puissent I’utiliser (voir annexe 28a pour de plus
amples renseignements).

32. Le Groupe d’experts a demandé a la Thailande de 1’aider a enquéter sur les
soupcons d’usurpation d’identité pesant sur le Smooth Sea 22?°. 11 attend une réponse
de la Thailande.

33. Le Groupe d’experts a également retrouvé la trace des entités et des personnes
qui possédaient ou exploitaient le navire. Pendant la transition de janvier 2019, le
Hai Zhou 168 et le Smooth Sea 22 étaient tous deux détenus et gérés par la société
Cheng Xin Shipping Co. Ltd, enregistrée a Hong Kong (Chine). Un certain nombre
de navires sur lesquels le Groupe d’experts a enquété sont également apparus sur le
méme chantier naval de Ningde, y compris le Mouson 328 (n°® OMI 9021198), qui a

24 Sauf indication contraire, toutes les dates et heures sur Windward (plateforme maritime

d’intelligence artificielle) sont enregistrées en heure d’hiver de New York ; toutes les dates et
heures figurant sur les images satellitaires et autres plateformes de suivi maritime sont
enregistrées en temps universel coordonné (UTC).

% [HS Markit.

% Via une localisation AIS sur les plateformes maritimes commerciales.
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été signalé par le Groupe comme étant également impliqué dans un échange d’identité
de navire. Les renseignements et réponses regus de ces entités figurent a I’annexe 28a.

34. L’enquéte précédente du Groupe d’experts sur le blanchiment d’identité du
Mouson 328 naviguant sous le nom de Smooth Sea 29?7 impliquait des entités et des
chantiers navals analogues. La Thailande a répondu qu’en ce qui concerne la fraude
présumée (S/2021/211, par. 31 a 36), ses autorités ne disposaient pas d’éléments de
preuve suffisants pour confirmer les liens entre le Mouson 328 et I’identité dissimulée
sous laquelle il naviguait. Les autorités réexaminaient 1’enregistrement du Smooth
Sea 29, soupconné de faux. Le navire n’a été utilisé pour aucune expédition depuis
son arrivée en Thailande, en novembre 2019 (voir également I’annexe 28b).

Billions No.18 (alias Kingsway) sous le nom d’Apex (alias Shun Fa)

35. Enmai2021, un Etat Membre a procédé a la confiscation du navire désigné sous
le nom de Billions No. 18 (alias Kingsway) (n°® OMI 9191773) naviguant sous le nom
d’Apex (alias Shun Fa) (n° OMI 8528864) battant pavillon mongol, aprés
confirmation que le navire avait dissimulé son identité lorsqu’il était entré dans un
port dudit Etat Membre, le 5 mai 2021. En confisquant le navire, I’Etat Membre a
interrompu la poursuite des activités du Billions No.18%. Les transmissions AIS
opérées dans les bases de données maritimes ont montré que le navire avait émis sous
I’appellation de Shun Fa, navire battant pavillon mongol. Toutefois, le numéro OMI
enregistré du Shun Fa appartenait en fait a I’ Apex?®, battant pavillon mongol, qui avait
été radié du registre des navires de Mongolie en juin 2021.

36. Les enquétes menées par I’Etat Membre aprés la confiscation du navire ont
révélé que les caractéristiques du moteur du Shun Fa, y compris le modéle du moteur,
correspondaient a celles du Billions No.18. Parmi d’autres éléments confirmant la
véritable identité du navire figuraient des traces de manipulation physique du numéro
OMI sur le navire, ainsi que des manuels et équipements divers transportés a bord.

37. Le Groupe d’experts a fait rapport sur le Billions No.l8 (alias Kingsway) en
2017, en lien avec sa livraison de pétrole raffiné a la République populaire
démocratique de Corée®. Aprés la désignation du navire, I’identité du navire a été
délibérément blanchie pour dissimuler ce qui était a 1’époque le Kingsway et en faire
un autre navire muni d’un autre numéro OMI, contournant ainsi la désignation du
navire. Ces tactiques fallacieuses répétées ont permis au navire de poursuivre ses
opérations pendant prés de trois ans sans étre détecté, méme aprés sa désignation, et
d’accéder ainsi a des services interdits tels que 1’enregistrement du pavillon et les
paiements financiers (voir annexe 29a pour de plus amples renseignements) 3.

38. Dans le cadre de son enquéte sur le blanchiment d’identité du navire, le Groupe
d’experts a retracé 1’historique de 1’Apex pour ce qui est de son parcours et de ses
propriétaires. Selon les registres officiels, I’Apex a navigué sous le nom de
Zhe Sheng 26, battant pavillon chinois, de 2016 jusqu’en 2018, date a partir de
laquelle il a battu pavillon mongol. Toutefois, la comparaison de photographies des
navires tirées de sources publiques montre que les deux navires sont d’apparence tres
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S/2021/211, par. 31 a 36.

L’interdiction d’acces aux ports a été prononcée le 28 décembre 2017 a la suite d’un
transbordement sur le Rye Song Gang (n® OMI 7389704), battant pavillon de la République
populaire démocratique de Corée, en octobre 2017.

Selon les registres officiels du site Web de 1’OMI, le navire est enregistré sous le nom d’ Apex et
non sous celui de Shun Fa.

S/2018/171 et S/2018/171/Corr.1.

Dans son avis de navigation émis en mars 2019, le Bureau de contrdle des avoirs étrangers des
Etats-Unis d’ Amérique a fait figurer le Kingsway sur une liste de pétroliers soupgonnés d’avoir
effectué des transbordements sur des pétroliers de la République populaire démocratique de Corée.
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différente, si bien qu’on peut considérer qu’il s’agit de deux navires différents et que
I’affirmation tendant a dire que I’ Apex était le Zhe Sheng 26 est fausse (voir fig. IV).

Figure IV
Comparaison entre I’Apex et le Zhe Sheng 26

APEX/SHUN FA ' DB Alleged Photo 2 of 2 of
Suspected KINGSWAY ( APEX (fka ZHE SHENG 26)
Taken on 7 November 2018 1

I~

) Jﬁ 2
THE THENG 25

RS D 3

Source: FleetMon

APEX/SHUN
d KIN

ZHE SHENG 28

TAI ZNOU

Source: VesselFinder |

Source : FleetMon, VesselFinder et Etat Membre.

39. Desinvestigations plus poussées révelent qu’un lien unissait 1’ Apex et le Billions
No. 18 (qui naviguait alors sous le nom de Kingsway), a savoir une adresse commune.
La société holding titulaire de I’attestation de conformité du Kingsway, United Ships
Maritime Corp®, avait déclaré un siége social situé dans le méme batiment de la ville
de Kaohsiung que celui de Chen Chao-Jung®. M. Chen y est identifié comme le

32 THS Markit.
33 [GHAE SR,
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directeur et actionnaire unique de la société Better Smart Ltd, constituée au Belize, et
comme le propriétaire et gestionnaire de 1’ 4pex depuis juillet 2018.

40. Le Groupe d’experts a écrit a Taizhou Zhesheng Shipping Co. Ltd, une entité
chinoise figurant sur la liste des propriétaires du Zhe Sheng 26, a Yong An Shipping
Sdn Bhd, une société ayant son siége en Malaisie qui avait présenté des documents
d’enregistrement pour Better Smart Ltd. en tant que propriétaire de 1I’Apex, et a
M. Chen lui-méme. Le Groupe d’experts attend encore des réponses (voir annexe 29a
pour de plus amples renseignements).

41. La Mongolie a communiqué, en réponse, des renseignements a propos du
Shun Fa (alias Apex) qui montraient que le navire avait changé de propriétaire a
plusieurs reprises, sans que ces changements de propriétaire aient été mis a jour dans
les bases de données maritimes®*. Les documents de transport indiquaient que la
société New East Investment Inc. était le précédent propriétaire de 1’Apex (voir
annexe 29b). Une autre société constituée a Hong Kong, Joy Wealthy Trading
Limited, a racheté le Shun Fa en octobre 2019. Dans une lettre envoyée a
I’ Administration maritime de Mongolie, le propriétaire de Joy Wealthy, un certain
M. Wang, a affirmé qu’il n’avait effectué aucune activité illicite et qu’il avait procédé
a une vérification du navire en 2019 avant de I’acheter, ne constatant a cette occasion
aucun probléme du point de vue du registre maritime mongol. M. Wang a déclaré qu’il
était lui aussi une victime s’il s’avérait que le navire était un objet tombant sous le
coup de sanctions®. La Mongolie a radié I’enregistrement du Shun Fa le 2 juin 2021
(voir annexe 29c¢).

Transmissions frauduleuses effectuées pour échapper a toute détection

42. Plusieurs pétroliers battant pavillon étranger, précédemment identifiés par le
Groupe d’experts comme effectuant des transbordements interdits de pétrole raffiné
vers la République populaire démocratique de Corée, continuent d’opérer, malgré un
retrait de pavillon, en transmettant des identifiants frauduleux via le systéme AIS. Ces
tactiques fallacieuses peuvent permettre aux navires d’accoster pour se
réapprovisionner, de procéder a une reléve d’équipage ou de bénéficier de services de
réparation et d’entretien.

43. Le Groupe d’experts estime que les diverses manceuvres de dissimulation
employées par les navires pour masquer leur identité constituent une activité de
contournement des sanctions. Faute de mesures prises a leur encontre, ces navires de
« livraison directe »*, bien que dépavillonnés, ont continué d’opérer. Le Groupe
d’experts note que les navires naviguant sans pavillon sont considérés comme
apatrides et assujettis, par conséquent, au droit maritime du pays dans les eaux
territoriales duquel ils se trouvent ainsi qu’aux dispositions du paragraphe 9 de la
résolution 2397 (2017) du Conseil de sécurité®’.
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Les changements de propriétaire actualisés n’ont pas été enregistrés par I’OMI.

La lettre a été transmise par les autorités mongoles et est conservée dans les dossiers du Groupe
d’experts.

Navires étrangers ayant livré illicitement du pétrole raffiné a la République populaire
démocratique de Corée.

11 est stipulé dans ce paragraphe qu’un Etat Membre doit saisir, inspecter et confisquer tout bateau
se trouvant dans ses ports s’il existe des motifs raisonnables de penser que le navire en question
est utilisé pour des activités contraires aux dispositions des différentes résolutions pertinentes du
Conseil de sécurité, et qu’il peut le faire pour tout bateau se trouvant dans les eaux territoriales de
I’Etat Membre.
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Diamond 8

44. Les données de suivi maritime et les images satellitaires de mai 2021 ont montré
que le Diamond 8 (n° OMI 9132612) émettait frauduleusement en tant que
Chang Shun 8 battant pavillon mongol (n° 457222000 d’identité de service mobile
maritime) dans la zone de mouillage de Ningde, en Chine (voir fig. V). Le Groupe
d’experts a précédemment indiqué que la Sierra Leone avait annulé I’enregistrement
du Diamond 8 en aott 2020 en raison de I’implication du navire dans des activités de
violation des sanctions. Le Groupe a demandé a la Mongolie des renseignements
concernant les émissions frauduleuses provenant du navire.

45. LaMongolie a confirmé qu’elle avait enregistré, en septembre 2020, le Bonvoy 6
(n° OMI 8682969), qui a I’époque battait pavillon hondurien, sous le nom de Chang
Shun 8, muni du méme numéro d’identité de service mobile maritime (457222000),
et qu’elle avait annulé son enregistrement le 24 septembre 2020 en raison des liens
du navire avec la République populaire démocratique de Corée (voir annexe 30a et
b). Le Bonvoy 6 a transmis pour la derniére fois son profil AIS en septembre 2019
depuis la baie de Luoyuan (Chine). L’entité Sure Metro Ltd., constituée a Hong Kong,
a toujours assuré la gestion du Bonvoy 6. Des renseignements de source publique
réveélent I’existence d’un lien entre 1’individu qui aurait fourni des cargaisons de
pétrole raffiné pour le Diamond 8 et Sure Metro Ltd. Le Groupe d’experts enquéte sur
d’autres liens impliquant un réseau associé au Diamond 8 et concernant le
financement d’activités commerciales (voir par. 165 a 170 ci-dessous)®.

46. Le Groupe d’experts a demandé a la Chine des renseignements sur 1’identité du
navire, y compris I’identité réelle et la 1égitimité du navire émettant via 1’identité dans
le service mobile maritime susmentionné (MMSI) associé a la Mongolie, et sur toute
mesure prise a I’encontre du navire conformément aux résolutions pertinentes du
Conseil de sécurité. La Chine a répondu que « ces deux navires étant de types
différents, il est donc difficile pour eux d’émettre en s’échangeant leurs identités
respectives. Depuis 2020, aucun des deux navires n’est entré dans des ports chinois ».
Les réponses complétes données par la Chine aux questions maritimes figurent dans
les annexes respectives sur les questions maritimes.

47. Le Groupe d’experts note qu’a I’annexe 34 du présent rapport, il est question de
navires connus pour avoir transmis des identifiants frauduleux ne correspondant pas
a leur longueur, type ou pavillon, et il est dit que la manipulation délibérée d’un type
ou d’une longueur de navire indiqués dans le profil AIS d’un navire peut étre repérée
par I’observation.

3 Voir également c4ads.org/black-gold.

21/266


http://www.c4ads.org/black-gold

S/2021/777

Figure V
Diamond 8 transmettant en tant que Chang Shun 8, baie de Sansha (Chine)

le 2 mai 2021
. 2 May 2021
Coordinates: 26.438, 120.009
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Source : Planet Labs et Etat Membre.

Bonvoy 3 (alias Fu Shun 3)

48. Le Bonvoy 3 (n° OMI 8714085), un navire signalé¢ par le Groupe d’experts
comme ayant livré du pétrole raffiné a la République populaire démocratique de Corée
en 2019 et 2020, a également été géré par Sure Metro Ltd jusqu’en mai 2018. Le
navire a ensuite appartenu a Faith Trade Group Ltd, une société enregistrée aux iles
Vierges britanniques, et a été rebaptisé Fu Shun 3. Aprés la publication du rapport du
Groupe d’experts d’aott 2020 (S/2020/840 et S/2020/840/Corr.1), le navire est
devenu la propriété de Lu Chang Shipping (HK) Co. Ltd*® (voir annexe 31). Ce modus
operandi généralement constaté pour les changements de propriétaire concorde avec
les faits précédemment rapportés par le Groupe d’experts, qui avait relevé que les
navires impliqués dans des violations des sanctions changeaient de propriétaire ou
d’exploitant sans que ces changements soient mis a jour dans les bases de données
maritimes, méme lorsque les faits avaient été avérés. Les enquétes du Groupe
d’experts indiquent en outre que les différentes entités associées au Bonvoy 3 ont des
liens avec des personnes associées au Diamond 8 *° : ainsi, Lu Chang Shipping était
également inscrit comme le propriétaire et I’exploitant du Chang Shun 8 (voir 1’affaire
précédente). Lu Chang Shipping n’a pas encore répondu a la demande d’information
que lui avait adressée le Groupe d’experts.

Xing Ming Yang 888

49. Le Xing Ming Yang 888 (n° OMI 8410847)* a utilisé, en mai 2021, une identité
frauduleuse — Vi fin (n° d’identité du service mobile maritime 334191000) battant
pavillon hondurien — tout en diffusant également l’indicatif d’appel 9LU2843,
anciennement associé au navire de livraison directe Vifine (n° OMI 9045962)%,
lui-méme ayant regu pavillon de la République populaire démocratique de Corée en
aolit 20204, sous le nom d’Un Hung. Le nom Vi fin ne semble pas étre enregistré
aupres de I’OMI (voir annexe 32). Le Groupe d’experts a recommandé a plusieurs
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40 Les enquétes sont en cours.

41.8/2021/211.

42.8/2020/151.

4 Renseignements du pavillon mis a jour par I’'OMI en 2021.
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reprises que ces trois navires soient désignés pour avoir livré du pétrole raffiné a la
République populaire démocratique de Corée.

Lieux fréquentés par les navires de livraison directe

50. Les bases de données maritimes, les images satellitaires a haute résolution et les
renseignements communiqués par les Etats Membres révélent que de nombreux
pétroliers a livraison directe précédemment proposés pour étre désignés par le Groupe
d’experts ont réguliérement transité par les eaux proches de la zone portuaire de
Ningde, de la zone de I’ile de Dongyin et de la zone de Sando Dao, en Chine, ou y
sont retournés, sans avoir transmis de signaux AIS ou en ’ayant fait de maniére
frauduleuse. Entre mars et avril 2021, le Bonvoy 3, le Diamond 8 et le Rich United
(alias Xin Hai) (n°°OMI 9129213) étaient ancrés pres de 1’ile de Dongyin, tandis que
le New Konk (n° OMI 9036387) et le désigné Yuk Tung (n° OMI 9030591) étaient
ancrés prés de Fu’an et de I’lle de Xiyang, respectivement (voir annexe 33a). Dans
ses rapports précédents, le Groupe d’experts a identifié ces navires de livraison directe
dans ces eaux, et ces observations récentes ne constituent pas des cas isolés.

51. Un Etat Membre a fourni une liste supplémentaire de navires, notamment des
pétroliers de la République populaire démocratique de Corée, des navires qui avaient
déja effectué des transbordements a des navires battant pavillon de la République
populaire démocratique de Corée et d’autres navires présentant un intérét, dans les
eaux territoriales chinoises (voir annexe 33b). Le Groupe d’experts reléve la présence
répétée et habituelle dans ces eaux de navires battant pavillon de la République
populaire démocratique de Corée, de navires associés a la République populaire
démocratique de Corée et de navires dont on sait qu’ils étaient impliqués dans le
contournement des sanctions. Le Groupe a fourni a la Chine cette liste de navires,
comprenant les navires susmentionnés et ceux figurant dans ’annexe 33a et b, et a
demandé des informations sur les activités des navires, les identifiants de transmission
et la validité desdits identifiants, ainsi que les dates, 1’origine et la destination des
navires et leur objectif déclaré dans les eaux chinoises.

52. La Chine a répondu que « selon les vérifications faites par la Chine [...], les
navires soupgonnés de livrer des produits pétroliers raffinés a la République populaire
démocratique de Corée [...] ne sont pas entrés dans des ports chinois depuis 2020 ».

Navires de marchandises battant pavillon de la République populaire démocratique
de Corée usurpant des profils AIS

53. Des navires de la République populaire démocratique de Corée ont utilisé des
techniques de dissimulation similaires pour masquer leur présence et les lieux
empruntés pour leurs opérations commerciales. Si la plupart des navires de
marchandises de la République populaire démocratique de Corée ne transmettent pas
de signaux AIS, ceux qui le font transmettent principalement des identifiants
frauduleux, notamment dans les eaux de Ningbo-Zhoushan en Chine, ou ils se sont
regroupés pour transborder leur cargaison de charbon. Ces profils frauduleux, s’ils
masquent la véritable identité des navires, sont néanmoins identifiables dans les bases
de données maritimes commerciales.

54. Des transmissions ne communiquant pas les dimensions du navire, des données
incomplétes ou incohérentes sur les navires, de multiples changements d’identité du
service mobile maritime ou de numéros OMI transmis sur une courte période, la
transmission de numéros OMI non enregistrés, ou des informations improbables sur
le type de navire, sont autant d’incohérences rapportées a cet égard*. Dans un cas, le

4 Par exemple, un navire de marchandises transmettant en tant que navire de péche, ou des navires

déguisés en plateforme pétrolicre.
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Zai Zhou [ (n° OMI 8664149) battant pavillon de la République populaire
démocratique de Corée n’a pas dissimulé son Etat de pavillon tout en transmettant via
un numéro et un nom d’identité du service mobile maritime différents lorsqu’il est
arrivé dans les eaux de Ningbo-Zhoushan, en mars 2021 (voir fig. VI). Alors qu’il se
trouvait encore a Ningbo-Zhoushan, le navire a changé d’identité et a émis en tant
que navire battant pavillon chinois tout en conservant le méme nom, Harvest 1. Le
Zai Zhou 1 a été apergu sur des images satellitaires, le 3 mai 2021, cote a cote avec
d’autres navires battant pavillon de la République populaire démocratique de Corée
et ayant a leur bord une cargaison de charbon (voir fig. VII). Le Groupe d’experts a
fourni a la Chine de nouveaux exemples d’émissions frauduleuses d’autres navires de
la République populaire démocratique de Corée (voir également annexe 34) et a
demandé¢ a la Chine des renseignements sur les activités des navires de la République
populaire démocratique de Corée, les identifiants de transmission et la validité desdits
identifiants, ainsi que sur les dates, 1’origine et la destination des navires et leur
objectif déclaré dans les eaux chinoises.

55. La Chine a répondu que « selon les vérifications faites par la Chine [...], les
navires soupconnés de livrer du charbon a la Chine [...] ne sont pas entrés dans des
ports chinois depuis 2020 ».

Figure VI

Le Zai Zhou 1 de 1a République populaire démocratique de Corée transmettant
comme un autre navire de la République populaire démocratique de Corée

et au moyen d’autres identifiants de navire,

mars-avril 2021
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Transit by DPRK-flagged M/V ZAlI ZHOU 1 {IMO: 8664149) to Ningbo-Zhoushan Port, China
MARCH - APRIL 2021
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Source : Windward, annotations du Groupe d’experts ; carte et images satellitaires : Etat Membre.

Figure VII
Le Zai Zhou 1 ayant a son bord une cargaison de charbon apercu cote a cote avec

des navires de la République populaire démocratique de Corée,
Ningbo-Zhoushan, mai 2021

DPRK-flagged Vessels with North Korea-origin Coal
Near Ma’'an Liedao, Ningbo-Zhoushan Port, China
30:46:20 N 122:42:32E

3 MAY 2021

CHANG PHYONG

Source: © 2021, DigitalGlobe

Source : Etat Membre.
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56. Bien que ces navires puissent utiliser des tactiques d’évasion physique
— recouvrant leur nom de peinture sur la coque ou se servant de faux numéros OMI
d’identification ou du service mobile maritime —, la manipulation délibérée d’un type
de navire ou d’une longueur de navire dans un profil AIS dans le but de brouiller les
pistes peut étre repérée par 1’observation.

Zones de transbordements illicites

57. Un Etat Membre a transmis les images récentes ci-dessous, qui indiquent les
lieux ou, selon les estimations, il y aurait eu, de 2019 a 2020, des transbordements
illicites faits par des navires associés a des activités liées a la République populaire
démocratique de Corée et tombant sous le coup de sanctions (voir fig. VIII). Les lieux
ou se concentre cette activité concordent avec les données précédemment rapportées
par le Groupe d’experts (zone encerclée du milieu) ; & ces lieux s’ajoutent deux
nouvelles zones d’activité observées en 2020 (zones encerclées supéricure et
inférieure).

Figure VIII
Zones de transbordement de navire a navire associées a la République populaire
démocratique de Corée, février 2019-aotit 2020

NORTH KOREA: Assessed STS Transfer Locations 2019-2020
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Source : Etat Membre ; zones encerclées : le Groupe d’experts.

Autre modus operandi lié au contournement des sanctions
Gold Star

58. Le Groupe d’experts enquéte sur le Gold Star (n°® OMI 9146247), anciennement
sous pavillon camerounais, pour avoir prétendument effectué, en 2019 et 2020, de
multiples transbordements de produits pétroliers raffinés a des navires battant
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pavillon de la République populaire démocratique de Corée et associés a ce pays (voir
annexe 35a pour de plus amples renseignements).

59. Selon un Etat Membre, le Gold Star a chargé du pétrole raffiné a partir d’un
terminal pétrolier situé a Yangpu, sur I’ile de Hainan (Chine), et ’a transbordé sur le
Kum Jin Gang 3 (n° OMI 8791667), battant pavillon de la République populaire
démocratique de Corée, a la mi-novembre et au début de décembre 2019. Fin aott
2020, les bases de données maritimes montraient que le navire se trouvait a nouveau
a Yangpu, ou il est resté jusqu’a son départ pour un port de Ningde (Chine), en
novembre 2020. Un document d’autorisation portuaire a révélé que le Gold Star
s’était servi des éléments d’identification de I’ Ocean Star sous pavillon mongol (voir
annexe 35b) pour entrer a Ningde sous une fausse identité. Aucun signal AIS n’a
ensuite été enregistré, jusqu’a ce que le navire parvienne au large des cotes de Dili,
en mai 2021 (voir fig. 1X).

Figure X
Derniére transmission AIS du Gold Star, Dili, mai 2021°

1 May 2021
Coordinates: -8.54314, 125.57711
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Source : Windward, Google Earth, annotations du Groupe d’experts ; image satellite du vaisseau :
Airbus Defence and Space.

60. La Mongolie a confirmé 1’enregistrement provisoire de 1’Ocean Star, sous le
numéro OMI 8351584, du 30 septembre 2020 au 11 janvier 2021, date a laquelle le
navire a été radié du registre. Avant son enregistrement, le navire avait navigué sous

4 Jusqu’en juin 2021.
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le nom de Zhe You 8, sous pavillon chinois*®. Dama Trade Co. Limited a assuré les
services de registre du commerce pour les propriétaires inscrits d’ Ocean Star. Cette
société utilise la méme adresse & Hong Kong*' qu’utilisent un autre fournisseur de
services commerciaux enregistré sous 1’appellation J&C Shipping Co., Ltd* (ci-aprés
« J&C Shipping ») ainsi que d’autres fournisseurs qui ont enregistré d’autres navires
de livraison directe ayant fait I’objet d’une précédente enquéte du Groupe d’experts.

61. J&C Shipping était le propriétaire et I’exploitant du navire au moment ou se
déroulaient les activités susceptibles de constituer un contournement des sanctions.
L’Etat Membre a en outre estimé qu’une entit¢ de la République populaire
démocratique de Corée, Mulgil Trading General Corporation, était également
impliquée dans la location du navire aux fins de I’importation non déclarée de
produits pétroliers raffinés vers la République populaire démocratique de Corée. En
septembre 2020, le Groupe d’experts a écrit a la Chine pour informer les autorités de
la présence du navire suspect dans les eaux chinoises au large de Yangpu (ile de
Hainan), pour leur demander des renseignements sur I’emplacement du navire, des
précisions sur son identité, ses activités de transbordement de navire a navire et sa
cargaison, et pour les interroger a propos de M. Cheng Yuantai, qui figurait comme
directeur, fondateur et actionnaire de J&C Shipping de 2019 a 2020% dans les
registres du commerce de Hong Kong. La figure X recueille la réponse de la Chine.

Figure X
Réponse de la Chine concernant le Silver Star 1/Gold Star et les informations
relatives aux propriétaires enregistrés sur J&C Shipping

(4) 0C.233

the Panel does not readily believe information which 1s against facts.

The Chinese side did not find the vessel “Golden Star” staying in
waters off Yangpu port of Hainan. With regard to the Chinese national
Cheng Yuantai who was mentioned 1n the Panel’s letter as relevant to this
case, in fact, Cheng 1s a nearly 80-year-old farmer. He does farming at home
place all year long. There is no company under his name. He does not have
any certificate for exiting and entering Chinese borders, and has no relation
with any companies in Hong Kong SAR or DPRK vessels. China hopes that

Source : Etat Membre.

Note : « Golden Star » est un terme utilisé au méme titre que celui de « Gold Star » pour traduire
le terme original en mandarin. Le Gold Star (n° OMI 9146247), qui est le navire a propos
duquel le Groupe d’experts a demandé des renseignements, fait 1’objet d’une enquéte.

62. Pour éviter d’étre détectés, les navires exploités par J&C Shipping ont utilisé un

modus operandi consistant notamment a effectuer des transbordements illicites

pendant la nuit dans les eaux territoriales chinoises, & décharger de petites quantités
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4 11 semble qu’il n’existe aucun enregistrement commercial de ce navire a des fins de tragabilité.
Le navire est actuellement inscrit (en juin 2021) sous son immatriculation d’origine (sous pavillon
chinois) dans les bases de données maritimes.

47 Adresse : Room 19C, Lockhart Centre, 301-307 Lockhart Road, Wan Chai, Hong Kong (Chine).

@ FERRIEA R A .

4 11 ressort des registres du commerce de Hong Kong que la direction assumée par M. Cheng
Yuantai a été transférée, en avril 2020, a un ressortissant russe, M. Yuri Chernilovskiy, domicilié a
Nakhodka, dans le territoire du Primorié (Fédération de Russie).
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de carburant au cours d’opérations de navire a navire qui duraient de quatre a six
heures, a maintenir les navires hors du port au détriment de la santé et de la sécurité
de I’équipage, et a falsifier les éléments d’identification des navires, notamment en
utilisant un nom et un numéro OMI frauduleux pour entrer dans un port chinois.

63. Les informations communiquées par la suite par I’Etat Membre indiquent qu’un
certain Cheng Bin, de J&C Shipping, dirigeait ces activités pendant les périodes
visées par ’enquéte. M. Cheng communiquait sur I’application de messageriec WeChat
et utilisait des numéros de téléphone différents pour chacune des opérations de navire
a navire.

64. Les enquétes menées par le Groupe d’experts montrent que les activités de J&C
Shipping concordent avec le modus operandi employé par d’autres entités qui
possédaient ou exploitaient des navires ayant fait I’objet de précédentes enquétes de
la part du Groupe, a savoir 1’absence de visibilité en ligne, la création d’une société
écran ayant a sa t€te un seul individu n’ayant aucun lien déclaré avec le navire (voir
fig. IX ci-dessus), et le recours a des fournisseurs de services d’enregistrement
commercial comme mesure de dissimulation supplémentaire, et ce, dans le but de
masquer la véritable identité du bénéficiaire effectif, afin de contourner les sanctions.

65. Le Groupe d’experts a demandé a la Chine des renseignements sur le pétrole
transbordé a partir d’un terminal a Yangpu, les transbordements illicites de navires
signalés sur des navires de la République populaire démocratique de Corée et des
navires associés a ce pays, le principe de précaution appliqué par les autorités
compétentes quant a la validité des éléments d’identification communiqués par le
Gold Star au port, la validité des renseignements sur la propriété du registre du
commerce fournis par J&C Shipping, et toute mesure supplémentaire prise dans le
cadre des enquétes ou de I’immobilisation du Gold Star.

66. La Chine a répondu que le Gold Star avait quitté Yangpu a la fin de novembre
2019 ; il n’était plus rentré dans les ports chinois depuis cette date. Aucun
renseignement n’était disponible concernant le transfert présumé de produits
pétroliers raffinés par le navire. La Chine a déclaré qu’aucune « demande d’entrée
dans les ports » n’avait été soumise aux autorités portuaires chinoises par 1’ Ocean
Star en novembre 2020 et que le document d’autorisation portuaire « est un faux ».
La Chine a également déclaré :

« Ocean Star n’est pas entré dans des ports chinois, et Gold Star n’est pas entré
dans des ports chinois sous I’identité frauduleuse d’Ocean Star ». En ce qui
concerne J&C Shipping, la Chine a déclaré que la société J&C Shipping de la
Région administrative spéciale de Hong Kong, citée dans la lettre du Groupe
d’experts comme étant 1’exploitant de Gold Star, avait cessé d’exister en mars
2021, et qu’il n’existait aucune trace d’activités d’importation et d’exportation
de cette société ou de son implication dans des activités de contrebande en lien
avec la République populaire démocratique de Corée. La Chine espérait que le
Groupe d’experts ne préterait pas foi a des informations qui ne correspondent
pas aux faits.

67. Le Groupe d’experts a également demandé des renseignements a de multiples
parties (Cameroun, Fédération de Russie, Mongolie, Palaos, Sierra Leone et Timor-
Leste) ainsi qu’a 1’entité ou aux entités responsables des navires — propriétaires ou
gestionnaires actuelles ou anciennes —, y compris 8 M. Cheng Bin. Des précisions sur
les réponses figurent & I’annexe 35 a).
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Ji Yuan (alias Chang Long)

68. L’ancien navire Ji Yuan (alias Chang Long)*®°, qui battait pavillon de la Sierra
Leone (n° OMI 9044140), a été signalé par un Etat Membre comme ayant effectué de
multiples expéditions de Hong Kong vers la République populaire démocratique de
Corée, notamment une expédition d’une Mercedes Benz classe S en septembre et
octobre 2019 (voir fig. XI) et de deux conteneurs de biens électroniques non spécifiés,
en novembre de la méme année. L’expédition du véhicule de luxe aurait été facilitée
par Yee Fat Motor Trading (H.K.) Company, société enregistrée a Hong Kong (voir
également par. 73 et 146).

Figure X1
Itinéraire emprunté par le Ji Yuan pour procéder a ses expéditions
vers la République populaire démocratique de Corée, septembre-octobre 2019
——————— I i
Mongolia-Flagged M/V CHANG LONG (IMO: 9044140) Made Delivery to North Korea from

Hong Kong While Obfuscating its Activity
17 SEPT - 3 OCT 2019

x E—— 2 =
[[ote 21 the tere of the ranst. CHANG LONG was Swra Leone-fagged 1
299¢d_|

T
|}
]
1}
1
)
|}
)
'
L}
!
!
!

»
At
On 18 September, CHANG LONG 0 .
© BNl updates
nderaay ot aspeedof |
1346 UTC | 2230N 11727E |
QR
Hong Kong -wp Notional vessel track

—p Vessel rack per AIS
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69. Les enquétes menées par le Groupe d’experts sur la route empruntée par le
navire en octobre et novembre 2019 ont révélé que le Ji Yuan émettait également sur
un autre numéro d’identité du service mobile maritime (le n°® 300800121)% ce qui,
dans le cas de ’expédition de septembre 2019, placerait le signal AIS détourné du
navire dans les eaux de la République populaire démocratique de Corée. Ces données
coincident avec les dates communiquées par 1’Etat Membre concernant la présence
du Ji Yuan en République populaire démocratique de Corée, le 28 septembre 2019
(voir fig. XII). Les ruptures du signal AIS, qui montrent que le méme identifiant
MMSI se trouvait a deux endroits différents au méme moment, ont révélé que le
Ji Yuan usurpait I’identité d’un navire qui opérait a proximité, dans les eaux chinoises
(voir annexe 36 a).

%0 Le navire a navigué sous pavillon mongol, sous le nom de Chang Long, entre aofit 2020 et juin

2021, date a laquelle il a été radié des registres.
Cet identifiant MMSI appartiendrait a un navire de marchandises de 20 métres de long naviguant
tantot sous le noms d’Ataizhouxinluo, tantot sous le nom de Guanyunyu60230.

5
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Figure XII

Transmissions MMSI détournées par le Ji Yuan placant le navire dans les eaux

de la République populaire démocratique de Corée, septembre 2019
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Les registres du commerce indiquent que le directeur de la société Jiyuan
Shipping Ltd®2, constituée au Royaume-Uni de Grande-Bretagne et d’Irlande du Nord,
est M. Zhuang Jixiang, domicilié¢ a Fujian (Chine). Le secrétaire exécutif enregistré
de Jiyuan Shipping, Yunma Tianlong International Consulting Co. Limited®, avait
¢galement occupé la méme fonction aupres des entités Always Smooth Ltd et Good
Siblings Ltd, qui étaient les propriétaires certifiés de navires> signalés par le Groupe
d’experts comme ayant viol¢é les sanctions.

71. Le Groupe d’experts a demandé I’aide de la Chine, de la Mongolie, du
Royaume-Uni et de la Sierra Leone ainsi que d’entités en lien avec ’affaire. On
trouvera des renseignements supplémentaires sur 1’affaire et les réponses regues dans

les annexes 36 a) a c).

72. La Chine a confirmé les renseignements communiqués au Groupe d’experts, a

savoir que I’entité propriétaire figurant sur les registres était enregistrée au Royaume-

Uni, et a transmis des informations sur la cargaison du navire (voir par. 146).

73.

52 La société a été dissoute le 23 mars 2021, d’aprés les registres.

%3 Le domicile de la société (United G25, Waterfront Studios, 1 Dock Road, Londres, Royaume-Uni
de Grande-Bretagne et d’Irlande du Nord) semble étre une adresse d’enregistrement de plusieurs
sociétés fournissant des services de secrétariat d’entreprise.

% Les navires en cause étaient respectivement le Lucky Star (n® OMI 9015278), sous pavillon
togolais, et I’4Asia Bridge (n°°OMI 9010022), qui battait pavillon togolais.

La Mongolie a transmis des renseignements et des documents sur le navire qui
indiquaient que le Ji Yuan avait été vendu, le 26 juillet 2019, par une société
enregistrée en République de Corée, la Korea Marine Transport Co., Ltd, a une société
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constituée a Hong Kong, la Good Job Trading Limited (ci-aprés « Good Job »), pour
un montant de 1,1 million de dollars (voir annexe 36 d). Les parts du navire ont ensuite
été transférées de Good Job a Jiyuan Shipping Ltd, le 15 aoit 2019, pour 1 dollar
(voir annexe 36 ¢), juste avant la livraison déclarée par le Ji Yuan d’une voiture de
luxe a la République populaire démocratique de Corée, le mois suivant (voir
également par. 68 et 146). La Mongolie a radié le navire, qui naviguait sous le nom
de Chang Long et battait pavillon mongol, et a annulé les certificats de navire le
14 juin 2021 (voir annexe 36 f). La circulaire maritime de la Mongolie est jointe a
I’annexe 36 g).

74. La Sierra Leone a fourni les documents d’expédition demandés et a confirmé
que le Ji Yuan avait été radié le 3 avril 2020, pour avoir participé a des activités
interdites par les résolutions du Conseil de sécurité.

75. Le Royaume-Uni a répondu qu’il suivait les informations demandées concernant
les entreprises visées et qu’il fournirait plus de précisions en temps voulu.

Acquisition de navires

76. Depuis 2019%, 1a République populaire démocratique de Corée a élargi sa flotte
en procédant a ’acquisition d’anciens navires-citernes et navires de marchandises
battant pavillon étranger, en violation des résolutions pertinentes de I’ONU qui
interdisent la fourniture, la vente ou le transfert directs ou indirects de navires anciens
ou nouveaux a la République populaire démocratique de Corée. Un certain nombre
de ces navires avaient navigué sans pavillon pendant quelques années avant d’étre
enregistrés par la République populaire démocratique de Corée, ou ils ont continué a
naviguer et commercer, livrant du pétrole raffiné illicite a la République populaire
démocratique de Corée et exportant du charbon provenant de ce pays. Dans certains
cas, les navires étaient gérés par les mémes entités et présentaient des structures de
propriété qui ressemblaient fortement a celles qui avaient eu cours avant la vente. Un
Etat Membre a estimé que plusieurs des navires avaient été controlés par la
République populaire démocratique de Corée avant de battre pavillon de ce pays.

77. Plusieurs de ces navires ont été signalés par le Groupe d’experts avant d’étre
confirmés tardivement comme des navires battant pavillon de la République populaire
démocratique de Corée, vendus, notamment, a des acheteurs non déclarés. Certains
des navires ont été vendus sur des sites Web de vente aux enchéres de navires, tandis
que d’autres ont été achetés par des courtiers de tierce partie. On trouvera ci-apreés
des exemples de navires qui ont changé de pavillon dans le registre des navires de la
République populaire démocratique de Corée, en 2020.

Sin Phyong 5 (anciennement dénommé Woo Jeong)

78. Le navire Woo Jeong, alias Sin Phyong 5 (n°°OMI 8865121)%, qui battait
auparavant pavillon de la République de Corée, est passé sous pavillon de la
République populaire démocratique de Corée en octobre 2020. Comme dans le cas
d’autres navires précédemment signalés par le Groupe d’experts comme étant sous le
contrdle de la République populaire démocratique de Corée (tels que 1’ Enterprise
(n°°OMI 9153331)%, voir par. 81 ci-dessous), la derniére transmission AIS faite par
le Woo Jeong a été enregistrée au large de Shidao (Chine) autour du 27 juillet 2019.
Young Sung Global Co. Ltd (ci-aprés « Young Sung Global ») était répertorié comme
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Il ressort de la base de données maritimes qu’une dizaine de pétroliers ainsi que des navires de
marchandises ont été ajoutés a la flotte de la République populaire démocratique de Corée en 2019
et 2020.

% Renseignements actualisés par I’OMI en 2021.
5" Voir S/2021/211, par. 71 et 72.
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le dernier propriétaire, exploitant et gestionnaire enregistré du Woo Jeong avant que
celui-ci ne passe sous le contrdle de la République populaire démocratique de Corée®e.
La République de Corée a confirmé la radiation du pavillon du navire, le 10 septembre
2019, pour cause d’exportation.

79. Selon Young Sung Global, la vente du navire s’est faite par 1’intermédiaire de
courtiers et le navire a été acheté par une entité chinoise. La société de courtage
maritime qui a identifié¢ ’acheteur a effectué toutes les formalités de vente avec le
courtier, en Chine. Le navire a été vendu, en juillet 2019, a un certain Zhang Rusheng,
au nom de Deepika Shipping and Trading Ltd (ci-apres « Deepika Shipping »), société
inscrite comme [’acheteur. Le Groupe d’experts note que Deepika Shipping était
également inscrit comme le propriétaire et 1’exploitant du Sen Lin 01 (n°°OMI
8910378)%°, un navire de livraison directe qui, depuis, bat pavillon de la République
populaire démocratique de Corée et navigue sous le nom de Kwang Chon 2%. En
outre, Korea Myongryu Trading Co, propriétaire du Sin Phyong 5 de la République
populaire démocratique de Corée, est également propriétaire du pétrolier Sin
Phyong 2 (n°°OMI 8817007)%, dont le Groupe d’experts a déja signalé qu’il avait été
acquis par la République populaire démocratique de Corée en 2019, aprés une
livraison de pétrole raffiné a la République populaire démocratique de Corée, lorsqu’il
naviguait sous le nom de Tianyou. Les enquétes se poursuivent ; voir annexes 38a a ¢
pour de plus amples renseignements.

80. Entre autres navires qui sont passés sous pavillon de la République populaire
démocratique de Corée figurent le Xin Hai (n°°OMI 7636638), rebaptisé Wol Bong
San (voir annexes 37 a et b), et le Ming Zhou 6 (n°°OMI 8829878), rebaptisé
Tae Phyong 2 (voir annexe 39).

Réseaux liés a la chaine d’approvisionnement

81. Le Groupe d’experts a poursuivi ses enquétes sur le navire Enterprise associé a
la République populaire démocratique de Corée (n°® OMI 9153331), qui a continué,
en 2021, d’étre utilisé pour exporter du charbon en provenance de la République
populaire démocratique de Corée. Dans les documents actualisés qu’il a obtenus,
I’adresse enregistrée dans les bases de données maritimes pour 1’exploitant du navire,
Dalian Taiyuan International Shipping Agency Co. Ltd, était différente de celle
figurant sur les documents d’expédition®. Cette derniére adresse correspondait a celle
d’un immeuble occupé conjointement et associé¢ a Vast Win Trading Limited, ancien
propriétaire du navire désigné Jie Shun (n°°OMI 8518780), dont I’ancienne directrice
et seule actionnaire, M™® Gu Min, était également liée a ’enquéte sur le Jie Shun
menée par le Groupe d’experts (voir annexe 40). Les enquétes se poursuivent.

Transfert de droits de péche

82. D’aprés les informations fournies par un Etat Membre au Groupe d’experts, la
République populaire démocratique de Corée continue de vendre des droits de péche
a des entités de pays tiers, les autorisant ainsi a opérer dans ses eaux. Plusieurs
documents officiels, notamment des certificats de droits de péche et des polices
d’assurance, émis par une compagnie de la République populaire démocratique de
Corée du nom de Korea National Insurance Corporation (KPe.048), ont été obtenus
en 2020 par des flottes de péche de pays tiers. Celles-ci ont également obtenu une

%8 Inscrit sur la liste de ’OMI en tant que propriétaire, gestionnaire et exploitant du navire de juin

2012 a octobre 2019.

% Voir $/2020/151.

8 Voir S/2020/840.

61 Tbid.

62 Tels qu’elle a été enregistrée pour la derniére fois sur le site Web de I’OMI.

33/266


https://undocs.org/fr/S/2020/151
https://undocs.org/fr/S/2020/840

S/2021/777

carte de la zone précise dans laquelle la péche était autorisée®® ainsi que des directives
émises par les autorités de la République populaire démocratique de Corée a leur
intention (voir annexe 41). Selon un Etat Membre, des droits de péche ont été achetés
pour une période de quatre & cinq mois pour un montant allant d’environ 200 000
renminbi (30 867 dollars) a 300 000 renminbi (46 301 dollars).

83. Le Groupe d’experts continue de recevoir des informations, notamment sur les
points de départ possibles des navires, leurs numéros d’identité du service mobile
maritime et les entités privées participant aux activités de transfert de droits de péche.
Les enquétes se poursuivent.

84. Au cours de la période considérée, le Groupe d’experts a adressé un nouveau
courrier a Choe Un Bok, présidente de 1’ Association générale des Coréens en Chine,
qui aurait participé a la vente de droits de péche de la République populaire
démocratique de Corée®, ainsi qu’a Weihai Peninsula Vessel Fuel Co. Ltd, qui a
participé a la planification de la création d’une coentreprise de péche avec une entité
de la République populaire démocratique de Corée®. La Chine a répondu (voir
annexe 42) qu’aucune preuve substantielle n’avait été trouvée au cours de son enquéte
concernant I’implication présumée de I’ Association générale des Coréens en Chine et
de Weihai Peninsula Vessel Fuel Co. Ltd. Les enquétes se poursuivent.

Exportations maritimes de la République populaire démocratique de Corée

Exportations de charbon par des navires de la République populaire démocratique
de Corée

85. Selon un Etat Membre, de février a mai 2021, au moins 364 000 tonnes
métriques de charbon en provenance de la République populaire démocratique de
Corée ont été exportées vers la région de Ningbo-Zhoushan au cours de 41 voyages
effectués par des navires battant pavillon de la République populaire démocratique de
Corée et contrdlés par celle-ci®. Le Groupe d’experts note que ce volume de charbon
était en moyenne nettement inférieur aux chiffres fournis par le méme Etat Membre
concernant les expéditions ayant eu lieu en 2020, selon lesquels, sur une période de
12 mois, au moins 4,8 millions de tonnes métriques de charbon et d’autres minéraux
soumis au régime des sanctions auraient été exportés vers la Chine au cours de
636 voyages (voir annexe 43)%7.

86. L’Etat Membre pense néanmoins que la République populaire démocratique de
Corée est préte a reprendre ses exportations de charbon a grande échelle. Des images
satellitaires datant du 4 avril 2021 montrent 32 navires battant pavillon de la
République populaire démocratique de Corée au port de Tacan (République populaire
démocratique de Corée), tous chargés de charbon sauf trois (voir annexe 47). Le
Groupe d’experts continue de suivre la situation.

87. Les cargaisons de charbon depuis la République populaire démocratique de
Corée sont exportées selon une stratégie déja observée par le passé : des navires
battant pavillon de la République populaire démocratique de Corée et des navires
contrdlés par la République populaire démocratique de Corée ont été repérés dans les
mémes zones dans les eaux de Ningbo-Zhoushan ; ils ont participé a des transferts de
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83 Littéralement appelée « 8 2] 7+ » par les autorités de la République populaire démocratique
de Corée, il s’agit d’une carte simplifiée présentant la zone des eaux de la République populaire
démocratique de Corée dans laquelle les navires de pays tiers sont autorisés a pécher sous haute
surveillance.

8 Voir S/2021/211, par. 54 et alinéa a) de I’annexe 32.

& Ibid., par. 55 et alinéa b) de I’annexe 32.

8 Informations datant de mai 2021.

67 Deux experts ont estimé que les informations figurant dans ce paragraphe devaient étre vérifiées.
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navire a navire avec de larges cargos battant pavillon chinois ; soit ils ont émis de
faux identifiants, soit ils n’ont transmis aucun signal AIS.

88. Dans ce qui marque un changement par rapport a ce qui avait été précédemment
observé concernant 1’activité de barges cotieres étrangeéres important du charbon en
provenance de la République populaire démocratique de Corée®, en 2021, aucune
barge n’a été signalée au Groupe d’experts comme entrant dans les eaux de la
République populaire démocratique de Corée.

89. Le Groupe d’experts a continué de solliciter 1’aide de la Chine au sujet de la
présence dans les eaux de Ningbo-Zhoushan de plusieurs navires appartenant a la
République populaire démocratique de Corée ou associés a celle-ci (voir fig. XIII),
lesquels continuaient de se rassembler pour exporter du charbon au moyen de
transferts de navire a navire® (voir également I’annexe 44).

90. Un certain nombre de ces navires avaient déja figuré dans les rapports du Groupe
d’experts pour avoir exporté illicitement du charbon dans ces mémes eaux. Plusieurs
des navires de la République populaire démocratique de Corée sont restés dans cette
zone pendant un certain temps (voir fig. XIV)™. Ces zones sont surveillées par les
autorités portuaires et autres autorités maritimes compétentes, qui recueillent des
informations sur les activités des navires.

68 Voir S/2020/151, par. 67-68, et S/2021/211.
8 Voir S/2021/211.
" Entre autres, Myong Sa Sim Ni, Enterprise, Kwang Myong, Puk Dae Bong et Su Ri Bong.

35/266


https://undocs.org/fr/S/2020/151
https://undocs.org/fr/S/2021/211
https://undocs.org/fr/S/2021/211

S/2021/777

36/266

Figure XIII

Navires battant pavillon de la République populaire démocratique de Corée
et navires associés a la République populaire démocratique de Corée,

Ningbo-Zhoushan (Chine), 5 avril 2021
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Figure XIV
Navires de la République populaire démocratique de Corée localisés a différents endroits a proximité
de Maji Shan (Chine), zone surveillée par le Service de trafic maritime, mars et avril 2021
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Source : Etat Membre.

91. Le Groupe d’experts a demandé a la Chine des informations sur chacun des
navires de la République populaire démocratique de Corée présents dans les eaux
chinoises, les identifiants qu’ils avaient transmis, leur cargaison, leur participation
éventuelle a des transferts de navire a navire, la nature et le volume de la cargaison
déchargée lors de chaque transfert, I’identité des navires receveurs et de leurs
propriétaires et exploitants, et les destinations finales de la cargaison de charbon
transférée.

92. La Chine a répondu ce qui suit :

Dix navires porteurs de numéro OMI ne sont pas entrés dans des ports chinois
aux alentours du 5 avril 2021. Deux d’entre eux, le Kum Jing Gang et le
Un Bong 2, ont soumis des demandes d’entrée aux ports de Dalian et Yantai
respectivement, bien qu’en fin de compte ils n’y soient pas entrés. La Chine n’a
pas pu vérifier les informations concernant les 16 autres navires, qui ne portaient
pas de numéro OMI, car elle n’est pas I’Etat du pavillon de ces derniers.

93. Le Groupe d’experts a obtenu d’un Etat Membre des images montrant les
services chinois de détection et de répression des infractions au droit maritime
patrouillant plus d’une fois a proximité de plusieurs navires de la République
populaire démocratique de Corée. Selon certaines informations, ces navires auraient
tous déchargé leur charbon sur des navires battant pavillon chinois. Le Groupe
d’experts a demandé a la Chine de transmettre les informations éventuellement
détenues par les patrouilleurs concernant I’identification et les activités des navires
de la République populaire démocratique de Corée, les navires receveurs, et toute
activité connexe™.

94. La Chine a répondu ce qui suit :

La Chine attache de I’importance a la lutte contre les activités maritimes
illégales et a leur réglementation. Les patrouilles et les opérations de maintien

™ Un des experts s’oppose a ce que des informations relatives aux activités de maintien de 1’ordre

soient incluses dans les paragraphes 93 a 95.
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de I’ordre effectuées par les garde-cotes chinois permettent de faire respecter la
loi dans les eaux relevant de la compétence chinoise, et s’acquittent des
obligations découlant des résolutions pertinentes du Conseil de sécurité. Les
eaux de Ningbo-Zhoushan sont une zone marine au trafic trés dense, dans
laquelle circule une grande variété de navires. Il est tout a fait normal que des
navires des garde-cotes chinois y patrouillent. Les activités menées par les
forces de I’ordre d’un pays relévent du domaine de la sécurité nationale. La
Chine demande au Groupe d’experts de respecter les droits et intéréts 1égitimes
des Etats Membres et de ne pas inclure dans son rapport des informations non
vérifiées concernant les navires des garde-cotes chinois, dont la sécurité est ici
en jeu.

95. Le Groupe d’experts prend note des préoccupations de la Chine concernant la
sécurité de ses garde-cOtes et reste concentré sur les navires de la République
populaire démocratique de Corée mentionnés ci-dessus. L’annexe confidentielle 45
contient les images fournies par I’Etat Membre.

Navires de charge recevant du charbon provenant de la République populaire
déemocratique de Corée

96. Le Groupe d’experts continue d’enquéter sur I’utilisation par les navires battant
pavillon de la République populaire démocratique de Corée de grands navires
transporteurs de vrac battant pavillon chinois pour recevoir du charbon par transfert
de navire a navire dans les eaux territoriales chinoises’. Il s’intéresse notamment a
deux cas de navires destinés au transport de marchandises battant pavillon chinois
qui, selon un Etat Membre, auraient chargé dans les eaux de Ningbo-Zhoushan du
charbon provenant de navires battant pavillon de la République populaire
démocratique de Corée par transfert de navire a navire, pour le livrer dans des ports
chinois entre février et avril 2021. Les deux navires avaient transmis un numéro
d’identité du service mobile maritime associé a la Chine, et 1’un d’entre eux était doté
d’un numéro OMI. Le Groupe d’experts a re¢u des images satellitaires montrant de
maniére précise leurs déplacements, notamment les transferts effectués de nuit, la
présence des navires chinois (dont les cales contenaient du charbon) dans des ports
de Chine, les navires de la République populaire démocratique de Corée ayant
transféré le charbon, et des informations sur les dates et heures de leurs activités.
L’analyse du Groupe d’experts concernant les itinéraires suivi par les navires battant
pavillon chinois, les changements signalés dans les tirants d’eau, la présence de
navires de la République populaire démocratique de Corée a proximité des signaux
AIS émis par les navires chinois, et 1’étude des ports dans lesquels les navires chinois
ont accosté, corrobore les informations fournies par I’Etat Membre. Ces derniéres ont
été communiquées a la Chine, a laquelle un complément d’information a été demandé.

97. La Chine a répondu ce qui suit :

Les autorités chinoises compétentes meénent actuellement une enquéte et
effectuent les vérifications nécessaires, et ne disposent d’aucune information a
communiquer a ce stade. L’enquéte étant toujours en cours, la Chine demande
au Groupe d’experts de ne pas inclure les informations relatives a ces navires
dans son rapport et d’éviter d’interrompre son enquéte et ses opérations de
maintien de I’ordre.

98. Les enquétes de la Chine sur les navires susmentionnés étant en cours, le Groupe
d’experts n’a inclus dans le présent rapport ni les informations relatives aux
identifiants des navires en question, ni les données et les images les concernant, ni les
recherches menées sur les entités enregistrées comme en €tant les propriétaires et les
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exploitants. Le Groupe d’experts fera le point sur I’enquéte menée par la Chine en

temps voulu.

Exportation de charbon en provenance de la République populaire démocratique

de Corée et importation d articles humanitaires en un voyage a

99. Le Groupe d’experts et I’Etat Membre ont observé qu’au

ller-retour

11 mai 2021, plus de

deux douzaines de navires de charge de la République populaire démocratique de
Corée étaient ancrés a 1’extérieur de la porte d’écluse de Nampo, en République
populaire démocratique de Corée, une zone devenue zone de quarantaine a long terme

pour les navires (voir fig. XV).

Figure XV

Navires battant pavillon de la République populaire démocratique de Corée

et navires associés a la République populaire démocratique de Corée, ancrés

a P’extérieur de la porte d’écluse de Nampo (République populaire démocratique
de Corée) a leur retour des ports et zones portuaires de Chine, au 11 mai 2021

As of 11 MAY 2021

DPRK-associated Vessels in Quarantine Outside Nampo Lock Gate, North Korea
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100. Ces navires de la République populaire démocratique de

Corée revenaient de

ports de Chine, selon les informations de I’Etat Membre. Certains d’entre eux,
surveillés par le Groupe d’experts, comme le Ko San (n°°OMI 9110236), auraient
déchargé du charbon provenant de la République populaire démocratique de Corée
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dans les eaux de Ningbo-Zhoushan avant de se rendre au port de Dalian, en Chine, ou
I’Etat Membre a déclaré que le navire avait « chargé des articles humanitaires » le
1°" juillet”™ en vue de les importer en République populaire démocratique de Corée
(voir fig. XVI). Voir I’annexe 46 pour plus de détails.

Figure XVI
Le Ko San a exporté du charbon et importé une probable cargaison humanitaire en un seul
voyage, de mai a juillet 2020

KOSAN

03 July 2020 15:01
« Destination changed: from DAILIAN to CHONGJIN

© ETA changed: from 29 June 2020 08:00 to 12 July 2020 08:00
V¥ Draft changed: from4to 7.5

.
~

(9110236)

30 May 2020 7:58:20 UTC
4| Draught: 7.4 , Speed: 6.8
Destination: Hungnam

(9110236)
28 Jun 2020 17:56:07 UTC | B8
Draught: 7.4, Speed: 8.7
Destination: Hungnam

(9110236)

3 Jun 2020 7:59:39 UTC
Draught: 7.9 , Speed: 7.2
Destination: Shanghai

Source : Sea-web et IHS Markit, avec annotations du Groupe d’experts; images en médaillon : Windward ; images satellitaires :
Etat Membre.

8 L’analyse du port a indiqué que le Ko San était amarré au terminal céréalier de Beiliang a Dalian,
en Chine.
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101. Le Groupe d’experts note que les navires sont autorisés a transporter des articles
humanitaires vers la République populaire démocratique de Corée a condition qu’ils
n’aient pas participé a des activités de contournement des sanctions, conformément
au paragraphe 9 de la résolution 2397 (2017) du Conseil de sécurité, dans lequel il est
précisé que les Etats Membres doivent saisir, inspecter et confisquer tout navire se
trouvant dans leurs ports, ainsi que tout navire soumis a leur juridiction se trouvant
dans leurs eaux territoriales, s’ils ont des motifs raisonnables de penser que ce navire
est utilisé pour des activités interdites par des résolutions™.

102. On trouvera a I’annexe 46 d’autres exemples signalés par un Etat Membre sous
forme d’images satellitaires, ainsi que les enquétes du Groupe d’experts sur les
navires de la République populaire démocratique de Corée Thae Song 8 (n° IMO
9003653), Min Hae (n° IMO 8672897) et Tae Phyong 2 (anciennement connu sous le
nom de Ming Zhou 6) (n° IMO 8602763), qui ont également, en un seul voyage,
déchargé du charbon provenant de la République populaire démocratique de Corée
dans les eaux chinoises et récupéré des cargaisons d’articles humanitaires dans des
ports de Chine.

103. Le Groupe d’experts a demandé 1’assistance de la Chine concernant 1’activité de
chacun des 26 navires de la République populaire démocratique de Corée apparaissant
dans la figure XV, notamment des informations sur les éléments suivants : 1’identité
des navires qui avaient déchargé en 2021 du charbon provenant de la République
populaire démocratique de Corée ou d’autres produits interdits au moyen de transferts
de navire a navire dans les eaux territoriales chinoises ; les navires qui avaient
transporté du charbon provenant de la République populaire démocratique de Corée
puis récupéré une cargaison d’articles humanitaires dans des ports de Chine ; tout
éventuel commerce de troc visant a exporter du charbon provenant de la République
populaire démocratique de Corée en échange de céréales ou d’autres produits
importés de Chine.

104. La Chine a répondu ce qui suit :

Le Thae Song 8, le Min Hae et le Tae Phyong 2 sont entrés dans le port de
Longkou a vide et se sont rendus au port de Nampo aprés avoir chargé des
engrais et des pesticides. Le Ko San est entré dans le port de Dalian Beiliang a
vide, dont il est reparti aprés avoir chargé du riz. N’estimant pas que ces navires
faisaient de la contrebande de charbon dans les eaux territoriales chinoises, la
Chine n’avait donc aucune raison de leur interdire d’entrer dans les ports a vide
pour y charger des articles humanitaires.

Recommandations
Falsification et échange de l’identité de navires

105. Les KEtats Membres et les registres de navires devraient publier des
circulaires actualisées concernant les profils AIS numériques dont il est avéré
qu’ils ont été falsifiés et utilisés comme identités de dissimulation, afin de mettre
en garde contre le commerce avec ces navires.

106. En cas de suspicion concernant la validité des identifiants d’un navire, les
autorités portuaires et les autres autorités maritimes compétentes devraient
effectuer les vérifications nécessaires sur les antécédents de ce navire dés lors que
ce dernier se trouve dans un port ou des eaux portuaires relevant de leur
juridiction, conformément au paragraphe 9 de la résolution 2397 (2017).

" Voir également S/2021/211, par. 58 et 63-64.
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107. Les services d’immatriculation de pavillon devraient exiger que soient
fournies, a chaque demande d’inscription sur leurs registres, des photographies
actualisées des identifiants, qui sont affichés a ’extérieur (proue, pont arriére)
et a ’intérieur des navires.

108. Les Etats Membres qui accueillent des chantiers navals assurant ’entretien
de navires battant pavillon étranger devraient mettre en garde contre le risque
que des navires peuvent s’y trouver dans le but d’y subir des transformations
physiques ou d’autres modifications destinées a masquer leur identité aux fins
de leur participation a des activités interdites.

Echange d’information

109. Les services d’immatriculation de pavillon devraient réguliérement publier
une liste des navires radiés sur leur site Web et dans les circulaires destinées au
monde maritime au sens large.

110. L’utilisation abusive des numéros d’identité du service mobile maritime est
une pratique qui touche plus d’un registre d’immatriculation de pavillon. Afin
de garantir que ces numéros ne sont pas utilisés frauduleusement, le Groupe
d’experts encourage les services d’immatriculation et les Etats Membres dans les
eaux desquels les navires transmettent des identifiants frauduleux a enquéter sur
ces navires et a communiquer les résultats de leurs enquétes, y compris au
Groupe d’experts, en particulier lorsqu’ils ont des raisons de penser que ces
comportements sont liés a des activités de contournement des sanctions.

Manipulation du systéeme d’identification automatique (ALS)

111. Les Etats Membres devraient surveiller les navires qui transmettent des
identifiants suspects et enquéter sur eux, en particulier dans les eaux ou il est
avéré que des navires appartenant a la République populaire démocratique de
Corée ou associés a celle-ci ménent des activités.

112. Les services d’immatriculation de pavillon devraient, en vertu du principe
de précaution, se doter d’un personnel chargé de contrdler le statut AIS de la
flotte inscrite dans leurs registres et de contacter tout navire qui transmettrait
des informations différentes de celles qui figurent dans son profil.

113. Les sociétés de classification devraient certifier, a I’issue d’inspections
périodiques de sécurité, que chaque navire est doté d’un seul systéme AIS,
fonctionnel et de type A. L’objet de ces inspections devrait étre de vérifier si un
méme navire est équipé de plusieurs systéemes AIS.

Informations relatives a la propriété effective

114. Le Groupe d’experts recommande 2 nouveau que les Etats Membres exigent
de leurs autorités compétentes qu’elles communiquent des renseignements utiles
sur la propriété des navires a toutes les entités juridiques désireuses d’inscrire
des navires dans leur registre d’immatriculation. Les Etats Membres qui
pratiquent la libre immatriculation devraient s’efforcer de collecter les données
d’identification et les coordonnées de chaque individu propriétaire de I’entité
étrangere a laquelle chaque navire appartient ou exercant un controle sur cette
entité, soit en sa qualité d’actionnaire, de financier de I’entreprise, de dirigeant
ou de décideur. Ces informations devraient étre mises a la disposition des
organismes concernés, tels ceux chargés de faire respecter la loi, ainsi que du
Groupe d’experts, de maniére a faciliter I’application des sanctions.

Statistiques relatives au commerce et problémes de douanes
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115. Les chiffres du commerce extérieur de la République populaire démocratique de
Corée ont chuté a partir de début 2020 du fait des mesures qui ont été prises pour
lutter contre la pandémie de COVID-19. Au total, les exportations enregistrées en
2020 ont atteint environ 156,9 millions de dollars, soit environ 33 % du montant
affiché en 2019. Les importations se sont élevées a 558,1 millions de dollars, soit
environ 20 % du montant enregistré en 2019 (voir tableau 2). Selon un Etat Membre,
les sanctions ont entrainé des colts supplémentaires considérables pour le commerce
légal (notamment du fait de la nécessité d’accorder de fortes remises sur les prix a
I’exportation, de I’augmentation du prix des importations et des primes d’assurance,
de la hausse du colt des opérations financiéres, et de complications dans les
procédures de dédouanement)”.

Tableau 2
Echanges commerciaux de la République populaire démocratique de Corée,
2018-2020

(En milliers de dollars des Etats-Unis)

2018 2019 2020

Exportations 352 611 473 550 156 867
Importations 2327431 2726 196 558 071
Balance commerciale (1974 820) (2 252 646) (401 204)

Source : Trade Map du Centre du commerce international (consulté le 6 juillet 2021).

116. Certaines opérations commerciales ont repris en mars 2021 aprés que les
autorités ont construit des installations de désinfection pour les marchandises
importées® et aménagé des exceptions pour rouvrir les frontiéres. Toutefois, les
restrictions frontaliéres ont été rapidement réintroduites (voir annexe 1).

117. Les statistiques accessibles au public, notamment celles compilées par les
partenaires commerciaux de la République populaire démocratique de Corée, ne
représentent qu’une partie du commerce extérieur du pays et comportent parfois des
données inexactes. L’utilisation erronée des codes de pays, c’est-a-dire la saisie du
code de pays de la République populaire démocratique de Corée (KP) au lieu de celui
de la République de Corée (KR), le véritable partenaire commercial, est un probléme
fréquemment signalé’”’. Le Groupe d’experts a adressé un courrier a 1’Organisation
internationale de normalisation a ce sujet, mais n’a regu aucune réponse.

118. Sur la base des documents du Centre du commerce international sur les données
commerciales nationales, dont certaines semblaient concerner des catégories
d’articles visés par des sanctions, le Groupe d’experts a demandé a 69 Etats Membres
des informations sur les transactions effectuées avec la République populaire
démocratique de Corée, ainsi que des détails sur tous les cas de rejet de dédouanement
ou de saisie de marchandises exportées vers la République populaire démocratique de
Corée ou importées depuis celle-ci.

119. Le Groupe d’experts a également demandé aux autorités douaniéres des Etats
Membres des informations sur la mise en ceuvre concréte des obligations liées aux

7

K

5

o

On trouvera a I’annexe 48 les statistiques relatives aux échanges commerciaux de la République
populaire démocratique de Corée pour 2020, par produit (code SH).

« North Korea turns airport into COVID-19 disinfection center to boost trade », NK PRO (NK
News), 16 avril 2021. Disponible a I’adresse suivante : https://www.nknews.org/pro/
north-korea-turns-airport-into-covid-19-disinfection-center-to-boost-trade/.

" Voir S/2021/211, annexe 41.
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sanctions, telles que I’inspection impérative de toutes les cargaisons a destination et
en provenance de la République populaire démocratique de Corée et leur saisie et leur
¢limination lorsque des articles interdits sont découverts (voir I’annexe 49 pour le
mode¢le d’enquéte du Groupe d’experts).

120. Nombreux sont les FEtats Membres qui n’ont signalé aucune activité
commerciale avec la République populaire démocratique de Corée en 2020 et 2021,
tandis que d’autres ont déclaré que les transactions étaient effectuées dans le respect
du régime des sanctions imposé par I’Organisation des Nations Unies. Plusieurs Etats
Membres ont communiqué au Groupe d’experts les résultats des enquétes menées sur
des cas éventuels de non-conformité. On trouvera a ’annexe 50 des données de
comparaison qui, dans de nombreux cas, démontrent des divergences entre les
statistiques du commerce international et les données nationales.

121. Le Groupe d’experts a constaté que les autorités douaniéres des Etats Membres
respectaient 1’application des interdictions, bien que dans plusieurs cas, elles aient été
confrontées a la difficulté de déterminer si certains articles étaient interdits de
transfert vers ou depuis la République populaire démocratique de Corée. On trouvera
a ’annexe 51 la liste des articles a code SH soumis a des restrictions que le Groupe
d’experts utilise pour surveiller I’application de 1’interdiction sectorielle.

122. La Chine a répondu ce qui suit :

Les données du Centre du commerce international (ITC) différent des chiffres
officiels de la Chine principalement du fait que le Centre considére que les
marchandises produites en Chine, exportées vers un tiers puis transférées en
République populaire démocratique de Corée sont des exportations chinoises
vers la République populaire démocratique de Corée, et ajuste ses données en
conséquence. Cela ne correspond pas a la réalité et le Centre ne met pas a jour
ses données ni ne les corrige en temps utile.

La Chine a également souligné qu’aucune transaction n’avait été enregistrée
concernant des articles interdits dans le cadre des échanges commerciaux avec la
République populaire démocratique de Corée.

123. A la demande du Groupe d’experts, la Thailande a fourni des informations sur
12 mentions d’exportation indiquant la République populaire démocratique de Corée
comme pays de destination qui ont ensuite été retirées, les marchandises ayant été
retournées (voir annexe 52). Les tentatives d’exportation comprenaient plusieurs
envois de produits électriques (transformateurs, diodes) appartenant au groupe 85 du
systéme harmonisé, dont les produits sont soumis a des interdictions, mais aussi des
articles de parfumerie, dont le statut, dans le régime des sanctions, est parfois difficile
a déterminer.

124, La Bulgarie a informé le Groupe d’experts d’exportations d’additifs
nutritionnels (voir annexe 53).

125. Singapour a reconfirmé les informations concernant la saisie d’un
transbordement de vin et de jus de fruits et son élimination par les douanes
conformément a une décision de justice (voir annexe 54)78,

126. Dans sa correspondance avec 1’Uruguay, le Groupe d’experts a expliqué que
I’interdiction sectorielle des transferts ne concernait pas seulement « les matiéres
chimiques, nucléaires ou biologiques, telles qu’elles figurent dans [...] la résolution
2270 (2016) », comme 1’Uruguay 1’avait précédemment supposé, mais aussi d’autres
produits énumérés a I’annexe 51. Le Groupe d’experts est prét a fournir des conseils
au cas par cas pour aider les autorités douanie€res uruguayennes & prendre leurs
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propres décisions sur les exportations et importations prévues qui concernent la
République populaire démocratique de Corée. Il souligne que la décision finale
demeure la prérogative de chaque Etat Membre, mais suggére a nouveau que les Etats
Membres se servent, a titre indicatif, de la liste compléte des produits a code SH
soumis a des restrictions (voir annexe 51).

127. Le Guatemala a informé le Groupe d’experts qu’en décembre 2020,
I’administration des douanes a indiqué que son département de la réglementation avait
apporté des améliorations au dispositif de déclaration unique en douane d’Amérique
centrale (« Declaraciéon Unica Centroamericana » ou DUCA), en interdisant
notamment la validation des DUCA-D et des déclarations contenant le code KP
(République populaire démocratique de Corée). En outre, des informations ont été
diffusées en interne et en externe, au moyen de brochures d’information et de bulletins
publiés par Aduana Moderna (douanes modernes), indiquant que le code KP ne devait
pas étre utilisé dans les déclarations d’importation (voir annexe 55)°.

128. Le Guyana a informé le Groupe d’experts que son administration fiscale
s’employait & introduire un dispositif de profil de risque dans le Systéme douanier
automatisé pour la saisie, le controle et la gestion (SYDONIA), systeme mondial
parrainé par la Conférence des Nations Unies sur le commerce et le développement
(CNUCED), pour signaler les transactions suspectes (voir annexe 56).

129. Le Groupe d’experts compte poursuivre 1’analyse comparative de statistiques
tirées de sources publiques et de données fournies par les Etats Membres afin de
détecter toute incohérence éventuelle et d’en rechercher la cause.

130. Les principales marchandises exportées illégalement depuis la République
populaire démocratique de Corée sont le charbon, les minéraux, le fer, le sable et les
textiles. Selon un Etat Membre, en 2020, des millions de tonnes métriques de charbon
ainsi que, sans doute, d’autres minéraux interdits, ont été exportés. En mai 2021, la
République populaire démocratique de Corée avait exporté au moins 364 000 tonnes
métriques de charbon (voir par. 85).

131. Le Groupe d’experts a examiné plusieurs affaires judiciaires engagées en Chine
concernant des exportations illégales de charbon, de sable et de zinc. Entre le
30 octobre et le 3 novembre 2019, cinq citoyens chinois ont conspiré pour faire entrer
clandestinement en Chine du charbon provenant de la République populaire
démocratique de Corée. Des paiements ont été versés a Fuzhou Tenghuang Trade Co.
Ltd et le charbon a été transféré sur des navires appartenant a Nanjing Feixiong Ocean
Shipping Company. La justice chinoise 8 a déclaré les accusés coupables de
contrebande, et chacun d’eux a été condamné a des peines de prison et a des amendes.

132. Une autre affaire concernait le navire Hao Fan 28, qui avait transporté
illicitement du charbon en provenance de la République populaire démocratique de
Corée jusqu’en Chine en passant par la Fédération de Russie. Le charbon aurait été
vendu par Champion Global Trading Limited, basé a Hong Kong, a Chifeng Shenhua
Material Trade Co. Ltd. Les dossiers judiciaires chinois indiquent que plusieurs des
mémes conspirateurs avaient également facilité en juin 2019 des transferts de navire
a navire de poudre de zinc provenant de la République populaire démocratique de
Corée, auxquels avait participé Unphung Joint Venture Company (une coentreprise
entre Unphasan Trading Corporation, basée en République populaire démocratique de
Corée, et Liaoning Wellhope Agri-Tech Joint Stock Corporation, basée en Chine).

™ Le Groupe d’experts cherche a obtenir des éclaircissements.
8 Voir https://wenshu.court.gov.cn/.
81 Shen Zhong International Shipping (KPe.073) a été désignée le 30 mars 2018 comme gestionnaire

du navire et gestionnaire commercial du Hao Fan 2.
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IV.

Recommandations

133. Le Groupe d’experts recommande que 1’Organisation internationale de
normalisation étudie les mesures qui permettraient d’empécher D’utilisation
erronée des codes de pays de la République populaire démocratique de Corée et
de la République de Corée (KP et KR, respectivement).

134. Le Groupe d’experts recommande aux Etats Membres de rationaliser leurs
listes de controle des exportations et des importations, en s’appuyant sur la liste
informelle des produits interdits qu’il a établie (voir annexe 51).

135. Le Groupe d’experts note que les Etats Membres pourraient envisager
d’utiliser le systtme SYDONIA élaboré par la CNUCED (un systéme de gestion
douaniére informatisé, maintenant utilisé dans plus de 80 pays; voir
https://asycuda.org/fr/) pour surveiller les transactions effectuées avec les pays
visés par des sanctions.

136. Le Groupe d’experts recommande aux autorités douaniéres des Etats
Membres de doter les agents commerciaux de leurs juridictions des ressources
susmentionnées afin que ceux-ci puissent prendre les précautions nécessaires, en
particulier lorsqu’ils traitent des produits interdits dans le cadre d’échanges
commerciaux avec des pays visés par des sanctions.

Embargos, entités et personnes désignées, et travailleurs
a ’étranger

Embargos
Affaires liées au documentaire The Mole: Undercover in North Korea

137. Le Groupe d’experts a continué d’enquéter sur certaines des activités décrites
dans le film documentaire The Mole: Undercover in North Korea®. L’Ouganda a
répondu que 1’enquéte menée par les organismes publics compétents était toujours en
cours ; le Cambodge a répondu a la demande initiale du Groupe d’experts mais pas
aux questions complémentaires. La Chine a répondu ce qui suit :

Le documentaire mentionné dans la lettre est suspecté d’avoir été réalisé par des
moyens illégitimes, ce qui compromet l’authenticité et la crédibilité des
informations qu’il contient ; il ne doit donc pas étre considéré comme une source
crédible pour I’enquéte du Groupe d’experts concernant les activités que
ménerait la République populaire démocratique de Corée en violation des
résolutions du Conseil de sécurité. Le Groupe d’experts doit conduire ses
activités d’une maniére juste, objective et impartiale.

Myanmar

138. Le Groupe d’experts a renouvelé sa demande d’informations sur la coopération
militaire entre le Myanmar et la République populaire démocratique de Corée,
notamment concernant les activités de coopération qu’ils ménent depuis octobre 2006
en matiére de missiles balistiques, ainsi que sa demande de preuves attestant le retour
de techniciens du Myanmar et de la République populaire démocratique de Corée dans
leur pays respectif®.

139. Le Myanmar a répondu ce qui suit :

8 Voir $/2021/211, par. 90 et annexe 88.
8 Voir S/2019/171, par. 78, et $/2020/151, par. 110.
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Les forces armées du Myanmar restent attachées a la non-prolifération et
s’acquittent activement de leurs obligations juridiques internationales en
matiére de désarmement nucléaire et de non-prolifération des armes de
destruction massive (ADM), ainsi que de désarmement 1ié aux armes interdites
par le droit international humanitaire. Elles soutiennent 1’élimination totale des
armes de destruction massive et remplissent leurs obligations internationales en
vertu des instruments juridiques internationaux et régionaux relatifs a la non-
prolifération, auxquels le Myanmar est partie.

Emirats arabes unis

140. Les enquétes du Groupe d’experts sur les personnes liées a la KOMID se sont
poursuivies. M. Ri Hyong Thae continue de voyager a I’étranger en compagnie
d’autres personnes désignées par le Comité du Conseil de sécurité créé par la
résolution 1718 (2006), dans le cadre d’activités de coopération menées dans le
domaine des armes entre plusieurs pays et la République populaire démocratique de
Corée. Le Groupe d’experts a demandé aux Emirats arabes unis des informations
supplémentaires sur M. Ri. Il n’a pas encore regu de réponse.

Utilisation abusive des biens des ambassades

141. Le Groupe d’experts a poursuivi son enquéte sur les biens immobiliers
appartenant a ’ambassade de la République populaire démocratique de Corée situés
a Sofia et demandé¢ des informations a la Bulgarie concernant des documents révélant
que des sociétés bulgares faisaient encore de la publicité pour la location de la « Terra
Residence », qui semble étre I’ancienne résidence de I’ambassadeur (sise au n° 6, rue
Andrei Sakharov, Mladost 1, Sofia, 1784)8. La Bulgarie a répondu qu’en février
2017, I’ambassade avait été informée qu’il était interdit d’utiliser des biens
appartenant a I’ambassade de la République populaire démocratique de Corée a des
fins autres que les activités diplomatiques et consulaires et qu’elle avait été invitée a
y cesser immédiatement toute activité ne relevant pas de ces domaines. Les sociétés
locales « Terra Group » et « Technologica », enregistrées a 1’adresse susmentionnée,
ont été vivement encouragées a résilier leurs contrats de location et & se conformer au
régime de sanctions. Selon les autorités bulgares, aucun loyer n’a depuis été versé par
ces sociétés a ’ambassade de la République populaire démocratique de Corée (voir
annexe 57).

Application de Pinterdiction relative aux articles de luxe

142. L’importation de biens de consommation, y compris d’articles de luxe [interdits
par le paragraphe 8 a) iii) de la résolution 1718 (2006)], a pratiquement cessé en raison
de la fermeture des frontiéres. Les échanges commerciaux privés de part et d’autre de
la frontiére sont devenus quasiment inexistants.

143. Néanmoins, selon les médias, certains biens importés et produits de luxe
(notamment « des pneus et des piéces de voiture, des matériaux de construction et
d’aménagement d’intérieur, du matériel destiné a la villa familiale de Kim Jong Un,
des articles de luxe, entre autres ») destinés a 1’¢lite ont été transportés illicitement
par bateaux vers des ports de la République populaire démocratique de Corée, comme
Nampo, a partir d’un dépot ferroviaire situé a la frontiére, ou ils étaient stockés dans
des trains®,

88/2021/211, par. 110.

8 « Cargo in freight train at Dandong Station transported into North Korea by boat », Daily NK,
31 mai 2021. Disponible a 1’adresse suivante : www.dailynk.com/english/cargo-freight-train-
dandong-station-transported-north-korea-boat/.
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Véhicules de luxe

144. Le Groupe d’experts a poursuivi son enquéte sur les réseaux qui ont permis la
fourniture a la République populaire démocratique de Corée, en 2018, de deux
Mercedes de classe S provenant d’Italie. La société European Cars & More S.R.L a
participé a son insu au transit de ces voitures. Elle a en outre informé le Groupe
d’experts qu’elle avait également vendu en 2017 et 2018 trois autres Mercedes (de
modéle S600 Guard, S650 Maybach et S600 Pullman, respectivement) portant les
numéros d’identification WDD2221761A356488, WDD2229801A351655 et
WDD2229761A333357 a LS Logistica & Spedizioni S.R.L.C., la méme société qui
avait joué un rdle dans 1’expédition des Mercedes de classe S en 2018. Celle-ci n’a
pas encore répondu a la demande d’informations que lui a adressée le Groupe
d’experts.

145. Le Groupe d’experts a demandé des informations & Daimler au sujet de ces trois
derniéres voitures, qui a confirmé que ces véhicules avaient été produits par Daimler
AG a Sindelfingen (Allemagne), a la demande d’un client italien. Selon 1’autorité
d’enregistrement italienne, ces véhicules étaient immatriculés en Italie jusqu’en 2020,
avant d’étre revendus « en Europe et hors d’Europe » ; ils n’ont pas encore été
localisés. Le Groupe d’experts poursuit ses investigations, notamment auprés des
autorités douaniéres italiennes®.

146. Le Groupe d’experts a recu des informations d’un Etat Membre selon lesquelles
la société Yee Fat Motor Trading (H.K.) Ltd®’, basée a Hong Kong, avait facilité
I’expédition d’une automobile de luxe vers la République populaire démocratique de
Corée, transportée par le navire Ji Yuan (n° OMI 9044140, également connu sous le
nom de Chang Long) (voir également les paragraphes 68 et 73). L’Etat Membre a
également signalé qu’en novembre 2019, le Chang Long (opérant sous le nom de
Ji Yuan) avait transporté¢ deux conteneurs remplis d’articles électroniques non
spécifiés vers la République populaire démocratique de Corée. Le Groupe d’experts
a adressé des courriers aux parties concernées. La Chine a répondu ce qui suit :
« L’enquéte préliminaire n’a révélé aucune transaction commerciale entre la société
“Yee Fat ” basée a Hong-Kong et la République populaire démocratique de Corée.
En ce qui concerne la cargaison transportée par le navire Ji Yuan, la Chine procéde a
une enquéte approfondie et fait les vérifications nécessaires ». La Chine a également
indiqué ceci : « Une partie de la cargaison était destinée a la République de Corée, et
le navire appartient a une société basée au Royaume-Uni ». Yee Fat n’a pas encore
répondu a la demande d’informations du Groupe d’experts. L’enquéte se poursuit.

147. Le Groupe d’experts a poursuivi son enquéte sur le transfert de plusieurs Toyota
Lexus vers la République populaire démocratique de Corée. Selon un Etat Membre,
Jiangsu Overseas Group Foreign Economic and Technical Cooperation, Ltd % a
participé a une tentative d’expédition vers la République populaire démocratique de
Corée de véhicules de luxe d’une valeur de plus d’un million de dollars, dont des
véhicules utilitaires sportifs neufs de la marque Lexus (modéle LX570 datant de
2020). Une cargaison de ces véhicules serait arrivée a Ningbo depuis les Emirats
arabes unis, fin septembre 2020, pour &tre ensuite livrée a la République populaire
démocratique de Corée. Les transactions auraient été facilitées par des représentants
en Chine de la Korea United Development Bank of the Democratic People’s Republic
of Korea (KPe.033), de la Credit Development Bank et de la Korea Kyongeun Trading
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FIRHE(HFH) A PR A 7, adresse : 28 route de Kam Tin, district de Yuen Long, Nouveaux
territoires, Hong Kong, Chine.

8 Située a I’adresse suivante : n° 55, Zhongshan-lu, Gulou-qu, Nanjing, province de Jiangsu, Chine.
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Corporation. La Groupe d’experts n’a regu des parties concernées aucune réponse a
ses demandes d’informations.

Autres articles de luxe

148. Sclon les estimations du Groupe d’experts, les expéditions de boissons
alcoolisées vers la République populaire démocratique de Corée ont été pratiquement
inexistantes depuis le début de 2020 ; ces boissons sont par ailleurs devenues
indisponibles sur le marché intérieur en raison des restrictions liées a la pandémie de
COVID-19.

149. Selon les informations tirées de sources publiques® dont dispose le Groupe
d’experts, I’orchestre de la Commission des affaires d’Etat de la République populaire
démocratique de Corée a récemment commencé a donner des récitals publics de piano
avec ce que les médias pensent tre un piano a queue haut de gamme, qui ont été
retransmis par les stations de télévision officiclles du pays. Le transfert d’un tel
instrument a la République populaire démocratique de Corée serait contraire a
’obligation qu’ont les Etats Membres d’appliquer les résolutions pertinentes du
Conseil de sécurité, celui-ci ayant interdit la fourniture, la vente ou le transfert directs
ou indirects d’articles de luxe a la République populaire démocratique de Corée,
comme indiqué au paragraphe 8 a) iii) de sa résolution 1718 (2006) (voir annexe 58).
Le Groupe d’experts a demandé au fabricant présumé des informations sur le produit.

Recommandations

150. Le Groupe d’experts recommande a nouveau que les Etats Membres
rationalisent leurs listes de controle des exportations pour qu’elles cadrent avec
la liste des articles de luxe interdits d’une maniére qui soit compatible avec les
objectifs des résolutions 1718 (2006), 1874 (2009), 2094 (2013), 2270 (2016) et
2321 (2016), en évitant d’élargir inutilement leur champ d’application et en
veillant a ne pas limiter la fourniture de marchandises autorisées a la population
et a éviter les effets humanitaires négatifs une fois que les échanges commerciaux
auront repris.

151. Le Groupe d’experts renouvelle sa recommandation selon laquelle les Etats
Membres devraient encourager leurs entreprises et ressortissants qui exportent

des articles de luxe a inclure une disposition contractuelle qui permette
d’empécher toute revente a la République populaire démocratique de Corée.

152. Le Groupe d’experts renouvelle sa recommandation selon laquelle les Etats
Membres et les organisations concernées devraient encourager les entreprises

d’expédition et de transport a établir un systéme complet de controdle des
destinataires, compte tenu des risques de transbordement.

Bureau général de reconnaissance (KPe.031)

153. Le Groupe d’experts a continué d’enquéter sur les attaques menées par des
cyberacteurs de la République populaire démocratique de Corée liés au Bureau
général de reconnaissance, une entité désignée®. Selon de nombreux médias et

8 « Kim Jong Un’s new favorite band lives life of luxury in new music videos », NK News, 24 juin

2021. Disponible a I’adresse suivante : www.nknews.org/2021/06/kim-jong-uns-new-favorite-
band-lives-life-of-luxury-in-new-music-videos/.

Voir S/2020/840, annexe 48, pour ce qui est du role joué par le Bureau général de reconnaissance
et d’autres organisations dans les cyberopérations de la République populaire démocratique de
Corée.
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entreprises de cybersécurité, ces attaques ont visé des industries du secteur de la
défense a travers le monde.

154. Au cours de la période considérée, les médias ont rapporté que le groupe
Lazarus, un cyberacteur 1i¢ au Bureau général de reconnaissance de la République
populaire démocratique de Corée, avait mené des cyberattaques contre deux
entreprises du secteur de la défense allemandes, dont il avait approché les employés
avec de fausses offres d’emploi®. D’autres médias ont indiqué que le groupe Lazarus
et le groupe Kimsuky, un autre cyberacteur étroitement 1ié au Bureau, avaient mené
en 2020 des cyberattaques contre les secteurs russes de la défense, de I’énergie et des
technologies de 1’information — une cybercampagne appelée « ThreatNeedle »%% %,
Le Groupe d’experts a mené des enquétes sur ces affaires®*.

155. Le Groupe d’experts continue également d’enquéter sur le fait que la République
Populaire Démocratique de Corée contourne les sanctions en utilisant des moyens
informatiques lui permettant d’acquérir illégalement des actifs économiques par le
vol de propriété intellectuelle. Selon certains médias et entreprises de cybersécurité,
les auteurs de cette menace persistante que 1’on sait associés a la République populaire
démocratique de Corée ont mené des cyberattaques contre des entreprises
pharmaceutiques développant des vaccins contre la COVID-19 **. Le Groupe
d’experts a corroboré ces activités avec les Etats Membres et note que les tactiques,
techniques et procédures employées pour mener ces attaques sont les mémes que
celles qui avaient été utilisées dans des cyberattaques antéricures par des acteurs de
la République populaire démocratique de Corée tels que Lazarus. Une entreprise
pharmaceutique lui a dit que la menace pourrait avoir des conséquences importantes,
cependant aucun élément n’a permis d’indiquer que 1’auteur avait atteint son objectif.
L’entreprise a mis en place des mesures de sécurité supplémentaires pour protéger ses
systémes informatiques.

Travailleurs a I’étranger

156. Le Groupe d’experts a poursuivi son enquéte sur des ressortissants de la
République populaire démocratique de Corée travaillant a I’étranger. Un Etat Membre
lui a signalé que des ressortissants de la République populaire démocratique de Corée,
répartis dans plusieurs pays, avaient continué¢ de percevoir des revenus en 2020 et
2021 dans les domaines des technologies de 1’information, de la construction, de
I’électronique et de I’agriculture, en violation directe du paragraphe 8 de la résolution
2397 (2017). Le Groupe d’experts poursuit son enquéte.

157. Le Groupe d’experts a également obtenu des informations d’un autre Etat
Membre selon lesquelles, dans plusieurs pays d’Asie du Sud-Est, des restaurants
appartenant a la République populaire démocratique de Corée étaient toujours en
activité aprés la date limite de rapatriement fixée a décembre 2019. Il poursuit son
enquéte.
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Voir www.br.de/nachrichten/deutschland-welt/cyberspionage-gegen-deutsche-
ruestungskonzerne,SJSDtK2 (en allemand).

Voir www.kommersant.ru/doc/4538451 (en russe) ; voir également www.kommersant.ru/doc/
4426131 (en russe).

Voir I’annexe 59 pour les extraits du rapport de Kaspersky a ce sujet.

Un Etat Membre touché par ces attaques a informé le Groupe d’experts qu’une enquéte était en
cours.

« North Korea-linked hackers targeted J&J, Novavax in hunt for COVID research », Reuters,

2 décembre 2020. Disponible a 1’adresse suivante : www.reuters.com/
article/us-health-coronavirus-north-korea-cyber/north-korea-linked-hackers-targeted-jj-novavax-
in-hunt-for-covid-research-idUSKBN28C1UE.
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158. Le Groupe d’experts avait déja indiqué dans un rapport® que trois travailleurs
médicaux et trois traducteurs originaires de la République populaire démocratique de
Corée se trouvaient toujours dans la province de Pichincha, en Equateur. Leur contrat
était censé prendre fin en mai 2020 (voir annexe 60). L’Equateur a informé le Groupe
d’experts que des mesures avaient été prises pour mettre fin a ces contrats et rapatrier
les ressortissants en question. Le Groupe d’experts continue de suivre 1’affaire.

Financement

159. Sur la base de ses propres enquétes, d’informations fournies par les Etats
Membres et de données provenant de sources publiques, le Groupe d’experts estime
que 1’acces de la République populaire démocratique de Corée aux institutions
financiéres mondiales n’a pas beaucoup diminué. Il note également que les opérations
financiéres illicites du pays continuent d’étre concentrées en Asie de I’Est et du Sud-
Est, ou I’opacité des processus d’enregistrement des sociétés compromettent les
procédures de conformité et de connaissance du client des institutions financiéres. Par
conséquent, la République populaire démocratique de Corée continue de maintenir et
d’utiliser des réseaux de sociétés écrans pour faciliter les activités de contournement
des sanctions maritimes et des sanctions liées aux transactions commerciales, a
I’importation d’articles de luxe, au travail illicite et au blanchiment d’actifs virtuels.

160. ’examen continu du Groupe d’experts concernant les financements
commerciaux liés aux activités de contournement des sanctions maritimes montre que
la République populaire démocratique de Corée continue d’utiliser les services
d’enregistrement de sociétés de pays dont les régimes fiscaux manquent de
transparence. Le non-respect des régles de conformité par les prestataires de services
aux entreprises, notamment en ce qui concerne la gestion de I’identité, contribue

largement au fait que la République populaire démocratique de Corée peut dissimuler

ses activités illicites. Dans plusieurs cas, les enquétes menées par le Groupe d’experts
ont révélé que les propriétaires réels de certaines sociétés fictives étaient, en réalité,

des fondés de pouvoir. Dans la plupart des cas, de simples contrdles d’identité ont

révélé que ces derniers n’avaient aucun lien avec 1’industrie maritime et, dans certains
cas, ne savaient pas que leur identité avait été utilisée pour enregistrer une société
fictive.

Coentreprises présumées en Chine

161. Selon des informations tirées de sources publiques et des données fournies par
un Etat Membre, la République populaire démocratique de Corée continue de former
des coentreprises avec des entreprises basées en Chine.

162. En janvier 2021, le Groupe d’experts a ouvert une enquéte sur Yongxiang
International Trading Company Limited, qui aurait signé un contrat dans lequel
mention était faite d’une « coopération stratégique » avec le Korea Computer Center®’
pour la fourniture de systemes de point de vente, utilisés pour faciliter le traitement
des paiements numériques dans le secteur de la vente au détail (voir annexe 61). La
Chine a répondu ce qui suit : « Les articles dont I’exportation vers la République
populaire démocratique de Corée est interdite ne seront pas dédouanés a la fronti¢re
chinoise, méme si les contrats pertinents sont signés » (voir I’annexe 62 pour
I’enquéte du Groupe d’experts auprés de la Chine et sa réponse). Selon son site Web,

% Voir $/2020/840, par. 129.

9 Selon les informations précédemment fournies au Groupe d’experts par un Etat Membre, le Korea
Computer Center reléve du Département de 1’industrie des munitions (KPe.028). Voir S/2020/151,
par. 123 a 125, pour le rapport le plus récent du Groupe d’experts sur le Korea Computer Center.
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Yongxiang International Trading Company Limited entretiendrait des liens avec la
banque centrale de la République populaire démocratique de Corée depuis 2017. Les
enquétes se poursuivent.

163. Selon des documents obtenus par le Groupe d’experts, Choseon Xinxing
Information Technology Trade Association®®, une entreprise basée en République
populaire démocratique de Corée, détient une part de 60 % dans une société basée en
Chine (voir annexe 63). Selon les informations d’un Etat Membre, la Choseon
Xinxing Information Technology Trade Association est soupgonnée d’avoir des liens
avec le Département de 1’industriec des munitions (KPe.028). Les enquétes se
poursuivent®,

Représentants de banques a I’étranger

164. Le Groupe d’experts continue d’enquéter sur des ressortissants de la République
populaire démocratique de Corée travaillant a I’étranger dans des banques appartenant
a cette derniére. Dans le cadre des enquétes qu’il méne actuellement!®, un Etat
Membre a indiqué que « des dizaines de représentants de banques appartenant a la
République populaire démocratique de Corée continu[ai]ent d’opérer dans le monde
en 2020 », et transmis une liste non exhaustive dans laquelle il est précisé que six
représentants de banques appartenant a la République populaire démocratique de
Corée ménent des activités en Fédération de Russie, 22 en Chine!®?, un en Indonésie
et un a Singapour'®. L’Etat Membre a également noté que, dans plusieurs cas, un
méme individu représentait plusieurs banques appartenant a la République populaire
démocratique de Corée et effectuait des opérations financiéres en leur nom, et
qu’aucune information n’indiquait que ces banques avaient été fermées. Le Groupe
d’experts continue d’enquéter sur ces allégations.

Financement du commerce et contournement des sanctions maritimes

165. Selon un rapport récent!® et les articles de presse qui y ont fait suite, le groupe

Winson, dont le si¢ge se trouve a Singapour et qui méne ses opérations dans le monde
entier, principalement dans le commerce international du pétrole et le soutage en haute
mer, est au cceur des activités illicites auxquelles se livre la République populaire
démocratique de Corée pour s’approvisionner en carburant. Sur la base du rapport
susmentionné et d’enquétes antérieures, le Groupe d’experts a ouvert une enquéte sur
des transactions liées a la vente de gasoil ayant précédé les transferts de navire a
navire effectués le 1" mai 2020 (UTC) ou aux alentours de cette date, puis le 14 juin
2020 (UTC) ou aux alentours de cette date, entre le Super Star (n° IMO 9085388)1%4,
battant alors pavillon de Nauru, et le Diamond 8§ (n° IMO 9132612) battant pavillon
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Nom de la société en chinois : FHEEHTMAE B AR R 5 24t

Un des experts s’oppose a ce paragraphe car son contenu doit encore étre corroboré.

Voir S/2021/211, par. 140-141 et annexe 72.

Deux des experts s’opposent a 1’utilisation d’informations non vérifiées.

M. Li Hyun, qui a été reconnu coupable et condamné en juin 2020.

Voir « Black Gold — Exposing North Korea’s oil procurement networks », Royal United Services
Institute, 22 mars 2021 ; disponible a ’adresse suivante : www.rusi.org/explore-our-
research/publications/special-resources/project-sandstone-special-report-black-gold-exposing-
north-koreas-oil-procurement-networks. Voir également « 5 takeaways from investigating covert
oil deliveries to North Korea », New York Times, 22 mars 2021 ; disponible a I’adresse suivante :
www.nytimes.com/

2021/03/22/world/winson-north-korea-oil-tankers.html.

Ce navire a été démantelé.
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inconnu, en violation flagrante de la résolution 2397 (2017) et du paragraphe 18 de la
résolution 2375 (2017)%,

166. En avril 2021, le Groupe d’experts a demandé des documents comptables et
commerciaux concernant les activités du groupe Winson liées, entre autres, au Super
Star et au Diamond 8. 11 a également demandé des éclaircissements sur les précautions
prises par le groupe Winson pour atténuer les risques d’évasion des sanctions!%®. Dans
sa réponse, le groupe Winson a fait part de son engagement a respecter les sanctions
et fourni un résumé des mesures de précaution mises en place en 20187,

167. Pour expliquer les transferts de navire a navire entre le Super Star et le
Diamond 8'%, le groupe a déclaré que son client grossiste, Sino Global Trade Co. Ltd
(anciennement Super Gold Holdings Inc., ci-aprés « Sino Global ») avait affrété le
Super Star a temps auprés d’une entité appartenant au groupe Winson, Golden Shelter
Limited. Sino Global a ensuite désigné le Super Star pour livrer le gasoil de Winson
Oil (Wholesale) Pte Ltd, selon le principe « franco a bord »'%, puis vendu une partie
de ce gasoil a une société appelée « Zfullboto Co. Ltd », qui a désigné le Diamond 8
a Sino Global pour en prendre livraison par transfert de navire a navire avec le
Super Star.

168. Les représentants de Winson ont également signalé au Groupe d’experts que le
groupe avait effectué les vérifications préalables concernant Sino Global, qui lui ont
permis de confirmer que le seul actionnaire et directeur était M. Chien Chih-wei
(8 EFIB) et que la société ne figurait sur aucune liste d’entités désignées?®. La
mention suivante figure dans les contrats conclus entre Winson et Sino Global
concernant le gasoil : « Le produit de ce contrat ne sera pas vendu a la République
populaire démocratique de Corée ou a toute entité de ce pays ou de tout autre pays
visé par des sanctions ». Selon un haut responsable du groupe Winson, « Winson n’a
pas participé a la vente par Sino Global de cargaisons a Zfullboto, ni a la désignation
par Zfullboto de Diamond 8 a Sino Global » ; par ailleurs, une personne du nom
d’ « Ivy » était chargée de I’exploitation du navire pour le compte de Zfullboto*!L,

169. Cependant, les informations obtenues par le Groupe d’experts montrent que
M. Chien Chi-wei avait utilisé [’adresse n° 150 route de Cheng’ai, district de
Fengshan, Kaohsiung, Province chinoise de Taiwan, pour enregistrer Sino Global

195 Le Groupe d’experts a déja recommandé la désignation du Diamond 8 et note en outre que ce
navire est le plus grand pétrolier a fournir illicitement du pétrole a la République populaire
démocratique de Corée. Pour les rapports précédents du Groupe d’experts sur ce navire, voir
S/2020/151, par. 21, S/2020/840, par. 25 a 39, et S/2021/211, par. 49.

106 Le Groupe d’experts avait déja écrit au groupe Winson en mai 2018 pour souligner les risques que

posaient I’exploitation par la République populaire démocratique de Corée des chaines mondiales

de distribution de pétrole, la complicité des ressortissants étrangers, les sociétés offshore et le

systeme bancaire international aux fins du contournement des sanctions de I’ONU. Des conseils y

étaient également donnés en mati¢re de précautions et de meilleures pratiques concernant le

principe « franco a bord ».

Dans le cadre de sa politique de conformité aux sanctions, le groupe Winson précise qu’il effectue

une vérification préalable des contreparties éventuelles, inclut des clauses relatives aux sanctions

dans ses contrats et meéne une gestion des risques approprié¢e avant la conclusion de tout contrat.

Le groupe Winson a reconnu le transfert de navire a navire.

Winson Oil (Wholesale) Pte Ltd fait partie du groupe de sociétés Winson, situé a Singapour.

Le Groupe d’experts n’a pas trouvé de profil, de coordonnées ou d’autres informations en ligne

suggérant que la société menait des activités dans I’industrie pétroliére : ces signaux d’alerte, qui

permettent de suspecter 1’existence d’une société fictive, avaient déja été signalés par le Groupe
d’experts.

11 Zfullboto Co. Ltd (H #{#ilF R A H]), constituée en janvier 2019, n’a pas d’empreinte
numérique. Un ressortissant chinois nommé Chen Jieyue (B E1%Y), qui réside a une adresse se
trouvant dans la ville de Shishi, province de Fujian, en Chine, est inscrit dans les registres.
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Figure XVII

(voir annexe 64)12. Or, il s’agit de la méme adresse que celle utilisée par un haut
responsable du groupe Winson pour une demande d’immatriculation a ’OMI du
navire An Ping (n°°IMO 7903366) *, dont le propriétaire était Spring Gain
International Limited *. Le méme employé a également utilisé une adresse
¢lectronique du groupe Winson pour faire la demande, ainsi qu’un numéro de
téléphone et de fax correspondant 2 Winson Shipping (Taiwan) Co., Ltd 5 116,

170. Un examen de I’historique de comptes de médias sociaux (voir annexe 64)
suggere que I’employé susmentionné et M. Chien sont étroitement liés. En outre, ces
historiques montrent que M. Chien entretient des relations étroites avec plusieurs
personnes occupant des postes de direction chez Winson Shipping (Taiwan) Co., Ltd,
Jiu Li Shuen Trading et Taishun Trading. Compte tenu de ces liens substantiels, le
Groupe d’experts poursuit son enquéte sur le groupe Winson et ses filiales, ainsi que
sur les propriétaires et exploitants de Zfullboto.

Réseau a ’origine du transfert de navire a navire entre le Super Star et le Diamond 8

WINSON O, (WHOLESALE) PTE. LY.~ _ , <

Winson SNpping (Tahwan) Co Lt

Spring Gain Internatior - ® -
\ N [ - 7
\ Gasoll Sales Contract - 6 Apri. /
i = = \\ . ~, /
. A 1 /
Py e \./ ‘\\‘
\ / EE
- $ino Giobal Trade Co. LM ZFULLBOTO CO., LIMITED.
\ -
b\\\ //
No. 150, Cheng'ai g, Fangenan -~
Gasoll Sales Contract - 29 May Shani City. Fujian Province.

Source : Groupe d’experts.
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112 es archives judiciaires de la Province chinoise de Taiwan indiquent que Chien Chih-wei, a un

moment donné, a résidé a cette méme adresse. Les mémes archives judiciaires indiquent
également que M. Chien utilise 1’alias Chien Ko-yeh (f# £}H#). Les registres d’entreprise indiquent
qu’un individu que le Groupe d’experts croit étre M. Chien a également exploité une société
appelée Fengxin Enterprise (#8224 3£ 41) basée a cette adresse. En outre, du 3 septembre 2018 au
11 février 2019, M. Chien était inscrit sur la liste des responsables de Taishun Trading — une
société de vente de pétrole située un étage en dessous de Winson Shipping (Taiwan) Co., Ltd et de
Jiu Li Shuen Trading (une organisation du groupe Winson).

13 1 4n Ping a livré du pétrole 2 Nampo a deux reprises en 2020.
114 Pour les rapports antérieurs du Groupe d’experts sur 1’4n Ping, voir S/2021/211, par. 46 a) et

annexe 25. Dans les bases de données commerciales, Spring Gain International continue
d’enregistrer le numéro de téléphone et de fax de Winson Shipping (Taiwan) Co., Ltd. comme
étant ses coordonnées.

15 Dé¢sormais connue sous le nom de Zheng Yu Shipping Co., Ltd (IEBRAFAAI 375 FR A 7).
116 Un expert a estimé que la mention « située dans la Province chinoise de Taiwan » devait étre

insérée aprés le nom de la société.

Chen Jieyve (M)
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Actifs virtuels et prestataires de services d’actifs virtuels

171. Selon les informations fournies par des FEtats Membres, ainsi que des
informations tirées de sources publiques, le Groupe d’experts estime que la
République populaire démocratique de Corée continue de mener des campagnes
d’hamegonnage contre l’industrie des cybermonnaies. Ces campagnes utilisent
massivement les médias sociaux pour identifier les cibles potentielles et établir un
premier contact. Un Etat Membre a indiqué au Groupe d’experts que les cyberacteurs,
pour envoyer et suivre les messages de hamegonnage, utilisent généralement des
méthodes de ciblage telles que les campagnes de marketing de masse par courriel ; la
publication de liens pertinents vers des articles d’actualité ou des piéces jointes (non
malveillantes) destinées a établir le contact ; le partage de fichiers malveillants sur
des plateformes de stockage de fichiers en nuage couramment utilisées ; le
démarchage téléphonique, qui cible le personnel de soutien employé par les
plateformes d’échange de cybermonnaies.

Recommandations

172. Le Groupe d’experts prend note de la révision, en octobre 2020, par le
Groupe d’action financiére, de la Recommandation 1 et de sa note interprétative
(R.1 et INR.1), selon laquelle les pays et les entités du secteur privé devraient
« identifier, évaluer, comprendre et atténuer les risques de financement de la
prolifération (risque de FP) » liés « aux potentiels cas de violation, d’absence de
mise en cuvre ou de contournement relatifs aux obligations de sanctions
financiéres ciblées ». Conformément a cette exigence, le Groupe d’experts
recommande 2 tous les Etats Membres et entités du secteur privé d’examiner les
directives récemment publiées par le Groupe d’action financiére sur I’évaluation
et ’atténuation des risques liés au financement de la prolifération'’’.

V1. Effets involontaires des sanctions

173. Au paragraphe 25 de sa résolution 2397 (2017), le Conseil de sécurité a
réaffirmé que les sanctions imposées par ’ONU « [étaient] censées é&tre sans
conséquences humanitaires négatives pour la population civile de la République
populaire démocratique de Corée et ne pas nuire ni faire obstacle aux activités,
y compris aux activités économiques et a la coopération, a 1’aide alimentaire et a
I’assistance humanitaire, qui [n’étaient] pas interdites par [ses] résolutions », et
souligné que la « responsabilité premicre de la République populaire démocratique
de Corée [était] de pourvoir pleinement aux besoins de subsistance de son peuple et
qu’elle [devait] le faire ».

174. Les organismes des Nations Unies, les Etats Membres et les organisations non
gouvernementales continuent de dire que la situation humanitaire en République
populaire démocratique de Corée se détériore. En avril 2021, Kim Jong Un a souligné
la gravité de la situation économique du pays, notant que « la situation alimentaire de
la population devient maintenant tendue car le secteur agricole n’a pas réussi a
atteindre son objectif de production de céréales en raison des dégats causés par le
typhon de I’année derniére » 118, situation officiellement décrite comme une « crise

11

=)

Disponible a ’adresse suivante : https://www.fatf-gafi.org/media/fatf/documents/reports/
Guidance-Proliferation-Financing-Risk-Assessment-Mitigation.pdf (en anglais seulement).
Remarques faites par Kim Jong Un lors de la réunion pléniere du Comité central du Parti des
travailleurs en juin, période durant laquelle les stocks alimentaires sont généralement au plus bas.
Voir « Kim Jong Un admits food security issues as party plenum event kicks off », NK News,

19 aolit 2021, disponible a 1’adresse suivante : www.nknews.org/
2021/06/party-plenum-event-kicks-off-kim-jong-un-admits-food-security-issues.

118

21-10945 55/266


https://undocs.org/fr/S/RES/2397(2017)
https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Proliferation-Financing-Risk-Assessment-Mitigation.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Proliferation-Financing-Risk-Assessment-Mitigation.pdf
http://www.nknews.org/2021/06/party-plenum-event-kicks-off-kim-jong-un-admits-food-security-issues
http://www.nknews.org/2021/06/party-plenum-event-kicks-off-kim-jong-un-admits-food-security-issues

S/2021/777

alimentaire »'%, ce que confirment les données officielles?’. Cet aveu a coincidé avec
une volatilité inhabituelle des prix de nombreux produits de consommation, des
pénuries alimentaires, une baisse de 1’accés aux biens et services, des achats effectués
sous I’emprise de la panique et une nouvelle diminution de la disponibilité des
fournitures et services médicaux. Le Groupe d’experts attribue la détérioration de la
situation humanitaire en République populaire démocratique de Corée aux facteurs
suivants :

a) Les mesures liées a la prévention de la COVID-19, y compris la fermeture
des frontieéres depuis janvier 2020 et 1’arrét pratiquement total des importations de
biens de consommation ; la baisse des recettes d’exportation ; les limites strictes
quant a la capacité d’acheter des aliments et d’autres biens essentiels ;

b) Le maintien des restrictions liées aux sanctions imposées par I’ONU : dans
ses rapports précédents, le Groupe d’experts a estimé que ces restrictions, notamment
celles qui concernaient I’importation de carburant, de machines et de picces
détachées, avaient des effets involontaires sur la sécurité énergétique, les transports
civils, I’agriculture, les soins de santé, I’assainissement et [’hygiéne. Bien qu’il ne
soit pas en mesure de faire une évaluation quantitative de ces effets et note en outre
que leur relatif impact a probablement diminué en raison de la fermeture des frontiéres
du pays et des restrictions relatives aux voyages et a l’importation, le Groupe
d’experts estime qu’au cours de la période considérée, les sanctions ont sans doute eu
des effets involontaires et continueront d’avoir des conséquences humanitaires

négatives aprés I’ouverture des frontiéres!?!;

c¢) Les tentatives de renforcement du contréle central de I’économie et les
nouvelles restrictions concernant 1’activité du marché (par exemple, la restriction des
ventes intérieures de biens de consommation autres que les denrées alimentaires), qui
freinent le dynamisme des activités économiques individuelles.

175. Le Groupe d’experts a continué¢ d’évaluer les effets de la pandémie de
COVID-19 et des sanctions sur les opérations humanitaires en République populaire
démocratique de Corée. En mai 2021, il a enquété auprés de 38 organismes des
Nations Unies et organisations non gouvernementales ayant demandé des dérogations
au Comité du Conseil de sécurité créé par la résolution 1718 (2006), directement ou
indirectement?? (voir les paragraphes 1 a 3 de I’annexe 65 pour un résumé des
réponses).

176. Les organisations interrogées ont noté peu ou pas d’amélioration quant a leur
capacité a mener des opérations d’aide humanitaire depuis la fermeture des frontiéres
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« North Korea admits “food crisis”, says grain to be distributed to population », NK News, 20 juin
2021. Disponible a I’adresse suivante : www.nknews.org/2021/06/north-korea-admits-food-crisis-
says-grain-to-be-distributed-to-population/.

Selon les informations fournies officiellement par la République populaire démocratique de Corée,
«en 2018, la production s’est élevée a environ 4,95 millions de tonnes, la plus faible de ces

10 derniéres années », et les experts estiment une pénurie alimentaire d’environ 1,3 million de
tonnes en 2021. Voir également « N. Korea says its food production down to 10-year low in

2018 », The Korea Herald, 14 juillet 2021. Disponible a 1’adresse suivante :

http:// wwwO01.koreaherald.com/view.php?ud=20210714000330.

Deux experts sont d’avis qu’il ne fait guere de doute que les sanctions imposées par I’ONU ont eu
des effets involontaires sur la situation humanitaire. Un autre expert note que rien ne permet
d’affirmer que les sanctions ont eu un effet sur la situation humanitaire en République populaire
démocratique de Corée.

Voir S/2021/211, par. 173-174 et annexe 99 a) pour un résumé des réponses recueillies lors des
enquétes précédentes.
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en janvier 20203, La plupart d’entre elles ne disposent plus de personnel dans le pays
et n’ont pas acces aux informations, ce qui rend impossible un suivi indépendant. Les
restrictions constantes des déplacements du peu de personnel restant ont fragilisé les
relations avec les responsables locaux. Ce manque de transparence rend de plus en
plus difficile la recherche de nouveaux financements. En 1’absence de projets en
cours, les organisations ont du mal a maintenir le niveau de leurs frais généraux.

177. En ce qui concerne les effets des sanctions sur 1’aide humanitaire, les principaux
sujets de préoccupation des organisations sont les retards dans la réception des
exemptions ; ’absence d’un réseau bancaire stable, qui finit par entrainer une
augmentation des colts administratifs et des risques ; les retards accusés dans la
procédure de dédouanement ; la diminution du nombre de fournisseurs étrangers
disposés a participer a I’aide humanitaire ; la hausse du colt des articles et opérations
humanitaires ; le désengagement des institutions financiéres face aux risques ; la
baisse du financement des opérations. Une organisation a fait part de ce qui suit :
« L’expertise juridique nécessaire pour comprendre les informations liées aux
mécanismes de sanction et I’absence d’un canal direct permettant aux organisations
non gouvernementales internationales résidentes de communiquer avec le Comité des
sanctions du Conseil de sécurité de ’ONU se sont, a certaines occasions, révélées
préjudiciables a d’autres tdches et responsabilités ». La complexité des procédures
douaniéres entraine des retards importants, bien que les importations aient bénéficié
des exemptions appropriées. Les fournisseurs des groupes d’aide ont cessé de
soumettre des offres, citant en particulier les difficultés concernant les procédures
mises en place par les autorités douaniéres??. Selon une autre organisation, les
mesures de « boycottage indirect » ont empéché que certaines transactions bancaires
soient effectuées pour le paiement des achats de fournitures humanitaires et que des
navires entrent dans les ports de la République populaire démocratique de Corée, ce
qui a conduit leurs homologues de la République populaire démocratique de Corée a
renoncer a la conduite de projets humanitaires. Les retards relatifs a I’expédition et a
la logistique ont également été attribués aux sanctions et a 1’application des régles
douaniéres.

178. Le Groupe d’experts estime que 1’aide humanitaire est d’autant plus importante
que le pays se remet de la pandémie, et souligne que les Etats Membres doivent veiller
a ce que l’acheminement de 1’aide se déroule sans entrave, conformément aux
résolutions pertinentes. La procédure d’exemption, qui s’est considérablement
améliorée depuis le début de la pandémie, devrait étre encore systématisée et rendue
plus transparente et compréhensible.

Recommandations

179. Le Groupe d’experts note 1’utilité des exposés que les organismes
compétents des Nations Unies présentent deux fois par an sur les effets
involontaires des sanctions et recommande que le Comité poursuive cette
pratique.

180. Le Groupe d’experts répéte que des mesures doivent étre prises de toute
urgence pour rétablir le réseau bancaire.

181. Le Groupe d’experts recommande que le Conseil de sécurité continue
d’examiner les questions et les procédures relatives a I’atténuation des effets

123

124

Selon I'une d’entre elles, les mesures imposées par la République populaire démocratique de
Corée ont entrainé une pénurie de la production nationale, ce qui a fini par toucher la population
civile.

Depuis 2018, le prix des biens destinés aux projets humanitaires a augmenté, parfois jusqu’a 25 %,
ce qui a fini par faire pression sur les budgets de fonctionnement des organisations humanitaires.
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involontaires des sanctions sur la population civile de la République populaire
démocratique de Corée et sur les opérations d’aide humanitaire, pour aider la
population vulnérable et surmonter les conséquences de la pandémie de
COVID-19.

Rapports nationaux de mise en ceuvre

Etat de la situation concernant les rapports des Etats Membres sur I’application
des résolutions pertinentes

182. Au 31 juillet 2021, 66 Etats Membres avaient présenté des rapports sur
I’application de la résolution 2397 (2017) ; 81 sur celle de la résolution 2375 (2017) ;
95 sur celle de la résolution 2371 (2017) ; 90 sur celle de la résolution 2321 (2016) ;
107 sur celle de la résolution 2270 (2016). Malgré I’augmentation du nombre des
rapports présentés, le Groupe d’experts note que de nombreux Etats Membres (127,
dont 1 ayant siégé au Conseil de sécurité en 2019 en qualit¢ de membre non
permanent) n’ont toujours pas présenté de rapport sur I’application de la résolution
2397 (2017).

183. Par ailleurs, le taux de réponse global des Etats Membres aux demandes
d’informations qui leur ont été adressées par le Groupe d’experts dans le cadre de ses
enquétes est inférieur a 50 %, et le taux de réponse des entités et des personnes
interrogées est encore plus faible. Le Groupe d’experts note que les Etats Membres,
les entités et les personnes doivent se conformer aux résolutions pertinentes du
Conseil de sécurité et répondre aux demandes de renseignements du Groupe d’experts
en temps opportun.

Recommandations

184. Voir I’annexe 66 pour une liste récapitulative des recommandations.
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Annex 1: COVID-19, Democratic People’s Republic of Korea border measures

DPRK maintained its COVID-19 blockade imposed in January 2020. Cross-border movement of people
and trade remains generally forbidden. Flights and passenger rail services into and out of Pyongyang
have been suspended, although there have been media reports of limited border crossing in the reporting
period. The diplomatic presence in Pyongyang has continued to shrink as the few remaining missions
have repatriated staff; international staff of UN agencies and non-governmental organizations have left
the country. DPRK continues to declare to the WHO that the country remains free of the COVID-19 virus.

In the reporting period, DPRK made a number of preparations, in the form of “disinfection centres” built
near the border, to resume a measure of cross-border trade in March-April 2021, and there was a small
rise in trade figuresat the time. The respite from a total blockade was brief, however, due to resumed fears
of COVID-19 variants beyond DPRK’s borders and, according to media reports, ' a “grave incident”
relating to COVID-19 protection measures in the country.

Maritime exports of sanctioned commodities continued, at relatively low rates. Similarly, undeclared oil
products were imported by sea, but at very low levels compared to previous years.

The DPRK government has held emergency meetings and, unusually, has publicly admitted to an
increasing economic crisis and associated food shortages in the country.

DPRK’s COVID-19 blockade, which prevents repatriated DPRK nationals from entering their own
country, causes practical difficulties for Member States in implementing paragraph 8 of resolution 2397
(2017), even long after the deadline for that action has passed. However, DPRK’s blockade also provides
an opportunity for DPRK workers overseas to remain there, and to continue to earn wages which are
likely to contribute to governmental programmes. The Panel continues to watch closely how Member
States have addressed this issue.

Source: The Panel

I https://www.nknews.org/2021/06/grave-covid-19-incident-in-north-korea-prompts-politburo-
meeting-state-media/?t=1634861200262
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Annex 2: Light Water Reactor (LWR) - Electrical transformers on the eastern side of the
turbine generator

| ]
"‘ Electrical transformers

Turbine generator

Source: Planet Labs Inc. 23 June 2021
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Annex 3: Construction activities in the area south of the LWR

A circular structure

Source: Planet Labs Inc. 23 June 2021
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Annex 4: Vehicle activities in the vicinity of SM'W(e)
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Source: Planet Labs Inc. 18 April 2021

5MW(e) Reactor
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Source: Planet Labs Inc. 23 June 2021
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Annex 5: Radiochemical Laboratory and Coal-fired thermal plant, and signs of
chimney smoke

Radig"cﬁ;eh'\ical Laboratory
>

P
5

Coal-fired thermal‘plant

Shadow of the smoke

-
-

-
v

Smoke from chimney
18 April, 2021

8 March, 2021 25 April, 2021

Shadow of the smoke

1 May, 2021 6 June, 2021 23 June, 2021

Source: Planet Labs Inc.
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Annex 6: Excerpt of IAEA Director General's Introductory Statement to the Board of Governors

The Agency continues to monitor the nuclear programme of the Democratic People's Republic of Korea.

Since my report to the Board of 3rd of September 2020, some nuclear facilities in the DPRK have
continued to operate while others have remained shut down. There are indications consistent with internal
construction activities at the experimental light water reactor (LWR). There are no indications of
operation at the SMW(e) nuclear reactor or of the production of enriched uranium at the reported
centrifuge enrichment facility at Yongbyon. There are ongoing indications of activity at the Kangson
location.

The steam plant that serves the Radiochemical Laboratory has continued to operate since my last
Statement to the Board in March. The duration of this operation is consistent with the time required for a
reprocessing campaign at the Radiochemical Laboratory. It is not, however, possible to confirm that
reprocessing is taking place.

The DPRK’s nuclear activities remain a cause for serious concern. The continuation of the DPRK’s
nuclear programme is a clear violation of relevant UN Security Council resolutions and is deeply
regrettable.

I call upon the DPRK to comply fully with its obligations under Security Council resolutions, to cooperate
promptly with the Agency in the full and effective implementation of its NPT Safeguards Agreement and
to resolve all outstanding issues, especially those that have arisen during the absence of Agency inspectors
from the country.

The Agency is intensifying its readiness to play its essential role in verifying the DPRK’s nuclear
programme.

Source: IAEA, IAEA Director General's Introductory Statement to the Board of Governors (7 June
2021), https://www.iaea.org/iaca-director-generals-introductory-statement-to-the-board-of-governors-7-
june-2021Error! Hyperlink reference not valid. (Accessed on 11 July 2021)
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Annex 7: Yongbyon Centrifuge Plant

Uranium enrichinent facility -
_ABi _ ;

Presencgzéfﬁéa; S'lae
nitfogen tank traies

Source: Planet Labs Inc. 18 April 2021

Absence of the trailer

Source: Planet Labs Inc. 23 June 2021
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Annex 8: Pyongsan Uranium Mine and Concentration Plant

Pyongsan Uranium Concentration Plant

Tailings pond

Possible expansion of solid waste

Source: Planet Labs Inc. March 10, 2021 Source: Planet Labs Inc. June 13, 2021
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Annex 9: Pyongsan Uranium Mine and Concentration Plant

1)

:
Yellowcake production Iant
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Railcaf activities
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Railcar activities

Source: Planet Labs Inc./ From top to bottom, 20 April 2021, 19 May 2021, 17 July 2021
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Annex 10: Suspected uranium enrichment facility in Kangson

Vehicle activities

Possible main facility

Source: Planet Labs Inc. 5 April, 2021
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Annex 11: Suspected nuclear weapons storage facility in Yongdoktong

New building

Source: Google Earth: January 2021

Entrance of Tunnels

Source: Google Earth: January 2019
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Annex 12: Panel’s enquiry to the universities listed on Kim Chaek University

of Technology website

United Nations @ Nations Unies

HEADQUARTERS - SIEGE NEW YORK, NY 10017
TEL.: =1 212 63 1055 » FAX: =1 212 063 2013
UNITED NATIONS SECURITY COUNCIL PANEL OF EXPERTS ESTABLISHED
PURSUANT TO RESOLUTION 1874 (2009)

YOUR REFERENCE

3 June 2021

Dear Sir/Madam,

[ am writing to you with regard to ongoing efforts of the Panel of Experts established
pursuant to United Nations Security Council resolution 1874 (2009) to gather, examine and
analyse information regarding the implementation of the measures imposed on the Democratic
People’s Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 1874 (2009).
2087 (2013). 2094 (2013), 2270 (2016). 2321 (2016) and 2356 (2017). 2371 (2017). 2375 (2017)
and 2397 (2017), in particular incidents of non-compliance.

The Panel would like to request information on academic exchanges between -

B and the DPRK s Kim Chaek University of Technology (KCUT).. The

KCUT website, as of 28 May 2021, lists _ asthaving “international
friendship cooperation™ status with KCUT (Annex 1).

The Panel ismaking enquiries concerning scientific and technical partnerships with DPRK
scientists in academic fields covered by the relevant provisions of United Nations Security Council
Resolutions (below). The Panel seeks information to assess whether these partnerships have
involved joint studies which may have contributed, or continue to contribute, to the development
by the DPRK of technologies related to its WMD programme.

Paragraph 17 of resolution 2270 (2016). reinforcing paragraph 28 of resolution 1874 (2009)
which called for Member State vigilance. states that “all Member States shall prevent specialized
teaching or training of DPRK nationals within their territories or by their nationals of disciplines
which could contribute to the DPRK s proliferation sensitive nuclear activities or the development
of nuclear weapon delivery systems, including teaching or training in advanced physics, advanced
computer simulation and related computer sciences, geospatial navigation, nuclear engineering.
aerospace engineering, aeronautical engineering and related disciplines”. Furthermore. paragraph
10 of resolution 2321 (2016) clarifies that for the purposes of implementing paragraph 17 of

CC: Permanent Mission of China to the United Nations
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resolution 2270 (2016) specialized teaching and traming which could contribute to the DPRK’s
proliferation sensitive nuclear activities or the development of nuclear weapons delivery systems
includes, but is not limited to, advanced materials science, advanced chemical engineering,
advanced mechanical engineering, advanced electrical engineering and advanced industrial
engineering.

Moreover, in paragraph 11 of resolution 2321 (2016) the Security Council decided that all
Member States shall suspend scientific and technical cooperation involving persons or groups
officially sponsored by orrepresenting the DPRK except for medical exchanges unless in specified
cases exempted by the 1718 Committee or in all other cases notified in advance to the Committee.

Furthermore, the Panel has concerns that if DPRK scholars have access to the internet,
libraries, and exchanges with other scholars, they may use this access to collect proliferation
sensitive information which could contribute to the DPRK’s WMD and ballistic missile
development or the enhancement of its military operational capability. The Panel also has concerns
that networks developed during overseas exchange programs may be used to facilitate the transfer
of intangible technology applicable to the DPRK’'s WMD programimne.

In addition, paragraph 8 of resolution 2397 (2017) requires all Member States to repatriate
to the DPRK all DPRK nationals earning income in their jurisdiction and all DPRK government
safety oversight attachés within 24 months from 22 December 2017 and to submit midterm and
final reports on repatriation. The Panel notes that paragraph 8 of resolution 2397 (2017) covers all
DPRK citizens who are eaming income, regardless of work authorization, visa category. and how
the pavment is labelled.

In connection with the above, and in its effort to gather reliable and verifiable information,
the Panel would be grateful for your assistance in providing the following:

1. Information on the current status of (|G -c:dcic

exchange with Kim Chaek University of Technology.

(=)

. The total number of DPRK students who have studied at
since 2017, as well as the number of current DPRK students. Please
specify their degree programs (whether Masters, PhD, post-doctorate researchers,
etc.), fields of study and subject of their scientific collaborations, if applicable. Please
provide information on any scholarships or sponsorship they have received / are
receiving.

3. Confirmation if any DPRK scholars have been affiliated with
B sincc 2017. If so. please provide the Panel with the following
information:

3-1) A list of the DPRK scholars (name, affiliation, area of research. period of
affiliation) as well as copies of documents showing their source(s) of income
while in China including sponsorships (if applicable);

3-2) Information on whether any financial support, such as scholarships, for the

DPRK scholars are provided by || N NG

[

21-10945
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3-3) Information regarding any non-financial resources provided by -

I i < 1uding the use of facilities and access to databases

and IT.

Paragraph 6 of Security Council resolution 2569 (2021) urges all Member States and other
interested parties to cooperate fully with the Panel of Experts, in particular by supplying any
information at their disposal. The Panel would welcome any other information that you might
consider relevant to this issue.

Given the importance the Panel attaches to this investigation, we would be grateful for any
information to be supplied within six weeks of the date of this letter. As the Panel intends to report
on these matters in its next report to the Security Council, we would be grateful to receive a timely
response to ensure that your reply can be taken into consideration. Please send the reply to the

Panel at dppa-poel874@un.org.

Should you or your designated representative wish to discuss this request or any follow-
up matters, please contact the Panel through Mr* and Mr.

Yours Faithfully,

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

Annex 1: Website of Kim Chaek University of Technology

Source : The Panel
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Annex 13: Table summarizing specific scientific collaboration projects between institutes in the Democratic People’s Republic of

Korea and Universities in China

cle/abs/pii/S0263822318326035

DPRK Chinese . .
toatieitis. | Usloraltios Year | Journal or Subject Title and web reference Authors

Three-dimensional exact solution

. for the free vibration of thick func-
Composites Part .
Pyongyang .. tionally graded annular sector
it B: Engineering ; ;

University plates with arbitrary boundary
of b/?ecl.lam- 2019 Volume 159, 15 conditions -
cal E,.T‘lg‘l‘ February 2019, . _ Choe, Kwangnam - Pyongyang Univ Mech Eng, Dept
neering Pages 418-436 https://wwxj.r.smencec‘hv Light Ind Machinery Engn, Pyongyang 999093, DPRK;

rect.com/science/arti-

cle/abs/pii/S$1359836818329238

A general vibration analysis of
Institute of Composite Struc- | functionally graded porous struc-
Information tures ture elements of revolution with
Technology, 2019 general elastic restraints
University Volume 209, 1 Sok, Kyongjin - Univ Sci, Inst Informat Technol, Pyong-
of Sciences, February 2019, https://www.sciencedi- yang, DPRK;
Pyongyang Pages 277-299 rect.com/science/arti-
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DPRK Chin
o Univ:':ities Year | Journal or Subject Title and web reference Authors
Kim, Kwanghun - Pyongyang Univ Mech Eng, Dept Eng
Machine, Pyongyang 999093, DPRK;
p A modeling method for vibration
yongyang . .
University Composite Struc- ana?ysw of cracked‘lammated com- | Choe, Kwangnam - Pyongyang Univ Mech Eng, Dept
of Mechan- cures posite beam of uniform rectangu- | y ;1 14 Machinery Eng, Pyongyang 999093, DPRK;
- al Engi lar cross-section with arbitrary
cal Engi-
. } & 2019 . boundary condition . . ) )
neering; Volume 208, 15 Kim, Sok - Chongjin Mine & Met Univ, Dept Informat
i 2019, _ ; + .
I(\)dl'.mn?lm ,Eanlz‘:ri'z?-mo fittips:/forvi sciencedi: Eng, Chongjin 999091, DPRK;
ertleU . g rect.com/science/arti-
S cle/abs/pii/S0263822318325017
Choe, Kwangnam - Pyongyang Univ Mech Eng, Dept
Dynamic analysis of composite | [ joht Ind Machinery Eng, Pyongyang 999093, DPRK;
p Composite Struc- | laminated doubly-curved revolu-
yc’mgya.lng tures tion shell based on higher order | ... .
University M | deformtion:  besry Kim, Kwanghun B. - Pyongyang Univ Mech Eng, Dept
of Mechan- 2019 Volume 225. 1 Oc- Eng Machine, Pyongyang 999093, DPRK;
ol Engi- s
e _ng] tober 2019, https://www.sciencedi-
neering 111155 rect.com/science/arti-
cle/abs/pii/S0263822319306919
S . The effects of coupling mecha- | Ri» Kwangchol; Choe, Kwangnam -_Pyongyang Univ
Ki Ch k umposlte truc nisms on the d}rnamic ana]ysis of Mech Eng, Dept Light Ind Machinery Eng, Pyongyang
U'“f’ » rores composite shaft 999093, DPRK;
niversity 2019
of Technol- Volume 224, 15 : . . : ;
65 September 2019 https://www.sciencedi- Han, Poknam - Kim Chaek Univ Technol, Coll Ship &
111040 rect.com/science/arti- Ocean Technol, Pyongyang 999093, DPRK;

cle/abs/pii/S0263822318331763
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Authors

Choe, Kwangnam - Pyongyang Univ Mech Eng, Dept
Light Ind Machinery Eng, Pyongyang 999093, DPRK.

DPRK Chinese
; T Year | Journal or Subject Title and web reference
Institutes Universities
) Free vibration analysis of lami-
Composites Part : i ;
Pyongyang B: Engineeri nated composite elliptic cylinders
University HENgheeIng with general boundary conditions
f Mechan-
oL ecnan 2019 1 Violume 158, 1 L
ical Engi- . ) https://www.sciencedi-
] February 2019, X .
neering Pages 55-66 rect.com/science/arti-
§es o2 cle/abs/pii/S1359836818325332
Optimization of thermo-mechani-
Chemical Engi- cal properties of shape memory
neering Science polymer composites based on a
Kim Il Sung 2019 network model
University Volume 207, 2 No-

vember 2019,
Pages 1017-1029

https://www.sciencedi-

rect.com/science/arti-

cle/pii/S0009250919305846

Yun, Kumchol - Kim II Sung Univ, Fac Mech, Pyong-

yang, DPRK
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Source : The Panel

DPRK Chi
- Uni:j::ities Year | Journal or Subject Title and web reference Authors
Investigation of thermodynamic
) and shape memory properties of
Matenals &De- alumina nanoparticle-loaded gra-
sign . :
Kim Il Sung : phevs axide: (GO) relnforoed Yun, Kumchol;
University 2013 Volume 181, 5 No- naRocomposites
4 2019,
\1;?9]3; 0 https://www.sciencedi-
rect.com/science/arti- . .
cle/pii/S0264127519303648 Yun, Kumchol - Kim II Sung Univ, Fac Mech, Pyongyang
950003, DPRK
A closed form solution for free vi-
Bosngvaii Composites Part bration of orthotropic circular cy-
Uiaiv:r):sityg B: Engineering lindrical shells with general bound-
of Mechan- 2019 ary conditions
ical Engi- Volume 159, 15 Choe, Kwangnam, Pyongyang Univ Mech Eng, Dept
necting February 2019, | https://www.sciencedi- Light Ind Machinery Eng, Pyongyang 999093, DPRK;
Pages 447-460 rect.com/science/arti-
cle/abs/pii/S135983681832924X
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Annex 14: Reply from China to the Panel

8. University exchange (OC.162, OC.167-174)

The establishment of friendship with the universities in the DPRK
is not prohibited by the Security Council resolutions. The friendly
relationship like “sister college” between Chinese and the DPRK
universities is not only out of the traditional friendship, but also meets
the needs of the people to carry out exchanges and cooperation in
culture and education.

China has always been strictly implementing the relevant
provisions of the Security Council resolutions and maintaining strict
regulation over academic exchanges. There is no prohibited academic
exchanges, scientific research cooperation or joint studies between
Chinese universities with the DPRK. China hopes that the Panel will
work on the basis of the resolutions and the facts, and refrain from
expanding the interpretation of the resolutions.

In addition, when investigating relevant cases, the Panel should
engage with the Chinese side through the channel of the Chinese
Mission to the United Nations, instead of directly sending letters to
Chinese universities. China requests that the Panel, as a professional
body, does not include the universities in its report to avoid sending
any wrong signals.

Source : The Panel
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Annex 1

5: Replies from “Sister University” of Kim Il Sung University

1) Reply from Cuba

[Translation from Spanish]

2102605E.doex 1

Translated from Spanish
Permanent Mission of Cuba to the United Nations
Note No. 85/2021
New York, 24 February 2021
Sir,

Pursuant to the request for information from the Panel of Experts established pursuant to
Security Council resolution 1874 (2009) contained in note No. S/AC.49/2021/PE/OC.15, I have the

honour to convey the following information:

A framework cooperation agreement on academic and scientific exchange was signed
between Kim Il Sung University in the Democratic People’s Republic of Korea and the University of
Havana on 18 July 2014, and remains in effect until 2024. The agreement is fully in line with the

relevant Security Council resolutions.

Since the signing of the agreement, no activities have been undertaken between the two

universities.

There are no students from the Democratic People’s Republic of Korea on the Registry of

Graduates of the University of Havana for the period 2017-2020.

Unrelated to the agreement signed by the two institutions, four nationals of the Democratic
People’s Republic of Korea are currently enrolled in undergraduate studies at the University of
Havana. They are studying for bachelor’s degrees in law, social communication, English language
and tourism, and are relatives of diplomats of the Democratic People’s Republic of Korea accredited
in Cuba.

Coordinator of the Panel of Experts established

pursuant to Security Council resolution 1874 (2009)
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2102605E.docx 2

Cuba is firmly committed to fulfilling its obligations under the Charter of the United Nations

and intemational law and thus strictly complies with Security Council resolutions.

Accept, Sir, the assurances of my highest consideration.

(Signed) Pedro Luis Pedroso Cuesta
Ambassador

Permanent Representative

Source : The Panel
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(Original)

@

REPUBLICA DE CUBA
Mision Permanente ante s Naciones Unidas
15 Lexingion Avenoe, New York, NLY. 10016

Nota No.85/2021

coomsoo [N

Atendiendo a la solicitud de informacién contenida en la nota
S/AC.49/2021/PE/OC.15, del Panel de Expertos establecido en virtud de la
resolucion 1874 (2009) del Consejo de Seguridad de las Naciones Unidas,
tenemos a bien trasladar la informacién siguiente:

Nueva York, 24 de Febrero 2021

La Universidad Kim |l Sung de la Republica Popular Democratica de
Corea y la Universidad de La Habana firmaron un Convenio Marco de
Colaboracion para el Intercambio Académico y Cientifico, el 18 de julio de
2014, con vigencia hasta el 2024. Dicho Convenio estd en plena
correspondencia con las resoluciones pertinentes del Consejo de Seguridad.

Se informa, ademas, que desde la fima del Convenio Marco de
Colaboracion para el Intercambio Académico y Cientifico no se han
desarrollado acciones entre ambas Universidades.

En el Registro Histérico de Estudiantes egresados de La Universidad de
La Habana, en el periodo 2017-2020, no figuran estudiantes de la RPDC.

Sr.
Coordinador del Panel de Expertos establecido
en virtud de la resolucién 1874 (2009) del Consejo de Seguridad
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En la actualidad, no vinculado al citado Convenio firmado entre ambas
instituciones, estan matriculados en estudios de pregrado en la Universidad de
La Habana cuatro (4) estudiantes nacionales de la RPDC, en las carreras de
Licenciatura en Derecho, Comunicacién Social, Licenciatura en Lengua
Inglesa y Licenciatura en Turismo. Son familiares de diplomaticos de ese pais
acreditados en Cuba.

Cuba estd firmemente comprometida con el cumplimiento de sus
obligaciones en virtud de la Carta de las Naciones Unidas y el Derecho
Internacional y en ese sentido cumple estrictamente con las resoluciones del

Consejo de Seguridad.

Aprovecho esta ocasion para trasladarie el testimonio de su mas alta

id ”
N O
()

R "
aPedro Luid Pedroso Cuesta
) E!

/ Representante Permanente

Source : The Panel
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2) Reply from Universitas Indonesia

UNIVERSITAS INDONESIA e s e s
Yeritas, Probitas, Qustitia "szmﬂnihn'nmu

Depok, 22 February 2021
Our Ref. :S-803 /UN2.SU/OTL.00.01/2021
Subject : Inquiry regarding education cooperation with Kim Il Sung University

Coordinator of the Panel of Experts established
Pursuant to Security Council Resolution 1874 (2009)

Dear Sir,

1. We have acknowledged the receive of written request from the Panel of Experts
(PoE) of the 1874 Sanction Committee with reference numbers of
S/AC.49/2020/PE/OC.477 dated 31 December 2020, which was addressed to
Universitas Indonesia (UI), requesting information regarding education
cooperation with the Kim Il Sung University (KISU).

2. As mentioned in the written request, we would like to inform that there have been
inaccuracies on the referred university where the correct one should be
Universitas Indonesia (Ul). Both Ul and the Kim Il Sung University (KISU), with
the support of the Ministry of Foreign Affairs of the Republic of Indonesia and
according to respective national regulations, have signed a non-legally binding
and Memorandum of Understanding (MoU) grade Agreement on Educational and
Scientific Exchange and Cooperation between KISU and Ul (“the Agreement”),
on 18 March 2015.

3. By its characteristic, the provisions of the Agreement are in general form and
stipulate non-binding rights and obligation between the parties, such as
implementation plan as well as financing scheme. The scopes of the agreement
are limited to joint research and education exchange program; participation in the
international symposium, conference, and training organized by the host
university; and administrative facilitation, where possible, for the visit of scholars
between the two universities.

4. Based on the said scopes, Ul and KISU are not ‘sister university’ and,
furthermore, no declaration has been made from our side in referring such
relations between both parties.

5. Under the Agreement, Ul and KISU initiated a socio-cultural program through
a public lecture on North Korean Language and Culture at the Faculty of Cultural
Studies of the Ul on 17 March 2015. Moreover, the representative of the Ul had
been participating as a member of delegation of a mission which facilitated by the
Ministry of Foreign Affairs of the Republic of Indonesia in May 2015. Since 2016
until today, no further program or activities under the Agreement has been
conducted or organized between Ul and KISU.
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6. Therefore, considering the time of the conclusion of the Agreement in 2015 as
well as the scope of the cooperation conducted has been limited to socio-culture
program and, obviously, not related to contribute to the DPRK’s proliferation
sensitive nuclear activities or the development of nuclear weapon delivery
systems, the education cooperation between Ul and KISU should not be
considered as incompliance against relevant UNSCR, in particular the referred
UNSCR 1874 (2009); 2270 (2016); 2321(2016); and 2397 (2017).

7. We would like to reiterate our support to the implementation of relevant UNSC
resolutions on DPRK.

Sincerely yours,

€C:

1. The Ministry of Foreign Affairs of the Republic of Indonesia
2. Permanent Mission of the Republic of Indonesia to the United Nations

Source : The Panel
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3) Reply from Syria

THE PERMANENT MISSION OF THE SYRIAN ARAB REPUBLIC TO THE UNITED NATIONS
820 Second Ave., 15th Floor, New York, N. Y. 10017
Tel: (212) 661-1313
Fax:{212) 983-4439
E-malil: exesec. syria@gmail.com

PM2021/ S54F 24 February 2021

The Permanent Mission of the Syrian Arab Republic to the United Nations
presents its compliments to The Panel of Experts established pursuant to United
Nations Security Council resolution 1874 (2009) to gather, examine and analyse
information regarding the implementation of the measures imposed on the
Democratic People’s Republic of Korea (DPRK), and with reference to Note Verbal
No. S/AC.49/2020/PE/OC.476 of 31 December 2020, regarding the request of
information on academic exchange between Damascus University and the DPRK's
Kim il Sung University,

The Permanent Mission of the Syrian Arab Republic to the United Nations
has the honor to inform you with the following:

- There are four Korean Non Degreed students In the Faculty of Humanities
and Arts - Department of English Literature - at Damascus University, and they were
accepted under an agreement for scientific cooperation and academic exchange
between Damascus University and the DPRK's Kim il Sung University, signed on
04/21/2016.

The agreement includes: exchange of visits for faculty members, exchange of

students, publications, scientific documents and scientific research.
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- There are four other Korean Non Degreed students, as children of Korean
diplomats who are serving at their country's embassy in Damascus, In the Faculty of

Humanities and Arts - Department of English Literature - at Damascus University,

The Permanent Mission of the Syrian Arab Republic to the United Nations
avails itself of this opportunity to renew to The Panel of Experts established pursuant
to United Nations Security Council resolution 1874 (2009) to gather, examine and
analyse information regarding the implementation of the measures imposed on the
Democratic People’s Republic of Korea (DPRK), the assurances of its highest

esteem and consideration.

1 Misg)
W 3248 5o\
50N Bassam Sabbagh

Ambassador
Permanent Representative

- The Panel of Experts established pursuant to United Nations Security Council resolution 1874 (2009) te
guther, examine and analyse information regarding the impl tion of the ¢s impaosed on the
Democratic People's Republic of Kores (DPRK).

Source :
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4) Reply from Vietnam

From: .

Sent: Monday, March 8, 2021 7:03 PM

To:

Cc:

Subject: FW: Info regarding Hanoi National University

Please register.

From:

Sent: Monday, 08 March, 2021 6:53 PM
To:

cc: I

Subject: Info regarding Hanoi National University

oear (I

Ref: Communication S/AC.49/2020/PE/OC.475

We're sorry for this late reply, with which the updated information arrived when PoE Final Report this year was under
circulation already:

1. On 1 August 2012, Ha Noi National Universities signed an MoU with Kim Il Sung University.
However, then after, the two Universities did not have any cooperation on education, training, science research, or
student and staff exchange.

2. From 2017, Ha Noi National University did not have any cooperation, co-activities, did not receive any teachers,
researchers, experts or scientists from the DPRK.

In addition, there was not any sponsorship, finance support, or permit to access to database or information system of
Ha Noi National University.

3. Also from 2017, there have been 16 students from DPRK to study in Ha Noi National University, on languages such
as Vietnamese, English and Chinese.
These students paid by themselves for their studies.

Sincerely,

Permanent Mission of Viet Nam to the United Nations

Source : The Panel
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Annex 16: “International Friendship” universities listed on the website of Kim Chaek University
of Technology

Kim Chaek Universit

HLHEGEYH

Kim Chack University of Technology

International

International

> Friends

Friendship

Friendship

International

Cooperation Russia

International .

Comeetition Pacific National University
Contacts China

Tsinghua University
Northeastern University

Harbin Institute of Technology
Dalian University of Technoloay

China University of Petroleum

Italy

University of Trieste

Brazil

University of Caxias do Sul

Vietnam

Hanoi University

Mexico

Autonomous University of Zacatecas

About Education Research International
© Great © Undergraduate © Research Project @ Friendship

Leadership © Postgraduate © |Intellectual © International
© History © Engineering Property Cooperation
© Mission Science Institute ©® Forums and © International
© Emblem © Refresher Public Competition
© Structures Education Presentations © Contacts
@ Mamnie 8 Nictanra @ Panar

Source: Kim Chaek University of Technology website, ““International Friendship”
http://www.kut.edu.kp/index.php/page/index?si=21. (accessed 25 June 2021)
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Annex 17: Replies from “International Friendship” universities listed on the website of Kim
Chaek University of Technology

1) Reply from Russia on Pacific National University

[To madopmarmn THXOOKEaHCKOTO TOCYIapCTBEHHOTO YHUBEpPCHUTETA, JaHHOE
BhIcIIee y4yeOHOE 3aBelleHHEe HE IIPOBOAWT COBMECTHBIX HCCIEIOBaHUH U HE
OCYILIECTBIIIET HAy4YHO-TeXHHYeCKoro coTpynuuuectea ¢ KHJIP B obmactax,
CBSI3aHHBIX ¢ pacnpocTtpaneHueM OMY u cpeicTB ero JOCTaBKH, a TaKKe HE UMEeT

TPYIIOBBIX IOTOBOPHBIX OTHOIIEHUH ¢ rpaknaHamu KHJIP.

Source : The Panel
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2) Reply from the University of Trieste (Italy)

| Prot. n. 91183 del 06/07/2021

UNIVERSITA
DEGLI STUDI
DITRIESTE

Rettorato e Direzione Generale
Unita di Staff Comunicazione e Relazioni esterne

Dear

Coordinator of the Panel Established
pursuant to Security Council Resolution
1874 (2009)

Subject:  your kind request reference S/AC.49/2021/PE/OC.173

Dear -

in relation to your kind request about the relationships between University of Trieste and
the DPRK’s Kim Chaek University of Technology we are pleased to inform you as
follows:

1. There are no formal relationships between the two universities, by no means of
a Memorandum of Understanding (MoU) nor a Student Exchange Agreement
(SEA).

2. We haven't been hosting any student from DPRK, no students are listed in our
databases, and we therefore confirm that we have not provided any kind of
support to DPRK.

3. The only official contact of a faculty member of the University of Trieste with
DPRK was in 2005/2006 when a professor of geographical economy belonging
to the Department of Political Sciences received an occasional visa to North
Korea, during his research year in Mongolia, and downstream published an
article entitled “Interpreting North Korea. Eastern Stalinism and signs of opening
to the West” (http://hdl.handle.net/11368/1927488). In any case, this was not
related to WMD matters.

Since there are no official relationships, the friendship mentioned in the Kim Chaek
University of Technology website, might be probably related to personal relationships of
some teachers/researchers (the university of Trieste counts more than 2.000 academic
staff) of which we are not aware.

Yours faithfully,
Trieste,
The Rector

Universita degli Studi di Trieste
Piazzale Europa, 1

| - 34127 Trieste

Source : The Panel
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Annex 18-1: Missile launches by the Democratic People’s Republic of Korea
on 25 March 2021

The reported flight performance noted in paragraph 16 and Table 1 is consistent with the observed
features of the newly-tested missile and its new 5-axle wheeled transport erector launcher (TEL)
in images? published by the DPRK in Rodong Sinmun and KCNA on 26 March 2021 (see figures
annex 18-1-1 and annex 18-1-2). This missile and its TEL appear to be the new SRBM and TEL
displayed during the Military Parade on 14 January 2021 and identified as a possible modified and
enlarged version of the previously displayed and tested SRBM KN-23 (see S/2021/211, para. 18,
figure 5 and annexes 11 and 12; S/2020/151, para. 194, Table 3 and annexes 58-1 and 59-1).

Figure Annex 18-1-1: Test launch of the new SRBM — “New-type tactical guided missiles test-
fired” (DPRK)

New S-axle
wheeled TEL

Exhaust plume appears
characteristic of a solid-
fuel engine

1347 1355

Source: Photographs from Rodong Sinmun — KCNA (from DPRK Central Television) /
Annotation: The Panel

2 The DPRK has been shown on some previous launch occasions to modify or falsify
photographic images presumably for propaganda purposes.
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According to the DPRK authorities the “new-type tactical guided missiles” can carry a warhead of

2.5 tonnes®. This could appear to be consistent with analysis of the images published on 14 and 25

March 2021 (see figure annex 18-2). But several Member States assessed that this weight is probably

related to the dry mass* instead of the warhead weight, which could be less important. According to

one Member State, despite this elongated version of KN-23 it is not certain that the new payload

could reach 2.5t but it might be loaded with a high explosive “bunker buster” type conventional

weapon. While further information is required to reach a conclusion, initial analysis suggests that it

would be possible for the SRBM to deliver a nuclear warhead. The Panel has previously noted that

the report of the eighth congress of the Workers’ Party of Korea, held in January 2021, declared that

DPRK would pursue the development of tactical nuclear weapons (see S/2021/211, para.l18).

Moreover, according to a Member State, with a lighter payload, the weapon would have a longer

range and might qualify as a medium range ballistic missile (MRBM).

Several Member State assess that the range of the 25 March test is around 600 km. The overall shape

of the missile suggests that it is built for acrodynamic flight. Its trajectory is semi ballistic with an

apogee around 60 km followed by a pull-up maneuver. If the trajectory were a simple parabola, the

missile’s range would be 450 km, but with the pull-up maneuver the range would reach 600-620 km.

According to the article and pictures from KCNAS3, Ri Pyong Chol (KPi.076), then a Member of the

Presidium of the Political Bureau of the Central Committee of the Workers' Party of Korea and Secretary

of the Party Central Committee®, attended the missile launches (see figure annex 18-1-2).

21-10945

3 According to a Member State, the weight of the warhead of the missile would be around 1.3
tonnes instead of the 2.7 as announced by the DPRK.

4 Mass without the solid propellant mass but with the mass of the warhead.

5> Source: Article “New-type tactical guided missiles test-fired - The Academy of National
Defense Science of the Demo-cratic People's Republic of Korea test-fired newly-developed
new-type tactical guided missiles on March 25” from KCNA Voice of Korea (EN),26 March
2021, available at https://kcnawatch.org/newstream/1616706026-838802969/new-type-tactical-
guided-missiles-test-fired/?t=1626294053495

% According to media reports, Ri Pyong Chol has subsequently been demoted.
https://www.nknews.org/2021/07/top-military-official-confirmed-out-as-kim-jong-un-makes-
key-holiday-appearance/
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Figure Annex 18-1-2: Comparison between new SRBM (Jan 2021), KN-23 (Jan. 2021, Oct.
2020, May 2019)

O
.....

KN-23 SRBM - 10 Oct 2020

e

KN-23 SRBM 2019

)

Source: Photographs from KCNA, with annotation by the Panel
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Annex 18-2: Estimation of the size of the new ICBM, the two new SLBMs
(Pukguksong-4 and Pukguksong-5) and the new SRBM:

(Dimensions are estimated)

Figure Annex 18-2-1: The new super large ICBM (so far unnamed by the DPRK media)
According to a Member State, the ICBM has a length of 25.8 m; first stage length: 17.3 m;
diameter: 2.6-2.9 m; second stage: 4.6 m and the shroud almost of equivalent length. Its mass at
take-off would be around 106 tons; mass of first stage around 90 tons (include 84.5 tons of fuel);
second stage: 13.3 tons (include 12.2 tons of fuel); shroud: 0.7 tons; payload: 1.7 tons.

Diameter Diameter
245m 0.80 m

Diameter Diameter
29m 26m

i
:
5
:

-

X21280405

<" ——a

! 258m

| 2nd stage | | shroud |

5

>
—

Source: Photographs from Rodong Sinmun — KCTV / Annotation: The Panel based on a
Member State’s assessment.
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Estimation of the size of the two new SLBMs (Pukguksong-4 and -5)
Figure Annex 18-2-2: The new SLBM Pukguksong-4.

Diameter
2m

TN 0 re R A
\E(,ﬂ - 4:’@#’5%
e |, :* e - Ae % 4é

1 1

< T 1

1 1.55m I 1 1

I ! I I

1 : ; ! 1 1
: H 1

- ; : ) 1 >

< 9.4m I

Source: Photographs from Rodong Sinmun — KCTV/ Annotation: The Panel based on a
Member State’s assessment.

Figure Annex 18-2-3: The new SLBM Pukguksong-5.

Diameter
2m

I

r
: 22m i 155m i 14m 445m pasm!
1 1 1
1 i | 2ndstage |: 1 1
1 : : 1 1
i I |
1 10.35m 1

Source: Photographs from Rodong Sinmun — KCTV / Annotation: The Panel based on
Member State’s assessment.
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Estimation of the size the new SRBM

Figure Annex 18-2-4: The new SRBM

2.6m

--------- 9,6 m

Source: Photographs from Rodong Sinmun — KCTV / Annotation: The Panel based on a
Member State’s assessment.
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Annex 19: Activity observed at the Nampo naval shipyard and at the Sinpo
south shipyard since February 2021

In November 2020, the submersible missile test stand barge was removed from the secure boat
basin (38° 43" 06" N 125° 23’ 39” E) at Nampo naval shipyard and relocated in December to a
maintenance or construction area 300m away (38° 43’ 08" N 125° 23’ 28" E) where it is mounted
on a temporary static trolley on rails. (see Figure annex 19-S/2021/211 para. 23, annex 15).

Regular satellite imagery observation of the submersible missile test stand barge at Nampo naval
shipyard showed that it seemed to have not been moved from its new location (38° 43" 08" N 125°
23" 28" E) from December 2020 to June 2021. Potential work on the submersible barge could be
related to its maintenance or upgrading for the launch of new SLBMs.

Figure Annex 19-1: Submersible missile test stand barge in Nampo undergoing repair or
modernisation 300 m away (38° 43’ 08" N 125° 23’ 28" E) from the Secure boat basin (38°
43' 06" N 125°23'39" E)

Secure boat basin

submersible missile 11 Jun 2021
test stand barge — ’ - -

,
11 Jun 2021 28 Apr 2021

Source: Planet Labs Inc. June 11,2021, 05 58 UTC; April 28, 2021, 05 12 UTC; December 20,2020 05 12 UTC
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The activity related to the ballistic missile submarine programme continued from March to June
2021 at the Sinpo south shipyard, through regular moves of the floating drydock (length 50 m
width 12m) (see S/2017/150, para.47 Annex 5-1) as well as the regular movements of another
barge (30m x10m) from its initial location to a berth along the new dock at the front of the
entrance of the new construction hall, and back again.

Between 17 March and 24 March 2021, the floating drydock (length 50 m width 12m) (see
S/2017/150, para.47, Annex 5-13) has moved from the pier (40° 01’ 08” N 128° 09' 51" E) where
it was berthed between Dec 2014-Aug 2015 and again between Dec 2015-Mar 2021, to the
southwest side of the dock (40° 01’ 20” N 128° 09’ 47" E) (see S/2020/151, annex. 60;
S/2020/840, para.12; S/2021/211, para.23, annex 15, figure 15-5). This dock is at the front of the

entrance of the new construction hall and is dedicated to the launch of the new ballistic missile

submarine currently under construction in the hall.

Between 24 March and 30 March, a barge (30m x10m) reached the northeast side of the dock
(40°01'21" N 128° 09’ 50" E, see figure annex 19-2).

Between 13 April and 9 May the submersible drydock (length 50 m width 12m) stayed at its
initial location (40° 01’ 08” N 128° 09’ 51" E) along the pier.

From 10 May to 19-24 May the floating drydock (length 50 m width 12m) has moved again from
the pier (40° 01’ 08” N 128° 09’ 51" E) to the southwest side of the dock (40° 01’ 20" N 128° 09’
47" E) at the front of the entrance of the construction hall (see figure annex 19-3).

21-10945
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Figure Annex 19-2: From March to April 2021, the floating drydock (length 50m width
12m) and a barge (30m x 10m) have regularly moved from their initial location to a berth

along the new dock in front of the new construction hall and vice versa

Source: Planet Labs Inc. March 17, 2021; 08 35 UTC — March 24, 2021; 04 55 UTC - March 30, 2021
0344 UTC - May 9, 2021; 00 46 UTC - May 24,2021 01 17 UTC - June 7, 2021; 01 55 UTC
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Figure Annex 19-3: From April to June 2021, the floating drydock (length 50m width
12m) and a barge (30m x 10m) have regularly moved from their initial location to a berth
along the new dock in front of the new construction hall and vice versa

Source Planet Labs Inc. March 17, 2021; 08 35 UTC — March 24, 2021; 04 55 UTC - March 30, 2021

0344 UTC - May 9, 2021; 00 46 UTC - May 24, 2021 01 17 UTC - June 7, 2021; 01 55 UTC
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Annex 20: Developments at the Pyongsong March 16 factory automotive plant
(South Pyongan)

The upgrading of the Pyongsong March 16 Factory automotive plant in Pyongsong (see
S/2021/211, para.15, and S/2020/151, para. 198) has continued. The renovation of the western
building has continued while the activity of large vehicles continues to be detected (see Figure

annex 20-1 and see S/2021/211, para.15, annex 11).

The new construction (Picture: area -1-, 39° 16’ 54" N 125° 52' 24" E) is completed (See
S/2021/211, annex 11, figure 11). The renovation of the western building (picture: area -2-,39° 16’
52" N 125° 51’ 58" E) has continued as well as the earthworks (picture: area -3-, 39° 16’ 51" N
125° 51" 52" E) to probably widen the peripherical track.

The movements of a possible heavy-lift crane with a telescopic boom could be observed on satellite
imagery up to 8 November 2020 (see area -4-, 39°16'56.66"N 125°51'39.76"E) in front of a semi-
underground vehicle maintenance and storage facility (at 800 m westwards from the building where

the Hwasong-15 was assembled in 2017 before the ICBM test launch on 29 November 2017).

Figure Annex 20-1: Activity in Pyongsong March 16 factory automotive plant

Transporter or heavy-crane (see shadow)
has moved several times in 2020 and 2021

B

Google Earth

8 Nov 2020

S Apr 2021

S Jum2021

Source: Google Earth November 8, 2020 and Planet Labs Inc April 5, 2021 01 57 UTC
and June 5, 2021 08 18 UTC
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Annex 21: Developments at Kusong tank factory (No. 95 Factory, see
S/2021/211, annex 13) and at No. 112 Factory

The overall modernization of the Kusong tank factory (No. 95 Factory) in charge of BM TEL
production has continued in the first half of 2021. A new building is also under construction near
No. 112 Factory since 2020 where a IRBM Hwasong-12 was launched on 14 May 2017. It marks
the trend, already reported, that the infrastructure development of the BM programme continues (see
in the report S/2021/211 para.21 annex 13).

A massive range of construction activity is currently underway since August 2020: at the
southwest of the complex (40° 03’ 23” N 125° 13’ 20" E) and at the northeast (40° 03’ 50" N 125°
13’ 57" E) of the “Kusong Tank Factory” (aka “Kusong-Taegwan” , “Tank Plant - 95 Factory”,
“No. 95 Factory”), (see figure annex 21-1) the two areas delimited by dotted yellow lines).

Since 2020, a building has also been under construction at Plant No. 112 where an IRBM
Hwasong-12 was launched on 14 May 2017. The Plant No. 112 is located less than 3 km west of
Plant No. 95 (40° 04’ 07" N 125° 11’ 52" E, see figure annex 21-2 areas delimited by dotted yellow

lines).

21-10945
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Figure Annex 21-1: The “Kusong tank factory” renovation continues in the first half of 2021

Hwasong-12 launch site on 19 Jun 2021
14 May 2017 in Kusong area
(40° 03 57" N 125° 12" 35" E)

New buildings
under construction

2 Feb 2021

Source: Planet Labs Inc. June 19, 2021 01 37 UTC; February 2, 2021, 08 09 UTC
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Figure Annex 21-2: A building under construction in Factory No. 112

-~

“Kusong Factory No 112" A
, 4 Dec-2020
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Hwasong-12 launch site on
14 May 2017 in Kusong area
(40°03'57" N 125° 12" 35" E)

New building

2Feli2021

Source: Planet Labs Inc. Dec. 4, 2020, 02 56 UTC; Dec. 5, 2020, 02 58 UTC; Feb. 2,2021,08 09 UTC
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Annex 22: At the Sanum Dong scientific and ballistic missile research
complex the canopy and construction were removed from Feb to March 2021

Figure Annex 22: The canopy (length around 50 m width around 6 m, location: 39°
8'29.70""N 125°45'58.96"'E, erected between 29 February and 5 March 2020 (see
S/2020/840 para.14, annex 10)) has been removed since the beginning of 2021.

5 April 2021

5 Mars 2020

Sowrce: Planct Labs. § Mar, 2020, 02 13 30 UTC

Source: Planet Labs Inc. April 5, 2021 01 57 UTC
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Annex 23: At the Sinpo south shipyard resumption of the construction of the pier located
in front of the buried submarine shelter

The resumption of the construction of the pier (waterbreak/quay, 40° 00’ 32” N 128° 08’ 50" E)
located in front of the buried submarine shelter has been underway since early May 2021,
whereas the construction of this shelter itself still seems to be slowed down (40° 0'42.23"N 128°
8'51.60"E ; see S/2021/211, annex 15, Figure 15-1, and S/2020/151, annex 61, figure 61-2, 61-3,
and S/2017/150, annex 5-12, 5-13). Support barges and equipment were detected along the pier
which is made up of assembled concrete caissons.

Figure Annex 23: Resumption of the construction (or renovation) of the jetty (breakwater/
quay) in the first half of 2021 while the construction of the buried shelter still seems to have
slowed down

- %

2 B

A /
buried submarine ~ // ~ 4
shelter N -
(construction has T = 1 4 A g e
been stopped for o -i"
months) — =

R
R = § d ) Static test stand
esumption o A

construction of the
breakwater/quay

Storage of building
materials

27 Jun 2021

Source: Planet Labs Inc. May 9, 2021 00 46 UTC; June 27, 2021 O5 44 UTC
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Annex 24: At the Sinpo south shipyard, new buildings are currently under
construction at the static test stand area.

In addition of the various submersible barge activity (see figure annex 19-2) in the area
between the secure boat basin and the new submarine construction hall in the Sinpo south
shipyard, new buildings are under construction near the missile engine test infrastructure

since February 2021 (see figure annex 23 and 24).

Figure Annex 24: The construction of the new buildings (40° 01’ 08" N 128° 09’ 27" E) in the
area of the engine test stand (40° 01’ 05" N 128° 09’ 25" E) has continued from February to
May 2021.

S May 2021

S Mav 2021 30 Miar 2021

Static

test

stand :
10 Feb 2021

Source: Planet Labs Inc. May 9, 2021 00 46 UTC, March 30, 2021 0344 UTC; Feb 10, 2021 01 51 UTC
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Annex 25: January 18" Factory: possible engine test stand (westside)

The January 18 General Machinery Factory (aka January 18" Factory located 39°33'19.88"N
125°51'20.23"E) was reported to be involved in the manufacture of Transporter Erector Launcher (TEL)
(see S/2020/151 annex 67). The new design and implementation of a Flexible Manufacturing System (FMS)
were implemented there too. The identification of a possible horizontal missile engine test stand (see figure
annex 25) could support the assessment that the factory is also involved in the manufacture of ballistic

missiles. The analysis of the Panel corroborates a recent think tank” assessment.

Figure Annex 25: At Kaechon January 18" Factory, a possible horizontal engine test stand (39° 33’
09" N 125° 50’ 20" E)
. -

22 May 2021
20 Mar 2020 g

>

9 Sept 2019

| trench in the foundation to align the
| horizontally tested motor
(39°33'08” N 125° 50" 20" E)

plonet

Source: Planet Labs Inc. May 22, 2021 02 23 UTC, Google Earth March 20, 2020; Sept. 9, 2017; Sept. 19, 2014

7 A “Arms Control Wonk” report on 26 May 2021 provided analysis that characterized the site of
“the January 18" Factory” as rocket engine production site due to past information and a
probable horizontal missile engine test stand see “The Stands they are a Changin”, 26 May 2021,

available at https://www.armscontrolwonk.com/archive/1211934/the-stands-they-are-a-changin/
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Annex 26: Ballistic Missile bases and specific airbase infrastructure activity

Through satellite imagery, the Panel continued to observe work on the infrastructure of ballistic
missile operating bases such as “Hoejung-ri missile base” (see figure annex 26-1), “Kumchon-ri
missile Base”) (see figure annex 26-2 and a think tank report®) and Sangnam-ri Missile operating
base (see S/2020/840, para. 13, annex 9, figure 3-4-6) (see figure annex 26-3) as well as airbases
such as “Sunchon airbase” (see figure annex 26-4) previously used for BM launch tests. According
to a Member State, deception measures are continuously updated at the BM base through the use
of underground galleries, bunkers, semi-buried drive-throughs (for refueling the ICBM and
MR/IRBM) and various means of concealment and camouflage (see figure annex 26-2) (see the
previous report on that issue S/2021/211, para.24, annex 16-18, and S/2020/840 para.13 annex 9).

New launch pads are built in the immediate vicinity of the entrances to the underground galleries
where the BM systems are stored. In this context, according to the Member State, the current trend
is to use smaller, dispersed galleries with their own camouflaged launch pad. (see figure annex 26-
2) In Kumchon-ri missile Base, where the new generation of the solid propellant SRBM such as
the KN-23 could be deployed, manual activity and building construction were detected. The same
analysis could be made of the activity at the Sangnam-ri Missile operating base (40°50'7.46"N
128°32'47.42"E).

This assessment is consistent with the assessment of another Member State that the DPRK is
capable of launch from any place and at any time. So that, the DPRK appears to be seeking to
improve its ability to conduct surprise attacks by enhancing secrecy and rapid deployability to

make it difficult to detect signs of a launch.

8 The Center for Strategic and International Studies-Beyond Parallel (CSIS) report on 6
September 2019 provided analysis that characterized the site of the “Kumchon-ni Missile
Operating Base” as an MRBM missiles base (see “Undeclared North Korea: The Kumchon-ni
Missile Operating Base 6 September 2019, available at https://beyondparallel.csis.org/
undeclared-north-korea-the-kumchon-ni-missile-operating-base/)
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Activity in “Hoejung-ri missile base” (41°22'44.93"N 126°54'38.16"E)

(see S/2021/211 Para.24 Annex 18) In front of the massive underground facility, the access road and
a stabilised platform (10m x 10m) have been built (41°21'56.37"N 126°55'41.91"E). A TEL could
easily reach this potential launch platform to fire its missile. According to a Member State, for
several months the DPRK has been consolidating stabilised platforms located close to the entrances
of the underground galleries where the TELs and BMs are stored, allowing them rapidly to reach

this new area for use as a launch pad.

Figure Annex 26-1: The stabilisation of a potential TEL launch pad and delimitation of the
access way to the underground entrance, continued from March to June 2021 at the
“Hoejung-ri missile base”

18 June 2021

Underground gallery
entrance and access way

21 June 2021 . 17 May 2021

-
|
Parking area and a possible stabilised
launch pad to launch a BM from a TEL

Source: Planet Labs Inc. June 21,2021, 05 15 UTC; June 18, 2021 08 53 UTC; May 17,2021 05 17 UTC
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Figure Annex 26-2: Kumchon-ri Missile Operating Base activity (38°57'52.48"N
127°35'11.98"E) concealment and stabilisation of the potential launch pad close to three
underground gallery entrances which are located along the valley at 15 SW 38° 57’ 58" N 127°
36’ 07" E — 2" Middle 38° 57' 58" N 127° 36’ 11" E — 3" NE 38° 58’ 00” N 127° 36’ 17" E

4 Jun 2021

17 Jan 2021 3 underground gallery entrances

Drive
through
in2
sections

3 protective berms

A
4 jun 2021 Possible stabilised launch areas

Source: Planet June 04, 2021, 04 57 UTC; January 17, 2021 UTC
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Figure Annex 26-3: Sangnam-ri Missile operating base (40°50'7.46"'N 128°32'47.42""E)°. Concealment
and stabilisation of the potential 2 launch pads (at NW 40° 49" 45" N 128° 33" 08" E, SE 40° 49’
42" N 128° 33" 10" E) close to underground gallery entrance (at NW 40° 49’ 44” N 128° 33’ 08" E and
at SE 40° 49" 43" N 128° 33’ 09" E)

8 Jun 2021

17 Jan 2021
-

£t

e ‘\x
underground Y} ’ through
gallery A

entrances "‘

8 Jun 2021

Source: Planet Labs Inc. June 8, 2021 00 08 UTC, January 17, 2021 02 09 UTC, Google Earth October 28 2015

% See also the CSIS report “Undeclared North Korea: The Sangnam-ni Missile Operating Base”,
15 February 2019, available at https://beyondparallel.csis.org/undeclared -north-korea-sangnam-
ni-missile-operating-base/
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Infrastructure activity in the Sunchon airbase from April to June 2021

A massive upgrade of Sunchon airbase is under way. Usually the most modern fighters of the DPRK are
based on this site (See figure annex 26-4 on 28 November 2019) but this airbase was also used as a
launch site for new SRBM KN-25 mobile launches test (launch pad location: 39°24’48" N, 125°53'18"
E, flight range 370 km, altitude 90 km) on 31 October 2019 (see red dot “L” on Figure below and
$/2020/840 para.194 table 3 and annex 7).'°

Since April 2021, a massive plan of renovation work involving the construction of additional runway
area (creation of a concrete surface as apron 260 m x 70 m at NW: 39° 25" 00” N 125° 53’ 26" E, at SE: 39°
24'36" N 125° 53" 48" E and 344 m expansion south-eastwards of the runway 39° 24’ 07" N 125° 54’ 01" E))
has been underway (See figure annex 26-4).

10 See also the recent CSIS report “North Korea Upgrades Sunchon Airbase”, 24 June 2021,
available at https://beyondparallel.csis.org/north-korea-upgrades-sunchon-airbase/
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Figure Annex 26-4: Massive expansion and refurbishment works at Sunchon Airbase since
April 2021

new concrete
or asphalt
5 Jun 2021 pavements 24 Feb 2021

2 heavy
rockets
launched from
here on 31
October 2019

5 Jun 2021 28 Nov 2019

aircraft
on
taxiway

28 Now 2019

Source: Planet Labs Inc June 5, 2021 08 18 UTC, February 24, 2021 02 29 UTC, Google Earth
November 28, 2019
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Annex 27: Procurement of illicit and WMD related commaodities through Mr. Kim
Jong Dok’s network

Specifications of goods ordered by KMGT with third country-based companies (Member State Information)

According to a Member State, below is the list of goods (in Korean) contained in four orders by KMGT
(January~February 2021) regarding possible “‘choke-point” items for DPRK’s nuclear and ballistic programmes:
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Source: Member State

21-10945 121/266



S/2021/777

Annex 28a: Hai Zhou 168 (fka Smooth Sea 28)

The Hai Zhou 168, formerly known as Smooth Sea 28 (IMO: 8514045), was docked at a port area
in Thailand from December 2016 to September 2018, based on data from a specialised maritime
Al platform. During this time, the vessel underwent heavy modification work to its deck and
superstructure (see figure annex 28a-1). This was likely in preparation for its transition to becoming
the Smooth Sea 22 (IMO: 9870991), a fraudulent vessel identity.

Figure Annex 28a-1: Smooth Sea 28 undergoing heavy modification work from 2017 to 2019

APRIL 2017 FEBRUARY 2018 b MAY 2019

© GOOGLE EARTH/ MAXAR TECHNOLOGIES 0 GOOGLE EARTH / MAXAR TECHNOLOGIES ©GOOGLE EARTH / MAXAR TECHNOLOGIES

Source: Google Earth Pro, annotated by the Panel
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In August 2018, the vessel changed its name from Smooth Sea 28 to Hai Zhou 168 after coming
under new ownership. Shortly afterwards, in September 2018, the vessel departed Thailand for a
shipyard in Ningde in Fu’an, China (see figure annex 28a-2). This was the same shipyard the
Mouson 328 (IMO: 9021198) was located before it took on the new fraudulent identity of the
Dominica-flagged Cherry 19.

Figure Annex 28a-2: Hai Zhou 168’s location voyage from Thailand to China, September 2019
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2
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Source: Windward, annotated by the Panel
*Coordinates of vessel in inset satellite imagery: 26° 50' 27.6" 119° 41' 20.3994"
The vessel was given a new identity and IMO number as Smooth Sea 22 (IMO: 9870991) when

it sailed back to Thailand, and where it has since sailed a domestic route.
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On 2 January 2019, after over three months at the shipyard in Ningde, Hai Zhou 168 changed its
identifiers to Hang Xin 8 as it sailed out of the Baima river where it was moored. Hang Xin 8
appeared to update its vessel profile to the ‘newly built” Belize-flagged Cheng Xin 1 (IMO:
9870991) / Smooth Sea 22 soon after departing the shipyard in Ningde, marking its changeover to

a new vessel (see figure annex 28a-3).

Figure Annex 28a-3: January 2019 - Hai Zhou 168 changed out its identifiers to become the

‘newly built’ Cheng Xin 1
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P o ecveves

WP eracoives

Heading 201
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Source: Windward, annotated by the Panel
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By 12 January 2019, the Cheng Xin 1 aka Smooth Sea 22 berthed at the same dock the Hai Zhou
168 was berthed in February 2018, Bangkok, before it sailed towards Ningde, China (see figure
annex 28a-4).

Figure Annex 28a-4: Smooth Sea 22 back in Bangkok, Thailand

'] CHENG XIN 1

B | 12 January 2019

chored
Thailand, Bangkok, a day

s @ Porall
| Bangkok, Thailand, 2 months

11 hours, Thailand

CHENG XIN 1

Tirme 12 January 2010 06:51
) Lost Spesd 0.3 kn

2 months, Thailand Heading 139
Nawigation Status At Anchor
LatLong 13,672, 100.548

Samut Prakan

Source: Windward, Google Earth, annotated by the Panel

The vessel laundering created an empty AIS identity slot which was subsequently filled
occasionally by the Subblic (IMO 8126082), based on high resolution satellite imagery. The
Subblic has been recommended by the Panel for designation for delivering unreported refined
petroleum to the DPRK since 2019.

The Subblic is known to have used the Hai Zhou 168’s AlS profile when the Hai Zhou 168
recorded extended gaps in its AIS transmissions on all but two occasions of the Subblic’s recorded

dates of delivery.

A number of similarities arise when comparing with the Panel’s previous investigations into
Mouson 328. Both the Mouson 328 and Hai Zhou 168 were previously owned by the same entity,
Smooth Sea Co., Ltd, sailing respectively as Smooth Sea 29 and Smooth Sea 28. In both cases, the

same shipyards in Thailand and in China appeared to have been used in the vessel identity

21-10945
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launder process. Both the Mouson 328 and Hai Zhou 168 took on a different identity after
departing the Ningde shipyard. Maritime records indicated that the vessel Smooth Sea 22 was
recorded launched at Fujian Yihe Shipbuilding Industry Co., Ltd. This was the same shipyard that
had reportedly carried out repair and maintenance work on Rui Hong 916 (IMO: 9058866),
following the vessel’s acquisition from the Hong Kong incorporated Ruis (HK) Marine Co.,
Limited in January 2019. The Panel has recommended Rui Hong 916 (IMO: 9058866) for
designation to have conducted a ship-to-ship transfer with the DPRK vessel Kum Un San (IMO:
8720436) on 28 May 2019. The Panel is verifying additional information it has received
concerning the sale of the Rui Hong 916.

Panel investigations indicated that both Hai Zhou 168 and Smooth Sea 22 were owned and
managed by the Hong Kong-registered Cheng Xin Shipping Co. Ltd (hereafter “Cheng Xin
Shipping”) from January to March 2019. Smooth Sea 22 is currently owned and managed by the
Thailand-registered. Smooth Sea Co., Ltd, also the former owner and manager of Hai Zhou 168
when it sailed as Smooth Sea 28.

The Panel is awaiting Thailand’s response to its enquiries.
Cheng Xin Shipping has yet to respond to the Panel’s enquiries.

China responded:

1. Vessels
(1) 0C.73, OC.160

On Diamond 8 transmitting as Changshun 8, according to China’s
investigation, the flag state of Diamond 8 is Mongolia, while
Changshun 8 1s a Honduras vessel previously named as
Honduras/Bonvoy 6. These two vessels are of different types, therefore
it’s difficult for them to transmit as each other. Since 2020, neither of
the two vessels has entered Chinese ports.

On Subblic transmitting as Hai Zhou 168, according to China’s
investigation, neither of the two vessels has entered Chinese ports since
2020.

Source: The Panel
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Annex 28b: Note verbale from the Permanent Mission of the Kingdom of Thailand

No.56101/104

The Permanent Mission of Thailand to the United Nations presents its
compliments to the Panel of Experts established pursuant to Secumty Council
Resolution 1874 (2009) and. with reference to the Coordinator's Letter
No. S/AC 49/2020/PE/OC 320 dated 10 November 2020, requesting mnformation related
to the Panel’s investigation on suspected sanctions evasion involving the vessel “Mouson 3287,
has the honour to transmit the said information herewith for the latter’s kind perusal.

The Permanent Mission of Thailand to the Umited Nations avails itself of
this opportunity to renew to the Panel of Experts established pursuant to
Security Council Resolution 1874 (2009). the assurance of its highest consideration.

:‘:;}1 WSSI0N
Perms '.'.u' 1 . i _. ’ﬂﬂﬂd
mtheH__"’ s /MW York
18 ﬂﬁe aty B.E. (2P 64/2021)
=

Panel of Experts established pursuant to Security Council Resolution 1874 (2009),
NEW YOEKE.
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Attachment

Information requested by
the Panel of Experts established pursuant to UNSC resolution 1874 (2009)
as per the Panel of Experts’” Note No. S/AC.49/2020/PE/OC.320
dated 10 November 2020

The Royal Thai Government investigated the activities involving the vessel(s) Mouson
28 and Smooth Sea 29 or Cherry 19 and wishes to inform the Panel of Experts (POE) as
follows:

1. Registry of the Mouson 328
There 1s insufficient evidence to confirm the connection of the vessel Mouson 328 to

either Cherry 19 or Smooth Sea 29, both in terms of IMO numbers or registry.

2. Information on Flag Registry Smooth Sea 29 is an oil tanker, registered as a Thai
vessel with the registry number 630001113 and IMO number 9896945. Smooth Sea 29 was
formerly registered as Cherry 19 under the Dominica’s registry. Further investigation found that
the Certificate of Deletion of Cher7y 19 submitted upon its registration to the Thai authorities is
suspected to be forged. Presently, the Thai authorities are reexamining the registry of Smooth Sea
29 with the possibility to revoke its registration.

3. Location of Smooth Sea 29 from November 2019 to present

Cherry 19 departed Ningde Port, Fujian. China and arnived at Wangchao Port,
Bangkok, Thailand on 28 November 2019. On 24 June 2020, Cherry 19 was registered as a
Thai vessel under the name Smooth Sea 29. After the registration, on 30 June 2020, Smooth Sea
29 departed Wangchao Port, Bangkok, and amived at Samut Songkhram Port, Samut
Songkhram Province on 2 July 2020. On 26 November 2020, the vessel departed Samut
Songkhram Port and arrived at Chonburi Port, Chonburi Province, on 27 November 2020. The
vessel has since then been anchored at Ao Udom Port, Chonburi Province and has submitted
the notice on non-usage of vessel to the Thai Marine Department on 21 December 2020.

4. Lost AIS Signal of Cherry 19 and Smooth Sea 29

4.1 From November 2019 - June 2020, Cherry 19 was docked at Wangchao Port,
Bangkok for repair and maintenance at Whanchao Shipyard Co., Ltd. The vessel therefore had
been anchored at the Wangchao Port on Chao Phraya River for 7 months.

4.2 From July - October 2020, Smooth Sea 29 was docked at Ruammitr Dockyard
Co., Ltd.’s Port for additional maintenance. During this period, the vessel’s engines and electric
generators were furned off. causing the lost of AIS signal. Later in October 2020, Brilliant
Performance Co., Ltd. was hired to repair the AIS signal system.

4.3 From November 2019 - October 2020 Cherry 19 or Smooth Sea 29 has not been
used for any shipments.

EXEXx%x%

Source: Member State
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Annex 29a: Billions No.18 (aka Kingsway)

The Billions No.18 (IMO: 9191773) was designated on 28 December 2017 for having conducted a
ship-to-ship transfer of refined petroleum with the DPRK tanker Rye Song Gang 1 (IMO: 7389704)
in October 2017. The Panel had reported that the owner and sole shareholder of Billions No.18, (the
late) Chen Shih-Hsien, had also sought to supply marine diesel together from other tankers to
DPRK tankers!'. A month later in January 2018, Billions No.18 re-transmitted briefly as Kingsway
under the same IMO number (IMO: 9191773) before its AlS transmission disappeared (see figure

annex 29a-1). The vessel was listed as de-registered from the Mongolia ship registry in June 2021.

Figure Annex 29a-1: Billions No.18 briefly transmitting as Kingsway following designation,

January 2018
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" Chen was reported to be the owner of Billions No.18 and two other tankers that were contracted
to supply an additional 95,000 metric tons of fuel over the course of nine shipments to the same
entity that purchased the fuel supplied to the Rye Song Gang 1. S/2018/171.
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Following its designation, the vessel swapped into a new fraudulent identity as the Mongolia-
flagged Apex (IMO: 8528864). The Panel obtained evidence of an identity laundering operating
in which the entities behind Kingsway likely submitted fraudulent IMO number application
documentation, modified its physical appearance, and tampered with its AIS transmission in
order to disguise Kingsway as the Apex.

Panel investigations indicated that the vessel’s laundering process likely began when the Apex’s
IMO number was created when the vessel changed ownership from the Chinese registered
Taizhou Zhesheng Shipping Co Ltd to the Belize-incorporated Better Smart Ltd in mid-2018.
The vessel also changed its registry and name from the China-flagged Zhe Sheng 26 to Mongolia-
flagged Uni Wealth.

Panel analysis of various photographs of the Uni Wealth and Zhe Sheng 26 taken from online
shipping websites show two vessels with very different structures that confirms that the Uni
Wealth is not the same vessel as Zhe Sheng 26 as claimed. Uni Wealth was therefore a fraudulent
identity used as a cover for the Kingsway. In late 2018, Uni Wealth, still owned and operated by

Better Smart Ltd, was re-named Apex at Keelung port area (see figures annex 29a-2 and 29a-3).

The Panel wrote to Taizhou Zhesheng Shipping Co Ltd, inter alia, seeking documentation on

the vessel’s sale. The Panel has yet to receive a response from the company.
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Figure Annex 29a-2: Apex voyage route and identifiers, July to November 2018
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Figure Annex 29a-3: Change of vessel from Uni Wealth to Apex, 2 November 2018
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Between 2019 to 2021, Apex conducted voyages in the East China Sea and South China Sea.
While in waters near the Singapore Strait on 9 November 2019, the vessel transmitted a name
change to Shun Fa. While maritime databases showed Apex transmitting the name Shun Fa in
November 2019, official records'? continued to register the vessel sailing as Apex. Maritime
tracking databases show the Shun Fa sailed between the East China Sea and South China Sea
between November 2019 till end of 2020 without recording any port calls. The vessel exhibited
suspicious behavior with periods of unaccounted dropped AlS transmissions and loitering in mid-
sea locations for several days. These signatures indicate that Shun Fa had likely conducted ship-
to-ship activities with other vessels. Online photographs of the vessel taken in January 2021

show Shun Fa painted on the vessel’s stern.

Better Smart Ltd, a company incorporated in Belize!* with a domiciled business address at
Kaohsiung, is the entity that owned and operated Apex since mid-2018 when the vessel was
sailing as the Mongolia-flagged Uni Wealth. The sole Director of Better Smart Ltd is Mr Chen
Chao-Jung*. Information the Panel has reviewed indicates the vessel was likely laundered in
mid-2018.

A Malaysia registered entity, Yong An Shipping Sdn Bhd (hereafter “Yong An Shipping”) ,
provided, inter alia, corporate registry services to Better Smart Ltd / Mr. Chen. The Panel wrote
to Yong An Shipping seeking relevant information and documentation on the ship as well as

services rendered to Mr. Chen, as well as the latter’s contact information.

Mongolia responded with information and documentation concerning the Shun Fa (aka Apex)
showing the vessel had changed ownership a few times, with such ownership changes not updated

on maritime databases (see also annexes 29b and 29c).
Yong An Shipping has yet to respond to the Panel’s enquiries.
Mr. Chen has yet to respond to the Panel’s enquiries.

Belize has yet to respond to the Panel’s enquiries.

Source: The Panel

12 IMO website.

13 Better Smart Ltd is currently listed as inactive based on information from Belize Corporate
registry.

14 THS Markit.
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Annex 29b: Extract of Shun Fa’s registration application form showing vessel ownership
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Annex 29¢: Cancellation Form for the Shun Fa issued by the Mongolia Maritime Administration
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Have been cancelled by Administration; reported by PSCO Korea as using falsified ship detals, proved by FSI.

8525564 47411998

[ other reasons:
INVALIDATED CERTIFICATES:
T S
"mm ﬂmuﬁ OF ‘m 47411998
[ PERMANTNT MINIMUM SAFE MANNING CERTIFGATE | 47411998

| PEAMANENT SHIP RADIO STATIONLICENCE , 47411998

Distribution: [JOwner/Manager M . f]ou-,_

MONGOUA SMP RECTRY
Approveddy . | Brvirer by Date of Mevonue Fagr tol)

Source: Member State
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Annex 30a: Diamond 8’s (IMO: 9132612) fraudulent transmissions

Satellite imagery obtained by the Panel showed Diamond 8 in the Ningde anchorage area on 30
April 2021 (UTC) broadcasting as Chang Shun 8 on a Mongolia-associated MMSI number:
457222000, where the vessel remained in those waters at least into May 2021 (see figure annex
30a-1 and 30a-2).

Figure Annex 30a-1: Satellite Imagery of the Diamond 8 (IMO: 9132612) as the ‘Chang
Shun 8’ near Ningde, China, on 30 April 2021 (UTC)

M/V DIAMOND 8
Loltering Near Ningde, China

26:26:14 N 120:00:40E

Source: Member State

Figure Annex 30a-2: A specialized maritime Al platform display showing the location of the
Diamond 8 transmitting as Chang Shun 8 (MMSI: 457222000), May 2021

1 O, CHANGSHUNS (2)

000

B\ ]

Source: Windward, Annotation: The Panel

21-10945 135/266



S/2021/777

Annex 30b: Note verbal from Mongolia on Chang Shun 8

4]
® MONGOLIA
— PERMANENT MISSION TO THE UNITED NATIONS
I el 6 East 77th Street, New York, N.Y. 10075
2 Tel: (212) 861-9460, Fax: (212) 861-9464

136/266

NUB/33/2021

The Permanent Mission of Mongolia to the United Nations presents its
compliments to the Panel of Experts established pursuant to Security Council
Resolution 1874 (2009) and has the honour to transmit information on vessel
CHANGSHUN 8 (MMSI:457222000).

The vessel CHANGSHUN 8 was registered to the Mongolian Maritime
Administration on 04 September 2020 and excluded from the registration on 24
December 2020 by the reason of possible violation of the relevant resolution of
UNSC.

During its registration period CHANGSHUN 8 was using communication
number MMSI 457 222 000.

The Permanent Mission of Mongolia avails itself of this opportunity to renew
to the Panel of Experts established pursuant to Security Council Resolution 1874
(2009) the assurances of its highest consideration.
Necessary documentations are enclosed herewith; = ~=~—=="" “ 2 "
|
|

ol
1 d 19May2021

United Nations Security Council
Panel of Experts established pursuant to the resolution 1874 (2009)
New York
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MONGOLIA 6ot Gontnmént g 11

SHIP REGISTRY ) Sambunss Street-11
. Chingeltel District, 4™ Khoroo
MONGOLIA MARITIME ADMINISTRATION 7780 "0
Tel 976-11310642
MARITIME fax 976-11310642

MONGOUA =
ADMINISTRATION Cancellation Form Email: info@monmarad gov mn
Website: www monmarad gav mn

By this means we inform that all certificates from MONGOLIA SHIP REGISTRY related to

Name of Ship IMO No. { SRS —
CHANG SHUN 8 | 8682969 ’ 48762001
R
Have been cancelled by Administration: due to ties with DPRK.
(other reasons:
INVALIDATED CERTIFICATES:
CERTIFICATE NUMBER

PROVISIONAL CERTIFICATE OF REGISTRY E— - 48762001

PROVISIONAL MINIMUM SAFE MANNING CERTIFICATE " 48762001

PROVISIONAL SHIP RADIO STATION LICENCE ‘ = 48762001

CARVING AND MARKING NOTE AT S T 48762001
_CONTINUOUS SYNOPSIS RECORD N CSR - 3/48762001

DECLARATION OF MARITIME LABOUR COMPLIANCE PART | TTTTMIc 8762001

i R S e — R
|
N e e -
REGISTRAR MARITIME ADMINIS TRATION
: MONGOL A
Name: BAZARRAGCHAA ALTAN-OD Date: 2020.12.24
Distribution: [JOwner/Manager  [Jagent (Jother
MONGOUA SHP REGISTRY
Approved by Revized by Date of Revisian Pagclofl

Source: Member State
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Annex 31: Bonvoy 3 (aka Fu Shun 3)

MONGOLIA

MONGOLIA MARITIME ADMINISTRATION

PROVISIONAL CERTIFICATE OF REGISTRY

MONGOUA NARITME
ADMINS TRATION
Issund under he provisions of
Chapler 3 of the Regulations for Registration of Ships 2003
Official Number Call Sign [) Ship Number
49112088 JVPK?7 8714085
Name of Vessel
FU SHUN 3
Name and Address of Owner IMO Registered Owner Number | Shares (%)

LU CHANG SHIPPING (HK) CO.LTD
Shop F28 1/F, Cathay Pacific 88 Malls, No.25 Wanchai Rd, 6177286 100
Wanchai, Hong Kong.

Description of Vessel
Type of Vessel Yoar of Built Hull material Previous Registry /| Name
Oi Tanker 1988 Steel Sierra Leone / BONVOY 3
Gross Tonnage Length(Metres) Name of Builder
2385 LOA - - Daedong Shipbuilding Co.,Ltd, Busan, Korea
ITC - 84.50
Net Tonnage Breadth(Metres) Number of Engines Type of Engine / Total Power (KW)
1120 13.60 1 Diesel / 1765
Deadweight Depth(Metres) Speed of Vessel (Knots) Engine Make / Model
- 6.80 12.00 SSHI-Hanshin / 6EL-35
[ Date of Provisional Registry Port of Registry Date of Expiry
Y 06 November 2020 Ulaanbaatar 06 May 2021

lssued at Singapore on 06 November 2020

The Registrar of the Mongolia Ship Registry, by the powers vested thereupon by the Regulations for Registration of
Ships 2003 hereby authornzes this Provisional Registration of Vessel FU SHUN 3

NARITIME AD

MSR/PROV CR/REV.3/2010

Source: Member State
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Annex 32: Xing Ming Yang 888’s (IMO: 8410847) fraudulent transmissions and red
flag indicators

The Xing Ming Yang 888 (IMO: 8410847) has been intermittently broadcasting a fraudulent
MMSI: 334191000, sailing as the Honduras-flagged Vi Fin since 2020. The vessel was previously
reported by the Panel with prolonged periods of dark activity as well as transmitting on other
fraudulent identifiers'>. The vessel has been recommended by the Panel for designation for

conducting ship-to-sip activity with the DPRK-flagged Mu Bong 1 (IMO: 8610461) in June 20181,

As a further red flag indicator, the Xing Ming Yang 888 also used a fraudulent call-sign 9LU2843
that was formerly associated with another vessel that delivered refined petroleum to the DPRK,
Vifine (IMO: 9045962). The Vifine was featured in the Panel’s report for conducting ship-to-ship
transfer with the New Konk, another direct delivery vessel. The Panel also highlighted the shared
ownership and management links between the two vessels.

In May 2021, the vessel again transmitted as Vi Fin, a consistent pattern of deception it has
exhibited since 2020 while in Chinese territorial waters (see figure annex 32-1). The Xing Ming
Yang 888 has been sailing stateless without a known registered flag since November 2018,
subjecting it to maritime laws of the country whose territorial waters it is located in. These vessels
can be investigated, detained or impounded under national law and under operative paragraph 9
of resolution 2397 (2017).

15 Paragraph 46 (f), S/2021/211.
16.§/2021/211.

21-10945
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Figure Annex 32-1: Xing Ming Yang 888 transmitting as Vi Fin, in November 2020,
December 2020, and May 2021

WY NG WG WANG B Loftering s Banate By Chine
HNMMNTERNE

R

il Falsified / Inconsistent
Identifiers

Ningde

owr WA Luoyuan

30 December 2020 A 24 May 2021
Coordinates: 26.325, 120.458 2 e . Coordinates: 24.942, 119.429

Source: Windward, annotated by the Panel, Satellite Imagery: Planet Labs and Member State
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Annex 33a: Locations frequented by direct delivery vessels

Many of the now de-flagged vessels previously recommended by the Panel for designation for
direct delivery of refined petroleum to the DPRK on numerous occasions'’, have been observed in
Chinese territorial waters. The following are sample satellite imagery of vessels recommended for
designation located in waters in the Ningde, China, between August 2020 and March 2021.

Figure Annex 33a-1: Direct Delivery tankers at Sansha Bay, 11 November 2020

11 November 2020
Coordinates: 26.47311, 119.97321

DIAMOND 8

Source: Maxar Technologies and Member State

17.8/2020/151, S/2020/840, S/2021/211.
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Example of Direct Delivery vessels that frequent waters off Ningde

Satellite imagery showing the direct delivery® vessel Bonvoy 3 (IMO: 8714085) anchored in
Sansha Bay on 30 January 2021 and another satellite imagery capture of the vessel anchored again
in Sansha Bay on 9 March 2021.

Figure Annex 33a-2: Bonvoy 3 at Sansha Bay, 30 January 2021

Source: Planet Labs

Figure Annex 33a-3: Bonvoy 3 at Sansha Bay, 9 March 2021

VRN 2 A s

AEE L UFILNTY
\

il 9 March 2021 v
BHEM Coordinates: 26.462, 120.019

/

9 M %! [ %% 45 e
‘,‘a:\u:ﬁus DE‘FE_NS ‘quﬁsmf:ejz‘ozs. (AR B

')

18 This is a term the Panel has used for non-DPRK flagged vessels that deliver refined petroleum
to the DPRK. The refined petroleum is procured including through ship-to-ship transfers.

142/266
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Satellite imagery on 24 March 2021 showing two direct delivery vessels, Diamond 8 (IMO:
9132612) and Rich United (IMO: 9129213) near Dongyin Island.

Figure Annex 33a-4: Diamond 8 near Dongyin Island, 24 March 2021

Source: Member State

Figure Annex 33a-5: Rich United near Dongyin Island, 24 March 2021

Xl e

1 [ M/V RICH UNITED Loitering Near
. Dongyin Island
N 120 2E 4

Source: © 2021, DigitaiGlobe

Source: Member State )
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Bonvoy 3, along with other direct delivery vessels: New Konk, Subblic and Xin Hai near Dongyin
Island on 26 August 2020.

Figure Annex 33a-6: Direct Delivery tankers at Dongyin Island, 26 August 2020

26 August 2020
Coordinates: 26.308, 120.426

MAXAR

Source: Maxar Teclies nd b State .
Satellite imagery on 27 March 2021 showing the designated vessel Yuk Tung (IMO: 9030591)

near Xiyang Island, Ningde. The Yuk Tung was designated on 30 March 2018.
Figure Annex 33a-7: Yuk Tung near Xiyang Island, 27 March 2021

M/V YUK TUNG Loitering Near
Xiyang Island
26:27:38 N 119:58:49 E

Source: © 2021, DigitalGlobe

Source: Member State
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Satellite imagery on 16 March 2021 showed the direct delivery vessel New Konk (IMO: 9036387)
docked at a shipyard at Fu’an, Fujian Province, China. The coordinates show a shipyard in Fujian
Province where Fujian Yihe Shipbuilding Industry Co Ltd is located'®. This was the same
coordinates reported by the Panel where both the Mouson 328 (IMO: 9021198)%° and Hai Zhou 168
(IMO: 8514045) (see paragraphs 30 to 34), were located, as vessels that underwent vessel identity
swaps.

Figure Annex 33a-8: New Konk berthed at Fu’an, 11 March 2021

16 March 2021

M/V NEW KONK Docked Near
Fu'an, China
26:50:29 N 119:41:20 E

/

»
Source: © 2021, Airbus

Source: Member State

19 Member State.
20 Paragraphs 21 to 36 and Annex 22, S/2021/211.
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Annex 33b: Member State’s list of vessels of interest entering China’s waters,
October 2020 to April 2021

PLA VESSEL

VOINAME LAT/LONG

MNAME
10,/11,/2020 N/A 29:39N 122:45E
10/15/2020 N/A 31:11N 123:57E Unknown or unable to confirm info
N/A 28:00N 121:29E
N/A 26:07N 120:32E Non-DPRK Delivery Vehide

11/12/2020 BONVOY 3 N/A 26:19N 120:27E
11/20/2020 KING MING YANG 888 N/A 25:16N 119:52E

N/A 27:34N 121:25E
HENG RONG

N/A 25:15N 119:46E

N/A 2405N 11851F

12/27/2020 XING MING YANG888 | N/A 2408N 11823E
1/1/2021 XING MING YANG 288 | N/A 32:45N 122:31E

1/3/2021 N/A 26:00N 120:00E

1/11/2021 N/A 31:05N 122:49E
1/14/2021 N/A 29:00N 121:45E
1/18/2021 N/A 26:00N 120:00E
1/20/2021 N/A 26:16N 120:30E
1/21/2021 N/A 26:00N 120:00E

N/A 26:16N 120:40E
N/A 25:00N 119:22EF

1/26/2021

2/17/2021 XINHAI

3/8/2021 N/A__ | 27'00N12130E
3/15/2021 FUCHI 890 | 27'00N121'30E
3/19/2021 N/A | 27'00N12130E
3/20/2021 N/A | 27'00N12130E
3/22/2021 N/A 25'00N120'008
3/31/2021 N/A | 31'30N123'006
3/31/2021 N/a | 31'30N123'006
3/31/2021 N/A__ | 31'30N123'00E
4/1/2021 N/A 2618N 12025€
4/1/2021 N/A 2627N 120006
4/2/2021 N/A 2936N 12145E
4/2/2021 N/A 2818N 122006
4/2/2021 N/A 2628N 11959€
4/3/2021 N/A 3003N 12333E
4/3/2021 N/A 2716N 121296
4/3/2021 N/A 2627N 11959
4/15/2021 N/A 2629N 121306
4/22/2021 CHERRY 163 N/A 3100N 123306

*NOTE:

- The vessels highlighted in yellow along with the vessels highlighted in orange denote non-DPRK vessels that
delivered refined petroleum to the DPRK.

- The coordinates in green highlight denote approximate locations.

Source: Member State
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To the Panel’s enquiry into the Diamond 8 seeking, inter alia, confirmation on the actual
identity of the vessel transmitting on the Mongolia-associated MMSI 457222000, dates during
which the vessel transmitted under the said MMSI and any actions conducted into the vessel
pursuant to the relevant Security Council resolutions, including paragraph 9 of resolution 2397
(2017), China responded:

1. Vessels
(1) 0C.73, OC.160

On Diamond 8 transmitting as Changshun 8, according to China’s
investigation, the flag state of Diamond 8 1is Mongolia, while
Changshun 8 1s a Honduras vessel previously named as
Honduras/Bonvoy 6. These two vessels are of different types, therefore
it’s difficult for them to transmit as each other. Since 2020, neither of
the two vessels has entered Chinese ports.

On Subblic transmitting as Hai Zhou 168, according to China’s
investigation, neither of the two vessels has entered Chinese ports since
2020.

To the Panel’s enquiry concerning the rest of the vessels sought in the main text and this Annex
into information on inter alia, on the DPRK vessels’ activities, the identifiers on which the vessels
were transmitting and the validity of those identifiers, as well as the vessels’ dates, origin and
destination, and their stated purpose in Chinese waters, China responded:

(5) 0C.77, 0C.154, 0OC.155, 0C.157, OC.161

According to China’s verification, the vessel Shunkai, together
with most vessels alleged to be delivering coal to China, and vessels
suspected to be delivering refined petroleum products to the DPRK
including Sin Phyong 2, An San 1, Aquamarine, Hai Shun and Xing
Ming Yang 888 have not entered Chinese ports since 2020.

Source: The Panel

21-10945
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Annex 34: DPRK and DPRK-associated vessels transmitting fraudulent AIS
identifiers in Ningbo-Zhoushan waters

The Panel has observed on a specialized maritime tracking platform the transmission of fraudulent
identifiers over AIS by DPRK and other suspect vessels seeking to evade sanctions that have
affected multiple flag registries. The Panel has shared its observations along with supplementary
high-resolution satellite imagery from a Member State, with the flag registries in question. The
Panel welcomed any additional observations the relevant flag state authorities may have
concerning the issue at hand.

The following are sample instances where of DPRK-flagged and DPRK-associated vessels in
Chinese territorial waters transmitting identifiers with suspect indicators and therefore subject for
further investigations by the relevant Chinese maritime authorities.

Su Ri Bong (IMO: 8605727)

The DPRK-flagged Su Ri Bong has delivered DPRK-origin coal on multiple occasions to Ningbo-
Zhoushan waters for ship-to-ship transfer and reported in the Panel’s past reports. The Su Ri Bong
was advertised to be sold for scrap back in June 2019 but has continued to return to Chinese waters
to deliver its coal. The vessel has been known to transmit fraudulent identifiers. A Member State
reported that the Su Ri Bong carried coal to Ningbo-Zhoushan waters while transmitting fraudulent
identifiers from March to May 2021. These included transmitting variations of a vessel name
‘Zhou Shan’ and ‘Zoushan’ and transmitting a Panama-associated MMSI number without an IMO
number or ship dimensions (see figure annex 34-1).

148/266

21-10945



S/2021/777

Figure Annex 34-1: Storyboard of DPRK-vessel Su Ri Bong (fka Pu Zhou and Fu Xing 12)
(IMO: 8605727) transmitting identifiable fraudulent identifiers, March to May 2021

MARCH - MAY 2021

| Transit by DPRK-flagged M/V SU RI BONG (IMO: 8605727) to Ningbo-Zhoushan Port, China | ~ -

o CHINA

o & MARCH 2021

* Beijing

/" N.KOR.

. Korea Bay
S Pyongyang

Bohai

td
y

Broadcasting: | T R

21-10945
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Source: © 2021, DigltalGlobe
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15 MARCH 2021 02:19 UTC DPRK-flagged M/V SU RI BONG Spoofing as Panama-flagged “ZOU SHAN"
Near Chuanhu Liedao, Ningbo-Zhoushan Port, China

30:34:31 N 122:21:27E

15 Mar 2021 02:32 UTC

Actual Reported AIS
SU RI BONG ZOU SHAN

HMCA BMCA

DPRK Panama
Cargo Cargo
8605727 Not Reported
445621000 354621000
2754m om

DPRK-flagged M/V SU Rl BONG Spoofing as Panama-flagged “ZOSHAN"
Near Maji Shan, Ningbo-Zhoushan Port, China
30:34:57 N 122:32:08 E

25 APRIL 2021 02:12 UTC

24 Apr 2021 11:25 UTC

Actual Reported AIS
SU RI BONG ZOSHAN

HMCA BMCA

DPRK Panama
Cargo Cargo
8605727 Not Reported
445621000 354621000
174m om

27.54m om

Source: Member State
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Lucky Star (IMO: 9015278)

The DPRK-associated vessel Lucky Star was reported by the Panel in its reports as far back as
2019 to have illegally exported DPRK-origin coal. The vessel was issued a national port ban by
the Republic of Korea in December 2018. On 10 March 2021, the Lucky Star was recorded in
Ningbo-Zhoushan waters transmitting fraudulent identifiers without reporting its dimensions (see
figure annex 34-2).

Figure Annex 34-2: Lucky Star transmitting identifiable fraudulent identifiers, March 2021

10 MARCH 2021 02:41 UTC | DPRK-associated M/V LUCKY STAR Spoofing as Panama-flagged “MISS EMMA”
Near jiaji: i Port, China

Dao, Ning
29:56:28 N 122:28:49 E

Actual Reported Als
LUCKY STAR MISS EMMA

Not Reported
Unknown Panama
Cargo Cargo
9015278 8964874
Unknown 352174000

wan  om
185m om

15 MARCH 2021 05:23UTC §| DPRK-associated M/V LUCKY STAR Spoofing as Panama-flagged “WISDOM”
N 5 3 iaji i ort, China

a0, Ning
29:56:51 N 122:28:25E

3 {5 Mar2n21 05338 UTC

Actual
LUCKY STAR

NotReported  3VBSYS
Unknown Panama
cargo cargo
: 2015278 Not Reported
¥ 3 .. 3 2 ¥ Unknown 352174000
T : i om
Y 185m . 18m

Source: Member State
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Chang Phyong (IMO: 9338981)

The DPRK vessel Chang Phyong last transmitted on its AIS profile in May 2017 (MMSI:
44556600). The vessel fraudulently transmitted as the Sri Lanka-flagged QiuHai with no reported
IMO number on 12 March 2021 near the Shandong peninsula, China, before re-transmitting
around 15 March 2021 in Ningbo-Zhoushan waters until at least 28 March 2021 (see figure annex
34-3). In May, elsewhere in Ningbo-Zhoushan waters, the Chang Phyong transmitted on its
historical Kiribati-associated MMSI with no reported IMO number. The vessel also transmitted

its vessel type as a futuristic “wing in Ground-effect”.

Figure Annex 34-3: Chang Phyong transmitting identifiable fraudulent identifiers, March 2021

QIUHAI
Time 12 March 2021 20:24

Speed 7.4 kn i -
Heading 189 W I
Navigation Status Underway Using Engine
LatLong 37.124, 122.912

L

I
I
|
|
!
1
1
!
1
= ]
I
1
QIUHAI !
Time 28 March 2021 07:35 e
Speed 1.5 kn
Heading 005 L
Status Using Engine

Lationg 30.197, 122.457

DPRK-flagged MWV CHANG PHYONG Spoofing as Sri Lanka-flagged “QIUHAI™
Near Daxizhai Dao, Ning| han Port, China

28 MARCH 2021 02 44 UTC
Bo-Zhous|
30:11:S4N 122221227 €

Source: Windward, annotated by the Panel; satellite imagery: Member State
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Un Bong 2 (IMO: 8913186)

The DPRK vessel Un Bong 2 was reported by the Panel in its reports as far back as 2018 to have
illegally transshipped DPRK-origin coal. In 2020, the Panel’s recorded the vessel near Huangxing
Island in Ningbo-Zhoushan on 29 April 2020 as exporting DPRK-origin coal. In March 2021, Un
Bong 2 was recorded transmitting on its historical identifier sailing as Tanzania-flagged Jin Long.
Tanzania had de-flagged the vessel in June 20162, It also transmitted as another alleged Tanzania-
flagged vessel with an unregistered IMO number (see figure annex 34-4).

Figure Annex 34-4: Un Bong 2 transmitting identifiable fraudulent identifiers, March 2021

15 MARCH 2021 02:19 UTC DPRK-flagged M/V UN BONG 2 Spoofing as Tanzania-flagged “JIN LONG”
Near Ma’an Liedao, Ningbo-Zhoushan Port, China
30:39:55 N 122:46:41 E

Actual Reported AlS
UN BONG 2 JINLONG

HMYC7 51M_738
DPRK Tanzania
Cargo Cargo
8913186 9313186
445192000 677093800
10492 m 105 m
155m 5m

28 MARCH 2021 02:44 UTC DPRK-flagged M/V UN BONG 2 Spoofing as Tanzania-flagged “WAN SAN"
Near Daxizhai Dao, Ningbo-Zhoushan Port, China

30:11:54 N 122:28:12E

28 Mar 2021 11

Actual Reported AIS
UN BONG 2 WAN SAN
HMYC7 DNOR1
DPRK. Tanzania
Cargo Cargo
8913186 9017886
445192000 677002100

10492 m 105 m
155m 5m

Source: ® 2021, DigitalGlobe

Source: Member State

21 IMO website.
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Tanzania informed the Panel that the DPRK vessels Un Bong 2 (IMO: 8913186), formerly sailing
as Jin Long under the Tanzania flag in 2016, had been de-registered on 10 October 2016.
Additionally, Tanzania had never registered any vessels with IMO: 9017886 or IMO: 9313186,
identifiers under which Un Bong 2 was fraudulently transmitting. Tanzania stated “If they were

found flying Tanzania flag, they are flying it illegally” (see figure annex 34-5).

Figure Annex 34-5: Note verbale and extract of attachment from Tanzania on fraudulent

AIS transmissions

154/266

THE UNITED REPFUBLIC OF TANZANIA
PERMANENT MISSION TO THE UNITED NATIONS

Tel: [212) 627-3612
Fax: (212) 6897-3618
E-mail: newyorlsiimje go t=

tanzaniafiun . int

307 East 53rd Street
Suite 500
New Yorle, NY 10022

Ref: No. TZNY/U.10/15 (1)

The Permanent Mission of the United Republic of Tanzania to the United Nations
presents its compliments to the United Nations Security Council Panel of Experts
Established Pursuant to Resclution 1874 (2009%) and has the honour to submit to
the later response from the Government of Tanzania (Zanzibar Maritime Authority),
regarding suspect vessels” on-going broadcast of false AIS information as foreign-
flapped wessels to evade sanctions, raised by the later nots no.
S/AC.49/2021/PE/OC. 241 of 29 June 2021

The Mission has further honour to inform the later that the government deregistered
MV. UN BONG 2, IMO NO. 8913186 on 10™ October 2016. And Tanzania has never
registered IMO Numbers 9017886 and 2313186, If they were found flying Tanzania
flag, they are flying it illegally.

The Permanent Mission of the United Republic of Tanzania to the United Nations
avails iteelf of this opportunity to renew to the United Nations Security Council
Panel of Experts Established Pursuant to Resolution 1574 (2009) the assurances of
its highest consideration.

New York, 21 July 2021
—
ﬁ;"w‘%\

@,

United Nations Security Council Panel of Experts Established Pursuant to
Resclution 1874 (2009),

NEW YORE.
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ZANZIBAR MARITIME AUTHORITY

PHONE NO: +255 24 2236795

FAX NO: +255 024 2236796 P.0. BOX 401
WEBSITE: www,zma.go0.1z ZANZIBAR
E-MAIL: info@zma.go.1z TANZANIA
ZMA/RSZ/150/1/VOL.6/1185 10" October, 2016

STAR MOON SHIPPING CO., LTD.

TRUST COMPANY COMPLEX, AJELTAKE ROAD,
AJELTAKE ISLAND MAJURO,

MARSHALL ISLANDS MH96960

REF: DEREGISTRATION OF JIN LONG
IMO NO. 8913186

Reference is made to the above subject matter.

Having been notified of the United Nations (UN) sanctions slapped
against North Korea, as per United Nations security Council (UNSC)
resolution 2270 (2016), adopted on 02 March, 2016, we are compelled
to act and execute measures to deregister your above mentioned vessel
S0 as to abide by the relevant provisions of the resolution. This is
because the vessel been submitted to our Government as a North Korean
Vessel.

This act on our part is in line with the Government directive, and is in
conformity with UNSC resolution 2270 (2016) operative paragraph 19
which requires member states to deregister and refrain from registering
any vessel that is owned, operated, or crewed by North Korea.

Hence, this is to inform you that our Authority has struck off the vessel
from Tanzania Zanzibar International Register of Shipping, effective from
the date of this letter. This implies that from the effective date the vessel
can no longer legally fly the Tanzania flag in its sailing operation,
whatsoever.

We require you to respect and heed this act.

Source: Member State
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China responded:

(5) 0C.77, 0C.154, 0C.155, 0C.157, 0C.161

According to China’s verification, the vessel Shunkai, together
with most vessels alleged to be delivering coal to China, and vessels
suspected to be delivering refined petroleum products to the DPRK
including Sin Phyong 2, An San 1, Aquamarine, Hai Shun and Xing
Ming Yang 888 have not entered Chinese ports since 2020.

Source: The Panel
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Annex 35a: Gold Star sanctions evasion methods

Panel investigations, publicly available data and Member State information indicated the Gold
Star (IMO: 9146247) engaged in ship-to-ship transfers with DPRK-flagged and DPRK-associated
vessels on multiple occasions in late 2019 and continuing into 2020 when it was sailing as then
Sierra Leone-flagged Silver Star 1 and subsequently as then Cameroon-flagged Gold Star.

According to a media report??, the Gold Star was alleged to have engaged in a ship-to-ship transfer
with the DPRK tanker Yu Son (IMO: 8691702) in June 2020. Panel research based on AIS tracks
from a specialized maritime Al platform into the Gold Star and Yu Son’s May / June 2020 voyages,
along with an analysis into the Gold Star’s ownership and management history, indicated the media
information warranted deeper investigations. A Member State subsequently provided information
of the Gold Star and Yu Son’s May and June 2020 voyage tracks (see figure annex 35a-1).

Figure Annex 35a-1: Ship-to-ship transfer between the Gold Star (IMO: 9146247) and Yu
Son (IMO: 8691702), May / June 2020

- d"‘ - GOLD STAR (IMO 9146247) departed
o o ladiyost 5
Ship-to-Ship (STS) transfer between Cameroon-flagged N 37 || Nakhodka, Russiain late May 2020
GOLD STAR and North Korea-flagged YU SON 9 Nakhodka
Late May 2020 ey
i .Ch'ungpn *
4 | GOLD STAR likely conducted a
| | STS with YU SON in late May
2020
NORTH
North Korea-flagged YU SON KOREA
(IMO 8691702) departed Nampo,
North Korea during the second .W’"sa"
week of May 2020 . % Pyongyang
*Seoul
CHINA
¢ North Korea Tanker Assessed Track
<—— GOLD STAR Assessed Track

22 Pyongyang Papers.
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Viadiyostok

Ship-to-Ship (STS) transfer between Cameroon-flagged

2 .
GOLD STAR and North Korea-flagged YU SON { g COLDTAR (MO TLaend) cemarted
X Vladivostok, Russia in early June 2020
Early June 2020 £ ¥
] [ .Ch'o(Tg]n{ . *

North Korea-flagged YU SON | GOLD STAR likely conducted a

(IMO 8691702) departed | STS with YU SON in early June

Chongjin, North Korea 2020

# during first week of June

2020

NORTH

KOREA

Wonsan
.

Nampo ® Pyongyang

*Seoul

CHINA

North Korea Tanker Assessed Track
<«—— GOLD STAR Assessed Track

Source: Member State

The Member State provided additional information that the vessel had engaged in additional ship-to-
ship transfers with DPRK-flagged tankers on multiple occasions over a period of time from late 2019
and continuing into 2020 when it was sailing as the then Sierra Leone-flagged Silver Star 1 and as the
then-Cameroon-flagged Gold Star (see table annex 35a). According to the Member State, the suspected
transfers with DPRK tankers took place within Chinese territorial waters as well as on the high seas off
the east coast of the DPRK. The Member State further assessed that a DPRK entity, Mulgil Trading
General Corporation, was also directly involved in hiring the Gold Star to engage in the unreported
importation of refined petroleum products to the DPRK.

Table Annex 35a: List of suspected ship-to-ship transfers with DPRK vessels

- Late-November to early December 2019: Silver Star 1 and DPRK tanker Kum Jin Gang
3 (IMO: 8791667)

- Early February 2020: Silver Star 1 and DPRK tanker Pu Ryong (IMO: 8705539)

- Mid-February 2020: Silver Star 1 and DPRK tanker Chil Bo San (IMO: 8711021)

- Mid-February 2020: Silver Star 1 and DPRK tanker Sam Ma 2 (IMO: 8106496)

- Mid-February 2020: Silver Star 1 and DPRK tanker Yu Jong 2 (IMO: 8604917)

- Early April 2020: Silver Star 1 and DPRK tanker Sam Ma 2 (IMO: 8106496)

- Mid-April 2020: Silver Star 1 and DPRK tanker Yu Jong 2 (IMO: 8604917)

- Late May / Early June 2020: Gold Star and DPRK tanker Yu Son (IMO: 8691702)
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Panel investigations conducted into the vessel’s history indicated an earlier connection to DPRK
illicit activities. The Gold Star, sailing as the Sky Ace 1 has been a subject of past Panel report
concerning planned oil transfers between vessels owned or operated by the late Chen Shih-Hsien
and his associated company holdings, and DPRK tankers?. The Yu Son also had a history of
conducting illicit ship-to-ship transfers?,

According to information from a Member State, the Gold Star, sailing as then Sierra-Leone
flagged Silver Star 1, loaded fuel oil from an oil terminal in Yanpu, Hainan Island, and
subsequently conducted two ship-to-ship transfers with the DPRK tanker Kum Jin Gang 3 (IMO:
8791667) in mid-November and in early December 2019. A Chinese entity facilitated the transfer
of fuel oil from the oil terminal to the vessel. AIS transmissions on a maritime tracking platform
confirmed the location of the vessel in November 2019 (see figure annex 35a-2):

Figure Annex 35a-2: Location of Gold Star, then sailing as Silver Star 1, Yangpu, China,
November 2019

Time 21 November 2019 19:55
Speed 1.7 kn

Heading 172

Stralt Passage

B

Hanian Strait, 4 hours

28 © Porzcall
Yangpu, China, 2 days

15 Q@) Lost

13 hours, China

158 Found

China
9@ Lost

Wi 16 hours, China /
3 @ Found /
China

1119 @ «f Destination, ETA change
YANG PU - HONG KONG
21/11/1919:01 5
25/11/1917:00

Sandu

3@ !\ Strait Passage

Hanian Strait, 4 hours

11115 @ A Dark Activity Start Zhonghe
15 days, China

Source: Windward and Google Earth Pro, annotated by the Panel

23 Paragraph 72 and Annexes 22 to 25 of S/2018/171 of 5 March 2018.
24 Paragraph 5 and Figure II of $/2019/691 of 30 August 2019.
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Both vessels did not transmit AIS signal on commercial maritime databases over the investigative
period of interest, with the Kum Jin Gang 3 stopping transmission since April 2019%. The Kum Jin
Gang 3 was the formerly Belize-flagged Wan Heng 11, was designhated on 30 March 2018 for
having itself conducted a ship-to-ship transfer with the DPRK-flagged Rye Song Gang 1 (IMO:
7389704) on 13 February 2018. Maritime tracking platforms showed the Gold Star back at Yangpu
port area in Hainan Island from August to November 2020 (see figure annex 35a-3).

Figure Annex 35a-3: Excerpts from specialized commercial maritime platforms showing the
Gold Star’s (IMO: 9146247) location at Yangpu, Hainan Island, August and September 2020

August 2020

Commercial  J&C Snipoing Co Lid (Hoos.
Manager Koog)

owr A

Destination YANPU CHINA
ETA 10 Sep 2020 20:00

Source: Windward, Planet Labs, and IHS Markit, annotated by the Panel

25 Information as of May 2021.
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Following the Gold Star’s departure from a Ningde port in China in November 2020, AIS tracking
data showed the vessel remaining in Chinese waters until February 2021. According to the Member
State, the vessel, which remained anchored in waters outside Zhanjiang port with limited provisions,
need for medical assistance, and the inability to enter another port, transferred the ship’s operational
control to an unnamed entity in Indonesia. The vessel next appeared in the territorial waters of Timor
Leste in May 2021.

China responded:

(2) OC.75

Gold Star left Yangpu, Hainan in late November 2019, it has not
entered Chinese ports since then. The Chinese side does not have
information regarding the alleged transfer of refined petroleum
products by this vessel.

There is no ports-entry request submitted to Chinese ports by
Ocean Star in November 2020. The port clearance document annexed
to the Panel’s letter is fake. Ocean Star did not enter Chinese ports, and
Gold Star did not enter Chinese ports under fraudulent identity of
Ocean Star.

The Hong Kong SAR company J&C Shipping, mentioned in the
Panel’s letter as the operator of Gold Star, was canceled in March 2021.
There is no record of this company’s import and export trade or its

1

involvement in DPRK-related smuggling activities. China hopes that
the Panel does not readily believe information which is inconsistent
with facts.

The Russian Federation has yet to respond to the Panel’s enquiry.

Timor Leste has yet to respond to the Panel’s enquiry.

21-10945

161/266



S/2021/777

J&C Shipping Co. Ltd

Information available to the Panel indicates that Cheng Bin, a manager at J&C Shipping, was
directly involved in the operation of the Silver Star 1 / Gold Star’s illicit activities, including
directing the off-loading of refined petroleum to the DPRK and / or DPRK-affiliated vessels.
Publicly available information show Cheng Bin appears as Director / Shareholder of a number of
companies incorporated in Hong Kong SAR and in mainland China, such as Qingdao SBS
International Corporation Limited (China) / 75 & 11 2 70 2 A TR A 7).

J&C Shipping has not responded to the Panel’s enquiry.
Mr. Cheng Bin has not responded to the Panel’s enquiry.

Union Bureau of Shipping

The Panel also investigated the entities and individuals that may have facilitated, directly or
indirectly, these illicit refined petroleum transfers. In addition to investigations conducted into
J&C Shipping Co. Ltd, the Panel found a China-based entity, Union Bureau of Shipping (hereafter
“Union Bureau”), had provided services and / or issued certification to the Gold Star. Union
Bureau was also listed on a specialized maritime platform as having provided shipping related
services including: corporate registry services and / or served as a Document of Compliance
holding company for the following de-flagged vessels the Panel had investigated as having
violated operative paragraph 5 of resolution 23972 (see also annex 35b):

Q) Hokong (IMO: 9006758) that delivered refined petroleum products to the DPRK in
2019 and 2020;

(i) Unica (IMO: 8514306) that delivered refined petroleum products to the DPRK in
2019 and 2020;

(iii)  Subblic (IMO: 8126082) that delivered refined petroleum products to the DPRK in
2019 and 2020;

(iv)  Vifine aka Tealway FV (IMO: 9045962) that delivered refined petroleum products to
the DPRK in 2019; and

(V) New Konk (IMO: 9036387) that conducted a ship-to-ship transfer with the Vifine in
2019 and delivered refined petroleum products to the DPRK in 2020.

The Panel continues to await a response from Union Bureau.

Source: The Panel

26.8/2020/151 of 3 March 2020
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Annex 35b: Port Clearance document showing fraudulent identifiers used by Gold
Star, November 2020

E R MU fT AR MW O W GE
No.  200802020037852213

2020-11-30 18:00

| s

Ne. 200802020037852213

PiEAREME

B PR M fTARM W AR W TR
THE PEOPLE'S REPUBLIC OF CHINA PORT CLEARANCE

’U‘?/ZIII- a; 4
& 3] i
Name of Ship OCEAN STAR Nationality Mongolia
i Bk 2020-11-30 16:00
Wi BB A
BATAM
Next Port Time of Departure
O ST R
Issued by: i3
I ] s A e
Date and time:  \2020-11-30 16:00:00 &
..... ] T ¢
#iE
Remarks

[ S 1 S 31 e O U e

This clearance remains valid within 24 hours from the time issued.

2, AibER R
Correction will

render this clearance invalid.

Source: Member State

According to China, this port clearance document is fake. See China’s reply in annex 35a
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Annex 36a: Then Sierra Leone-flagged Ji Yuan’s (aka Chang Long) (IMO: 9044140)
voyages, 2019 to 2021

Panel analysis into AIS tracking information of the Ji Yuan showed the vessel also transmitting
as the Ataizhouxinluo (MMSI: 300800121). The Ji Yuan, transmitting as the Ataizhouxinluo,
could be tracked much further sailing towards the DPRK. The vessel last transmitted an AIS
signal in February 2021 near Kaohsiung port?’.

Tracking data of the Ji Yuan on a specialized commercial maritime database platform showed
the vessel exhibited instances of transmitting as another vessel since 2019 through at least 2020,
suggesting the possibility of a second transponder carried on board. When the Ataizhouxinluo’s
AIS signal was captured in DPRK waters around 30 September 2019 (EST), an AIS signal jump
of the vessel back Southwest around 26 September 2019 after the vessel beginning to sail
Northeast indicates another vessel, possibly the original Ataizhouxinluo operating locally in the
Chengjiagang port area, China, that also transmitted the same MMSI. This could indicate a
spoofing technique to further obfuscate AIS profiles.

The following are sample instances of a highly likely fraudulent transmission on the MMSI:
300800121, sailing alternatingly as Ataizhouxinluo or as Guanyunyu60203.

Figure Annex 36a-1: Ji Yuan and Ataizhouxinluo in the Hong Kong port area showing
similar AIS voyage information, September 2019

ATAIZHOUXINLUO S T — m—
o ’ Tsuen Wan

JI YUAN ATAIZHOUXINLUO
Time 16 September 2019 20:05 Time 16 September 2019 20:05
Speed 6.2 kn Speed 6.1 kn
Heaang 084 Heading 081
Navigation Status At Anchor Navigation Status Unknown
LatLong 22.305, 114.078 LatiLong 22.305, 114.077

/

Source: Windward, annotated by the Panel

27 As of May 2021.
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Figure Annex 36a-2: ‘Meeting’ between Ji Yuan and Ataizhouxinluo but showing same AIS
tracks during the voyage, September 2019

ATAIZHOUXINLUO

With: ATAIZHOUXINLLO

Cargo)
China, 17 hours
g -l ( Mey LR
g kT4 o A
e LAl L Wiweyt A
ot ign siets Gl g o
Class Coge Class Corge B —_ -
Sebclan Carcare: roune  Sebclans wa
Lemgih 107 - Lemgeh N mean "
Commerciol Lot rpprgitll Commarcisl ’
Masager el Srwanr Manager 7
Ll R owt WA 7
Dectastion Tl O Desmmation '+ l'
AT 36 Sop 1009 2400 AL 2
Beal sl P s /,
Norigatinn Sonms 1 45 v I Mevgenan Seetes oo

g o TF e XU AN Ae o 1Y Sy 09T DALY

Source: Windward, annotated by the Panel
Figure Annex 36a-3: Voyage route of Ji Yuan / Ataizhouxinluo in November 2019 showing

positional jumps
Example of positional jumps indicate two vessels are operating on the Ataizhouxinluo MMSI

Yellow
Sea

Source: Windward, annotated by the Panel
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Figure Annex 36a-4: Ji Yuan was shown on AlS tracking database in July 2020 at
Hong Kong port area

” i, q T P

B T -

GUANYUNYUS3203
19 July 2020 04:18
A Do ey Ty
Wieor e []name changed: trom GUANYUNYU0203 to ATAIZHOUXINLUO

Low resolution satellite imagery showing that the Ji Yuan ‘meeting’ with dtaizhouxinluo (which
changed its name to Guanyunyu60203) 1s just one vessel.

J| YUAN GUANYUNYUG0203 Gwmm
02 July 2020 20:44
muam changed: from ATAIZHOUXINLUO to G

Ay oF: 14 08 2000 0631

M e acnes
-

Source: Windward, Planet Labs, annotated by the Panel
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The Panel also sought assistance from the United Kingdom, Sierra Leone, Mongolia and related
entities concerning the vessel and its cargo.

Sierra Leone provided the requested documentation to the Panel including shipping documentation
(see annex 36b). The Ji Yuan was ex-officio cancelled and deleted from the Sierra Leone ship
registry on 3 April 2020, with the included reason of the vessel’s engagement with activities
prohibited by Security Council resolutions related to the DPRK (see annex 36¢).

Mongolia provided information and documentation on the Ji Yuan (aka Chang Long) (see
annexes 36d — 36g) and confirmed the vessel’s de-registration on 14 June 2021.

The United Kingdom responded that it was following up on the requested information into the
relevant companies and would revert with more details in due course.

Source: The Panel
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Annex 36b: Sample of shipping documentation of the Document of Compliance holding company

for Ji Yuan
JY - 00047

SHORT TERM
DOCUMENT OF COMPLIANCE
Issued under the provisions of the

International Convention for the Safety of
Life at Sea, 1974, as amended,

Under the Authority of Government of the
REPUBLIC OF SIERRA LEONE

by
UNION BUREAU OF SHIPPING

Name of the Company : JIYUAN SHIPFING LTD

Address of the Company : UNIT G25 WATERFRONT STUDIOS,

1 DOCK ROAD, E16 1AH LONDON, UNITED

KINGDOM OF GREAT BRITAIN AND NORTHERN LRELAND

Company Identification Number 6115715

THIS IS TO CERTIFY THAT the safety management system of the Company has been
audited and that it complies with the requirements of the International Management Code for
the Safe Operation of Ships and for Pollution Frevention (ISM Code} for the types of ships
listed below (delete as appropriate):

Bafrongoeship

egesapser gk —spaadetnfr

Garge-gh-spead-crafl

bt HERMHE
Mobilo-oft el i
Other cargo ship

This Short Term Deocument of Compliance remains in force until the Full Term Document of
Compliance has been delivered on board, but not later than 24 April 2020 .

Issued at DALTAN, CHINA on

UNION BUREAU OF SHIPPING

Source: Member State
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Annex 36¢: De-registration certificate of Ji Yuan, 3 April 2020

REPUBLIC OF SIERRA LEONE

CERTIFICATE OF DE-REGISTRATION
REMOVAL FROM REGISTER

tssued 0 accordance wih the Swma Leone Merchan! Shipping At of 2003,

Part W, Section 20 & 21
Cerfificale No.
VHQ-200-20-08T8
Nomw of Vessel Offical Na
J YUAN SLR10309
Cal Sign Port of Registry MO No.
SLU 2402 FREETOWN 044140
Gross
Type of
MMSI No ype of Vessel Tonnsge
667 001 600 Centainer Shp s
Owner's Name and Address mo-umo
JIYUAN SHIPPING LTD., UNIT G25 WATERFRONT STUDIOS, 1 DOCK ROAD, £16 1AM, LONDON, United Kingdom of Great 8115715
Britain and Northern kreland
1. the undersgned, hereby certily that
1. The regesisabion of Be vossel described above 3 Siemra Leonean ship was lerminated and on the dale grven below and an ealry was made i the
meichan! ship Regster Lo Bes effect.

2 At e lime of doogstralion the lollowing pariiculars of encumbrances and rights were regislosed on Be vessel

The vessel has oulstanding dues 10 the register of Slerra Laone.

3. Tha reason for de-regsiration of 1ha vessel 15

Other: Engaged in actvites probibited by UNSC resolutions related to the DPRK

Place and Dale of issuance
Freetown, Slerra Lecne on 03 Aprll 2020 of 12:26 UTC

This Is an tlecironically geserated certificate, It has been digally digted and slamped.
Rafaslla Christofl - Assistant Registrar

To Whem I! may Concern: Authentioty of #2s certificate can be verifiad ivough the Flag Admisistalion’s websde al www.sinarad com dased on e Conlicale
Nurrber of by costazing directly e Flag Adminisk:ation fvough the contact delalls ot the bomiom of the cerdicate.

Source: Member State
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Annex 36d: Bill of Sale of vessel Ji Yuan (IMO: 9044140), 26 July 2019
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*Note: The Panel holds the notarized document for the Bill of Sale.

Source: Member State
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Annex 36e: Bill of Sale of vessel Ji Yuan (IMO: 9044140), 15 August 2019
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*Note: The Panel holds the notarized document for the Bill of Sale.

Source: Member State
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Annex 36f: De-registration and Statement of Withdrawal of Certificates of

Chang Long (fka Ji Yuan)

Statement For Withdraw the Statutory Certificates

To whom it may concern,

This is to declare that:All the following statutory certificates of M/V CHANG LONG (IM0O9044140)
issued by this RO International Manne Survey Association under the Authonty of the Government of
Mongolia have been withdrawn duc to she was de-registration by MSR on 14 June 2021 And this RO
will not be responsible for the ship’s condition covered by following certificates from the date of issuing
this statement

1
2

Inteational tonnage certificate (ITC) IM-20-01-222

Cargo ship safety construction certificate (CSSC) IM-20-01-223

Cargo ship safety equipment certificate (CSSE) IM-20-01-224

Cargo ship safety radio ceruficate (CSSR) IM-20-01-225

Intemational load line certificate (ILLC) IM-20-01-226

Intemational oil pollution prevention certificate (IOPP) IM-20-01-227
Intemational air pollution prevention certificate (IAPP) IM-20-01-228
Interational sewage pollution prevention certificate (ISPP) IM-20-01-229
Intemational energy efficiency certificate (IEEC) IM-20-01-230
International ballast water management certificate (IBWMC) IM-20-01-231
Intemnational anti-fouling svstem certificate (AFS) IM-20-01-232

Safe management certificate (SMC) IM-20-01-235

. International ship security ceruficate (ISSC) IM-20-01-236

Man MLC) IM-20-01-237

Source: Member State
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Annex 36g: Mongolia Ship Circular

MONGOLIA SHIP REGISTRY
MONGOLIA MARITIME ADMINISTRATION

Circular No. 03-19
03 May 2019

TO: SHIP-OWNERS/ OPERATORS MANAGERS, AND INDIVIDUALS
SUBJECT: REGISTRATION AND DE-REGISTRATION PROCEDURE

PURPOSE

This Maritime Circular is to provide guidelines for the registration and cancellation of vessels who is
presumable to breach a Mongolia laws and UN Sanctions.

REGISTRATION AND APPLICATION

1. The Mongoka registrar will check the vessels background and previous history.

2. The Shipowners and the managers must submit all the documents required by
Mongolia Ship registry.

3. Mongolia Ship Registry has right to reject the vessel's application if consider as
suspicious.

4. Mongolia Ship Registry has right to require “Letter of Undertaking” additionally
from owner ( The letter sample enclosed in Annex 1)

DE-REGISTRATION AND CANCELLATION OF CERTIFICATES
The Mongolia Ship Registry has right to cancel the vessels’ registration in such cases:

Violation of Mongolia Laws and Regulations
Violation of UN and EU sanctions.

Violation of MLC and its requirements
Transportation of prohibited and banned cargoes.
High number of PSC detentions

OEWN -

This circular will enter into effect as of 01% June 2019,

For any inquiries, please contact us.

Mongolia Ship Registry

Source: Member State

21-10945 173/266



S/2021/777

Annex 37a: Wol Bong San (fka Xin Hai) (IMO: 7636638)

The unknown-flagged tanker Xin Hai (IMO: 7636638) came under the DPRK fleet and was renamed
Wol Bong San in March 2020. The vessel’s history is indicative of other vessels the Panel investigated
that transitioned to become DPRK-flagged. Indicators included: not updating ownership information
and DPRK-associated ties in the vessels’ management history.

The Xin Hai was formerly Sierra Leone-flagged from October 2017 to November 2019. The vessel was
de-registered with the provided reason to the ship registry that it was “sold and transferred” (see annex
37b). However, maritime databases have not registered an updated sale nor new flag registry since then
till the vessel was flagged under the DPRK and renamed Wol Bong San, in March 2020%. A satellite
imagery captured showed the Xin Hai docked at Nampo, DPRK, in November 2020 (figure annex 37a).
The vessel has not transmitted an AIS signal since October 2019%,

Figure Annex 37a: Xin Hai (nka as Wol Bong San), Nampo, DPRK, 10 November 2020
M/V XIN HAI Docked at Nampo

Nampo, North Korea
38:42:56 N 125:22:07E

MP828796

Source: Member State

28 The information was updated some time in 2021, with its DPRK -flagged status backdated to
March 2020.
2% Windward.
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The Xin Hai’s registered owner, BVI-registered Zong Heng Ltd, listed Baili Shipping & Trading
Ltd (hereafter “Baili Shipping™)*’, a Hong Kong incorporated entity®! that also served as the vessel’s
manager and operator, as its care of address. Baili Shipping, however, according to Hong Kong
corporate registry records, was dissolved in March 2018, indicating that the vessel ownership was
not updated with the IMO. This is consistent with the Panel’s past reporting of vessels that had
conducted sanctionable activity that continued to list former owners or managers as an added layer
of obfuscation, while conducting sanctions evasion activities.

The Panel notes that the facilitators behind entities that operate suspect vessels that have gone on to
the flagged under the DPRK have links with other vessels that are DPRK-linked.

For instance, information provided to the Panel by an entity associated with the designated vessel
Yuk Tung (IM0O:9030891) lists the Ocean Explorer (IMO: 9388792) has having conduced a ship-to-
ship transfer on 28 October 2018 with the Xin Hai. The Ocean Explorer conducted a ship-to-ship
transfer with the Yuk Tung sailing as “Maika” a day later on 29 October 2019%,

Baili Shipping’s sole Director and shareholder lists a Chinese national named Zhang Qiao. The Panel
listed Zhang Qiao as associated with the designated Jie Shun (IMO: 8518780), a vessel that was
interdicted in 2019 while sailing enroute from the DPRK towards the Suez Canal, transporting
DPRK ammunition and iron ore on board*:.

Baili Shipping was also listed as the Document of Compliance holder for the then Mongolia-flagged
Tian Tong (IMO: 8712348) from January 2016 to November 2017 prior to the vessel being re-
flagged under the DPRK. It served in a similar capacity with other DPRK vessels prior to their
coming under the DPRK fleet, including DPRK-flagged: Myong Sin (IMO: 9045182) and Ever
Glory (IMO: 8909915) that were mentioned in Panel reports exporting DPRK-origin coal.

Source: The Panel

N FHRRIE S B IRAE]

31 Room 2105, DL 1374, Trend Center, 29-31, Cheung Lee Street, Chai Wan, Hong Kong, China.
32.8/2019/171

33.8/2017/150.
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Annex 37b: Certificate of De-Registration, Xin Hai (IMO: 7636638)

REPUBLIC OF SIERRA LEONE

CERTIFICATE OF DE-REGISTRATION
REMOVAL FROM REGISTER

2 Issued in 3ccordance with the Siema Lecne Merchant Shipping Act of 2003,
Part I, Secson 20 & 21

Cenficate No.
VHO-200-18-2040
Name of Vessel Offical No.
XIN HAI SLR10485
Call Sign Port of Registry IMO No.
LU 2498 FREETOWN 7836838
MMSI No Type of Vessel Gross Tornoge
837 001 685 OIL TANKER 5105
Owner's Name and Address Owrar's IMO No
ZONG HENG LIMITED, Vistra Corporate Servicss Centre, Wickhams Cay ll, Road Town, Tortola, VG1110, Virgin lslands 011241

(Britizh)

[, the undersigned, hersby certify that

1. The registration of e vessel descrived above 35 Sierra Leonean ship was terminated and on the date gven below and an ertry was made in he
merchant ship Register 1o this effect.

2. At the time of deregistration e Rllowing parsculars of encumirances and rights were registered on hie vesse:

The vessel is free from all registersd Encumbrances and Mortgages on the register of Sierra Leone,

3. The reason for de-registration of he vessel s

Sold and transferred:

Place ard Date of issuance
Frestown, Sierra Leons on 13 November 2012 3t 08:53 UTC

SEAMARAD

Thiz iz 3n elecronically g d certifcate. & has been Ggitally signed and stamped

To Whom it may Concem: Aumhenticity of this certificass can be verfied through the Flag AdMINSIaton's WEDSAE 3t www SImarac com Dased on the Centficate
Number or by contacting directly the Flag Aaministration Twough the contact details at he botiom of e certificae.

infof@simarad.com www.simarad com

VHO-200-15-2345 Page 101

Source: The Panel
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Annex 38a: Sin Phyong 5 (fka Woo Jeong) (IMO: 8865121)

The Woo Jeong was ROK-flagged from May 2010 to September 2019**. Sometime in 2021, the
vessel was updated as DPRK-flagged. The Woo Jeong last transmitted an AIS signal around 27
July 2019 (EST) off Shidao, China (see figure annex 38a). Prior to this, the vessel sailed a
domestic route. ROK authorities confirmed the dates the vessel sailed under its ship registry and
provided documentation on the vessel.

Figure Annex 38a: Excerpt from a specialized maritime database platform showing voyage
details of the Woo Jeong, July 2019

Y, WOOJEONG

= M137
Acsnicy Timwhen | Alerts and Bk
ety
999+ |[2]999+
Port Calte Mopormd
Voyage Desaiy

Flag o South Xorea
Mo 8888121
MMSH 220100730
Call sign DsFG3 NECREng
Class Tanker Q)]
Subclass Ol Produces Tanker hatyartg © ‘Lost ransmission @) ‘Found” transmission
Length 89 meters \ 24 July 2019 1236 27 July 2019 01:49
Commerclal  fores Myongr Tiadog S A Speed 1.4 kn Speed 0 kn
Manager Co (orth Koraa) \ Heading 215 Heading 247
owr 3205 ters \
\
Destination BUSAN Yello ,.\\
E£TA 11 Jun 2015 0&:00 L8N
s n:; . WOOJEONG
". : \\ Time 17 July 2019 22:36
Nn-.nfen Status Vjanmay Saling \ Spead 0.5 kn
Axofi 10 G211 \ Heading 047
"1 Navigation Status Underway Sailing
q. Parh sctnives /

Source: Windward, annotated by the Panel

34 Member State.
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Maritime database information> listed the vessel was owned and operated by the ROK-
incorporated Young Sung Global Co Ltd (hereafter “Young Sung Global”) from June 2012 until
July 2019. In October 2020, the vessel was reported to have come under the DPRK ownership of
Korea Myongryu Trading Co.

According to Young Sung Global, it signed a ship brokerage agreement on 1 July 2019 with a
Busan-based ship brokering entity that “carried out the overseas sale of Woo Jung [sic]”. A
Chinese broker for the buyer was identified via a Seoul-based ship brokering entity. The buyer
was seeking to purchase the vessel “where fast delivery was possible”. A Memorandum of
Agreement for the ship sale (see annex 38b) was signed on 8 July 2019, with the transfer of the
vessel to the buyer, Deepika Shipping and Trading Ltd, within the same month (see annex 38c).
Young Sung Global provided other documentation related to the vessel’s sale.

Investigations continue.

Source: The Panel

35 Ibid.
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Annex 38b: Excerpts : Addendum to the Memorandum of Agreement of sale for
Woo Jeong

Addendum No. 1
to the MOA dated 8% July 2019
made between

JY SHP €O, LTD
on behalf of the Owners (YOUNG SUNG GLOBAL CO,, LTD)
(as Sellers)

And

DEEPIKA SHIPPING AND TRADING LTD or their nomines
(as Buyers)

for MT “WOO0 JEONG" (The “Vesseal")

It is hereby mutually agreed by the Sellers and the Buyers that:

A} In exchange for payment of the Purchase Price, the Sellers shall fumish the
Buyers with the following documents:

1. (1) One onginal notarzed Bill of Sala, { Farm Ma. 10A) in faver of the Buyers cedifying
that the vessel is free from all encumbrances, morgages, maritime Bens, taxes andior
any other debt or claims whatsosver duly signed by the direcior or the Sellers or their
duly appeinted Attormey and dated. The full name and cesignation of tha signatory to the
Bl of Sale to be clearly specified on the Bill of Sale

2. Qriginal Transcript of Reqgistry issued by Korean Ship Registry stating that the vessel's
register |5 free from registered encumbrances, mortgages. This cerificale must not be
dated more than 3 working days prior to Sellers tendering the Notice of Readiness and
must nol  reference  any morigages, mariime  Bens, debts, taxes, financia
liabiltiesfobligations whatsoever on the vessel (If its mot in English, the Englsh
translation to be notarized). The Sellers and Buyers agread that the Sellers provide the

“Real Estate Register in Korean language + transiated in Englsh which.should ba duly
notarized.

3, Minutes of the Resolutions of the Board ol Directors of the Sellers signed by the
Directors of the Sallers resalving the sale of the Vessel in accordance with the terms and
conditions of the MOWA, approving same and appointing/authorizing the Aftormey(s)-in-
Fact to, inter alia, execute and deliver the Bill of Sale, the Protocol of Delivery and
Acceplance and any other documents required for the legal and physical delivery of the
Vessal, and to agree on the quantity of the remaining bunkers, unused lubricating cils

1
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2. Original Power of Attorney authorizing person to execute the MOA and its Addenda. to
execute the delivery documents. To execute the “Protocol of Delivery and Acceptance™ with

the Sellers, authorize representatives and to complete all formalties of the documentary

closing of the vessel for and on behaif of the Buyers

C). Documents to be executed by Sellers and Buyers:

1. Protocol of Delivery and Acceptance to be executed in 3 original coples by Sellers and

Buyers authorized representatives at the place of closing and the place of physical delivery

tating the date, ime and place of the physical delivery of the Vessel

This addendum No.1 to be deemed as an integrated part of the MOA.

For and on behalf of Buyers

Name

Tite: bb

For and on behalf of Sellers

Feor and on bebalf of

Deepika Shipping & d \Trading L1d

sed Sigrerercin)

ther:

Name

Title
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Addendum No. 2

Vessel. MT “WOO JEONG" (IMO No.8865121) (hereinafter called the “Vessel")
Sellers: JY SNP CO,, LTD

Buyers: DEEPIKA SHIPPING AND TRADING LTD

New Buyers : ZHANG RUSHENG

With reference to the Memorandum of Agreement made on 8" July 2019 by and between
the Sellers and the Buyers on the sale of the Vessel (the MOA), it is mutually agreed by both parties
as follows:-

DEEPI IPPI ND TRADI hereby nominate ZHANG RUSHENG, PASSPORT

NO. E38277026 as Buyers of the Vessel and JY SNP CO., LTD acknowledge this nomination
which is accepted by the Nominee

1) The Nominee's performance of the MOA is fully guaranteed by KA _SHIPPI
TRADING LTD

All other terms, conditions and exceptions of the MOA, Addendum No.1 shall remain unchanged
and effective in full force

IN WITNESS WHEREOF, the parties hereto have signed and executed this Addendum No2 in
duplicate this 10th day of July, 2018

For JY SNP CO., LTD For DEEPIKA SHIPPING AND TRADING
LTD For and on beholf of
Deepika Shipping and Trading Ltd

Name

srized Signoture(s)
Title : Attorney ~ In - Fact »-‘*’53 Title : Representative

For ZHANG RUSHENG

Name
Titie : Director

Source: The Panel
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Annex 38c: Export Declaration Certificate
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Annex 39: Tae Phyong 2 (fka Ming Zhou 6) (IMO number: 8602763)

Updated information confirmed the Ming Zhou 6 was acquired by the DPRK and re-named Tae
Phyong 2 in July 2020. Since then, a Member State reported the Tae Phyong 2 had returned to
deliver DPRK-origin coal in Ningbo-Zhoushan waters and proceeded to load bagged cargo of
unknown origin at Longkou port, China. China informed the Panel that ““ ... Tae Phyong 2 entered
Longkou port empty-loaded, and sailed to Nampo port after loading the fertilizers and pesticides”.

The Panel reported that the DPRK was suspected to have acquired the formerly China-flagged vessel
Ming Zhou 6 through a joint venture between China and DPRK entities set up to transfer the vessel
(IMO: 8602763)%. Publicly available information reported the vessel sold around May 2019 for
demolition by its owner and operator, Ningbo Marine Co. Ltd. (hereafter, Ningbo Marine). According
to a commercial maritime database, the Ming Zhou 6 was then recorded as ‘broken up’¥'.

The vessel was reported sold with a ‘scrap ship sale contract’®® and a May 2019 delivery at
Wenzhou Anchorage to Chinese national: Su Jianpo®. Two other individuals Chen Jinbao and
Weng Mingguo were also reported by the Member State to have been directly involved in the
delivery of Ming Zhou 6 to the DPRK. Information provided by a Member State indicates that
the DPRK acquired the vessel by late May 2020 following a joint venture agreement the DPRK-
based Jinmyong Trading Corporation (hereafter “Jinmyong Trading”) and the China-based
Dandong Economic Cooperation Border Maritime Processing Company in November 2019, with
Jinmyong Trading acquiring the Ming Zhou 6 by late May 2020. A second DPRK-based company,
Mulgil Trading General Corporation, which has overseas offices in Dandong, China according to
the same Member State, helped to facilitate the acquisition.

A specialized maritime Al platform showed the Ming Zhou 6 with an AIS transmission in May
2019 in Wenzhou, Zhejiang Province before ceasing transmission. A vessel transmitting its
identification with the IMO number 8602763 and with the registered owner given as Ningbo
Marine was recorded on the same commercial maritime database transmitting AIS on 1 October
2019 (EST) off Pingtan Island, Fujian Province.

China replied that the Ming Zhou 6°s registration was cancelled in May 2019, with no records of
the vessel entering or leaving Chinese ports. The vessel is one of the largest acquired cargo vessels.
The vessel was captured on satellite imagery laden with DPRK-origin coal at Nampo in July 2020
(see figure annex 39-1). In March 2021, the vessel was recorded loading bagged cargo of unknown
origin at Longkou port, China (see figure annex 39-2).

36 Paragraph 71-72, S/2021/211.
37 THS Markit
38 Source: http://nbmc.com.cn/download.jsp?id=832
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Figure Annex 39-1: Storyboard of Ming Zhou 6 ending up in the DPRK, 2019-2020

l M/V MING ZHOU 6 (IMO: 8602763) Laden with North Korean Coal in July 2020 I

NORTH
KOREA

CHINA

M/V MING ZHOU 6 arrived at the Taedong River anchorage, North Korea, by 29
May 2020. The vessel entered the river and berthed at Nampo Port by S July,
where it loaded coal, The vessel departed the coal quay on 11 July carrying a full
load of coal

| On 1 October 2019, M/V MING ZHOU 6 ceased reporting
positional updates and changed its status from “"underway”
to “at anchor.” M/V MING ZHOU 6's last reported position M/VMING ZHOU 6 TIMELINE

was 2525N 11941E at 06:53 UTC on 1 October 2019 9
Sutetccechduaciind el MAY 2019 OCT 2019 JuLy 2020
l M/ MING ZHOU 6 M/V MING ZHOU 6 M/V MING ZHOU 6

loaded North
Korean coal

was sold for ceased reporting
demolition positional updates

@ M/V MING ZHOU 6 Positions

Source: Member State

Figure Annex 39-2: Tae P(h)yong 2 (fka Ming Zhou 6) loading bagged cargo of unknown
origin, Longkou, China, March 2021
[~ s marchzoz1 | DPRK-flagged M/V TAE PHYONG 2 (IMO: 8602763) Loading Bagged Cargo

~/ ’ Longkou Port, China
: 37:39:52 N 120:18:29E

LT 796691

Source: Member State
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Figure Annex 39-3: Tae P(h)yong 2 (fka Ming Zhou 6) voyage, March 2021

TAE PYONG 2
18 May 2021 16:20
<« Destination changed: from NAMPHO to HAEJU

fone
Seo

— "“
4
== b
~
S 2 /
S~ /
A /
) \ y
/
g . i/
O8RAE
gdu
Halyang
q

A\, 'Dark activity start’ A\ 'Dark activity end
Jrzdso 05 February 2021 06:38 04 March 2021 00:34
Speed 8.4 kn Speed 10.3 kn

g Heading 241 Heading 348

TAE PYONG 2
Time 06 March 2021 20:31
Speed 0.2 kn

Heading 039

Navigation Status At Anchor
Lat/Long 37.664, 120.309

Source: Windward, Planet Labs, annotated by the Panel

Note: Inset imagery is for location purpose and not reflective of the actual date of capture per the
AIS transmission overlay.
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Annex 40: Enterprise (IMO: 9153331)

The DPRK-associated Enterprise has continued to sail and export DPRK-origin coal despite it
being suspended from the Togo ship registry since June 2020%°. In 2021, the Enterprise returned
to Ningbo-Zhoushan waters (see figures annex 40-1 and 40-2).

Figure Annex 40-1: Enterprise alongside other DPRK vessels, Ningbo-Zhoushan, China, 25
March 2021

DPRK-associated Vessels at Anchor with North Korea-origin Coal
Near Maji Shan, Ningbo-Zhoushan Port, China
30:38:29 N 122:32:16 E

DPRK-flagged MYONG SA SIM NI
(IMO: 2010058)

DPRK-flagged MIN HAE
(IMO: 8672807) . e :
o
(u]

DPRK-flagged KWANG MYONG
(IMO: 8856062)

’@ )
oy, 4

DPRK-associated ENTERPRISE
(IMO: 9153331)
s l/ \)_7
A i\ L———J'p,
o

DPRK-flagged SU RI BONG
(IMO: 8605727)
P , ORERE N RS

B Coal in hold

Source: © 2021, DigitalGlobe

Source: Member State

40°8/2021/211.
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Figure Annex 40-2: Enterprise alongside other DPRK vessels, Ningbo-Zhoushan, China, 5 April 2021

Positions of DPRK-flagged and DPRK iated Coal Vi I
Ningbo-Zhoushan Port, China
5 April 2021

AT KUM JIN GANG &5 | &5 TO MYONG
&5 MYONG SA SIM NI = unBONG2 &5« UNBONG 1
HORIZO R & | &5k NAM DAE CHON
JA NAM SAN & | i NEW DAWN
KWANG MYONG & -
ZAI ZHOU 1

JINAM SAN &% | & PUK DAE BONG
PUUN & | @& SURI BONG

“HWA SONG

., KOSAN
—

CHANG PHYONG &k | &3 PHYONG AN
JANG UN & | &iide RA SON 6

a5 B Maj Shan Zhoushan
CHINA S DIONG S S} O WA SOR'T Vessel Traffic Service

DPRK-associated vessel

EE

DPRK-flagged vessel
GRAND HOPE .0

e
JINLONG 1

Source: Member State

Panel investigations show a connection between the owners and operators of the Enterprise with
those of the designated Jie Shun (IMO: 8518780).%

Networks

The Panel reported that about four months prior to the Enterprise’s arrival at Nampo, DPRK, the
vessel’s ownership and management was transferred to entities with listed addresses in China. Tali
Yuan Shipping Co Ltd (hereafter “Tai Yuan”) was recorded as the vessel’s group owner since June
2019, with the vessel’s registered owner as Blue Sky Shipping Co Ltd (hereafter “Blue Sky”). Blue
Sky is listed in the care of Dalian Taiyuan International Shipping Agency Co Ltd (hereafter “Dalian
Taiyuan”)*2. Dalian Taiyuan, the vessel’s operator and manager since June 2019, lists an address
in Dalian, Liaoning Province®.

41 Vessel was designated in October 2017.

42 IMO website.

43 Room 2112B , World Trade Center, 25 Tongxing Jie, Zhongshan Qu, Dalian, Liaoning, 116001,
China.
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Shipping records obtained by the Panel show the managers of Enterprise as Dalian Taiyuan with
a different address: #32, Wuwu Road, Zhongshan District, in Dalian (see figure annex 40-3). This
address has the same co-located building address as VVast Win Trading Limited, the former owner
of the designated Jie Shun. The Enterprise’s former owner and operator when it was sailing as
Blue Sky, Jitsu Limited, also lists the same associated address (see figure annex 40-4), indicating
a continued management association despite a change in the names of the entities. Sale
documentation of Blue Sky when it was purchased by Jitsu Limited, lists a Gu Min as the Jitsu
Limited’s sole Director (see figure annex 40-5). A “Ms Gu Min” was listed by the Panel has the
Director of Bene Star, along with Mr Pan Wei Chao, Director of Pantech Shipping Ltd.; and Mr
Li Qi, vice-president of Dalian Shenghao International Trade Ltd, as involved in the export of coal

and iron ore from the DPRK*. Investigations continue.

Figure Annex 40-3: Last listed operator of Enterprise Dalian Taiyuan International Shipping
Agency Co Ltd’s address

REPUBLIQUE TOGOLAISEF i ¥ FTOGOLESE MARITIME AUTHORITY
TRAVALL LIBERTE PATRIF o INTERNATIONAL SHIP REGISTRY

PFPROVISIONAIL MINIMUM SAFEF MANNING CERTIFICATE

Certificate Number: TG/MSM/139-38512/134FE

TYPE OF SHIP GENERAL CARGO OFFICIAL NUMBER TG-01241L
IMO NUMBER 9153331 CALL SIGN SVFX&
NAME OF SHw GROSS TONNAGE MAIN ENGINE'S PROPULSION

ENTERPRISE

g Into accournt any sp. c
DECK AND ENGINE MANNING

7 STCW [ stcw |
[ GRADE / CAPACITY REG NR. GRADE / CAPACITY REG. NR
| Master 2 1 Chief Engineer 3 1 =
[ 1 r [IE = 1
[TE EED W/ 1
iia =2 i
Vs
Deck Ralmg;?{l VI ‘ 1 Engine Rating(s) watch or | 11114 or 1
= ____| Able Seafarer Engine s
| Electro —Technical Rasing | W7 | 1 |
| | Engine Rating(s) an | 1 1

1. A minimum of Two (2) Watch keeping deck Officers or one dedicated radio Officer are required to have the
appropriate GMDSS Radio operator certificate, General or Restricted, depending upon the ship’s intended
Area of Operation.

2. Trading area : UNRESTRICTED VOYAGE

3. Periodically unattended machinery space (Yes / No): No

4. Operating Company: DALIAN TAIYUAN INT'L SHIPPING AGENCY CO., LTD.

5. ADDRESS: ROOM 409, ANDA BUSINESS BUILDING, NO.32 WUWU ROAD, HAIJUN SQUARE STREET,
ZHONGSHAN DISTRICT, DALIAN CITY, LIAONING PROVINCE, CHINA

Deputy Registrar

Source: Member State

44 Paragraphs 66-69 and Annex 7, S/2017/150.
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Figure Annex 40-4: Former owner and operator of Enterprise (sailing as Blue Sky), Jitsu
Ltd, with a co-located building address with last listed operator of Enterprise, Dalian
Taiyuan International Shipping Agency Co Ltd

o~

REPUBLIQUE TOGOLAISE TOGOLESE MARITIME AUTHORITY
TRAVAIL - LIBERTE - PATRIE INTERNATIONAL SIHIP REGISTRY
FORM 1
CONTINUOUS SYNOPSIS RECORD (CSR)

DOCUMENT NUMBER 08 FOR THE SHIP WITH IMO NUMBER: 9153331
Dates should be in format yyyy/mm/dd

Information
1 YM‘ document applies from (date): 201./)UL_V/ 20
2 Flagsate: __| REPUBLIC OF TOGO
"3 Date of Registration with the State 2018/JUNE/20 ==
| indicated in 2: —
.4  Name of Ship: BLUE SKY
5 Port of nqmrabon LOME
6 Name of current registered owner(s): JISU LIMITED (100%)
Registered address(es): UNIT S, 27/F,,RICHMOND COMM.BLDG,,109
‘ = ARGYLE STREET,MONGKOK, KOWLOON,HONG KONG |
| Registored owner Identification Numb 5968851
| If applicable, name of current registered
bareboat chatterer(s): N/A
Registered address(es): e
9 | Name of Company (International Safety | JISU LIMITED
Managemaent):
Registered address (es): UNIT 5, 27/F, ,RICHMOND COMM. BLDG., 109
ARGYLE STREET MONGKOK KOWLOON, HONG KONG
Address(es) of its safety management #32 WUWU ROAD , ZHONGSHAN
activities: | DISTRICT,DALIAN,CHINA
10 | Company Identification Number _ 5968851
11 | Name of all Classification Societies with UNIVERSAL MARITIME BUREAU CO.,LTD.
which the ship is cl d
12 | Administration/Government/Recognized UNIVERSAL MARITIME BUREAU CO.,LTD.

Organization which issued Document of
Compliance:
Body which carried out audit (if different): | N
13 Administration/Government/Recognized UNIVERSAL MARITIME BUREAU CO,,LTD,
Organization which issued Safety
Management Certificate:
| Body which carried out audit (if different):
14 Admmutnllonlcov'fmﬂ'tlﬁewgnlzed UNIVERSAL MARITIME BUREAU CO.LTD,
Organization which & d Inter
Ship Security Certificate:
Body which carried out verification (if |
| different):
15 Date on which the ship ceased to be N/A
| registered with the State indicated in 2: L=
16  Remarks e N/A
THIS IS TO CERTIFY THAT this record is correct in all respects

Issued by the Ship Registrar of the Togolese Directorate of Maritime Affairs

Date of issue: 2018/JULY/20

This document was redelved by the ship and attached to'the ship’s CSR file on the following date
Date Signature N

Source: Member State
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Figure Annex 40-5: Documentation of Jitsu Limited’s purchase of Blue Sky (nka Enterprise)

BILL OF SALE (Body Corporate)

Form No. 10A No. 79 A (Sale)
f OfTwisl Nurber Name of Stip yeur aml peet of rgininy Whethr n ilhng, sienm or mrter thip | lese power of engines il omp) |
[ moesisinn DADE DUNITUA NI NOTOR VIS AW
|
Meters Cantimeters Namber of Tons
Length from fore pan of stem, 90 Ge ot 1ide of e hesd of Bic stem poslore side of B rdder 14 90 G Nt
wack{ITC) —
Main Seeadts 10 coide of plang, 17 0 4743 2763
Dt 0 B0l Do 1osrags dock 1 aciling amidivgn 12 00 |
1

" ind s dexcrined in more detail i Uve Cetiliease of e Surveyor and the Repaier Tlock

[
We (0) CHINA SHUANGMUFENG SHIPPING CO., LTD deresnafier cafied the “Trassferoen”) having sur prncgad place of susness t Trust Company Complex,

Ajcltake Road, Ajeliske Island,

Majuro, Marshall Islands MH96960 i consideration of the sum of USS60,000 (Sayieg United States Doars Six Hundred Thausand oaly) paid 199 by therematier calied the ~Travs fmoes ) the Kecopt whernel 6
Nty ackpwheiged, tramfer ALL \haves i fhe Ship shove parficdidy descrided, and i her dous 10 U Transbrees (0) JISU LIMITED with address Unit$, 27/F., Richmond Comm, Bldg., 109 Argyle

l Street, Mongkok, Kowloon, Hong Kong

Furber, we, e 334 Transforors for ounedves and owr successns covenart vl the sad Translenees and (<) e sssprs, Bt we hawe power 10 Uansfir » manner ataresald B0 promans herabefore cxgeriacd o be

tramforred, wad that the tame aoe froe of 3l encumbrances, mantme licrs, morigages, anests, tores sd any ofher claimt whatsoover
In witness wheseof we Nave heszusto alfioed our comwmen seal s .. day of June of the yow 1018

Tor and behalf of ©e Teasaferoos -

CHNA A SRS E2 1

fiy
_Teie

T el
(o e i FULL o 0 BUTEURE S/ T0ACE Nl and sbdoess i Sl and devrieion of rmsteree o0 ansfemes.  (¢) st “Dis™, N o oo™
() 1 theve e sudsrting Morigage, of octitancag Cembcae of Monpige o Sale, add “save i gppca by de Regitry of @c cud Shp®
(e) Dosergtion of Wimastor: Duncton, Secaetary, ok (as the cane sy i)

NOTE; - A puvchasor of & regusred Britinh Veswl diws mov sbarin o conpleie 1ale sl the BT of Srie Wt New reconded s i Foes of Reguawy of ihe g and neglect of this precantion may emant s consequinees

NOTE. - Reguseend Ovrens or Mostpagees ene reminded of ke imparionce of kocprng e Regumer of Sratan Shpr informed of amy case of residenie an e part

ACCEPTANCE OF SALE

" PARTICULARS OF THE VESSEL

Registration No:  48800-17

lName of Vessel: DADE DUNHUA

\ Type of Vessel: GENERAL CARGO SHIP

Port of Registry: PANAMA =

HP of Engine if any: 2427TKW LLength. 84.90

Recorded in Tonnage {B’eadth: 17.70
Book Gross: 4743 [ Depth: 12.00
Page Net: 2763 and as described in more details in the certificate
Entry Underdeck | of the surveyor and Register Book
ACCEFTANCE OF SALE
The undersigned _GUMIN on behaif of and representing the Corporation named JISU

LIMITED In the above Bill of Sale,in my positionas DIRECOTR of the said
Corporaticn. HEREBY ACCEPT forall legal purposes the sale and transfer effected
by the said Bil of Sale 1othe said corporation by CHINA SHUANGMUFENG SHIPPING

referred to in the

auached Bill of Sale.

Dated the___14TH_ day of _,!UN,E,_ZOJ&

D

Name & Signature of PURCHASERS

*Remark : Applicant shouid facord with ship’s actual correspending data.

Source: The Panel
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Annex 41: DPRK documents related to Fishing Rights Transfer

According to information provided by a Member State, the Democratic People’s Republic of Korea
(DPRK) continues to sell fishing rights to a third country. Investigations carried out by the relevant
authorities of that Member State on separate deployments of third country fishing fleets to and from the
DPRK waters have revealed the following:

DPRK issued Fishing Rights Certificate and Insurance Policy

In January 2020, the Member State’s Coast Guard conducted inspections on fishing fleets moving
southward from DPRK waters and obtained several official documents, including a fishing rights
certificate and insurance policy issued by the Korea National Insurance Corporation of DPRK, a
United Nations-designated entity (KPe.048).

Fishing Rights Certificate Insurance Policy

Source: Member State

It is stipulated in the fishing rights certificate that the initial “Term of fishing fill”, the
period for permitted fishing, was May to December 2019. An additional period for
permitted fishing, January 1 to 15 2020, was added by handwriting. The insurance policy
was issued in May 2019.

In May 2020, the Member State’s Coast Guard was informed by radio from a fishing fleet
heading towards DPRK waters that approximately 200 fishing vessels were engaged in
fishing in DPRK waters. Some crew members of these fishing vessels mentioned that they
would receive DPRK fishing rights certificates and fuel upon arrival in DPRK waters at a
spot designated by DPRK officials.
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“Punishment Work Area” and Guidelines for Fishing in the Area

In November 2020, inspections were carried out on several fishing vessels leaving
southwards from DPRK waters due to deteriorating weather conditions. During these
inspections, the Member State’s Coast Guard obtained a DPRK map illustrating what was

literally called a “punishment work area”*°

, which included several inspection points and
routes to enter/exit the area, and a guideline “® for fishing activities in the area. These

documents were issued by DPRK’s Coast Guard and Emergency Disinfection Unit*'.
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Map of the “Area” with Coordinates Issued Guideline

Source : Member State

The first paragraph of the guideline reads “In respect to the dangers posed by (a third
country’s fishing vessels) to the DPRK regarding the <<New Coronavirus>> which is the
gravest threat to the whole world and humanity, the (third country’s) fishing vessels, who
undergo punishment activities under the strict surveillance of the DPRK Coast Guard and

Emergency Disinfection Unit, should strictly abide by the following administrative rules.”

4 Y2 AT A (in Korean)
46 The guideline appears to be administrative rules for the third country’s fishing fleets to follow

when fishing in DPRK waters.
7 ZMOIZF0[0I0I 2= QYA H| O, A OIZ=Z0|010l B2 H| ALY (in

o o 1
Korean)
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The crew members of the inspected fishing vessels mentioned that fishing was allowed
in that area only when it was permitted by the DPRK authorities. The Member State
assessed that due to COVID-19, the fishing vessels and their crew members were
seemingly required to undergo disinfection measures as a precondition to fishing under

the strict surveillance of the DPRK authorities.

The Panel has reviewed the Korean language guidelines and finds it difficult to conclude
why the area is called a “punishment work area”. However, fishing activity appears to be
strictly restricted to this area and fishing vessels may only enter the area to fish with
DPRK permission and some form of COVID-19 disinfection measures. There would be
consequences — including as a form of “punishiment”, seizure of vessels, confiscation of
fishing gear and the vessels’ catch, imposition of fines, and deportation — for fishing

vessels which did not follow these strict guidelines.

21-10945
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Annex 42: China’s reply to the Panel

2. Fishing rights (OC.175)

China’s fishing authority and relevant coastal provinces have
taken measures to strengthen management and demand the fishing
companies and fishermen to strictly follow the Security Council
resolutions. China’s position on illegal acquiring fishing rights is clear,
that is, such activities, once verified, will be dealt with in accordance
with laws and regulations.

According to China’s investigation, no substantial evidence was
found on the alleged involvement of General Association of Koreans in
China and Weihai Peninsula Vessel Fuel Co., Ltd.. The information
provided by the Panel, which is based solely on fragmented reports
from certain media, could not serve as basis for us to carry out in-depth
investigation. China hopes the Panel does not include relevant
information in its report.

Source : Member State
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Annex 43: Coal exports by DPRK vessels in 202048

In 2020, a Member State reported at least 4.8 million metric tons of coal and possibly other sanctioned minerals
in 636 shipments to China, using a mix of ship-to-ship transfers in Chinese territorial waters and direct shipments
aboard China-flagged coastal barges. DPRK-flagged and controlled vessels accounted for 58% of exports by
volume, with these vessels offloading 96% of their coal via ship-to-ship transfer at Ningbo-Zhoushan Port, China.
The remaining ship-to-ship transfer area took place in Chinese waters in the Lianyungang area. 42% of exported
DPRK-origin coal were directly delivered by China-flagged coastal barges that picked up coal at DPRK ports

and delivered the coal to Chinese ports primarily along the Yangtze River.

Table Annex 43: Shipment breakdown of the DPRK’s maritime coal exports in 2020.

Vessel Type Number of Metric Tons Percentage
Shipments Exported

DPRK-controlled fleet 441 2,770,000 58%

China-flagged coastal 195 2,037,000 42%

barges

Total 636 4,807,000 100%

Source: Member State

48 Two experts expressed the view that the data in this annex needs to be further verified.
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Annex 44: Ship-to-ship transfers of coal by DPRK vessels, Ningbo-Zhoushan, China

The 26 DPRK-flagged and DPRK associated vessels in the Ningbo-Zhoushan area on 5 April
2021 referenced in the Panel’s report at paragraph 89, figure 12, were assessed by a Member
State to have offloaded DPRK-origin coal via ship-to-ship transfers in Chinese territorial waters.
Many of these vessels that have been featured in the Panel’s past reports illicitly exporting coal
to China since at least 2018.

The Panel’s reports have also referenced the presence of DPRK vessels and of DPRK-origin
coal transfers assessed to have taken place near or at a number of Chinese port jurisdictions,
including near the Ningbo-Zhoushan area. figure annex 44 shows the various anchorages where
DPRK vessels congregated between February and May 2021, with the higher density clusters
near: Ma’an Liedao, Maji Shan, Qushan Dao, Daxizhai Dao, the Zhoushan Archipelago, and
Zhujiajian Dao. These located waters have been highlighted in previous Panel reports* for the
DPRK’s export of its coal through ship-to-ship transfers to local vessels.

Figure Annex 44: DPRK vessels and DPRK associated vessels at anchor in Ningbo-
Zhoushan waters, February to May 2021

North Korean Coal Vessels at Anchor

Ningbo-Zhoushan Port, China
FEBRUARY - MAY 2021

g Density
High

Shanghai ™

CHINA

Source: Member State

49.8/2020/840 and S/2021/211.
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The Panel wrote to China requesting information on the DPRK vessels present in Chinese
waters, the identifiers they were transmitting under, these vessels’ cargo, any ship-to-ship
transfers conducted in Chinese waters with the type and amount of cargo offloaded, information
on the receiving vessels’ identities along with the entities and individuals that operated the
receiving vessels and the offloaded coal cargo’s end destination.

China responded:

(6) 0C.74

The Panel’s letter claimed that 26 DPRK-flagged and
DPRK-associated vessels appeared in the Ningbo-Zhoushan area on 5

2

Apnil, 2021. Relevant Chimese authorities conducted investigation
accordingly. The 10 vessels with IMO number did not enter Chinese
ports around 5 April 2021. Among these 10 vessels, Kum Jing Gang
and Un Bong 2 submitted port-entry requests to Dalian and Yantai
respectively, but in fact they did not enter ports. Regarding the other 16
vessels without IMO number, China could not check their information
as China 1s not the flag state of these vessels.

China attaches great importance to DPRK-related smuggling
activities through ship-to-ship transfers. Relevant Chinese authorities
have overcome numerous difficulties including the pandemic-related
restrictions, done a great deal of job, and conducted careful
mvestigation and verification on every single letter from the Panel
China hopes the Panel treats China’s feedback in a prudent manner,
and does not include 1n its report information which 1s unverified or
inconsistent with the facts.

Source: Member State
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Annex 45: Imagery of DPRK vessels in patrolled waters

This annex is confidential.
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Annex 46: DPRK vessels exporting prohibited coal and importing humanitarian
cargo in a single voyage

Of the 26 DPRK-associated cargo vessels that were anchored outside of Nampo Lock Gate as on
11 May 2021 (see figure 14, paragraph 99 of this report’s maritime section), several of the vessels
returned from Ningbo-Zhoushan empty after delivering North Korea-origin coal, according to a
Member State. Half of the vessels returned from other Chinese ports, mostly Longkou Port,
possibly with humanitarian aid such as fertilizer and foodstuffs. Some of those vessels, such as
the DPRK-flagged Tae Phyong 2 (IMO: 8602763), delivered coal to Ningbo-Zhoushan before
transiting to Longkou. Most of these vessels will likely continue to wait before being allowed to
offload cargo at Nampo or other ports along the Taedong River®.

DPRK-flagged Ko San (IMO: 9110236)

Based on data sourced from maritime databases and Member State information, the DPRK vessel
Ko San (IMO: 9110236) departed Chongjin, DPRK, by 29 May 2020. The Ko San dropped its
AIS transmission around 3 June 2020 whilst east of Jeju Island, Republic of Korea, before
retransmitting around 28 June 2020 as it approached Dalian, China. According to a Member State,
the Ko San arrived at Ningbo-Zhoushan waters by 7 June 2020 and offloaded its coal cargo by
18 June 2020. Figure annex 46-1 showed the Ko San at anchor in Ningbo-Zhoushan waters
alongside other DPRK vessels on 17 June 2020.

Figure Annex 46-1: Ko San in Ningbo-Zhoushan, China, 17 June 2020

| Concentration of North Korean and Chinese Vessels Evading Sanctions |
47 JumE 2020

!
F!
i

FEE

Source: Member State

3! For instance, the DPRK-flagged Mi Yang 5 (IMO: 8620454) was reported to have waited
outside of Nampo lock gate for around 100 days before entering to offload cargo on 11 May.
The DPRK-flagged Yon Pung 3 (IMO: 8314811) waited for 124 days before entering the lock
gate with cargo it loaded at Longkou Port.

21-10945
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According to a Member State, humanitarian aid cargo for delivery to DPRK was loaded onto the
Ko San at Dalian, China, on and around 1 July 2020. Information on commercial maritime database
platforms show the Ko San arrived at Dalian port by 3 July 2020, with a draft change that indicated
cargo was loaded onto the vessel. The vessel last transmitted an AlS signal in July 2020. In 5 April
2021, the vessel was back in Ningbo-Zhoushan waters by 5 April 2021 carrying DPRK-origin coal.

DPRK-flagged Min Hae (IMO: 8672897)

In the first week of March 2021, the DPRK-flagged Min Hae (IMO: 8672897) departed the
DPRK with coal cargo for Ningbo-Zhoushan waters and then proceeded to call at Longkou Port
before returning to the DPRK (see figure annex 46-2). The port information and tracking data
from Longkou available to the Panel is at figure annex 46-3.

Figure Annex 46-2: Storyboard of DPRK-flagged Min Hae’s (IMO: 8672897) voyage to export
DPRK-origin coal and import humanitarian aid cargo in a single voyage, March to April 2021

Transit by DPRK-flagged M/V MIN HAE (IMQ: 8672897) to Ningbo-Zhoushan Port and Longkou Port, China
MARCH — APRIL 2021

March

CHINA
- AlS-Verified tracks & N. KOR.
= = Notional tracks Beijing
- Korea Bay' g
Bohai . Pyongyang
L0
,_.-rﬁ
*
4 |' 'S Seoul
l SOUTH
'l' KOREA
:: Yellow Sea
‘A
Source: © 2021, DigHalGiobs W Coal in hold i
MIN HAE Laden at Anchor soures: © 2021, DigeaIGIone b ;
Near Maan Liedao, Niobo-Zhoushan | | MIN HAE Partially Laden at Anchor v
d Near Maji Shan, Ningbo-Zhoush
30:50:37 N 122:39:03 Earal S A, e enoushan "
30:39:39 N 122:30:56 E g
7 March: MIN HAE departed North .A -
Korea spoofing as Siefra Leone- ] 26 April: MIN HAE retumed to
flagged "NEW HIGHWAY™ using 24 March: MIN HAE departed : Nampo Lockgate, North Korea
MMSI: 667810100 with no IMO Ningbo-Zhoushan Port “.
1 21 April: MIN HAE reappeared on AlS
26 March: MIN HAE changed name in AIS 0\\. as North Korea-flagged “MIN HAE™
10 March: MIN HAE arived to Sierra Leone-flagged *“NEW HOUSE™ ~ using MMSI: 445720000 and IMO:
at Ningbo-Zhoushan, China, using MMSI: 667810100 with no IMO e 8672897 near Longkou Port, China
based on AlS -
26 March: MIN HAE stopped MLt o
broadcasting on AlS

A April

Source: Member State
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Figure Annex 46-3: Min Hae at Longkou port area, China, 23 April 2021

Guyan Manchu
.~ { Autonomous Y

MIN HAE ¥ & : County

Time 23 April 2021 01:46 "-, . - 0 Smj ;

Speed 0 kn a P=ilis -\ o

Heading 296 ¥ \ = . Fry J BRER T

Navigation Status Moored /o S ~ . N e S @@ Donggdng

Lat/Long 37.665, 120.308 c e\ K 37y Lodicing’

MIN HAE
DARK ACTIVITY START
s Transmissions were not received for 20 20h 33m
A "Dark activity start’

26 April 2021 04:27

Speed 7.5 kn
Heading 076

Source: Windward, annotated by the Panel; Google Earth (insert satellite imagery as
representative of the port location not by actual date; AIS signal overlay as on 23 April 2021)

DPRK-flagged Thae Song 8 (IMO: 9003653)

The DPRK-flagged Thae Song 8 (IMO: 9003653) was another vessel located outside Nampo
Lockgate as on 11 May 2021 that exported DPRK-origin coal to Ningbo-Zhoushan waters and
returned with humanitarian aid cargo. The Panel had reported the Thae Song 8, then sailing as
Forever Lucky, exporting illicit DPRK-origin coal as far back as 2017.

The Panel’s tracking records of the vessel indicated that prior to its arrival at Ningbo-Zhoushan
waters, Thae Song 8 had not transmitted on its AlS for at least seven months since August 2020.
On 15 March 2021, the vessel was recorded on satellite imagery near Zhujiajian Dao, China, with
coal in its holds, and within vicinity of other DPRK and DPRK-associated vessels (see figure
annex 46-4). Thae Song 8 was again located around a week later in another part of Ningbo-
Zhoushan waters near Daxizhai Dao, China (see figure annex 46-5). A day earlier, the Chinese
coast guard patrol craft was recorded transiting close by, along with eight other DPRK vessels
located within vicinity. By 6 April 2021, Thae Song 8 appeared berthed at the Longkou Terminal
based on its AIS transmissions on a specialized commercial maritime tracking platform. By mid-
April 2021, the vessel was back in the DPRK outside of Nampo Lockgate®? (see figure annex 46-
6).

52 The vessel last transmitted on 21 April 2021, information as of 30 June 2021.
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Figure Annex 46-4: Thae Song 8 near Zhujiajian Dao, Ningbo-Zhoushan, 15 March 2021

{ 15MARCH 2021 ' 0 il DPRK-associated Vessels at Anchor with North Korea-origin Coal
: B 7 Near Zhujiajian Dao, Ningbo-Zhoushan Port, China
29:55:18 N 122:26:33E

ged THAE SONG 8
(IMO: 9003653)

/EI

W Coal in hold

Source: @ 2021, DigitalGlobe

Source: Member State

Figure Annex 46-5: Thae Song 8 near Daxizhai Dao, Ningbo-Zhoushan, 23 March 2021

DPRK-flagged Vessels at Anchor with North Korea-origin Coal
Near Daxizhai Dao, Ningbo-Zhoushan Port, China
30:12:29 N 122:28:00

PHYONG AN
(IMO: 8608410)
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(IMO: 8338981)

(IMO: 8913186) (IMO: 9138680)
“ JANG UN
- (IMO: 8822260)

Source: @ 2021, DigitalGlobe

Source: Member State
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Figure Annex 46-6: Thae Song 8 located at Longkou Terminal, China, 6 April 2021

THAESONGS A ‘Dark activity start’ A ‘Dark activity end’
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THAESONGS
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Source: Windward, annotated by the Panel; Google Earth (insert satellite imagery as representative
of the port location not by actual date; AlS signal overlay as on 6 April 2021

The Panel sought China’s assistance on information of the activity of each of 26 DPRK vessel at
figure 14, information on which of these vessels had off-loaded DPRK-origin coal or other banned
commodities through ship-to-ship transfers in Chinese territorial waters in 2021, information on
which vessels were involved in the transportation of DPRK-origin coal that also picked up
humanitarian cargo at Chinese ports, as well as information on any barter trade in sanctioned DPRK
coal exports in exchange for grain or other imports from China.
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China responded:

(3) 0C.76, 0C.156

Thae Song 8, Min Hae, and Tae Phyong 2 entered Longkou port
empty-loaded, and sailed to Nampo port after loading fertilizers and
pesticide. Ko San entered Dalian Beiliang port empty-loaded and left
after loading rice. China did not find these vessels smuggling coal
within Chinese territorial waters and had no reason for prohibiting
them from entering ports empty-loaded and loading humanitarian

cargo.

Source : Member State

Source : the Panel
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Annex 47: DPRK-flagged vessels laden with coal, Taean Port, DPRK, 4 April 2021
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Annex 48: ITC Trade Map Data on DPRK Trade Statistics by Commodity

(HS Code) (2020)

Total Exports : 156,867

Source : ITC Trade Map / Unit : thousand USD

HS CODE

Commodity type

Export
Value

85

72

27

39

91

87

26

Electrical machinery and
equipment and parts thereof,
sound recorders and reproducers,
television image and sound
recorders and reproducers, and
parts and accessories of such
articles

Iron and steel

Mineral fuels, mineral oils and
products of their distillation;
bituminous substances; mineral
waxes

Plastics and articles thereof

Machinery, mechanical appliances,
nuclear reactors, boilers; parts
thereof

Clocks and watches and parts
thereof

Vehicles other than railway or
tramway rolling stock, and parts
and accessories thereof

Ores, slag and ash

50,148

e
11,993

9,847

7.390
6,817

6,371

5624

38

Miscellaneous chemical products

5242

30

Pharmaceutical products

4,387

99

Commodities not elsewhere
specified

3,842

90

Optical, photographic,
cinematographic, measuring,
checking, precision, medical or
surgical instruments and
apparatus; parts and accessories
thereof

2,851

67

76

206/266

Prepared feathers and down and
articles made of feathers or of
down; artificial flowers; articles of
human hair

Aluminium and articles thereof

2,480

2,192

Total Imports : 558,071 |
Import
HS CODE Commodity T
ype Value
Animal or vegetable fats and oils
and their cleavage products;
4
L prepared edible fats; animal or 04343
vegetable waxes
24 Tobacco and manufactured 39943
tobacco substitutes
1 Products of thg mi’lmg industry; 38720
malt; starches; inulin; wheat gluten
39 Plastics and articles thereof 36,041
17 Sugars and sugar confectionery 35,106
30 Pharmaceutical products 25,351
40 Rubber and articles thereof 24478
29 Organic chemicals 18,076
Mineral fuels, mineral oils and
istill ; ‘
27 produ'cts of their distil aucfn, 17,877
bituminous substances; mineral
waxes
Man-made filaments; strip and
54 the like of man-made textile 17,283
materials
10 Cereals 16,679
Paper and paperboard; articles of
48 paper pulp, of paper or of 15,825
paperboard
Inorganic chemicals; organic or
inorganic compounds of precious
28 metals, of rare-earth metals, of 15,500|
radioactive elements or of
isotopes
55 Man-made staple fibres 10,368

: may include restricted HS Code commodities
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HS CODE

Commodity Type

Import
Value

91

Clocks and watches and parts
thereof

Edible fruit and nuts; peel of
citrus fruit or melons

Furniture; bedding, mattresses,
mattress supports, cushions and
similar stuffed fumishings; lamps
and lighting fittings, not
elsewhere specified or included;
illuminated signs, illuminated
nameplates and the like;
prefabricated buildings

8,875

8,266

8,002

56

Wadding, felt and nonwovens;
special yarns; twine, cordage,
ropes and cables and articles
thereof

7,600

Soap, organic surface-active
agents, washing preparations,
lubricating preparations, artificial
waxes, prepare waxes, polishing
or scouring preparations, candles
and similar articles, modelling
pastes, ‘dental waxes' and dental
preparations with a basis of

|glastev

7,063

639

Ceramic products

6,934

21

Miscellaneous edible preparations

6,158

60

Optical, photographic,
cinematographic, measuring,
checking, precision, medical or
surgical instruments and
apparatus; parts and accessories
thereof

Knitted or crocheted fabrics

IFootwear, gaiters and the like;
parts of such articles

6,051

5,855

5,700

2 Export
HS CODE Commodity type
Y Value
29 Organic chemicals 1,906
40 Rubber and articles thereof 1,244
Inorganic chemicals; organic or
28 inorganic compounds of precious 1167
metals, of rare-earth metals, of
radioactive elements or of isotopes
22 Beverages, spirits and vinegar 1,046
a5 Toys, games and spons requisites; 786
parts and accessories thereof
F , gai like;
64 ootwear, gane§ and the like, 702
parts of such articles
Paper and paperboard; articles of
48 paper pulp, of paper or of 660
paperboard
79 Zinc and articles thereof 641
73 Articles of iron or steel 636
9% Mif:e"aneous manufactured 584
articles
31 Fertilisers 515
92 Musical i'nstmmems; péns and 453
accessories of such articles
Impregnated, coated, covered or
laminated textile fabrics; textile
59 articles of a kind suitable for 448
industrial use
61 Articles of apparel and clothing 390
accessories, knitted or crocheted

31

61

Fertilisers
Fish and crustaceans, molluscs

and other aquatic invertebrates

Articles of apparel and clothing
accessories, knitted or crocheted

5471

5,137

4,759

21-10945

22

Beverages, spirits and vinegar

4,545

: may include restricted HS Code commodities
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HS CODE

Commodity type

Export
Value

Fish and crustaceans, molluscs and
other aquatic invertebrates

364

HS CODE

Commodity Type

Import
Value

33

Essential oils and resinoids;
perfumery, cosmetic or toilet
preparations

£

96

Miscellaneous manufactured
articles

4,025

32

Tanning or dyeing extracts;
tannins and their derivatives; dyes,
pigments and other colouring
matter, paints and varnishes; putty
and other mastics; inks

3,836

70

Glass and glassware

330

49

Printed books, newspapers,
pictures and other products of the
printing industry; manuscripts,
typescripts and plans

319

38

Miscellaneous chemical products

3,729

Dairy produce; birds' eggs; natural
honey; edible products of animal
origin, not elsewhere specified or
included

3,725

24

Tobacco and manufactured
tobacco substitutes

255

Soap, organic surface-active
agents, washing preparations,
lubricating preparations, artificial
waxes, prepared waxes, polishing
or scouring preparations, candles
and similar articles, modelling
pastes, ‘dental waxes' and dental
preparations with a basis of plaster

228

83

63

74

56

Furniture; bedding, mattresses,
mattress supports, cushions and
similar stuffed furnishings; lamps
and lighting fittings, not elsewhere
specified or included; illuminated
signs, illuminated nameplates and
the like; prefabricated buildings

Miscellaneous articles of base
metal

Other made-up textile articles; sets
worn clothing and worn textile
articles; rags

Copper and articles thereof

Wadding, felt and nonwovens;
special yarns; twine, cordage, ropes|
and cables and articles thereof

221

200

199

185

184

63

35

Other made-up textile articles,
sets; worn clothing and worn
textile articles: raas

Wood and articles of wood; wood

charcoal

Albuminocidal substances;
modified starches; glues; enzymes

3,578

3,512

3,425

59

16

Impregnated, coated, covered o1
laminated textile fabrics; textile
articles of a kind suitable for
industrial use

Preparations of meat, of fish or of
crustaceans, molluscs or other
aquatic invertebrates

3,225

2,964

67

Prepared feathers and down and
articles made of feathers or of
down, artificial flowers; articles of
human hair

2919

16

Preparations of meat, of fish or of
crustaceans, molluscs or other
aquatic invertebrates

175

70

Glass and glassware

2,870

S5

Man-made staple fibres

147

Essential oils and resinoids,
perfumery, cosmetic or toilet
preparations

2,547

208/266

23

Residues and waste from the food
industries; prepared animal fodder

2317

: may include restricted HS Code commodities
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HS CODE

Commodity type

Export

Value

82

60

Tools, implements, cutlery, spoons
and forks, of base metal; parts
thereof of base metal

Knitted or crocheted fabrics

137

136

32

Tanning or dyeing extracts; tannins
and their derivatives; dyes,
pigments and other colouring
matter; paints and vamishes; putty
and other mastics; inks

134

69

Ceramic products

114

17

Sugars and sugar confectionery

112

Man-made filaments; strip and the
like of man-made textile materials

107

Manufactures of straw, of esparto
or of other plaiting materials;
basketware and wickerwork

92

21

Miscellaneous edible preparations

X

19

Preparations of cereals, flour,
starch or milk; pastrycooks’
|products

67

68

Articles of stone, plaster, cement,
asbestos, mica or similar matenals

67

42

86

41

Articles of leather; saddlery and

harness; travel goods, handbags
and similar containers; articles of
animal gut (other than silkworm

qut)
Railway or tramway locomotives,

rolling stock and parts thereof;
railway or tramway track fixtures
and fittings and parts thereof;
mechanical (including
electromechanical) traffic signalling
equipment of all kinds

Raw hides and skins (other than
furskins) and leather

59

45

65

Headgear and parts thereof

52

Cotton

39

Edible vegetables and certain roots
and tubers

3

62

Articles of apparel and clothing
accessories, not knitted or
crocheted

28

21-10945

: may include restricted HS Code commodities

Import
HS CODE Commodity Type
i Value
'52 Cotton 2,170
Toys, games and sports requisites;
95 ™9 P S 2153
parts and accessories thereof
Preparations of cereals, flour,
19 starch or milk; pastrycooks’ 2,016
products
26 Ores, slag and ash 1,942
Special woven fabrics; tufted
58 textile fabrics; lace; tapestries; 1,723
trimmings; embroidery
Articles of apparel and clothing
62 accessories, not knitted or 1,598
crocheted
9 Coffee, tea, maté and spices 1,503
A P >
68 Articles o gone, p!as?er cemelj\t. 1,460
bestos, mica or similar materials
Edible vegetables and certain
7 roots and tubers o
2 Meat and edible meat offal 1,377
Machinery, mechanical appliances,
84 nuclear reactors, boilers; parts 1,344
thereof
I, fi imal hair;
51 Wool, 'T‘e or coarse anima ha.|r 1.237
horsehair yarn and woven fabric
Commodities not elsewhere
. 11
99 2 ed 42
Pulp of wood or of other fibrous
; ial:
47 cellulosic material; recovered 1,090
(waste and scrap) paper or
paperboard
18 Cocoa and cocoa preparations 977
20 Preparations of vegetables, fruit, 668
nuts or other parts of plants
Vehicles other than railway or
87 tramway rolling stock, and parts 537

and accessories thereof

209/266
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HS CODE

Commodity type

Export

Value

66

Umbrellas, sun umbrellas, walking
sticks, seat-sticks, whips, riding-
crops and parts thereof

27

Al

Natural or cultured pearls, precious
or semi-precious stones, precious
metals, metals clad with precious
metal, and articles thereof;
imitation jewellery; coin

20

Edible fruit and nuts; peel of citrus
fruit or melens

19

Products of animal origin, not
elsewhere specified or included

14

58

Special woven fabrics; tufted textile|
fabrics; lace; tapestries; trimmings;
embroidery

14

47

Pulp of wood or of other fibrous
cellulosic material; recovered
(waste and scrap) paper or

14

12

|paperboard
QOil seeds and oleaginous fruits;

miscellaneous grains, seeds and
fruit; industrial or medicinal plants;
straw and fodder

13

35

Albuminoidal substances; modified
starches; glues; enzymes

12

20

Preparations of vegetables, fruit,
nuts or other parts of plants

10

15

Animal or vegetable fats and oils
and their cleavage products;
prepared edible fats; animal or

vegetable

89

Live trees and other plants; bulbs,
roots and the like; cut flowers and
ornamental foliage

Ships, boats and floating structures|

36

Explosives; pyrotechnic products;
matches; pyrophoric alloys; certain
combustible preparations

S3

Other vegetable textile fibres;
paper yarn and woven fabrics of
|paper yam

210/266

HS CODE

Commodity Type

Import
Value

85

74

25

Electrical machinery and
equipment and parts thereof,
sound recorders and reproducers,
television image and sound
recorders and reproducers, and
parts and accessories of such
articles

Copper and articles thereof

Salt; sulphur; earths and stone,
plastering materials, lime and
cement

495

462

399

66

7

92

Umbrellas, sun umbrellas, walking
sticks, seat-sticks, whips, riding-
crops and parts thereof

Natural or cultured pearls,
precious or semi-precious stones,
precious metals, metals clad with
precious metal, and articles
thereof, imitation jewellery; coin

Musical instruments; parts and
accessories of such articles

394

360

359

78

Lead and articles thereof

350

42

53

57

Articles of leather; saddlery and
harness; travel goods, handbags
and similar containers; articles of
animal gut (other than silkworm
qut)

Other vegetable textile fibres;
paper yarn and woven fabrics of
paper vam

Carpets and other textile floor
coverings

330

293

220

12

Products of animal origin, not
elsewhere specified or included

QOil seeds and oleaginous fruits;
miscellaneous grains, seeds and
fruit; industrial or medicinal
plants: straw and fodder

175

153

14

Vegetable plaiting materials;
vegetable products not elsewhere
specified or included

153

65

Headgear and parts thereof

133

: may include restricted HS Code commodities
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HS CODE

Commodity type

Export
Value

Salt; sulphur; earths and stone,

25 plastering materials, lime and
cement
9 Coffee, tea, maté and spices

Source : ITC Trade Map, annotated by the Panel

21-10945

Import
HS CODE Commodity Type
Ny Value
41 Raw hides and skins (other than 121
furskins) and leather
Photographic or cinematographic
37 o 120
goods
76 Aluminium and articles thereof 108
73 |Anicles of iron or steel | 93
72 |lron and steel | 61
Live trees and other plants; bulbs,
6 roots and the like; cut flowers and 51
ornamental foliage
43 Furskins and artificial fur; 49
manufactures thereof
1 Live animals 37
Tools, implements, cutlery, spoons
82 and forks, of base metal; parts 30
thereof of base metal
Works of ! ' pi
o7 ol st? art, collectors' pieces 25
and antiques
Manufactures of straw, of esparto
46 or of other plaiting materials; 18
basketware and wickerwork
13 Lac; gums, resins and other 13
vegetable saps and extracts
Printed books, newspapers,
49 pictures and other products of thel 8
printing industry; manuscripts,
typescripts and plans
Explosives; pyrotechnic products;
36 matches; pyrophoric alloys; certain 6
combustible preparations
Railway or tramway locomotives,
rolling stock and parts thereof;
railway or tramway track fixtures
86 and fittings and parts thereof; 5
mechanical (including
electromechanical) traffic
signalling equipment of all kinds
83 Miscellaneous articles of base 3

metal

: may include restricted HS Code commodities
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Annex 49: The Panel’s template of enquiry for trade and customs

The Panel is writing to you with regard to the implementation of sanctions measures in the area of trade,
including the export to and import from the DPRK, as stipulated in the above resolutions. Through them, the
Security Council decided that the DPRK shall not supply, sell or transfer, directly or indirectly, from its territory
or by its nationals or using its flag vessels or aircraft certain items and that all States shall prohibit the procurement
from the DPRK of certain items by their nationals, or using their flag vessels or aircraft, whether or not originating
in the territory of the DPRK (see Annexes X, x and x). The Security Council furthermore requires all States to
inspect all cargo to and from the DPRK, and stipulates that all prohibited items should be seized and disposed of
when identified in inspections, in paragraph 18 of resolution 2270 (2016) and paragraph 20 of resolution 2397

(2017), respectively.

The Panel notes that Member States, while dutifully carrying out their obligations under the relevant
resolutions, may occasionally face the challenge of having to determine whether certain items are prohibited from
transfer to and/or from the DPRK by relevant resolutions, resulting in different practices in sanctions
implementation among Member States.

In its effort to gather accurate trade data, especially in view of frequently observed discrepancies between
the original national trade data and information published through open source trade databases such as ITC Trade
Map, and to promote the best practices in the implementation of the relevant resolutions across Member States, the
Panel would like to request relevant authorities of your country to provide the following information for the period
0f 2020 and 2021(1* quarter):

1) Integrated national data on trade with the DPRK, including the number of deliveries, commodities and their
HS codes, as well as involved entities and individuals;

2) Please stipulate separately the recorded transactions in case they do not correspond to the standards set in
the above-mentioned resolutions (please use the commodity list in the Annexes with the guidance to
appropriately determine the cases of prohibited HS codes) with special attention to country codes;

3) Information regarding any cases of rejection of customs clearance or seizure of goods with the DPRK as a
country of destination/consignment or transit;

4) Information regarding any cases of rejection of customs clearance or seizure of goods originating from the
DPRK as a country of origin or manufacture;

5) For each of the above, please include the description of the goods, where possible as per contracts for
delivery and other relevant documentation, HS codes of commodities, their quantity, prices and, where
possible, copies of such documents;

6) The names, addresses and contact information of all entities and individuals involved in these transactions,
and information on possible prior exports and imports involving the same entities; and

7) Any other relevant information and/or action taken by your customs authorities pursuant to obligations
stemming from the above-mentioned resolutions.

The Panel would welcome any other information that you might consider relevant to its work as mandated
by the Security Council in this regard. In addition, the Panel would like to assure you that any information you may
consider confidential can be handled accordingly and used solely for the information of the Security Council and
the 1718 Committee.

Source: the Panel
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Annex 50: Comparison table of International Trade Statistics (2020) and
replies provided by Members States on trade with the DPRK

** Note: DPRK Trade Statistics cover the period of 2020, while Member State’s reply may cover
not only 2020 but also 1% quarter of 2021.

* Unit : Thousand USS

Trade Volume w/ DPRK{2020) Restricted HS Code Trade w/ DPRK
No. Member State{MS) MS’s Reply
Export to Import from Export to Import fram
Armeni 1(HS Code 59)
1 ) bk"o' 0 az 9(HS Code B4)
i 4(HS Code BS)
Nothing Applicable / No cases /
Austna, E
2 185 1 Exports granted by the 1715
Republic of -
Comm. upocn request of IFRC
B(HS Code S6)
1B(HS Code 63)
3 Barbados 118 8254 S5(HS Code 84)
523{HS Code BS)
S(HS Cede 89)
El Belize 0| G MNothing Applicable / No cases
2(H5 Code 84)
B 1 154
> izl 2 30(+S Code B5)
Bolivia 147(HS Code 723
v
el PR : "':Sl icd 679 389) 27(HS Code 84)
i
i e o 37(HS Cede BS)
7 Bosrea and o 8 13(MS Code 84)
Herzegovina 2(HS Ceode 8S)
Sotswana,
8 o 3 I(HS Code 84)
Republc of
Braze,
1(HS Code 85) 2(HS Code 58)
e Federative 93 1
1 7. 1
Republc of (HS Cede 72) 3(HS Code 84)
S5(HS Code 72)
1(HS Code 73)
38(HS Code 52)
0 Brunei Darussalam, o 462 I(P.ls Code 54)
Negars 1S(HS Coxle 8)
9(HS Code B4)
236(HS Coxle 85)
2(HS Code 25)
3 Nothing Applicable / No cases /
Bulgana, o5
 } 4 |
1 Repubsic of 67 29 r!)lvant goods were nutritional
2 Cambodia 47 78 14(HS Code 73)
Kingdam of 16(HS Code 84)
Code 74
m: cw: 6': Nothing Applicable # No cases /
Pr
13 Canada 0 87 ST CAtB By | COMESpOnCSN . O] ol
16(HS Code 84 2, 2020 regarding mescoding by
| TatisTi i
60HS Code BS) Canadilan statistical agencies
ITC statistics are different from
2.559(HS Code 2710) China's official figure mainly
1.772(HS Coede 2713) because ITC regards
31(HS Code 2712) 11 49X HS Code 72) |commeoedities praoduced in China
China 14(H4S Code 2711) 14(HS Code 72) and exported to 3rd party and
14 3 491 059 48,001 316{HS Code 84) S(HS Code 53) then transferred to the DPRK as
Pecple’'s Repubic of - = R A
122(HS Code 8%) 2(HS Code 62) Chinese export to the DPRK /
4E8HS Code 87) G(HS Code 62) This is inconsistent with facts
1%HS Code 73) and the ITC does not update
T(HS Code 82) and correct their data in a timely
manner

21-10945
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No. | Member Statesy LT=d% Yolume w/ DPRK(2020) Restricted HS Code Trade w/ DPRK e
0. ) ‘s Reply
Export to Import from Export to Import from
imports (HS Code 73. 54 85) fall
7 ode
= Colombia, e 630 II::ScCo-d:::) under restricted category / made|
Republic of additional enquiry and waiting of
38(HS Code 85)
reply
Costa Rica, Typing Emor of Numerical
1 1 11 1
& Republic of 0 2.36 (HS Code 67) Country Code
1(HS Code 72)
2(HS Code 63)
7 Crech Republic 0 87
1(HS Code B4)
6(HS Code BS)
Dermark 1(H5 Code 73)
1 1 6.
& Kingdom of 6 2 2(HS Code 84)
Democratic Republic 33(HS Code 73)
1% .09 51
of Congo G{HS Code B4)
MNothing Applicable / No cases
20 Egypt. 233 o No imems that fall under the
Arab Republic of prohibited customs classification
were traced with DPRK
Trade was with ROK where
mistake was made by the
El Sahvador, 2(H5 Code 63)
21 0 192} companies when reparting to
Republc of B4(HS Code B4) g P
carried ocut trade with DPRK
22 R:;::::D' 0 17 17(HS Code 85)  [Nothing Applicstle / No cases
1.827(HS Cod
o e ol
23 | Federal Democratic L | 3,637
bl of SONHS Code 84)
o 158(HS Code 85)
Finland,
1
24 Republic of 0 MNothing Applicable / No cases
Gamibia,
3(HS Code 8)
25 Islamic Republic 0| (3]
of the 2(HS Code B4)
43(H5 Code 2710)
I T
?3:: f::dd: Ti‘: No rade conducted with the
26 Georgia 463 726] 344{HS Code 74) 39(HS Code 3}I DPRX / referred 1o country code
. f f
230¢HS Code B4) of DPRK instead of ROK
46(HS Code B5)
S(HS Code 59)
205(HS Code 61)
S(HS Cede 62) [Individual actors erroneoushy
27 Fadera ’I:‘ﬁic o 1.083] T98] 1XHS Code B4) 1(HS Code 63) referred to DPRK although the
23HS Code T country of ongin was ROK
2(MS Code 84)
20(HS Code 85)
Greece
i I
28 (Hellenic Republic) 19 o Nothing Applicable / No cases
Goods purchased by the
29 Guatemala, a 21 2(HS Code 5% imparter were from ROK not
Republc of A(HS Code B4)  |from DPRK (erronecus input of
country code)

2141266
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Trade Volume w/ DPRX{2020) Restricted HS Code Trade w/ DPRK
No. | Member State{MS) MS's Reply
Export to Import from Export to Import from
6ums Code 727 |70 2% "":: zp;m £ ki
ec (] gging errcrs
£ Guyana, (== 1.264 2T(HS Code 72) LIS Crutin 72) competent authorites are
Repubbc of 1.106(HS Code 84)
20XHS Code 85) introducng a Rsk Profied Systemn
in the ASYCUDA Werld System
rt and Imports with DPRK
(were medicine ingredments and
n Hungary 2 sl 3(HS Code 84)  |dental instr pectively /
(No trade with DPRK on
restricted commodities
166(HS Code 72)
12(HS Code 73)
115(HS Code 74
15045 Code 21127 | UG CE O
32 Saclia 4337 1.926] 37(MS Code B4) 34(HS Code 59)
Republic of 34(HS Code 87) 3(HS Code 62)
L Coce 139 7(HS Code 63)
684(HS Code B4)
132(HS Code 85)
1B(HS Code 72
2(HS Code 73)
Undergoing internal
indonesi 319HS Code
33 - 1 770§ ot 79 Lrwestigations snd will provide
Republic of S(HS Code 59} s o
29(H5 Code B4)
1(HS Code 85)
Iaty, 139(HS Code B4)
4 Republic of L 53 26045 Code 76 MeLone 1
35 xnu;::a; ol 3 [Nothing Applicable / No cases
T(HS Cede 73) Data is inaccurate / As a result
s Kyrgyz Republc 0 EL 28(HS Code 84) |of audit. assigned DPRK country
1(HS Code 85) code instead of ROK
4(HS Code 3)
6(HS Code 1604)
L 1(HS Code 59) INo registered trade with the
iz G“ 2 5127 2(H5 Code 85) F(HS Code 7) [DPRX / cases of efronecus
Grand Duchy 1{HS Code 8 lencoding
42T(HS Code 84)
4.605(HS Code 85)
Madoagascar, 24(HS Code 63)
= Republic of kg ks S4(HS Code B4)
39 Moldava, - 21 17(HS Code 72)
Repubbc of 2(HS Code B4)
1HS Code 2710)
THS Code 72}
1(HS Code 73)
221(HS Code 79)
Maozamnbigue, 312(HS Code 3)
& 4 (
o Republic of 350 365§ IS(HS Code 78) 27(HS Code 54)
B5(HS Code 55)
30(HS Code 63)
154(HS Code 84)
37(HS Code BS)
Myanmar,
B53{HS Code 72)
41 of the 0 1
Reputie 2% 23,314(HS Code 85)
Urion of

21-10945
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Trade Volume w/ DPRK(2020) Restricted MS Code Trade w/ DPRK
No. | Member State{(MS) MS’s Reply
Export to Import from Export to Import from
Namibia, 2(HS Ceode B4)
42 0 28
Republbc of 20(HS Code 85)
[Had exports from and imports to)
Netherlands, but none of these goods
7 Kingdom of the 2% | AUS o9 94) under the {restrncted] HS
codes of relevant resclutions
21(MS Code 73)
; 32(MS Code 59)
a | dﬂ:‘z" ”bh‘ 5 0 6.609) 59(HS Code 63)
“ e 996(HS Code 84)
S89HS Code 8S5)
31(HS Code 72
1(HS Code 74)
] [yieislewageny o sa6) 7045 Code 54)
18(HS Code 84)
9(HS Code 85)
SMS Code 10 Offical import data corroborates
15(HS Code 73)
that imports were legitimate and
Pakistan, 10(HS Code 59)
46 o 175 onginated from other countries
Islamic Republic of 3(HS Code 63)
SB(HS Code 84) and not from DPRK / no trade
with DPRK
16(HS Code 8S)
Peru, A(HS Code 63)
4 ¥ | 1
X Republic of g o 437(HS Code B4)
16(HS Code 72)
B6HHS Code 73)
26{HS Code 74)
KHS Code 3)
Pol
43 sy :':'o' 305 20928 TIHS Code 56)
e 63(HS Code 61)
W(HS Code 1
235(HS Code 24)
18,307(HS Code 83)
9.474(MS Code 2710y
1.519(4S Code 2711)
B0V(HS Code 84)
67(HS Code 85) 1043 Code 7). Lcaves of exports 1o DPRK Whese
1MS Code 73) g Ernks
S5(HS Code 86) 1H4S Code 635 | P was the y of
49 | Russian Federation 41,954 702] 34(MS Code 87) BOMS Code 62) [the Russian Federation to DPRK
SS(HS Code 73) 140HS Code B4) and Maintenance of Civil Aircraft
6(HS Code 74) 160HS Code 85) [/ Wating for additional reply
13(HS Code 76)
13(HS Code 82)
2(HS Code 83)
81(HS Code 61) Conc::u: both npc.vn: to and
50 e AMah 135 sief . | ook Code 70) RS Cade 62) ::os ::.u.d m:: targeted
Kingdom of 26(HS Code 76) 81(MS Code 84) Gt s
434S Code 8S) items were all related to
' different countries not DPRK
261(HS Code 73)
Senegal. 11(MS Code 54)
1 1 4
s AP 79 6891 3(MS Code 74) S Code 84)
2(MS Code 85)
Serbia, No trade exchange has been
= Repubkbc of o 2 WHS Coda 56 carned cut with the DPRK
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Trade Volume w/ DPRX(2020) Restricted HS Code Trade w/ DPRK
MNo. | M ber S {MS) M5's Reply
Export to Import from Export to Import from
Forfeit shipment of wine on
i August 25, 2020 f mformed
52 s""’""":" 123 of Panel cn September 15, 2020 /
Other than above nothing
applicable / No cases
B5(MS Code 72)
261(MS Code 73)
54 Slcwak Republic 0 406 10HS Code 59
101(HS Code 84)
B(HS Code 85)
1HS Code 2712)
S(HS Code 73}
4(HS Code 59)
Slovenia, 2(+3 Code 61}
. Ratrobdic of A | e | 164$ Code 63
13(HS Code 12)
TI(HS Code B4)
Z7T(HS Code 85)
* 3
2:: lj:::; B-;s 2{HS Code 73) Mo relewvant cases of transactions
56 Scuth Africa 456 1.099] 3 “(15 Cod EB}" ! B{HS Code 54) relating to any goods or
Republic of 4 atus C:d: ol 12(HS Code 84) [technologies
1 { i
180HS Code 76) AO54(HS Code 85) [with the DPRK
2045 Code 72)
1(H5 Code 73)
15 Code 54)
57 sk 167 387 :g: c“"i' :;: 3045 Code 61)
v 13(H5 Code B4)
118{HS Code 85)
3(ri5 Code 85)
Sweden,
ACH 7 hing Apphic N
58 Kingdom of 0 & (HS Code 73) MNothing Applicsble / No cases
59 | Swis Confederation 2.677] of Nothing Applicstle / No cases
0 Tuictsta o 108) Nothing Applicable / No cases
Republic of ng Appl
Entries mantioning the DPRK as
3(HS Code 73) :
of
51 Thaitand, 1743 166]  4cHs Code 84) M cidann ) [T 00y of desinauon d
Eigadom of 29¢HS Code 85) quently been
with the goods returned
2(HS Code 73)
Turkey .
62 Republic of n 93] 323(HS Code 2710) 5(H5 Code B4S)
P 14(H5 Code B5)
31(HS Code 74)
u
&3 gancik, o 25| a3ss| 62(HS Code 55)
¥ 16{HS Code B4)
I(HS Code 61}
(= Ukramne 0 21 3(HS Code 82)
2(HS Code BS)
it Kingdom
&s Uﬁc::uIZm nnd“ 12| e codesh I X coumtry cade peowioed
Riorthas MalAd B(HS Code 85) with steppeng documentaton
_— 101 oo 70 [Smm) et cpscsiens v
€ | Orental :: yt-:l c of © 12 THS Code B4) o opx. but th gmr:ir alt
publl 6045 Code 85y |25 e ually
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Trade Volume w/ DPRX(2020) Restricted HS Code Trade w/ DPRK
Neo. | M S {MS) MS’s Reply
Export to Import from Export to Import from
Uzbakistan,
1 1
67 Republic of 0| Nothing Applicable / No cases
3ITNHS Code 63)
Lamibia, .
=] 2 765 51(H5 Code B4)
Republc of . .
F4(HS Code BS)
1(HS Cede 52)
Zenbabwe,
& AP 2 681 28H$ Code 54)
i 6(HS Code 84)

Source : ITC Trade Map, annotated by the Panel
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Annex 51: List of HS Codes the Panel applies to monitor the sectoral ban

Below is the list of HS codes assigned for each category of goods under sectoral ban by relevant
UN Security Council resolutions. This list superseds S/2018/171 annex 4 as amended by
S/2018/171/Corr.1. See https://www.un.org/securitycouncil/sanctions/1718/prohibited-items
for the complete list of prohibited goods and Implement Assistance Notes.

a. Items prohibited from being exported to the DPRK

Item HS Codes Description Resolutions
Condensates 2709 | Oils; petroleum oils and oils obtained from bituminous | Para. 13 of .
and natural minerals 2375 (2017)
gas liquids 2711 | Petroleum gases and other gaseous hydrocarbons
Industrial 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 7 of
machinery appliances; parts thereof 2397 (2017)

85 | Electrical machinery and equipment and parts thereof;
sound recorders and reproducers; television image and
sound recorders and reproducers, parts and accessories
of such articles

Transporta 86 | Railway, tramway locomotives, rolling-stock and parts | Para. 7 of
tion thereof; railway or tramway track fixtures and fittings | 2397 (2017)
vehicles 53 and parts thereof; mechanical (including electro-

mechanical) traffic signaling equipment of all kinds

87 | Vehicles; other than railway or tramway rolling stock,
and parts and accessories thereof

88 | Aircraft, spacecraft and parts thereof >

89 | Ships, boats and floating structures

Iron, steel Chapters 72-83 Para. 7 of
and other 72 | Iron and steel 2397 (2017)
metals

73 | Articles of iron or steel

74 | Copper and articles thereof

75 | Nickel and articles thereof

76 | Aluminum and articles thereof

77 | Reserved for possible future use

78 | Lead and articles thereof
79 | Zinc and articles thereof
80 | Tin and articles thereof

81 | Other base metals; cermets; articles thereof

82 | Tools, implements, cutlery, spoons and forks, of base
metal; parts thereof of base metal
83 | Miscellaneous articles of base metal

33 Pursuant to paragraph 30 of resolution 2321 (2016) and paragraph 14 of resolution 2397 (2017),
States shall prevent the direct or indirect supply, sale or transfer to the DPRK, through their
territories or by their nationals, or using their flag vessels or aircraft, and whether or not
originating in their territories, of new helicopters, new and used vessels, except as approved in
advance by the Committee on a case-by-case basis.

34 Shall not apply with respect to the provision of spare parts needed to maintain the safe
operation of DPRK commercial civilian passenger aircraft (currently consisting of the
following aircraft models and types: An-24R/RV, An-148-100B, 11-18D, 11-62M, Tu-134B-3,
Tu-154B, Tu-204-100B, and Tu-204-300).
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b. Items prohibited from being imported from the DPRK

Item HS Codes Description Resolutions
Coal 2701 | Coal; briquettes, ovoids and similar solid fuels Para. 8 of
manufactured from coal 2371 (2017)
Iron Ore 2601 | Iron ores and concentrates, including roasted iron
pyrites
Iron Chapter 72 | Iron and steel products (7201-7229)
Iron and Steel Chapter 73 | Iron and steel products (7301-7326)
products
Gold 261690 | Gold ores and concentrates Para. 30 of
7108 | Gold (incl. put plated), unwrought, semi-manufactured | 2270 (2016)
forms or powder
710811 | Gold powder, unwrought
710812 | Gold in other unwrought forms
710813 | Gold in other semi-manufactured forms
710820 | Monetary gold
Titanium 2614 | Titanium ores and concentrates
Vanadium 2615 | Vanadium ores and concentrates
Rare Earth 2612 | Uranium or thorium ores and concentrates [261210
Minerals and 261220]
2617 | Ores and concentrates, [Nesoi code 261790 - Other
Ores and Concentrates]
2805 | Alkali metals etc., rare-earth metals etc., mercury
2844 | Radioactive chemical elements & isotopes etc.
Copper Chapter 74 | Copper and articles thereof (7401-7419) Para. 28 of
2603 | Copper ores and concentrates 2321 (2016)
Zinc Chapter 79 | Zinc and articles thereof (7901-7907)
2608 | Zinc ores and concentrates
Nickel Chapter 75 | Nickel and articles thereof (7501-7508)
2604 | Nickel ores and concentrates
Silver 2616100 | Silver ores and concentrates
7106, 7107 | Silver unwrought or semi manufactured forms, or in
powdered forms; base metals clad with silver, not
further worked than semi-manufactured
7114 | Articles of goldsmiths or silversmiths’ wares or parts
thereof, of silver, whether or not plated or clad with
other precious metal
Seafood (incl Chapter 3 | Fish and crustaceans, molluscs and other aquatic Para. 9 of
fish, invertebrates (0301-0308) 2371 (2017)
crustaceans, 1603 | Extracts and juices of meat, fish or crustaceans,
mollusks, and molluscs or other aquatic invertebrates)
other aquatic 1604 | Prepared or preserved fish; caviar and caviar substitutes
invertebrates prepared from fish eggs
in all forms) 1605 | Crustaceans, molluscs and other aquatic invertebrates,
prepared or preserved
Lead Chapter 78 | Lead and articles thereof (7801-7806) Para. 10 of
2371 (2017)
Lead ore 2607 | Lead ores and concentrates
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Textiles Chapters 50- Para. 16 of
(including but 63 2375 (2017)
not limited to 50 | Silk, including yarns and woven fabrics thereof
fabrfcs and 51 | Wool, fine or coarse animal hair, including yarns and
partially or woven fabrics thereof; Horsehair yarn and woven fabric
fully 52 | Cotton, including yarns and woven fabrics thereof
completed 53 | Vegetable textile tibers nesoi; Yarns and woven fabrics
apparel . .
products) of Vegetablg textile fl.bers nesoi and paper .
54 | Manmade filaments, including yarns and woven fabrics
thereof
55 | Manmade staple fibers, including yarns and woven
fabrics thereof
56 | Wadding, felt and nonwovens; Special yarns; Twine,
cordage, ropes and cables and articles thereof
57 | Carpets and other textile floor covering
58 | Fabrics; special woven fabrics, tufted textile fabrics,
lace, tapestries, trimmings, embroidery
59 | Textile fabrics; impregnated, coated, covered or
laminated; Textile articles of a kind suitable for
industrial use;
61 | Apparel and clothing accessories; knitted or crocheted;
62 | Apparel and clothing accessories; not knitted or
crocheted;
63 | Textiles, made up articles; sets; worn clothing and worn
textile articles; rags
Agricultural 07 | Vegetables and certain roots and tubers; edible Para. 6 of
products resolution
08 | Fruit and nuts, edible; peel of citrus fruit or melons 2397 (2017)
12 | Oil seeds and oleaginous fruits; miscellaneous grains,
seeds and fruit, industrial or medicinal plants; straw and
fodder
Machinery 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 6 of
appliances; parts thereof resolution
Electrical 85 | Electrical machinery and equipment and parts thereof; | 2397 (2017)
equipment Sound recorders and reproducers; television image and
sound recorders and reproducers, parts and accessories
of such articles
Earth and 25 | Salt; sulphur; earths, stone; plastering materials, lime
stone and cement
including
magnesite and
magnesia
Wood 44 | Wood and articles of wood; wood charcoal
Vessels 89 | Ships, boats and floating structures

c. For paragraphs 4 and 5 of resolution 2397 (2017), the Panel uses the following HS codes. The Panel notes that
annual caps are placed for the two items below.

e HS 2709 : crude oil [cap: 4 million barrels or 525,000 tons ]
e HS 2710, HS 2712 and HS 2713 : refined petroleum products [ cap: 500,000 barrels ]

Source : the Panel
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Annex 52: Correspondence with Thailand

No. 56101/206

The Permanent Mission of Thailand to the United Nations presents its
compliments to the Panel of Experts established pursuant to Security Council Resolution
1874 (2009) and, with reference to the communication from Mr. Georgy Toloraya,
member of the Panel of Experts, requesting additional information to supplement the
former’s note no. 56101/18 dated 15 January 2021 on the implementation of customs
measures imposed on the Democratic People’s Republic of Korea (DPRK) for the period
of 2018-2020, has the honour to transmit the said information herewith for the latter’s kind
perusal.

The Permanent Mission of Thailand to the United Nations avails itself of this
opportunity to renew to the Panel of Experts established pursuant to Security Council
Resolution 1874 (2009) the assurances of its highest consideration.

MSSION
m 08 b
= 2

ss of the \bm of Thailand

Panel of Experts established pursuant to Security Council Resolution 1874 (2009),
New York.
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Attachment
Additional information of 12 cases of goods withdrawn from delivery to the DPRK
No. Export Entry HS Code Description of Goods Export agent Quantity Date
1. | AD02-1610208716 85411000 | DIODE BZG03-C36-R-EIC EIC SEMICONDUCTOR COMPAMY | 1 Carton 2018/02/02
LIMITED
2. | A006-1610810538 32001900 | MOMUI FOUNDATION HD ORIENTAL ORCHID TRADING 10 Cartons | 2028/08/06
MAKE UP NO.1 (40ml.) COMPANY LIMITED
AD06-1610810538 33049930 | DERLISE BRIGHT SMOOTH SUN ORIENTAL ORCHID TRADING
SCREEN CREAM 15¢. COMPANY LIMITED
AD06-1610810538 33049930 | DERLISE BRIGHT & CUTE WHITE ORIENTAL ORCHID TRADING
CREAM 15g. COMPANY LIMITED
AD06-1610810538 33049930 | ANTI-ACNE 5¢. BRIGHTENING 5g. ORIENTAL ORCHID TRADING
MELASMA 5¢, SUNSCREEN 5e. COMPANY LIMITED
AD06-1610810538 33049930 | DERLISE WHITE SERUM 30g. CORIENTAL ORCHID TRADING
COMPANY LIMITED
AD06-1610810538 33049930 | DERLISE AQUA TONER 100g. ORIENTAL ORCHID TRADING
COMPANY LIMITED
AD06-1610810538 33049930 | DERLISE MOUSSE 150e. ORIENTAL ORCHID TRADING
COMPANY LIMITED
AD06-1610810538 33069000 | DERRICH ORAL HERBAL ORIENTAL ORCHID TRADING
TOOTHPASTE 25¢. COMPANY LIMITED
3. | AD17-1610701164 85119090 | TRANSFORMER KEIC THAI COMPANY LIMITED 6 Cartons 2018/07/17
2
No. Export Entry HS Code Description of Goods Export agent Quantity Date
4. | AD22-1610114592 12079990 | SACHA LN LNCHI NUT UNSALTED | ASIA STAR OMEGA (THAILAND) 1 Pallet 2018/01/22
COMPANY LIMITED
5. | AD25-1610908321 33049930 | MOMLUI SIXTY-SIXANTI-ACNE 5e. CORIENTAL ORCHID TRADING 6 Cartons 2018/09/25
BRIGHTENING 5e. COMPANY LIMITED
AD25-1610908321 33049930 | MOMUI SIXTY- BRIGHTENING Sg. ORIENTAL ORCHID TRADING
COMPANY LIMITED
AD25-1610908321 33049930 | MOMUI SIXTY-SIXMELASMA 5g. ORIENTAL ORCHID TRADING
COMPANY LIMITED
A025-1610908321 33049930 | DERLISEWHITE SERUM 30g, ORIENTAL ORCHID TRADING
COMPANY LIMITED
AD25-1610908321 33049930 | MOMLUI SIXTY-SIXBRIGHTENING 5. | ORIENTAL ORCHID TRADING
MELASMA 5e. COMPANY LIMITED
AD25-1610908321 33049930 | LOTION (SAMPLE FREE OF ORIENTAL ORCHID TRADING
CHARGE) COMPANY LIMITED
6. | AD27-1611206861 21069019 | NUTRITION DRINK WINTHAI TRANS INTERNATIONAL | 2 Cartons 2018/12/27
COMPANY LIMITED
7. | AD28-1611203712 30045099 | NUTRITION DRINK MR. KI SONG HAN 2 Cartons 2018/12/28
8. | AD19-1621216780 84439100 | AccuStar UltraFilm BNK19-12- ROTOMETRICS (SE ASIA) 1 Carton 2019/12/19
70005 7114764 COMPANY LIMITED
AD19-1621216780 84439100 | AccuPrime BNK19-12-69970 ROTOMETRICS (SE ASIA)
7114764 COMPANY LIMITED
AD19-1621216780 84439100 | AccuStar UltraFilm BNK19-12- ROTOMETRICS (SE ASIA)
69971 7114730 COMPANY LIMITED
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3
No. Export Entry HS Code Description of Goods Export agent Quantity Date
9. | AD12-1630309810 85340090 | FLEXIBLE PRINTED CIRCUIT BOARD | FUIKURA ELECTRONICS 12 Cartons 2020/03/12
(THAILAND) COMPANY LIMITED
10. | AD17-1630812078 40151900 | LATEX GLOVES PHOENIX RUBBER PRODUCTS 25 Cartons 2020/08/18
COMPANY LIMITED
11. | AD20-1630101270 20081999 | BLACK SESAME PASTE FLOWER FOOD COMPANY LIMITED | 1 Pallet 2020/01/20
12. | AD23-1630405508 85340090 | FLEXIBLE PRINTED CIRCUIT BOARD | FULIKURA ELECTRONICS 9 Cartons 2020/04/23

(THAILAND) COMPANY LIMITED

Source : the Panel
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Annex 53: Correspondence with Bulgaria
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PERMANENT MISSION OF THE REPUBLIC OF
B UL G A RTIA
TO THE UNITED NATIONS

11 East 84 Street, New York, NY 10028, Tel: (212) 737 4790, Fax: (212) 472 9865, e-mail: bulgaria@un.int

Ne 44

New York, 6 July 2021

I am writing with regard to your letter ref. Ne S/AC.49/2021/PE/OC.92 of 28 May 2021, and have
the honor to communicate the following information, as provided by the competent Bulgarian au-
thorities:

According to the National Customs Agency’s database, in the period 1** January 2020 — 31 March
2021 10 (ten) exports of nutritional additives were made to the DPRK as declared country of des-
tination. The goods were exported by ,,DSM NUTRITIONAL PRODUCTS EUROPE, address:
Wurmisweg 576, 4303, Kaiseraugst, Switzerland, to “UNICEF DPR KOREA UNICEF REPRE-
SENTAT?", address: P.O. box 90, Pyongyang, the DPRK. The export declarations were lodged
with the Sofia West Customs Office by the Bulgarian company “KENDY LTD", address: 101
Sofia Str., 1320 Bankya, Bulgaria. The goods were classified under the EU Combined Nomencla-
ture and the Common Customs Tariff with tariff code 21069092 and left the customs territory of
the European Union through the Port of Thessaloniki, Greece. Details about the customs declara-
tions (CD) are as follows:

- CD20BG005807AA913100 of 17 January 2020;
- CD 20BG005807AA913019 of 17 January 2020;
- CD 20BG005807AB055481 of 31 July 2020;

- CD 20BG005807AB055414 of 31 July 2020:

- CD 20BG005807AB055580 of 31 July 2020:

- CD 20BG005807AB055599 of 31 July 2020;

- CD 20BG005807AB056949 of 3 August 2020;

- CD 20BG005807AB056957 of 3 August 2020;

- CD 20BG005807AB057108 of 3 August 2020;

- CD 20BG005807AB057116 of 3 August 2020.
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During the above-mentioned period there have been no cases of rejection of customs clearance or
seizure of goods with the DPRK as a country of destination/ consignment, transit, origin or man-
ufacture.

I take this opportunity to assure the Panel of Experts that the competent Bulgarian authorities take
all necessary measures to ensure the strict implementation of all sanctions imposed on the DPRK
as per relevant UNSC resolutions.

Please accept the assurances of my highest consideration.

Sincerely,

Lachezara Stoeva
Ambassador, Permanent Representative

y

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)
United Nations

New York

Source : the Panel
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Annex 54: Correspondence with Singapore

21-10945

¥ 2
PERMANENT MISSION OF THE REPUBLIC OF SINGAPORE

) NATIONS | NEW YORK

24 June 2021

|
Coordinator
United Nations Security Council Panel of Experts established pursuant to
Resolution 1874 (2009)

Dear [

I refer to your letter (S /AC.49/2021/PE/OC.134) dated 28 May 2021
requesting information on any cases of rejection of customs clearance or seizure of
goods with the Democratic People’s Republic of Korea (DPRK) as a country of
destination, consignment, transit, origin, or manufacture, as well as integrated
national data on trade with the DPRK, for the period of 2020 through the first quarter
of 2021.

During the aforementioned period, Singapore forfeited a shipment of
wine that was transhipped through Singapore and allegedly bound for the DPRK on
25 August 2020. This forfeiture fulfilled the obligation for Member States under
Paragraph 20 of UNSC Resolution 2397 (2017) to seize and dispose of items the
supply, sale, transfer, or export of which is prohibited by the relevant UNSC
resolutions. The Panel was informed of this case in our letter to the Panel dated 15
September 2020, which we enclose again for the Panel’s ease of reference.

Apart from the case mentioned in our letter dated 15 September 2020,
there are no other cases of rejection of customs clearance or seizure of goods with
the DPRK as a country of destination, consignment or transit, origin, or manufacture
during the relevant period.

A general prohibition on all commercially traded goods that are
imported, exported, transhipped, or brought in transit from or to the DPRK has also
been in force since 8 November 2017.

IS East A8th Street, New York, NY 10017, United States of Ameriea | T o1 121208260540 F 4112121826 2904 | mifagovsy/newvork
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Singapore reiterates our commitment to upholding our obligations
under the relevant UNSC resolutions, and will continue to be of assistance to the

Panel where possible.

Yours sincerely,

JOPHIE TANG

Chargé d’ Affaires a.i.

Enc.
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PERMANENT REPRESENTATIVE OF THE REPUBLIC OF SINGAPORE

Tell HATIONS 1 B W TOR

15 September 2020

- [

Coordinator
United Nations Security Council Panel of Experts established pursuant to
Resolution 1874 (2009)

I write to inform you of the Singapore Government’s forfeiture of a
shipment of wine allegedly bound for the Democratic People’s Republic of Korea
(DPRK).

Singapore received information from a Member State in January
2020 concerning an allegedly DPRK-bound shipment of alcohol that transhipped
in Singapore from 7 to 10 January 2020. The shipment was held for checks while
in Singapore, and was seized by Singapore authorities on 31 January 2020.

According to the invoice and packing list submitted by the shipping
agent, the shipment of wine was supplied to Sangmyong General Trading
Corporation (“Sangmyong”). The hygiene certificate submitted by the shipping
agent identified Sangmyong as the importer. The Panel would recall that
Sangmyong had previously been identified as an entity that had actively violated
Japan's ban on luxury goods trade with the DPRK in the Pancl's reports
§/2012/422 (2012) and §/2013/337 (2013). Sangmyong is also listed by the Dow
Jones Risk Center as an “entity fully owned by the OFAC comprehensively
sanctioned government of North Korea via the Korean Worker’s party”.

Under Regulation 5(a) of Singapore’s United Nations (Sanctions —
Democratic People’s Republic of Korea) Regulations 2010, “no person in
Singapore and no citizen of Singapore outside Singapore shall supply, sell or
transfer, directly or indirectly, any designated export item or designated luxury
item to any person in the DPRK, whether or not the item originated in Singapore™,

AU bt A0 Srees New Vorko NV 0000E. bdted Stowes ol Yerbea L T o208 0 0 1 4 10220820 000 i e et b
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APPLICATION PURSUANT TO REGULATION 17(1) OF THE UNITED
NATIONS (SANCTIONS - DEMOCRATIC PEOPLE'S REPUBLIC OF
KOREA) REGULATIONS 2010

Third Report of Deputy Chief Superintendent of Customs NS, madc in
support of the application of the Attomney-General under Regulation 17(1) of the United
Nations (Sanctions - Democratic Pcople’s Republic of Korea) Regulations 2010 (“UN
DPRK Regulations"), before the undersigned Disirict Judge, State Courts of the

Republic of Singapore, on 25 August 2020.
Items s ide : C2003520/1P/01

2. Assaled in the First Report of DCSC Il Giled on || August 2020 (the “First
Report™), Singapore Customs scized the following goods on 31 January 2020 in
exercise of its powers under Regulation 14A of the UN DPRK Regulations read with
Sections 34 and 35 of the Criminal Procedure Code (Cap. 68) (“Seized Goods™):

() 1158 cases x 4 boxes x 3 litres of Dry Red Wine;

(b) 50 cases x 12 packels x | litre of Orange Juice;

(c) 25 cases x 12 packeis x 1 litre of Summer Pine Juice;

(d) 25 cases x 12 packets x 1 litre of Medly of Fruit Juice;

(e) 49 cases x 12 packets x | litre of Mango Juice; and

() 25 cases x 12 packets x 1 litre of Secrets of the Valley Juice.

3. The background facts and oulcome ol Singapore Customs’ investigations are set
out in detail in the First Report. To summarise, shipping documents revealed that
Sangmyong General Trading Corp (“SGTC") was the clicnt / receiver of the Seized
Goods. Korea Sangmyong General Trading Corporation (also known lo Singapore
Customs as SGTC) was flagged by the United Nations Panel of Experts as a “DPRK
end-user” in its 2013 Report' and its 2012 Report? for its involvement in the smuggling
of luxury goods into the DPRK.

4. Asslated in the Second Report of DCSC [l filed on 21 August 2020 (the
“Second Report™), Singapore Customs gave notice of the application to five parties
that appeared (o have an interest in the Scized Goods, pursuant to Regulation 17(3) off
the UN DPRK Regulations. As at 20 August 2020. two parties had indicated that they
would not be contesting the forfeiture of the Seized Goods. As at 25 August 2020, there

' Report of the Panel of Experts ($/2013/337).
1 Report of the Panel of Experts (5/2012/422).
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was no response received from the remaining (hree parties. Singapore Customs’
correspondence with the five parties are sel out in detail in the Second Report.

e on ugust 2020, at 10:00 am, Court 7A of the Stat e c
of Singapore

5. State Counsc! | - M. on behalf of the Attomey-

General of the Republic of Singapore, applied for the forlciture of the Scized Goods
under Regulation 17(1) of the LN DPRK Regulations. The Seized Goods were proved
to be designated export items (i.e. ilems listed in paragraph 2(a) (o 2(I) above)' and
designated luxury ilems (i.c. items listed in paragraph 2(a) above)*. The Seized Goods
were also proved to be the subject of a contravention of Regulation 5(a) of the UN
DPRK Regulations which reads:

“A person in Singapore and no citizen of Singapore outside Singapore shall - (a) supply,
sell or transfer, directly or indireetly, any designated expon item or designated luxury
item to any person in the Democratic People’s Republic of Korea, whether or nol the item
originaled in Singapore™.

6. Upon the application of the Attomey-General, and upon reading the First and
Second Reports, the learned District Judge was salislied that (orfeiture of
the Seized Goods under Regulation 17(1) of the UN DPRK Regulation was made out,

7. Inviewofthe above, may | seck a court order for the Seized Goods to be forfeiled
1o Singapore Customs, and cither destroyed or otherwise dealt with,

E
(DCSC)

Assistant Head
Trade Investigation Branch
Singapore Customs

Jor Director-General of Singapore Customs

' Regulation of mports and Exports Regulations, Seventh dule (Prohibited imports from and exports to
(inchuding transhipped goods and goods in transit originating from or bound for) country or territory, Third
Column, DPRK, (18) Any goods that are for the purposes of trade with any person In the Democratic People’s
Republic of Xorea,

* Regulation of Imports and Exports Reg Seventh dule (Prohi imports from and exports to
(including transhipped goods and goods In transit originating from or bound for) country or territory, Third
Column, DPRK, (S)1) wines and spirits.
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To the Officer of Singapore Customs:

Order in Terms

| The Seized Goods be dealt with as the Director-General of Singapore Customs thinks |

! fit, and in such a case the Director-General may direct that the Seized Goods be

| destroyed or otherwise dealt with.
. The Seized Goods are:

(a) 1158 cases x 4 boxes x 3 litres of Dry Red Wine;

(b) 50 cases x 12 packets x 1 litre of Orange Juice;

{c) 25 cases x 12 packets x 1 litre of Summer Pine Juice;

| (d) 25 cases x 12 packets x 1 litre of Medly of Fruit Juice:

| (€) 49 cases x 12 packets x | litre of Mango Juice; and

(f) 25 cases x 12 packets x | litre of Secrets of the Valley Juice,

i

Magistrate / District Judge

Source: the Panel
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Annex 55: Correspondence with Guatemala

Correo electrénico: onunewyork@minex.gob.gt / www.guatemalaun.com Twitter: @GuatemalaONU
Siguenos en:

21-10945

& MINISTERIO DE RELACIONES

EXTERIORES
MISION PERMANENTE DE GUATEMALA ANTE

DR. ALEJANDRO CIAMMATTE! NACIONES UNIDAS, NEW YORK

GOBIERNO ¢
GUATEMALA

P§/11.3.14/806

La Misidn Permanente de Guatemala ante las Naciones Unidas saluda atentamente al Grupo
de Expertos establecido en virtud de la resolucion 1874 (2009) del Consejo de Seguridad de las
Naciones Unidas y se permite hacer referencia a su nota no. S/AC.49/2020/PE/OC.110, en relacion
a los esfuerzos de dicho Grupo de Expertos por reunir, examinar y analizar informacién respecto a la
implementacién de las medidas impuestas a la Repiiblica Popular Democrética de Corea (RPDC),

La Mision Permanente de Guatemala ante las Naciones Unidas se permite informar que la
Repiiblica de Guatemala como Estado fundador de la Organizacién de las Naciones Unidas reconoce
la importancia del mantenimiento de la paz y la seguridad internacionales, y con tal fin estd
comprometido en cumplir todas y cada una de las medidas colectivas eficaces para prevenir y eliminar
las amenazas a Ia paz, y para suprimir actos de agresion  otros quebrantamientos de la paz; y lograr
por medios pacificos, y de conformidad con los principios de la justicia y del derecho internacional, el
ajuste o arreglo de controversias o situaciones internacionales susceptibles de conducir a
quebrantamientos de la paz.

Es asi que en virtud de la solicitud realizada por el Grupo de Expertos al Gobierno de la
Repiiblica de Guatemala y en reconocimiento al sentido obligatorio de cumplir con el articulo 25, de
la Carta de las Naciones Unidas respecto a aceptar y cumplir las decisiones del Consejo de Seguridad,
se permite informar lo siguiente:

¢ El Estado de Guatemala en apego a su marco juridico interno ha dispuesto la
investigacion pertinente del caso reportado por el Grupo de Expertos
establecido en virtud de la resolucion 1874 (2009) del Consejo de Seguridad de
las Naciones Unidas;

Coordinador del Grupo de Expertos
establecido en virtud de la resolucién 1874 (2009)
del Consejo de Seguridad

ce -{wb'rudtf Grupo de Fxpertos establecido en virtud de la resolucion 1674 (2009)

57 Park Avenue, New York, N.Y. 10016 - Teléfonos: 001212-6794760 - Ext. 210, 220
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o El Fstado de Guatemala, se permite informar al Grupo de Expertos establecido
en virtud de la resolucion 1874 (2009) del Consejo de Seguridad de las
Naciones Unidas que la entidad estatal encargada de administrar el sistema
aduanero, establecer mecanismos de verificaciin de origen de meercancias, de
organizar y administrar el sistema de fiscalizacion y de mantener y controlar
los registros cen el territorio de la Repiiblica de Guatemala es la
Superintendencia de Adrinistracion Tributaria (SAT).

o Dicha institucion, mediante su Nota con registro No. OFI-SAT-IAD-0471-
20211, informo que se han realizado una setie de acciones para contrarrestar
los errores suscitados anteriormente con la base de datos de los agentes
aduaneros. Para informacion del Grupo de Expertos, se adjunta la copia de
dicha Nota y sus respectivos anexos.

o Sin prejuicio de lo anterior, se reitera el compromiso del Estado de Guatemala
hacia la completa implementacion de las resoluciones del Consejo de Seguridad
de Naciones Unidas sobre las sanciones impuestas a lo Repilblica Popular
Democritica de Corea, siendo las siguientes: 1718 (2006), 1874 (2009), 2087
(2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017),
2375 (2017) y 2397 (2017).

La Misién Permanente de Guatemala ante las Naciones Unidas aprovecha esta oportunidad
para expresarle al Grupo de Expertos establecido en virtud de la resoluciin 1874 (2009) del Consejo
de Seguridad de las Naciones Unidas, las seguridades de su mds alta consideracion.

Nueva York, 9 de julio de 2021.

! Ver Anexo L.
- 57 Park Avenue, New York, N.Y. 10016 - Teléfonos: 001212-6794760 - Ext. 210, 220
Correo electrénico: onunewyork@minex.gob.gt / www.guatemalaun.com Twitter: @GuatemalaONU

Slguenos en:

Source: the Panel

234/266 21-10945



S/2021/777

2109720E 1

Translated from Spanish
Permanent Mission of Guatemala to the United Nations
PS/11.3.14/806

The Permanent Mission of Guatemala to the United Nations presents its compliments to the
Panel of Experts established pursuant to Sccurity Council resolution 1874 (2009) and has the
honour to refer to its note No. S/AC.49/2020/PE/OC.110 relating to its efforts to gather, examine
and analyse information regarding the implementation of the sanctions imposed against the

Democratic People’s Republic of Korea.

The Permanent Mission of Guatemala to the United Nations wishes to report that the
Republic of Guatemala, as a founding Member of the United Nations, recognizes the importance of
maintaining international peace and security, and to that end is committed to taking all effective
collective measures to prevent and remove threats to the peace, and to suppress acts of aggression
and other breaches of the peace, and to bring about by peaceful means, and in conformity with the
principles of justice and international law, adjustment or settlement of international disputes or

situations which might lead to a breach of the peace.

Thus, pursuant to the request made by the Panel of Experts to the Government of the
Republic of Guatemala, and in recognition of the obligation to comply with Article 25 of the
Charter of the United Nations, namely, to accept and carry out the decisions of the Security Council,

the Permanent Mission wishes to provide the following information:

¢ The Government of Guatemala, in accordance with its domestic laws, has ordered an
investigation into the cascs reported by the Pancl of Experts established pursuant to Security

Council resolution 1874 (2009).

Coordinator of the Panel of Experts established pursuant to Security Council resolution 1874 (2009)

ce :_ member of the Panel of Experts established pursuant to Security Council

resolution 1874 (2009)
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The Government of Guatemala has the honour to inform the Panel of Experts established
pursuant to Sccurity Council resolution 1874 (2009) that the Statc entity responsible for
administering the customs system, establishing mechanisms for verifying the origin of
goods, organizing and administering the control system and maintaining and monitoring
records in Guatemala is the Tax Administration Superintendency.

That entity, in its note No. OFI-SAT-IAD-0471-2021," has indicated that it has taken a
series of steps to address the errors that previously arose in the database maintained by
customs agents. For the information of the Panel of Experts, a copy of that note and the
annexes thereto are attached.

Notwithstanding the above, the Government of Guatemala reiterates its commitment to the
full implementation of the following Security Council resolutions on sanctions against the
Democratic People’s Republic of Korea: 1718 (2006). 1874 (2009), 2087 (2013), 2094
(2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017).

The Permanent Mission of Guatemala to the United Nations takes this opportunity to convey

to the Panel of Experts established pursuant to Security Council resolution 1874 (2009) the

assurances of its highest consideration.

New York, 9 July 2021

' See annex 1.
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OFI-SAT-IAD-0471-2021

Guatemala City, 17 June 2021

Madam,

| am writing in response to note No. SUBONU-487-2021-2020 of 3 June 2021, transmitting
letter No. S/AC.49/2021/PE/OC.110 of 28 May 2021, signed by_(‘oordinator of
the Panel of Experts established pursuant to Security Council resolution 1874 (2009), referring to the
implementation of sanctions measures in the area of trade, including the export to and import from
the Democratic People’s Republic of Korea, in accordance with Security Council resolutions 1718
(2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2375 (2017)
and 2397 (2017).

On the basis of the aforementioned resolutions and in order to promote best practices in their
implementation in all Member States, the Pancl has requested that information be provided in
response to seven points relating to the first quarter of 2020 and 2021, as set out in letter No.

S/AC.49/2021/PE/OC.110. The relevant information is provided below.
With regard to points 1 and 2:

In letters Nos. OFI-SAT-IAD-1276-2020 of 12 November 2020 and OFI-SAT-IAD-1411-
2020 of 18 December 2020, the Customs Administration stated that, from January to March 2020
(first quarter), it fulfilled the requirement relating to external trade operations carried out under the
code KP (Democratic People’s Republic of Korea), indicating that, after reviewing the relevant
documentation, it determined that the importer in Guatemala purchased from El Salvador goods
originating from the Republic of Korea (South Korea), and that it incorrectly declared them under the

code KP instead

Ambassador
Director-General for Multilateral and Economic International Relations
Ministry of Foreign Affairs

Guatemala
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of the correct code, KR, corresponding to the Republic of Korea (South Korca).

The Customs Administration also clarified declarations relating to goods arriving in
Guatemala are transmitted by customs agents who, according to regional laws, arc auxiliaries to the
public customs service and may transmit electronically customs declarations and supplementary
information relating to acts, operations or customs regimes in which they participate, pursuant to
Chapter I, “Auxiliaries to the public customs service”, articles 19 and 21 (d), of the Central American

Uniform Customs Code and its implementing regulation.

After consulting the computer system of the Tax Administration Superintendency, the
Customs Administration has determined that no imports under the code KP were recorded from

January to March 2021.

With regard to points 3 and 4 contained in letter No. S/AC.49/2021/PE/OC.110, the Customs
Administration has consulted the various customs offices in Guatemala and wishes to report the

following information:

- No cases of rejection of customs clearance or seizure of goods with the Democratic
People’s Republic of Korea as a country of destination/consignment or transit have been

recorded by any customs office.

- No cases of rejection of customs clearance or seizure of goods with the Democratic
People’s Republic of Korea as a country of origin or manufacture have been recorded by
any customs office. Since no cases related to points 3 and 4 have been recorded by any
customs office, it is not possible to provide the information solicited in the subsequent

points set out in your request,

In letter No. OFI-SAT-IAD-1390-2020 of 11 December 2020, the Customs Administration
indicated that its Regulatory Department made improvements to the Central American Single
Customs Declaration (DUCA) platform by prohibiting the validation of DUCA-D and low-value
import declarations containing the code KP (the Democratic People’s Republic of Korea). The

Customs Administration has also taken the following steps to address the errors that occurred:

- Disseminating information internally and externally, through news digests and Aduana
Moderna (Modern Customs) bulletins, indicating that the code KP should not be used in

declarations of goods, in order to ensure compliance with United Nations resolutions.
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- Prohibiting the use of the code KP in the Single Customs Declaration system.

Accept, Madam, the renewed assurances of my highest consideration.

Superintendent of Customs

Tax Administration Superintendency

Source: the Panel
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Annex 56 : Correspondence with Guyana

240/266

sy PERMANENT MISSION OF THE CO-OPERATIVE
2 REPUBLIC OF GUYANA TO THE UNITED NATIONS
asp 801 Sccond Avenue, Sth Floor, New York, NY 10017
==, Telephone: 212-573-5828/29 Fax: 212-573-6225
- E-mail: puyana@un.int

- Yo —

19 July 2021

HE. I

Coordinator of the United Nations Security Council
Panel of Experts established pursuant to
Security Council Resolution 1874 (2009)

kxcellency,

I have the honour to refer to your letter, dated 28 May 2021, informing of the efforts of the Panel
of Experts to gather, examine and analyze information regarding the implementation of the
mcasures imposed on the Democratic People’s Republic of Korca (DPRK) by Sccurity Council
resolutions 1718 (2006), 1874 (2009), 2087 (2013) , 2094 (2013), 2270 (2016), 2321 (2016) , 2356
(2017), 2371 (2017), 2375 (2017) and 2397 (2017), in particular incidents of non-compliance and
requesting relevant information from the appropriate authorities of the Co-operative Republic of
Guyana on trade with the Democratic People’s Republic of Korea (DPRK).

In this regard, I have the further honour to advise that:

i. No trade took place between Guyana and the DPRK for the period 2020 and 2021 (1*
quarter).

ii. Trade between the DPRK and Guyana was erroncously recorded during the period in
question but this was duc to logging crrors. Certified true copies of the supporting
shipping documents will be provided, in short order, to substantiate this.

ili.  To reduce the possibility of trade being erroneously recorded between Guyana and
countries under United Nations Sccurity Council (UNSC) trade sanctions, the
competent Guyanese authority (the Guyana Revenue Authority) is introducing a Risk
Profile System in the ASYCUDA World System to flag tradc transactions involving
countries under a UNSC sanctions regime, including the DPRK.
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Please accept, Excellency, the assurances of my highest consideration.

/ IQ q o KUA/

arolyn Rodrigues-Birkett

Ambassador

Permanent Representative of the Co-operative Republic of Guyana
to the United Nations

Source : the Panel
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Annex 57 : Correspondence with Bulgaria

242/266

PERMANENT MISSION OF THE EEPUBLIC OF
BE U L & &4 K I A
T THE UNITED NATIONS

i1 Fod #4™ Seroci, Mew Yok NY (6138, Tel: (203 737 4790, Fau: (2135 472 868, c-mail: bulgariaaun.ini

M dd

New York, 1T Febrmary 2021

I

I am writing with regard to your Jetter Raf. e 5/AC 49 2020/PEOC 19 of 16 March 3020, and
e the homor to commmmi cade the following infermation, as provided by the competest Balgarian
awthoritis:

Thie property relations betwean the Eepablic of Bulgeris and the Democratc People’s Eepeblic of
Eomea (DPEE]) am regelated by an A greamsent of 30 Jume 1582 bomveen the Governmant of the
Poople's Rapublic of Bulgaria and the Govemment of the Democmiic People’s Republic of Eorsa
omn the reciprocal asignesext of the bght o bnild and the right to nse plots of land for the constrac-
tivm of smbasay buildings, and the Protocol of 30 Decambar | 985 amending the 1962 A preamant

Pummant to the sbove-desoibed imumations] agmeemsents, the boildings thet have bean bailt on
thesa plots ame property of the DPRE, according to Art. 6, para 1 of the Agreement of 30 Jome
1862 The plots on wiich the: propertios are boilt belong te the Repoblic of Bulgarna

Acconding o Ast. 6 of the 1982 Agrocment. the plots and the: bmildi=mgs built on them may not be
sold or ransferred to a third party withowt the consant of the other contracting party. In regard of
the fact that the above-mentonsd A preament has bean conchided between the govermmaents of the
o coummias, the praxbing of convent in the conteat of At 6 of the Apearent i within the cope-
petence of the Conncil of Ministers of the Repmblic of Bulgana.

In Light of the shove, the bailding lorated on 5§ Andrei Sakharer Bhed , Sofia — “Teara™ Residencs,
is oumed by the DFEE

In Fehmary 2017, the Minisiry of Foreign A ffaim of the Eepeblic of Bulgaria mfnrmed the DFRE
Embasyy about the matrictons inxpossd with UNEC musebzficn 2321 (2014) - probibiton of use of
real esmbe proparty owned by the DFEE Fmbawy for any purposs other than diplometic and con-
snlar activities. The Fmbassy was urged fo cease 2y sech activiies immediately.

At that time twno Bulgarisn companie: were registemd at two of the properties bebmging to the
DPRE Embaary, namely “Tema Group™ and “Tecknologica”™. The companies were stmomgly ad-
vised tn terpuinate their enm] agreements and to comxply with the sanctions regime. According to
the relewant Bolgarian swthorities, no rexfal payments hawe bewn mads by the companies to the
DPEE Embassy ever wince.
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I take this oppormumity to assure the Panel of Experts that the competent Bulgarian authorities take
all necessary measures to ensure the s=ict implementation of all sancticas imposed oa the DPRX
a3 per relevant UNSC resolutions.

Please accept, Excellency. the assurances of my highest consideration

Siacerely,

Lachezara Stoeva
Ambaz:ador, Permanest Reprezentadve

Coordinator of the Panel of Expert: establizhed
pursuant to Security Council Rezolution 1874 2009)
United Nation:

New York

Source : the Panel
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Annex 58: Images of a grand piano in DPRK in June 2021

Source: NK news, KCTV
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Annex 59 : An excerpt from a cybersecurity firm (Kaspersky) report on the

cyberattacks against the Russian defence industry

(Available on-line at: https://ics-cert.kaspersky.com/media/Kaspersky-ICS-CERT-Lazarus-targets-
defense-industry-with-Threatneedle-En.pdf)

Kaspersky ICS CERT kaspersky

21-10945

Initial infection

In this attack, spear phishing was used as the initial infection vector. Before
launching the attack, the group studied publicly available information about the
targeted organization and identified email addresses belonging to various
departments of the company

Email addresses in those departments received phishing emails that either had a
malicious Word document attached or a link to one hosted on a remote server.
The phishing emalls claimed to have urgent updates on today's hottest topic —
COVID-19 infections. The phishing emails were carefully crafted and written on
behalf of a medical center that is part of the organization under attack.

CPOe1niTa, KODORMAP CHON Viidowiine

—
Vasmsorase peboturan Obuec1na
TR - R ———r sy 1 ST
[1oyToAy MAJ MISBIIPOM T BCELI CCRICE TEUEMS TRCTPYRETE 30 FPOQUISETARS I TIAITOC IS SOpOAIsIyy i noé Sugesmm
Mz BPOCT: BAC BIILITETLIEO TPOTHTATL o TIEATSTAOO (30 300TS (HICTPYRIN

[1amaran © aspomsmpycach ung<sn
[1pofu 1o iEs (puiEN o sopoaassysed mebesmn

Bepetiie coow Lioposse’
€ ymomenmens

Taders 11T 1 ( BaBae O Baenes Tx) weerGuod puore
OAD
Tel +*

Phishing email with links to malicious documents

The attackers registered accounts with a public email service, making sure the
sender’s emall addresses looked similar to the medical center’s real emall
address. The signature shown in the phishing emails included the actual personal
data of the deputy head doctor of the attacked organization's medical center
The attackers were able to find this information on the medical center’s public
website.

A macro in the Microsoft Word document contained the malicious code
designed to download and execute additional malicious software on the infected
system

The document contains information on the population health assessment
program and is not directly related to the subject of the phishing email (COVID-
19). suggesting the attackers may not completely understand the meaning of the
contents they used
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Contents of malicious document

The content of the lure document was copied from an online post by a health
clinic

Our investigation showed that the initial spear-phishing attempt was
unsuccessful due to macros being disabled in the Microsoft Office installation of
the targeted systems. In order to persuade the target to allow the malicious

macro, the attacker sent another email showing how to enable macros in
Microsoft Office

Re|2| Kopomanwpyoens Miepexims

P10 SARECUT OF CORMECTINOCTH HPOCKIOTPN S0KYMERTON
Tlosmauryfic Ta, sanre Koaky «BRuonms companioss 13 Aer1ofl AHoaxe 5 pepxmedl SacTi CTpatiom, S1o0M BPasILIMNGD BICTPOITE COJEPEITwOe

(W o B v v
I oA W OECECE RS
o S v-A- Exam s >
[x Seveety Wwsing  Mouws have beas Sbnd.  Drstee Castant ]

.

m

Ecan sal 5oe etiie 1o BICUITC COIPAINLOS:, & BEPEIN0 J08YMOnT
C ysasenaex,

JasecTurens CIasncCo spaa 0o devwlaol pebore
0OAO
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Email with instructions on enabling macros #1
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Kaspersky ICS CERT kaspersky

After sending the above emall with explanations, the attackers realized that the
target was using a different version of Microsoft Office and therefore required
a different procedure for enabling macros. The attackers subsequently sent
another emall showing the correct procedure in a screenshot with a Russian

language pack

Re[2]: Koponasupycron Vindexumm

(o=, 120200520002
),
< Faseras Borasas PasmeTvs crparm Ceranem Paccriten Peueranpossme Bua A
1 Calibri 12 AN & S 1= - 'T' Fw N T
8 ' - Y - = A :
crasus B s 1o g KX Y -shex x A W-4A EEEEE OO

- MapaveTpe

o NDeAYNDEMACHIE CRCTEMM GEIOMIKHOCTH  JANYTE MAKDOLOE DTEADY

2 LA

C ynaxenies,

3amMecTUTENs IIABHOTO BpaYa Nno aeqebroit pabore
0AO
Tel +7

Email with instructions on enabling macros #2

The content in the spear-phishing emails sent by the attackers from May 21to
May 26, 2020, did not contain any grammatical mistakes. However, in subsequent
emalls the attackers made numerous errors, suggesting they may not be native
Russian speakers and were using translation tools
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Source : the Panel
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C ypaxerneM,

3aMecTITCTS ITABHOIO Bpata No acuednoil padore
0AO
Tel. =7

Email containing several grammatical mistakes

On June 3, 2020. one of the malicious attachments was opened by employees
and at 9:30 am local time the attackers gained remote control of the infected
system

This group also utilized different types of spear-phishing attack. One of the
compromised hosts received several spear-phishing documents on May 19, 2020
The malicious file that was delivered. named Boeing_AERO_GS docx. fetches a
template from a remote server

However, no payload created by this malicious document could be discovered
We speculate that the infection from this malicious document failed for a
reason unknown to us. A few days later, the same host opened a different
malicious document. The threat actor wiped these files from disk after the initial
infection meaning they could not be obtained

Nonetheless a related malicious document with this malware was retrieved
based on our telemetry. It creates a payload and shortcut file and then
continues executing the payload by using the following command line
parameters

e Payload path: ¥APPDATA%\Microsoft\Windows\lconcaches.db
e Shortcut path: ¥APPDATA%\Microsoft\Windows\Start
Menu\Programs\Startup\OneDrives.1lnk
« Command Line; please note that the string at the end Is hard-coded, but
different for each sample
o rundll32.exe [dllpath],Dispatch n2UmQ9McxUds2b29

The content of the decoy document depicts the job description of a
generator /power industry engineer
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Annex 60: Reply from Ecuador

l*! Misién Permanente del Ecuador ante las

Naciones Unidas en Nueva York

New York, 8 July 2021

Mr. Coordinator,

| have the honour to refer to your letter dated 11 November 2020, with regard the
ongoing efforts to examine and analyse information regarding the implementation of the
measures imposed on the Democratic People’s Republic of Korea (DPRK) by Security Council
resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356
(2017), 2371 (2017), 2375 (2017) and 2397 (2017).

| further wish to inform that in response to the request made to the Government of
Ecuador, and in compliance with the obligations arising from the relevant resolutions of the
Security Council on this matter, the Government of Ecuador undertook the applicable measures
for the termination of the contractual relationship between the Decentralized Autonomous
Government of the Province of Pichincha and the nationals from de DPRK, and for the
repatriation to their country of origin.

| remain at your disposal should the Panel need additional information.

Please accept Mr. Coordinator the assurances of my highest consideration.

Ambassador Cristian Espinosa,
Permanent Representative of Ecuador to the United Nations

M Panel of Experts

Established pursuant to resolution 1874 (2009)
United Nations Security Council,

Ce. dppa-poelBZ4@un.om

Source : Member State
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Annex 61: Purported Contract Signing with KCC Representative

KRR S BEKCCRHEZPOSHLRMERE

RHBEH: 202114

Vi, EAPERRSARASSHENEATKCCARMPOSHRN—BEBEENE
WAR.

KCCRHRBEERURETRLY, MEXERBTLMIVIETREHNFLARUE
B, IABERORBREAFKE,

NTHERPOSHORINTE, RIUSLESRATRY, SERARORELFHHT
Usia, RANEERRRSRETIRE, NRANSREENBENRRORESS.
BES, ESHASRBARRE, HELMHABARRE R, HEFARNTHTEES
RIREA 2. ETFNSMETLEPOSHERNSG, MARE—TEM T HA2R
ATk, HEDHT SHERBARTNSEHONK!
FRSKCCRHMELRRBYRIFNAL, AT RBAEER, HETARBORE
A, BHPOSHERMEFERASE, MGRENYE, FHSHANSCEERARE
AU ESD, AIEFAERES—, EPELORN, FRELFRRS, &
BERERER, NRNEPREBHUENES, KCCRENIARWERAE, #5
RS ABES THAEF RRIALE!

) )

R USESKABNESEARER TR USEBKESENRAN

Source: The Panel, website (address on file) accessed 17 March 2021.
Unofficial Translation:

“Recently, the Yongxiang International Trading Company Limited [hereinafter referred to as
Yongxiang International] signed an important commercial contract with the KCC Corporation, a

well-known North Korean company, on the purchase of POS [Point of Sale] machines.

The KCC Corporation is an enterprise under the North Korean Ministry of Finance and Taxation
and is engaged in the development and procurement of software and hardware for national banks
and financial institutions. It is also a long term friendly cooperative partner of the Yongxiang

International.
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For this purchase order of POS machines, Yongxiang International's business manager went south
to Shenzhen [in Guangdong Province] for many times to discuss business with China's well-
known equipment manufacturers and delved into the production and quality of products at
manufacturing workshops to strive to provide the North Korean side with the most high-quality
equipment products in China. At the same time, after several exchanges of opinions with the North
Korean side, the customer's personalized opinions were fed back to the manufacturers, and the
required software and hardware products were customized to the satisfaction of the customer.
Since there is no precedent for the use of POS machines in North Korea at present, this alone has
helped North Korea to fill a major gap in the financial field and truly enter the era of multi-

functional transaction terminals and non-cash settlements.

Through friendly negotiations with KCC representatives in China, a strategic cooperation
intention was reached, and a large number of procurement contracts were signed. Also, the first
batch of POS machines had completed production, arrived in Dalian, and would be shipped to
North Korea soon. In the later stage, many batches of machines would be manufactured in a
planned way according to the contract requirements. Based on the principle of quality first and
customer first, the Yongxiang International strictly controls the quality of products, tracks the use
of products, and strives to provide the best service for customers. KCC representatives were very
satisfied with the purchase and said that they would continue to carry out friendly cooperation

with Yongxiang in many fields.”

21-10945
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1 ABERRBRWHRAT, EMiEHFHE, ADETBUSTHE: KEEFRRS, #HEOWS, ANRIES, SRRLSHBHSENRS
#X, FHERFNERSH,

NETF20174F, EFRSPHPRBITSEMILTRIRGT, 2018FEMITRERUERBITHT, WSEE: HSERBARWHSFE R, 5
BRSSO, INCEMRBIREWS, FHFP LB, ISCREFFN, INCHESREB/MXSMITNRIE, IBOOR, #HOKYMBRGS
W, ERRERGSE, B8, NEFPNEBFRST, EIFERZENXRSIIE.

AT REURBATLEEREANRRMAM, ABPNFRCHOMMMEAR, URERMEZNRZMEHAOTEEE, WSIHHN, BFE
#BAS, ETILBMRHRAFRR, REFRBRNEREFFEE. FEABRFRLAE, BRRESEFRXOBERDBAFEXRE. SERD
SIBETFWSTEH, EERGFR, RITRJREAS. —LRFTR. BETL, RREM, XL, SSARFIBE. ARGRHALO
7%, EF—RRM"RHERENRESERO8IR.

ATFAEFEL, BAB)I, RLEIFFH, EREANEERE, MRBSERNBERSSE, BIRFEAINNZRM R, FHERES
15, AEFSKMEUNRESHETE, SMAREH, BFRE.

NE R UAARANERERT, R EASHER, PEIRME ORI, FEEGEERHER, BMATMERE. BSHIERSRATHOH

R, BUARMA. RAENITARFMRHBM. MMRIEEWHHRRE, BERRMNOSORMARR, BIERFOREK,

Source: The Panel, website (address on file) accessed 17 March 2021
Unofficial Translation:

“Yongxiang International Trade Industrial Co., Ltd. is registered in Hong Kong. The company's
main business scope: comprehensive international trade, import and export business. Since its
establishment, the company has cooperated and traded with many places in Europe, America and
Asia, and enjoys a good international reputation.

In 2017, the company established a financial bank in Pyongyang in cooperation with the Central
Bank of North Korea. In 2018, it set up a financial bank branch in Gangwon-do, North Korea. Its
business scope: foreign investment companies and foreign companies, foreign exchange
remittances, foreign exchange loans and investment business, current demand Account
overpayment, discounts on foreign exchange bills, guarantees for foreign exchange debts and
contract obligations, foreign exchange remittances, settlement of import and export goods, credit
investigations and negotiations, trusts, credit card issuances to customers, and transactions between
non-residents.”
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Annex 62: Letter to China and Reply

Figure Annex 62-1: Letter to China
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Excellency,

I have the honour to write to you with regard to ongoing efforts of the Panel of Experts
established pursuant to United Nations Security Council resolution 1874 (2009) to gather, examine and
analyse information regarding the implementation of the measures imposed on the Democratic
People’s Republic of Korea (DPRK) by Security Council resolutions _| 718 (2006), 1874 (2009), 2087
(2013),.2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and_2397
(2017), in particular incidents of non-compliance.

Based on publicly available information, the Panel is investigating an alleged sale of payment
processing systems, known as point-of-sale (PoS) machines, to the “Korea Computer Center” (KCC),
which is part of the DPRK’s Ministry of Finance and Taxation. The Panel is investigating this matter
as a possible violation of, inter alia, paragraph 18 of resolution 2375 (2017) which prohibited joint
ventures or cooperative entities with DPRK individuals and entitics and paragraph 11 of resolution
2094 (2013) which prohibit the provision of financial services or transfer of financial or other assets
or resources that could contribute to the DPRK’s nuclear or ballistic missile programmes. According
to a 4 January 2021 post on the “Dalian Shengbin Crew Service Company Limited” website (annex),
the Yongxiang International Trading Company Limited' signed a commercial contract with KCC to
supply PoS machines. In its efforts to gather reliable and verifiable information, the Panel would be
grateful for your assistance in supplying the following information:

® A copy of the previously referenced contract;

e A full description of the PoS machines:

e Copies of all purchase-orders, invoices, pro-forma invoices related to the sale of PoS
machines to KCC;

e Any shipping records, to include customs declarations and inspection reports; and

e Records of any financial transactions between KCC and Dalian Shengbin Crew Service
Company Limited, including account numbers, bank names, and all relevant
transaction details.

Paragraph 6 of Security Council resolution 2569 (2021) urges all Member States and other
interested parties to cooperate fully with the Panel of Experts, in particular by supplying any
information at their disposal. The Panel would welcome any other information that you might consider
relevant to its work as mandated by the Security Council in this regard. In addition, the Panel would

! According to information provided on the website, Yongxinag Intemational Trading Company Limited is
a subsidiary or affiliate of Dalian Shengbin Crew Service Company Limited.

His Excellency

Mr. Zhang Jun

Permanent Mission of China to the United Nations
New York
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like to assure you that any information you may consider confidential can be handled accordingly and
used solely for the Security Council and the 1718 Committee.

Given the importance the Panel attaches to this investigation, we would be most grateful for
any information to be supplied within six weeks of the date of this letter. Please reply by email to the
Panel at . Should you wish to discuss this request, ny follow-up matters,

Please accept, Excellency, the assurances of my highest consideration.

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

Annex: Photographs of purported contract signing with KCC representative

Source : the Panel

Figure Annex 62-2: China’s Reply

verification and investigation accordingly. China has always been
faithfully fulfilling the relevant provisions of the Security Council
resolutions on imports from and exports to the DPRK. To ensure the
validity of Security Council resolutions, any items that are prohibited
to export to the DPRK will not be released by the Chinese customs

6. POS machine (OC.68)

China’s relevant authorities have not yet completed

even relevant contracts are signed.

Security Council resolutions, which have clear provisions on providing

We hope that the Panel will not expand the interpretation of the

financial services to the DPRK.

Source : Member State

254/266

21-10945



S/2021/777

Annex 63: Records from the Chinese Ministry of Commerce>?
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© Choseon Xinxing Information Technology Trade Association
® Democratic People’s Republic of Korea
© Ownership Stake in China-based company

Source: The Panel, website (address on file) accessed on April 2021

35 One expert objects to this annex because the content needs further corroboration.
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Annex 64: Corporate Registry Records and Analysis of Social Media Profiles®¢

CERTIFICATE OF INCUMBENCY

Name of Company: SUPER GOLD HOLDINGS INC.

We, BEP (Anguilla) Limited of Babrew Biding, The Valley, Anguila, British West Indies, being the duly 2ppointed
Registered Agent of SUPER COLD HOLDINCS INC. (the “Company™), an Intemational Business Company
Incorperated b Angulia on the 3 Day of October 2016 with registration number 241489 heredy certify the
folewings:-

1. The Company & in Cood Legal Standing in Anguila;

2, That 35 far & tan be determined from the documents relzined at the Regstered Office of the Company at
Babrow Buicing, The Va'ley, Angulla, Biftish West Incles:

3 The authorized capleal of the Company Is US$1,000,000,00 divided into 1,000,000 shares of US§1.00 par
valoe,

=2

b, The sole deectoris

Dateof Agpontment
26" September 218

Nare

CHIEN, CHIHWEL

No. 150, Cheng'ai Rd,

Fengshan Dist, Kasheiung Ciy 830,

Talwan

o

This compiny does rot have a secretary because this is not mandatory under the Intemational usiness
Companes Act 2000 of the laws of Angyila uncer which the company was ncorporated.

a

The current shareholder (L. companieslindvidusls with 108 or mere of the sharesivoting nights of the
Company, of which non are held in the form of bearer shares) Is:

Neme No. of Shares Held Xof Shares  Veting Aights
CHIEN, CHIFATEL 1,000,000 100%

No. %50, Cheng'ai R,

Fengshan Dist, Kaohslung Clty 830,

Tawan

TO ENABLE ASSIGNMENT OF A COMPANY IDENTIFICATION NUMBER, PLEASE
PROVIDE THE FOLLOWING DETAILS:

CURRENT COMPANY NAME* SPRING GAIN INTERNATIONAL LIMITED
FORMER NAMEIS) (1f known)

Please indicate if:
This s correcting the details for an existing company on the LR-F database
This is anewly established company
This is a change of company name (please give former names above)
This is a company merger (please give former names of all companies above)

DATE OF REGISTRATION § MAY 2008

N O; REGISTRATION | TATWAN,

CONTACT ADDRESS* NO.150, CHENG-AIRD,
FENGSHAN CITY

TOWNY KAOHSIUNG COUNTY

POSTAL/ZIP CODE? 80

] ravay,

TELEPHONE | 073364858 FAX 07-5354222

EMAL COMTW WEBSITE

IF KNOWN PARENT COMPANY

IMO ship identification number(s) * 7903366

If not available other ship details (please supply at least one IMO ship identification number in the
current fleet. This helps in the identification of company records)

Source: the Panel

1 NO. 150, CHENG’Al RD, FENGSHAN DIST,
KAOHSIUNG, TAIWAN PROVINCE OF CHINA

§1 HANSON SHIPPING (SINGAPORE) PTE LTD.
={ JIU LI SHUN TRADING (0., L10.

ol ARG S 8859
HEARIROBARS D

AUTRLEGRAGAMINALL  Sa0dg
TSNS I D NI SATINAT RS NN IgAS
ALY Al TS e B
fnieosnar

IMANSON.COMTW 2

80 RAFFLES PLACE, #41-01 UOB PM 1, SINGAPORE 048624
TEL: +65-6222-9888  FAX : +65-6220-0988

26/F-1 NO.23, HAI-PIEN ROAD, LINGYA DISTRICT, KAOHSIUNG 802, TA!WAN-
TEL: +836-7336-4888 FAX: +886-7535-4222

UNIT NO 3807, DMCC BUSINESS CENTRE, LEVEL NO 1, JEWELLERY & GEMPLEX 3, DUBAI, UA
E-MAIL ; bunker@winsonoilae

56 The Panel has redacted this third party primary documentation in order to issue a consensus
report. Six Panel members object to this redaction.
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Annex 65-1: Survey of NGOs on the effects of COVID-19 on humanitarian operations

In order to assess the impact of COVID-19 on humanitarian organizations operating within the DPRK, the
Panel sent a survey of questions to 38 organizations. Responding organizations included both UN
organizations as well as non-governmental organizations that applied for exemptions either directly to the
1718 Committee, or through a Member State or the UN Resident Coordinator in the DPRK. At the outset,
the Panel clarified that responding to its inquiry was optional and that it had no bearing on the exemption
approval processes within the 1718 Committee. The following questions were sent to the organizations.

QUESTION 1: What is your assessment of the impact of the limitations related to the COVID-19 pandemic
and sanctions on the DPRK, and in what way has it influenced the overall humanitarian situation? If
possible, please include information or examples that support your assessment.

QUESTION 2: Please provide detailed information and data on whether your organization experienced
reductions in operational capacity due to issues related to quarantine measures in the DPRK and / or
implementation of UN sanctions.

QUESTION 3: If your operations require humanitarian exemption approvals from the 1718 Committee, has

the approval process met your needs? What, if anything, could be improved in the exemption process, or in
the implementation of UN sanctions, to better meet your operational needs and objectives?

21-10945
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Table Annex 65-1. Humanitarian organizations’ responses to the Panel’s Survey

The Panel does not take a position on the responses and has not verified the veracity of any claims made therein. The

Panel has redacted Member States’ identities and other phrases which might jeopardize the safety of the relevant

organizations.

Org. No.

Responses

1

“It is a serious problem that the process of obtaining approval for the exemption for
humanitarian assistance to DPRK takes a long time at this critical juncture of the
COVID-19 pandemic and natural disasters. Since the UN Security Council Committee
approved the updates to the Implementation Assistance Notice No.7 the Committee has
announced that it would expedite the exemption procedure for emergency assistance to
DPRK for natural disasters and COVID-19. However, it turned out that submitters of the
humanitarian exemption requests must provide detailed information of necessary goods
they plan to deliver to DPRK, including specifications. To meet the condition, non-
governmental organizations, or NGOs on the ground in || | | | | N AN ne<d to
confirm a purchase deal with the providers of goods or purchase the items before
submitting the exemption requests to add the required information of the supplies in their
documents. Yet it is not easy for the NGOs to purchase goods in advance, not knowing if
they could obtain approvals for their exemption requests. Some providers tend not to
easily share detailed information about their products unless the NGOs purchase them
first or make a contract for future purchases. But timing is the most critical element for
humanitarian assistance for emergencies because the aid needs to be delivered before
things deteriorate or more severe damages occur. However, it is highly likely to miss the
golden time in this situation while preparing for the exemption approval. Such a result
would negatively impact humanitarian assistance for all cases, including natural disasters
and the pandemic.”

“In 2018 after sanctions against DPRK were strengthened, the country’s food production
was 4.95M tons, down by 9% compared to 2017, which caused the nation to require
humanitarian assistance. Also, malnutrition is closely related to various humanitarian
situations other than food shortage. As mentioned above, submitting an exemption request
itself already takes a long time before the actual humanitarian assistance is delivered to
DPRK; thus, we need to consider and review calling for the adoption of the “Whitelist.”

“The “secondary boycott” measures have prevented bank transactions for payments for
humanitarian supplies and vessels to enter DPRK ports, and the routes for delivering
humanitarian items to DPRK have been blocked. As a result, DPRK counterparts have
given up on humanitarian projects for their country. Due to the prolonged suspension of
assistance for DPRK and inter-Korean cooperation and exchange, it has become evident
that the donors and sponsors of NGOs increasingly tend not to show interest in DPRK
projects. Therefore, the UN needs to ease approval conditions for exemption requests on
humanitarian supplies so that the NGOs can resume their assistance activities actively.”

“[Foreign] banks are more and more reluctant to supply sufficient amounts of cash,
particularly if the cash supply is intended for projects in DPRK. Despite the exemptions
that are granted to the funds dedicated to humanitarian operations, it is common that banks
delay or block the supply of cash, leading to additional administrative work on [the
organization’s] side to unblock the situation.”

“The drastic measures imposed by the country in regard to the complete cessation of
movements of goods and people had repercussions on the preparation of the planting
activities on the one hand, and on importations of agricultural inputs on the other hand.
Both of these resulted in a large shortage of domestic production, which is estimated to
have caused huge impacts on the population. In addition to the COVID-19 limitations’
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impact on the humanitarian situation, the management of the numerous natural disasters
of 2020 further exacerbated the dire food insecurity.”

“...with no direct access to the country, it proves difficult for [the organization] to
monitor, assess and analyze the impact of the suspension of its food security projects on
their beneficiaries, let alone the general impact of COVID-19 limitations and the
cessation of importations on the humanitarian situation in DPRK.”

“Since the DPRK imposed strict quarantine measures and closed its borders in January
2020, [the organization’s] operational capacity in DPRK has been highly compromised.
In March 2020, two out of the three expatriates present in Pyongyang were able to leave
the country...[P]artnership with local actors has been made more fragile. This is already
having strong consequences on future programming capacity, such as the impossibility
to be able to seek new funding for the next coming years. Partners have indeed cited the
lack of post-COVID-19 visibility as reasons not to seek further grants and develop new
projects.”

“As of October 2020, all of [the organization’s] projects are officially suspended. This
will have immediate consequences when the country reopens, as suspended projects will
require further extension from funding partners to cover reopening assessment phases. The
mid-term operational capacity of the organization in DPRK has also been impacted due to
the increased remote communication and management issues that arose from the absence
of expatriates in Pyongyang.”

The organization further noted that overhead costs, which continue despite the lack of
operations, are “not fully eligible for support by funding partners.”

“In 2018, [the organization] observed an increase in the prices of the project goods, of 5
to 25% depending on the item (25% for cement). Korean providers offer prices that are
two to five times higher than Chinese providers. Chinese>” providers also tend to
increase their offers due to the complexity and uncertainty of the customs processes.
Besides, the need to separate batches according to delays in obtaining exemptions and
clearances implies regular additional transportation costs which are significant for [the
organization’s] project budgets.”

“the daily implementation of the humanitarian exemption implies to manage
simultaneously: the logistic processes for the purchases put on hold, contract
modifications with providers to adapt to new constraints and delays, writing follow-up
modifications of previously granted exemptions, dealing with complicated

domestic regulations reluctant to implement humanitarian exemptions...These recurrent
tasks do require some extra time from Project Managers and Country Director, which
eventually takes away time for the qualitative achievement of the projects’ results. All in
all, these unintended impacts of the implementation of sanctions result in a general delay
in all project implementation. It proves to be all the more important that authorization
processes be more simplified and flexible in order not to infringe on the organizations’
operational capacity.”

“The general opinion is that the request process is not quite optimal but that it remains
acceptable. In order to better meet the organization’s operational needs and objectives,
more guidance from the Committee could be valuable for [the organization].”

3 “Since our last correspondence...we have observed almost no changes regarding the
situation with our project activities in North Korea.”
57 One expert objects to the usage of “Chinese” and “customs processes” in this sentence.
21-10945
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“The strict measures and limitations that [the organization] has been itself facing in
regards to the COVID 19 have significantly reduced the organization’s capacity to
monitor the impacts of the restrictions at a local and national level.”

“The last [the organization’s] expatriate staff left the country in August 2020 considering
the total suspension of the activities and the complete lack of visibility regarding a
potential restart of [the organization’s] operations in the country, as well as the
possibility to send personnel, funds and equipment needed to properly run the projects.”

“The access and communication barriers imposed by the COVID 19 situation as well as
the lack of secondary data from other sources make it impossible for [the organization]
to propose an analysis of the humanitarian situation evolution in regards with the current
pandemic.”

“...restrictions made impossible for [the organization] to keep implementing its projects
within acceptable quality and integrity standards, forcing the organization to suspend all
its activities.”

“...indeed, certain support running costs must be maintained, but they are not fully
eligible for our financial partners and [the organization] will not be able to pay these
costs with its own funds if the situation continues over time. Moreover, considering the
impossibility to send cash to DPRK | GcIEIIIIEEE . -
organization] has therefore been accumulating debts since the suspension of its
operations.”

“In terms of future operational capacity, the restart of [the organization’s] activities in
the country will imply a mission revitalization period ...; relaunch discussion for
designation of national staff; clean up liabilities; sending back international staffs to the
country; assessing the situation of each suspended projects and restart the contact with
farms and partners; importing the material and equipment blocked at the border; etc.).
Additional extension of projects will probably be needed, inducing costs that were not
initially planned; [the organisation] is coordinating with its financial partners and will
propose adjustments to its projects once the situation will have been reassessed.”

“Even though the COVID 19 related restrictions on importations decided by DPRK are
responsible for this situation, it has to be mentioned that [the organization] currently has
materials and equipment... blocked at the border since January 2020. [the organization]
has no choice since then to request extension of the exemption granted for this purchase
to ensure it is still valid when the border reopens.”

“An issue to report is that the exemptions granted to [the organization] are sometimes

not recognized by customs, which implies additional negotiations and
explanation delays with authorities to eventually lift this barrier.”

Source : the Panel
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Annex 65-2: Statements from NGOs regarding UN sanctions

The following quotes have been compiled from the responses to the Panel’s survey to NGOs.

The Panel does not take a position on the responses and has not verified the veracity of any claims made therein.

The Panel has redacted Member States’ identities and other phrases which might jeopardize the safety of the relevant

organizations.

21-10945

“..The cash flow limitations remain the main challenge for organisations to operate in DPRK.
Specifically, the closing of all banking channels to DPRK implies | EGcIENGNGEG
I in the country, thus representing an additional administrative and HR constraint. Banks
appear to be reluctant to risk engaging with the DPRK, which is impacting all programmes. In
general, the unavailability of cash in the country makes it complicated for organisations to implement
activities. Action plans must be adapted to the availability of cash, to the detriment of needs.”

“the administrative work related to sanction compliance slightly increases the workload of project
managers and the Country Director. The legal expertise required to understand the information
involved in the sanction mechanisms and the absence of a direct channel for resident INGOs to
communicate with the UNSC Sanctions Committee has, on some occasions, proven detrimental to
other tasks and responsibilities. All in all, the administrative work related to sanctions implementation
takes away fluidness, which impacts the working rhythm but does not infringe on the optimal
dynamism of programme implementation.”

“following the set of sanctions implemented in 2018 (following UNSC resolution 2397 of December
2017), the - Customs have put a special emphasis on humanitarian imports, creating
additional delays instead of easing the exempted imports.”

“the importation process through - has proven to be increasingly complicated as issues specific
to - customs arise. These delays resulted in major impacts on project’s implementation (and
on the population’s well-being), such as the suspension of the transportation of food to children
institutions and the lack of vegetable intake by children due to the insufficiency of winter production
because of the absence of the procured pipes to be used for the construction of greenhouses. All in
all, these delays are estimated to have affected up to 30,000 to 45,000 beneficiaries, mostly children”
“several major suppliers stopped submitting offers, mentioning specifically the [ J il sanctions in
place since January 2018, which do not specify any exemption for humanitarian activities. Suppliers
are worried, increasingly reluctant to send their offers to call for tenders and discouraged by the

- sanctions, in terms of customs clearance as well as in terms of banking.”
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“each slight modification of technical specification must be notified to the UNSC SC, which appears
to increase the planned duration of the action. As so, some activities have been delayed and no-cost
extensions have been requested to donors for some projects due to the duration extension of the
purchase procedures.”

“...Despite the exemptions that are granted to the funds dedicated to humanitarian operations, it is
common that banks delay or block the supply of cash, leading to additional administrative work on
[the organization’s] side to unblock the situation.”

“Since the sanctions have come to force, a drop in the number of suppliers applying for the tenders
[the organization] open in the frame of the procurement of goods and equipment. This decrease in
the potential supplier diversity has a direct impact on prices competitively, goods and equipment
quality.”

“...the exemption process is now well understood and managed but can still provoke delays in case
of unexpected administrative issue (e.g.: [l customs that sometimes refuse to recognize the

exemptions granted to [the organization] —calling for additional negotiations).”

Source : the Panel
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Annex 65-3: Summary of suggestions from NGOs

The following list of suggestions has been compiled from the responses to the Panel’s survey to NGOs.

The Panel does not take a position on the suggestions and has not verified the veracity of any claims made therein.

The Panel has redacted Member States’ identities and other phrases which might jeopardize the safety of the relevant

organizations.

21-10945

“The end of the COVID-19 pandemic is an unforeseeable future. Thus, the Committee needs to
reconsider its sanctions against DPRK on humanitarian assistance to help resolve the
unprecedented case in the country. Also, the Committee should streamline the exemption
procedure by writing a Whitelist on the already approved supplies or similar projects.”

“It sometimes takes a long time for an exemption request for a humanitarian project for DPRK
to be approved because of the awareness that all people in Pyongyang belong to the privileged
class. Such an awareness needs to change that delivery of humanitarian assistance should be
made without prejudice for those who live in Pyongyang but are underprivileged.”

“The first suggestion is the extension of the exemption validity period. It was [the organization’s]
opinion that 6 months was a too short period to be able to: put in place the calls for tenders;
examine, assess and preselect offers based on technical and financial criteria; request and obtain
the validation of the service provider by [the state official]; finalize the contract with the service
provider; and proceed to the importation and customs. It has previously been the case that, by
the time the entire process is completed, the validity of the exemption reaches its term. It then
leaves little time for the activities to be put in place.”

“The market realities are not often aligned with the technical specificities provided in the
exemption request submitted to the UNSC Sanctions Committee. This implies that the slightest
modification requires the submission of a new request to the Committee in order to confirm the
exemption and enable [l clcarances... The most convenient adjustment to the exemption
process for [the organisation] would be to be able to get a global validation from the Sanctions
Committee for each project, thus covering the entirety of the project’s duration. Such a measure
would most definitely ease the project implementation.”

“[The organization] would also like to suggest the Sanctions Committee to assist in supporting
customs authorities in transit countries by sending comprehensive instructions to facilitate the
timely clearing of humanitarian items, as well as to consider issuing a communication to Member
States, encouraging them to assist in exploring banking channels and highlighting that banking

operations which support humanitarian operations are exempt from sanctions.
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“As of October 2018, the Sanctions Committee now publishes authorizations online, this can be
very useful in asserting permissions. A good practice that could be implemented to facilitate the
process would be to translate these documents into Chinese as well.”

“the extension of the 6-month validity period granted for each exemption. Indeed, considering the
weight of the exemption request process as well as the procurement delay necessary to import the
goods and equipment in DPRK, the 6-month exemption granted so far complicates the
implementation of the projects since it has to be quickly renewed to prevent delays in the delivery
of the following items to be imported. In addition, despite the fact that the exemption process is
now well understood and managed by all the stakeholders, any issue in the exemption granting
process or more likely in the importation process could delay the importation to more than 6 months
and therefore make null and void the exemption valid for 6 months. The current restriction on
imports linked to the COVID 19 situation is a good example of this constraint: as mentioned
previously, [the organization] had to request extension of the exemption due to the fact that the
goods and equipment covered by the granted exemption are still blocked at the border. Considering
the complete lack of visibility about the timeframe to expect regarding the resumption of the
imports, it is likely that [the organisation] will have to ask for a new extension of the exemption.”
“Strengthen the link with the - authorities to facilitate the customs clearance process”
“Make fast tracks when it comes to 1) amendment justified in terms of quantity 2) renewal in the

event of expiration.”

Source : the Panel
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Annex 66: Consolidated list of recommendations
Maritime
On vessel identity laundering and swap

1. Member States and ship registries should issue up-to-date circulars on identified laundered AIS digital
profiles used as cover identities, so as to caution against trading with such ships.

2. Where there is suspicion about the validity of the identifiers of a vessel, port and other relevant maritime
authorities should conduct the necessary checks of the history of such vessels entering its port jurisdiction
waters, pursuant to paragraph 9 of resolution 2397 (2017).

3. Flag registries should require all applicants seeking to join their registry to include up-to-date
photographs of the exterior (bow, stern deck) and interior of their vessels where vessel identifiers are
displayed.

4. Member States hosting shipyards that service foreign-flagged vessels should raise awareness of the risk
of vessels seeking physical alterations or other modifications to obfuscate their identity in order to engage
in sanctionable activities.

On information sharing

5. Flag registries should regularly publish a list of deregistered vessels on their website and in maritime
circulars for the broader shipping community.

6. The misuse of MMSIs is a trend affecting various flag registries. To assist and ensure that the MMSIs
of flag registries are not fraudulently used, the Panel encourages registries and Member States in whose
waters vessels transmit fraudulent identifiers to investigate such vessels and to share the results of their
investigations, including with the Panel, in particular where it relates to suspected sanctions evasion
activities.

On AIS manipulation

7. Member States should monitor and investigate vessels that broadcast suspect identifiers particularly in
waters where DPRK and DPRK-linked vessels are known to operate.

8. Flag registries should ensure dedicated personnel for monitoring the AIS status of their registries’ fleet
as part of their due diligence efforts, including contacting ships that broadcast AIS information that is
different from that in their registered profile.

9. Classification societies should certify the existence of a single, functional, type A AIS system on each
vessel as part of a periodic safety inspection. Inspections should look for evidence of multiple AIS systems.

On beneficial ownership information

10. The Panel reiterates its recommendation that Member States require their relevant competent
authorities to disclose beneficial ownership information related to all legal entities seeking to register
vessels under their ship registry. Member States with open registries should endeavour to collect
identifying and contact information for each individual who owns or exerts control over the foreign entity
to which each vessel belongs, whether as a controlling shareholder, a financier of the enterprise, or a senior
manager or decision-maker. Such information should be made available to relevant entities such as law
enforcement, as well as to the Panel, to facilitate sanctions implementation efforts.

Trade and Customs
11. The Panel recommends that the International Organization for Standardization (ISO) look into

possible measures to prevent erroneous usage of country codes for the Democratic People’s Republic of
Korea and the Republic of Korea (KP and KR respectively).
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12. The Panel recommends that Member States streamline their export and import control lists, using as
supportive material the Panel’s informal list of prohibited commaodities.

13. The Panel notes that Member States could study the possibility of using the ASYCUDA system,
developed by UNCTAD (a computerized customs management system, now used in more than 80
countries; see https://asycuda.org/en/) to monitor transactions with sanctioned jurisdictions.

14. The Panel recommends that the customs authorities of Member States use the above-mentioned
resources for the information of and usage by the trading agents of their jurisdictions for due diligence
purposes, particularly when dealing with prohibited commodities in relation to trade with sanctioned
jurisdictions.

Luxury Goods

15. The Panel reiterates its recommendation that Member States streamline their export control lists to
reflect the list of prohibited luxury goods in a manner consistent with the objectives of resolutions 1718
(2006), 1874 (2009), 2094 (2013), 2270 (2016) and 2321 (2016), avoiding unnecessary broadening of their
scope in order not to restrict the supply of unprohibited goods to the civilian population nor have a negative
humanitarian impact once trade restarts.

16. The Panel reiterates its recommendation that Member States encourage their business entities and
nationals exporting luxury goods to include a contractual provision to prevent resale to the Democratic
People’s Republic of Korea.

17. The Panel reiterates its recommendation that Member States and relevant organizations encourage
shipping and transportation companies to provide thorough systems for checking consignees, bearing in
mind the risk of trans-shipment.

Finance

18. The Panel notes the October 2020 revision by the Financial Action Task Force of Recommendation 1
and its Interpretive Note (R.1 and INR.1) to require countries and private sector entities to “identify, assess,
understand and mitigate their proliferation financing risks (PF risk)” related to “the potential breach,
non-implementation or evasion of the targeted financial sanctions”. Pursuant to this requirement, the
Panel recommends that all Member States and private sector entities review the recently published FATF
Guidance on Proliferation Financing Risk Assessment and Mitigation.

Unintended Impact of Sanctions

19. The Panel notes the usefulness of biannual briefings by the relevant United Nations agencies on the
unintended impact of sanctions and recommends that the Committee continue this practice.

20. The Panel reiterates the need for urgent measures to re-establish the banking channel.

21. The Panel recommends that the Security Council continue to address issues and processes that mitigate
the potential unintended adverse impacts of sanctions on the civilian population of the Democratic
People’s Republic of Korea and on humanitarian aid operations to benefit the country’s vulnerable
population and overcome the consequences of the COVID-19 pandemic.
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