Naciones Unidas Si2016/157

=) Consejo de Seguridad Distr. general
\\f{\ k‘y 24 de febrero de 2016
Espaiol
e osr?;'%il; inglés

Nota del Presidente del Consejo de Seguridad

En el parrafo 2 de su resolucion 2207 (2015), el Consejo de Seguridad solicitd
al Grupo de Expertos establecido en virtud de la resolucion 1874 (2009) que le
presentara un informe final con sus conclusiones y recomendaciones.

En consecuencia, el Presidente distribuye por la presente el informe recibido
del Grupo de Expertos (véase el anexo).

* Publicado nuevamente por razones técnicas el 18 de abril de 2016.
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Carta de fecha 22 de febrero de 2016 dirigida al Presidente
del Consejo de Seguridad por el Grupo de Expertos
establecido en virtud de la resolucion 1874 (2009)

El Grupo de Expertos establecido en virtud de la resolucion 1874 (2009) tiene
el honor de transmitir adjunto, de conformidad con el parrafo 2 de la resoluciéon
2207 (2015), el informe final sobre su labor.

El informe se presentd al Comité del Consejo de Seguridad establecido en
virtud de la resolucion 1718 (2006) el 19 de enero de 2016, y fue examinado por el
Comité el 16 de febrero de 2016.

El Grupo agradeceria que la presente carta y su apéndice se seflalaran a la
atencion de los miembros del Consejo de Seguridad y se publicaran como
documento del Consejo.

(Firmado) Hugh Griffiths

Coordinador

Grupo de Expertos establecido en virtud de la
resolucion 1874 (2009) del Consejo de Seguridad

(Firmado) Benoit Camguilhem
Experto

(Firmado) Katsuhisa Furukawa
Experto

(Firmado) Dmitry Kiku
Experto

(Firmado) Youngwan Kim
Experto

(Firmado) Stephanie Kleine-Ahlbrandt
Experta

(Firmado) Neil Watts
Experto

(Firmado) Jiahu Zong
Experto

16-00683



S/2016/157

Apéndice
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Carta de fecha 18 de enero de 2016 dirigida al Presidente
del Comité del Consejo de Seguridad establecido en virtud
de la resolucion 1718 (2006) por el Grupo de Expertos
establecido en virtud de la resolucion 1874 (2009)

El Grupo de Expertos establecido en virtud de la resolucion 1874 (2009) del
Consejo de Seguridad tiene el honor de transmitir adjunto, de conformidad con el
parrafo 2 de la resolucion 2207 (2015), el informe final sobre su labor.

El Grupo agradeceria que la presente carta y el informe se sefalaran a la
atencion de los miembros del Comité del Consejo de Seguridad establecido en
virtud de la resolucién 1718 (2006).

(Firmado) Hugh Griffiths

Coordinador

Grupo de Expertos establecido en virtud de la
resolucion 1874 (2009) del Consejo de Seguridad

(Firmado) Benoit Camguilhem
Experto

(Firmado) Katsuhisa Furukawa
Experto

(Firmado) Dmitry Kiku
Experto

(Firmado) Youngwan Kim
Experto

(Firmado) Stephanie Kleine-Ahlbrandt
Experta

(Firmado) Neil Watts
Experto

(Firmado) Jiahu Zong
Experto
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Informe del Grupo de Expertos establecido en virtud
de la resolucion 1874 (2009)

Resumen
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Un decenio después de que la Republica Popular Democratica de Corea llevé a
cabo su primer ensayo nuclear y de que se aprobo el consiguiente régimen de
sanciones de las Naciones Unidas, el Grupo no ha encontrado indicios de que el pais
tenga la intencidon de abandonar sus programas nuclear y de misiles balisticos. Por el
contrario, la Republica Popular Democratica de Corea llevd a cabo recientemente su
cuarto ensayo nuclear y también estd avanzando en el desarrollo de misiles balisticos
prohibidos, lo que incluye el ensayo de un misil balistico lanzado desde un
submarino y la continuacidn del lanzamiento de misiles balisticos. Habida cuenta de
las intenciones declaradas del pais y sus constantes esfuerzos por ampliar el alcance
de sus programas nuclear y de misiles y buscar la aceptacion internacional y la
legitimidad de estos programas prohibidos, hay serias dudas acerca de la eficacia del
actual régimen de sanciones de las Naciones Unidas.

Las investigaciones del Grupo han demostrado que la Republica Popular
Democratica de Corea ha sido eficaz a la hora de evadir las sanciones y sigue
utilizando el sistema financiero internacional, las aerolineas y las rutas de transporte
de contenedores para el comercio de articulos prohibidos. Las entidades designadas
ocultan sus actividades ilicitas mediante la inserciéon de agentes en empresas
extranjeras. Utilizan personal diplomatico, socios comerciales de larga data y
relaciones con un pequefio nimero de ciudadanos extranjeros de confianza. A pesar
de que se la incorporoé en la lista de sanciones en julio de 2014, la Ocean Maritime
Management Company, Limited sigue funcionando mediante buques con pabellon
extranjero, el cambio de registro de nombres y empresas y el alquiler de
tripulaciones a buques extranjeros. Esto le permite obtener acceso a los puertos de
otros paises en la region y fuera de ella, asi como seguros maritimos, sin los cuales
no puede operar.

El pais ha seguido exportando articulos relacionados con los misiles balisticos
al Oriente Medio y comerciando armas y material conexo a Africa. Sigue explotando
sus relaciones militares de larga data en Africa y Asia para proporcionar capacitacion
a la policia y las unidades paramilitares. Entre las nuevas tendencias cabe mencionar
la adquisicion de productos comerciales extranjeros de alta gama, asi como sistemas
rudimentarios para fortalecer su capacidad para desarrollar de manera autdctona sus
programas prohibidos. El pais también estd utilizando su participaciéon en
organizaciones internacionales para intentar legitimar su programa de lanzamientos
espaciales y tener acceso a redes y conocimientos cientificos.

Todas estas actividades se ven facilitadas por el bajo nivel de aplicacion de las
resoluciones del Consejo de Seguridad por los Estados Miembros. El Grupo ha
destacado sistematicamente los problemas que acarrea la no aplicacion de las
resoluciones, que permite que contintien las actividades prohibidas. Las razones son
diversas, pero cabe mencionar entre ellas la ausencia de voluntad politica, la
insuficiencia de legislacion habilitante, y la falta de comprension de las resoluciones
y la baja prioridad que se les asigna.
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El Grupo ha recomendado varias designaciones en vista de la participacion de
diversas personas y entidades en las actividades prohibidas o la evasiéon de las
sanciones. También ha recomendado informacion actualizada para su inclusion en la
lista de sanciones. El informe y las conclusiones del Grupo de Expertos plantean
importantes preguntas sobre la eficacia general del régimen de sanciones de las
Naciones Unidas, el cual, pese a que se ha endurecido gradualmente a lo largo de
diez afios, no ha logrado garantizar que la Republica Popular Democratica de Corea
abandone sus programas nuclear y de misiles balisticos.
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Glosario

Las expresiones y frases que figuran a continuacion se utilizan en el presente

informe con los significados especificos siguientes:

“El pais”
“El Comité

“Las resoluciones”

“El Grupo”

“Las sanciones”

bl

“La lista de sanciones’

“Interdiccion”

“Designar/Designacion”

La Republica Popular Democratica de Corea

El Comité del Consejo de Seguridad establecido en virtud
de la resolucion 1718 (2006)

Las resoluciones del Consejo de Seguridad 1718 (2006),
1874 (2009), 2087 (2013) y 2094 (2013)

El Grupo de Expertos establecido en virtud de la
resolucion 1874 (2009)

Las medidas establecidas en las resoluciones

La lista compilada y mantenida por el Comité en
cumplimiento de la resolucién 1718 (2006) con respecto a
personas, entidades, grupos o empresas

La inspeccion, incautacién y eliminacién de cargamento,
segln se define en los parrafos 11 a 14 de la resolucién
1874 (2009), el parrafo 8 de la resolucidn 2087 (2013) y
el parrafo 16 de la resolucién 2094 (2013)

Medidas adoptadas por el Consejo de Seguridad o el
Comité en virtud de los parrafos 8 d) y e) de la resolucién
1718 (2006) (enmendados por resoluciones posteriores,
en particular el parrafo 27 de la resolucién 2094 (2013))
contra personas y entidades (congelacion de activos o
prohibicion de viajar)
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I1.

Introduccion

1.  En su resolucién 2207 (2015), el Consejo de Seguridad prorrogé hasta el 5 de
abril de 2016 el mandato del Grupo. El presente informe abarca el periodo
comprendido entre el 6 de febrero de 2015 y el 5 de febrero de 2016.

2.  En este documento, el Grupo examina las pruebas relativas a los continuos
esfuerzos realizados por la Republica Popular Democratica de Corea por desarrollar
armas nucleares, otras armas de destrucciéon en masa y misiles balisticos. Se
examinan la aplicaciéon de las resoluciones por los Estados Miembros y las
violaciones de las sanciones. Las investigaciones que contintian figuran en el
anexo 1. El Grupo también hace un seguimiento de la aplicacion por los Estados
Miembros de las decisiones del Comité, incluida la designaciéon de ciertas personas
y entidades a las que se impuso la congelacion de activos y la prohibicion de viajar.
Por ultimo, el Grupo formula recomendaciones para mejorar la aplicacion de las
resoluciones.

Antecedentes y contexto politico

3.  En el ultimo afio se han producido pocos cambios fundamentales en la
situacion de la Republica Popular Democratica de Corea. Tras cuatro afios de
mandato, y habiendo transcurrido un decenio desde la aprobacion de las sanciones
de las Naciones Unidas, Kim Jong Un sigue consolidando su poder y desafiando las
resoluciones al fortalecer las capacidades nucleares y de misiles balisticos de su pais
y seguir comerciando en armas y material conexo. El pais ha adoptado medidas
claras para aumentar su compromiso de desarrollar sus programas nucleares y
procura oportunidades para poner de relieve su reivindicacion de la condicion de
Estado poseedor de armas nucleares. En septiembre de 2015, anunci6é que todas las
instalaciones nucleares operaban con normalidad, y que habia misiones en curso
para mejorar la calidad y cantidad de su arsenal de armas nucleares®. El 6 de enero
de 2016, el pais llevd a cabo su cuarto ensayo nuclear en Punggye-ri y reiterd que
seguiria intensificando constantemente su capacidad de disuasion nuclear, a la que
jamas renunciaria bajo ninguna circunstancia.

4.  En el plano interno, Kim Jong Un ha seguido consolidando su poder, entre
otras cosas mediante la eliminacidon y la sustitucion de funcionarios importantes,
subrayando al mismo tiempo la necesidad de desarrollar paralelamente la economia
y la capacidad nuclear?. El régimen, mientras dedica renovada atencion a la mejora
de la economia civil, continiia sus esfuerzos por reforzar el sector de la defensa
nacional, incluso mediante la mejora de los sistemas de armas y el aumento de su
capacidad en relacion con las armas de destruccion en masa. Cuando las tensiones
se intensificaron en la zona desmilitarizada en agosto de 2015, Kim Jong Un puso al

N}

Véase “Director of Atomic Energy Institute of DPRK on its nuclear activities”, Agencia Central
de Noticias de Corea (KCNA), 15 de septiembre de 2015, puede consultarse en www.kcna.kp
(consultado el 15 de septiembre de 2015).

Véanse Mision Permanente de la Republica Popular Democratica de Corea ante las Naciones
Unidas, comunicado de prensa, 31 de octubre de 2015, y “Kim Jong Un makes speech at
military parade and public procession of Pyongyang citizens”, KCNA, 11 de octubre de 2015,
puede consultarse en www.kcna.kp (consultado el 11 de octubre de 2015).
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I11.

. . 3 . .
Ejército Popular de Corea en pie de guerra®. Las conversaciones intercoreanas
lograron disipar la crisis, pero las relaciones entre el pais y la Republica de Corea
siguen siendo precarias.

5. La interaccion de la Republica Popular Democratica de Corea con la
comunidad internacional en 2015 estuvo caracterizada por la condena de las
sanciones y, al mismo tiempo, diversos llamamientos a concertar un tratado de paz y
realizar conversaciones Dbilaterales; se rechazaron todo compromiso de
desnuclearizacion y la reanudacion de las conversaciones sextipartitas, de las que el
pais se retird en 2009. El pais también rechaz6 categéricamente las resoluciones de
dos organos de las Naciones Unidas sobre la situacion de los derechos humanos, y
afirmo que las acusaciones eran a todas luces falsas®.

6. Las sanciones no han impedido a la Republica Popular Democratica de Corea
mejorar y ampliar gradualmente sus capacidades nucleares y de misiles balisticos.
Ademas de la expansién de sus programas nucleares, ha hecho mayor hincapié en
sus programas de misiles, mediante el desarrollo de misiles de corto alcance a través
de pruebas, la modernizacion de sus instalaciones de lanzamiento de Sohae e
indicando que estaba empefiado en desarrollar una capacidad de misiles balisticos
lanzados desde submarinos. Llevé a cabo ensayos de estos misiles en mayo y
diciembre (y se ha informado de que también lo hizo en noviembre). También sigue
mejorando su astillero de submarinos de Sinpo. El pais ha prometido ademas lanzar
diversos satélites y cohetes de largo alcance uno tras otro en el futuro®.

7.  Estos hechos indican que son cada vez mas remotas las perspectivas de que la
Reptblica Popular Democratica de Corea responda a las preocupaciones de
seguridad y humanitarias de la comunidad internacional expresadas en las
resoluciones. La necesidad de que todos los Estados Miembros se comprometan a
reforzar el cumplimiento de las sanciones de las Naciones Unidas sigue siendo de
suma importancia.

El Grupo de Expertos y su metodologia

8.  El Grupo cumple su mandato de reunir, examinar y analizar la informacién
proporcionada por los Estados, los drganos competentes de las Naciones Unidas y
otras partes interesadas sobre la aplicacion de las medidas impuestas en las
resoluciones, en particular sobre los casos de incumplimiento, y formular
recomendaciones sobre las acciones que el Consejo de Seguridad, el Comité o los
Estados Miembros podrian considerar para mejorar la aplicacion de estas medidas.

9.  El Grupo lleva a cabo su labor de conformidad con las normas metodologicas
del Grupo de Trabajo Oficioso del Consejo de Seguridad sobre Cuestiones
Generales Relativas a las Sanciones (véase S/2006/997). Se esfuerza por mantener
los criterios probatorios mas estrictos a pesar de no contar con las facultades para

w

Véase “DPRK FM on situation that reached brink of war”, KCNA, 21 de agosto de 2015, puede
consultarse en www.kcna.kp (consultado el 21 de agosto de 2015).

Véase “FM spokesman categorically rejects anti-DPRK human rights resolution”, KCNA, 21 de
noviembre de 2015, puede consultarse en www.kcna.kp (consultado el 21 de noviembre de
2015).

® Véase “Kim Jong Un watches strategic submarine underwater ballistic missile test-fire”, KCNA,
9 de mayo de 2015, puede consultarse en www.rodong.rep.kp/en/index.php?strPagelD=
SF01_02_01&newslD=2015-05-09-0014.
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16-00683


http://undocs.org/sp/S/2006/997
http://www.kcna.kp/
http://www.kcna.kp/

S/2016/157

16-00683

IV.

citar testigos, ni las capacidades forenses y de investigacion de un 6rgano judicial.
Se basa en tres tipos de informacion: las observaciones de primera mano in situ de
los expertos; la informacién facilitada por los Estados Miembros, organizaciones
internacionales, funcionarios, periodistas y representantes de los medios de
informacion acreditados y particulares; e informaciéon de dominio publico. EI Grupo
tiene en cuenta la identidad y la funcién de las fuentes, procura sistematicamente
corroborar la informaciéon y vela por que la proporcionada a titulo confidencial o
restringido se maneje de manera coherente con sus responsabilidades. El Grupo
ofrece a las personas y entidades la oportunidad de responder en el curso de las
investigaciones. La fuente de todas las cifras es el Grupo, a menos que se indique lo
contrario.

10. Durante el periodo que se examina, el Grupo de Expertos presentd cuatro
informes de incidentes al Comité. En este informe se tuvieron en cuenta esos casos
y se suministré informacion sobre las investigaciones en curso. EI Grupo celebro
consultas con 33 Estados Miembros, 14 organismos de las Naciones Unidas y otras
partes interesadas. También siguidé cooperando con otros grupos de sanciones de las
Naciones Unidas. El Grupo envidé 748 solicitudes de informaciéon y 88 cartas de
seguimiento en relaciéon con sus investigaciones a los Estados Miembros (véase el
anexo 2), organizaciones internacionales, entidades privadas y particulares. Recibio
215 respuestas.

Informes de Estados Miembros

Informes nacionales de aplicacion

11. Transcurridos diez afios desde la aprobacion de la resolucion 1718 (2006), el
Grupo contintia observando que un altisimo nimero de Estados, especialmente de
Africa, no presentan informes o lo hacen con retraso (véase el anexo 3). Durante el
periodo que abarca el informe, solo seis Estados Miembros presentaron informes
nacionales de aplicacion de conformidad con la resolucion 2094 (2013). Hasta la
fecha, solo 42 Estados Miembros (de 193) han presentado informes al Comité en
virtud de la resolucion 2094 (2013), mientras que 90 no han presentado informes en
relacion con ninguna de las resoluciones (véase la figura 1). EI Grupo envio
recordatorios a 93 Estados Miembros que no habian presentado informes, 7 de los
cuales se habian desempeflado como miembros no permanentes del Consejo de
Seguridad en 2015.

12. Ademas de la baja tasa de presentacion de informes, el Grupo observa la mala
calidad y la falta de detalle de los informes recibidos. La falta de buena informacion
obstaculiza la capacidad del Grupo de informar sobre la aplicacion de las sanciones
y analizar adecuadamente las dificultades para la implementacién a nivel nacional.
La falta de capacidad y voluntad politica de los Estados Miembros exacerba atn
mas sus dificultades para comprender el alcance y el contenido basico de las
resoluciones. En general, estas condiciones resultan propicias para que la Republica
Popular Democratica de Corea contintie sus actividades prohibidas.

13. En 2015, el Grupo de Expertos alent6 activamente a los siete Estados que eran
miembros no permanentes del Consejo de Seguridad a cumplir sus obligaciones en
materia de presentacion de informes. Habida cuenta de que los miembros del
Comité deberian dar el ejemplo en la presentacion de los informes de aplicacion, el
Grupo recomienda que el Comité considere la posibilidad de adoptar enfoques
bilaterales (véase la recomendacion 1).
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Figura 1
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Informes sobre incumplimiento y otras cuestiones

14. Ademas de los informes nacionales de aplicacion, los Estados Miembros
tienen la obligacion de notificar sin demora al Comité todos los casos de
inspecciones de carga, incluso si no se ha producido una violaciéon o antes de que
esto ocurra. Solo un Estado Miembro inform6é de su inspeccién y posterior
incautacion de un envio relacionado con armas vinculado a entidades designadas.

15. El Consejo de Seguridad ha exhortado a todos los Estados a que proporcionen
la informacion de que dispongan sobre el incumplimiento de las resoluciones (véase
la recomendacion 11). EI Comité recibio 14 informes de este tipo. Varios Estados
Miembros informaron sobre el lanzamiento de misiles balisticos de corto alcance en
marzo de 2015 y un ensayo de eyeccion de misiles balisticos lanzados desde
submarinos realizado por la Reptblica Popular Democratica de Corea en mayo de
2015.

Continuacion del incumplimiento por parte de la
Republica Popular Democratica de Corea de su
obligacion de renunciar a sus programas nuclear,
de otras armas de destruccion en masa y de misiles
balisticos

16. El pais contintia violando flagrantemente las resoluciones, pese a que el
Consejo de Seguridad exigio reiteradas veces que cumpliera sus obligaciones
internacionales en este ambito de manera transparente, irreversible y verificable.
Sigue desarrollando sus programas nuclear y de misiles balisticos, entre otras cosas
mediante la mejora de su infraestructura de ensayo y el fortalecimiento de la
funcioén de los organismos participantes. Ha continuado profundizando su labor de
investigacidn y sus conocimientos en esas esferas, incluso mediante su participacion
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en diversas organizaciones internacionales, lo que le ha permitido acceder a
capacitacion y a redes cientificas. La realizaciéon con buenos resultados del cuarto
ensayo nuclear y el ensayo de eyeccion de misiles balisticos lanzados desde
submarinos muestra la determinacion del pais de aplicar sistemas cada vez mas
avanzados y, al mismo tiempo, sustentar su pretension de lograr la condiciéon de
Estado poseedor de armas nucleares.

A. Actividades recientes relacionadas con cuestiones nucleares
1. Ensayo nuclear de 6 de enero de 2016

17. El 6 de enero de 2016, la Republica Popular Democratica de Corea anuncié que
habia realizado un ensayo de una “bomba de hidrégeno™®. La Comisién Preparatoria
de la Organizacion del Tratado de Prohibicion Completa de los Ensayos Nucleares
confirm6 que se habia producido un fendmeno sismico inusual en las inmediaciones
del campo de ensayos nucleares’. La explosion provocada por el hombre (de magnitud
4,85) tenia caracteristicas de forma de onda, similares a las detectadas tras el ensayo
nuclear realizado por el pais en 2013”. Aun no se ha determinado el tipo de artefacto
utilizado (véase la figura 2).

Figura 2
Comparacion de las estimaciones de ubicacion de los ensayos nucleares
de 2006 (amarillo), 2009 (naranja), 2013 (violeta) y 2016 (rojo)

Fuente: Organizacion del Tratado de Prohibicion Completa de los Ensayos Nucleares.

6 Véase “DPRK proves successful in H-bomb test”, Rodong Sinmun, 7 de enero de 2016, puede
consultarse en www.rodong.rep.kp/en/index.php?strPagelD=SF01_02_01&newsID=2016-01-07-
0004.

7 Véase Organizacién del Tratado de Prohibicién Completa de los Ensayos Nucleares, “CTBTO
Executive Secretary Lassina Zerbo on the unusual seismic event detected in the Democratic
People’s Republic of Korea”, comunicado de prensa, 6 de enero de 2016, puede consultarse en
www.ctbto.org/press-centre/press-releases/2016/ctbto-executive-secretary-lassina-zerbo-on-the-
unusual-seismic-event-detected-in-the-democratic-peoples-republic-of-korea/.
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Ampliacion de la infraestructura nuclear y persistencia de las actividades

18. Las imagenes de satélite del sitio donde se realizan los ensayos nucleares
mostraron actividades constantes en la zona a lo largo de 2015, especialmente cerca
del portal occidental, entre ellas un intenso trafico, la construcciéon de nuevos
edificios, y excavacion y tala (véase el anexo 4).

19. El 15 de septiembre de 2015, el Director del “Instituto de Energia Atomica” de
la Repiiblica Popular Democratica de Corea® dijo que todas las instalaciones nucleares de
Nyongbyon, incluida la planta de enriquecimiento de uranio y el reactor de SMW
moderado con grafito, se habian reorganizado, modificado o ajustado, y que habian
comenzado a funcionar con normalidad®. La declaracion parece ser en general compatible
con las diversas actividades vinculadas al programa nuclear de las que el Director
General del Organismo Internacional de Energia Atomica (OIEA) informo el 26 de
agosto de 2015.

20. El OIEA notificd la persistencia de las actividades de renovaciéon y nueva
construccion en diversos lugares dentro del emplazamiento de Yongbyon, lo que
indicaba que el reactor de 5 MW(e) estaba en funcionamiento, continuaban las obras
de construccion en el emplazamiento del reactor de agua ligera’® y se ampliaba y utilizaba
el edificio donde presuntamente estaba situada la instalacion de enriquecimiento (la
superficie del edificio se duplicé efectivamente en 2014)*. El OIEA también ha
observado, mediante imagenes de satélite, actividades que parecian estar
relacionadas con la mineria y la molienda en la mina de uranio y la planta de
concentracion de uranio de Pyongsan.

21. Las imagenes tomadas por un satélite comercial muestran que las actividades
parecen haber continuado a lo largo del periodo sobre el que se informa, lo que
coincide con el anuncio por el pais de que todas las instalaciones nucleares
funcionaban con normalidad. Las imagenes confirmaron la construccion de lo que
parece ser un puesto de distribucidon eléctrica junto al reactor de agua ligera,
movimientos de camiones cerca del edificio que alberga al reactor de 5 MW(e), la
emision y efluencia de agua de refrigeraciéon en el reactor (con una posible
interrupcion en julio y noviembre de 2015) y la renovacion y construccion de
instalaciones cerca del posible edificio de la célula de combustible y la instalacion
de enriquecimiento de uranio (véase el anexo 5).

22. Aunque es imposible determinar de manera concluyente el estado operacional
y el proposito o la naturaleza de las novedades utilizando Gnicamente imagenes
satelitales, el funcionamiento de las instalaciones y el reactor, de confirmarse,
permitiria a la Republica Popular Democratica de Corea producir mas material
fisible para su programa nuclear. Esto seria coherente con el propdsito declarado del
pais de ampliar y mejorar su arsenal nuclear.
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Véase “Director of Atomic Energy Institute of DPRK on its nuclear activities”, KCNA, 15 de

septiembre de 2015, puede consultarse en www.kcna.kp (consultado el 15 de septiembre de

2015).

1 El OIEA informé que no habfa indicios de la entrega o introduccién de componentes principales
del reactor en el edificio de contencion del reactor de agua ligera.

1 véase el documento del OIEA GOV/2015/49-GC(59)/22.
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3. Entidades y personas relacionados con el programa nuclear

Departamento de la Industria de las Municiones

23.

Figura 3

Informe del Departamento de la Industria de las Municiones sobre la preparacion
de los ensayos de una “bomba de hidrégeno”

Informes sobre el
desarrollo de los
preparativos para el
ensayo de la bomba de

hidrégeno

Departamento de la
Industria de las
Municiones

El Grupo informé anteriormente que el Departamento de la Industria de las
Municiones* habia desempefiado una funcion clave en los programas nuclear y de
misiles del pais (véanse S/2010/571, parr. 55, y S/2013/337, parr. 37). E1 Grupo ha
confirmado el papel clave del Departamento en el ensayo nuclear de enero de 2016;
su nombre figura en las 6rdenes de 15 de diciembre de 2015 y 3 de enero de 2016
firmadas por Kim Jong Un para realizar el ensayo. Los documentos muestran
claramente que el Departamento planificod y preparé el ensayo (véase la figura 3).

Informes sobre la
finalizaciéon de los
preparativos para el
ensayo de la bomba de

hidrégeno

Departamento de la
Industria de las
Municiones

Fuente: Rodong Sinmun, 7 de enero de 2016.

2 También se conoce como el Departamento de Produccion Militar y Armas, Departamento de la
Industria de Suministros Militares, Departamento de la Industria de la Maquinaria o
Departamento de la Industria de la Construccion de Maquinaria del Comité Central del Partido
de los Trabajadores de Corea. En coreano:
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24. Tres altos funcionarios, Ri Man Gon, Ri Pyong Chol y Pak To Chun,
participaron en una sesion de fotografia de celebracion con Kim Jong Un, en que se
mostraron sus funciones clave en el ensayo nuclear’®. El Sr. Ri Man Gon parece
haberse convertido en el nuevo Director del Departamento de la Industria de las
Municiones en algin momento entre diciembre de 2015 y el 7 de enero de 2016. El
Grupo informo anteriormente que el Sr. Park habia desempefiado una funcion clave
en los programas nuclear y de misiles del pais (véanse la recomendacion 7, el anexo
confidencial 109 y S/2013/337, parr. 37).

Organizacion de investigacion intergubernamental internacional

25. El Grupo informo anteriormente sobre la participacion de la Republica Popular
Democratica de Corea en las actividades del Instituto Conjunto de Investigaciones
Nucleares, una organizacion de investigacion intergubernamental internacional para
las ciencias nucleares con sede en la Federacion de Rusia (véase S/2015/131, parrs.
29 a 33). En respuesta a las indagaciones del Grupo, el Secretario Cientifico
Superior del Instituto confirmdé que ningun nacional de la Republica Popular
Democratica de Corea habia estado afiliado al Instituto desde el 31 de marzo de
2015 y que la participacion del pais se habia suspendido hasta que pudiera cumplir
plenamente sus obligaciones con el Instituto. El Grupo observa que la decision del
Instituto estd en consonancia con las disposiciones de las resoluciones.

26. El Instituto confirmé que el representante de la Republica Popular
Democratica de Corea ante el Comité de Plenipotenciarios era Ri Je-Son (que figura
en la lista como “Li Je Sen”) (véase S/2015/131, parr. 29). Fue designado por el
Comité en julio de 2009, en su calidad de entonces Director de la Oficina General
de Energia Atomica, y ha sido Ministro de la Industria de la Energia Atomica desde
abril de 2014. Segtn el Instituto, dos personas han participado en los periodos de
sesiones del Comité en su nombre desde 2010. En virtud de las resoluciones, por
actuar en nombre del Sr. Ri deberian estar sujetas a la congelacidon de activos y a la
prohibicion de viajar por los Estados Miembros pertinentes. Estas dos personas son:

a)  EIl Sr. Jon Myong Chol, entonces Primer Secretario de la Embajada de la
Republica Popular Democratica de Corea en Mosct, que participé los dias 25 y 26
de marzo y 26 y 27 de noviembre de 2010, 25 y 26 de marzo y 25 y 26 de
noviembre de 2011, y 26 y 27 de marzo de 2012;

b) El Sr. Kim Se Gon, entonces Primer Secretario de la Embajada de la
Republica Popular Democratica de Corea en Moscl, que particip6 los dias 23 y 24
de noviembre de 2012, 25 y 26 de marzo y 22 y 23 de noviembre de 2013, 25 y 26
de marzo de 2014 y 25 y 26 de marzo de 2015.

27. El Grupo recomienda que el Comité afiada el alias “Li Je Sen” a la
informacion sobre el Sr. Ri (KPi.002) que figura en la lista de sanciones (véase la
recomendacion 4 a)).

3 Véase “Kim Jong Un has photo session with contributors to H-bomb test”, Rodong Sinmun, 11
de enero de 2016, puede consultarse en www.rodong.rep.kp/en/index.php?strPagelD=
SF01_02_01&newsID=2016-01-11-0024.
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Actividades recientes relacionadas con el programa
de misiles balisticos

Lanzamientos de misiles balisticos

28. La Republica Popular Democratica de Corea ha seguido lanzando misiles
balisticos. El Grupo detecté dos tendencias en 2015 en relacion con el programa de
misiles balisticos del pais:

a)  El desarrollo de misiles balisticos de corto alcance mejorados, con gran
precision y capacidad de ataque rapido, mediante el ensayo de una version de mayor
alcance de su misil balistico de corto alcance KN-02 de combustible so6lido;

b) El desarrollo de una capacidad rudimentaria de ataque con misiles
balisticos lanzados desde submarinos mediante un ensayo de eyeccion bajo el agua
de un misil tal.

Misil balistico de corto alcance

29. El pais lanzo dos misiles balisticos de corto alcance el 2 de marzo de 2015
Lograron un alcance de unos 500 km. Varios Estados Miembros seflalaron que se
trataba de misiles balisticos de clase Scud. El alcance es compatible con la
capacidad de los misiles balisticos de tipo Scud-C que posee el pais, lanzados a su
maximo alcance. Al igual que en casos anteriores, los lanzamientos se realizaron sin
advertencia previa, por lo que representaron un peligro para la seguridad de los
buques y las aeronaves cercanos.

30. En lo que respecta al lanzamiento realizado el 14 de agosto de 2014 en la zona
de Wonsan del pais (véase S/2015/131, parr. 38), el Grupo consideré que el
proyectil era una versién mejorada del misil balistico KN-02*°, dadas las similitudes
de sus formas y el alcance logrado de 220 km™. El Grupo sefiala que el misil KN-02
es similar al misil balistico 9M79 (véase la figura 4)*’ y que coincide con la afirmacién
del pais de que lanzo un cohete tactico de gran rendimiento y ultrapreciso™. El
Grupo corrobor6 también su analisis con informacion de un Estado Miembro de que
el pais habia aplicado ingenieria invertida a los misiles 9M79 (véase el anexo 6)
para desarrollar el misil KN-02%. Desde entonces, el pais ha trabajado activamente
en una nueva version mediante la reduccion de la carga 1til del misil para aumentar

su alcance®.

“ Siete Estados Miembros informaron al Comité de los lanzamientos.

5 varios Estados Miembros consideran que el KN-02 es un tipo de misil balistico de corto alcance
que utiliza combustible s6lido como propulsor y tiene un alcance estimado de 120 km.

18 véase Jeffrey Lewis, “Don’t know where Waldo went, but Kim Jong-Un was in Wonsan:
geolocating North Korea’s June 26 and August 14 missile launches”, 38 North, 3 de noviembre
de 2014, puede consultarse en http://38north.org/2014/11/jlewis110314/.

1 El misil balistico 9M79 es también conocido como Tochka o SS-21 y, segun se informa, tiene
un error circular probable de 160 m.

18 véase “Kim Jong-Un guides tactical rocket test-fire <, KCNA, 15 de agosto de 2014; puede
consultarse en www.kcnawatch.co/newstream/1451896687-307647019/kim-jong-un-guides-
tactical-rocket-test-fire/.

18 Seglin un Estado Miembro, el pais obtuvo misiles balisticos 9M79 de la RepUblica Arabe Siria
en 1996.

? se logra aumentar el alcance mediante la reduccién del peso de la ojiva de 480 a 150 kg.
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Forma similar de
la aleta de cola

Figura 4

Similitudes entre el misil 9M79 (imagen superior) y el misil lanzado
por la Republica Popular Democratica de Corea el 14 de agosto de
2014 (imagen inferior)

Forma similar
de la ojiva
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Fuente: www.militaryphotos.net (imagen superior) y KCNA (imagen inferior).

31. Un Estado Miembro informé que el pais habia llevado a cabo en tres ocasiones
lanzamientos de proyectiles que, segun se cree, eran misiles KN-02 o versiones
mejoradas de este modelo (véase el cuadro 1).

Cuadro 1
Lanzamientos de misiles KN-02 y de versiones mejoradas de KN-02 en 2015

Namero de Alcance
Fechay hora proyectiles  Tipo (km)
8 de febrero, 16.10 a 5 Se cree que un misil de la versién mejorada de KN-02 200
17.10 horas y 4 cohetes de artilleria dirigidos de calibre 300 mm
2 de abril, 10.30 horas 1 Secree que KN-02 140
3 de abril, 16.14 a 4 Se cree que KN-02 > 100

17.00 horas

Misil balistico lanzado desde submarinos

32. Siete Estados Miembros informaron al Comité que la Republica Popular
Democratica de Corea habia llevado a cabo un ensayo con misiles balisticos el 8 de
mayo de 2015 desde una plataforma submarina cerca de la costa oriental del puerto
de Sinpo. Los informes eran coherentes con los anuncios oficiales de 9 de mayo de
2015 de que se habia realizado un ensayo bajo el agua de un poderoso misil
balistico submarino de tipo coreano (véase el anexo 7)%. El desarrollo y posible

21

Véase “Kim Jong-Un watches strategic submarine underwater ballistic missile test-fire”,
KCNA, 9 de mayo de 2015, puede consultarse en www.rodong.rep.kp/en/index.php?strPagelD
=SF01_02_01&newsID=2015-05-09-0014.
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despliegue futuro de misiles balisticos lanzados desde submarinos afiadiria un
componente maritimo a las capacidades de misiles balisticos del pais.

33. Las imagenes oficiales del misil (véase el anexo 8) muestran “& = 74-1”
(Pukgeukseong-1)%, comanmente denominado KN-11. El exterior del misil es muy
parecido al misil balistico lanzado desde submarinos SS-N-6/R-27 de la era
soviética, dadas las similitudes de su forma y, en particular, de la ojiva (véase la
figura 5). La ausencia de humo blanco detras de los misiles cuando salen del mar
indica claramente que emplean un propulsor liquido, como el utilizado por el misil
R-27. De acuerdo con la informaciéon proporcionada por un Estado Miembro, el
misil es idéntico al R-27, que se adquiri6 de la ex Union Soviética en la década de
1990 y al que luego la Republica Popular Democratica de Corea aplicd ingenieria
inversa.

Figura 5
Relacion entre dimensiones de los misiles KN-11 y R-27

Longitud: 9,65

1
[ — \
C — iametro: 1,5 m
| | . S— [
1
Ojiva

Fuente: R-27 (imagen superior): Thomas Cochran y otros, Soviet Nuclear Weapons, Nuclear
Weapons Databook, vol. 4 (New York, Harper and Row, 1989); misil balistico lanzado
desde submarinos (imagen inferior): Rodong Sinmun, 9 de mayo de 2015.

Figura 6
Iméagenes relativas al lanzamiento de 8 de mayo de 2015

Fuente: Rodong Sinmun, 9 de mayo de 2015.

22 Sy denominacién en inglés es “North Star-1” o “Polaris-1”.
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34. El Grupo opina que varias de las fotografias del ensayo (véase la figura 6)
fueron manipuladas y es posible que se hayan insertado en ellas imagenes inconexas
(véase el anexo 9). Al no contar con filmaciones submarinas, el Grupo no pudo
verificar con certeza la plataforma de lanzamiento.

35. El misil parece haberse encendido por encima de agua (véanse las figuras 6 y 7-3 a
7-5), lo que indica que fue eyectado en frio bajo el agua® desde el tubo, posiblemente
mediante gas comprimido (véase la figura 7-1). El misil alcanzo una altitud de
150 m y vold unos 500 m, segtn la informacion proporcionada por un Estado
Miembro. El hecho de que el vuelo haya sido relativamente breve podria deberse a
una carga de combustible reducida con el peso de lastre para demostrar la capacidad
de lanzamiento o, lo que es mas probable, un corte del combustible poco después de
la ignicidon. En todo caso, el lanzamiento se realizé con la totalidad del peso para
validar la secuencia de eyeccion e ignicion.

Figura 7
Secuencia de ensayos de misiles balisticos de 8 de mayo de 2015

1 2 3
. .
4 5 6

Fuente: KCNA.

2 Un sistema de lanzamiento de misiles balisticos puede ser de “lanzamiento en caliente”, cuando
el misil se enciende dentro del tubo, o “lanzamiento en frio”, cuando el misil es eyectado del
tubo y luego se enciende.
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36. El Grupo considera que el ensayo es un importante avance tecnoldégico y una
indicacion clara de que continua el programa para desarrollar el misil balistico
lanzado desde submarinos y hacerlo operacional. Se necesitarian mas ensayos para
completar la puesta en funcionamiento del sistema de lanzamiento de misiles y el
misil, en particular un vuelo de prueba a escala completa, lo que podria ser una
limitacion actual para el pais.

Actividad de la instalacion de lanzamiento

37. En 2015, el pais sigui6 trabajando rapidamente en la estacion de lanzamiento
de satélites de Sohae y mejoré6 mas la zona de lanzamiento. Debido a la labor
sustancial de ocultacion en todas las fases de la preparacion de la infraestructura de
lanzamiento, sera mas dificil detectar actividades previas al lanzamiento. El Grupo
también vigilé el astillero de Sinpo, que esta relacionado con el programa nacional
de misiles balisticos lanzados desde submarinos.

Estacion de lanzamiento de satélites de Sohae

38. El analisis de las imagenes demuestra que el pais estd deliberadamente
intentando ocultar los preparativos de un vehiculo de lanzamiento espacial (véase el
anexo 10). Después de los trabajos de excavacion realizados en marzo de 2015, se
termind de construir en abril una nueva terminal de ferrocarril subterranea. Una
ranura en el concreto de la nueva terminal, de aproximadamente 20 m de largo,
podria utilizarse para instalar un ascensor entre el tinel ferroviario y la plataforma
de lanzamiento®. También se ha levantado un nuevo edificio en el extremo oriental
de la plataforma. Los cimientos del edificio eran evidentes en enero de 2015 y se
registraron progresos sostenidos hasta que se termind de construir en septiembre
(véase la figura 8). La ubicacion del edificio indica que puede ser un centro de
apoyo al lanzamiento para el montaje de vehiculos de lanzamiento espacial o la
salida en la fase de preparacion del lanzamiento. Ademas, una nueva plataforma que
se mueve a lo largo de rieles podria utilizarse para ocultar los movimientos de las
fases de vehiculos de lanzamiento espacial del edificio de apoyo a la torre de
montaje®. La construccion de la plataforma se habia observado por primera vez en
abril de 2015 y habia concluido para septiembre (véase ibid.). Por ultimo, se adjunta
una cubierta a la torre de montaje (véanse imagenes adicionales en el anexo 12)%.

24 \/éase “North Korea: new construction at the Sohae satellite launching station”, 38 North, 28 de
mayo de 2015, puede consultarse en http://38north.org/2015/05/sohae052815/.

% a plataforma mévil es de 21 m de ancho, 29 m de largo y 28 m de alto.

% a cubierta de la torre de montaje se observé en octubre de 2014.
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Figura 8
Plataforma de lanzamiento de Sohae al 1 de septiembre de 2015

Torre de
montaje

Fuente: GeoEye-1.

39. Se han observado actividades de acondicionamiento en el edificio de montaje,
donde se han construido nuevos galpones. Se ha construido una estructura de
resguardo sobre el ramal del ferrocarril, quiza con el objetivo de ocultar la actividad
ferroviaria relacionada con el transporte de las fases del vehiculo de lanzamiento
espacial (véase el anexo 11).

40. Se han observado otras actividades que indican que podrian ponerse a prueba
motores de cohetes mayores en el futuro. Se han construido edificios nuevos de
mayor tamafio con la capacidad de almacenar cargas propulsoras adicionales al
oeste de la plataforma de lanzamiento y dentro de la zona de prueba de motores
(véanse los anexos 12 y 13)?. Esta hipotesis estaria conforme con la capacidad de la
torre de montaje de funcionar con vehiculos de lanzamiento espacial de mayor
tamafio que el Unha-3, como se indica en el informe anterior del Grupo (véase la
figura 9).

7 yéase “North Korea: update on activity at Sohae satellite launching station”, 38 North, 9 de

octubre de 2015, puede consultarse en http://38north.org/2015/10/sohae100915/.
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Figura 9
Modelos de misiles balisticos lanzados desde submarinos, Unha-3 y Unha-9

T~ -

—_—
Q9

Fuente: Kyodo News, 13 de octubre de 2015.

Astillero de Sinpo

41. Las imagenes satelitales de la zona del astillero de Shinpo, en la costa oriental,
antes del ensayo de 8 de mayo de 2015 muestran obras en la infraestructura en
relacion con el desarrollo autdctono de un misil balistico lanzado desde submarinos
y la plataforma de lanzamiento conexa ya en 2012.

42. En octubre de 2013, las imagenes satelitales mostraron un complejo de
ensayos al sudoeste de la darsena para submarinos. El complejo incluye un banco de
pruebas y una probable zona de impacto a unos 9 m de distancia, probablemente
dirigido a realizar desde tierra ensayos de eyeccion de misiles balisticos lanzados
desde submarinos. Segiin un Estado Miembro, ese ensayo se llevd a cabo en octubre
de 2014 (véase el anexo 14). Las imagenes obtenidas entre julio de 2014 y octubre
de 2015 muestran trabajos en salas de construccion, talleres adyacentes y una nueva
ampliacion de la plataforma de lanzamiento a la principal sala de fabricacion, de
195 x 33 m (véase el anexo 15).

43. Del mismo modo, las imagenes obtenidas por satélite en julio de 2014
revelaron la presencia de un submarino no identificado en el astillero. Las imagenes
posteriores muestran diversas etapas ulteriores de la labor interna en la vela del
submarino, una barca sumergible de ensayo y un pequefio buque de remolque?.
Segiin un Estado Miembro, el pais adquirié submarinos de clase Golf que habian
sido puestos fuera de servicio y, al desarmarlos, tecnologia relacionada con la
eyeccion. El submarino parece ser un disefio autéoctono y no puede compararse

% E| Programa sobre Aplicaciones Operacionales de Satélite confirmé que el submarino detectado

en imagenes oficiales del ensayo de 8 de mayo probablemente fuera el mismo visto en las
imagenes obtenidas por satélite (figura 10) y confirm6 la presencia de la pequefia embarcacion
atracada junto al submarino en imagenes de satélite de 10 de mayo de 2015.
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directamente con los de tipo Golf u otros®. La presencia de lo que probablemente
sea un contenedor de misiles de 10 m en las imagenes de 10 de mayo de 2015 junto
al submarino de 65 m y un unico punto de apertura® en la vela del submarino
indican que fue diseflado para poder lanzar misiles balisticos desde alli (véase la
figura 10)%".

Figura 10
Apertura para un solo tubo de lanzamiento de misiles balisticos lanzados
desde submarinos®

————— -
BTy

Grua

< vil

Fuente: DigitalGlobe, 10 de mayo de 2015 (izquierda); KCNA, 5 de junio de 2015 (derecha); H. I. Sutton, 9 de
mayo de 2015 (inferior).

44, El pais mejora y oculta activamente sus instalaciones de produccion de
submarinos en Sinpo, lo que le permite construir mas submarinos, posiblemente sin
ser detectados, incluidos submarinos capaces de lanzar misiles balisticos. Los
Estados Miembros deberian estar atentos a la exportacion de articulos comerciales
que puedan contribuir a los programas del pais de misiles balisticos que se lanzan
desde submarinos, incluidos los subsistemas y componentes, en particular los

% E| pais tiene la capacidad de construir este submarino, como consecuencia de su experiencia
anterior en la materia.

% E| diametro de la apertura es de aproximadamente 1,5 m. La longitud y el diametro del
contenedor son compatibles con las dimensiones del misil ensayado el 8 de mayo de 2015.
Segun un Estado miembro, solo hay un tubo de lanzamiento en el submarino.

1 Kim Jong Un afirmé que cuando empezaran a fabricarse los misiles balisticos lanzados desde
submarinos, lo que estaba previsto que fuera pronto, probablemente seria como instalar una
bomba de relojeria contra los enemigos del régimen. Véase Choi You-sun, “North Korea test-
fires 3 ship-to-ship missiles into East Sea”, Arirang News, 9 de mayo de 2015, puede
consultarse en www.arirang.co.kr/News/News_View.asp?nseq=179369.

% El Programa sobre Aplicaciones Operacionales de Satélite ha confirmado la actividad vinculada
a los submarinos y los misiles balisticos (véase la imagen de satélite en la figura 10).
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motores eléctricos, baterias de plomo-acido y los sistemas de carga para ellas, y
tecnologia de sonares, de conformidad con lo dispuesto en el parrafo 22 de la
resolucion 2094 (2013) (véase la recomendacion 10).

Entidades y personas relacionadas con el programa de misiles balisticos

45. El Grupo ha encontrado dos tendencias relacionadas con el programa de
lanzamiento espacial de la Republica Popular Democratica de Corea. En primer
lugar, el pais ha venido utilizando su participacién en diversas organizaciones
internacionales para promover la legitimidad de su capacidad de lanzamiento
espacial, acceder a la comunidad cientifica internacional y capacitar a sus
investigadores para seguir desarrollando programas prohibidos. En segundo lugar, la
Administracion Nacional para el Desarrollo Aeroespacial sigue desempefiando un
papel destacado en el programa espacial del pais, mediante, entre otras cosas, su
responsabilidad en relacidon con un nuevo centro de control de satélites.

Centro de Educacion en Ciencia y Tecnologia Espaciales para Asia
v el Pacifico

46. El Centro de Educacion en Ciencia y Tecnologia Espaciales para Asia y el
Pacifico (véase el anexo 16) ofrece cursos de posgrado de nueve meses de duracion
en cinco disciplinas vinculadas a la ciencia y la tecnologia espaciales, a saber,
teleobservacion y sistemas de informacion geografica, comunicaciones por satélite,
meteorologia por satélite y clima mundial, ciencias del espacio y de la atmdsfera, y
sistemas mundiales de navegacion por satélite. Se informd al Grupo que la Lista
Consolidada de Sanciones del Consejo de Seguridad de las Naciones Unidas se tenia
debidamente en cuenta en el proceso de seleccion y admision.

47. Tras ingresar en el Centro en 1996, el pais envidé a mas de 30 de sus
ciudadanos para que se capacitaran alli, incluidos Paek Chang-Ho, que fue
designado por su papel en el lanzamiento del cohete Unha-3 el 12 de diciembre de
2012. En la actualidad presuntamente se desempefia como Vicedirector del
Departamento de Investigacion y Desarrollo Cientificos de la Administracion
Nacional para el Desarrollo Aeroespacial. Pack Chang-Ho asistiéo al curso sobre
comunicaciones por satélite del Centro en 1999 y 2000 (véase el anexo 17). Dos
ciudadanos del pais asisten actualmente a cursos en el Centro; uno de ellos esta
afiliado a la Administracion Nacional para el Desarrollo Aeroespacial (véase el
anexo 18). El Grupo toma nota de que el Centro cancel6 la participacion de otros
cuatro nacionales seleccionados para asistir a cursos a partir de agosto de 2015,
incluido uno afiliado a la Administraciéon Nacional para el Desarrollo Aeroespacial
que debia asistir al curso sobre los sistemas mundiales de navegacion por satélite
(véase el anexo 19)*. Las reiteradas solicitudes y la participacién en el programa de
miembros de la Administraciéon Nacional para el Desarrollo Aeroespacial demuestran
la pertinencia de los cursos para su labor.

48. El Grupo analiz6 los programas de estudio de los cursos impartidos por el
Centro. El curso sobre ciencias del espacio y de la atmodsfera contiene un moédulo
sobre la instrumentacion espacial con submoddulos que podrian ser directamente
pertinentes para el pais en el disefio y el ensayo de un vehiculo de lanzamiento

33

El Grupo observa que los nacionales de la Republica Popular Democratica de Corea que asistian
a los cursos en el momento de la redaccion del informe tenfan el titulo de investigador o
investigador superior (véase el anexo confidencial 20).
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utilizando tecnologia de misiles balisticos, como los relativos a los vehiculos de
lanzamiento, la estabilizaciéon de la orientacion y la telemetria, y sistemas de
localizacion, mando y manejo de datos (véase el anexo 21)*. El curso sobre los sistemas
mundiales de navegacion por satélite contiene dos modulos, relativos a receptores y
navegacion integrada (véase el anexo 22), que podrian ser directamente pertinentes
para el programa de misiles balisticos del pais, especialmente en vista de que este
intenta mejorar la precision de los misiles balisticos mediante la utilizacién de los
sistemas mundiales de navegacion por satélite (el Sistema de Posicionamiento Global y el
Sistema Mundial de Navegacion por Satélite)®. El curso sobre comunicaciones por
satélite contiene un médulo sobre modulacion, emision multiplex y acceso multiple
(véase el anexo 23) que podria contribuir a mejorar la capacidad de telemetria para
el programa de misiles balisticos.

49. La posicion de la India sobre el contenido de dos de esos cursos, como se
indica en un aide-mémoire dirigido a la Oficina de Asuntos del Espacio
Ultraterrestre, que preside el Comité Asesor del Centro®®, es que los temas abarcados son
principios muy generales y basicos en los ambitos respectivos, y el material de los
cursos ofrecido a los participantes esta disponible en fuentes publicas®’. Sefiala
ademas que la profundidad con que se tratan esos temas, que se tocan brevemente,
decididamente no contribuiria a que los participantes adquirieran conocimientos
especializados en esas esferas concretas. La Oficina informé al Grupo de que estaba
dispuesta a informar sobre el asunto a la Comision sobre la Utilizacion del Espacio
Ultraterrestre con Fines Pacificos, cuyo quincuagésimo noveno periodo de sesiones
se celebrara del 8 al 17 de junio de 2016.

50. Si bien los cursos ofrecidos por el Centro no estan deliberadamente destinados
a fomentar el desarrollo de misiles balisticos, la evaluaciéon del Grupo, sobre la base
de la informacion disponible, es que determinados modulos o submodulos
constituyen una capacitacion especializada que podria ser utilizada por la Republica
Popular Democratica de Corea en sus actividades prohibidas y que la participacion
en los cursos sobre ciencias del espacio y de la atmdsfera y sistemas mundiales de
navegacion por satélite es una actividad relacionada con los misiles balisticos
prohibida por las resoluciones.

51. El Grupo recuerda que, con arreglo a las resoluciones, la Republica Popular
Democratica de Corea debe suspender todas las actividades relacionadas con misiles
balisticos (véase la recomendacion 2).

Administracion Nacional para el Desarrollo Aeroespacial

52. La Republica Popular Democratica de Corea afirmé en multiples ocasiones en
2015 su intencidén de efectuar nuevos lanzamientos de satélites bajo la supervision
de la Administracién Nacional para el Desarrollo Aeroespacial®. El Director de la

* En el documento $/2014/253 figura una lista de determinados articulos prohibidos relacionados
con estos temas, como compases giroastronémicos (conocidos también como captadores de
astroorientacion) (articulo 9.A.2).

% Comunicacién de los Estados Unidos al Grupo de 15 de junio de 2015.

% EI Comité Asesor proporciona orientacién en los aspectos técnicos, incluidos los planes de
estudios.

¥ La declaracién se refiere a los cursos en las ciencias del espacio y de la atmésfera y los sistemas
mundiales de navegacion por satélite. EI Grupo observa que la ensefianza general y
especializada puede incluir principios basicos y material de fuentes abiertas.

¥ \éase “National Aerospace Development Administration clarifies its principled stand”, KCNA,
8 de mayo de 2015, puede consultarse en www.kcna.kp (consultado el 8 de mayo de 2015).
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Administracion afirmé que el mundo veria claramente una serie de satélites de
Songun Korea volar hacia el cielo en los momentos y los lugares que determinase el
Comité Central del Partido de los Trabajadores de Corea (PTC)*. Esos lanzamientos
estan prohibidos en virtud de la resolucion 2087 (2013).

53. En consonancia con su proposito declarado en 2015, el pais dio a conocer un
nuevo centro de control de satélites situado en el centro de Pyongyang, junto a un
complejo residencial para oficiales de alto rango (véase el anexo 24). Durante su
visita al Centro en mayo (véase la figura 11), Kim Jong Un destacé la necesidad de
proporcionar instalaciones mas de avanzada®.

Figura 11
Visita a Kim Jong Un al nuevo centro de control de satélites

Fuente: Rodong Sinmun.

54. Los anuncios oficiales indican claramente que el nuevo centro depende de la
Administracion Nacional para el Desarrollo Aeroespacial, como lo demuestran las
fotografias publicadas en los medios de comunicacion oficiales (véase la figura
12)*. Estas pruebas muestran que la Administracion ha asumido el control de una
instalacion clave que anteriormente era operada por el Korean Committee for Space
Technology y corrobora la conclusion del Grupo contenida en su informe final de
2015 (véase S/2015/131, parrs. 44 a 48).

® véase “NADA Director on successes in outer space development”, KCNA, 14 de septiembre de
2015, puede consultarse en www.kcna.kp (consultado el 14 de septiembre de 2015).

4 véase “Kim Jong-Un visits newly-built general satellite control centre”, KCNA, 3 de mayo de
2015, puede consultarse en www.kcna.kp (consultado el 3 de mayo de 2015).
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Figura 12
Centro de control de satélites y logotipo de l1a Administraciéon Nacional
para el Desarrollo Aeroespacial

Fuente: Television Central Coreana.

55. La Administracion Nacional para el Desarrollo Aeroespacial esta, al mismo
tiempo, procurando ganar legitimidad internacional mediante el establecimiento de
relaciones con otros o6rganos internacionales relacionados con el espacio, a saber, la
Oficina de Asuntos del Espacio Ultraterrestre y la Federacion Astronautica
Internacional. Ello es compatible con la afirmacién actual del pais de que su
utilizacion del programa espacial nacional estd en consonancia con el Tratado sobre
los Principios que Deben Regir las Actividades de los Estados en la Exploracion y
Utilizacion del Espacio Ultraterrestre, incluso la Luna y otros Cuerpos Celestes.

56. La Administracion Nacional para el Desarrollo Aeroespacial también ha sido
nombrada como el punto de contacto nacional para el registro de objetos espaciales
(véanse la figura 13 y el anexo 25). Esto se comunicé el 26 de febrero de 2015,
cuando la Republica Popular Democratica de Corea notificd al Secretario General,
por conducto de la Oficina de Asuntos del Espacio Ultraterrestre, la creacion de un
registro nacional de objetos lanzados a una orbita terrestre o mas alla de esta, de
conformidad con el articulo II 1) del Convenio sobre el Registro de Objetos
Lanzados al Espacio Ultraterrestre (véase el anexo 26).

Figura 13

Extracto de una nota verbal de fecha 26 de febrero de 2015 de la Mision
Permanente de la Republica Popular Democritica de Corea ante las Naciones
Unidas (Viena)

National Aerospace Development Administration (NADA) of the DPRK
E-mail: pada.dprk@star-co.net.kp

Fax: 00850 23814585

Address: Central district, Pyongyang, DPR Korea
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57. El 15 de octubre de 2015, la Administracion Nacional para el Desarrollo
Aeroespacial al parecer fue admitida como miembro de la Federacion Astrondutica
Internacional®. La Federacion informé al Grupo que, el 16 de octubre, su Asamblea
General habia revocado su anterior resolucion de 12 de octubre de aprobarla como
miembro, sobre la base de la informacion proporcionada por el Grupo. La
delegacion de la Republica Popular Democratica de Corea ante la Organizacion de
las Naciones Unidas para la Educacion, la Ciencia y la Cultura (UNESCO) en Paris
actué en nombre de la Administracion para solicitar que se la aceptara como
miembro.

58. El reglamento de la Administracion Nacional para el Desarrollo Aeroespacial
estipula que esta orienta la produccion, el montaje y el lanzamiento de todos los
equipos espaciales y sus vehiculos de lanzamiento. También detalla su organizacion
interna y sus organos afiliados (véase el anexo 27). Ademas, el Grupo ha obtenido
informacion sobre los funcionarios principales (véase el cuadro 2) y el presupuesto
(102,5 millones de euros) de la Administracion. Sus conclusiones se presentan en el
anexo confidencial 109.

Cuadro 2
Principales personas identificadas por el Grupo en el seno de la Administracion
Nacional para el Desarrollo Aeroespacial

Nombre (transliteracion) Nombre en coreano Cargo
Sr. Yu Ch’o’l-u =ER Director
Sr. Kim In Cheol 2ol Vicedirector

Sr. Hyon Gwang I & & Director del Departamento de Investigacion y
Desarrollo Cientificos

Sr. Paek Chang-Ho &S Vicedirector del Departamento de
Investigacion y Desarrollo Cientificos

Sr. Kim Cho’n-ho & &S Director del Departamento de Trabajo
Cientifico

Sr. Jong Tong Gil d=s2 Vicedirector del Departamento

Sr. Kim Gun Song & =35 Director del Centro General de Mando y
Control de Satélites

Sr. Yun Chang Hyok & &S Vicedirector del Centro General de Mando y
Control de Satélites

Sr. Pae Cho’n-haek [BH& SH(&) Representante de Asuntos Internacionales

Sr. Pak Gyong Su e == Viceadministrador de Asuntos Internacionales

41

Véase “DPRK NADA joins International Astronautical Federation”, KCNA, 15 de octubre de
2015, puede consultarse en www.kcna.kp (consultado el 15 de octubre de 2015). El pais también
particip6 en el Curso practico de las Naciones Unidas y la Federacion Astronautica
Internacional sobre la utilizacidn de la tecnologia espacial para el desarrollo econémico,
celebrado en Beijing del 20 al 22 de septiembre de 2013 (véase A/AC.105/1048).
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VI

Medidas relativas a importaciones y exportaciones

59. La Republica Popular Democratica de Corea sigue comerciando armamentos y
material conexo, entre otras cosas comprando o transfiriendo productos disponibles
en el mercado para fines militares y actuando como intermediaria en estas
transacciones, asi como prestando asistencia técnica, a paises de Asia Sudoriental,
Africa y el Oriente Medio. El pais asigna prioridad a la adquisicion de equipos de
avanzada, como los componentes de vehiculos aéreos no tripulados y sistemas de
radar. Ha aprovechado los diferentes sistemas de control de las exportaciones en
este sentido. Las investigaciones que continua realizando el Grupo se resumen en el
anexo 1.

Aplicacion del embargo de armas nucleares, otras armas
de destruccion en masa y articulos relacionados con
misiles balisticos

Cilindros de aleacion de aluminio incautados por el Jap6n

60. El Grupo siguid investigando el envio realizado en agosto de 2012 de cinco
cilindros de aleacién de aluminio incautados por el Japdn por tratarse de articulos
relacionados con armas nucleares (véase S/2015/131, parrs. 54 a 57).
Anteriormente, el Grupo habia observado que los articulos probablemente hubieran
sido fabricados por una entidad de la Republica Popular Democratica de Corea que
utilizaba la etiqueta “KUMSOK?”. El nombre “KUMSOK?” fue utilizado por Korea
Ferrous Metals Export & Import Corporation (KFMEIC) (anteriormente conocida
como Korea Metals Trading Corporation; también se conoce como Korea Ferrous
Metals General Trading Corporation) como direccion telegrafica (véase la figura
14). KFMEIC también se publicita a si misma como participante en el comercio de
diversos tipos de metales ferrosos. Su logotipo es muy similar al que figura en la
carga incautada (véase el anexo 28).

Figura 14
Publicidad de KFMEIC

Carbon Tool Steel @

Round bar: Diameter 18-80 mm IMPORT
8m Pq

thang, gDistrict_Pyongyang.-DR

Cable IMSOK” Pyongyang
BTex: 36025, D9 KS KP

Tel: 850-2-3816078

Fax: 850-2-3814581

Length
Material: JIS G 4051, S45C

Fuente: Foreign Trade of the DPRK, enero de 1996.
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61. EIl consignatario del envio era una entidad con sede en Myanmar, Soe Min
Htike Company, Ltd. (véase S/2015/131, parr. 56). E1 Grupo solicito la asistencia de
Myanmar para obtener informacion sobre las entidades y personas con sede en ese
pais previamente designados por el Departamento del Tesoro de los Estados Unidos
por su participacion en el comercio de armas con la Republica Popular Democratica
de Corea, en particular sobre Soe Min Htike. En su respuesta, Myanmar denegd esa
participacion y no respondi6 a las preguntas del Grupo sobre la participacion de Soe
Min Htike, entre otras cosas en relacion con un documento de expedicion en que la
empresa aparecia como consignatario. El1 Grupo llega a la conclusion de que Soe
Min Htike estuvo implicado en el intento de transferencia como consignatario de
articulos prohibidos vinculados al programa nuclear.

Aplicacion del embargo de armas

Envio relacionado con armamento con destino a la Republica Arabe Siria

62. En diciembre de 2015, un Estado Miembro informé al Comité de su decision
de desechar un envio de carga de septiembre de 2010 tras haberlo inspeccionado e
incautado en mayo de 2014 de conformidad con las resoluciones. El buque se
encontraba realizando el trayecto de Dalian (China) a Latakia (Republica Arabe
Siria).

63. La investigacion e inspeccion in situ del Grupo confirmé que el cargamento
era de propiedad y estaba bajo el control de personas y entidades que trabajaban
para Leader (Hong Kong) International y Korea Kumryong Trading Corporation;
ambas habian sido designadas en enero de 2013 por sus conexiones con la Korea
Mining Development Trading Corporation (KOMID), designada en abril de 2009
como un importante exportador de bienes y equipos relacionados con los misiles
balisticos y las armas convencionales. KOMID utiliz6 el alias de “Kumryong” para
las actividades de adquisicion, mientras que Leader facilit6 los envios en nombre de
KOMID. Los documentos de expedicion mostraban que el cargamento habia sido
organizado por Leader en nombre de Kumryong (véase el anexo 29). El envio
contenia diversos articulos disponibles en el mercado, incluidos algunos que podrian
ser utilizados para fines militares.

64. En los documentos de expedicion el consignatario figura como Mechanical
Systems de la Republica Arabe Siria, y tiene el mismo niimero de teléfono/fax que
Handasieh General Organization Engineering Industries*, una entidad vinculada a
las fuerzas militares responsable de un envio de articulos relacionados con misiles
balisticos en octubre de 2007 (véase el anexo 29)*. Handasieh ha sido sancionado
por la Unién Europea por ser una empresa pantalla del Centro Sirio de Investigacion
y Estudios Cientificos. Los Estados Unidos de América informaron anteriormente de
un intento realizado por Handasiech en 2010 de adquirir articulos de uso doble para
los proyectos de misiles balisticos del Centro®,

4

N

4

@

44

Handasieh fue designado por la Unién Europea como una empresa pantalla del Centro Sirio de
Investigacion y Estudios Cientificos, que ha actuado en nombre de las fuerzas militares (véase
el Reglamento de Ejecucion (UE) N° 1244/2011 del Consejo).

Véanse S/2012/422, parr. 57, y el informe del Grupo presentado al Comité el 30 de noviembre
de 2012.

Departamento del Tesoro de los Estados Unidos, Oficina de Asuntos Publicos, “Fact sheet:
increasing sanctions against Syria”, comunicado de prensa, 18 de julio de 2012, puede
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65. El cargamento estaba integrado por cinco contenedores con articulos
disponibles en el mercado, incluidos mecanismos, componentes y aparatos de
medicion (véanse la figura 15 y el anexo 30). Se han anunciado productos similares
para aplicaciones militares (véase el anexo 31). Ciertos articulos pueden ser
utilizados para fabricar armas o como componente principal del propulsor liquido
para misiles Scud®. El Grupo continua investigando el origen de estos articulos.

Figura 15
Articulos incautados por un Estado Miembro

66. Leader/Kumryong utilizd6 dos empresas, Dalian Union International Trading
Co., Ltd. y Dandong Yongxinghe Trade Co., Ltd. (véase el anexo 32), para adquirir
los articulos. Dandong Yongxinghe era el expedidor (véase el anexo 29). Los
articulos procedian sobre todo de la provincia china de Taiwan, Hong Kong (China)
y otras ciudades de China continental; algunos provenian de Dinamarca, el Japén y
los Estados Unidos (véase el anexo 33). El propietario de Dalian Union, Cai Guang,
que también ha actuado como Director de Leader (véase S/2015/131, parr. 185), fue
el principal encargado de las adquisiciones. Dalian Union realizaba los pagos a
través de una cuenta bancaria de una empresa registrada en Hong Kong, Sunny
(Hong Kong) Int’l Development Co., Limited (véase el anexo 34)*.

67. Leader, Dalian Union, Dandong Yongxinghe y Sunny estan conectadas a través
de las mismas personas que poseen o controlan otras empresas (véanse la figura 34
y el anexo 35).

consultarse en www.treasury.gov/press-center/press-releases/Documents/Fact%20Sheet.pdf.
Segun un Estado Miembro, el Centro Sirio de Investigacion y Estudios Cientificos se puso en
contacto con el Segundo Comité de Asuntos Econémicos de la Republica Popular Democratica
de Corea con respecto a la disposicion de diversos articulos, incluidos rodamientos de rodillos,
gue tuvieron su origen en un pais de Europa Oriental. Estos articulos se pueden utilizar en
turbobombas de misiles.

* El 4cido nitrico rojo fumante inhibido figura como el articulo nimero 4.C.4 en el documento
S/2014/253. Los refinadores de hidrégeno pueden utilizarse para el proceso que conduce a la
produccion de un precursor del acido nitrico, un componente principal del acido nitrico rojo
fumante inhibido, articulo prohibido que es un propulsor liquido utilizado para misiles Scud.

“* Sunny se disolvié en julio de 2013,
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68. Ninguno de los proveedores extranjeros era consciente de que los articulos
iban a ser reexportados a la Republica Arabe Siria. El proveedor japonés pregunto
por el usuario final, pero Dandong Yongxinghe se negd a responder. Las personas y
empresas conectadas a Leader/Kumryong no han respondido al Grupo.

69. Estas empresas tenian vinculos directos con las personas o entidades que
habian transferido armas y material conexo o articulos relacionados con misiles
balisticos. Adoptaron técnicas de ocultacion, como el uso de intermediarios
extranjeros, redes de empresas pantalla y documentacion incompleta.

70. El Grupo confirma que el Estado Miembro que incauté el cargamento actuo de
conformidad con sus obligaciones dimanantes de las resoluciones, que prohiben la
transferencia de todas las armas y material conexo en que la Republica Popular
Democratica de Corea actiie como intermediaria, asi como con el parrafo 18 de la
resolucion 1874 (2009), en que el Consejo de Seguridad exhortéo a los Estados
Miembros a que impidieran la transferencia de bienes que pudieran contribuir a las
actividades del pais relacionadas con misiles balisticos.

Envio de piezas de repuesto de misiles Scud a Egipto

71. En 2013, un Estado Miembro informé al Comité de la interceptacion de un
envio cuando se trasladaba de Beijing a El Cairo. En la documentacion se indicaba
que el expedidor era una empresa de la Republica Popular Democratica de Corea,
Ryongsong Trading Co Ltd, y el consignatario era una empresa egipcia, MODA
Authority International Optronic. El envio formaba parte de un contrato de 15 de
febrero de 2013 entre el consignatario y otra empresa, Rungrado Trading
Corporation (véase el anexo confidencial 36). Esta empresa habia estado implicada
anteriormente en la violacion de la prohibicion de articulos suntuarios aplicada por
el Japon (véase S/2012/422, parrs. 78 y 79).

72. El Grupo llevd a cabo una inspeccion in situ del cargamento, realizo
investigaciones y celebro consultas con varios expertos para analizar posibles usos
de los articulos. El Grupo examind un sistema de misiles Scud-B con miras a
comparar fisicamente las especificaciones técnicas de los articulos (véase la figura
16).

73. Las mercancias estaban etiquetadas como piezas de repuesto de maquinaria,
incluidos relés, bobinas, conectores y disyuntores (véanse los anexos confidenciales
37 y 38), y presuntamente estaban dirigidas a ser utilizadas en buques congeladores,
buques piscifactoria nodriza, maquinas procesadoras de pescado y buques antiguos
(véase el anexo confidencial 39)*".

*" Estas aplicaciones parecen incompatibles con los tipos de negocio del destinatario

(supuestamente esta implicado en el desarrollo, la produccién y la venta de sistemas
electroopticos y electrénicos de avanzada para aplicaciones militares y comerciales).
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Figura 16
Ejemplos de articulos que formaban parte de la carga

1 a 3, conectores; 4 a 6, relés; 7 y 8, disyuntores; 9, interruptor barométrico.

74. Aunque ninguna cumplia los criterios especificos incluidos en la lista de
articulos prohibidos (véase S/2014/253), el Grupo constatd que se trataba de piezas
de repuesto o articulos utilizados en sistemas de misiles Scud-B (véase el anexo
confidencial 40). Por tratarse de armas o material conexo, su exportacion esta
prohibida en virtud de las resoluciones.

75. El Grupo llegd a la conclusion, a partir de las marcas en coreano que figuraban
en dos de los articulos de la carga (véase la figura 17) y los sellos del certificado de
inspeccion (véase el anexo confidencial 41) de que los articulos se habian fabricado
en la Republica Popular Democratica de Corea. Ademas, el nombre de la persona
que figuraba como responsable de la nota de embarque es coreano (véase el anexo
confidencial 42).
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Figura 17
Marcas en coreano y sellos identificados por el Grupo
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76. Las mercancias fueron transportadas por Air Koryo desde Pyongyang (véase el
anexo confidencial 43). El sello de seguridad aeroportuaria en la etiqueta de la
aerolinea también refleja que la inspeccion se realizé en Pyongyang.

77. La nota de embarque mencionaba que el fabricante de los articulos era
“Machine Electric Factory” (véase el anexo confidencial 42). El Grupo llegd a la
conclusion de que la direccion de Ryongsong era la misma que la de la Embajada de
la Republica Popular Democratica de Corea en Beijing (véase el anexo confidencial
44). Rungrado afirma que exporta productos y alimentos marinos y que realiza
negocios como el transporte de carga y el fletamento de sus propios navios (véase el
anexo 45).

Restos de un vehiculo aéreo no tripulado recuperados de la Reptblica de Corea

78. Con respecto a los restos de vehiculos aéreos no tripulados, el Grupo realizo
una inspeccion e investigacion in situ (véanse la figura 18 y el cuadro 3), que
encontrdo dos empresas chinas que publicitaban vehiculos casi idénticos (véase
S/2015/131, parrs. 61 a 68)*. El analisis preliminar de la cadena de suministro para
los componentes internos indica que por lo menos uno de los drones se habia
adquirido en el extranjero. Segin un Estado Miembro, era probable que los
vehiculos se hubieran adquirido por conducto de empresas pantalla en China.

48

En vista de que tienen un alcance inferior a 300 km, la transferencia de estos drones al pais no esta
prohibida por el embargo de armas de destruccion en masa impuesto con arreglo al parrafo 8 a) ii) de la
resolucion 1718 (2006).
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Figura 18
Imagenes de los vehiculos aéreos no tripulados tomadas por el Grupo
durante la inspeccion

Isla de Baengnyong-do Paju y Samcheok

Cuadro 3

Caracteristicas principales de los dos tipos de dron

Caracteristicas Paju y Samcheok Isla de Baengnyong-do

Ancho x longitud (en metros) 1,93 x 1,22 2,46 x 1,83

Peso en el momento del 13 12,7

descubrimiento (en

kilogramos)

Motor 2 ciclos 4 ciclos

Combustible y capacidad de Combustible glow - Combinacién de

combustible (en litros) 4,97 combustible de petroleo
-3,4

Despegue y aterrizaje Lanzador/paracaidas Lanzador/paracaidas

Paracaidas En forma de cruz Octogonal

Mando de vuelo Si Si

Control remoto de corta No Si

distancia

Vuelo automatico en una Si Si

trayectoria de vuelo

Alcance estimado (en 180 a 220 250 a 300

kilometros)

79. Segun un Estado Miembro, la Republica Popular Democratica de Corea posee
alrededor de 300 vehiculos aéreos no tripulados de distintos tipos, incluidos drones
de reconocimiento, seleccion de objetivo y combate. La principal entidad
responsable de reunir inteligencia del pais, la Oficina General de Reconocimiento,
participa en el proceso de adquisicion, produccion y funcionamiento de los drones
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de reconocimiento y también estd tratando de desarrollar su capacidad en relacion
con los drones de combate. Por lo tanto, es probable que los drones, que captaron
imagenes de instalaciones militares clave y la Casa Azul, hayan sido adquiridos y
controlados por la Oficina (véanse el anexo 46 y las recomendaciones 5 y 8).

Vehiculo aéreo no tripulado de la isla de Baengnyong-do
Fabricante

80. Morrowind Aerial Imaging Technology, con sede en Shanghai (China), publico
en su sitio web el anuncio de un vehiculo aéreo no tripulado, el UV10 (véanse el
anexo 47 y la figura 19), que, segun el Programa sobre Aplicaciones Operacionales
de Satélite del Instituto de las Naciones Unidas para Formaciéon Profesional e
Investigaciones, tiene similitudes técnicas particulares con el dron que se estrelld en
la isla de Baengnyong-do el 31 de marzo de 2014 (véase el anexo confidencial 48).
Morrowind no ha respondido a las preguntas del Grupo.

Figura 19
Vehiculo aéreo no tripulado UV10 anunciado por Morrowind

Fuente: www.5ihangpai.com.

Cadena de suministro de componentes

81. Si bien algunas de las investigaciones del Grupo siguen pendientes, este ha
identificado a los compradores del motor y el piloto automatico (véase el cuadro 4).

Cuadro 4
Principales articulos adquiridos en el extranjero encontrados dentro del vehiculo
aéreo no tripulado de la isla Baengnyong-do

Niim. Articulo Pais de fabricacion Cadena de suministro
1 Motor Republica Checa Vendido a Maikaifei Engineering
& Technology el 25 de septiembre
de 2013
2-1  Computadora de Tablero de Canada Vendido a RedChina Geosystems
control de vuelo  control el 11 de julio de 2011
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Niim. Articulo Pais de fabricacion Cadena de suministro
automatico
2-2 Placa de Suiza Vendida a un intermediario el 4 de
entrada/salida junio de 2013 en Taipei
2-3 Receptor de Japén Sin numero de serie
radiocontrol
3 Servomotor y actuador Republica de Probablemente fabricados el 28 de
Corea o China agosto de 2013 y el 11 de
septiembre de 2013
4 Antenas de GPS Estados Unidos  Fabricadas el 8 de junio de 2007
5-1 Computadora de Placa de unidad China El fabricante no ha respondido aun
mision de
procesamiento
central
5-2 Placa de Suiza Vendida a un intermediario el 4 de
entrada/salida junio de 2013 en Taipei
6 Céamara Japon Vendida a un distribuidor en China
el 18 de octubre de 2013
7 Bateria China El fabricante no ha respondido atin
82. En ultima instancia, el motor fue adquirido por una empresa con sede en

Beijing, Microfly Engineering & Technology, en un proceso de transaccion
caracterizado por varias irregularidades®. Inicialmente habia sido comprado por
otra empresa, Maikaifei Engineering & Technology (Hong Kong) Co. Ltd, que no
esta legalmente registrada en Hong Kong (véanse los anexos 50 y 51). Microfly y
Maikaifei estan relacionadas entre si a través del Sr. E. Chengwen, quien facilitd la
adquisicion en su calidad de “Ingeniero Principal” de Maikaifei (véase el anexo 52),
al mismo tiempo que formaba parte de la junta de direccidn de Microfly (véase el
anexo 53). Microfly y Maikaifei se escriben de la misma forma en chino: 758/ k.
Tras su facilitacion de la orden de compra, el motor fue entregado a un tercer
consignatario con sede en Beijing con el que Microfly tiene un acuerdo de
autorizacion de organismo de importaciones (véase el anexo 54)%°. Si bien en el
acuerdo se estipulaba que el pago debia ser hecho por el consignatario, en los
hechos provino de la cuenta bancaria personal del Sr. Xue Qiang (véase el anexo
55), el representante legal de Microfly (véase el anexo 53).

4

©

50

El sitio web de Microfly publicita vehiculos aéreos no tripulados y presenta a la empresa como
comprometida con el disefio, el desarrollo, el ensayo y la fabricacion de productos relacionados
con la aviacion (véase el anexo 49).

El acuerdo se refiere a un contrato (2013HXI1/110SP/C) entre el consignatario y el fabricante del
motor, que, segln este Gltimo, no existe. El fabricante del motor informé al Grupo de Expertos
gue nunca habia recibido un pago del consignatario, lo que sugiere que este puede haberse
utilizado para un Unico envio. Esta hipotesis explica por qué se firm¢ el acuerdo varios dias
después del pago de los motores y antes del envio.
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El piloto automatico fue adquirido por RedChina Geosystems en julio de 2011

como parte de una compra de 10 pilotos automaticos (véase el anexo 56), que
también fue facilitada por el Sr. E. Chengwen, con el alias de Sr. Chengwen Able
(véase el anexo 52)*. La declaracion de uso final proporcionada por RedChina
Geosystems fue falsificada, e indica que los pilotos automaticos seran utilizados
unicamente por el usuario final y no seran enviados a otro destino, transbordados ni
reexportados (véase el anexo 57)°2. También se estipula que los articulos se
utilizarian en vehiculos aéreos no tripulados eléctricos lanzados a mano disefiados
para realizar actividades de mapeo, con caracteristicas completamente distintas de
las del UV10 (véase la figura 20).

Figura 20

Cadena de suministro del motor y el piloto automatico del vehiculo
aéreo no tripulado de la isla de Paengnyong-Do

Similitudes
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* |os pilotos automaticos fueron enviados en primer lugar a un consignatario en Hong Kong y
posteriormente a otro en Tianjin (China), antes de ser enviados a RedChina Geosystems.
52 E| piloto automatico esta sujeto a controles de exportacién canadienses (véase S/2015/131, parr.

66).
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84. Microfly afirmo que era el diseflador y fabricante original del UV10 y que
habia detenido la produccion del modelo tras la publicacion de material negativo
respecto de la existencia de drones muy parecidos a los UV 10 fuera de China. Dijo
ademas que el modelo se habia vendido unicamente a clientes nacionales dentro de
China y nunca a clientes con antecedentes militares. Microfly negé toda relacion
con Morrowind e indicd6 que sospechaba que esta habia copiado sus drones.
Microfly declar6 que el UV10 habia sido vendido a RedChina Geosystems, pero se
negd a nombrar a otros compradores (véase el anexo 58). Microfly afirmé ademas
que RedChina Geosystems habia pedido concretamente que los UV10 estuvieran
equipados con los pilotos automaticos que habia adquirido en julio de 2011, lo que
indica que RedChina Geosystems podria haber actuado a sabiendas.

Vehiculos aéreos no tripulados de Paju y Samcheok

Fabricante

85. China Trancomm Technologies, de Beijing, anuncia en su sitio web los
vehiculos aéreos no tripulados SKY-09P y SKY-09H (véanse la figura 21 y el anexo
59), que, segun el Programa sobre Aplicaciones Operacionales de Satélite, tienen
similitudes técnicas particulares con los drones que se estrellaron en Paju y
Samcheok (véase el anexo confidencial 60). No ha respondido a las preguntas del
Grupo.

Figura 21
Vehiculos aéreos no tripulados SKY-09P y SKY-09H publicitados por Trancomm

Fuente: www.trancomm.com.cn.

Cadenas de suministro de componentes

86. Todos los articulos en los vehiculos aéreos no tripulados de Paju y Samcheok,
incluidos los giroscopios, estan disponibles ampliamente y no figuran en la lista de
articulos prohibidos. En el caso de algunos articulos, hay preguntas del Grupo
pendientes de respuesta (véase el cuadro 5).
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Cuadro 5
Principales componentes de origen extranjero de los vehiculos
aéreos no tripulados de Paju y Samcheok

Niim. Articulo Pais de fabricacion Cadena de suministro

1 Motor y silenciador Japon Sin numero de serie

2 Bomba de Estados Unidos Sin niamero de serie
combustible

3 Computadora de China El fabricante no ha respondido
control de vuelo/placa aun

de la unidad de
procesamiento central

4 Tablero giroscopico Japon Numero de serie incorrecto

5 Receptor de GPS Suiza Probable enviado el 1 de
septiembre de 2011

6 Servomotor Japon Probablemente fabricado entre
abril de 2008 y marzo de 2013

7 Transceptor Estados Unidos Vendido a un intermediario
chino el 31 de agosto de 2011

8 Céamara Japon Vendida a un distribuidor el 19
de septiembre de 2011

9 Paracaidas China Probablemente fabricado en
octubre de 2011, el fabricante
no ha respondido atin

Intento de adquirir un sensor 6ptico apto para uso militar del Reino
Unido de Gran Bretaiia e Irlanda del Norte

87. En febrero de 2015, el Reino Unido informé al Grupo acerca de un intento por
parte de la Republica Popular Democratica de Corea de adquirir articulos sujetos a
sanciones de un fabricante britdnico, incluido equipo Optico miniaturizado que
podria utilizarse en vehiculos aéreos no tripulados (véase el anexo 61).

88. Segun las autoridades aduaneras del Reino Unido, la empresa que intentd
adquirir el equipo lo hizo a través de intermediarios con sede en la China
continental y registrados en Hong Kong, antes de su envio a la Republica Popular
Democratica de Corea. Segun su descripcion, esta era una empresa de logistica
militar especializada en la adquisicion de componentes de vehiculos aéreos no
tripulados y submarinos.

89. Los registros de la correspondencia y la solicitud de licencia de exportacion
muestran que la persona que procuraba adquirir los articulos era Richard Wang
(Dewen Wang en chino). Dewen Wang figuraba en la Lista como Director de HK
Conie Technology, que inicialmente estaba registrado en las Islas Virgenes
Britanicas antes de estar registrado en Hong Kong en 2014.
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90. El Sr. Wang utiliz6 el nombre de una importante empresa china para falsificar
la solicitud de licencia de exportacion y declaracion del usuario final. El Grupo
detectdé una relacion comercial entre HK Conie y Korean Pioneer Technology
Company Ltd, que al parecer utilizé el alias Korea 21 Trading Company (véanse los
anexos 62 y 63).

91. EIl Grupo llega a la conclusion de que se trataba de un intento de adquisicion
de bienes aptos para uso militar en un vehiculo aéreo no tripulado por particulares
que actuaban en nombre del Gobierno de la Republica Popular Democratica de
Corea, y sigue adelante con su investigacion.

Intento de transferencia de gafas para vision nocturna aptas
para uso militar de los Estados Unidos

92. El Grupo investigd un caso de un nacional de la Republica Popular
Democratica de Corea, Kim Song Il (nacido el 23 de septiembre de 1973), quien
adquirio e intentd transferir armas y material conexo. En julio de 2015, fue detenido
en los Estados Unidos tras haber adquirido seis gafas para visidon nocturna aptas
para uso militar e intentar exportarlas a China en violacion de la legislacion de los
Estados Unidos®. Se declaré culpable. Una persona con el mismo nombre y pais de
residencia, y que utiliza la nacionalidad camboyana, esta inscrita en el registro de
empresas en Hong Kong como Director de Greenpine International Co Ltd y Rich
Lead Trading.

93. Habida cuenta de un caso anterior de abuso de pasaportes extranjeros por
nacionales del pais (véase S/2013/337, parr. 132), el Grupo pone de relieve que los
Estados Miembros deben ejercer vigilancia en la tramitacion de solicitudes de
pasaportes similares.

. oz . .z 4
Posible cooperacion con Eritrea en relacién con armas®

94. El Grupo informd de la reanudacién de su investigacion de la presunta
cooperacion con Eritrea en relacion con las armas, tras un informe en que el Grupo
de Supervision para Somalia y Eritrea menciond “apoyo militar y técnico” prestado
por Green Pine Associated Corporation, designada el 2 de mayo de 2012, al
Departamento de Talleres Gubernamentales de Eritrea (véase S/2013/440, parr. 92).
El Grupo corrobor¢ la existencia de vinculos relacionados con lo militar entre Green
Pine y el Departamento. Obtuvo una carta de invitacion oficial del Presidente de
Green Pine, el Sr. Ri Hak Chol, al Jefe del Departamento, de fecha 19 de marzo de
2010, para visitar Green Pine en Pyongyang, en la que indicaba que esperaba que la
visita de una semana de duracidon tuviera gran importancia para iniciar una
importante cooperacion entre ambas partes.

95. El Grupo también ha identificado un nuevo alias de Green Pine, “Green Pine
Association” (véase el anexo 66). Segun la informacién proporcionada por un
Estado Miembro, el Sr. Kim Kwang Rim fue asignado como representante de Green
Pine en Eritrea en abril de 2011. En su respuesta a las solicitudes de informacion del
Grupo (véase el anexo 67), Eritrea afirmé que no colaboraba con las personas y/o
entidades en violacion de las resoluciones 1718 (2006) y 1874 (2009) y las

%% Tribunal de Distrito de los Estados Unidos, Distrito de Utah, United States of America vs. Kim
Song Il.
 Véanse S/2014/147, parrs. 94 a 97, y S/2015/131, parr. 89.
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designaciones previstas en ellas (véanse también el anexo 68 y la recomendacion 4
b) al Comité).
Vehiculos militares exhibidos en el desfile militar el 10 de octubre de 2015

96. El Grupo investigd algunos de los vehiculos que transportaban personal, armas
y misiles balisticos durante el desfile militar de 10 de octubre de 2015.

Figura 22
Vehiculos portacohetes

Fuente: Oleg Kiriyanov.

97. Los vehiculos de transporte de cohetes de artilleria guiados de 300 mm puestos
a prueba en 2014 y 2015 (cohetes que finalmente lograron un alcance de 200 km;
véase el cuadro 1) se exhibieron publicamente por primera vez en octubre de 2015
(véase la figura 22).

98. Los vehiculos de tres ejes eran casi idénticos a una serie de camiones
fabricados por una empresa china. Ademas, el Programa sobre Aplicaciones
Operacionales de Satélite del Instituto de las Naciones Unidas para Formacion
Profesional e Investigaciones consideré6 que los dos camiones tenian muchas
caracteristicas idénticas. También confirm6 la presencia parcialmente visible de un
emblema de la empresa china (véase el anexo 69).

99. En una respuesta al Grupo, China declar6 que la empresa habia incluido una
clara clausula segun la cual el comprador convenia en que este lote de camiones
exportado a la Republica Popular Democratica de Corea solo se utilizaria en
actividades civiles y lo garantizaba, y se atenia a las disposiciones de las leyes
chinas y las resoluciones de las Naciones Unidas y que, en el contrato de
compraventa entre el comerciante chino y la Republica Popular Democratica de
Corea, también se acordaba, en relacion con los propositos del camion exportado, en

55

Véanse “Kim Jong Un guides test-fire of newly developed ultra-precision tactical guided
missiles”, KCNA, 27 de junio de 2014, puede consultarse en www.kcna.kp (consultado el 27 de
junio de 2014), y “N. Korea’s conservative display contrasts with past WPK celebration”, NK
News, 10 de octubre de 2015, puede consultarse en www.nknews.org/2015/10/analysis-of-new-
updated-equipment-in-october-10-parade/.
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que el comprador emplearia los camiones Unicamente para operaciones en zonas
forestales y el transporte de madera.

100. La causa se parece a la adquisicion realizada anteriormente por una entidad
controlada por el Ministerio de Silvicultura de vehiculos extranjeros que fueron
luego convertidos en transportadores-griias de montaje-lanzadores de misiles
balisticos (véase S/2013/337, parrs. 52 a 58). El Grupo reafirma la recomendacion
que formul6 en 2013 y exhorta una vez mas a los Estados Miembros a que ejerzan
una mejor vigilancia de las exportaciones al pais de camiones comerciales que
podrian convertirse en vehiculos militares o armas y material conexo (véanse la
recomendacion 10 y S/2013/337, parr. 58).

8. Construccion de una fabrica de municiones en Namibia

101. KOMID al parecer llevdo a cabo actividades empresariales en Namibia al
menos hasta comienzos de 2015, en particular mediante la construccién de una
fabrica de municiones en el valle de Leopard, en la zona de Windhoek, en
cooperacion con empresas de Mansudae Overseas Project Group o utilizando este
nombre como alias®.

102. Namibia informé al Grupo de que tenia contratos con la Republica Popular
Democratica de Corea en relacion con armas y material conexo antes de 2005. Uno
se referia a la construccion de la fabrica de municiones de Windhoek, entre 2002 y
2005, con la participacion de una filial de Mansudae. Namibia también confirmé
que habia recibido capacitaciéon y asistencia técnica en materia de armas, pero
afirmé que, habida cuenta de las sanciones de las Naciones Unidas, los expertos
competentes habian regresado a la Republica Popular Democratica de Corea.

103. Namibia confirmé que Mansudae participaba en varios proyectos de
construccion militar, incluida la academia militar y las obras en curso de la sede del
Ministerio de Defensa. Neg6 tener conocimiento de los vinculos entre Mansudae y
KOMID (véase el anexo 70).

104. Sin embargo, las imagenes de satélite muestran que la construccion en la base
militar del valle de Leopard proseguia en septiembre de 2014 (véase el anexo 71).
El folleto de la empresa Mansudae también dio publicidad al contrato de 2010 con
el Ministerio de Defensa para la construcciéon de instalaciones en el valle de
Leopard (véase el anexo 70).

105. El Grupo confirmé que, hasta agosto de 2015, los trabajadores de la Republica
Popular Democratica de Corea realizaban actividades de construccion en otra base
militar en Suider Hof (véase la figura 23). En el momento de redactarse el presente
informe, Namibia no habia respondido a las preguntas acerca de la finalidad de la
instalacion en construccion.

5

>

Véanse Departamento del Tesoro de los Estados Unidos, “Issuance of new North-Korea-related
Executive Order; North Korea Designation”, comunicado de prensa, 2 de enero de 2015, puede
consultarse en www.treasury.gov/resource-center/sanctions/OFAC-
Enforcement/Pages/20150102.aspx; “Namibia, expatriate sanctioned Democratic People’s
Republic of Korea individuals”, Radio Free Asia, 8 de enero de 2015; y “Namibi€ skend VN -
resolusies”, Republikein, 8 de enero de 2015, puede consultarse en
www.republikein.com.na/internasionaal/namibi-skend-vn-resolusies.236209.
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106. La construccion de una fabrica de municiones o instalaciones militares
conexas se considera servicios o asistencia relacionados con el suministro, la
fabricacion o el mantenimiento de armas y material conexo y, por lo tanto, esta
prohibida en virtud de las resoluciones.

Figura 23
Construccion en la base militar de Suider Hof

9. Reutilizacion de sistemas comerciales de radar de un fabricante
japonés para su utilizacion en buques

107. La Republica Popular Democratica de Corea adquirio y adaptd antenas
comerciales de radar para sus embarcaciones, tres de las cuales fueron vistas
durante el ensayo de lanzamiento de un misil antibuque publicitado el 7 de febrero
de 2015 (véase la figura 24)%. Segun el fabricante japonés, no existen registros de
venta al pais después del 12 de junio de 2009. El Grupo observa que los
subsistemas, como monitores, brijulas y detectores de misiles balisticos pueden ser
facilmente integrados mediante interfaces adicionales. Los sistemas demostrados a
bordo de embarcaciones de lanzamiento de misiles son productos listos para usar,
que se emplean ampliamente en los mercados mundiales de pesca y recreacion y que
no pueden rastrearse si no hay un registro de su nimero de serie. En vista de esta
violacion del embargo de armas, el Grupo recomienda que los Estados Miembros
estén atentos a las exportaciones de productos electronicos maritimos (radares,
sonares, brajulas, etc.) (véase la recomendacion 10 c)).

%7 Véase “Kim Jong-Un watches newly developed anti-ship rocket test-firing”, Rodong Sinmun, 7
de febrero de 2015, puede consultarse en
http://www.rodong.rep.kp/en/index.php?strPagelD=SF01_02_01&newsID=2015-02-07-0015.
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Figura 24
Antenas comerciales de radar adaptadas a un buque
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Fuente: Rodong Sinmun. Fuente: fabricante.

10. Envios de piezas de repuesto y equipo para submarinos y buques militares
negociados por Green Pine de Austria a Angola y Viet Nam

108. El Grupo investigé6 dos incidentes relacionados con Green Pine (véase
S/2012/287): dos entregas en julio de 2011 de articulos para lanchas patrulleras
militares a Angola y un envio aéreo en febrero de 2011 de piezas de repuesto para
submarinos inspeccionado en Taipei (véanse anexo 1 y S/2015/131, parrs. 81 a 83).
Estos cargamentos fueron despachados desde Viena por un nacional austriaco, Josef
Schwartz, a través de su empresa, Schwartz Motorbootservice & Handel GmbH.
Schwartz habia comerciado con la Republica Popular Democratica de Corea en
numerosas ocasiones en el pasado, incluidas infracciones e intentos de infraccion de
la prohibicion de articulos suntuarios®. El Grupo confirmé que habia prestado
asistencia a Green Pine para eludir el embargo de armas.

11. Comercio de armas o municiones registrado en la Base de Datos
Estadisticos de las Naciones Unidas sobre el Comercio de
Productos Basicos

109. El Grupo confirmé con la Base de Datos Estadisticos de las Naciones Unidas
sobre el Comercio de Productos Basicos diversos casos de incumplimiento de la
obligaciéon de presentar una notificaciéon previa para la exportacion de armas
pequeias y armas ligeras incluidas en el capitulo 93 de los codigos del Sistema
Armonizado de Designacion y Codificacion de Mercancias. Independientemente de
su aplicacion, estos articulos constituyen armas pequefias y armas ligeras, siempre
que se ajusten a la definicion de “armas pequefias y armas ligeras” que figura en las
Normas Internacionales para el Control de las Armas Pequefias del mecanismo de

%8 Esto consisti6 de la exportacion de vehiculos de lujo de Austria en 2007 y 2008, y el intento de

exportacion de yates de lujo de Italia en 2009. Véanse S/2012/422, parrs. 84y 85, y el
Reglamento de Ejecucion (UE) N° 1355/2011 de la Comisién Europea.
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las Naciones Unidas de Coordinacion de la Accion Respecto de las Armas Pequertias
de junio de 2015 (véase el anexo 72)%°.

110. Se insta a los Estados Miembros a que se mantengan vigilantes en lo que
respecta a la exportacion de armas pequefias y armas ligeras a la Republica Popular
Democratica de Corea, y estos estan obligados a notificar al Comité al menos cinco
dias antes de vender, suministrar o transferir esos materiales, de conformidad con lo
dispuesto en el parrafo 10 de la resolucion 1874 (2009).

Capacitacion técnica, asesoramiento, servicios o asistencia

111. La Republica Popular Democratica de Corea sigue proporcionando
capacitacion técnica y asistencia en violacion de las resoluciones explotando sus
relaciones militares de larga data y la comprension incompleta de los paises
respecto de las resoluciones (véase S/2015/131, parrs. 90 y 91). Estas actividades
prohibidas se llevan a cabo por motivos financieros, pero también son compatibles
con las gestiones diplomaticas generales y las iniciativas de divulgacion
internacional del pais.

Cooperacion policial y militar con Uganda

112. El Grupo investigd denuncias de que la Republica Popular Democratica de
Corea proporcionaba capacitacion a agentes de la policia de Uganda. Uganda
confirmé que 45 nacionales de la Republica Popular Democratica de Corea,
incluidos 19 instructores de seguridad para la policia paramilitar, habian
suministrado esa capacitacion y que esta continuaba en diciembre de 2015. Uganda
declard que, seglin su comprension de las resoluciones, y habida cuenta del caracter
de la capacitacion conjunta, no se habia producido ninguna violacion (véase el
anexo 73).

113. En 2015, el Grupo de Expertos solicito a Uganda informacion sobre lo
reportado en los medios de comunicacion respecto de que otros 400 agentes de
policia habian sido entrenados por instructores de la Republica Popular Democratica
de Corea en el Oliver Tambo Leadership Institute y la Escuela de Comando
Subalterno y Estado Mayor de Uganda desde el 18 de abril de 2015. El Grupo
también tomoé nota de que, seglin la pagina de Facebook de la policia de Uganda, el
Presidente de Uganda habia encomiado al equipo de “Corea del Norte” que habia
unido sus manos a las de los instructores de la policia durante el periodo de
formacion.

114. La formacién constituye una violacion del parrafo 9 de la resolucion 1874
(2009). El Grupo observo que los instructores y asesores militares de la Republica
Popular Democratica de Corea vestian uniformes de la fuerza aérea ugandesa y
llevaban insignias con las imagenes de los lideres (véase la figura 25).

% Puede consultarse en www.smallarmsstandards.org/isacs/0120-en.pdf.
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Figura 25
Instructores y asesores militares en la base aérea de Nakasongola
en abril de 2014

General Katumba Wamala, Jefe de
las Fuerzas de Defensa de las
Fuerzas de Defensa del Pueblo de
Uganda (UPDF)

2. Cooperacion con Viet Nam para el adiestramiento de la policia

115. La Academia de Policia del Pueblo de Viet Nam informé en marzo de 2013
que expertos de la Republica Popular Democratica de Corea habian proporcionado
cursos de capacitacion vinculados a lo militar a la policia de Viet Nam a partir de
2012, en el marco de un programa de cooperacion bilateral entre los ministerios de
seguridad pablica de los dos paises (véase la figura 26)%. Se indicé que los expertos
habian proporcionado adiestramiento militar a través de ejercicios con municidon
real en los que se emplearon revolveres K50 y fusiles de asalto derivados del AK-
47.

Figura 26
Imagenes de las actividades de adiestramiento de la policia vietnamita por expertos
procedentes de la Republica Popular Democratica de Corea

v

Fuente: Tuoi Tre News.

8 véase Academia de Policia del Pueblo, “North Korean experts train Vietnamese police”, 23 de
marzo de 2013, puede consultarse en http://ppa.edu.vn/en/Training/International -
Cooperation/167/3241/North-Korean-experts-train-Vietnamese-police.aspx.
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116. EIl Grupo observa que la capacitacion o asistencia técnicas relacionadas con el
suministro, el mantenimiento o el uso de fodas las armas y material conexo han sido
prohibidas en virtud de las resoluciones pertinentes, sin condiciones. Sin embargo,
algunos Estados Miembros interpretan que las sanciones solo se aplican a las armas
y el material conexo adquiridos de la Republica Popular Democratica de Corea. A
este respecto, el Grupo observa que el Consejo de Seguridad ha reafirmado que las
medidas se aplican a todas las armas y material conexo (véase el anexo 75).
Ademas, esa interpretacion condicional permitiria a la Republica Popular
Democratica de Corea proporcionar y recibir capacitacion técnica o asistencia sobre
el mantenimiento o la utilizaciéon de articulos relacionados con lo nuclear o los
misiles balisticos procedentes de otros Estados Miembros, lo que contradice los
objetivos de las medidas de sancidn (véanse las recomendaciones 3 y 9).

117. El Grupo llega a la conclusion de que este adiestramiento constituye una
violacion del parrafo 9 de la resolucion 1874 (2009), reafirmado en el parrafo 7 de
la resolucion 2094 (2013).

Aplicacion de la prohibicion relativa a los articulos
suntuarios

Limosinas blindadas observadas durante los desfiles militares
en Pyongyang entre 2012 y 2015

118. E1 Grupo informé anteriormente sobre cuatro Mercedes Benz S-600
convertidos en limosinas observados durante los desfiles militares en Pyongyang el
15 de abril de 2012, el 15 de abril de 2013, el 15 de abril de 2014 y en octubre de
2015 (véase la figura 27). La transferencia a Pyongyang de ese tipo de vehiculos
podria constituir una violacion del parrafo 8 a) iii) de la resolucion 1718 (2006).

Figura 27

Mercedes-Benz S-600 convertidos en limosinas observados durante los desfiles
militares en Pyongyang el 15 de abril de 2012 (derecha) y el 10 de octubre de
2015 (izquierda)

Fuente: Oleg Kiriyanov (izquierda) y KCNA (derecha).

119. El Grupo dio seguimiento a la adquisicion de los vehiculos de lujo, que
aparecieron de nuevo en un desfile militar en octubre de 2015, desde que se
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originaron en Europa hasta que se adaptaron como vehiculos blindados en los
Estados Unidos hasta un intermediario en China (véanse el anexo 76 y S/2015/131,
parrs. 97 y 98,y S/2012/422, parr. 86).

120. El organizador y financiador fue un empresario chino, el Sr. Yunong Ma
(también conocido como George Ma) cuya empresa, Seajet International, también
actué como agente en el extranjero de Air Koryo (véase S/2013/337, parr. 97).
Seajet anteriormente habia estado involucrada en un envio aéreo ilegal de armas y
material conexo de la Republica Popular Democratica de Corea (véanse los anexos
77 a 80).

121. Seajet encargd a una empresa de los Estados Unidos que mencionara como
consignatario a Liaoning Danxing International Forwarding Co., una importante
empresa logistica china que se describe en su sitio web como una agencia de
transporte de la Republica Popular Democratica de Corea®, que establecio la
primera compafia naviera de transporte de contenedores entre Dalian y Nampo
(Republica Popular Democratica de Corea). Liaoning Danxing no ha respondido a
las solicitudes de informacion del Grupo (véanse los anexos 77 a 85). El Grupo
sigue investigando.

Otros casos relacionados con la prohibicion de articulos suntuarios

122. El Grupo investigd posibles violaciones de la prohibicion de articulos
suntuarios sobre la base de la informacion en relacion con las estadisticas
comerciales presentada por los Estados Miembros conforme a la resolucion 2094
(2013). Se encontraron casos de exportacion de articulos suntuarios a la Republica
Popular Democratica de Corea de un minimo de ocho paises®. El Grupo envio
consultas y recibio informaciéon que corroboraba estos datos.

Metales preciosos (oro)

123. El Grupo investigd dos envios de oro de Israel a la Republica Popular
Democratica de Corea notificados en 2013. Israel informd al Grupo que los dos
envios exportados ascendian a 7 kg, por un valor de 346.726 doélares. También
informé que el 9 de diciembre de 2015 su Parlamento habia aprobado una orden de
control de las exportaciones ilicitas a la Reptblica Popular Democratica de Corea, a
fin de aplicar las resoluciones relativas a la exportacion de los bienes suntuarios y la
inclusion en la lista del oro como articulo prohibido.

124. El Grupo investiga también dos envios de oro en lingotes de Ghana a la
Republica Popular Democratica de Corea notificados en 2013.
Joyas, gemas y piedras preciosas y semipreciosas

125. En relacion con las joyas vendidas en el Brasil a nacionales no residentes de la
Republica Popular Democratica de Corea en 2013 y 2014, el Brasil declard que lo

6!

)

Véase “One work day of DPRK shipping agency”, puede consultarse en
www.danxing.cn/En/ChaoXianChuanDaiGonGZuoZheDeYiGeGonGZuoRi-8.html.

Con el fin de determinar la posible exportacién de articulos de lujo, el Grupo utiliz6 del Sistema
Armonizado los capitulos 71, “ Perlas finas (naturales) o cultivadas, piedras preciosas o
semipreciosas, metales preciosos, chapados de metal precioso (plaqué) y manufacturas de estas
materias; bisuteria; monedas™, y 87 “ Vehiculos automdviles, tractores, velocipedos y demas
vehiculos terrestres; sus partes y accesorios”.
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mas probable era que la venta se hubiese producido en las tiendas libres de
impuestos de los aeropuertos.

126. En 2014, la India exportd metales y piedras preciosos por un valor de
1.913.677 dolares a la Republica Popular Democratica de Corea, lo que representa
un aumento con respecto a los 103.107 dolares exportados en 2013%. Segin la
India, el 98,6% de las exportaciones en 2014 estuvo compuesto por limo anodo de
cobre, que no es considerado un articulo de lujo.

127. Tailandia comunic6 al Grupo que, entre septiembre de 2013 y febrero de 2014,
sus exportaciones de joyas de plata y cinco vehiculos habian ascendido a un total de
10.984 y 262.908 dolares, respectivamente. Tailandia promulgé una notificacion con
arreglo a su legislacion de exportacion e importacion en la que hizo referencia
directa al cumplimiento de sus obligaciones en virtud de las resoluciones 1718
(2006) y 2094 (2013)%.

128. El Grupo no ha podido corroborar la informacion sobre las exportaciones de
bienes suntuarios de Dinamarca, Etiopia y Filipinas en 2013 y 2014.

129. Las investigaciones ponen de manifiesto que los Estados Miembros han
comunicado exportaciones que en algunos casos han constituido violaciones de la
prohibicién de articulos suntuarios. El Grupo observa que los temas enumerados en
el parrafo 1 del anexo IV de la resolucion 2094 (2013) del Consejo de Seguridad
corresponden a los capitulos del Sistema Armonizado a partir del 71. En este
sentido, los Estados Miembros deben ejercer vigilancia en las exportaciones de
bienes en relacion con esos capitulos.

Interdiccion de la flota maritima

130. La flota de buques con bandera de la Republica Popular Democratica de Corea
asociados a Ocean Maritime Management Company, Limited (OMM) esta
disminuyendo a medida que se desguazan diversos buques (véase el cuadro 6). El
pais envid por lo menos dos buques para que fueran vendidos como chatarra. En
opinion del Grupo, las transacciones relacionadas con el desguace de los buques
también constituiria una evasion de las sanciones financieras.

131. Ademas de los 14 buques asociados a OMM en funcionamiento en 2015, el
Grupo ha determinado que Hoe Ryong también estuvo asociado a OMM tanto antes
como después de su designacion. En total, 9 de los 15 buques todavia parecen estar
en servicio y 14 han sido registrados nuevamente®.

16-00683

6

@

El principal producto exportado en 2013 fueron piedras preciosas y semipreciosas (no
diamantes) por valor de unos 80.000 délares. En 2014, el valor de las exportaciones de esta
categoria de articulos ascendié a 20.000 d6lares. En abril de 2013, se exportaron diamantes por
valor de 7.276 ddlares.

La prohibicion de articulos suntuarios de Tailandia esta plasmada en una notificacion por el
Ministerio de Comercio, publicada en 2014.

% En el Gltimo decenio, OMM ha poseido u operado por lo menos 35 buques (véase $/2015/131,
parr. 131).

64
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Cuadro 6

Condicion de buques de OMM

Nombre actual

Numero en la
Organizacion
Maritima
Internacional (OMI)

Nombre anterior

Condicion

Chol Ryong
Hu Chang
Hui Chon
Kan Gye

O Rang
Song Jin

Tan Chon
Tong Hung San
Hoe Ryong

Mu Du Bong

Myong San 1

Tae Ryong Gang

Ji Hye San

Se Pho

Ryong Rim

8606173
8330815
8405270
8829593
8829555
8133530

7640378
7937317
9041552

8328197

7632955

8132835

8018900

8819017

8018912

Ryong Gun Bong

O Un Chong Nyon Ho
Hwang Gum San 2

Pi Ryu Gang

Po Thong Gang

Jang Ja San Chong
Nyon Ho

Ryong Gang 2
Chong Chon Gang
Wang Jae San 2

Pho Thae

Ap Rok Gang

Hyok Sin 2

Rak Won 2

Jon Jin 2

En servicio
En servicio
En servicio
En servicio
En servicio

En servicio

En servicio
En servicio

En el servicio
(anadido a la flota de
OMM)

Detenido por
México en julio de
2014

Desguazado el 22 de
agosto de 2014

Desguazado el 24 de
marzo de 2015

Inactivo,
posiblemente
destinado al
desguace

Inactivo,
posiblemente
destinado al
desguace

Incierto, pero figura
como en servicio’

 La sefial del sistema de identificacion automatica de este buque contiene datos de otros

buques.
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132. Hasta octubre de 2014, el Hoe Ryong se denominaba Wang Jae San 2. Las
autoridades de control por el Estado del puerto registraron que el buque era operado
por OMM en agosto de 2014 (véase el anexo 86). Se ha cambiado el nombre y
registrado nuevamente, de Korea Wangjaesan Shipping Co a Hoeryong Shipping Co
Ltd. En el momento de redactarse el presente informe, aun figuraba en documentos
oficiales que el propietario del buque era OMM (véase ibid.). Asi, al 28 de julio de
2014 el buque estaba controlado por OMM.

133. OMM también ha operado una flota de buques de pabellon extranjero y les ha
suministrado tripulaciones antes y después de su designacion, incluidos los buques
gestionados conjuntamente con Mirae Shipping (H.K.) Co Ltd (véanse los parrs.
151 y 152 y el cuadro 7). OMM ha ejercido el control de los buques a través de
representantes en el extranjero adscritos a empresas de propiedad extranjera,
sucursales en el extranjero y otras empresas extranjeras con las que tiene relaciones
desde hace mucho tiempo. Las tripulaciones de buques con pabellén extranjero
imitan la estructura de los buques asociados a OMM que operan bajo la bandera de
la Republica Popular Democratica de Corea, e incluso cuentan con un secretario
politico en cada buque (véase el rango o calificacion de “P/Secretary” en la figura
28) y retratos de los dirigentes del pais (véase la figura 29).

Cuadro 7
Buques de pabellon extranjero relacionados con OMM

Nimero de la
Nombre oMI Condicion

Benevolence 2 8405402  Vendido, se le cambio el nombre por el de Gold Star
3 y la bandera por la de Camboya

Ever Bright 88 8914934  Un Estado Miembro informé que estaba controlado
por OMM; el Grupo esta investigando este vinculo

Fertility 5 9147332  Desconocido

Fertility 9 8417962  Desconocido, posiblemente destinado al desguace
Glory Morning 8416164  Vendido en agosto de 2015 y desguazado

Glory Ocean 8306929  Desconocido, se cree que esta destinado al desguace

Grand Karo 8511823  Un Estado Miembro inform6 que estaba controlado
por OMM en junio de 2015; la tripulaciéon incluia a
dos personas de buques de OMM; el Grupo esta
investigando los vinculos con OMM

Ma Sik Ryong 8608030  Vendido en agosto de 2015, destinado al desguace

Ocean Dawning 8505329  Se informo su venta en febrero de 2015 y posterior
desguace

Ocean Galaxy 8418227  Se informd su venta en febrero de 2015 y posterior
desguace

Orion Star 9333589  Un Estado Miembro informo que estaba bajo el
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Niimero de la
Nombre oMI Condicion

control de OMM

South Hill 2 8412467  En servicio con registro de Sierra Leona desde el 1 de
julio de 2012

South Hill 5 9138680  En servicio con registro de Palau desde el 1 de
septiembre de 2014

@ Otros buques de Petrel Shipping Company Limited incluyeron Petrel 1 y Blue Nouvelle.

Figura 28
Lista de la tripulacién de la embarcacion que muestra que hay un secretario

politico adscrito a la tripulacién

————
— Page No. I/) |
[ Jamw [ ogwems ] |
FI I Name and type of ship; GLORY MORNING / BULK | 2. Port of arrival/denature, 3. Date of arrival/departure; ‘
1.2 IMO number, 8416164 ' Nakhodka / Haldia 20. May. 2014
| 13 Call sign; TIJU2 |
i —_— e o — —_—
4. Flag State of ship, KIRIBATI | 5. Port Arrived from:
[

| Shanghai (China)

12. Passport No & Validity Date

__|

————— +

| 8. Family name

Given nomé ‘ 9. Rank or rating | 10. Nationality | 11. Date and place of birth

1

|

e —

‘DPRK()Rh/\

| MASTER

P/SECRETARY

D PR KOREA

[ APP/MASTER |DPRKOREA |

CHIEF MATE { D P R KOREA

Figura 29
Camarote del capitin y habitaciones de los oficiales con imagenes de los dirigentes

y consignas en coreano
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134. A la luz de las pautas encontradas en los buques de pabellon extranjero y las
tripulaciones asociadas a OMM, el Grupo recuerda el parrafo 19 de la resolucidon
2094 (2013), en que el Consejo de Seguridad solicitd a todos los Estados que
comunicaran al Comité cualquier informacion disponible sobre las transferencias a
otras empresas de buques de la Republica Popular Democratica de Corea, incluido
el cambio de nombre o el nuevo registro de buques, y solicité al Comité que diera
amplia difusion a esa informacion (véase la recomendacion 6 c)).

Actividades de las entidades y personas designadas

135. Un decenio después de que se aprobase la primera resolucion, las entidades y
personas designadas contintian evadiendo las sanciones con técnicas cada vez mas
sofisticadas y diversificadas, como la de integrarse en las redes transnacionales de
asociados extranjeros para ocultar sus actividades prohibidas. Estas entidades
utilizan multiples emplazamientos para acceder al sistema comercial y bancario
mundial, aprovechando la falta de cooperacion entre los Estados Miembros
afectados para evitar que sus actividades sean objeto de un examen riguroso. Siguen
gozando de apoyo a través del personal diplomatico y de las embajadas. Cabe
destacar que, para realizar sus negocios, las redes a menudo dependen de unos pocos
eslabones fundamentales dignos de confianza.

Ocean Maritime Management Company, Limited

136. La empresa OMM sigue funcionando y adaptandose, desde su inclusion en la
Lista el 28 de julio de 2014. El Grupo ha confirmado que OMM opera bajo la
direccion y el control del Ministerio de Transporte Terrestre y Maritimo de la
Republica Popular Democratica de Corea, antes y después de su designacién. La
asistencia del Ministerio ha sido indispensable para que OMM evadiera las
sanciones.

El papel clave de OMM en el incidente del Chong Chon Gang

137. La empresa Chinpo Shipping Company (Private) Limited fue procesada en
Singapur por realizar transacciones en nombre de OMM en el incidente del buque
Chong Chon Gang de julio de 2013 (véase S/2015/131, parr. 149). El 14 de
diciembre de 2015, el Tribunal de Distrito de Singapur la declaré culpable
basandose en una transferencia de 72.016,76 ddlares que la empresa habia efectuado
el 8 de julio de 2013. En la causa salieron a la luz las extensas conexiones de
Chinpo con OMM vy la funcién clave de OMM Singapur, que dio instrucciones a
Chinpo para que pagase el transito de los envios ilicitos.

138. De la documentacion que obra en el expediente judicial se desprende
claramente que Chinpo consideraba a OMM parte del Gobierno de la Republica
Popular Democratica de Corea®. Del mismo modo, en el procedimiento judicial de
Panamé quedd demostrado que todos los miembros de la tripulacion del buque
Chong Chon Gang (detenido en Panamé a raiz del incidente) sujetos al control de
OMM habian recibido pagos del Gobierno®.

16-00683

% Conclusiones de la fiscalia al término del juicio, el 30 de octubre de 2015.
% Documentos del procedimiento judicial proporcionados por Panama.
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139. En el marco de sus relaciones comerciales a largo plazo, Chinpo actué como
agente de OMM “a todos los efectos” e incluso consideraba que era su
“propietario”®. Chinpo realizé importantes transacciones financieras en nombre de
OMM v, al gestionar los fondos de esta, los clasificaba como “operacion”, “compra
de buques” o “salarios de tripulacion”, lo cual reflejaba las actividades comerciales

de OMM.

140. El Director Gerente de Chinpo, Tan Cheng Hoe, reconocié que la empresa
habia hecho la remesa el 8 de julio de 2013, siguiendo instrucciones de OMM
Singapur®. Antes de dicha remesa, OMM Singapur también habia dado
instrucciones a Chinpo para que declarara falsamente que los fondos para fletes
recibidos para el Chong Chon Gang eran para otro buque, el South Hill 2 (véanse
las conclusiones del Grupo acerca de esta embarcacion en el anexo 89, figura 5).
Segin las conclusiones del fiscal, es evidente que los representantes en aquel
momento de OMM en Singapur, o Kim Yuil o Choe Chol Ho o ambos, estaban al
tanto de ese envio ilicito pendiente, al enviar ese correo electronico.

141. El representante de OMM Singapur, Kim Yu Il, contd a la fiscalia que su
oficina principal era el Ministerio de Transporte Terrestre y Maritimo, por quien
habia sido nombrado representante en el extranjero de OMM vy del cual dependia
directamente, y que solo adjuntaba copia a OMM cuando era necesario®. Sus
declaraciones coinciden con la informaciéon proporcionada por tres Estados
Miembros en el sentido de que OMM estaba bajo el control o era parte de la
estructura del Ministerio (véase S/2014/147, anexo XXXV). La conclusion del
Grupo es que el Ministerio controlaba OMM, incluida OMM Singapur, la cual
desempefio un papel fundamental en el envio realizado en julio de 2013 en
contravencion de las resoluciones 1718 (2006) y 1874 (2009).

Transferencias y adquisicion de buques de OMM en diciembre de 2014

142. El Grupo confirmé que Mirae Shipping (H.K.) Co. Limited” y la Oficina en
Shenzhen de Korea Mirae Shipping Co Ltd (“Mirae”) actuaban en nombre de
OMM, tanto antes como después de su designacion en julio de 2014. Mirae HK era
en realidad una filial de OMM (véase la figura 30). Algunas actividades clave de la
red fueron realizadas por el representante de Mirae en Shenzhen, el “Sr. Lee”, y el
director de Mirae HK, el Sr. Hiroshi Kasatsugu (también conocido como Kim Bak),
un ciudadano japonés. La Oficina de Mirae en Shenzhen era controlada por
nacionales de la Republica Popular Democratica de Corea, quienes mantenian una
relacion bastante estrecha con OMM (véase el anexo 87).

8 Conclusiones de la fiscalia al término del juicio, el 30 de octubre de 2015.

 Conclusiones de la fiscalia al término del juicio, el 30 de octubre de 2015. Kim Yu Il no era
diplomatico en Singapur.

™ En chino: KER#FIE (FH) HRAH.
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Figura 30
Diagrama de la red de OMM
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143. Hacia la época de su designacion, en julio de 2014, Mirae explotaba como
fletador varios buques de pabelldon extranjero. Sin embargo, no pudo hacer frente a
sus pagos, pues estaba atravesando dificultades financieras. Las empresas
propietarias y acreedores hipotecarios de los buques (“los demandantes™) pidieron a
los tribunales maritimos de Wuhan y Qingdao (China), en agosto y septiembre de
2014, respectivamente, que se detuvieran e inmovilizaran varios buques, entre ellos
el Great Hope y el Benevolence 2.

144. En respuesta, la Autoridad Portuaria Superior de la Republica Popular
Democratica de Corea ordend detener e inmovilizar en los puertos nacionales los
buques de los demandantes por supuesta “evasion fiscal” (véase el anexo 87). Otro
buque de propiedad de los demandantes ya estaba siendo retenido por el pais debido
a una controversia anterior entre el fletador y la Korean Ocean Shipping Agency.

145. Posteriormente, el Ministerio de Transporte Terrestre y Maritimo intervino en
nombre de OMM. El Ministerio/OMM planted entonces la negociacion enmarcando
las controversias en un unico acuerdo global. Las negociaciones dieron lugar a una
serie de arreglos complejos cuyo objeto era lograr la liberacion simultanea de varios
buques entre las distintas partes. El Grupo observa la evidente influencia ejercida

™ Resoluciones civiles del Tribunal Maritimo de Wuhan de 1 y 8 de agosto de 2014, y del
Tribunal Maritimo de Qingdao de 17 y 25 de septiembre de 2014.
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por el Ministerio/OMM sobre la Autoridad Portuaria Superior y las demas empresas
navieras del pais.

146. Las negociaciones culminaron en diciembre de 2014, con la liberacion por la
Republica Popular Democratica de Corea de los buques de los demandantes a
cambio de que estos liberaran de China los buques operados por Mirae (véase el
anexo 87)'2. Las condiciones del acuerdo favorecieron de forma significativa a
OMM. Mirae quedd exonerada de las deudas pendientes. Los demandantes fueron
obligados por el Ministerio)/OMM a abandonar otro buque, que fue después
transferido a Korea Tong Hung Shipping and Trading (el operador del buque) sin
costo alguno.

147. En las negociaciones, el Ministerio/OMM estuvo representado por un alto
funcionario del Ministerio, que trabajo en OMM Singapur hasta enero de 2014, Kim
Yu Il (véanse los parrs. 139 y 140, la figura 31 y el anexo 87).

Figura 31
Firma y datos de Kim Yu Il, representante de OMM, y su pasaporte
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2 Resolucién civil del Tribunal Maritimo de Wuhan de 23 de diciembre de 2014.
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148. Se designd a las siguientes empresas para que asumieran la propiedad de los
buques operados por Mirae, conforme a lo dispuesto en el acuerdo ” (véase el anexo
87):

a) Hua Heng Shipping Limited pasaba a ser propietaria del Great Hope;

b) Petrel Shipping Company Limited pasaba a ser propictaria del
Benevolence 2.

149. El director y accionista de Hua Heng y Petrel era Li Anshan, que mantenia una
estrecha relacion comercial con el Sr. Kasatsugu (véase el anexo 88). El Sr. Li negé
tener relacion o conexion alguna con OMM (véase el anexo 87).

150. En consecuencia, el Grupo concluye lo siguiente (véanse la recomendacion 7 y
el anexo confidencial 109):

a) Que OMM vy el Ministerio de Transporte Terrestre y Maritimo, en
particular uno de sus altos funcionarios, el Sr. Kim Yu Il, coaccionaron a los
demandantes para que transfirieran a la Republica Popular Democratica de Corea al
menos dos buques (Benevolence 2 'y Great Hope) operados por Mirae (actuando en
nombre de OMM), lo que constituye una evasion de las sanciones impuestas en
virtud del parrafo 8 d) de la resolucion 1718 (2006) y los parrafos 8 y 11 de la
resolucion 2094 (2013). El Ministerio actué en nombre de OMM vy le prestd ayuda

. . 74
para evadir las sanciones';

b) Que Mirae actué en nombre de OMM hasta diciembre de 2014 y que la
ayudo6 a evadir las sanciones a través de transferencias transfronterizas de buques en
diciembre de 2014, mientras actuaba como propietaria del Great Hope, que en
realidad estaba bajo el control de OMM,;

¢) Que Hua Heng y Petrel fueron designados por Mirae u OMM como
nuevos propietarios del Benevolence 2 y el Great Hope, ayudando de ese modo a
OMM/Mirae a evadir las sanciones’”;

d) Que OMM evadio las sanciones al adquirir con métodos coercitivos otro
buque de los demandantes en nombre de Tong Hung.

Mirae

151. En enero de 2015, las autoridades locales penalizaron a la oficina de Mirae en
Shenzhen por no haber presentado su informe anual de 2012-2013, prohibiéndole
realizar cualquier actividad comercial (véase el anexo 88). El Grupo sigue
investigando las actividades de esa entidad y de las personas relacionadas con ella™.

152. El Director de Mirae HK, Hiroshi Kasatsugu, ha sido propietario de nueve
empresas cuyo control ha ejercido, entre ellas las que han participado en la
operacion de siete buques con tripulaciones procedentes de la Republica Popular

" Estas transferencias de la propiedad también se reflejan en la base de datos de la Organizacién
Maritima Internacional.

™ El Grupo no tiene ningtin motivo para pensar que los demandantes participaran voluntariamente
en la evasidn de las sanciones por OMM.

® El Grupo debe aun determinar si Hua Heng/Petrel tenian conocimiento de la implicacion de
OMM.

" Los representantes de Mirae en Shenzhen eran el Sr. Ri Sung Il, el Sr. Kong Pong O y el Sr.
Jong Kyong Chon.

59/303


http://undocs.org/sp/S/RES/1718(2006)
http://undocs.org/sp/S/RES/2094(2013)

S/2016/157

60/303

Democratica de Corea (véanse la figura 32 y el anexo 88). Cualquier transaccion
comercial en relacion con esos buques y empresas podria contribuir a la evasion de
las sanciones por Mirae/OMM.

Figura 32
Red del Sr. Kasatsugu
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153. El Director y accionista de Hua Heng y Petrel, Li Anshan, confirmé al Grupo
que habia mantenido tratos comerciales con el Sr. Kasatsugu entre junio de 2011 y
junio de 2015, pero negd conocer el vinculo de este con OMM o haber mantenido
relacion comercial alguna con esa empresa. No obstante, el Grupo no pudo
corroborar las declaraciones del Sr. Li y detectd diversas incoherencias en sus
explicaciones (véase el anexo 89).

Buques de OMM

154. Tras su designacién en julio de 2014, los buques asociados a OMM cambiaron
de nombre y fueron registrados nuevamente por otros propietarios, gestores y
operadores de buques. OMM fue suprimida de la base de datos de la Organizacion
Maritima Internacional, y la entidad y los buques consiguieron evadir las sanciones.
Por ejemplo, por lo que respecta a los buques, el Hui Chon, el Kang Gye, el Ryong
Rim y el Tae Ryong Gang fueron inspeccionados por las autoridades de control del
Estado del puerto después de octubre de 2014 (véase el anexo 90), pero nunca
fueron objeto de la congelacion de activos.

155. El Grupo considera, como sefiala en su informe final de 2015, que el cambio
de nombre y el nuevo registro de los buques controlados por OMM después del 28
de julio de 2014 representan un intento por parte de esta de evadir las sanciones, y
que las empresas de la Republica Popular Democratica de Corea a cuyo nombre se
han registrado de nuevo los buques han actuado en nombre de OMM, o siguiendo
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sus instrucciones, y la han ayudado a evadir las sanciones. En el parrafo 19 de su
resolucion 2094 (2013), el Consejo de Seguridad incluyo oficialmente el cambio de
nombre o el nuevo registro de un buque en la categoria de las transferencias a otras
empresas de buques de la Republica Popular Democratica de Corea que pueden
haberse efectuado para evadir las sanciones. Asi pues, se ha establecido
oficialmente que el cambio de nombre y el nuevo registro de un buque constituyen
medios para evadir sanciones.

156. El Grupo vuelve a hacer hincapié en la recomendacidon contenida en su
informe final de 2015 de que los buques enumerados por el Grupo (véase
S/2015/131, cuadro 8 y grafico XXIV), que son de propiedad o estan bajo el control
de OMM o de entidades que actiian en su nombre o siguen sus instrucciones para
ayudarla a evadir las sanciones, deberian quedar sujetos a las medidas impuestas en
virtud del parrafo 8 d) de la resolucion 1718 (2006) y los parrafos 8 y 11 de la
resolucion 2094 (2013), en particular la congelacion de activos (véanse las
evaluaciones del Grupo en el anexo 90).

157. A este respecto, la Federacion de Rusia solicitdé al Grupo informacion
adicional sobre los vinculos de OMM con algunos de los buques, y afirmé en una
carta de 13 de enero de 2016 que no le constaba que existiera tal vinculo. Sefiald
ademas que si habia pruebas de peso, estaria dispuesta a estudiar la realizacion de
investigaciones para incluir a estas entidades en la Lista de Sanciones del Comité
1718 del Consejo de Seguridad y que, una vez designadas por dicho Comité, se
aplicarian a esas entidades las medidas restrictivas establecidas en las resoluciones
del Consejo (véase el anexo 107).

158. El Grupo pone de relieve que la obligacion de los Estados Miembros de
congelar los activos no se limita a los que sean de la propiedad o estén bajo el
control directo de OMM, sino que también es aplicable a los que sean de la
propiedad o estén bajo el control de entidades que actiien en nombre de OMM o
siguiendo sus instrucciones, asi como a los que puedan contribuir a la evasion de las
sanciones.

159. Como se ha observado, los buques mencionados son activos cuya propiedad y
control corresponden oficialmente a las citadas entidades de la Republica Popular
Democratica de Corea (los propietarios, operadores y gestores de los buques
registrados recientemente), que han estado actuando en nombre de OMM vy
ayudandola a evadir las sanciones. En consecuencia, el Grupo considera que los
buques deben ser objeto de medidas de sancion (véanse la recomendacién 6 y
también S/2015/131, recomendacién 6).

160. Un buque asociado a OMM, el Hui Chon, atracé cerca del puerto de
Sakaiminato (Japon) entre el 9 y el 13 de marzo de 2015. El Japon comunico al
Grupo que habia permitido al buque refugiarse de condiciones meteorologicas
adversas en sus aguas territoriales, pero que en todo momento habia permanecido
fuera del puerto. La postura mantenida por el Japon era que, conforme al derecho
consuetudinario y la Convencion de las Naciones Unidas sobre el Derecho del Mar,
no habia fundamento juridico para detener al buque mientras ejercitaba su derecho
de paso inocente por aguas territoriales, sin llegar nunca a entrar en un puerto
japonés, donde el Japdn si habria podido ejercer su jurisdiccion. El buque abandono
las aguas territoriales japonesas el 13 de marzo de 2015.
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Informacion actualizada sobre empresas y personas asociadas a OMM

161. El Grupo ofrece la informacion actualizada que se resume a continuacion
sobre las entidades, personas y buques asociados a OMM que figuraban en su
informe final de 2015 (véase S/2015/131, cuadro 8, y anexos 18, 24 y 33.2):

Personas que han trabajado para OMM™:

Sr. Kim Phyom Bom (director, en diciembre de 2014);
Sr. Nam Un Gyong (contralor financiero);

Sr. Ri Ki Jung (contralor financiero);

Sr. Kim Sang Gun (contralor financiero);

Personas que han trabajado para OMM Dalian'"’:

Sr. Jin Yong Yuan (posible alias: Kim Yong Won) (&7KJ0): ex

representante principal;

ii)
iif)

<)

Sr. Oh Ung Ho (RHEE);
Sr. Zhang Liang Yu (5K B 5%);
Buque asociado a OMM: Hoe Ryong (num. OMI 9041552)

(anteriormente Wang Jae San 2);

d)
i)

Entidades asociadas a OMM:
Hoeryong Shipping Co Ltd (num. OMI 5817786):
a.  Domicilio: 108, Pongnam-dong, Pyongchon-guyok, Pyongyang;

b.  Propietario registrado del Hoe Ryong (nim. OMI 9041552) desde
octubre de 2014;

Korea Wangjaesan Shipping Co Ltd (nim. OMI 5787671):
a.  Domicilio: Tonghung-dong, Chung-guyok, Pyongyang;

b. Antiguo administrador y armador registrado del Wang Jae San
(nim. OMI 9041552), de enero de 2013 a septiembre de 2014;

Taedonggang Shipping Co (nim. OMI 5435974):

a.  Antiguo propietario registrado del Tae Dong Gang (nim. OMI
7738656), que se incluydé como “desguazado” en la base de datos de la
OMI el 16 de mayo de 2014. En el Memorando de Entendimiento de
Tokio sobre el Control por el Estado del Puerto en la Region de Asia y el
Pacifico se incluydo a OMM como responsable de la gestion de seguridad
internacional del buque;

b. Domicilio: Tonghung-dong, Chung-gu, Pyongyang; y Tonghung
Dong, Central District, Pyongyang;

c.  Tel.: 8502 18111, ext. 381 8818 04; fax: 8§50 2 381 4567;

d.  Correo electronico: taedonggang@silibank.com.

" Informacién obtenida por el Grupo.
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Korea Ryonbong General Corporation

162. Korea Ryonbong General Corporation (antes conocida como Lyongaksan
General Trading Corporation) fue designada por su papel en adquisiciones y ventas
militares. E1 Grupo confirma que Korea Lyongaksan y Korea Ryongaksan son alias
de Ryonbong’®. En el momento de redactarse este informe, atin figuraba como activa
la filial de Lyongaksan en Zhuhai (China), y el Sr. Kim Pyong Chan como
representante legal de la entidad (véase el anexo 92)79. En la Lista también
figuraban filiales de Lyongaksan en Dandong, Ji’an, Linjiang y Tumen (China)
(véase el anexo 93). El representante de una filial aparecia también como gestor de
Korea Chenggang Trading Corporation en el mismo domicilio (véase ibid.). Segin
los Estados Miembros, son filiales de Ryonbong Korea International Chemical Joint
Venture Company, Korea Hyoksin Trading Corporation, Korea Pugang Trading
Corporation, Korea Complex Equipment Import Corporation, Korea Kwangsong
Trading 80Corporation y Korea Ryongwang Trading Corporation (véanse los anexos
94 a2 96)™.

Korea Complex Equipment Import Corporation

163. La empresa Korea Complex Equipment Import Corporation fue designada por
el Consejo de Seguridad en marzo de 2013, como filial de Ryonbong. El Grupo
confirmé la informacion de un Estado miembro en el sentido de que la empresa
utilizaba el alias de Korea Equipment & Plant Corporation (KEP) ya en 2001 (véase
el anexo 95).

164. El Grupo recomienda que el Comité actualice la lista de sanciones afiadiendo
la siguiente informacién (véanse las recomendaciones 4 c) a ¢)):

Ryonbong
Alias: Korea Lyongaksan General Trading Corporation
Korea Ryongaksan General Trading Corporation
Otros datos: Entre las entidades propiedad de Ryonbong se encuentra Korea

International Chemical Joint Venture Company
Korean Complex Equipment Import Corporation
Alias: Korea Equipment & Plant Corporation (KEP)
Domicilio: Central District, Pyongyang

Correo electronico:  kepc@co.chesin.com

78

7
80

©

Antes se conocia a Lyongaksan como Korea Ryongaksan General Trading Corporation (véase el
anexo 91).

En chino: ¥ ¥ Jg &% 1L & %] 5 2 4t

Departamento del Tesoro de los Estados Unidos, “Treasury targets North Korean entities for
supporting WMD proliferation”, comunicado de prensa, 21 de octubre de 2005; puede
consultarse en www.treasury.gov/press-center/press-releases/Pages/js2984.aspx.
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C. Korea Ryonha Machinery Joint Venture Corporation

165. La empresa Korea Ryonha Machinery Joint Venture Corporation prosigue sus
actividades, a pesar de las sanciones de las Naciones Unidas. Una publicacion
oficial reciente muestra la fotografia de Kim Jong Un observando el funcionamiento
de maquinas herramienta de la marca “Ryonha Machinery”, que el Grupo no habia
visto anteriormente (véase la figura 33).

Figura 33
Maquinas herramienta marca “Ryonha Machinery”

Fuente: Rodong Sinmun, 21 de diciembre de 2015.

166. El Grupo habia informado con anterioridad sobre la relacion comercial de
Ryonha con KORTEC, una empresa con sede en Moscl. Segun su ex Director
Ejecutivo, KORTEC puso fin a sus relaciones comerciales con Ryonha en 2012°%".
Conforme a sus declaraciones, las gestiones administrativas entre las dos empresas
(por ejemplo, los contratos y las facturas) habian corrido a cargo de Park Sen Gun,
un secretario de la Embajada de la Republica Popular Democratica de Corea en
Mosct®. El Grupo reitera su preocupacion por el claro patréon seguido por los
diplomaticos y el personal de las embajadas de la Republica Popular Democratica
de Corea de participar en actividades empresariales y del sector privado.

167. El Grupo informé anteriormente sobre un agente de Ryonha en Dandong que
utilizo el alias “KORTEC” para promover las ventas de maquinas herramienta de
KORTEC que eran idénticas a los productos de Ryonha (véase S/2015/131, parr.
177). En consecuencia, el Grupo habia recomendado que la Comision afiadiese
“KORTEC” como alias de Ryonha. El Grupo reitera su recomendacion de que se
aflada “KORTEC” como alias de Ryonha (KPE.016) en la lista de sanciones.

8

=

Segun la Federacidon de Rusia, las relaciones entre KORTEC y Ryonha cesaron a raiz de la
designacion de esta Gltima el 22 de enero de 2013.

Su nimero de teléfono movil es 7 985 962 59 81 y su direccion de correo electrénico,
corustrade@gmail.com.

8!

R
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168. El Grupo reitera esa recomendacion en la medida en que se refiere a la entidad
de la Republica Popular Democratica de Corea que utiliza ese nombre, y no a
empresas extranjeras que lo hacen. En particular, debe alertarse a los Estados
Miembros cuando la entidad de ese pais promueva la venta de maquinas
herramienta con el nombre KORTEC.

Leader (Hong Kong) International

169. A pesar de la designacion de Leader en marzo de 2013, el Director de la
empresa, el Sr. Cai Guang, sigui6 realizando actividades empresariales a través de
Dalian Union, lo que constituye una evasion de las sanciones (véanse los parrs. 62 a
70). La empresa Dalian Union y su Director, Piao Chengyuan®, han prestado
asistencia al Sr. Cai y a Leader para evadir las sanciones.

170. El Sr. Piao es Director y/o accionista de otras tres empresas: Dandong
Yongxinghe, Dandong Union Trading Co. Ltd y Longjin (Hong Kong) International
Trading Co., Ltd. (véanse los anexos 97 a 99). Dandong Yongxinghe y Dandong
Union comparten domicilio con la filial local de Korea Taesong Trading Company
(véase el anexo 98)%. La Unién Europea y los Estados Unidos sancionaron a Korea
Taesong por mantener relaciones comerciales con KOMID, incluidas transacciones
con la Republica Arabe Siria®. El Sr. Li Hongri y el Sr. Ma Gewen®, que también
tenian vinculacion con Leader y Kumryong, han seguido manteniendo relaciones
comerciales con el Sr. Piao y sus empresas, Dalian Union y Dandong Yongxinghe
(véanse la figura 34, los parrs. 62 a 70 y los anexos 97 a 99). Por consiguiente, los
tratos comerciales con estas personas y sus empresas podrian contribuir a la evasion

: 7
de las sanciones®’.

[~

Q

También conocido como Park (Pak) Seung (Sung) Won.

En chino: ] f B¢ 51 &) K & #h, KR E L A3 8 KR 5 <4 B KR E LM
Decision del Consejo de la Unién Europea 2013/183/PESC; y Departamento del Tesoro de los
Estados Unidos, “United States designates North Korean entities and individuals for activities
related to North Korea’s weapons of mass destruction program”, comunicado de prensa, 30 de
agosto de 2010; puede consultarse en www.treasury.gov/press-center/press-
releases/Pages/tg840.aspx.

El Sr. Li y el Sr. Ma dirigen Xiuhua International Trading Co., Ltd. y Hong Kong Max Moon
Trading Co., Limited, respectivamente (véase el anexo 99).

El Consejo de Seguridad, en virtud del parrafo 11 de su resolucion 2094 (2013), prohibio la
prestacion de servicios financieros y la transferencia de cualesquiera activos que pudieran
contribuir a la evasion de las sanciones.

65/303


http://undocs.org/sp/S/RES/2094(2013)

S/2016/157

Figura 34
Entidades vinculadas a Leader
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171. En total, 11 de los 15 ciudadanos de la Republica Popular Democratica de
Corea designados por el Departamento del Tesoro de los Estados Unidos en enero y
noviembre de 2015 habian mantenido vinculos con KOMID o actuado en su
nombre®. Las designaciones se referian, entre otras, a tres personas vinculadas a las
actividades de KOMID en Myanmar, y a una persona y una entidad por sus
actividades en Egipto. El Embajador de la Republica Popular Democratica de Corea
en Myanmar, el Sr. Kim Sok Chol, fue designado por actuar como facilitador para
KOMID. En el momento en que se redacta este informe, al Grupo no le consta que
haya sido destituido de su cargo.

172. Entre esas 11 personas, el Sr. Kim Kwang Yon y el Sr. Kil Jong Hun fueron
designados como representantes de KOMID en Namibia (véase S/2015/131, parr.
187). Namibia confirm¢é su acreditacion diplomatica hasta principios de 2015, pero
en julio comunic6 que les habia retirado la condicion diplomatica y habia solicitado
su retirada (véase el anexo 100). Namibia negd tener conocimiento de sus vinculos
con KOMID, pero dijo haberlos agregado a una lista de detencion de inmigracion a
raiz de su designacion.

8 Departamento del Tesoro de los Estados Unidos, “Treasury imposes sanctions against the

Government of the Democratic People’s Republic of Korea”, comunicado de prensa, 2 de enero
de 2015, puede consultarse en www.treasury.gov/press-center/press-releases/Pages/jl9733.aspx;
“North Korea designations”, Resource Center, 13 de noviembre de 2015, puede consultarse en

www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20151113.aspx

66/303 16-00683


http://undocs.org/sp/S/2015/131
https://www.treasury.gov/press-center/press-releases/Pages/jl9733.aspx
https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20151113.aspx

S/2016/157

16-00683

173. El Sr. Kim y el Sr. Kil estaban originalmente acreditados en la embajada del
pais en Pretoria (Sudafrica), como Secretarios Segundo y Tercero, respectivamente.
No obstante, los registros de sus viajes desde 2012 revelan que pasaban la mayor
parte de su tiempo en Windhoek, y que abandonaban Namibia aproximadamente
cada dos meses por periodos de entre una semana y un mes. Por otra parte, los
registros de viaje de Namibia no reflejan entradas o salidas de ninguno de los dos
desde diciembre de 2014. La Embajada abrié una cuenta bancaria personal para el
Sr. Kil, a la cual también se dio acceso al Sr. Kim.

174. El Grupo también confirmé que otra persona designada, Kim Kwang Chun,
habia desempefiado un papel importante en el envio en 2012 de articulos
relacionados con misiles balisticos incautados por la Republica de Corea, cuando
actuaba como representante de Korea Tangun Trading Corporation en la Republica
Arabe Siria (véanse el anexo 101 y S/2013/337, parrs. 44 a 46, y S/2014/147, parrs.
51 a 54). Dos Estados Miembros informaron que el Sr. Kim ejercia de representante
de Ryungseng Trading Corporation (un alias de Tangun), con sede en Shenyang
(China) (véase S/2015/131, parr. 187).

Viajes de personas supuestamente vinculadas a entidades
designadas

175. En 2015, el Grupo analiz6é los viajes de las personas designadas por los
Estados Miembros o que estaban siendo investigadas por el Grupo por sus posibles
actividades en nombre de entidades designadas®.

176. El Grupo ha obtenido informacién sobre los pasaportes y los desplazamientos
aéreos de siete personas designadas por los Estados Unidos como representantes o
directivos de KOMID (véase el cuadro 8)%.

Cuadro 8
Viajes de presuntos representantes de KOMID

Nimero de Pais en el que supuestamente
Nombre Fecha de nacimiento pasaporte estd activo

Sr. Jang Yong Son 20 de febrero 563110024  Republica Islamica del Iran
de 1957

Sr. Kim Yong Chol 18 de febrero 472310168  Republica Islamica del Iran
de 1962

Sr. Kang Ryong 18 de febrero 472310168  Republica Arabe Siria
de 1962

Sr. Ryu Jin 21 de agosto 472410192  Republica Arabe Siria
de 1968

® \gase el anexo 102 para mas informacion sobre el proyecto mundial de aerolineas.

% Departamento del Tesoro de los Estados Unidos, “Treasury imposes sanctions against the
Government of the Democratic People’s Republic of Korea”, comunicado de prensa, 2 de enero
de 2015; puede consultarse en www.treasury.gov/press-center/press-releases/Pages/jl9733.aspx.
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IX.

Numero de Pais en el que supuestamente
Nombre Fecha de nacimiento pasaporte esta activo
Sr. Kil Jong Hun 7 de agosto 563410081 Namibia
de 1965
Sr. Kim Kwang Yon 20 de febrero 472410022 Namibia
de 1972
Sr. Jang Song Chol 30 de julio de 563210059  Federacion de Rusia®
1966

? La Federacion de Rusia comunicé al Grupo que se negaba a colaborar en cualquier
investigacién fundada en sanciones unilaterales (véase el anexo 106).

177. Hasta la fecha, el Grupo no ha podido confirmar que las personas enumeradas
en el cuadro precedente sean representantes o directivos de KOMID. Entre 2012 y
septiembre de 2015 esas personas entraron en los siguientes Estados o salieron de
ellos o atravesaron su territorio: China, Egipto, Emiratos Arabes Unidos, Iran
(Republica Islamica del), Malasia, Singapur, Sudan, Uganda y Zimbabwe (véase el
anexo 102). Se confirmd que quienes se hallaban en la Republica Isldmica del Iran y
Namibia eran diplomaticos acreditados por los Emiratos Arabes Unidos, Namibia y
el Pakistan. Se les proporcionaron visados de turista o de transito para viajar a los
Emiratos Arabes Unidos. El Pakistan sefialé que sus solicitudes de visado indicaban
la intencion de visitar la Embajada y un Consulado en el Pakistan. Varias de las
personas tomaron los mismos vuelos con billetes de numeros consecutivos
expedidos por la misma agencia.

Medidas financieras

178. La informacion financiera obtenida por el Grupo en el periodo que se examina
arroja luz sobre las operaciones comerciales y las practicas bancarias de la
Republica Popular Democratica de Corea. Un Estado Miembro inform¢é al Comité
de las medidas adoptadas de conformidad con el parrafo 8 d) de la resolucién 1718
(2006) en lo que se refiere a la congelacion de activos.

179. A pesar de las sanciones financieras, la Republica Popular Democratica de
Corea contintia teniendo acceso al sistema financiero internacional (incluidos el
sector bancario y de los seguros), del que sigue aprovechandose recurriendo a
nombres ficticios, agentes, personas de otras nacionalidades de multiples
jurisdicciones y una red asentada de empresas pantalla y personal de las embajadas,
todos los cuales apoyan su actividad ilicita mediante operaciones bancarias y
comerciales o grandes cantidades de dinero en efectivo.
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180. Al Grupo le preocupa la existencia de bancos sin una reglamentacion bancaria
adecuada y sin la voluntad de hacerla cumplir, especialmente en paises donde no
existen leyes e instituciones eficaces para asegurar el cumplimiento®. Algunas
transacciones iniciadas en bancos extranjeros se han tramitado a través de cuentas
corresponsales en los Estados Unidos y Europa. El refuerzo de la diligencia debida
exigido en las resoluciones relativas a la Republica Popular Democratica de Corea
se ve dificultado por el hecho de que las empresas vinculadas a ese pais suelen ser
registradas por no nacionales, quienes ademas utilizan métodos de pago indirectos y
transacciones complicadas ajenas a la circulacion de los bienes o servicios, a fin de
ocultar su actividad.

181. La aplicacion de las sanciones financieras se vuelve mas compleja a medida
que de las sanciones financieras selectivas basadas en listas de personas y entidades
designadas se pasa a sanciones basadas en la actividad*, un empeifio que, en primer
lugar, requiere determinar si una entidad esta siendo controlada o utilizada por una
entidad designada. La situacidon se complica porque las listas de nombres ficticios
nunca son exhaustivas, debido en gran parte a las distintas maneras de transliterar
los nombres coreanos. Ademas, al Grupo le resulta problemdatico actualizar la
informacion sobre las entidades designadas debido a los lapsos de tiempo que
transcurren hasta que se responde a sus peticiones, lo que da a las entidades mayor
margen para continuar con sus actividades.

Transacciones relacionadas con los componentes
para el Unha-3 procedentes del extranjero

182. Los transmisores de presion hallados en los restos del cohete Unha-3 lanzado
en diciembre de 2012 se adquirieron en dos operaciones separadas, una realizada en
diciembre de 2006 y otra en mayo de 2010, de la Royal Team Corporation (RTC),
con sede en Taipei. RTC comproé los articulos a una empresa con sede en el Reino
Unido, sin informarle de su destino final, antes de transferirlos a Korea Chonbok
Trading Corporation en Pyongyang. Al menos desde marzo de 2004, RTC compré
gran cantidad de transmisores al mismo proveedor (véase el cuadro 9).

9

9

1

IN)

Un problema adicional es que los bancos de los paises por los que transcurren las actividades
ilicitas de la Republica Popular Democratica de Corea no ofrecen incentivos a su sector
financiero para que dedique recursos a la lucha contra la financiacidn ilicita en general y contra
la financiacion de la proliferacion en particular.

Mediante las sanciones basadas en la actividad se impide la prestacion de servicios, recursos o
asistencia de indole financiera a la Republica Popular Democratica de Corea en relacion con el
suministro, la venta, la transferencia o la utilizacién de articulos prohibidos en virtud de las
resoluciones.
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Cuadro 9
Nimero y tipo de transmisores de presion adquirides por RTC
a partir de octubre de 2006

| @ | [

Purchase date 16 bar |40 bar |60 bar | 100 bar | 250 bar |400 bar |6 bar |250 bar |400 bar |16 bar |60 bar

250 bar

September 2006 3 -
December 2006 G) (_'3' @ Cn

July 2007 E] E

Apnil 2008 g 15

June 2008 9

Auguist 2009 12 3 5 14 10

September 2009

April 2010 @) G 6"} 3 (ﬂp 14 10

Nota: Se sefialan con un circulo los articulos cuya exportacién a Chonbok fue confirmada por el
Grupo.

Transferencia a Chonbok de transmisores de presiéon en mayo de 2010

Transferencia de mercancias ilicitas

183. A pesar de multiples intercambios con el Grupo, RTC no pudo facilitar
documentos de exportacion. No obstante, la empresa informé al Grupo que ella
misma habia transportado los articulos por via aérea desde Taipei a Pyongyang a
través de Beijing sin declararlos a las autoridades aduaneras. Procedio asi a pesar de
que el Tribunal de Distrito de Taipei habia condenado previamente a dos empleados
de la empresa por haber exportado al pais en 2008 articulos estratégicos de alta
tecnologia a través de Beijing y Macao (China). Para ello se realizaron varios envios
aéreos utilizando procedimientos de ocultacion similares. El Grupo determin6 que la
transferencia constituia una violacidon por la Republica Popular Democratica de
Corea de su obligacion de suspender todas las actividades relacionadas con misiles
balisticos y de abandonar su programa de misiles balisticos.

Transaccion financiera

184. Inicialmente, RTC describié al Grupo un complejo plan de pago circular, en el
que participaron otra empresa con sede en Taipei (la empresa A) y una empresa de la
Reptblica Popular Democratica de Corea (Korean International Exhibition
Corporation (KIEC)), en virtud del cual las tres empresas acordaron compensar a los
acreedores de las demas y evitar asi cualquier transaccion extranjera. La empresa A
debia a KIEC (por la participacion en una feria comercial de empresas con sede en
Taipei) aproximadamente la misma cantidad que Chonbok adeudaba a RTC. La
empresa A transfirié fondos a RTC, mientras que Chonbok pagd a KIEC la cantidad
adeudada a RTC, con lo que se cancelaban todas las deudas que estas empresas
tenian entre si (véanse la figura 35 y el anexo 108). Mas adelante, RTC dio una
explicacion diferente de la transaccion y retird la mencién a la empresa A, al
declarar, en cambio, que Chonbok habia hecho una transferencia directa en metalico
en Pyongyang, que RTC habia entregado inmediatamente a KIEC para costear la
participacion en la feria de las empresas con sede en Taipei.
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Figura 35

Diagrama de flujo de la transaccion realizada en 2010

Importaciéon del Reino Unido
(21.670 euros)

Royal Team Corporation

RTC recibié de KIEC 348 euros (la diferencia
en los montos adeudados), que repatrid

Llevé los transmisores (por
valor de 28.250 euros)

348 euros (=28 350-28 002)

Korea International
Exhibition Corporation

<

A v

RTC supuestamente debia
transferir 28.002 euros a KIEC
como pago por la participacion
en la feria de empresas; en
cambio, mantuvo el dinero de la
empresa A en su cuenta
bancaria

Giro telegrafico por valor
de 28.002 euros

Empresa A

MeIret

¥ 28 350 euros
# 28 002 euros

8

28-350-curos

No hubo una
transferencia
directa

Transfirio
28.350 euros en Transferencia

efectivo de articulos

(por valor de
28.350 euros)

Korea Chonbok Trading Co Ltd

En lugar de pagar 28.350 euros a

Costo de la participacion de
empresas con sede en Taipei en
la feria

Taipei

Pyongyang

RTC por los transmisores, Chonbok
envid el dinero en efectivo a KIEC,
con lo que saldé la deuda de RTC a
KIEC por la feria de las empresas

185. RTC no pudo presentar documentacion justificativa de ninguna de las dos
hipotesis de pago. Sus directivos tenian la obligacion legal de declarar a las
autoridades los pagos en divisa recibidos de Chonbok, por valor de 28.350 euros.
Sin embargo, habria resultado imposible para las autoridades reguladoras detectar
transaccion alguna. La conclusion del Grupo es que RTC eludié la normativa local,
premeditadamente o por omisién, y ayudd de ese modo a la Republica Popular

93

Democratica de Corea a evadir las sanciones™ .

% parrafo 10 de la resolucién 1874 (2009), que sustituye al parrafo 8 a) de la resolucién 1718
(2006), y prohibicién de la transferencia de activos financieros que puedan contribuir a
actividades relacionadas con misiles balisticos de la RepUblica Popular Democréatica de Corea
(parrafo 18 de la resolucién 1874 (2009)).

16-00683

71/303


http://undocs.org/sp/S/RES/1874(2009)
http://undocs.org/sp/S/RES/1718(2006)
http://undocs.org/sp/S/RES/1718(2006)
http://undocs.org/sp/S/RES/1874(2009)

S/2016/157

2. Transferencia de RTC a Chonbok de transmisores de presion
en diciembre de 2006

186. En 2006, Chonbok transfirié 71.700 euros a RTC desde un banco de Malasia a
través de un individuo llamado “Ryom Jong Chol”. Segln la informacién obtenida
por el Grupo, el Sr. Ryom actuaba en ese momento como representante del Bank of
East Land en Malasia, que fue designado por el Consejo de Seguridad en 2013 por
haber facilitado a Green Pine, otra entidad designada, la realizacion de
transacciones relacionadas con armas. El Grupo se puso en contacto con Malasia
para solicitar informacidn sobre la transaccion, pero ain no ha recibido respuesta.

B. Oficina General de Reconocimiento

187. El Grupo obtuvo documentos que indicaban que Kim Su Gwang, un agente de
la Oficina General de Reconocimiento cuyos activos fueron congelados por un
Estado Miembro europeo en 2013, habia utilizado su condicion de funcionario de
una organizacion internacional en Europa para llevar a dicho continente a otros
nacionales de la Republica Popular Democratica de Corea, incluidos otros dos
agentes de la Oficina. Estos eran la Directora del Departamento de Relaciones
Internacionales del Korea United Development Bank en Pyongyang, Kim Su
Gyong®, y su padre, Kim Yong Nam, quien, segin un Estado Miembro, dirigia una
red de apoyo para funcionarios itinerantes de la Oficina en Europa y otros lugares
del mundo, proporcionandoles recursos financieros y de otro tipo para llevar a cabo
las misiones que les encomendaba la sede. La Sra. Kim actuaba en connivencia con
su hermano y su padre para realizar operaciones ilicitas y encubrir las actividades de
la organizacion.

C. Legislacion para aplicar medidas financieras selectivas

188. El Grupo ha observado que, en muchos casos, la ausencia de la normativa
nacional de aplicacion pertinente o de un proceso interinstitucional de intercambio
de informaciéon que ayude a los Estados Miembros a evaluar las actividades
prohibidas ha propiciado la desigual aplicacion de las sanciones financieras
selectivas. Durante sus actividades de extension, se pidi6o ayuda al Grupo para
examinar los proyectos legislativos sobre financiacién de la proliferacion. En este
sentido, el Grupo subraya que, a fin de cumplir las obligaciones que les incumben
en virtud de las resoluciones, los Estados Miembros deben incluir en esa legislacion
medidas que prohiban el comercio con la Reptblica Popular Democratica de Corea
de todas las armas y el material conexo (ademas de la proliferacion de armas de
destruccion en masa). A falta de esas disposiciones, sera muy dificil que los Estados
Miembros puedan actuar contra las entidades designadas y quienes intervienen en su
nombre con objeto de violar el embargo sobre armas convencionales.

% La Federacion de Rusia informé al Grupo de que las sanciones unilaterales “no justificaban las

sospechas de actividades ilegales en territorio ruso” (véase el anexo 106).

72/303 16-00683



S/2016/157

16-00683

Congelacion de activos de OMM

189. México solicité y recibié una aclaracion del Comité sobre el estatuto juridico
del buque Mu Du Bong, que mantenia detenido desde julio de 2014. En una carta a
México de fecha 6 de mayo de 2015, el Comité sefialdé que la obligacion de congelar
los activos, en virtud de la resolucion 1718 (2006), era aplicable a OMM vy a todos
sus activos financieros y recursos econdémicos, entre ellos el Mu Du Bong. Sobre la
base de esa constatacion, México congeld el Mu Du Bong.

Chinpo Shipping y la financiacion de la proliferacion

190. En una actuacion penal poco frecuente contra la financiacion de la
proliferacion, el Tribunal de Distrito de Singapur acusé a Chinpo Shipping
Company (Private) y a su Director, Tan Cheng Hoe, de prestar servicios financieros
o transferir activos o recursos financieros a OMM (véanse los parrs. 137 a 141). El
14 de diciembre de 2015, el Tribunal determindé que el Sr. Tan habia transferido
72.016,76 dolares a un agente de transportes extranjero para el envio realizado a
bordo del buque Chong Chon Gang en julio de 2013 (interceptado por Panama).

191. La jueza Jasvender Kaur afirmé que Chinpo no habia ejercitado ninguna
diligencia debida antes de transferir los fondos el 8 de julio de 2013. Concluy6 que,
entre 2009 y 2013, Chinpo habia solicitado la realizaciéon de 605 remesas al exterior,
por un total de 40 millones de dolares, en nombre de nacionales de la Republica
Popular Democratica de Corea. El acusado se defini6é a si mismo como “agente de
pagos” para OMM.

192. Los documentos que obran en el Tribunal contienen numerosas pruebas tanto
de la aplicacion como de la evasion de las medidas financieras selectivas. De esos
documentos se desprende que, aunque en un principio Chinpo indicaba los nombres
de los buques en los formularios de las remesas al exterior, abandond esta practica
en el segundo semestre de 2010. Segtin afirmé el Sr. Tan, cuando se incluia el
nombre del buque, los bancos de los Estados Unidos hacian mas preguntas y
algunos bancos gestores, tras solicitar mas informacidn, rechazaban seguir adelante
con la operacion. Afiadié que la filial en Singapur del Banco de China, a través del
cual Chinpo habia realizado la transferencia de 72.016,76 dolares, le habia
aconsejado a Chinpo que no incluyese el nombre del buque en las transacciones, y
habia afiadido que el banco ya sabia que las remesas se realizaban a instancias de
entidades de la Republica Popular Democratica de Corea®™. Al parecer, a raiz de ese
consejo el Sr. Tan empezd a omitir el nombre de los buques en la informaciéon
relativa a los pagos. Chinpo tambén aconsejo a diversas entidades de la Republica
Popular Democratica de Corea en multiples ocasiones que no incluyesen esos
nombres en la recepcidon de remesas, con lo que ayud6é nuevamente a la evasion de
las sanciones. Una empleada declaré que habia recibido instrucciones de incluir ese
recordatorio en los correos electronicos. Otro empleado precisdé que esa instruccion
se debia en parte a que Chinpo queria recibir el dinero y los Estados Unidos
bloquearian los fondos si sabian que las transferencias se referian a un buque de la

9

o

China informé al Grupo que, de conformidad con la solicitud de remesa presentada por Chinpo
Shipping Co Pte Ltd, el Banco de China habia tramitado el proceso aplicando la normativa
vigente, y que el beneficiario era C.B. Fenton & Co, SA.
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Repiiblica Popular Democratica de Corea®. El Grupo sefiala que el hecho de haber
omitido esta informaciéon es coherente con las practicas de evasion empleadas por
otras entidades y personas relacionadas con OMM.

Grupo de Accion Financiera

193. El Grupo colabora estrechamente con el Grupo de Accidon Financiera (GAFI),
y participa en actividades de divulgacidon con érganos regionales similares a fin de
promover y apoyar la aplicacion de las sanciones financieras selectivas de las
Naciones Unidas. A través de su proceso de evaluacion mutua, el GAFI examina el
cumplimiento de las medidas financieras selectivas previstas en la resolucion 1718
(2006) y las resoluciones posteriores, y el Grupo de Expertos asiste a los debates
sobre esas evaluaciones para responder a las preguntas de los Estados Miembros. El
27 de febrero y el 23 de octubre de 2015, el GAFI volvid a incluir a la Republica
Popular Democratica de Corea en su “lista publica” y subray6 la amenaza que sus
practicas representaban para la integridad del sistema financiero internacional. En
las transacciones relacionadas con la Republica Popular Democratica de Corea, el
GAFI insta a las instituciones financieras de los miembros a que adopten
contramedidas, entre ellas el refuerzo de la diligencia debida.

Efectos no deseados de las sanciones

194. El Grupo no ha podido determinar la existencia de incidentes en los que las
prohibiciones impuestas en virtud de las resoluciones hayan provocado de forma
directa la escasez de productos alimenticios o de ayuda humanitaria de otro tipo. Se
ha denunciado que las medidas legislativas o de procedimiento nacionales adoptadas
por los Estados Miembros y el sector privado prohibian o demoraban la entrada de
bienes en la Republica Popular Democratica de Corea. A menudo es dificil
distinguir estas medidas de las sanciones de las Naciones Unidas.

195. En 2015 surgié un problema conexo, a saber, ciertas dificultades en las
operaciones financieras de los 6rganos de las Naciones Unidas que trabajaban en el
pais. Si bien el Grupo no pudo establecer ninguna relacioén directa con las sanciones
de las Naciones Unidas, toma nota de la recomendacion 4 de la nota orientativa
nim. 6 del Comité para la aplicacion de resoluciones, en virtud de la cual se alentd
a la Republica Popular Democratica de Corea a tomar medidas razonables para
facilitar el funcionamiento de las misiones diplomaticas en el pais, entre otras cosas
proporcionando canales bancarios alternativos, de ser necesario.

196. El Grupo también tomo6 nota del informe del Secretario General sobre la
situacion de los derechos humanos en la Republica Popular Democratica de Corea,
en el que se afirmé que era evidente que las sanciones impuestas a la Republica
Popular Democratica de Corea, tanto por las Naciones Unidas como de manera
unilateral, no se aplicaban a la asistencia humanitaria, pero habian tenido una
repercusion negativa no intencionada e indirecta en las personas vulnerables
(A/70/393, parr. 41). El Grupo sigue investigando esta cuestion.

% Conclusiones de la fiscalia al término del juicio, el 30 de octubre de 2015 (Singapur).
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XI.

Recomendaciones

197. Desde su primer informe al Comité y al Consejo de Seguridad, en 2010, el
Grupo ha observado que sus recomendaciones han evolucionado desde un
planteamiento mas general a otro mas selectivo, practico y viable. E1 Grupo reitera
que las recomendaciones formuladas en su informe anterior (S/2015/131) siguen
siendo validas y deberian reconsiderarse a la luz de su investigacion adicional y de
las pruebas que ha reunido.

Recomendaciones al Comité

Recomendacion 1
Informes nacionales de aplicacién y obligaciones de los Estados Miembros

El Grupo recomienda al Presidente y los Vicepresidentes del Comité que
insten a los Estados Miembros que no han presentado informes a que cumplan sus
obligaciones en esa materia segin lo previsto en las resoluciones pertinentes.
Deberian:

a)  Convocar con regularidad reuniones informativas de caracter abierto para
los Estados Miembros;

b) Convocar reuniones informativas para los presidentes de los grupos
regionales;

c) Convocar reuniones bilaterales periddicas;

d) Alentar a los miembros no permanentes del Consejo de Seguridad a que
presenten sus informes como modelos de buenas practicas.

Recomendacion 2
Enseiianza y formacion especializada

El Grupo recomienda al Comité que proponga que el Consejo de Seguridad
fortalezca las medidas impuestas en virtud del parrafo 28 de la resolucion 1874
(2009):

a) Exigiendo a los Estados Miembros que impidan a sus nacionales impartir
dentro de sus territorios ensefianza y formacion especializada a nacionales de la
Republica Popular Democratica de Corea en disciplinas que puedan contribuir a los
programas prohibidos de ese pais, y aclarando que ese tipo de enseflanza o
formacion no excluye la ensefianza de conocimientos basicos o generales;

b) Alentando a las organizaciones internacionales a que pidan orientacion al
Comité para asegurarse de que sus programas y cursos de formacioén no infringen
las sanciones impuestas en virtud del parrafo 11 de la resolucion 2087 (2013).

Recomendacion 3
Parrafo 10 de la nota orientativa nim. 5 para la aplicaciéon de resoluciones

El Grupo recomienda que el Comité actualice la penultima frase del parrafo 10
de la nota orientativa num. 5 para la aplicacion de resoluciones de modo que diga lo
siguiente:
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En esas resoluciones se prohibe la transferencia desde la Republica Popular
Democratica de Corea, por sus nacionales o desde su territorio, de
asesoramiento, servicios o asistencia relacionados con el mantenimiento o la
utilizacion de armas prohibidas y material conexo, independientemente de que
esos articulos hayan sido suministrados por la Republica Popular
Democratica de Corea o transferidos desde ese pais.

Recomendacion 4
Actualizaciones de la lista de sanciones

El Grupo recomienda que el Comité actualice la lista de sanciones como se
detalla a continuacion:

a)  Afadase “Li Je Sen” como alias de buena calidad a KPi.002, (Ri Je-Son);
b) Afiadase la siguiente informacion nueva a KPe.010:

KPe.010 GREEN PINE ASSOCIATED CORPORATION
Alias:

Green Pine Association

Green Pine Associate

¢) Anadase la siguiente informacion nueva a KPe.002:

KPe.002 Korea Ryonbong General Corporation

Alias:

Korea Lyongaksan General Trading Corporation

Korea Ryongaksan General Trading Corporation

Otros datos: Entre las entidades propiedad de Ryonbong se encuentra Korea
International Chemical Joint Venture Company.

d) Afadase la siguiente nueva informacion a KPe.019:

KPe.019 Korea Complex Equipment Import Corporation
Alias: Korea Equipment & Plant Corporation (KEP)
Domicilio: Central District, Pyongyang

Otros datos: Correo electronico: kepc@co.chesin.com

e) Anadase la siguiente nueva informacion a KPe.006:

KPe.006 Korea Hyoksin Trading Corporation
Otros datos: Correo electronico: rbc635@co.chesin.com

Recomendacion 5
Actualizaciones de la lista de articulos prohibidos

El Grupo recomienda que el Comité afiada lo siguiente a la lista de articulos
relacionados con misiles balisticos (S/2014/253):

a)  Vehiculos aéreos no tripulados con capacidad de reconocimiento, que
tengan capacidad de control de vuelo y de navegacidon auténoma (por ejemplo, un
piloto automadtico con un sistema inercial de navegacion);

b) Todos los sistemas, equipos y componentes conexos, incluidos los
sistemas de navegacion, actitud, guiado o control, especialmente disefiados para
integrarse en vehiculos aéreos no tripulados, seglin se especifica en a).
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Recomendacion 6
Congelacion de activos

a)  El Grupo recomienda que el Presidente del Comité transmita a todos los
Estados Miembros la carta de 6 de mayo de 2015 dirigida a México en la que se
afirm6 que el buque Mu Du Bong era un activo de OMM vy debia congelarse;

b) A fin de asegurar el cumplimiento efectivo por los Estados Miembros de
sus obligaciones en lo que respecta a la congelacion de activos y aplicacion de
medidas financieras, el Grupo recomienda que el Comité difunda ampliamente la
siguiente informacién en una nota orientativa para la aplicacion de resoluciones:

i)  El Comité aclara que las medidas impuestas en virtud del parrafo 8 d) de
la resoluciéon 1718 (2006) y los parrafos 8 y 11 de la resolucion 2094 (2013)
son también aplicables a cualesquiera activos o recursos financieros o de otro
tipo que, segun determinacion de un Estado, puedan contribuir a las
actividades prohibidas en virtud de las resoluciones o a la evasion de las
medidas impuestas en virtud de las resoluciones;

ii)  El Comité aclara que por “activos” y “recursos” se entienden activos de
todo tipo, incluidos los buques, y que, por lo tanto, los buques que sean de
propiedad o estén bajo el control de entidades designadas deben ser
congelados por los Estados Miembros correspondientes;

iii) El Comité reafirma que la Republica Popular Democratica de Corea
también esta sujeta a las medidas impuestas en virtud del parrafo 11 de la
resolucion 2094 (2013), por la que se prohibio la transferencia de cualesquiera
activos o recursos por una entidad o persona designada de la Republica
Popular Democratica de Corea a otra entidad o persona de la Republica
Popular Democratica de Corea;

iv)  En el marco de la aplicacion de la congelacion de activos, el Comité
aclara que los Estados Miembros pueden optar por tomar el control de los
recursos o los activos congelados como medio para evitar su fuga, de
conformidad con sus procedimientos juridicos respectivos (en virtud del
parrafo 8 d) de la resolucion 1718 (2006) y los parrafos 8 y 11 de la resolucidon
2094 (2013));

¢)  El Grupo recomienda al Comité que proponga al Consejo de Seguridad lo
siguiente:

i)  Que exija a todo Estado Miembro que, cuando aplique las medidas
impuestas en virtud del parrafo 8 d) de la resolucion 1718 (2006) o los
parrafos 8 y 11 de la resolucion 2094 (2013), presente sin dilacion al Comité
informes con los pormenores pertinentes sobre la congelacion de activos o
recursos financieros o de otro tipo, o sobre la prevencion de la transferencia de
esos bienes o recursos;

ii) Que decida que los Estados comuniquen al Comité toda informacién
disponible sobre posibles transferencias de aeronaves o buques de la Republica
Popular Democratica de Corea a otras empresas con el propésito de evadir las
sanciones o en contravencion de lo dispuesto en las resoluciones, incluido el
cambio de nombre o el nuevo registro de aeronaves, buques o embarcaciones,
y que solicite al Comité que dé amplia difusion a esa informacidn.
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Recomendacion 7
Designaciones

De conformidad con lo dispuesto en el parrafo 12 de la resolucion 2087 (2013)
y en el parrafo 27 de la resolucion 2094 (2013), el Grupo recomienda al Comité que
designe a las personas y entidades que han violado las resoluciones en la materia o
han ayudado a evadir las sanciones (véase el anexo confidencial 109).

Recomendaciones a los Estados Miembros

Recomendacion 8
Parrafo 22 de la resolucion 2094 (2013)

Los Estados Miembros deberian actuar con la debida diligencia, conforme a lo
dispuesto en la nota orientativa nim. 4 para la aplicacion de resoluciones, en lo que
respecta a la exportacion a la Republica Popular Democratica de Corea de vehiculos
aéreos comerciales no tripulados con un alcance inferior a 300 km y capacidad de
reconocimiento, habida cuenta de su posible utilizacion en aplicaciones militares.

Recomendacion 9
Parrafo 9 de la resolucion 1874 (2009)

Los Estados Miembros deberian prestar especial atencion a la exportacion a la
Republica Popular Democratica de Corea de la capacitacion técnica, el
asesoramiento, los servicios o la asistencia relacionados con el suministro, la
fabricacion, el mantenimiento o la utilizacion de todo tipo de armas o material
conexo.

Recomendacion 10
Parrafo 22 de la resolucion 2094 (2013)

Los Estados Miembros deberian ejercer una mayor vigilancia de las
exportaciones a la Republica Popular Democratica de Corea de los siguientes
articulos:

a) Camiones comerciales que puedan ser acondicionados para su utilizacion
como vehiculos militares o como armas y material conexo;

b)  Articulos comerciales que puedan contribuir al programa de misiles
balisticos basado en la utilizacion de submarinos, incluidos subsistemas y
componentes, en particular motores eléctricos, baterias de plomo y los sistemas de
carga conexos, y tecnologia de sonares;

¢)  Articulos electronicos para uso maritimo (radares, sonares, brijulas, etc.)
que puedan ser utilizados en buques.

Recomendacion 11
Obligacion de presentar informes

Los Estados Miembros deberian facilitar al Comité la informacion de que
dispongan sobre las tentativas de violaciéon y las medidas adoptadas en consonancia
con la aplicacion de las resoluciones.
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Annex 1 : Ongoing Investigations

Case 1. Shipments of spare parts and equipment for submarines and military boats
brokered by Green Pine from Austria to Angola and Vietnam

1. The Panel continued its investigation of two mcidents m\olvmg Green Pine Associated
Corporation (designated on 2 May 2012 as a primary arms dealer)’: two July 2011 deliveries
of equipment and spare parts for nnlnaxy patrol boats to Angola and a February 2011 air
shipment of submarine parts inspected in Taipei.” These consignments were shipped from
Vienna by an Austnan national, Mr. Josef Schwarz through his company, Schwarz
Motorbootservice & Handel GmbH. Mr. Schwartz had engaged in many previous trades with
the Democratic People s Republic of Korea including violations and attempted violations of
the luxury goods bans.’

o

The Panel confirmed that Mr. Schwarz acted on behalf of and assisted Green Pine mn the
evasion of the sanctions by acquiring and transferning arms and related matenel in violation
of paragraph 8 (b) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009).

3. As the items in the shipment were parts for submarines and military patrol boats, the Panel
considers them arms and related materiel. Member States are prohibited from procuring from
the Democratic People’s Republic of Korea all arms and related mateniel, whether or not
originating in the territory of the country.”

4. The Panel notes that some Member States interpret the resolutions as only prohibiting the
transfer of arms procured from North Korea. and not those brokered by North Korean entities
but onginating in other countries. The Panel recalls that paragraph 7 of resolution 2094
reaffirmed the prohibition of brokering or other intermediary services.

5. The Panel recommends that Member States ensure that all military-to-military cooperation
with the Democratic People’s Republic of Korea complies fully with the resolutions, in
accordance with paragraph 11 of the Committee’s IAN No. 5. The Panel further recalls
paragraph 24 of resolution 2094 (2013), which calls upon States to exercise enhanced
vigilance over the country’s diplomatic personnel, given the key role played by the diplomats
in promoting Green Pine’s business activities abroad.

6. Green Pme had customers in Africa and Asia, procured arms and related materiel from the
United States and Europe, and routed all shipments though Asia. Many of the countnies with
which 1t did business had long-term military-to-military cooperation with some States to
evade sanctions. Green Pine also embedded its representatives within Democratic People’s
Republic of Korea's embassies under aliases in a neighbouring country. Green Pine further
evaded States” export regulations by operating under the cover of Mr. Schwartz’s company.

' §/2012/287.

S/"Ol*/l 31, paras. 81-83.

' The export of eight Mercedes Benz vehicles from Austria 2007 - 2008, attempted export of two luxury yachts
from Italy in 2009. See, S/2012/422, paras. 84-85: and EU Regulation, No 1355/2011.

* Pursuant to paragraph 8 (b) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009).
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7. The July 2011 shipments were shipped from Vienna to a Luanda-based military company.
Sunportex E.P.. as part of a 2 September 2009 contract with Green Pine relating to its
provision of technical assistance for Mandume-class patrol boats (e.g. mamtenance, repairs
and replacement of parts). The contract expired in January 2012. In cooperation with the
Angolan authorities, the Panel found that Green Pine’s representative, Mr. Kim Hyok Chan,
served as a diplomat in the Embassy of the Democratic People’s Republic of Korea in
Luanda, and used Schwarz Motorbootservice to procure the items from a European company.
Green Pine also operated from this embassy.'ﬂ

8. The February 2011 consignment also onginated in Austria. The consignee was a Vietnamese
mulitary company, General Army of Economic and Technology (GAET). Green Pine’s office
m a neighboring country (*Saeng Pil Trading Corporation™) was imvolved in the shipment.
The shipment was part of an agreement with GAET on technical training and services for the
repair of Yugo class submarines. Mr. Schwartz had also procured 1tems for this cargo from a
United States company. The United States had already designated Green Pine at that time.°

9. The rerouting of shipments from Vienna through a neighbouring country to other
destinations, despite less expensive alternate transportation routes, erased Mr. Schwartz’s
name from the documents on the final leg of the shipments. Angola provided information to
the Panel indicating that Simportex’s payments to Green Pine were to be made to a Beijing-
based bank account held by an mdividual named “Kim Kwang Ho.” routing through two
corresponding banks in New York (figure 1).

Figure 1. Bank account used by Green Pine’s representative

Dados Bancérios da GPA
(Pars O PAgEMENTO de servigos da assistencis tecnica

<5 Lanchas Patrultheiras da classe Mandume da MGA)

Beneficidrio: KIM KWANG HO
Banco de Beneficidrio:

N¥ da conta:
Bancos Intermediarios NEW YORK BRANCH

EW YORK

EW YORK

Source: The Panel.

* Email: gpa_angola@yahoo.com.
® US Treasury. Fact Sheet. 30 August 2010.
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Case 2. Attempted arms transfer to United Arab Emirates

10. The Panel is investigating a United Arab Emirates entity named Al Mutlaq Technology and
its representatives, including Mr. Abdulrahman Abdualla Abdulrahman Bager and associated
individuals, over a reported attempt to acquire 100 million USD of arms and related materials
from KOMID, as well as this entity’s potential past dealings with other Democratic People’s
Republic of Korea entities. The UAE stated that Al Mutlaq had been investigated and that
“Al Mutlaq had requested a 100 million dollar quotation “from an individual named Mr.
Yoon Song Kim from North Korea based in China™ but that “no relationship between
KOMID and Al Mutlaq Technology or Mr. Bager was detected.” The UAE stated that as a
precautionary measure Al Mutlaq Technology had been shut down (see annex 104-105).

Case 3. Possible brokering of military communication equipment in Malaysia

11. According to a Member State, a Democratic People’s Republic of Korea national, Mr. Pyon
Won Gun, was likely working for a Malaysia-based company. Global Communication Co.
(*Glocom™). which manufactures and supplies equipment for communication, navigation,
command and control for military and para-military organizations. Glocom has reportedly
been connected to the Reconnaisance General Bureau (RGB). Furthemore, Mr. Pyon’s name
is featured in email address on Glocom'’s online advertisements (figure 2).

12. The Panel has confirmed that no company under the name of Glocom exists at its listed
physical address and that another company’s information, “International Golden Services
Sdn Bhd” (IGS) is listed as Glocom’s contacts (figure 3). Mr. Fareeq Qael was listed as
ICG's director since January 2013. Mr. Qael removed ICGS from his personal professional
profile shortly after he was contacted by the Panel (but has never replied to the Panel). The
Panel has also been waiting for a reply from Malaysia since November 2014,

13. The resolutions prohibit brokering by the Democratic People's Republic of Korea of the
transfers of all arms and related materiel, as reaffirmed by paragraph 7 of resolution 2094
(2013). The Panel continues to investigate the activities of Glocom and its reported
connections to the RGB.

” The Panel’s meeting with UAE delegation. New York, December 2015.
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Figure 2. An example of GLOCOM'’s product advertisements referring to the contact
information of wg.pyon@glocom.com.my

Glocom C4ISR System

Shipbormne Communication System

GS-2400

Flexible range of applications

Flexibility when selecting the voltage source
(Wide DC voltage inputs, AC power supply)

All Glocom radios come with wide range of DC inputs. There
are optional DC power supply adaptors. so it can be chosen
according to the installation conditions. An external multi range
AC power supply available from Glocom cnables operation or
the radio with conventional AC power gnds. The power supply
is monitored automatically by means of a BIT function i the
system. The AC power supply comphies with current standards
and contains active power factor correction. Supply voltage
fluctuations are compensated for without affecting operation of

the radio

Suitable for fixed. mobile. aircraft operated
by air force. army and navy

Military ship and aircraft place s variety of demands on the
radio with respect to environmental impact such as g-force,
vibration and temperature range. Furthermore, army, air force
and navy platforms must sometimes support special applica-
tions in the vanable frequency mnges. The Glocom radios offer
a wide bandwidth to support a varicty of applications.

Stationary system (interior configuration)

Copyright € 2012,

Software defined radio concept

All software clements of the Glocom radio system. including the
waveforms and software options, can be loaded into the radio as
needed by using the A/S and ctool. N soft-
ware packages are available for this purpose. This approach also
allows functional enhancements to be loaded at a later time with
this spproach. That means existing software functions can be

h d without opening the radio or replacing hardware mod-
ules,
The current status of the software is shown in a comprehensive
iaventory report, which contains the stams of all versions of the
software and its components.

Wireless interface in range of ship

The electric wining in small space of air force, ship borne, vehi-
cle would be brought on the intricate problems, Especially, clec-

tric wiring in air-tight space of air force is very difficult for mod-

crmization of old arborne and ships. The connecting the tactical
terminal and equipment with individual solders of airbome, ship
borne and special forces s also inconvenience and dangerous
from them. Glocom supports the clear solutions using Wi-Fi
technology. The wircless intercom system using wircless inter-
face is very convement in ship, vehicle and stationary, so it is
very flexible to installation in field environment.

www. glocom com.my, wg pyo:
glocom.com.my, wg.py

Source: GLOCOM’'s homepage available at http://glocom.com.my/public/pdf/GS-

2400%20Catalogue%20v11e.pdf.
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Figure 3. GLOCOM's contact information provided on its website referring to International
Golden Services Sdn Bhd
= — —— = e

4 [ & hrp:/glocom.com.my en/contacts-enhtn P~RCX {;’Ccnucn-m

* B ) v Pigev Safety~ '00'1'70' (S

b

Introdecbon Informanon Contacrs

Source: http://glocom.com.my/en/contacts-en.html,

Case 4. Korea National Insurance Corporation links to designated entities

14. The Panel identified business relationships between OMM and Korean National Insurance
Corporation (KNIC) whose German subsidiary was designated by the EU on 2 July 2015.
KNIC purchased vessels and commodities including sugar via Chinpo Shipping, an OMM
agent. The Panel has evidence demonstrating that KNIC insures Air Koryo aircraft for
mnternational flights (figure 4). Air Koryo has not responded to the Panel’s request for
msurance certificates. Further, the Panel notes that KNIC has insured both cargo and vessels
operated by Ocean Maritime Management Co. Ltd (figure 5) and i1s thus continuing its
mvestigation into KNIC and its role in facilitating the movement of assets of designated
entities.
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Figure 5. Korea National Insurance Corporation insuring Ocean Mantume Management Ltd., v

PARTICULARS OF VESSEL
MV AP ROK GANG / DPR OF KOREA FLAG
BUILT; AUG 1979 KOREA

YPE;TWEEN DECKER GENERAL CARGO SHIP
CALL SIGN; HMYS

NMARSAT NO, 444512310/11

MO NO; 8132835

DWT:13250MT ON SW 9.40M

»RT/NRT; 9145/5610

RAIN/BALE 19443/17822 CBM
LOA/BEAM; 155.3M/20.5M
SHLODS/SHATCOHES ; 4 FOREWARD 1 AFTER
ERRICK;16 DR X 5TONS Sw

ASS. KOREA CLASSIFICATION SOCIETY
[ & & KOREA SHIPOWNERS PROTECTION & INDEMNITY ASSOCIATION |
NSURANCE KOREA A

ONAL INSURANCE CORPORATION

Korea National Insurance

Corporation

Source: The Panel
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Case 5. September 2009 export of machine tool

15. The Panel continued its investigation into the activities of Hsien Tai Tsai (also known as
Alex Tsai) who has reportedly had business dealings with KOMID. Alex Tsai and his son
Yueh-Hsun Tsai (also known as Gary Tsai). were prosecuted by the United States ir
connection with their activities which violated United States laws against weapons of mass
destruction proliferation, including through the September 2009 export of a machine tool
from the United States to Taiwan Province of China. Both individuals pleaded guilty, anc
were sentenced by the court. The Panel could not confirm Alex Tsai's intention to re-route
the machine tool to the Democratic People’s Republic of Korea from Taiwan Province of
China. The Panel continues to investigate Alex Tsai's reported dealings with KOMID.

Case 6. Suspected arms-related cooperation with I-Ztlnloplas

16. The Panel continued to investigate past military cooperation between an Ethiopia-basec
company (Homicho Ammunition Engineering Industry) and a Democratic People’s Republic
of Korea entity (Korea Mineral Trading General Corporation).’ According to media reports.
assistance to the Homicho Ammunitions Engineering Industry continued until at least late
2007."° Ethiopia confirmed to the Panel that Homicho was established in the 1980s with
support from the Democratic People’s Republic of Korea, but stated. “that kind of military,
cooperation does not exist anymore.” The Panel notes that Korea Mineral Trading General
Corporation is still listed as one of Homicho Ammunitions Engineering Industry’s primary
suppliers on the company’s website (figure 6).

Figure 6. Extract of Homicho Ammunitions Engineering Industrv profile

Homicho Ammunition Engineering Industry (HAEI) - Fact Sheet
For spare parts :
o Governmental and nongovernmental organizations
Major Suppliers e Anton Spare Parts ¢ North Industries
Trading GMBH Hamburg Corporation (China)
(Germany) ¢ Profilex (Czech Republic)
e Communication and e Serind S.P.A. (Italy)
Accessories Int. (Italy) ¢ Shiv Dial Sud and Sons
o Effective Laboratory (India)
(India) e West Kemper
e HMT International Engineering (Germany)
imi : ¢ Poly, ALIT (China)
« | Korea Mineral Trading
General Corpo

Source: http://www.metec.gov.et/index.php/en/metec-industries’homicho-ammunition-
industry, accessed 8 December 2015.

’  $/2014/147, paras. 100-101 and $/2015, para. 88.
See $/2015/131, para. 88 and $/2014/147, paras. 100-101.
' Andrea Berger. *Is Ethiopia Violating United Nations Sanctions against North Korea: New Evidence

Uncovered”, 38 North, 23 December 2014, available from hittp: ' 38north.org'2014/12 aberger1 22314
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Annex 2 : Correspondence with Member States
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Mozambique 2 0 2
Myanmar 4 3 1
Nigeria 1 0 1
Pakistan 1 1 0
Panama 3 1 2
Paraguay 1 1 0
Peru 1 1 0
Philippines 7 4 3
Poland 1 1 0
Qatar 3 3 0
Republic of Korea 4 4 0
Russia 5 5 0
Saudi Arabia 3 0 3
Senegal 1 1 0
Sierra Leone 4 0 4
Singapore J 3 0
Solomon Islands 1 0 1
South Africa 3 1 2
Spain 6 5 1
Sudan 2 0 2
Switzerland 3 3 0
Tanzania 1 0 1
Thailand 8 4 4
Togo 1 0 1
Turkey 1 1 0
Tuvalu 4 - 0
| Uganda 6 4 2
Ukraine + 4 0
1 (plus one letter
for previous
United Arab Emirates 2 inquiries) 1
United Kingdom 6 6 0
1 (plus 2 letters for
United States 3 previous mquiries) 2
Viet Nam 7 5 2
Yemen 1 0 1
136

379 (plus 5 le.tters for 03

previous

TOTAL inquiries)

Sowrce: The Panel
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Annex 3 : Member States to submit NIR

Africa

1000 OV W

21.

2
23
24

25.
26.
27
28.
29.
30.
3L
32
33.
34
35.
36.
37.
38.
39.
40.
41.

42

Angola
Benin
Botswana
Burund:
Cameroon
Cape Verde
Central African Republic
Chad
Comoros
. Congo
. Cote D'Tvoire
. Democratic Republic ¢
Congo
. Equatonial Guinea
_ Eritrea
. Ethiopia
. Gabon
. Gambia
. Ghana
. Guinea
. Guinea Bissau
Kenya
. Lesotho
. Libena
. Libya
Madagascar
Malawi1
Mali
Mauritama
Mauritius
Mozambique
Niger
Rwanda
Sao Tome and Principe
Senegal
Seychelles
Sierra Leone
Somalia
South Sudan
Sudan
Swaziland
Tanzania
. Togo

43. Tunisia
44 Zambia
45. Zimbabwe

Americas

46. Antigua and Barbuda

47. Bahamas

48. Barbados

49 Belize

50. Bolivia

51. Costa Rica

52. Dominica

53. El Salvador

54. Grenada

55. Haits

56. Honduras

57. Jamaica

58. Nicaragua

59. Saint Kitts and Nevis

60. Saint Lucia

61. Saint Vincent and the
Grenadines

62. Suriname

63. Trinidad and Tobago

64. Venezuela

65. Afghanistan
66. Bangladesh
67. Bhutan

68. Cambodia
69. Iran

70. Iraq

71. Malaysia
72. Myanmar
73. Nepal

74. Oman

75. Synia

76. Tajikistan
77. Timor-Leste
78. Yemen

Europe
79. Bosaia and Herzegovina

Oceania

80. Fi

81. Kiribats

82. Micronesia

83. Nauru

84 Palau

85. Papua New Guinea
86. Samoa

87. Solomon Islands
88. Tonga

89. Tuvalu

90. Vanuatu
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Annex 4 : Pyunggye-ri Nuclear test site

West portal (15 October 2015)

& Reported tunnel
4 entrance
ﬁ: s |

3 -~

> - B
-

New building

~ -
- " r's
. .

Suspected new -
tunnel entrance i
- g

B e

Signs of heavy traffic and grounding activities are visible.

Spoiled piles

Main support area (15 October 2015)

i

New building

Change 1n surface

Source: The Panel
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Annex 5 : Yongbyon nuclear complex

Light water reactor and 5 MWe reactor (15 October 2015)

- W

Electrical ; ,.
switchyard 3

So B j{

Source: The Panel
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Areas near the possible fuel assembly building (15 October 2015)

North side of the possible fuel assembly building

15 October 2015 15 July ’O]S

New mnsmmmn

\i"

o “
New roof

Source: The Panel
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Fuel fabrication plant (uranium enrichment facility)

e 4

2 2 New »
l's building ~i
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Annex 6 : 9M79 missile main characteristics

P

Siid 1 byt VNP (WUWS, ¥ORI)

e h.mv.-.anv sﬂl’. ~J'~!...' WTY00,00,000-00; 3 + Flagel PUR.0400,070; 4 = Fligel WUN. 00, 00,0001 3 « Gatterruder

Unefficial ranslation by the Panel

1: Warhead (9N123F or 9N123K)
2: Body

3: Fins

4: Fins

3: Aerodynamic rudders

0: Gas-dynamic rudders
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Panel Translation:

Diameter:

Length of the missile:
Wingspan:

Mass at take-off:

Length of the body:

Mass of missile body (without
Warhead):

Missile engine fuel:

Mass of the fuel incl. armor:
Mass of armor:

Thrust:

Missile engine operation time:

650 mm
6400 mm
1440 mm
2000 kg
4075 mm

1518 kg

solid fuel mixture

926 kg

17 kg

96020 N

18.4 ... 28 s (depending on the
fuel temperature.)

Medium pressure in the combustion chamber: 6.77 MPa

Durchmessar

Lénge der Rekete

Spannwoite der Luftruder
Startmasce deor Rakete

Lénge des Trégers

Masoe des laborierten Trégers

Treibotoff der Triebworke-
einrichtung

Mosse des Treibstoffs der Trieb~
workseinrichtung mit Penzerung

Masse der Panzerung

Nennschub der Triebwerksein=
richtung

Betriebezeit der Triebwerke-
sinrichrung

Mittlerer Druck in der Kanmer
der Triebwerkeeinrichtung

650 mm
€ 400 mm
1 440 mm
2 000 kg
4 C79 s
1 518 kg

Fastsatof fgenisch

926 kg
17 kg

6 020 N (9 788 kp)

16,4 ... 20 8 (in Abhinga.'—
keit von der Treibstoffanfanga-
temparatur)

6,77 HPs (69 kp/ca=)

Masse deo Gefochtskopfes ON123IF 482 kg
Sprengstoffmasss der Sprengladung 162,5 kg
Zu bekémpfende Fliche durch den Ge-
Oooht.koﬁ GNA123F bei eineor opezifi-
schen Eplitterenergie ven
8) 1.32 kI/em® (135 kp/ca®) auf sine

Zielflache von 1,8 m° 3 ha
b) 2,35 kd/cm® (240 kp/en®) euf eine

Zielflche von 1,8 m® 2 ha
Masse des Gefechtskopfes SN123K 482 kg
Anzahl der Splitterladungen 50

Sprengstoffmenee in der Splitterladung 1,45 kg

Zu bekampfende Fliache durch den Ge-
'ocht-koﬁ 9N1235K bsi einer spezifie-
t

schen Sp terenergie von
s) 1,32 luD/o-z (138 kp/o-z) auf eine
Zislflache von 1,8 m . T hs
b) 2,35 kd/cm> (240 kp/cm?) asuf eine
Z4alf1 ven 1,8 w® 3.5 ha
Mass of the 9N123F warhead: 482kg

Mass of the explosive: 162.5 kg
Effective combat area of the 9N123F warhead with specific burst
energy of:

a) 1,32 kJfem2 (135 kp/cm2)ona

target area of 1,8 m2 3ha
b) 2,35 kJ/cm2 (240 kp/cm2) on a
target area of 1,8 m2 2 ha
Mass of the 9N123K warhead: 482kg
Number of sub-munitions: 50

Mass of the sub-munition explosive: 1.45 kg
Effective combat area of the 9N123K warhead with specific burst
energy of:
a) 1,32 kJfem2 (135 kp/cm2)ona
target area of 1,8 m2 7 ha
b) 2,35 kJ/cm2 (240 kp/cm2) on a
target area of 1.8 m2 3.5ha

Source: The Panel.

LST/9T0¢/S



S/2016/157

Annex 7 SLBM test media release 9 May 2013
Headline: “Kim Jong Un Watches Sn ategic Submarine Underwater Ballistic Missile Test-fire”
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Source: Rodong Sinmun. available from NK News archive at
http://kcnawatch nknews org/pub/assets/pdf/rodong-sinmun/2015/05/09/rodong-sinmun-2015-05-
09.pdf.
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Annex 8 : Enlargement of the SLBM

Pukgeukseong-1
“North Star-1"
(Polaris)

Source: Kim Jong Watches Strategic Submanne Underwater Ballistic Missile Test-fire, Rodong
Sinmun, 9 May 2015.

Official test images

The Panel is of the view that several of the 8 May 2015 test official photographs were
manipulated and that images unrelated to the test may have been inserted (see annex 9). While
the additional release of test video footage showed the missile emerged from the sea, it 1s unclear
whether the ejection was from a submarnine or a submerged platform. Without underwater
footage, the launch platform could not be verified with certainty by the Panel. However, two
Member States reported that the SLBM was launched from a submanne.
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Annex 9 : Error-level analysis

Image 1: Note the box-like straight-edges Image 2: Note the squares and rectangles
showing image adjustment or superimposed cut-  showing possible 1mage mampulation,
outs of other images of the missile exhaust smoke erasure and superimposed image cut-outs
area
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Annex 10 : Sohae Overview

Tongchang-ri (Sohae launch site)

Imagery: GeoEye-1 ® DigitalGlobe
(imagery captured 10 November 2015)

Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009) -

0 025 0.5 Kilometres A
A

Tadnchipsd
RS, (D amEp A L

Map No. 4551.1 Department of Field Support
December 2015 Geospatial Information Section (formerly Cartographic Section)
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Annex 11 : Sohae Assembly Building Area
Tongchang-ri (Assembly Building Area)

4 AP y
Assembly bulding
eoEye_11(16 May 2015),

|

. i
imagery: Geafye-1 @ DgtalGiobe (imagery captured 05 September 2015) - f
Data Sowce. UN Panel of Experts estabiished pursusnl 1o Resclution 1874 (2009) A | (OSA' mbrty”!:un : u’ng)

Map No. 45512 Department of Field Support
January 2016 Geospatial Information Section (formerly Cartographic Section)
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Annex 12 : Sohae Launch Pad

Tongchang-ri Launch Pad

Map No. 4551.3
December 2015

Imagery: GeoEye-1 © DigitalGlobe (imagery
captured 08 March 2015)

Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009) N

] 50 100 Metres
]

Excavationlforgalne v
rail

EailyfStagelogthelconstiuctio Y

Gifallaunchlsupportibuilding]

Imagery: GeoEye-1 © DigitalGlobe (imagery
captured 30 March 2015)

Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009) N

0 120 Metes
| 1 J

Department of Field Support
Geospatial Information Section (formerly Cartographic Section)
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Tongchang-ri Launch Pad

Imagery: GeoEye-1 ® DigitalGlobe (imagery
captured 29 April 2015)

Data Source: UN Panel of Experts established pursuull
to Resolution 1874 (2009)

100 Metres A

(Construction]ma

progressiatithe)
laUnchlsupport]building

Imagery: GeoEye-1 ® DigitalGlobe (imagery
captured 27 May 2015)

Data Source: UN Panel of Experts established pmuant
to Resolution 1874 (2009)

S0 100 Metres
e—

Continued|progressiat]
thelmovable]platform

Possiblelelevatogfromithel
: @ﬁ!ﬁﬁﬁﬁ@m@&znmah@mﬂ

ey Continued|progressiatithe!

upporiibuilding

Map No. 4551.4
December 2015

Department of Field Support
Geospatial Information Section (formerly Cartographic Section)
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Tongchang-ri Launch Pad

Imagery: GeoEye-1 @ DigitalGlobe (imagery
captured 10 November 2015)
Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009) N
50 100 Metres

[alnevybuildir

Foundationfordile

Map No. 4551.5 Department of Field Support
January 2016 Geospatial Information Section (formerly Cartographic Section)
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Annex 13 : Sohae Engine Test Pad
Tongchang-ri Engine Test Pad

Engine Test Imagery: GeoEye-1 € DigitalGlobe (imagery
e captured 05 September 2015)
Data Source: UN Panel of Experts established pusuam
to Resolution 1874 (2009)

0 50 00 Metres
| N E—

Eoundation}forg

Enginejlest{iPad) Imagery: GeoEye-1 © DigitalGlobe (imagery
captured 10 November 2015)
Data Source: UN Panel of Experts established pursuany

to Resolution 1874 (2009)
100 Metres

Map No. 4551.8
January 2016

Department of Field Support
Geospatial Information Section (formerly Cartographic Section)

16-00683



€8900-9T

€0€/S0T

Annex 14 : SLBM related facilities at Sinpo

wagery Peiades © Avtws femagery captused 27 Ociober 2014
Data Sowrse UN Pancl of Cxoets cotablahed puneant o Reschton 1874 Q00%)

e =9 JE Venun

U caaniyda

& s

HADNC T CIhal

S
ihill "‘J ? :‘h

Sl | S

S Ubmers it

aleigdena

Map No 4551 7
January 2016

Department of Fiela Support
Geospatial INTormation Sechon (lormery Canographic Section)
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Annex 15 : Sinpo South Shipyard
Sinpo submarine shipyard progress since 24 July 2014

R N

..4.-.%,1"

Map No. 45518
January 2016

Department of Field Support
Geospafial Information Section (formerly Cartographic Section)
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Annex 16 : CSSTEAP introduction

The CSSTEAP was the first regional centre established in November 1995 in Dehradun. India
pursuant to UNGA resolutions 45/72 of 11 December 1990 and 50/27 of 6 December 1995
refernng to the need for space science and technology education to become accessible to
developing countries. Its activities are administered by an international governing board
consisting of 15 signatory members from countries in the Asia- Pacific, including the Democratic
People’s Republic of Korea (see figure 1).

Figure 1: Governing Board of the CSSTEAP

™ - N -~ — -~
- re 1;’; ,\' ‘1"/ : ’ —
Chairman
Dr. K. Radhakrishnan
naia
Members
Nepa

Malaysia

Mongolia

Myanmar

Nauru

Mhaland

|

Istar

9
|§
:

UN-OOSA, Vienna

The Netherlands

|g
£

Direclor, CSSTEAP, India

e .

For further detall kindly see our website (www.cssteap.org)

Source: http://www.cssteap.org/ accessed 30 December 2015.
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Annex 17 : Mr. Paek Chang Ho at CSSTEAP

b 2.0l Second PG Course in Sateilite Communications 1966 - 2000 | CSSTEAP
Second PG Course in Satellite Communications 1999 - 2000
S Neo. ‘ Particpant Bame “I Country 1 Project Title (Click on Title for Dete e )
1.
2

Source: hitp.//www cssteap org accessed 30 December 2015
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Annex 18 : DPRK’s participation into the CSSTEAP courses since 2006

2006 FROM DP&!\SQEE {‘i:j &

LS S

2 /. Tk AN
=‘$i"‘:‘:i.‘i‘§-:ei w'? Gy i, o

J

I’ ' yl’ O .E[?..:ﬁ i ) :' 1 'm

7 ‘“!i%gy% %*’ AR e S B
Academy of Science, RS & GIS Insmute
Sat image processing division, Kwahak1-
dong, Unjong District, Pyongyang, DPR
Korea

5

2. State Academy of Sciencas, Institute of 2008-2008
Geography, Weater Resources Division,
Kwahak -1 dong, Unjong District,
Pyongyang, DPR Korea

8 Senior Researcher 2014-2015
Institute of Earth Environmental Information
{IEEI), State Academy of Sciences,
Kwahaik-1 Dong, Unjeng District,
Pyongyana, DPR Korea

4, Senior Ressarcher 2014-2015
Scientific Research Institute for Municipa!
Administration (SRIMA),

State Academy cf Sciences,

Gyangbok 1-Dong, Gyangbok Street,
Pyongyang, DPR Korea

8. Senior Researcher 2015-2016
Institute of Earth Envirenmental Information |(ongoing)
(IEEl), Staie Academy cf Sciences, DPR
Korea, Kwahak-1 Dong, Unjong District,
Pyongyang, OFR Korea

esearcner -
Researcn Instiute, National Aerospace {ongaing)
Development Administration, Central
District, Pyongyang, DPR Korea

Course: Satellite Meteorology al Climate (P

< 44 Central Meteorclegical Institute 2010-2011
Stale Hydrometeorological Administration
(SHMA), Oesono-dong, Central District
Pyonayang, DPR Korea

16-00683 109/303



S/2016/157

Source: The Panel.

110/303

9

10.

11.

12.

Institute of RS & Gevinformatics
State Academy of Sciences
Kwzhak 1-dong, Unjong District
Pyongyang, DPR Korea

2010-2011

Course: Satellite Conrnunlcations (PG)

Senior Roseatcher

The State Acacemy of Science, DPR Korea
Kinmaul1-dang, Moranbang District
Pyongyang. DPR Kcrea

2009-2010

Head of Laboratory of Spece
Cemmunication :

The State Academy of Sclence, DPR Korea
Kinmaul-cang, Moranhong District
Pyongyang, DPR Karea

| 2008-2010

Course: Space & Atmospheric Sciences (PG)

The State Academy of Sciences, DPR
Kdrea Instilute of Remote Senslng & Geo-
Geoinformatics (IRGS)

Gwang Myong Dong, Unjong District,
Pyongyang, DFR Korea

2010-2011

Institute ‘of Physics (IOP) -

The State Academy of Sciences. DPR
Korea, Kwahak — 1 Dong, Unjong District
Pyongyang, DPR Korea

2010-2011
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Annex 19 : CSSTEAP cancellation regarding four DPRK nationals

Annexure -F

Contact detalls of 4 participants from DPR Korea (two sach from SATCOM and
GNSS courses of year 2016), whose admission has been cancelied,

% (SATCOM course)
Senior Researcher
Institute of Earth Ervironmental Inform atics (IEEI)
State Acacemy of Sclences,
Pyongyang, DPR Korea
Phone; +850-02-18111 £xa:- 381 8544
Fax: +85023182100/4410
Emadl: arirangip@star-co.net.4p

2, (SATCOM course)
Instiute of Earth Erwironmental Informatics (1EEI)
State Academy of Scienocas,
Pyongyang, DPR Korsa
Phone: (O) +86-02-18111 Ext : 8080
Fax: 00850-02-3814585
Emall. Nada Dprk@Star-Co N<L Kp

3 (GNSS course)
Researcher
National Asrospace Davelopment Administration
Cantral District, Pyongyang
Phone: +00850.2.18111 Exl . 381 8544
Email: Naca Dprii@Star-Co. Net Kp
Fax: +0D850-2-3814585

4. (GNSS courss)
State Academy of Science, Unjong District.
Pyongyang DPR of Korca
(O} +85-02-18111
Ext: 381- 8544
Emall: Arirangp@Star-Co Net Kp
Fax: +00850-2-561-2100/2410

Source: The Panel.
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STRICTLY CONFIDENTIAL"

Annex 20

*The annex has not been reproduced 1n the present document because it is strictly confidential.
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Annex 21 : Extract of the SAS syllabus

{onosonde

HF and VHF Radars

Coherent and Incoherent Scatler Radars (HF,
VHF and MST)

Radic Beacon Technigues

1.3.3 Oplical Techriques

Global Positioning System (GPS)

Phetomuttipliers Tubes

Image Intensifiers

Lasers

Semiconductor Photonic Devices
Photo diodes

Avalanche diodes

Laser dicdes.

CCD & CMOS imaging deledcrs
Imagers Interferance Filters and Etalons
Fabry Perot Interferometer -
Filter Photometers .~

Lidar,Aerosols, Tfacveh Gass an'd 4 Ozone |

measunng devices

1.3.4 Airglow

_Twmght Glow 7 ;
» “Applications  of " Airglow  Measurements for

Oxygen green and red Ine ermssnon
Nig glowr - :
low -

lonospheﬂc Dynamfm

1 Laun
Sateilitos and their Orbﬂs

SAS.104 Space lnsnum"em;aﬂon

Principles of Rocketry
- Rockst Mctors

v

Solid and Liquid Fuel Rockets
Sounding Rockets

Cryogenic engines

Multistage Rockets

Satelliite Launch Vehicles
Basics of Satellite orbits
Kepler's Laws

Sub-sateliite Polnt

Orbital Parameters
Sun-synchronous and geosynchronous Orblits
Low-Earth Orbits

1.4.2 Attitude Control

- Power and Tharmal '
systems of Spacecrafts

¢ ® 0 0 e ®w & 8 4

Attitude Sensors

Sun Sensors

Star Sensors

Earth Sensors

Magnelic Aspect Sensors

Accuracy

Spin Siabilization and Gyros

Contro! of Flight-path

Close-lcop Guidance, Spacecraft Power Systemn
Solar Cslis and Panels
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1.4 4 Reliability, Tests
and Qualification of
Payloads for Space
Experiments

Primary and Secondary Batteries

Special Power Sources

Radioactive Thamoelectric Generaters (RTG) |
Spacecraft thermal control techniques

143 Selection  of
Materials for Space -
borne payloads

Behavior of Materials in Space (Temperature,
Prassure and Radiation)

Oulgassing

Corona Digcharge

Coating and Ceating-compounds

Radiation Damage

Mounting of Subsystems

Structural and Mass Limitations

Carbon Fiber Reinforced Plastic (CFRP)
Honeycomb Siructures

Effects  of Vibrations and Shocks on Spaoecraﬂ
Structures

Spacecrait Thermal Efvironments

Themal Palnts and Surfaoe Flmsh

Data Handling System

. Fabncatlon of Electromcs

° Subassemblies ;

° Elootromagneuc Compatisility

» Checkout, Reliability Considerations and derating
. .Test and Evaluation

« Themovac tests =~

o Vibration and shock tests

° Talemelry Syslem

L]

® % & » 9 0 8 0

Signal Conditioner, Onboard Data Recorder,
Telecommand :
Encader

Decoder

Pulse and Data Commands

RF Syatams

Receivers, Transmitters and Antenna

Cround Segmeants

Realtime and Off-line

Tracking

1.4.6 in Situ Techniques
cn Space Piatforms

Langmuir Prone

Electric Field Frobe

lon Drift Meter

Retarding Poteniial Analyzers

Mass Spectrometers and Magnetomelers
Satellie based temperature messurement
Satellite Drag for Neuiral Densities

SAS.105 Space Exploratio

1.5.1 Aimospheres of
other Plansts and
Satellites

Sle e o 0 0 ¢ o

e o

L

Inner and outer planets

Structure and Composition of atmospheres planets
(8.g. Jupiter, Mars, Venus and Saturn)

their imporiant Satellites

1.5.2 loncspheres of

Source: The Panel.

lonospheres and magretospheres of solar planets
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Annex 22 : Extract of the GNSS syllabus

6.8 Receiver Output

1pps signal
NMEA
RINEX

7.0 GNSS/INS Integrated Navigation

7.1 Inertial Navigation
Systems

Inertial Sensors
- Accelerometer
Gyroscopes
Inertial Measurement Units
Inertial Navigauon
Inertial-Frame Navigation Equations
- Earth-Frame Navigation Equations
- Local-Navigation-Frame Equations
- Navigation equation Precession
- Initialization and Alignment
INS Error Propagation.
Platlorm INS =
Horizontal-Plane Inertial Navigation

Integration GNSS and INS data using Kalman Flter

.0 GNSS Applications

8.1 GNSS Navigation

R A )

Profess;qm and personal
GlSlnmhg
Surveying

_Natural Hazards management
Earth science k

Natural resources
Infrastructure

Heavy Equipment navigation
Navigation for Bicyclers

_Hikers, Climbers, Pedestrians

Snaoe Flight navigation

8.2 Navigation and
Communication

Automobile Navigation
Aircraft Navigation
Maritime Navigation
Tracking

Time Related Applications

8.3 Communication,

Navigation and
Surveillance

Geodesy

Location-Based Services

Precision Agriculture

Natural resources management

Disaster warning and emergency response
Aviation

Maritime

Land transportation

Source: The Panel.
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Annex 23 : Extract of the SATCOM syllabus

1.4 Digital Signal
Processing

Discrete Time Signals and Systems
Sampling of Continuous Time Signals
Z-Transform

Discrete Fourier Transform

Computation of Discrets Fourier Transform
Structura for Discrete Time Systems

Fiiter Design Technlgues

Wavelet Transforms

Signal Compressicn

Examples of DSP based subsystems for Satellite
Communmtions

1.5 Modulation,

Analog and Digral Modulahon and Demodulafion

|

Multiplexing and Multiple - - Tachnigques

Access (AMY FMW/ PM! M-PSK! MSK/ Hybﬂd)
« Transmission imparrments-:
« Source Coding of Vldeo & Audlo mgnals
» Channel! coding - ;
. Muihplexmg IDe-muItnplex\ng ;
« Spread Spectrum Techniques
. Multlpie Acoess Techmques

1.8 Seminar Tognca on socseul applicauons based on Satellite :

ommunications =
| Modute] : : i

721 Earth Station
Technology

.88 & & &

Satefite Communications Earih Siation — An |

Qvuarview
. Tachnology of Earth Station Sub-Systems
“Earth Station Design Considerations
Earth Station Standards
‘Checkout of Earth Station
‘Operations & Maintenance of Fixed and
Transportable Earth Station
Fabricstion Techniques

2.2 Broadcastmg usmg
Satellite Communication

Source: The Panel.

o e le m e e

Analog & Digital Broadcasting Systems & Standards
Saisllite TV and Access Syslems

Intemet Protocol (IP) over Satellile

Selected Applications

Sztellite News Gathering (SNG) for Radio and TV
Radio Networking

Digital Audio Broadcasting

TV Studic and its Operaticns/ Outdoor Broadeasting
Van

Video Conferencing via Satellite

Multimedia & IP TV

Viceo On-Demand

16-00683



S/2016/157

Annex 24 : Satellite Control Center location in Pyongyang

s l‘( |1 )I\: e o

Sowurce: Google Earth.
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Annex 25 : NADA as the focal point on the registration of space objects

o

2 A d 234 d9 3 3 3
A A A &R
Gpmanons Hdson o the Dpooratio Goppte i Dipputtls of Hters

No: Date: 26 February 2015

The Permanent Mission of the Democratic People’s Republic of Korea (DPRK)
to the United Nations (Vienna) presents its compliments to the Secretary-General of the
United Nations and, in accordance with article |l of the Convention on the Registration
of Objects Launched into Outer Space (General Assembly resolution 3235, annex), has
the honour to inform him that the DPRK has established a national registry of objects
launched into outer space.

Pursuant to paragraph 2 ( ¢ ) of General Assembly resolution 62/101, entitled
“Recommendations on enhancing the practice of States and international
intergovernmental organizations in registering space objects”, the Democratic People’s
Republic of Korea also wishes to inform the Secretary-General of the United Nations of
the establishment of a national focal point on the registration of space objects. The
national focal point on the registration of space objects is the National Aerospace
Development Administration (NADA) of the DPRK. The contact détails are:

National Aerospace Development Administration (NADA) of the DPRK
E-mail: nada.dprk@star-co.net.kp

Fax: 00850 23814585

Address: Central district, Pyongyang, DPR Korea

The Permanent Mission of the Democratic People’s Republic of Korea avails
©fethe United Nations th
;czi';*zgK nited Nations the

itself of this opportunity to renew to the Secretary-G
7
assurances of its highest consideration.

Secretary-General of the United Nations \ §
c/o United Nations Office for Outer Space Affairs

TN vy
Beckmanngasse 10-12 , A-1140 Vienna, Austria
Tel: (+431) 894 2313 Fax: 894 3174 Email : ri.dprk@chello.at

Source: The Panel.
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Annex 26 : The DPRK and the Registration Convention

In 2009, the Democratic People’s Republic of Korea ratified the 1967 Treaty on Principles
Governing the Activities of States in the Exploration and Use of Outer Space, including the Moon
and other Celestial Bodies (“Outer Space Treaty”) and acceded to the 1975 Convention on
Registration of Objects launched into Outer Space (“Registration Convention™) (see figure below).
This notification follows the registration of the Democratic People’s Republic of Korea’s space
object “Kwangmyongsong 3-2” launched into Earth orbit on 12 December 2012 and registered
under the Convention on 24 January 2013 (see ST/SG/SER/E/662), and considered as a purely
“technical procedure” in a letter of the Secretary General of the United Nations to the President of
the Security Council (see S/2013/108).

Figure: Document showing the Registration Convention entered into force for the Democratic
People’s Republic of Korea on 10 March 2009

GOV

UNITED NATIONS NATIONS UNIES

POSTAL ADDREGS—AORAESSE POSTALE UNITED NATIONS. N. ¥, 10017
CADLE ADDRESS——ADRESSE TELEGRAPHIQUE UNATIONS NEWYORX

Reference: C.N.154.2009. TREATIES-1 (Depositary Notification)

CONVENTION ON REGISTRATION OF OBJECTS LAUNCHED INTO OUTER
SPACE

NEW YORK, 12 NOVEMBER 1974
DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA: ACCESSION
The Secretary-General of the United Nations, acting in his capacity as depositary,
communicates the following:
The above action was effected on 10 March 2009.

The Convention entered into force for the Democratic People’s Republic of Korea on
10 March 2009 1n accordance with 1ts article VIII(4) which reads as follows:

"For States whose instruments of ratification or accession are deposited subsequent to the entry
mto force of the Convention, it shall enter into force on the date of the depozit of their mstrument of
ratification or accession."

10 March 2009

R

Source: The Panel.
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Annex 27 : NADA bylaw

SHSFIHE=
National Aerospace Development Administration
Email: nada dprk@star-co.net kp Fax: 0085023814585 Tel:
00850218111(8050) Address: Central District. Pyongyang. DPR Korea

Bylaw of the
National Aerospace Development Administration of the Democratic People’s Republic of
Korea

1. Name and establishment
1) Official name of the space development leading organ of the DPRK is the National
Aerospace Development Administration (NADA) of the DPRK.

2) NADA of the DPRK was established pursuant to the 7% session of the 12 Supreme
People’s Assembly in Apnil 2013,

2. General Provisions
1) NADA of the DPRK 1is the governmental central leading organization that administers all
the space exploration and activities of the DPRK for peaceful purposes of accelerating
economic construction and bettering people’s living by making a great advancement in
the space science and technology.

2) NADA of the DPRK carries out its tasks for realization of the national space
development policy of the national space development policy in conformity to the “Law
of the Democratic People’s Republic of Korea on the Space Exploration™. observing the
constitution of the DPRK.

3) NADA of the DPRK has its own official seal and emblem.

3. Structure
1) NADA of the DPRK belongs to the cabinet of the DPRK.

2) NADA of the DPRK has its sub-departments including Planning Dep. Scientific Research
& Development directive Dep, Manufacturing & Coordination directive Dep.
International Affairs Dep. Financial Dep, etc. ..

3) NADA of the DPRK has the following affiliated organs

- Space Science Academy
- Space Production Complex
- Satellite Control Center

4) The head of NADA of the DPRK is the Administrator (Minister Level)

4 Primary task
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D

NADA of the DPRK draws the comprehensive plans for space exploration and space
activities, gets them approved by the Supreme People’s Assembly through the Cabinet of
the DPRK. and provides unified guidance to their implementation.

NADA of the DPRK momnitors and controls everything concemed with space exploration
and space activities within the national boundary and establishes the necessary order.

3)

NADA of the DPRK guides the production, assembly and launch of all space equipment
and their launch vehicles.

4)
3)
6)

)

D

2)

NADA of the DPRK processes and disseminates the data recerved from space equipment.
NADA of the DPRK ensures the safety of space activities.
NADA of the DPRK authenticates the space exploration technology.

NADA of the DPRK activates the cooperation and exchange with international space
organizations and other foreign space organizations.

5. Obligations and Rights

Obligations

- NADA of the DPRK is obliged to bear the responsibilities for execution of the
national space development policy to the state.

- NADA of the DPRK 1s obliged to supervise and control all the space activities
for successes achieved from them to be put into peaceful purposes mcluding
the state interest, economic development and the improvement of people’s
living as specified in the “Law of the Democratic People’s Republic of Korea
on the Space Exploration™.

- NADA of the DPRK 1s obliged to confine the scope of its work within the
boundary of the space plans approved by the Supreme People’s Assembly and
to write a detailed report about the implementation of those plans to the
Cabinet every 6 months and to the Supreme People’s Assembly every year.

Rights

- NADA of the DPRK 1s authorized to grasp, control. and guide all the space
research institutes and production enterprises in the country for their activities
to be cammed out mn keeping with the “Law of the DPRK on the Space
Exploration™.

- For the successful implementation of the space plans approved by the
Supreme People’s Assembly, NADA of the DPRK 1is authorized to organize
the necessary organs.

- NADA of the DPRK i1s authorized to make an agreement with foreign GOs
and NGOs as well as 10s, to review and approve the space-related agreements
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and contracts between government organizations or groups and other foreign
organizations, and to monitor their successful implementation.

6. International cooperation
1) NADA of the DPRK seeks for the active cooperation with space-related IOs and other
foreign organizations for peaceful space exploration and space activities upon principles
of equality. mutual benefits and complements.

2) NADA of the DPRK respects the international laws and orders in respect to space
exploration and space use.

3) NADA of the DPRK encourages the cooperation and exchange between domestic space
organizations or groups and foreign space organizations or groups as well as [Os.

4) NADA of the DPRK 1s willing to be an active member of space related IOs and to render
further contributions to international cooperation.

Source: The Panel.
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STRICTLY CONFIDENTIAL"

Annex 28

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 29 : Shipping Documents of cargo

'6) LEADER (H.K) INTERNATIONAL TRADING LIMITED ~

ADD : ROOM 1610 NAN FUNG TOWER, 173 DES
VOEUX ROAD C., HONG KONG

TEL: 852-21527388 PACKING LIST
FAX: 852-35719160 vo. : [ G

Date: AUG. 16, 2010

Notify Party KOREA KUMRYONG TRADING CORP.
Consignee MECHANICAL SYSTEMS
ALEPPO STREET-BUILDING NO.14/B, DAMASCUS, SYRIA

Shipped per From  DALIAN, CHINA 10  LATITARIA, SIRIA
Sailing onor about AUG.25,2010 B/L No.
Payment T/T Contract No.

MARK & NUMBER DESCRIPTION QTY NW | G/W | MEASUREMENT

— o B
TOTAL: . BB CASES 40,093KGS 41,799KGS 155.4721CBM
SAY TOTAL EIGHTY EIGHT CASES ONLY,
- END -
For and on bekalf of
LEADER (HONG KORC) INTERKATIOHAL TRADANG LBUTED
RE(FR)RENEARLR
/
e A Sl
d Signature(s)

Source: The Panel.
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B. Bill of lading
Shipper: Dandong

= L ¢ Yongxinghe Trading Co., Ltd.
EnpEn G R SEVETETRE A A
—F'AT'I‘:‘M“- VO RINGHE TRADE COJLTD.

| DRAFY
i BILL OF LADING

TEERTGYNT

conaguer| - ol nle PR L
JECHANCAL SYSTEMS
ALEPPO STREETAULOING NO 14/
CavaLCUs SYRIA
THL A FR -3 1100007

£y
MECHSNICAL SYSTRMS
ALEMPO ATREET BULDING NO tef
DANASCYS SYRA
164 & FAX sSx 5 1)

Same phone/ fax number
963-11-5110117

e R

C. Information on Handasich and Syronics from EU Couneil Regulation No 36/2012

N TOMICS vraan Arab | Kaboon Street, PO Box 5964 Front company for the acquismon of seastve squpment by 1122011
Co for Electror Damascw the CER
Industrg Tel No +96) $111352
fax: <96 311511011}
6. | Handaneh PO Box 5966. Abou Bakr rom company for the acquistion of senstive aquipment by 1.122011
Organization for Al-Seddaq St Damascus e CIR
Engneening Industries and PO Box 25349 AlMoutanad

Srreet. Damaseus
and PO Box 21120 Baramikel
Damascus

Tel 903112121818
II21215814

65112214650

WIN221274

96stistiolnt

Source: Official Journal of the European Union.
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Annex 30 : List of items found on the cargo

Items number as on packing list

Nature of items as declared on packing list

WHKR-14-1-2/6 Blower Fan
WHKR-14-1-5/6 Blower Fan
WHKR-16-22-1/2 Standing Fumace

WHKR-12-13-2/2

Electric control ark

WHKR-12-5-2/2

Electric control ark

WHKR-12-8-2/4

Electric control ark

WHKR-12-8-4/4

Electric control ark

WHKR-13-11-1/4 Vapour drier

WHKR-13-11-2/4 Electric control ark
WHKR-13-11-4/4 Electric control ark
WHKR-14-1-1/6 Hardening machine
WHKR-14-1-3/6 Electric control ark
WHKR-14-1-4/6 Hardening machine

WHKR-14-1-6/6

Electric control ark

WHKR-18-2-2/2

Centrifugal dewatering machine

WHKR-33-43-1/1

Glass curtter

WHKR-34-10-2/5 Hydrogen refiner
WHKR-34-20-1/5 Hydrogen refiner
WHKR-34-27-3/8 Nitrogen gas cylinders
WHKR-34-27-4/8 Nitrogen gas cvlinders
WHKR-34-27-7/8 PE pipe
WHKR-34-27-8/8 PE pipe

WHKR-34-31-1/2

Accessories for vibration test stand

WHKR-34-41-1/1

Quartz tube cutter

WHKR-34-70-1/2 Sanblast machine
WHKR-5-16/2-1/1 Rectifier
WHKR-3-26-1/2 Ball crasher
WHKR-5-26-2/2 Ball crasher
WHKR-5-27-1/2 Grade Sifter
WHKR-5-27-2/2 Grade Sifter

WHKR-5-39-1/1

Anode active mat. Screen

WHKR-5-41-1/1

Electrolyte screen

WHKR-17-23-1/2 Crank press
WHKR-17-23-2/2 Crank press
WHKR-17-5/1-1/1 Crank press
WHKR-17-6-1/1 Crank press
WHKR-21-2/30-12-33-30-1/1 Painting film impact tester
WHKR-21-2/30-12-33-30-1/1 Sound pressure gauge
WHKR-21-2/30-12-33-30-1/1 1liminometer

WHKR-21-5-1/1

Resin bending tester with QC-01

WHKR-21-6-1/1

Elastic rester withg QC-A02

WHKR-21-8-1/1

Rubber sample machine

WHKR-5-28-1/1

Crank press
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WHKR-R-5-1/1 Shock/Bump tester
WHKR-12-13-1/2 Drier
WHKR-12-8-1/4 Heating finmace
WHKR-12-8-3/4 Heating flunace
WHKR-13-11-34 Vapour drier
WHKR-13-14-12 Mixer
(WHKR-13-14-22 Mixer

WHKR-16-22-212

Electric control ark

'WHKR-17-16-1/1

Spring tester

WHKR-18-2-12 Centnifugal dewatering machine
WHKR-18-29-1'1 Vacuum dewatering machine
WHKR-21-3-1/1 Painting film bending tester
WHKR-25-35-1/1 Winding number counter
'WHKR-30-31-1/1 Resin film burting device
'WHKR-30-32-12 Phaser

'WHKR-30-32-22 Phaser

WHKR-33-13-1/1

Supersonic washer

WHKR-33-67/34-13-272

Accessories for high vacuum meter

'WHKR-33-67-1/2 High vacuum meter
'WHKR-34-10-4'5 PE pipe
WHKR-34-10-4/5 PE pipe
WHKR-34-13-12 High vacuum meter
'WHKR-34-20-1/5 Working microscope
'WHKR-34-20-2'8 Working microscope
'WHKR-34-20-3/5 Working microscope
WHKR-34-20-4/5 Working microscope
'WHKR-34-20-5'8 Working microscope
[WHKR-34-24-1'1 Semiconductor display
WHKR-34-25-1/1 Auto collimator
WHKR-34-27-1'8 High purity nitrogen refiner

'WHKR-34-27-2'8

High purity nitrogen refiner

WHKR-34.27.5/8

Accessories for high punty nitrogen refiner

WHKR-34-31-212

Vibration test stand

WHKR-34-54-12

Mirror face zrinding machine

WHKR-34-54-272 Accessories for mirror-face grinding machine
WHKR-34-59-1/1 Digital multimeter

WHKR-34-60-1/1 Liquid nitrogen vessel
'WHKR-34-66-1'1 Konimeter (Hand held particle counter )
WHKR-34-67-1/1 High Temp. Tester

'WHKR-34-68-1/1 Low temp tester

WHKR-34-69-1/6 Liquid nitrogen dewar flask
WHKR-34-69-2/6 Liquid mtrogen dewar flask
WHKR-34-69-3'6 Liquid mitrogen dewar flask
WHKR-34-69-4/6 Liguid nitrogen dewar flask
WHKR-34-69-3/6 Liquid nitrogen dewar flask
WHKR-34-69-6/6 Liquid nitrigen dewar flask
WHEKR-34-70-2/2 Air compressor for sandblast machine
WHEKR-34-74-1/1 Conduction judgement
WHKR-34-76-1/2 IC solder

WHKR-34-76-2/2 IC solder and accessonies for IC solder
WHKR-1-20-12 Surface plate

WHKR-1-20-212 Surface plate

\WHKR-12.5.12 Roller

WHKR-16-23-1/1 Surface plate

WHKR-33-24-1/1 Centrifugal coaring machine (vacuum drier)
WHKR-34-10-3/5 Stainless pipe

WHKR-34-27-6'8 Stainless pipe

Source: The Panel.
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Annex 31 : Example of advertisement of similar products for military application

A. Inclinable Precision Press

Product Details

Primary Compatitive Advantages: = Brand-name Parts

* Quality Approvals

= Country of Origin

- Reputation

= Distributorships Offered

= GuaranteeWarranty

= Product Features

= Elactronic Link

= |nternstional Approvals

= Product Performance

= Experienced Staff

- Mtz fications

= Prompt Delivery
Source: http://'www.globalsources.conmy/si/AS/Anhui-Huyin/6008848128990/pdtl/High-Speed-Precision-
Power-Presses-25-Ton-High-Performance-Crankshaft-Punch-Press/1071098543 htm.

B. Bump Test Machine

R SAO0K I ST (50 B) Sarks Wt in i 0 Ui % NI 368 Ellas (e Jesiy € AORTLCTWE KNI g of QNP et 5, CHOLS
Py, ane covglen smorvdbee, Thars iro 5 AUVt § #0ae ardd DUre mactens it wters aolel o we G i NAATID 0 1) ret yar
et Afewr ek vt Ve ectias P el Do Sk Sty Ko 2000 0 hes el BROEYY e pratucthn WOt
et g W) v b o b Qe erentn e Fuek @@ bure e e o pradace bl e, eaten end soues weee oule @ ape Wi
Py A R o ik Ly rarartn, forve atvd e e o i ) el ) eV s,

meet the specifications of military, industrial, and individual test requirements,

Source: http://'www.spectraldynamics.com/index php/products/shakers/shock-test-machines
C. Liquid Nitrogen Dewar flask

“Self-pressurized liquid nitrogen tank produces pressure by evaporation of little liquid nitrogen
so that liquid nitrogen will exhaust itself and complement other contamers. It finds its application
in the transportation and storage of liquid medium (liquid nitrogen, liquid oxygen and liquid
argon) and cold source of other refrigeration equipments. It 1s now widely used in tool and die
industry, animal husbandry, medicien, semi-conductor, food, cryogenic chemical industry,
aerospace, military and other industries and areas. (Dewar flask, dewars, dewar, etc)”

Source: http://www.tradekorea.com/product/detail/P439798/pressure-building-liquid-nitrogen-tank html.
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Annex 32 : Documents on Dalian Union and Dandong Yongxinghe

Invoice referning to Dalian Union as purchaser

COMMERCIAL INVOICE

Bill To:

Fe A LI TR 1 23801 034

DATE: JUNE 18, 2010
NO.: 06180110
SHIPMENT: BY SEA

ohip Jo:
E i
VN

TO: DALIAN

ETD: JUNE 20, 2010
ETA: JUNE 25, 2010
S/0: 8495

rﬁlj\l X DESCRIPTION OF GOODS

[ QTY UNITPRICE (USD)  AMOUNT (LSD)

CIF DALIAN

I SET USS26.000.00 USS26.000.00

TOTAL

\ USS$26.000.00

SHIPPING MARKS

SAY TOTAL US DOLLARS TWENTY SIX THOUSAND ONLY

Bill To

Dalian Union International Trading Co.. Ltd

Iy
q
Ly
)
Ly
D
3
>

[address abbreviated]
Contact Person: Ca1 Guang
Tel: +86-411-82557218

Sowrce: The Panel.
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Contract dated 26 March 2010 referring to Dandong Yongxinghe as purchaser of the item found

in the container

4 @M% % 20100326

LA

£ 350 Pt -
FEMM: 2010F 3H268

I

it (KB : AR E7TRFEMETE KB

S il A SR Ltivd Ay B4 o) | 0 G
1 I _ & 2.6 8700 8700
. | — | ¢ | s | s [ o0

14500

Souwrce: The Panel.
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Purchaser: Dandong Yongxinghe Trade Co., Ltd
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Annex 33 : Sales record of foreign companies

COMMERCIAL INVOICE

Bill To:
FC e A I B 1 T B A PR 25 ]

T e LT TR 1 2388 10347

Ship To:

o alE S I e R A W 25 )

DALITAN SUN MOON STAR INTERNATIONAL
LOGISTICS CO.. L'TD

iftas A B G2 TEL: +86-111-82557218

DATE: JUNE I8, 2010

NO. 06180110

SHIPMENT: BY SEA
FROM:KEELUNG, TAIWAN
TO: DALIAN

PER SS: WAN HAI 235 V-N170
ETD: JUNE 20, 2010

MADE IN TAIWAN

RO b AS R ARRE 729 1 RO 1 52 ETA: JUNE 25, 2010
S (34 S/0: 8495
L Gl +R6-411-39805230
iy { ¢ +86-411-82701207
ll'l‘lf.\l & DESCRIPTION OF GOODS OQTY UNIT PRICE (USD) AMOUNT (USD)
CIF DALIAN
SHEE RSN ES S BUMPING TESTER
DP-201-60 1 SET LISE26,000.00 UISS26.000.00

Pl G LERE TS
e,

P i

H#

200853 H68

2008108318

200986548

20095108168

20095128308

2010F4H168

010%4F1H | A SR K10036

#¥/8/H EJal | S L 12] HEHE
2006%F6 888 E7200 1
200657 38 E3343 1

E5649 1

E5650) 1

E7201 1

F3978 1

F7284 1

F5975 1

F7286 1

F5076 1

200738278 F35974 1
2007 ¥4 H188 1
2007555168 F7240 1
2007574138 F$045 1
2007058 5199 1
20074108178 05188 1
20075128148 55200 1
3 1

1

1

1

1

1

1

1

1

1

16-00683

Source: The Panel.
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Annex 34 : Financial transaction records referring to Sunny

Online-banking Transaction Summary
A #ET[H) (Date Accepted) : 20100412
b %2231 4G5 (Reference No): EPOSA110071238
b5 b #URAE (Status): 245 (processing)

(X AE R #1S (Ordering Customer’s Telephone No ): 0411-82557218

W% #% (Transaction Type): 12 HAEIRT il # (Remittance to bafks other lhan-)
{FEKAMKS (Debit From): OSA11443630374254
{1 AAF (Ordering Customer’s Name ):
FH (FE) EEERRER L)

SUNNY (HONG KONG) INT'L DEVELOPMENT CO., LIMITED
TTRRIIE Cuueucy Y: T IL(USD)
{3 &% (Amount In Figures): 7800.00

i ey AL 4 . . . . . alle J '8 e
PERITICEETTE B (Intermediary Institution lufommm] Dalian Union's telephone number

PR {T4C T SWIFT BIC (Intermediary Institution's Swift BIC):

Source: The Panel.
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Annex 35 : Information on the companies and individuals connected to the 2010

Shipment

The Panel has identified multiple companies and individuals connected to the 2010 shipment.

These connections are visualized in the chart below.

Foregn Carpany A
A N
Pay sdll
Ve N
Lk & Seme= phone mﬁr—ﬁ Owner ; i wﬂm—§
Surny (org Ko ng) Interstonal Devebpment Co, Lmited Dallan Un'un\ Ca Gaang Lender (Hang Hang) Internascnal
N\, uvmer
N,
\_,_ \\
Drecm S5m2 vesdemal Addreas ——Own er(S0) ‘]
\\ e
~
\ Dlanwne(sw) P@0 Chengyuan umc“} OandangUnion
g S ehol e (m—ﬁ—wmm on)— s
U HangRI Darchng Yongunghe ™M Gewen

Further details of each company and individual are summarnized below.

1. Dalian Union International Trading Co., Ltd.
Address: Room 1606, No. 96 Changjiang Street. Zhongshan District, Dalian. China.
Individuals involved:
- Mr. Cai Guang (shareholder)
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: £H7#li) (director and shareholder)

2. Dandong Yongxinghe Trading Co., Ltd.
Address: Room 1101 Jiadi Square, Economuc Development Zone, Dandong, China
Individuals involved:
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: ##i) (director and shareholder)
- Mr. Ma Gewen (Chinese: &, #577) (shareholder)
- Mr. Li Hong Ri (Chunese: L B ) (shareholder)
- Mr. Chen De Bin (Chinese: [ 7##4%) (shareholder)

3. Dandong Union Trading Co., Ltd.
Address: Room 1106, No 64 Binjiangzhong Street, Dandong City, China
Individuals involved:
- Mr. Ma Gewen (Chinese: &} #: 7)) (director and shareholder)
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: 112 I¥) (shareholder)
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4. Sunny (HONG KONG) Int’l Development Co. Ltd.
Address: LM 873. Room B. 14/F. WaH Hen Commercial Centre. 383 Hennessy Road. Wanchai. Hong
Kong
Individual involved:
- Mr. Li Hong Ri (Chinese: =L B) (director and shareholder)

Additional information about each individual

1. Mr. Cai Guang (Chinese: %)
- Chinese identification number: 220104197201271530
- Date of birth: 27 January 1972
- Description:
o Leader’s director and shareholder
o Dalian Union’s shareholder

2. Mr. Piao Chengyuan (Chinese: #F i)
- Possible aliases: Mr. Park [or Pak] Seung [or Sung] Won
- Chinese national identification number: 120104196601256358
- Date of birth: 25 January 1966
- Description:
Dalian Union’s director and shareholder
Dandong Yongxinghe’s shareholder
Longjin (Hong Kong) Intemational Trading Co., Ltd.’s director
Dandong Union Trading Co.. Ltd. (in Chinese: f i KBS 5 AR A F)
(hereafter “Dandong Union™)’s shareholder

O O 00

3. Mr. Ma Gewen (Chinese: &,#)
- Chinese national identification number: 22010219660804333X
- Date of birth: 4 August 1966
- Description:

Dandong Yongxinghe s shareholder

Dandong Union’s shareholder

Hong Kong Max Moon Trading Co., Ltd."s director

4. M. Li Hongri (Chinese: 4] H)
- Also known as Li Hong R1
- Chinese national identification number: 22242619640705113X
- Date of birth: 5 July 1964
- Description:
Dandong Yongxinghe's shareholder
Sunny’s director
Dandong Yongtong Trading Co.. Ltd."s director
Xiuhua International Company Limuted’s director and shareholder

O 0 00
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STRICLY CONFIDENTIAL"

Annex 36

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL*

Annex 37

*The annex has not been reproduced in the present document because it is strictly confidential.
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STRICTLY CONFIDENTIAL"

Annex 38

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL*

Annex 39

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL~

Annex 40

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL"

Annex 41

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL"™
Annex 42

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL"

Annex 43

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL~

Annex 44

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 45 : Rungrado General Trading Corporation

Name: Korea Rungrado General Trading Corporation

Alternate name(s): Rungrado Trading Corporation. Korea Rungrado Jonsong Trading Company
Address: Pothonggang District, Pvongyang. DPR Korea

Telephone: 850-2-18111-3818022

Fax: 850-2-3814507

Email address: rrd@co.chesin com

Extract of Foreign Trade of the DPRK (Issue number 3. 2006):
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Annex 46 : Paju and Baengnevong-do Island UAVs flight path

Paju UAV flight path

Democratic People’s

s e BRENt Start and return point:
" ' 37.9977N, 126 5105€

Republicof Korea

Q Planned flight path
¥ Crash site

Baengneyong Do Island UAV flight path

Democratic People’s
& emocratic People’s : Staxt auid ratuch poln:
Republicof Korea 3
37.8624N, 125 9478E

Baengneyong do

-
-----

== Planned flight path
Recorded flight path
¥  Crash site

Source: The Panel.
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Annex 47 : Morrowind website advertising the UV10

WANS UVIBEANLER S ®p
aRRRYe:
YEANTERRURCRRT 1. EXTRAVUSRERNES.

HIMAYE:

FEMARSASMBRARNE LA, BLEANNRRETALEA MONORNER. ETRINEN
EATANSFAREE, TAVIRTNRMNELE ST 00EE - RERT .

e,

PEASNWGCODME T ARLI SMER. ARRXNHE, ARSALE MPNE. NTRRIN. &0
NAFEMRBRELAND, WEHARTREATF.

LSwante.

EAVIRECOFOMKIGR RIS MG EAFLAMANMRGUS, FATURBM 7RI [ W fma
BITRRAES ‘MR SARNANNREITTENARL,

ERVARERT CAFIRNERER T

R—NAAUE RRRAILEL WML, Lo FRBHIUEURTE. SHESQETR0 LS
RE, A TRIENER,

g AW SNANCDE COUMMBWR g0 rtm |
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STRICTLY CONFIDENTIAL"

Annex 48

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 49 : Microfly website

Homepage of Microfly’s website

1225 ERTEL T RAAT R

RAET | A

7
MIEROFLY 010-67892400

RTR) FERR pis L AT B

-
RTHO L EHIEA e b
LW N THRAN ML PR UVNEARET RS S T UV ATARRL L RENe RHETRACRR NN L
AR B EEAF RN, AL N LTS #Mbicuthel VNIREILRRA N AR 2 AR
THAWG L TEINOL THNRAE THRRNE

Page of Microfly’s website featuring the UV10

120002018 AREE eI REAGRAY
7 RART | mASR
MICROFLY 010-67892400

A

Source: http://www.microfly.com.cn.
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Annex 50 : Engine manufacturer invoice to Maikaifei

Invoice / Faktura 201300054
I 4 /T v 25.9.2013
D v sayerens / Datve saosy 25902013
VAT e Distem ot S ATRRWT) Y 2502013
Customes / Odbéralel

MAIKAIFE! Engineering & Technology
(HongKong) Co,. Ltd

Room 517, Qing Run Building,

Ching Ho Estate, Sheung Shul.

999077 New Territories, Hongkong

The exporter of e products covered by this document declarss that where otherwise cleary indicated these products are
of Czech Republic proforential ongin. CI°

el ~u Quenny A e Mrce Bwit VAT VAL Mxw Tow
/ Pages 1Cun R 1 o 24 o 7O e P 10w ’ Cmas cotaer
ROTO 35FS 8P 530,00 318000 0% 000 31800
ROTO %0V2 2Fc 545,00 1080000 0% €00 1 080,00
ROTO rova 1 Fo. 55500 95500 0% 0.00 55500
Propedar ol Jg 1Fc 12.00 7% 0% o0 1200
SSA lor ROTO 50 2Pc 55,00 "m0 0% o 11500
SSA for ROTO 70 1P 58,00 5800 0% 0,00 5800
Ar ke SFc 9,00 4800 0% 0,00 4500
Svicka NGK M10x1 - spark phug 6Fc 5.00 00 0% 0.00 00
Gasket 1W0Fc 02 2% 0% om 200
Transport 1 418,00 41000 0% 0.00 41800
Zapacraan 3FS - ignson 4Fc 64,00 2000 0% 0,00 255 00
Tolal / Cotkom. 39 mudmj 5 780,00 0.00 & 760,00
N (IR Lan L) VAT (G £ O g Aten Cazemenan 000 UsD
0% 0.00 0.00 Totl/ Cetiere: 576000 USD
Part scecenant / Neazsnd sons 533800 USD
To b paid / Doyt s oty 42200 USD
lasued by / Vystawdl: —— Page/Stana tof /21

Source: The Panel.
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Annex 51 : Hong Kong company registration result for Maikaifei and correspondence
from the Hong Kong Housing Authority

A0 (CR
o oes S oo

[ Search [ Product w | Shopping | About e-Search v | Logout |

Welcome! System Clock: 11-SEP-2015 01:56:23 GM'T + (800

=11

Company Name Search

Attention:

Pursuant to section HXX2)c) of the Companies Ordinance (Chapter 622, Laws of Heng Keng), registration of a company name
which is identical to @ name on the hist of old compuny names @t name_list_section 1002)c).pdf will NO'T be approved except
with the consent of the Registrur of Companies. To complete the secrch on company mames, please also check the intended mame
against the list

Your Search: LEFT PARTIAL match with MAIKAIFEI ENGINEERING & TECHNOLOGY (HONGKONG) CO,, L1D.

Search Language: English

NO MATCHING RECORD FOUND FOR THE SEARCH INFORMATION INPUT!

Source: The Hong Kong company registration records database available from
http://icris.cr.gov.hk/csci.
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0600

EHXAEREART
Hong Kong Housing Authority

AR - HD3-4/DTMO(NTHI1)1-65/3 [ SCEE 2 2677 9009
Our Ref Fax
Arcktietl ¢ S/AC.49/2015/PE/OC.116 55 ¢ 2677 2002
Your Ref Tel

FIH] ¢

Date : 5 June 2015

Mr. Hugh Griffiths,

Coordinator of the Panel of Experts established,
pursuant to Security Council Resolution 1874(2009),
United Nations Security Council,
Headquarter-Sicge, New York NY 10017

(email: furukawa@un.org)

Dear Mr. Griffiths,

Provision of Information
on MAIKAIFEI Engincering & Technology (HongKong) Co., Ltd.

I refer to your facsimile dated 22™ May, 2015 requesting provision of information
regarding the address of ‘Room 517, Qing Run Building, Ching Ho Estate, Sheung Shui, New
Territories, Hong Kong, China’. Since there is no such *Qing Run Building’, I regret to inform

you that the aforesaid address is not a valid address in Ching Ho Estate.

~AJ

(YEUNG Chi-keung)
Acting Housing Manager
District Tenancy Management Office (North1)
Housing Department

RESLAEEARSREER(—) Housing Department North District Tenancy Management Office (1)
FRLARFBEBIBLTI07H No. 107, G/F., Tin Yee Houss, Tin Png Estate, Sheung Shui, N.T,

Source: The Panel.
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Annex 52 : Aliases used by Mr. E Chengwen

Information obtained by the Panel shows that Mr. E Chengwen has used aliases when dealing
with foreign companies.

The document mn figure 1 proves that an individual named “Mr. Chengwen Able” brokered the
deal of 10 autopilots MP2028 for RedChina Geosystems. The email address used by this
individual for this communication 1s albert aircam@vahoo com cn. The document i figure 2
shows that the same email address was used by Mr. E Chengwen from Maikaifei. According to
information obtamned by the Panel, Mr. E Chengwen also used the following aliases:
“Chengwen”, “Cheng Wen™. “E Cheng Wen™. “Able E”, “Able Chengwen™ and “Able Cheng

Eigure 1 “Chengwen Able” using the email address albert aircam@vahoo com.cn

FIF D3

Task Detar

v Task |sformation
Aszigmes Jo
Sebjert
Oue Date

* Emmailz asked if he has heard anyhting from his client

Tt | Delete | Croate Folow-tp Task | Cronte Tolowo Frent

Emat 35403 If i NS haard armming from nis cliem
25052011

(8

From

Ta: Chengwen Adle<;
Recewed at 200052011 4.90.56 PU
H Ao

Hops TIngs & goed Just wendenng £you have heard Tam your client>
Ao et 3y prosieenc, 15 Ihere ImEvng can da 10 helb?

10U NEET 3Ny B53ISTANCE. PRI 30 HOLNEIILIL 13 COMAL Me

R Lapout Hetp o s Page

Balted o Fled 41020105 NP8
teme  AbigWing
Tree  Emak

Source: The Panel.
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Figure 2: E Chengwen using the email address albert aircam@vahoo com cn

Chengwen Able (albert avcam@yahoo. com cn)
ROTO 35FS

Here 1s my company information
Company Name

MAIKAIFEI Engmneering & Technology (HongKong) Co,. Ltd
Address

Room 517, Qing Run Building, Ching Ho Estate, Sheung
Shui,

New Territories,Hongkong, China

Phone: +86 0150-1008-2330

ZipCode 999077

When shipping me the engines please use the follow recipients
who 1s a secretary see after receive products

Recipients Fu Hong

Recipients Phone Number: 00852 67022125

Best Regards'

E Chengwen

Chief Engineer

hone: +86 0138-1068-1469

Source: The Panel.
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Annex 53 : Microfly registration
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Annex 54 : Import agency authorization agreement between the consignee and Microfly

Import agency authorization agreement
Agreement number: 2013HXI/070US/C

Client (Party A): | Agent (Party B): |
Beijing Maikaifei Engineering & Technology Co., Ltd.

Address: First level, No. 12, Shuangyang St.,
Yizhuang, Beijing
Post code: 100176

Telephone: 13910182382
Fax:

Bank information:
Account-holding bank:
Account name:
Account number:

[Partial impression of Beijing Maikaifei Engineering & Technology Co., Ltd. company seal]
For details of product names and valuations, see the Foreign-Trade Contract signed between

Party B and (Contract number: 2013HXI/110SP/C, hereafter
abbreviated as “the Contract”)
I. Duties and responsibilities: Engine manufacturer

A. Party A:

1. Obligations to Party B voluntarily assumed by Party A under the Contract include
but are not limited to the following. Party A assumes responsibility for providing
Party B with signed and verified inventories (in bilingual Chinese and English text)
of goods contracted for import; guarantees compliance with the Customs Law of
the People’s Republic of China and relevant national laws; and also guarantees
that the product names, quantities and prices of the goods actually imported
match those [appearing in] the Contract as well as in the declared invoices and
packing lists, and assumes full responsibility in case of failure to do so.

2. If needed, [Party A shall] provide Party B and relevant Government organs
(including the relevant Customs and State organs etc.) with the necessary
product descriptions and technical explanations of goods imported, and accept
final Customs identification [of same].

3. Party A assumes responsibility for paying contract payments and taxes (first
calculated according to that day’s exchange rate, with refund for overpayment or
supplemental payment for deficiency in the actual payment) into Party B’s
account, within two days prior to outgoing payment by Party B, and also
exclusively for handling bank fees. Consignee service charges (1.5 per cent of the
contract payment, with RMB ¥1000 to be assessed for amounts below RMB
¥1000) to be paid [by Party B] before Party B settles the account with Party A. If
payment is not made on time, [Party A] assumes all responsibility for all liabilities
and losses sustained by Party B as a result; Party B retains ownership rights to
the goods [involved] and may also take control of them.

4. |Iftrans-shipment is required after Party A takes delivery of the goods, it may
make its own arrangements [in that regard], and may also authorize Party B to
do so; Party A assumes responsibility for associated shipping-insurance costs and
service fees. Party A is [also] responsible for international shipping insurance.

16-00683
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5. Inthe event of a foreign claim, Party A must provide Party B with the claim-
compensation demand in writing and the commodity inspection certificate
within the claim or warranty period specified by the Contract; furthermore it
must come to an agreement with Party B on a claim-payment programme and
assume responsibility for the associated costs, or be deemed to have abandoned
its right to the claim.

6. After Party B has concluded and signed the Contract, Party A assumes
responsibility for pecuniary losses resulting from amendment to or cancellation
of the Contract by Party A.

7. Party A assumes responsibility for all costs incurred by reason of delayed
declaration, delayed tax payment, or warehousing on its part.

8. Party A concludes and signs after-sales services agreements on its own. Party B
assumes no responsibility for after-sales service.

9. Party A is responsible for confirming product specifications, examination of
goods and domestic shipping. If a third party raises any objection to a product,
Party A is solely responsible.

10. Party B is authorized by Party A to act as import agent on its behalf. Party Ais
solely responsible for dealing with all conflicts with third parties arising as a
result of actions by Party A, or by reason of the goods themselves; Party B is
entirely exempt from any liability.

[Partial impression of Beijing Maikaifei Engineering & Technology Co., Ltd. company seal]

B. PartyB:

1. Following conclusion and signing of the Agreement, Party B assumes
responsibility for concluding and signing import foreign-trade contracts with
foreign parties, as well as foreign payments, within the scope authorized by Party
A

2. If Party Arequests changes in the content of the Contract during the period of
validity of the Contract, Party B shall make written representations to foreign
parties based on the written changes in the Contract provided by Party A;
responsibility for any fees arising from such negotiations must be assumed by
Party A. If Party A requests termination of the Contract, Party A must assume
responsibility for all consequent pecuniary losses, including pecuniary claims
made by foreign merchants arising from non-performance of the Contract.

3. Party B shall assist Party A in handling Customs clearance for goods imported.

4. Following the completion of foreign-payment and customs-declaration
procedures, Party B shall submit the clearing list to Party A, and shall draw up the
value-added tax invoice.

The clearing list should include agency fees and other costs necessitated by the
import process: for example, import-permit application fees, Customs clearance
fees, commodity inspection fees, shipping costs (including international and
domestic shipping costs), along with all taxes arising in connection with
performance of the Contract.

5. When foreign claims are presented (within the claim-compensation or warranty
periods), they shall be handled in accordance with the claim-compensation
demand in writing and the commodity inspection certificate provided by Party A
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along with the foreign-claims procedure mutually agreed by the two parties;
[associated] fees are the responsibility of Party A.

If repairs are required after the goods have been imported, Party B shall
undertake the necessary repairs in cooperation with Party A; [associated] fees
are the responsibility of Party A.

Il. Other agreed matters:

1.

Party A:

After each imported-goods manifest submitted by Party A has been signed by
both Parties, each Party shall retain a copy, which shall be considered an integral
part of this Agreement. Each transaction automatically takes effect upon the
signing of the imported-goods manifest by Parties A and B and the receipt by
Party B of pre-payment for goods by Party A, and automatically concludes upon
receipt by Party A of goods and the value-added tax invoice.

Following the signing of this Agreement, both Parties shall complete and execute
all operations [stipulated in] the Agreement in accordance with the provisions of
the Agreement. Any conflict arising in the course of execution of this Agreement
shall be settled by the two Parties through negotiation; if agreement cannot be
reached through negotiation, either party may apply to the Economic Contract
Arbitration Board of the Beijing Municipal Administration Bureau for Industry
and Commerce for arbitration, or bring suit in Beijing court.

Force majeure: In the event of such force majeure events recognized by Parties
Aand B as war, fire, flood, cyclone or earthquake, the Party encountering force
majeure shall promptly notify the other Party, and provide the corresponding
evidence. Upon receipt of [such] notification, the Parties shall actively discuss
ways to deal with the situation. If the Party encountering force majeure is
unable to fulfil [its obligations under] the Contract, it shall not be held liable for
breach of contract.

If either party wishes to terminate this Agreement, it must obtain the prior
agreement of the other Party; if agreement has not been reached through
mutual consultation, the Party terminating this Agreement shall assume
responsibility for all pecuniary losses entailed for the other Party.

Matters not covered under this Agreement shall be resolved in accordance with
the Provisional Regulations on the Foreign Trade Agency System, promulgated on
29 August 1991 by the Ministry of Foreign Economic Relations and Trade.

The present Agreement is made in duplicate, with a copy to be retained by each
party, and each copy having equivalent legal validity.

Beijing Maikaifei Engineering & Party B:
Technology Co., Ltd.
[Beijing Maikaifei Engineering &
Technology Co., Ltd. company seal]

Representative: Xue Qiang
Date: 4 September 2013
Place: Beijing Place: Beijing

[Officially Translated from Chinese by the United Nations]
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Annex 55 : Payment confirmation associated to the sale of the engine
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Source: The Panel.

16-00683



Annex 56 : Autopilot manufacturer invoice to RedChina Geosystems

Invoice

Dute Pagu
S 11, 2011 1

Invoice Number
NOOST01

1013 Richen inti Centar
0. 13 NongZhanGuan Nenlu
{ing 10012

ine

Aan g
veury
813A Form 1D
20110700000

. Able Weng
el +260105858518 Export Permi 8

1108061026

Order No.
ORDOOM2TS

Order Date C No. Shp Via
Mar 10 201 RED-CHINA L) uPs

Gy | oy Qy.
Tem Number Description od |swp | 80 uos
A2028 - 10 10 Bl

MP2028g fight control compuier
Senal Numbers
04-02138
402139
04-02140
402141
02142
04-02155
0402170
0402171
04-02178

5 Insudes autopi

drout board 1Mz GPS
reciever only

sHIP 0o 000

Shipoing & Handing

Does rol incloe avy duly
orokerage fees or taxes.
associated wi the
mportation of ihese goods.
These expecses am the
ouwiom ey resp onsbiity

PREPAY

Urit Price Extarded Price

04-02176 is the serial
number of the autopilot
retrieved in the

Baengneyong-do Island
UAV

Subtetal

asTy 0.00 Total sabes tax 0.00

Tolw amount
Less payment 40,355 40
Lass pot, dise 0.00

Amount dueUSD 0.00

Source: The Panel.
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Annex 57 : End-use statement provided by RedChina Geosystems

ORCG

RedChina Geosystems Group

RedChina Geosystems(
IEFTHHRE R RIERRE EfFEP 1013 B4 100125
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PRCG

Description of goods:

Part No. Description Quantity | Unit Value Total Value

MP1028g Flight control computer (autopilot) 10 $2,250 CAD $ 22,500 CAD

MP2028g Flight control computer (autopilot) 20 $8,2560 CAD $165,000 CAD

MP2128g Flight contral computer (autopilot) 10 $9,000 CAD $ 90,000 CAD

MP2128heli Flight control computer (autopilot) — enabled for | 10 $12,000 CAD $ 120,000 CAD
helicopter control

MP2128-LRC Integrated Flight control computer (autopilot) 6 $12,600 CAD $ 75,600 CAD

MP2128heli-LRC Integrated Flight control computer (autopilot) - | 6 $15,600 CAD $ 93,600 CAD
enabled for helicopter control

Updates Software updates downloaded from the | 60 $75 CAD $ 4,500 CAD

MicroPilot customer support website for
MicroPilot autopilots, Horizon ground control
software, Xtender system developer kit and

trueHWIL simulator..

Repair/Replacement

MP 1028, MP 2028, MP 2128, MP 2128 Heli to | 15 $3,750 CAD $ 56,250 CAD
cover warranty or non-warranty repair work or

replacement

Repair/Replacement | MP 2128 LRC, MP 2128 Heli LRC to cover | 15 $5,400 CAD $ 81,000 CAD
Integrated autopilots | warranty or non-warranty repair work or

replacement
MP2128 3x Triple Redundancy Flight control computer | 2 $37.500 CAD $ 75,000 CAD

(autopilot) - enabled for helicopter control

Specific end-use of goods:

RedChina Geosystems (Beyjing) Co. Ltd is a private holding company. which is not affiliated with any

other companies

This project, in which autopilots are used, is for the civil mapping

As an m-development country, China has huge requirement of updating its map for city construction

RedChia Geosystems (Beyjing) Co..Ltd will develop a mapping UAV. on which autopilots

are nsed, to rapidly get remote sensing pictures for the mapping department autopilot has

reliable performance of control UAV. RedChina Geosystems (Beijing) Co..Ltd will choose it to control

its mapping UAV. The UAV is a electrical powered hand launch UAV. The UAV will equip a

card camera as its payload Lo capture remole sensing pictures. The UAV can be operaled

by mapping professional operators. The UAV can fly upto 45 minutes to capture about 10 square

FREREIRER (R BRAR
RedChina Geosystems(Beijing) Co., Ltd.
ERTEER KRR 13 SHRERSD 10132 4% 100125
H13%: +86 1065858516 f5H: +86 10 65858526
Ra4E: wwwiLiDAR.com

16-00683
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Kilometer pictures.

The specification of the LAV is as follow:

Weight: 2.5Kg

Dimension:  Length:950mm.  Wing span: [600mm.  Height:445mmm
Endurance: 45 minutes

Range: |0km

Flight Altitude; 300 ta 1000 meter AGL

Cruise Speed: 35 10 60 kindh

Payload: RICOH Caplio GX 100 digital card camera

Propulsion: Electrical

Certifications and assurances:
s  The above goods will be used only by the end-user.
o The above goods will not be diverted 1o another destination, trans-shipped or re-exporied.
e The above goods will only be re-exported by the end user in accordance with the export control
laws of the country of final destination.
e The products will not be used 10 develop or produce nuclear, chemical and biological weapons or

their delivery svstems.

Authorized Signature:

/]

Vf‘;; jﬁ’ IZI/ -‘/

’ §
Sighature

Chen Sicong

Print Namge

Manager.

Title ! Position

January 25. 2011

Drate

FREENREAR (kR) BRAF
RedChina Geosystems(Beijing) Co., Ltd.
IERTHER KRR 13 SHRERHC 10132 @45 100125
BiE: +86 1065858516 f5E: +86 10 65858526
PdtE: www.iLiDAR.com

Source: The Panel.
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Annex 58 : Extract of Microfly correspondence to the Panel
Microfly email to the Panel of 20 November 2015

Sir,

[--:]

Mr. E Chengwen 1s a staff member of our company. who uses Able as his English name when
corresponding electronically with foreign enterprises (including Micropilot Co.).

Owing to the differences between Chinese and Western given names. foreign enterprises may
have addressed him as Able E, Able Chengwen or Able Cheng Wen when contacting him; out of
courtesy, Mr. E Chengwen did not try to correct this,

[.-]

When RedChina Geosystems was planning to purchase flight controllers. our company
recommended Micropilot Co. to them, and helped them to contact Micropilot Co. Thereafter,
our company and Mr. E Chengwen had no further dealings [with RedChina Geosystems],
including but not limited to signing end-user statements, making payments for goods, or taking
delivery of consignments.

[...]

In our previous letter to you, we noted our suspicion that someone was manufacturing knockoff
UV10 drones; we have subsequently seen, via the news media, negative stonies of [the existence
of] drones closely resembling the UV'10 in appearance outside of China. For the foregoing
reasons, therefore. we have decided to halt the production and sale of UV10 drones. and have
accordingly removed all related material from our website.

[-.-]

UV10 drones have not been sold to customers with military backgrounds.

To protect our customers’ privacy. please pardon our inability directly to provide vou with the
names and contact information of customers to whom we have sold UV10 drones since June
2009. We are, nonetheless, willing to cooperate actively with you in your work. We therefore
advise you to contact the relevant departmental authorities in our country’s Government; our
company will be very happy to provide those authorities with the information you seek, based on
the relevant Chinese laws and in accordance with the requirements of the relevant departmental
authorities of the Chinese Government.

At present, we can [only] provide you with the information that RedChina Geosystems was
[1ndeed] one of the purchasers of UV10 drones.

Naturally, the reason we mention RedChina Geosystems here 1s only because it was already
mentioned in your letter to us; this represents no determination or conjecture on our part.

Beijing Maikaife: Engineering and Technology Co., Ltd.

Microfly email to the Panel of 08 January 2016

Hello.
We believe the following information may be helpful to you.
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When RedChina Geosystems purchased UV10 umanned aenal vehicles [drones] from us, they
made a special request that the drone flight controllers should be supplied by them.

In the light of that request, when we produced UV10 drones paid for by RedChina Geosystems,
we nstalled the MP2028g flight-controller circuit boards supplied to us by RedChina
Geosystems 1n all those drones.

We did not record the serial numbers of those controllers.

Beijing Microfly Engineering Technology Co.. Ltd.

Official translation from the United Nations

Source: The Panel.
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Annex 59 : Trancomm website advertising the SKY-09P
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Source: www.trancomm.com.cn.

16-00683 165/303



S/2016/157

STRICTLY CONFIDENTIAL*
Annex 60

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 61 : Case summary, documentation on HK Conie and Mr. Wang

In February 2013, the United Kingdom informed the Panel about an attempt by smocratic
People’s Republic of Korea to procure “sanctioned goods™ from its manufacturer. The UK stated
that the goods included miniaturized optical equipment which could be used in UAVs.

The Panel undertook a visit to the United Kingdom. The manufacturer noted that its main clients
for these particular items were major world militaries and defence manufacturers. According to
the company’s information and through its mvestigation into the characteristics of the items, the
Panel assessed that they are mainly used in military applications.

According to the United Kingdom customs. the company which attempted to procure the
equipment did so through intermediaries based on the mainland and registered in Hong Kong
before onward shipment to the Democratic People’s Republic of Korea. ' The report described
the company as “a mulitary logistics company specialising in the procurement of parts for
unmanned aerial and undersea vehicles.”

Dewen Wang was listed as the Director of HK Conie Technology. oniginally registered in the
British Virgin Islands before registering in Hong Kong in 2014. In correspondence relating to the
procurement attempt, Mr. Wang stated that his company had an “R&D office”™ in China. (see
figures 1.2.3.4)

Correspondence records and the export licence application showed that the person who
attempted to procure the goods was Richard Wang (Dewen Wang in Chinese). The Panel
identified HK Conie’s trade relationship with a company called Korean Pioneer Technology
Company Ltd, which reportedly used the alias Korea 21 Trading Company (annex 50, 51).

Documentation shows that HK Conie invited representatives of Korean Pioneer to China shortly
after submussion of the export licence. This further demonstrates the linkage between HK Conie
and Pioneer. HK Conie also mamtained an account in a Pyongyang bank which a made a large
transfer order in United States dollars to a Democratic People’s Republic of Korea national
(annex 51).

In response to the Panel’s inquiry. an unsigned letter was sent from the HK Conie email address
on 2 January 2016. The author denied involvement in any attempt to procure military grade
sensors, but acknowledged that he had a business relationship with (Korea) 21 company (annex
51). The Panel concludes this was an attempted procurement of military grade goods forusemna
UAYV program by individuals acting on behalf of the Democratic People’s Republic of Korea for
their UAV program and 1s continuing its imvestigation.

" The optical equipment procured by Member States for use in technologically advanced UAVs for military
purposes.
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Figurel: National Identity Card of Dewen Wang / Richard Wang
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Source: The Panel.

Figure 2: Email from Richard Wang on behalf of HK Conie to UK Manufacturer

From: RICHARD WANG [mailto:conie888@126.com]
Sent: 10 February 2014 09:59

To
Dear Mr.

Subject: INQUIRY
Nice to have a new contact with u.
Here send u my inquiry for ule.

Would u pls send me quotation and detail datasheet?
Thanks and best regargs.
Wang, HK CONIE technology Co.,Ltd.

Source: The Panel.
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Figure 3: Email from Richard Wang to UK manufacturer regarding HK Conie

Dear Mr.

Nice to get news from u,

My company name is HK CONIE TECHNOLOGY CO.,LTD ,currently have no website and R&D
office located in shenyang,Liaonig China.

My company is IT development and marketing company many years involved in developing
industry automation products including day and night plant field surveiliance and accident
preventing

We have many customers and once we complete new{jjjjJsystem the further market is
rather good :

Recently we have come to know that [[JJJllis a big revolution for day/night surveiliance with
lower cost than IR theraml imaging and also u are professional maker of (R

| hope u can surpport in good touch further for em ccd products and closely co operate each
other.

/Andcan uletme know-'s for surveillance or sientific?

What information do u need for future promotion?

Lookoing forward yr early reply.
Thanks.

Hello Richard,

| hear you have been calling the office for me.
| have been traveling and have inconsistent access to the internet, so | apologies for the delay.

Can you give me some feedback on your company, Web address etc.
Also who and where is this end user, and what are their application.

These items are export controlled and we will need to make an export licence application, its best to
know if it’s worth the effort before we get to involved.

Export licence takes Approx. 6 weeks to get once we file all the details.

Source: The Panel.
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Figure 4: Hong Kong Company registry records of Mr. Dewen Wang's companies
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Annex 62 : UK Export Licence End User Undertaking (EUU) and Annex

EUU FORM

SECTION 1 - PARTIES

(a) Name of UK Licenseo ' (b) Licensee's Roference * '
7
m i
() Name of Consignee * " | {d) Consignee's Address
|
§‘ | H Y { ROOM NO 309 CHUANGFU CENTER
| SIH STREET OF XINGSHUN AVENUE
SHENYANG CITY L AONING, CHINA

»(Af) End-User's Address

(g) Is the End user the armed forces or (h) Specific location where goods will be

internal security forces of the | used or basod (If known) and If different
| country ?° from (f) *
| Please DELETE an option ﬂmm&_&m
| Yos | No
| ‘ (SAME WITH THE ABOVE CLARIFIED

SECTION 2 - GOODS

(a) Quantity of (b) Description of the Goods ~

Goods (for consumable goads, include length of time supplies are expected to
Last)

A curgentLy NEED ANALOG OUTPU T [ o=
SAMPLE STAGE,
IETHE TEST USE IS OX CONIE WILL LAST PURCHASING MORE
QIY FOR FURTHER MANY YEARS ACCORDING TO THE
CUSTOMER'S DEMAND

(if you need to use continuation sheets, cach must carry the licensee’s referonce, and

| must be signed and dated by the same person who signs this form.)

LA (Ravined by 2012) Pt 4 of Dheegrvod tyy Capnt Corarl Onganaanon 55
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SECTION 3 - END-USE OF THE GOODS

'Mwuulwelemktm&oouamhhuwn”&
user (including, f spplicable, whers the goods are being Incorporated) *

SECTION 4 - END-USER UNDERTAKING * (to be completed by the person or body named in 1(e)
and 1(1)

Wae - the person or body named al 1(e) and 1(f) — certfy that we are the end-user of the goods

shall use the goods for the purposes describad in Secton 3; that the goods will not be used for any
purpose connected with chemical, biologcal or nuclear weapons, or missies capable of delvering such
weapons, that thay will N0t De r0-xPOred of dtharwise re-sold or transformed If 1t is known or suspected
that they are intended or kkely to be used for such purposes: that the goods will not be re-exported or
otherwise re-sold or ransferred 10 a destination subject 1o UN, EU or OSCE embargo where that act
would be in breach of the terms of that embargo ; and that the goods, or any rephica of them, will not be

lmanmynmﬁrmmm cycle ',
| Sign Here Date 201439

| Role _vice presenT o IR
(Add Job Tithe of Signistory in Capitals)
toe
] Inchades resenech on of Sevelopman!, dasige. manfecture, ConinEton, NG o minstererco of any muconr
oapionive device of por of submyss of such o dovice.
" oh On of Sovek | desige, marsfacturn corsinecton opereson or maldenance of any reackr,

Mw mmwm TROrOCatting PR DIant 10r T Saparation of MRopes of SOUrce of
spockal fasonabic matorad, or separate storage Inatalistion where here 3 NO Coigation 10 accept ACA sofeguands of
e redeverd lacily or Fotalisbon exatog of hture. whon £ CONaINg #ny SUW0e of pecwl fnscratie Mmatensl. or of
By NEVY WIS DICORCROn RAn WOWCD INare I 10 CORGEDON 10 ALOROE LAEA SEAgUARSS 00 BNy Nuckesr rateasl
PrOBUOSE by OF Used 'D CONMECLon W Ay heavy waler Droduced el om, of where any such OGN it fot et

FIA) Rawsea Ay 2000 Magesars Dosrt by Cagont Covtad Oeganviniton 98

described in Section 2, which are 10 be supplied by the licensee named in 1(a). We further certly that we

Source: The Panel.
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Annex 63 : Extracts of Panel correspondence with Mr. Wang/HK Conie

United Nations @ Nations Unies

KEADQUARTERS ~ aiROR NEW YORKE, NY 10017
TEL D #1202 965 1058 « PAX. =1 212 963 2010

UniTeo Navtions SeEcunriTty CounciiL PaneL oF EXFPERTS ECSTABLIGHED
PURSUANT TO mE30LUTION 1874 (20090)

rerenEnce: S/AC492015/PE/OC.699
YOUR REFERENCE

22 October 2015

Dear Mr. Wang,

1 am wniting to you with regard to efforts of the Panel of Experts established by
United Nations Security Council resolution 1874 (2009) adopted under Chapter VII of
the UN Charter, to gather. examine and analyse information regarding the
implementation of the measures imposed in relation to the Democratic People s Republic
of Korea (DPRK) by Secunty Council resolutions 1718 (2006). 1874 (2009). 2087 (2013)
and 2094 (2013), in particular mcidents of non-compliance.

The Panel wishes to follow up on its correspondence of 1 October 2015 (reference
number S/AC 40/2015/PE/OC 488: see annex 1), The Panel noted your comments
relating to a falsified end user statement subnutted by vour company as part of an export
licence apphication pertaining to 2 [l used in Unmanned Aenal Vehicles (UAVs)
(see annex 2) and sought clanfication concermning your business relationships with DPRK
nationals and individuals. The Panel requested a reply within two weeks of the date of
this letter, but has yet to receive a response. The Panel kindly reiterates its request for this
information as it intends to utilize this information for its upconung Final Report and for
1ts records.

In addition to our previous inquines the Panel has gathered additional
mformation and requests your assistance in obtaining the following information:

e The names, dates of birth and passport numbers of all DPRK nationals

working for the Korean Pioneer Technology Company that HK Conie
Technology has engaged wath.

e The names, daaofbum.passpmmbusmdmactdmﬂsot‘an
mdividuals working for or on behalf of the Korea 21 Trading Compan
for whom HK Come Technology has procured and supphed goods to.

Mr. Dewen Wang

HK Conie Technology Co. Ltd.
Email: Conie888@126.com
Fax: ++86 2425483266
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To: Panel of Experts established pursuant to Security Council Resolution
1874 (2009)
Attn: Mr. Hugh Griffiths, Coordinator

Date: 2015-9-8

Dear Mr.Hugh Griffths.
How are you?
Itis really a great honor to have an opportunity of mailing with you, the important
coordinator of UN security council. and think it thankful that you have sent me a
letter of kindly requesting some explanations and co operation.
Just today, | have got the chance to see your letter and reply.

Sorry for my late reply and for the fact that | disturbed and made u doubtful
thought it is unintentional or not.
| have received and read a letter from the Panel and were much knocked on
reading that | tried to submit the UK license for purchasing the product with
military application.
And zlso feel pity that because of my unsatisfactory documentation brought some
confusions and doubts.
Frankly speaking it was the first time for me to fill in that kind of EUU document
and still I have no clear idea of such documentation.

| only followed the seller’s requirement for further promotion of the business.
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At that time, maybe beginning of last year ,as a lucrative business project ,| was

planning to develop a new model of_~hich can be widely used for

day and night time security surveillance because | found that the market of
security-Nas still very big and the demand of the customers is
growing by the time goes by.

The most important point was to develop high specs of the product with the
lowest budget.

While consulting which kind of_suitable and how can we develop
the product at the lowest cost, one of my partner engineers who mainly deals
automation products recommended me to use individual camera module, lens

and rotating stand and compose the product ,not whole set o- in

order to save budget. His advice was reasonable.

For many days | searched several kinds o- from several makers for
outdoor surveillance and among them there was also UK'- series which
looked rather reliable for outdoor use and support many kinds of signal output.

But there was no mentioning of military use and said only it is for scientific and
surveillance.

And since then | began to contact with the several makers, sent and received the
lists of prices and questions.
But to my failure the price from UK company was very expensive than what we
expected and the method of use was also complicated.

Other specifications such as resolutions was also lower when comparing with the

recently introduced _hich are available on normal
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Chinese electronic market.

The budget of using this module together with separately purchaslng-

After receiving the final quotations from different makers o- | made
a decision not to use that expensive one,
| really forgot all of this thing since so long time has past.

When | received the form of EUU from the maker | really and only tried to fill in
actual contents, but it was really first time for me to make such kind of document
and that is why ,| think, it could not satisfy the requirement of relative organ.

Of course when | prepare the document | used a big company’s name and details
which was on their website thinking that small company can not be the end user,

and it was really incorrect .It was really my fault and | deeply apologies to-

and you. | was only seeking my favor and commercial interest.

But after | compared the price with other normal cheaper- and
received the mail from the seller that my documentation did not passed, | just
gave up and did not contact the seller anymore.
| felt the price was expensive and the purchasing course was rather complicated.
When considering it is only 1Megapixel resolution of -ra sensor module,
| could not understand why this product is so expensive and why should the
customer pass such documentation,

And how could | think this sma- can be used for military purpose by

the countries under UN sanctions?

At the time of the first contact ,if the seller taught me such conception | surely
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would not have tried to receive the price and prepare document.
| only thought using big company’s name can easily prevail the seller and easily
can receive price and promote the business course.

All were only my faults and there was no other bad attempt or purpose and u
know zctual selling and buying were not executed.
| would be grateful if u read this letter with deep understanding and hope you
have clear and full image of all the circumstances at that time.
| really do not wish harm the others and disturb you any more because of my
mistake and what | now can guarantee is that really there was not such serious
and bad attempt as you supposed.

And at the same time | assure you and the panel that from now on | will be
careful not to make you doubtful, confused and violate the resolution of the
security council while doing my business. This time is really a gnod experience to
me.

Hope your good health and the success of your responsible business.
Again beg your deep understanding to this small businessman. Thanks.

Yours sincerely. Wang.
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Annex 64 : Reply

Dear sir.

| send u thisletter in response to yr letter which requested me to mention the following points on which your
doubtisfocused.

. You knowingly falsified documentation relating to the purchase of UK manufactured strategic goods,
namely [JJfused in sophisticated military uAvs.

In the first letter of the beginning of Sept, | have already explained in detail about the purpose and the
course of my falsification of end user statement and expressed my apologizing mind.

It was onli for seirnhinifh.ﬁ.‘.m -Vhich can be conveniently used for second development of

ot for procurement of military use productas udoubt.

. You attempted to procure the UAV- on behalf of a DPRK military logistics technology
company that specialises in the acquisition of components for UAV and unmanned undersea vehicles.

No,| didn't attempt to buy Il r military use on be half of any 3™ party.
I really don’t know what kind of Il military use . Your comment is literally an exaggeration.

No one asked me to supply_such productand, as u insist ,when considering that NN ilitary
one what about the other _/hich is widely available in normal Chinese electronic
markets? Are they all for military use?

| again assure u that my inquiry has no relation with military conception_and no one pushed me to do it.

Why dg not u believe my words and where is the evidence that D.P.R.K company or individual asked me
to supply_ accordingly attempted to get it? How can u define that the fact is so.

And u can see ﬂ),a_t-sodule was not actually procured by me or othersrelated and for nearly two
yearssince then | completely forgot about it.

Would u pls kindly tell me which is military one or_not, so that | can note in my future businesses?

178/303

16-00683



S/2016/157

16-00683

.Your company HK Conie employs or is represented by DPRK nationals or individuals who act on
behalf of your company.

| have never employed individuals from D.P.R K and only had some normal businesses with them for
about two years and there were not so many contracts and transactions of big volume of amount.,

And clearly speaking, | know entities from D.P,.RK sometimes used the name of CONIE when they ask
the price and terms of the products in contact with our Chinese suppliers.

| think it is natural psychology for foreign tradersin China to get direct prices for their maximum interest
because normally the foreigners are quoted higher than native.

And only using my company name when mailing or calling under my allowance ¢an not be regarded
commercial rudeness.

. Your company HK Conie has a bank account in the DPRK.

U know many Chinese companies have their bank accounts in D.P.RK because directremittance is
impossible.

For convenient reception of the payment from D.P R K companies| had ever opened accountin
D.P.RK ,buttwo orthree years ago that bank was closed and also my account was automatically

deleted And since the time | had no big business with them ,at the moment | have no accountin D.P.RK.

. Your company HK Conie has established trade and business relationships with DPRK entities named
Korean Pioneer Technology Company and Korea 21 Trading Company.

As | mentioned in the last mail | don’t deny that in the past | had some business relationship with 21
company and not sure whether the name was changed to Pioneer or Pioneer is an_other company’s

name. And | also gave uthe names of two entities from that company and the items of the products |
did with them.

U know many Chinese companies are making business with many D.P.R.K companies. for commercial
purpose through normal opened route under the inspection of the customs office.

My relationship_with them was only normal trading for normal products such as construction materials,
computer accessories electronic products and other civil commodities and there was no violation
against my country’s law or UN resolutions. Invoice, packing lists and payment records, as | told u before
because since then over five years has past, are not keptin my hand at the moment.
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For many years | have no business contact with them and will not in future.

Iam sure that company is normal money making one whichis selling popular commodities in their
homeland market, not specialized one for obtaining military components. Though somebody asked me
to provide such products how can | do it and survive till now with the history of crimes? And how can
such dangerous goods pass the inspection of our customs office?

And concerning with your words going that you will publish _my relationship with D.P.R.K company |
would like to ask u if | had built an illegal trade relationship or smuggled with them before or violated

our law and UN resolutions? Upon violation against our law, if there was, | will _take full responsibility as
one of the citizens of PRC. Could u please tell me what is wrong with me while doing business with them?

Dear sir.

Unless there is a clear evidence of attempt or actual delivery for military purpose by D.P.R.K company
or related Chinese company | kindly recommend u to give deep consideration to this case .

I think if u conclude my company and those two D.P.R.K companies and individuals attempted to
procure the productfor military purpose it is really unreasonable and their normal reputation will
polluted bythe “truth” of no clear evidence.

What is clear is that everyone has a rights to be fairly commented as much as what he actually did.

I really wish you to give fair and scientific solution to this case with high responsibility on be_half of
divine UN which represents the interests and the rights of all the states and individuals of the world.
Your correctand fair conclusion will highly be appreciated.

if any other questions please contact me, and any of your requests will_cooperatively be replied.

Best regards.
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Annex 65 : Green Pine invitation letter

- GREEN PINE ASSOCIATION

LETTER OF INVITATION

Date: 19" March 2010
To: Government Garage Center

Att: Col. Woldu G/Yesus

T I ——

We are delighted to issue an official invitation to your delegation
headed by Mr. Tzahaye Mokonen Zerom.

We are planning teo receive your delegation for 1-week period during
April 2010. We hope that your visit would be of great importance in
starung substantial co-operation between two sides.

All of your visa will be prepared at Pyongyang Airport.

We will send necessary information for arranging your flight
schedule.

Sincerely Yours.

Ri Hak Chol ~ Z/ %' %~

President/GPA

W e

ADD: RAKRANG NO. 1 RAKRANG DISTRICT PYONGYANG KOREA

TEL: O008502-18111-8327 E-MAIL: PACESILIBANK.COM
FAX: 008502-38145685 P.B. NO: 2465

Source: The Panel.
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Annex 66 : “Green Pine Association” as an alias of Green Pine Associated Corporation

Green Pine Association’s name in Korean script provided in the letter (figure 1).
“HFH L3 A, 1s the same as and identical to that of the Korean script used for Green Pine
Associated Corporation. In addition, Green Pine Association’s logo “GPA™ is used by Green
Pine Associated Corporation. Close up of the company’s stamp provided in the letter:

GREEN PINE [\SCOCIATED CORP.
Source: The Panel

Korean script of Pine Associated Corporation provided in the 1718 Sanctions List (in
Korean)
KPe.010 GREEN PINE ASSOCIATED CORPORATION

AK.A.: CHO'NGSONG WNITED TRADING COMPANY: CHONGSONG YONHAP:
CH'O'NGSONG YO 'NHAP: CHOSUN CHAWO'N KAEBAL TUJA HOESA: JINDALLAE:
KUMHAERYONG COMPANY LTD: NATURAL RESOURCES DEVELOPMENT AND
INVESTMENT CORPORATION: SAEINGP'IL COMPANY

KOREAN: A4 34
(aka AFLEETY84}L 35FAE 2 ARA AL T4 84},
A, S 534 AUALEFA AL d4Eat)
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Annex 67 : Panel Letter to Eritrea (extracts)

United Nations Nations Unies

HEADQUARTERS » SIEC NEW YORK NY 100!
TEL | =0 212900 4055 « FAX! =1 242 965 2010

UNITED NATIONS SECURITY COUNCIL PANEL OF EXPERTS ESTABLISHED
PURSUANT TO RESOLUTION 1874 (2008)

resrmences SIAC.49/2015/PE/OCB19

YOUR REFERENCE

7 December 2015

Excellency,

I am writing to you with regard to efforts of the Panel of Experts established by
United Nations Security Council resolution 1874 (2009) adopted under Chapeer VI of
the Charter of the United Nations, to gather, examine and analyse information regarding
the implementation of the measnres imposed in relation to the Democratic People’s
Republic of Korea (DPRK) by Security Council resolutions 1718 (2006). 1874 (2009),
2087 (2013) and 2094 (2013), in particular incidents of non-compliance.

The Panel wishes to follow up on its previcus consultation with the Eritrean
Mission to the United Nations in New York conceming its investigation of the reported
provision by the DPRK of military support to Eritrea (for ease of reference, see annexes
1-3 which include the previous correspondence). The Panel is grateful for the cooperation
reczived from your Govemment. In light of the additional information obtained by the
Panel, we wish to ask for further assistance from your Government in obtaining
information as summarized below.

In its previous correspondence, the Panel noted the following reports related to
the DPRK’s possible violations of the resolutions 1718 (2006) and 1874 (2009):

o A May 2011 inspection by an East African Member State of cargo containing
machine tools which may have originated from the DPRK reportedly destined
for an Eritrean Military-related entity, the Eritrean Department of
Governmental Garages ("EDGG”); and

e The 2010 provision of “military and technical suppost™ to Eritrea by a DPRK
entity, the Green Pine Associated Corporation (“Green Pine”). which was
&slgnaed by the 1718 Sanctions Commitiee on 2 May 2012 as the DPRK's
primary arms dealer and main exporter of arms and related materiel, including
military boats (scc annex 4).

His Excellency

Mt Girma Asmerom Tesfay

Permanent Representative of Enitrea
to the United Nations

Fax: (212) 687-3138
Email: general @eritrea-unmission.org
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In this regard, the Panel obtained additional information concerning these
allegations and confirmed that it is consistent with the aforementioned information.

According to the information, Mr. Hak Chol Ri (Korean: 2| E8), the Green
Pine’s President, sent an official invitation letter dated 19 March 2010 to Colonel Woldu
G/Yesus. EDGG's chuef (see annex 5 for a copy of this letier obtained by the Panel). In
this letter, Mr. Ri officially invited an EDGG's delegation to Pyongvang. stating: “We are
planning to receive your delegation for 1-week period during April 2010. We hope that
your visit would be of great importance in starting substaniial co-operation berween wo
sides.”

The Panel obtained further information to corroborate the aforementioned letter,
which is summarized below:

o The EDGG’s delegation visited Pyongyang. DPRK. from 10 to 17 April 2010
(the delegation included the Eritrean nationals Mr. Abraha Ghebresilassie,
Mr. Aman Mohammednur, Mr. Russom Mahare, and Mr. Russom Ghebru):
and

¢ A DPRK national named Mr. Kwang Rim Kim (Korean: Z} 2 &) (date of
birth 11 July 1978) has been poeted in Eritrea since April 2010 as a
representative of Green Pine (also known as Saeing Pi'l Company).

The Panel notes that in June 2009, the Security Council prohibited any transfer
from the DPRK of all arms and related materiel, as well as technical training, advice,
services or assistance related to the provision, manufacture, maintenance or use of such
arms or materiel.’ The Security Council resolutions require Member States to ensure that
all military cooperation with the DPRK complies fully with the measures imposed by the
resolutions.” Therefore, the Panel wishes to confirm the facts surrounding EDGG's
business dealings with Green Pine.

In its efforts to obtaia credible and verifiable information, the Panel would be
grateful for the following:

¢ Information on the cooperation between Green Pine and EDGG, including:

o Time period as to when the two entities started cooperation, and
confirmation as to whether the cooperation was terminated since May
2012 when Green Pine was designated by the 1718 Committee:

o Explanation as to what activities have heen nndertaken between the
two entities since they started business cooperation (e.g. whether
Green Pine supplied spare parts for military boats or related technical
services or training);

! Paragraph 9 of resolution 1874 (2009)
2 Implementation Assistance Notize No. 5, paragraph 11
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Annex 68 : Eritrea Letter to Panel

12-28-1E; 04 :06PM; ;212 123 4667
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Permancat Mission of The State of Eritrea
To the United Nations, New York

The Pennanent Mission of Eritrea o the United Nations presents its complimants
to the Panel of Experts established pursunnt to United Natious Sceurity Council
resolution 1874 (2009) and has the honor to refer to the letter of the later with reference
S/AC.49/2015/PE/OC.819 dated 7 Dzcember 2015.

[n this connection, the Permarent Mission would like to inform the Panel the
Expert that Entrea is a0t engaging with persons and/or entities in violation to the UN
Sccurity Council resolution 1718 (2€06) and 1874 (2009) and designations of thereof.

The Penmanent Mission of Eritrea to the United Nations seizes this oppertuniry to
renew 10 the Panel of Experts established pursuant to United Nations Security Council
resolution 1874 (2009)the assurances of its highest consideration.

Panel of Experts establiched

pursuant to United Nations

Security Council resolution 1874 (2009)
New Yorke NY 10017

800 Sccond Avenue 18th Floor New York, NY 10017 « Tel : (212) 687-3390 « Fax : (212) 687-3138
c-mail : general@critrsavunmission.ory:

Sowurce: The Panel

16-00683
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STRICLY CONFIDENTIAL-"
Annex 69

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 70 : Munitions Factory of Namibia and Mansudae’s construcition projects

A. Excerpts from Namibia’s reply to the Panel

REQUEST FOR ADDITIONAL INFORMATION AND OFFER TO
PROVIDE CLARIFICATION OR AND TECHNICAL SUPPORT IN THE
IMPLEMENTATION OF THE SECURITY COUNCIL RESOLUTIONS
1718 (2006), 1874 (2009), 2087 (2013) AND 2094 (2013), RELATING TO THE
DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA (DPRK)

2. Major Public Construction Projects undertaken by MOP in Namibia
MOP was involved in Lhe construction of the following State  projects:
a) St House;
b) Heroes Acre;
¢) Independence Museum; and
d) Military Academy.
MOP is further sub-contracted by August 26 Holding, a 100% government
owned company to construct the new Headquarters of the Ministry of
Defence. The estimation lor the construction of the Headquarters was about
NS600 million and the project was expected to be completed in 2017/18
[Financial Year.

2 8 Copies of Officiul Contracts Submitted by MOP to Government
Authorities/Ministries including Tenders
The detatled information is heing sourced from stakeholders.

4. Response to the reported Munitions Factory under construction in

Leopard Valley

The project started in 2002 and was completed in 2005, August 26 Holdings
was the main contract and sub-contracted the MOP Company to construct
the factory. The Ammunition Factary in lerms of corporate governance is a
subsidiary of August 26 Holdings which is a 100% government owned. The
main purpese of the Ammunition Fuctory is to produce Small Arms
Amnmunitions of 7.62 mm caliber for own Delence Foree use and the general
markets, The Factory is located in Khomas Region, Windhoek, The Ministry
of Defence has no knowledge of the linkage between MOP Company which
was sub contracted to construct the Ammunition Factory to KOMID.

The official addresses and contact details ol Ammunition Factory:

Ndilimani Pytrotechnics Industries (PTY) LTD
.0, Box 30400
Windhock

Source : The Panel.
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B. Excerpts of Mansudae’s company broucher advertising its construction capability of

military related facilities and activities at the Leopard Valley

I Special Structure (Underground Facilities and bunkers)

Architectural & Technical Services (NAMIBLA)

Nk Bl o 4001 BT Ranpd | NMOP@danniane
Piax s (01 RTIETIE RO AT OLV M, WHE

L

Fax Number: 061 271873

E-mail: nmop@iway.na

MANAGING DIRECTOR: Mr. Kim Tong-Chol
AUDITORS: Grand Namibia

BANKERS: First National Bank

INSURERS: Old Mutual

SPECTRUM OF WORK

Architcctural and Enginecring Designs
Construction
Demolition

M.O.P

Architectural & Technical Services (NAMIBIA)

Tel : (N8} 271992 Laedl 1 NMOPWIwss.an
Fax 1 (UBE) S7IRTA POR : R I2DOLY MPIAWHK

MAJOR HIGH PROFILE PROJECTS
New State House (Office of President) 2006

Luiperds Valley Research Centre (Ministry of Defense) 2010
Extension of Leopards Valley Phase IT (Ministry of Defense) 2010

New Independence Memorial Museum (Ministry of Works and Transport) 2011

Source: The Panel.
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Annex 71 : Satellite Imagery showing construction activities at Leopard Valley Base

Satellite imageryv of November 2009

Source: Google Earth.
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Annex 72 : Ammunition trade recorded in UN Comtrade database

The Panel has examined accredited international organizations™ databases to identify all
possible reported “arms and related materiel” transactions to and from the DPRK. These
databases maintain transaction records based on reporting by Member States. through the
Harmonized System (HS) code. Although the prohibited items do not have the exact
corresponding identifiers in the HS code. the Panel utilized chapter 93 of the HS. “Arms and
ammunition, parts and accessories thereof ', and 8710 “tanks and other armored fighting
vehicles”, to identify possible arms and related materiel transfer (see the below table). To
ensure the accuracy of transaction records, the Panel cross-checked the databases.

The Panel also noted the definition of “small arms and light weapons™ adopted by International
Small Amms Control Standards (ISACS) provided by the UN Coordinating Action on Small
Arms (CASA) 1n June 2015. Based on this definition, the Panel examined the transactions of HS
code 9301, 9302, 9303 and 9306, which are consistent with the definition.”> The Panel also
confirmed with the WCO that all parts of chapter 93, from 9301 to 9307 cover small arms and
light weapons.

HS Description

Code

9301 Military weapons, other than revolvers, pistols and the arms of heading 93.07.

9301.10 Artillery weapons (for example, guns, howitzers and mortars)

9301.20 Rocket launchers: flame-throwers: grenade launchers: torpedo tubes and similar
projectors

9302 Revolvers and pistols. other than those of heading 93.03 or 93.04.

9303 Other firearms and similar devices which operate by the firing of an explosive
charge (for example. sporting shotguns and nifles. muzzle-loading firearms. Very
pistols and other devices designed to project only signal flares, pistols and
revolvers for finng blank ammunition. captive-bolt humane killers, line-throwing

930310 guns).

930320 Muzzle-loading firearms

930330 Other sporting, hunting or target-shooting shotguns, including combination
shotgun-rifles
Other sporting, hunting or target-shooting rifles

12 According to definition adopted by International Small Arms Control Standards (ISACS) provided by UN
Coordinating Action on Small Arms (CASA) in June 2015, small arm is any man-portable lethal weapon
designed for individual use that expels or launches, 1s designed to expel or launch, or may be readily converted
to expel or launch a shot, bullet or projectile by the action of an explosive. It includes, inter alia, revolvers and
self-loading pistols, nifles and carbines, sub-machine guns, assault rifles and light machine guns, as well as
their parts, components and ammunition, but excludes antique small arms and their replicas. And, light weapon
15 any man-portable lethal weapon designed for use by two or three persons serving as a crew (although some
may be carnied and used by a single person) that expels or launches, i1s designed to expel or launch, or may be
readily converted to expel or launch a shot, bullet or projectile by the action of an explosive, which includes,
mter alia, heavy machine guns, hand-held under-barrel and mounted grenade launchers, portable anti-aircraft
guns, portable anti-tank guns, recoilless rifles, portable launchers of anti- tank mussile and rocket systems,
portable launchers of anti-aircraft mussile systems. and mortars of a caliber of less than 100 milli-metres. as
well as their parts. components and ammunition.
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9304

9305

9306

9307

8710

Through its mnvestigative work. the Panel identified transaction records of items that may be
considered to fall within the category of “arms and related materiel” between Member States and

Other arms (for example, spring, air or gas guns and pistols. truncheons). excluding
those of heading 93.07.

Parts and accessories of articles of headings 93.01 to 93.04.

Bombs. grenades. torpedoes. mines. missiles and similar munitions of war and parts
thereof; cartridges and other ammunition and projectiles and parts thereof,
including shot and cartndge wads.

Swords, cutlasses. bayonets, lances and similar arms and parts thereof and
scabbards and sheaths therefor.

Tanks and other armored fighting vehicle. motorised, and parts of such vehicles.

the Democratic People’s Republic of Korea. The summary of its findings are as follows:

Country Year HS Export/Import Amount (US $)
Code
Antigua and 2009 9305 Import 619
Barbuda
Bahrain 2011 8710 Import 517
Chile 2011 9304 Import 156
2009 9306 Export 54,754
2010 9306 Export 38,675
China 2012 9304 Export 13.429
9306 Export 29,717
2014 9306 Export 50.000
2009 9306 Import 3.381.264
Colombia 2010 14,040
2011 22,400
Egypt 2009 9303 Import 917
Fij1 2011 9301 Import 37.570
India 2012 9305 Export 303.706
New Caledonia 2010 9304 Import 4.624
9305 106
Paraguay 2013 9306 Import 273,781
Qatar 2011 9303 Import 47.000
Saudi Arabia 2007 8710 Import 323,155
2008 9306 Export 407,997
2012 9302 21,787
Switzerland 9303 44 632
9304 40,950
9305 76,642
Thailand 2008 9306 Import 13,630
2009 117.207
Zimbabwe 2011 9303 Export 600
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The Panel decided to conduct its investigation into the repetitive transactions valued at USD
$1000 or more."” The Panel’s mvestigation mainly focused on substantial “arms and related
materiel” transactions with the Democratic People’s Republic of Korea since 2006, when
resolution 1718 (2006) was adopted by Secunty Council.

The Panel noted that it had previously conducted investigations into two of these cases. Tt sent
out eight additional letters to Member States. Three Member States including Fiji. Paraguay.
Qatar replied that clerical or printing errors were made by their respective reporting agencies,
and provided supporting documents including contracts or customs declarations. They claimed
that part of the arms transactions with the Republic of Korea had erroneously been attributed to
the Democratic People’s Republic of Korea. The Panel confirmed that items listed in the
supporting documents were in line with the items mustakenly reported to have been acquired
from the country. although all the particulars of the reported items could not be verified

independently.

Two Member States, including China, confirmed that they exported the items of the HS code 93
category to the Democratic People’s Republic of Korea, but stated that those items were only for
civiian purposes. such as competitions and hunting. One Member State also viewed that
sporting and air guns and pistols did not fall into the category of small arms and light weapons.
Thailand, Saudi Arabia and New Caledonia have not replied to the Panel’s inquiries as yet.
Thailand explained in its reply to the Panel that the relevant government agencies were requested
to supply further detailed information, but these processes may require long amounts of time and
involve personnel who may have since been reassigned. The Panel 1s waiting for replies from
States concemed including Thailand.

L Single transactions valued at less than $1000 were consistently found to be antique small arms or their
replicas for souvenir, which are excluded from the definition of small arms and light weapons.
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Annex 73 : Uganda Letter to Panel

PERMANENT MISSION OF THE REPUBLIC OF UGANDA TO THE UNITED NATIONS

UGANDA HOUSE
336 EAST 45" STREET
NFWVORK N.V 14017

e e Ted- (112} 3460210
DUA REFERENCE UN/IG/1A Fax: (212) 6874515
fOLR REFERENCE Emak: umsadaanmi@us int
December 4, 2015
‘The Coordinator
Panel of Experts pursuant to
Security Council Resolution 1874 (2009)
NEWYORK

UGANDA - DPRK COOPERATION IN POLICE AND MILITARY TRAINNING

Reference is made to your letter ref. S/AC.49/2015/PF/0C. 769 dated 10 November, 2015 requesting
for information regarding cooperation between the DPRK and Uganda in Police and Military training.
You also refer to previous communication on the same subject and request for a response within one
month, that’s 1o say, before December 10, 2015,

In your letters dated 31 March 2015, 29® May 2015, 24™ July 2015, 30™ September 2015 and 10™
November 2015, it is stated that the training in Kabalye, Butiaba and Wantebo constituted a potential
violation of paragraph ¢ of resclution 1874(2009) which prohibits the DPRK fiom exporting
technical rraining, advice, services or assistance related to the provision, manufacture, maintenance or
use of all arms ot refated material.

In addition, you also raise the following issues:

i) Whether the training at Kabalye, Butiaba and Wantebo was still ongoing?

it) What is the type of tmining and advisory services that have been given or are being given by
these individuals?

i) What are the names, ranks and afﬁliations/of all DPRK nationals responsible for this training?

Uganda’s response to the issues raised is as follows:-

1) Uganda’s understanding of the overaiching objective of the sanctions imposed upon the
DPRK is non-proliferation of nuclear weapons and other wegpons of mass destruction as
outlined in paragraph 8 in particular sections (a). (b), (¢) and (&) of Security Council
resolution 1718 (2006).

2) Following the imposition of further sanctions on the DPRK in its resolution 1874 (2009) the
N\ ._Security Council escalated sanctions in resolution 1718 (2006), paragraph (8) mentioned
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3)

4)

5)

6)

7)

8)

9)

above to include *....all arms and related material as well as to financial transactions,
technical training, advise, services or assistance related to the provision, manufacture or use of
such arms or material”, as outlined in paragraph (9) of resolution 1874 (2009).

Uganda’s understanding of the resolution when read together with paragraph 8 (b) of
resolution 1718 (2006), is that the prohibited training and provision of technical advice is only
Jimited to arms and equipment procured from the DPRK. Therefore, Uganda reiterates the
earlier position that in promoting mutual cooperation with DPRK, no arms or equipment have
been purchased by or supplied to the Uganda Police Force by DPRK.

Whether the trainings were still going on at the said training centers. Indeed, the training is
ongoing at Wantebo, as in Butiaba. The following trainings have been or are being conducted:

i) Martial arts training;

ii) Marine rescue training:

iii) Paramedical training;

iv) Construction engineering; and

v) Security and technical trainings for Uganda Police Special Force, Criminal Investigations
and Intelligence Department (CIID), and Forensics.

It is also emphasized that the training weapons and materials are property of the training
centers not supplied by DPRK.

The training courses were designed in accordance with a jointly prepared training plan and
syllabus.

The information requested for bullet (i) of the Panel’s letter of September 30, 2015 that is to
say, “the names of those DPRK individuals™ is attached in Annex I.

Investigations regarding a DPRK national, one Ryong Kang, reportedly linked to a designated
entity, and who is alleged to have travelled to and from Uganda. are still being carried out.
When the investigations are concluded, the requested information will be availed.

Uganda’s understanding is therefore that the cooperation agreement for training of the police,
and occasionally extended to the military, does not violate Security Council resolutions on
DPRK.

Uganda remains open to engaging with the Panel of Experts and the Security Council Committee on
DPRK in case of any areas requiring further clarification.

o\

Richard Nduhuura (Dr.)
PERMANENT REPRESENTATIVE
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Security Instructors for Field Force Unit (19)

Ne Name Position

1 Pang Yong Bin | Head of Security Team

2 Jon Yong Chan Shooting Instructor

3 Han Yong Ho Martial Art Instructor

4 Jang Kyong 1l Operation Tactics

5 Kang Yong Min Anti-Terror Expert

6 Pak Chon Bok Shooting Instructor

k‘l Choe Yong Chol Opcrath;n Tacﬁw

8 Kim Sang Phil Shooting Instructor

9 Kim Kwang Song M:m::l Art

10 Kim Jin Hyok Community Policing

11 Kang Yong Chol Martial Art

12 Kim Sok Chol Anti-Terror Expert

13 Choe Won Hyok Martial Art
_14_-——Igim Kwang lil Anti-Terror Expert

15 Jong Tong 11 Aunti-Tetroe Expert

16 | Kang Chol Song Martial Art

17 Kim Kwang Chol Shooting

18 Kang Ho Shooting

19 { Choe Myong Chol Shooting

Annex |
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- Instructors for Police Marine(4)
Ne Name Unit
| RIKWANG SU Navigation
2 JANG CHOL | Martial Art/Shooting |
3 Jong Un Guk | Diving 1
4 Ri ;I‘;ng Hyok Swimming/Interpreter }
Instructors for Police Training School(5)
Ne Name Unit
1 | RO KWANG CHOIH,- . Maﬁial Art
2 Kim Myong Na[n Martial Art
3 Jo Kwang Song Martial Art
_4——P_ak Chung Il,v_ Shooting
5 KIM HAK CHOL Shooting
Instructors for Forensic and Investigation(S)
Ne Name Position
1 Pak Sung IL Forensic
2 I PIN MYONG CIIOL ‘ Forensic
3 Choe Kwang Jin. | Investigation Tactics
4 Choe Jong Sik Investigation Tactics
5 Jong Yong Rim Investigation Tactics
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- Construction Team(8)
Ne Name Position
1 Pak Kwan IL Architect
2 Ri Ki Won Carpenter
3 Ryu Yong IL, Plaster
) Pak Kil Nam Steel—Fixer
5 Ri Sang Gi Welder
_6 B l;ak Jin Hyok Carpeme;- ..... ~1
7 Jang In Chol Plaster
8 Kim Tae San Plaster
- Taekwondo Instructors(2)
%l Ne Name Position
1 Kim Se In Taekwondo Instructor
2 Pak Song Su Taekwondo Instructor
- Paramedics Team(2
Ne Name Position
1 { Ri Ki Sung Paramedical Doctor
gibq _ 2 i Han Song Gyu Paramedical Doct-(;;w—

Source: Permanent Mission of Uganda to the United Nations.
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Annex 74 : Viet Nam’s People’s Police Academy website reporting the training

)| @ http://www.hvesnd.eduvn/en/Acedemy/International-Cooperation/167/3241/North-Korean-experts-train-Vietnamese-police. aspx
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Korea’s Ministry of People’s Security have
completed a four-month training course for 98
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across Vietnam.

The course, which ended in a closing ceremony held yesterday in the barracks of Task
Force Battalion No. 2 in Ho Chi Minh City’s District 9, is part of a cooperation program
between the DPRK Ministry of People’s Security and the Vietnamese Ministry of Public
Security.

| During the course, which lasted from November 2012 to March 2013 under the

coordination of the battalion, North Korean experts taught trainees in military knowledge
and martial arts.

The trainees belong to the police units in 63 provinces and cities and a number of units
under the Ministry of Public Security and the High Command of Mobile Police.
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Annex 75 : Explanation note on the sanction measures concerning the provision of
technical assistance or services related to all arms and related materiel

Pursuant to paragraph 9 of resolution 1874 (2009) superseding paragraph 8 (b) of resolution 1718 (2006).
all Member States are prolubited from procunng “all arms and related materiel” and transfernng from
the Democratic People’'s Republic of Korea of “technical tramning. advice. services or assistance related to
the provision, manufacture. maintenance or use (hereafter “assistance™)” of “such arms or matenel”.

Some Member States mnterpret that the phrase “such arms or materiel” refers only to “all arms and
related materiel” that were “procured from the DPRK™. Thus, in their mnterpretations, the resolutions
do not prohibit the provision by the Democratic People’s Republic of Korea of assistance related to arms

and related material as long as they were not procured from this country.

Paragraph 8 (c) of resolution 1718 (2006) also refers to simular measures: all Member States are
prohibited from transferning from the DPRK of assistance related to certain arms and related matenel 1n

subparagraphs 8 (a) (1) of the same resolution. In their interpretation. the items referred to in this
paragraph were not superseded by “all arms and related materiel” in resolution 1874 (2009)." Therefore.
to them. these measures do not prohibit the provision by the Democratic People’s Republic of Korea of
assistance related to arms and related material as long as they were not procured from this country.

In this regard, the Panel notes that the Secunty Council has already reaffirmed in paragraph 7 of
resolution 2094 (2013) that the measures imposed by paragraph 8 (c) of resolution 1718 (2006) applies to
“items prohibited by the resolutions”, which include all arms and related mateniel."” The Panel funher

notes that the Security Council has used the terms “reaffirms”. as opposed to “decides”, “requests”.

“calls upon”, which indicates that this provision is intended to provide reaffirmation of its intent regarding

the measures already imposed by resolutions 1718 (2006) and 1874 (2009).

In addition, the aforementioned conditional interpretation by some Member States contams a
contradiction when applied to the sanction measures prohibiting the provision to or from the Democranc
People’s Republic of Korea of assistance related to nuclear- or ballistic missile-related items.'® According
to such interpretation, these sanction measures would not prohibit the provision to or from
Democratic People’s Republic of Korea of assistance related to foreign-sourced items. Such
interpretation contradicts the objectives of the UN sanction measures which demands the Democratic
People’s Republic of Korea to abandon all its ballistic nussile- and nuclear programmes (paragraphs 6
and 7 of resolution 1874 (2006)).

Therefore, the Panel considers that the measures of paragraph 8(c) of resolution 1718(2006) should apply
to all arms and related materiel without any condition. as reaffirmed by paragraph 7 of resolution 2094
(2013).

' Resolution 1874 (2009) has no paragraph that explicitly supersedes paragraph 8 (c) of resolution 1718
(2006).
'3 All items prohibited by paragraphs 8 (a) (i) and (ii) of resolution 1718 (2006) and paragraphs 9 and 10 of
resoluuon 1874 (2009).

Paramphs 8 (a) (1) and (b) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009).
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Annex 76 : Report of investigation into limousine conversions exported from the United
States to the Democratic Peaples’ Republic of Korea

The Panel previously reported on four Mercedes Benz S-600 limousine conversions observed
during several military parades in Pyongyang on 15 Apnl 2012, 2013 and 2014, that could
constitute a violation of paragraph 8 (a) (i11) of resolution 1718 (2006).

The Panel has investigated the chain of custody of the vehicles from their origin in Europe. to
their armored customization in the United States (Ports of New Jersey and Long Beach) to an
intermediate delivery point at the Port of Dalian, China. The ultimate consignee in the
Democratic People’s Republic of Korea has not yet been identified.

United States authorities stated that no export licence was required for the export of the vehicles
to China. but that a licence would have been required for their transfer to the Democratic
People’s Republic of Korea. the final destination country. The United States also stated that an
export licence would have been required “if any party mnvolved in the transaction™ appeared on
any lists related to export control and unilateral sanctions measures maintained by the United
States (see Annex 66).

As part of its investigation, the Panel identified a number of individuals, entities, transfer
inconsistencies, and a false declaration. which indicate that when the vehicles were exported
from the United States to China, the Democratic People’s Republic of Korea was already the
intended destination.

The Panel has identified the organizer and financier of the various shipments as Yunong Ma. a
Chinese businessman whose English name 1s George Ma. One of Mr. Ma's companies, Seajet
International. has been idenitified in previous Panel reports as an overseas agent of the state
airline of the Democratic People’s Republic of Korea, Air Koryo. Moreover, Mr. Ma 1s under a
separate Panel investigation because the role of another of his companies in an air shipment of
arms and related materiel from the Democratic People’s Republic of Korea

Transfer inconsistencies indicate that George Ma was likely aware that the Democratic People’s
Republic of Korea was the ultimate end user prior to the vehicle’s departure from the United
States include the issuance of mnstructions by Seajet to the United States-based freight-forwarder
to list in United States documentation various Chinese buyers as responsible for the shipments.
Several of these shipping documents were made available to United States authorities and carried
an export liability waming. For example. Mr. Ma 1ssued instructions to a United States company
that shipping documents must name the financially responsible party (consignee) as his offshore
company. ZM Intemational Ltd, registered in Hong Kong (See Annexes 67.68.69)

The Panel obtained documentation showing that ZM International Ltd indirectly acquired the
armored Mercedes vehicles by transferring funds to a United States freight forwarder to purchase
the vehicles on its behalf (Annex 71). The transfer of $375,705 to the freight forwarder on 29
December 2010 lists as its originator “ZM International Company Ltd™ which shares an address
with Seajet. No such company exists m the China business registry. Seajet also instructed the
United States freight-forwarder to purchase Shipper’s Own Containers to transport the vehicles.
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Shipper-owned containers generally ensure a greater degree of anonymuty than those owned and
monitored by global shipping carriers (See annex 72).1'

A Seajet email of April 2010 also made reference to an unspecified “customer” when the
armoured limousines were held by United States customs, delaying their shipment to China (See
annex 73).

In other shipping documents, Seajet instructed a United States company to name the consignee
as Liaoning Danxing Intemnational Forwarding Co., a major Chinese logistics company that
describes itself on its website as a Democratic People’s Republic of Korea shipping agency
which established the first container shipping line between Dalian and Nampo 1n March 2000
(Annex 69. 70). Liaoning Danxing has not responded to any of the Panel’s requests for
information.

George Ma instructed the U.S freight-forwarder to falsely declare to the carrier that the Mercedes
batteries had been disconnected. against warnings by the United States company of the liability
and penalties associated with such a false declaration given shipping safety regulations requiring
that batteries be disconnected for shipping. These instructions were given after George Ma had
been informed that any authonzed Mercedes dealership could reconnect the batteries. (See annex
74) While there are many authorized Mercedes dealerships in the People’s Republic of China.
there are none in the Democratic People’s Republic of Korea.

175/2014/394, para. 64. Shipper owned containers allow the shipper to avoid the possibility of their containers
being tracked across the globe using commercially available databases. See Griffiths. H.. Jenks. M., “Maritime
Transport and Destablizing Commodity Flows™. SIPRI Policy Paper No.32, 2012, p.30.

% <One day in the life of Democratic People’s Republic of Korea shipping agency”,

http://www.danxing cn/En/ChaoXianChuanDaiGonGZuoZheDeY1GeGonGZuoRi-8 html.

201/303



S/2016/157

In October 2014, Oflice of Export Enforcement (OEE) opened an investigation into the export of
cerlain armored vehicles to the Democratic People's Republic of Korea (DPRK). The
investigation was predicated upon information from the United Nations, which identified two
armored 2010 Mercedes Benz S600 sedans in use by the DPRK military and alleged to he
previously owned and armored by U.S. Company | (USC1}).

OEE identified two additional Mercedes Benz S600 sedans owned and armored by USCI1. All
four vehicles were purchased from USCI by a freight forwarder, U.S. Company 2 (USC2). ULS.
Person 1 (USP1), an employee of UUSC2, served as LJSC17s client. The vehicles were exported in

three shipments,
The four armored 2010 Mercedes Benz S600 sedans are identified as foliows:
1. Two vehicles from USCI orders 4795 and 4796 were exported on May 12, 2010.
[Exhibit 1-2]
2. Vehicle from USC1 order 4827 was exported on October 27, 2010. [Exhibit 3]

3. Vehicle from USC1 order 4828 was exported on January 14, 2011. [Exhibit 4]

All of the vehicles were listed as destined for China, and ZM International Company Lid in
Hong Kong was listed as the ultimate consignee. ZM is owned by Ma Yunong (aka George MA),
who also owns Scajet Company Limited (Scajet) in China. [Exhibit 5}

The shipping documents and correspondence provided by USC2 reveal the coordination between
USC2 and Seujet personnel including Ma Yunong. Seajet personnel directed the shipments to
Lianoning Danxing International Forwarding Co., Ltd. In Dalian, China. [Exhibits 9-11]

According 1o BIS License Determinations, the vehicles are classified under EARY9, BIS licenses
were not required for the vehicles' export to Ching, but BIS licenses would have been required
for the vehicles' export or reexport to the DPRK. [Exhibit 12]

Investigation is therefore ongoing to identify details of the vehicles' alleged transshipment or
reexport from China to the DPRK.

Source: Permanent Mission of the United States to the United Nations.

202/303 16-00683



S/2016/157

Annex 77 : United States Department of Commerce note

UNITED STATES DEPARTMENT OF COMMERCE
BUREAU OF INDUSTRY AND SECURITY
WASHINGTON, D.C. 20230

License Datermination
E1007672

Daie of Complation:
March 12, 2015

Witness(es): Tachnical;

Foreign Folicy,
Commodity Description: 2010 Mercedes-Benz S800 armored by-
Manufacturor: Mercadss-Banz (annoring by*
Requested Start/End Dates: January 01, 2010 - Juns 01, 2012

intermediate Countiles: China
Destination Country: Korea Democratic People Republic Of

Determination Details

Stari Date: January 01, 2010 End Date: June 01. 2012

BIS Liconse Required: Yes

ECCN: EARS9

Reason(s) for Control: N/A

Policy Text:

Based on the information provided with this reguest, the Bursau of Indusiry and Securdiy
BI8) has deiermined that the 2010 Mercadas-Benz $600 sedan with armoring by
classified as EAR99, From January 1, 2010 to Juna
1, 2012, a BIS license was required under Section 746.4 of the Export Administration
Regulations (EAR) (15 C.F.R. Par: 730 et seq.) for the export or reaxport to Norih Korea

of iterns classified as EARSY, During the specified time period, license applications for the
expor or regxport to North Kerea of an item classified as EAR9I9 would have been reviawed
ursuant to the licensing policy set forth in Section 746.4 of the EAR.

egarqiass o ns e : E ] It 2ny party Involved
in the transaclion appears on the Entity List (Supplement No. 4 to Part 744 of the EAR), the
Denied Persons List, or the Specially Designated Nationals and Blocked Persons List A
consclidated screening list is available at hiip://www.expori gowWECR/eg_main_023148.asp
Furthar, a BIS licanse is required to export or reaxport an item subject to tha EAR, even
wiien ong would not otherwise be necessary, if an exporter or reexporier knows, has reason
{0 know, or Is othenwise individually Informed by the Deputy Assistant Secretary for Export
Administration with respect 1o & specific transaction, that the itam will be usad in activitias
related to nuciear, chemical, or biciegical weapons ¢r missile dalivery systems as dafined in
Part 744 of the EAR.

Pagetor2

Source: United States Department of Commerce.
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Annex 78 : Instructions from Seajet

Page 1 of 6

From: [Yseajot com.cn)
Sent: ednesday, Aprd 14, 2010 11:27 PM
To:
Cc:

Subject: HH: ¥ 2 xS600

Doar

Pls arrange telex released B/ and umauar-LDann’-o 2s cnoe on L'Bl‘\

Liacning Danxing Intermational Forwarding Co. Lid
Room A1609-A1612 Mingshl Intemational Bulding
No30 Wawy Road Zhongshan District Dalan,China
Postcode: 116001

FAX: 8641130887711

Issue ZM as cnee on HEBL

ZM international Company Limited e
4/F Enterprise Bidg. 228-238 Quoen's Road Central Hong Kong

Pre-sdert should be send before vessel deparied, 30 83 we could arange insurance timely

Thanks in advance!
ity unclear pls let me know!

B/rgds
#S‘x;:vl visor- Logistics
Seajet Company Limited

B-804, SOHO New Town,

88 Jianguo Road, Chaoyang District,

Beijing 100022 P.R.China

Tel: +86-10-85803334 ext 708
Fax:+86~-10-85803052 ext 708;+86-10-85803051
E-mail: [J®sceiet. com cn

http://www. seajet, coa. ¢n

- please keep me posted for the name of trucking company
who will send me the original MSO & when?

morning George Jplease provide mbl & hbl instruction asap.

ths.
Best Regards

Source: The Panel.
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Annex 79 : Documents created according to Seajet instructions

_BILL OF LADING
[ —

& LOPONT ROTERENGES.

hr Dote
ks xy=rarp T FOMMARCING AGEINT (e d Sckiwat - relaeences)
PANY LIMITED
CENTRAL
A PONT (STATE) OF OFaiN OA FTZ ARER o —
© NOTIFY PARTYINTEPRLOLUE T CONBRIVIT fisne snd acessy onet \]1}_ LT "I'NJ-" TN
v 0 i
E AS CNEE DANYX AT IONAL
A16Q9-A16
BUIL
SHAN DISY

T2 TR CAIRACE BY T3 PUACE OF TCERT BT POV CARPEN

I OB B

VI PUACE OF DELAVGRY W7 G CRIvein

Vha CONTAMIWIED (Vi aodg)
1
43 :
J
ARATTE AND VAT AT CEDCAFTION OF COMMOOITES o o D ool ‘ 24
OF RGeS
on % o N
- X Ao TRIRT
S0C 2010 MERCE £O0

e " LAy . = o X
NG EXTAA FROOHT A CANIIITS LANTANIONS OF LABILTY
L CUNGES, WEXGHTS ANDOA MEASUREMINTS

BURACT 1O COMSCTION AW COULLCT

COLLECT

Pocsivad by Covier e shpment Dy cosen vestsl Sitwotn foft of Kudhg and ot of dushegn
M e AR I Seniueeerd o pro<oeTge T Slice of MOUGt et oncasiege S plece
= v O eheary whwen hated dove, B guods a8 Spadilal shes I aoparaed Giod eebes sed comdthon
ARRANGED s charaies wmed. The goods 13 e SWivand W B0 300w Tenduned Dort o dhbans w
plan o delvern whichwesr & sppioeiie, sebeet Wean 5 e seeptons, Belaton, SoOaEee
Sl Barin bl A e B e Wil head, o SRR T TRGDeT Sndtx Consigree Bgee %
Scceping P 28 i Ladeg

B WITNEDS VENECH Sune 00 ogiud Bl of Lufing fesen beas SO, fer siessins siised

S RSO T

GRMD T

Source: The Panel.
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Annex 80 : Other documents created according to Seajet instructions

P PROFORMA

PONRY TO PORT OR COMUINED TRANSFORT UL OF LADING
V. Shppw Taerl Narv ATOwEE W8 Faaned sk Bosling Ne, Ll [

B002761990

pon Relererces

Fr— [T T ————— :‘::::: AGWE el

LINONING DANXING INTERNATIONAL
FORWARDING CO LTD ROOM Al609-Al612
MINGSHI INTERNATIONAL BUILDING
NO.30 WUWU ROAD ZHONGSHAN DIST ——

Pant srst Cowrwry ol On
DALIAN CHINA =
CA, US.A,
3, Natity Paivy  mewt Name Ad@eis s Manat ve LI e S N;:-_-:); Amo Nasiy Parrpraweng b et wee

SAME AS CONSIGNEE

A Comiennd Transpan* FoCarhge 5y 5. Combrad Tranipent*  Flaae o Reseps
LONG BEACH
“F Ucoan Yeasd vay. N 7. Fori ol Losdmng Trvie Canv e M, Temmadry Coae
LONG BEACH L
R Peve i Decharge % Cantined Tiwwmpwi® Mece o Deinery Yo ol M vement N -
DALIAN / FCL / FCL CY (.'Y
C':'n::; 7‘:“ M. m-'"'i‘";:- Dwscrpuion o Geads 1l Dingerous Gaods, Ses Cleuse 20) Guee Wogre l«‘wtm
AESS 2 |1X40' "SOCY"CONTAINER SLAC. : 5616. 000KGS 33.0500C8BM
X20100422054279 UNITS |2 UNITS 12381.000LBS 1167 . 130CFT

2010 )ERE'BDEB-BENZ 85600

FREIGHT PREPAID

"SHIPPERS LOAD,
THESE COMMODITIES,
FROM THE UNITED STN
ADMINISTRATION R
1S PROHIBITED.

f OR SOFTWARE WERE EXPORTED
S IN ACCORDANCE WITH THE EXPORT
TIONS. DIVERSION CONTRARY TO U.S. LAW

OKOU7215838 /157243%8 / 2 UNITS /FCL / FCL /40GP/S5,616|00 KG
_;{-9-?4 Carge Value US4 o= Owsaripthum ol Contanis M Bnpper’s Uie Onty INse pant of Th A Cominet

N e s 7 ot e Pashoges [n wwdl gAY ONE CONTAINER TOTAL

1" Tewighi & Crasges [P erie Torn Rree P Avesra reoe Wi < Poohghs & Coergon Puyeide o4 /by
LAN10002 1100.00 [1/400GP UsD 1,100.00 PPD

BUNXER CHARGE 525.00 1/40GP _Ush 525.00 PPD

CARRIER SECURI 6.00 1/40G9 usD 6.00 |[PPD

ORIGIN DOC FERE 50.00 1.000 OUsD 50.00 Py

Rocolved In mctoenal sppaient good order and condition oxcept otharwios noted.  The el numbed of the

pechages o uits sttfed in the container, the Woth-pm-uwmw-mmul-oo Duie Losen on Soers 12 MAY 2010
Lading e famished by the morchanie, and whikh the carie has no ressonstio means of chacking and Is rot 3| Ggned by

port of thie Blls of Loding contract.  The cwriee hes oucd } _ original e of Lading. af of this tenor and date,

one of the origined Bl of Lading must be surrendered sod o signed sgainet e delivery of the shigment

wivd whwewopan aivy other original Dits of Lading shell be void. The merchants agree 1o be bound by the 1erms and

conditions of this BNl of Lading as i sach had parsonally signed tis Ml of Lading.

* Apphisabis Only When Documwnt Used 3e & Combined Transpen BB of Ladng. MNCERT

SB06 Dato of leywe 12 MAY 2010 Piace of lssus LOS ANGELES mmm-c.mor,_

Source: The Panel.
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Annex 81 : Liaoning Danxing website page describing itself as first container shipping
line between Dalian, China and Nampo, Democratic People’s Republic of Korea

a?n*‘( Cont: Talent

WWW.DANXING.CN

News Network Message About Us

TEL:0411-3988 7788
0411-8586 5588

E?H% LIAONING DANXING

Time: 2010.05. 30 News Sources: Toay Liv Views: 527
@ rreduct C ews C Dom Liaoning Danxing Int'l Forwarding Co.Ltd is a Grade-A int'l forwarding company autherized by China Ministry of
Commerce .Company's headoffice is in Dalian -the important port city in Northern China.it's established in 1996 with
O registery fund RMB5,000,000.00.,its services conver wide transportation field,including sea-freight,land-freight,air-

freight, courier,int'l combined transportation business as details as Cargo
collection,bocking ,chartering,stowage,delivery,customs clearence ,authorized int'l shipping agency .we have

concentrated on Market Development,Network Completion,Quality Improval since the fundation, we provide the

modern logistics service to customers based on super team and professional attitude,with Economic,Security and Fast

Usernane:

=

Password:

We 're the First one in China to open the container shipping line between Dalian and Nampo/DPRK in March,2000.i

w

© Register @ Forgot Your Fass regular line and weekly voyage,accepts cargo in/out to DPRK,including export cargo from China to DPRK and int'l

P a5 ? R .

We have sufficent experience in railway/truck transportation to inland city in DRPK via borders as
Dandeng/Sinuiju,Ji'an/Mampe,Changbai/Hyesan, Tumen/Namyang .

Since its foundation in 1995, Li2oning Danxing Int’l Forwarding Co,.Ltd has been dedicateed to providing

sophisticated and worldwide logistic solution. We focus on customers’needs and offer tailored logistic services, We
offers services to customers that enable them to better manage their supply chain. Quality- the most import point in
Danxing corporate culture-ensures cur market success and makes our customers fans of Danxing services. With more
than 15 yeares experience in China,Danxing is equipped with 2 team of specialists familiar with the market

requirements and knowing how to combine international service standards with the real practice in the country .

We cover most of the areas in China by sea ,and air road and train transport service with our own offices and reliable
partners, Our customers of different industry sectors such as automotive ,petroleum,industry automation and
telecommunication are our word-of-mouth recommendation. Today we hold a major share in China freight forwarding

market providing our services to various private, enterprise, government and semi-government organizations,

Our dedicated and professionzl staffs at Dalian HO and at all ICDs in China are available 24 hours 2 day and 7 days 2

week to cater your requirements regarding international freight forwarding & shipping in China.

Jeince bngw bnrw inge ew inge e e nge b bagw e v nge e hew e bnge e Inge v nge g e e e e nge v e inge g e e e inge b v nge e e v v inge e v e nge eI e nge g inge I nge eI b e e inge g e nge e b e v inge g e e e e e v nge g e e e

Products | Domlsed | Advizory | Other Info | Gusstbosk | Abous U5 | wive |

Heze | Culture | New: |

Source: The Panel.
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Annex 82 : Indirect payments for armoured limousines to U.S-based freight forwarder by

ZM International (owned by George Ma, registered in Hong Kong)

Wire Transfer Detall Report
— - - A\ﬁ!l\ '\720 9

v:u , hk\vm) on D.-,, o,.\g

Currency. USC

Dank
Ac,w” -
Process —— —

Credit Date Wire Service

Wi Asouct, Time Wirs Detall Status
3474081 ] 010772010 From: FEDWIRE = - T — i
0841 AMCY oar .
'M INTERNATIONAL COMPANY LIMITEL ,"“"‘/ SERJET _ +22.7r 2
) ’ | ol xS/

Comesponding Ban

. ’
8 R - )
Wire Service Retersnce Nurnber TN ¥ jf 14 2 ."_?,‘ 74
Wells Message Numbe- 3 :
PC Reforence/Confirmation Number Sy =

l\‘ﬁf”’ 010772010

...J .Ja ° Wire Service Status
Wire Amoun Z Wire Detall
441 . v V10 From: FEDWIRE
AN S

IM INTERKRATIONA MPANY MITEL
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Credit Oate Wire Service
W - Time Wire Detall
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e T

IV INTERNATIONAL COMPANY LUMITED
OMO NEW TOWN 54

RO CHAQYANG Dis T

~INA

Source: The Panel.
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Annex 83 : Email requests by George Ma for Shipper Owned Containers (SOC)

From: George Ma [mailto:george.ma@seajet.com.cn)
Sent: Wednesday, April 07, 2010 7:00 PM

To:

Cc:

Subject: ¥ ¥ 2 x S600

Dear Mandy,
Tks for your belew infm and pis buy used container accordingly. Meanwhile can you arrange the survey of

4/20/2010

Page 4 of 5

the car by certified vehicle inspector as you did the last time?
B/rgds
George

BIEA:
BRREM: 201044 ABH 8:21
&ﬂ : ' Gaor N

——

see below SOC 40' cylcy rate (net/net cost) from LGB to Dalian for 2 units of S600.

Source: The Panel.
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Annex 84 : Seajet employee Henry references unspecified customer when armoured
limousines held by United States Customs

From:

Thursday, April 29, 201

Sent:

ce:

Subject: Re:RE: LOADING pics booking: 8002761990

o [

Thank you very much for your clarification!

Meanwhile, could you pls advise the reason why customs held this container so as we could explain the
delay to customer accordingly.

Thanks and nice weekend! -

Best Reagards,

Henry

Source: The Panel.
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Annex 85 : George Ma instructs U.S freight forwarder to make false declaration in
documents for Carrier

From: George Ma [mailto:george.ma@seajet.com.cn]
Sent: Monday, April 12, 2010 9:02 PM
To

- I

bject: %% 2 x 5600

Pls don't !isconnect t!e batter and confirm by return. Tks.

B/rgds

3 1047138
: "George Ma':

F: RE: 2 x S600
morning George,
see below in GREEN.

Best Regards

Member of C-TPAT

From: George Ma [mailto:george.ma@seajet.com.cn]
Sent: Saturday, April 10, 2010 10:45 AM

To:

Cc:

Subject: &3 2x

Pls find my answer as below.

B/rgds
George

REFAN:
R EEN
WAEA: 'George Ma';
ik

¥8: RE: 2 x S600

4/20/2010

Source: The Panel.
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Page 3 of 5

morning George,

| already place the order to purchase the used 40'GP

Regarding the survey of the car, do you mean by inspection of the equipment & features? Every dealership will
have PDI (Pre-Delivery Inspection) done prior to release the car to customer.

Transloading warehouse can do the standard (general) equipment & features instruction upon receiving the cars
but you need to send me a checklist inspection fee: usd 150 per auto

Dear-can you send all of us a check list of it in order the inspection can be executed?

If you mean to have certified surveyor, they only inspect body of the auto upon arrival at loading location, during
loading & lashing and check carrier’s regulation (empty fuel tank & The battery must be disconnected).

They never perform equipment & feature inspection

Then there is no need of it.

Our auto rate with carrier is based on non-haz which means auto must ship with empty fuel tank & the battery
must be disconnected. Since these 2 x S600 are very high tech vehicles, cnee may have problem to operate

ihe aulo aftar battery is disconnecied

We can 1) declare with carrier that batteries are disconnected but actually are not and Seajet is liable for all
claims and penalties if and when carrier finds out the misdeciaration,

How much will be the penalties and what the carrier may claim?

** We won’t know until -lind out OR there is damage or accident occurs.

2) declare with carrier that batteries are disconnected and it is disconnected but cnee may have problem
St St Rt btin s

What the cnee should do to restart the vehides? Is there any operation manual to restart the vehicles after
battery disconnect due to transport? ** cnee will need to contact with their local Mercedes Benz
dearlership for how to restart or reprogram the vehicles.

these are the two options and it is up to you to decide. Please advise

Member of C-TPAT

From: George Ma [mailto:george.ma@seajet.com.cn]
Sent: Wednesday, April 07, 2010 7:00 PM

Source: The Panel.
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Annex 86 : The Hoe Ryong and Mirae Shipping HK

Information on Mirae Shipping HK

MEREE
Am?j.l R?tum

Ty e

Y E
el L fom NAR1
1@ ¥ Company Number
1136375
1 2 EHEM Company Name

MIRAE SHIPPING (H.K,) CO. LIMITED

2 8 %804 #93) Business Name ( any)

3 2 TWMN Type of Company
BERENTHBANE < B Pivew ok e eiyeen! bor

[FleAan Oazen Cemamaen
Private cormpary Public company Company limited by guarantco
4@ ANHENENEN 1 » 0s 2014

Date to which this Return is Made Up

# Y (82 A) Director (Natural Person)
(DG E—EXEBOLA  FHMR B JIHF Use Continuation Shee! B if more then

/e smml ~ 8 Phease lick the relevart box(es)

L?] g D oW 2 Ale|
hcity Director Alternate Director
® 5 -
je in Chinese
meﬂe i g #E KASATSUGU

*"‘[ Hiroshi
. EREN |
Passport Issung Country Jepen

Number

n& TKO666126

Source: The Hong Kong company registration records database.
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MEMORANDUN OF UNDERSTANDING O PORT STATE -ummm
INSPECTION DETAILS ‘

Source: Tokyo MOU database.
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BhEe
£ 8: HOE RYONG i31¢: E 122/250.4549% ¥ N 31218.8505%
: 92 s 357

bR R 0% ol

RIS : shhiiTs K= 10.403m
|92 : HMBF

BRSO : OF CHINA
IMO:9041552 |

U

MMSE445150000

& 2015-12-3102:21.08

e Ay

PHES BEEe
#0 w— feA# A : Ocean Maritime Management
BRA: EKRAH3L: +8502 18111

fRAME1E A - Mirae Shipping Co Ltd

Ship Management Company ERA: BRH5E: +8502 18555

fRAESEE A : Mirae Shipping Co Ltd

+850 2 18555

:
:

Source: http://www.chinaports.com/souchuan/view/445150000.
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STRICTLY CONFIDENTIAL"
Annex 87

*The annex has not been reproduced in the present document because 1t is stnctly confidential
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Annex 88 : Companied related to Mr. Kasatsugu

Mirae HK's director, Mr. Kasatsugu, has owned and controlled the following companies,
including those involved in the operation of vessels using DPRK crews:

¢ Allied Ocean Shipping Limited (registered owner of the Fertiliry 9 (IMO 8417962));

o First Trend Shipping Limited (former registered owner of the Ma Sik Ryong (IMO
8608030)):

e Glory Shipping (HK) Limited (registered owner of the Glory Ocean (IMO
8306929)) ;

e Gold Zone Shipping Limited (involved in the loan arrangements for several vessels,
including the Glory Ocean and the Glory Morning (IMO 8416164)):

¢ Grandtex Shipping Company Limited (ship manager, operator and registered owner
of the Fernility 5 (IMO 9147332)).

e New Champ Shipping (former registered owner of the Glory Moming and the Ocean
Galaxy (IMO 8418227)):

e Rich Step Shipping (former registered owner of the Ocean Dawning (IMO
8505329)):

e Suanse International (HK) Trade Company Limited; and

e V.0. Shipping Limited (the director and owner is officially listed as Mr. Kastsugu’s
son).

Information obtained by the Panel indicates these companies were experiencing financial
difficulties. Three of the aforementioned vessels were demolished in 2015 and another one is
scheduled to be demolished *° Only three remaining vessels (Fertility 9. Fertility 5. and Glory
Ocean) were listed officially in the IMO database as inactive, as of 1 January 2016.

The Panel sent a letter to Mr. Kasatsugu to request for information about his current relationship
with OMM, but has received no reply. Therefore, business dealings with these companies and
vessels could contribute to the evasion of the measures by Mirae/OMM.

s NWEE . @

SUN s s

PASSPORT » yron TROL66126
- S

s KASATSUSU

B oo o

= HiROSMI
iR p—

L JAPAN 22 JUN 1950 ¢
- « o bumet

. N SALR

e e 5 ven

20 NOV 2009

R Y AR

R e

¥ The Hong Kong company registry database: the IMO database
20 Glory Morning, Ma Sik Ryong, Ocean Dawning, Ocean Galaxy.
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Source:
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Annex 89 : Mirae-linked companies

Hua Heng Shipping Limited. Petrel Shipping Company Limited and CM Chartering Limited

1.

Mr. Li Anshan is the director and shareholder of Hua Heng and Petrel In replying to the
Panel, Mr. Li denied having any business relationships with OMM. Mr. Li confirmed his
business dealings with Mr. Kasatsugu from June 2011 until June 2015, but emphasized that
he had no knowledge of Mr. Kasatsugu’s connection to OMM (figure 1). However, the Panel
noted inconsistencies between Mr. Li's explanations and information obtained by the Panel.
The Panel also found that Mr. Li's companies were utilized by OMM previously and had
business dealings with a company previously involved in the 2011 suspected violation of the
resolutions.

Mpr. Li’s relationship with Mr. Kasatsugu

2

. With respect to the December 2014 settlement, Mr. Li confirmed that he had purchased the

vessels from Mr. Kasatsugu as part of normal commercial activities. To corroborate Mr. Li's
statements, the Panel requested records of his correspondence with Mr. Kasatsugu in
connection with these transactions, but was informed that Mr. Li no longer kept any relevant
records (figure 1).

Mr. Li also explained that his business relationships with Mr. Kasatsugu were limited only to
the provision of ISM Management services for several vessels ?! and that all issues related to
the vessel's operation or crews were handled by Mr. Kasatsugu. However. documents
obtained by the Panel listed Hua Heng as the vessel’s operator and an “employer” of DPRK
crew (figure 2). Also, Mr. Li’s explanation does not appear consistent with the responsibility
imposed by the relevant IMO resolutions for ISM managers to ensure that the crew is
adequately qualified and certified to operate the vessels. The Panel is as vet to confirm the
specific activities undertaken by Hua Heng for these vessels.

OMM'’s utilization of Petrel Shipping and CM Chartering Co Ltd

4.

Previously, the Panel found that OMM representative based in Bangkok (OMM Bangkok)
had listed hus affiliation and title as “the Chartering Manager of the PETREL SHIPPING
COMPANY LIMITED" in an official document submitted to Thailand (legally valid from
December 2013 to December 2014, at least) (figure 3).%

OMM Bangkok controlled the vessel Mu Du Bong. Documentation obtained by the Panel
from this vessel lists OMM-associated companies which included “MIRAE SHIPPING™ and
“CM Chartering”. CM Chartering Limited (IMO 5687371) had has close business
relationship with Hua Heng (figure4).

1 Chon Un 68 (IMO 9001021), Great Hope, Glory Morning, Glory Ocean and Ma Sik Ryong.
225/2015/131, footnote no. 71.
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6. CM Chartering has owned the South Hill 2 (IMO 8412467) (Hua Heng served as the vessel's

ship manager and operator).> OMM Singapore used this vessel's name in its instruction to
Chinpo to make a false declaration to the remitting bank for the July 2013 shipment (figure5).

Nerwork of Mr. Li's companies

-
s P
Ri Pyong Gu um\g Kasatsugu Hiroshi
P T ey
I/l I
o A

. CM Chartering’s director has also served as the director of Everfaith Trade Limited which

owns the South Hill 5 (IMO 9138680) (figure 6). Everfaith purchased this vessel in August
2014. The Panel leamed that at that time there was unknown “ultimate buyer” of the South
Hill 5 who mitially nominated Mirae HK to buy this vessel but later switched its nomination
to Everfaith (figure 6). A Member State informed the Panel that the two foreign-flagged
vessels (South Hill 2 and -5) were controlled by OMM as of June 2015. The Panel continues
to investigate OMM s reported connections to these two vessels.

. In replying to the Panel, Mr. Li confirmed that he was the sole director and owner of Petrel

but that he had never let any other person to use this company. According to Mr. Li, CM
Chartering’s director leamned of OMM when purchasing the South Hill 2 in June 2012
through Mirae Shenzhen but MC Chartering had no business relationship with OMM. It was
also stated that CM Chartering had served as a broker for the Mu Du Bong “years ago™

(figure 1).

. Previously, Mr. Li used the email address of CM Chartering when he replied to the Panel in

January 2015 on behalf of this company. The same email address was listed on the document
from the Mu Du Bong. This document also listed Mirae's representative’s email address of

miraerep@cmchartering com which used the domain name of CM Chartering (figure 4). In

23 IMO database.
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replying to the Panel however, Mr. Li simply stated that he was told by CM Chartering that
the “e-mail ID" was stopped since late 2012.

10.In light of the multiple connections between Mr. Li and Mirae/OMM. as well as the
inconsistencies between Mr. Li's statements and information obtained by the Panel. and in
the absence of precise explanations and supporting documentation from Mr. Li, the Panel
could not confirm Mr. Li’s denial of his relationship with OMM and his knowledge of Mr.
Kasatsugu's connection to OMM.

11. The Panel found that Hua Heng/Petrel have had business relationships with three directors of
Dalian Sea Glory Shipping Co Ltd (IMO 5233903) which was previously involved in a May
2011 suspected transfer of proliferation-related items on-board the vessel Lighr (IMO
8415433) (figure 7).** Mr. Fan Min Tian (one of the three individuals) stated that they had
provided consultancy services for ship registration and inspection for Hua Heng. which was
also confirmed by Mr. Li Mr. Fan also stated that Dalian Sea Glory was dissolved in
October 2015 (figure 7).

12. The three individuals also served as the directors of V-Star Ships Limited (figure 7). This
company was mentioned during the Singapore court trial related to the CCG incident.
According to the prosecutor, Chinpo sent an email to OMM on 11 July 2013 (5 days after the
remittance for the CCG incident) in which “Chinpo had requested OMM not to send any
instructions for outward and inward remittances to and from V-Star Ships Limited and Cuba
s0 as to avoid being blacklisted. "™

13. In replying to the Panel, Mr. Fan stated that V-Star had no connection to OMM, Chinpo, or
the Chon Chong Gang (figure 7). It was explained that another company with a very similar
name was “‘on the blacklist” of the United States, and that Mr. Fan had informed the matter to
the authorities previously. The Panel could not find such company and was unable to confirm
his statements denying his companies’ connections to OMM.

4 From May 2006 to July 2011, Dalian Sea Glory was listed in the IMO database as the ship manager and
operator of the vessel Light (IMO 8415433). In May 2011, the U.S. Navy attempted to inspect this vessel
because the vessel was considered to be transferring proliferation-related items, After this incident, this
vessel was renamed to Victory 3 and re-registered with a new ship manager and operator of Sea Star
Ship Co Ltd.

25 Prosecution’s submissions at the close of trial”, 30 October 2015.
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Nerwork of Dalian Sea Glory-related companies

OMM Singapore/ Chinpo
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14. Mirae-linked companies, Grandtex Shipping Co Ltd and Allied Ocean Shipping Limited,
have had business relationships with Aoyang International Co Ltd and East Grand Shipping
Co Ltd. through the operations of the vessels Fertility 5 and Fertility 9 (see table 2). Aoyang
Marine Company Limited (connected to Aoyang Intemnational) has shared the same contact
details as Grandtex (figure 8).”Aoyang International and East Grand are managed by the
same individuals (figure 8).

Table 1. Companies connected to the Fertility 5 and Fertility 9

Company “essels Role Period
Allied Ocean Shipping | Fertility 9 | Registered owner From 23 December 2011
Limited _ 1o present
Aoyang Intemational | Fertility 5 | ISM Manager From 25 August 2011 to
Company Limuited present
East Grand Shupping | Fertility ¢ | ISM Manager, ship From 26 August 2013 to
Coltd = manager and operator present
Grandtex Shipping Co | Fertility 5 | Registered owner, ship From 3 May 2012 to
Lid manager and operator present

Source: IMO and Equasis databases

26 According to information obtained by the Panel, Aoyang International assisted Grandtex by
registering in the IMO database the official company records for Grandtex. Aoyang International is
linked to other companies that have business dealings with the DPRK in the fields of shipping business.
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Companies linked to the Fertility 5 and 9
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15. Aoyang Intemational 1s listed in the IMO database as a group beneficial owner of the Grand

Karo (IMO 8511823). The vessel's registered owner has been listed as Yuanyao Shipping
Ltd. (IMO 5821925), since September 2014. This company is listed with a “care of " address
provided by Aoyang International. According to information from a Member State, the vessel
was reportedly controlled by OMM as late as June 2015. The Panel leamed that Mr.
Kasatsugu was previously involved in financing for this vessel. The Panel found that the
vessel's DPRK crew included two individuals who were crew on OMM-controlled vessels
(figure 8). The Panel continues to investigate the vessel’s reported connection to OMM.

16. Mr. Kasatsugu has had business relationships with Shenghao Marine (Hong Kong) Co Ltd.

and Jinjiang Shipping Pte Ltd through the operation of the vessels Ocean Galaxy (IMO
8418227) and Ocean Dawning (IMO 8505329), until February 2015 (see table 1 below).
Shenghao Marine provided a “care of address” for Mirae-linked companies, Rich Step
Shipping Limited and New Champ Shipping Limited. In the Korean Register of Shipping
database, New Champ and Shenghao Marine were listed with the same contact information
(figure 9).

Table 2. Companies connected to the Ocean Galaxy and Ocean Dawning

Company Vessels Role Period
New Champ Ocean Galaxy Registered owner | From 23 December 2011 to
Shipping Limited February 2015
Rich Step Shipping | Ocean Dawning Registered owner | From 9 January 2012t 9
Linuted January 2015
Shenghao Manne | Ocean Galaxy ISM Manager From 25 August 2011 to 15
(Hong Kong) Ltd July 2012
Ship managerand | From 25 August 2011 to
operator February 2015
Ocean Dawning Ship manager and | From 9 January 2012t0 9
operator Januvary 2015
| Jinjiang Shipping | Ocean Galaxy Registered owner | From 25 August 2011 to
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Pre Ltd December 2011
ISM Manager From 16 July 2012 to March
2015
Ocean Dawning ISM Manager After 2 July 2012

~ Source: IOM database

Companies linked to the Ocean Galaxy and Ocean Dawning
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17. One of Shenghao Marine's directors, Mr. Zhang Qiao, has been listed as the director and/or
shareholder of several other companies including Baili Shipping and Trading Limited (the
ship manager of the vessel Ever Bright §§) and Bene Star Shipping & Trading Ltd (the ship
manager and registered owner of the Orion Star) (figure 10). According to information
provided by a Member State, these two vessels were controlled by OMM as late as
September 2015. The Panel continues to investigate OMM s reported connections to these
vessels.

Shiovine Limited

18. Bene Star had business relationship with Senat Shipping which was designated by the United
States Department of the Treasury on 23 July 2015 for its role in providing extensive
material support to OMM. Information provided by Senat’s lawyer shows the company’s
business dealings with Bene Star in chartering vessels operated by DPRK crews, including
Senat-owned vessel Dawnlight (IMO 9110236).

19. According to Senat, Bene Star operated Dawnlight under a bareboat charterer agreement with
Senat of April 2014, using Hua Heng as ISM manager for this vessel until July 2015. The
vessel was sold from Senat to Bene Star in September 2015. The Panel found that the
Democratic People’s Republic of Korea crews of the vessel included two individuals who
were crew of OMM-controlled vessels (figure 10). Senat’s lawyer stated that one of them
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was employed by Bene Star. It was also stated that almost all Democratic People’s Republic
of Korea crew members would have worked for OMM at some point because OMM was the
largest shipping company. The Panel continues to investigate the crews’ links to OMM.

20. In replying to the Panel, Senat’s lawyer stated that Senat’s business relations with OMM was
terminated since December 2011. With respect to Senat’s employment of Mr. Kim Yu Il
(former OMM Singapore) until January 2014, it was explained that Mr. Kim was tasked to
collect from OMM the outstanding bunker bills (USS 2 mullion) (figure 10). At this point, the
Panel has no further evidence showing Senat’s direct link to OMM after the July 2014
designation.
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Correspondence of 23 December 2015

To: The Panel of Experts of UN

CC: Mr. Katsu Furukawa

Fm: HUA HENG SHIPPING LIMITED
Re: SIAC492015PEOCS]

Deor Mr. Katsu Furukawa

To my huge swprise when | received your emall end attached documents in which we foel we
have been involved in some political situstion rather than busi disy fing 10 your
mentioned letter. We never expect that we will meet this kind of serious sitation as we aro jast doing
routine manitime business asper international shipping rules and laws.

My company mainly engiged in ISM operatiog business since established in Jun, 2012. And we
only sceept vessels which comply with flag state snd IMO conventions requirement, and national Jaws
and regulations, anyway we will try our best 10 cooperate with UN pansl of experts, and ¢larify the
uctual infornution which vou reguired in your letier.

; Cour relasionship wil ;

1. [ hereby declared that we have no mny relationship snd connection with OMM mentioned by you,
and any business with them.

2. 1t was my first time to meet Mr. Kasstsugn in Jun. 2011, at that timie he visited our oftice and
discussed MY GREAT HOPE'S(IMO $307492 ) ISM management business with Lisoning
Foreign Trade Foodstuffs Shipping Co Lid (IMO 1409699), and the company anly provide the
ISM management. The contract have been terminated since Jun 2012, the reason is that all
sharcholders including the G, mansger have beea retired, and the company suspended since that
time.

After that time, | established Hua Heng Shipping limited in Jun. 2012 , and re-signed contract of
GREAT HOPE's ISM management with Me, Kashatsuka 1o keep the ISM business. Actually Mr.
Kashatsuku gave us some vessel’s ISM management businessieg: GREAT HOPE. MASIK
RYONG, GLORY MORNING. GLORY OCEAN and CHUN UN 68.) , but HE was out of any
contact since Jun. 2015, All those company vour mentioned are registry owners of sbove vessels, |
only can carefully cheek who is the director and his nationality. [ could ot find any way w0 get
more information about those company because it is commercially confidential, Copies of my
company s contract with these companies (Annex 1), ’

3. Mr. Hyun was introduced to me by Mr Kasatsugu and 1 met him in Jun. 2014 in my Sffice. 1 did
remember be only asked some information about ISM management and cost. and we did not have
any contact with him afler that meet.

4. | know Mr, LnTc&mFanmmww.MMW.ﬂwmkkmnﬁm
for us (egz spply IMO no, for company ). That's all,

1 hereby claimed again that | have no any connection and business with OMM, so | huve no any
information on all individuals and catities that have worked for OMM.:
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Boexplain for your description

1. 1 as the serapping buyer got MV GREAT HOPE from Mr. Kasatsugu in December, 2014 and then
directly re-sold her for scrap to make profit. before that | have checked the website of OFCA, but
nothing sanction information found. As you are aware we are business man, we do not copcern more
about and do not pay more atiention 1o political matter, And indeed | would check each vessel belore
operation on the website of OFCA. If there s no sanction listed. then | will proceed, That's all.

2, Other Vesscls;

MYV Glory Moming snd MV Masik Ryong have been sold by auction of High court of South

Africa at Durban port in Aug. 2015,
And we have been lost contact with Glory Ocean and Mr. Kasatsugu since Jun.2015,

T have been terminated ISM management contenct with Chun Un 68 in May, 2015 due to not pay
management fee.

And | hereby declared that all crew manning and operating controlled by Mr. Kasatsugu and not
controlled by our company. some information in IMO database is not fully correct. Because, tlag
states registry form and contents and explains are different.

M.V SOUTH HILL 2 is actually owned by CM CHARTERING LMITED and the dircctor is
Chincse. Our ISM management business with them started in june 2012, when the owner owned the
ship.

M.V SOUTH HILL 3 is actually owned by Everfaith Trade Ltd and director is also Chinese. and
out ISM management business with them started since Oct, 2014,

As regard of the “eare of” address provided by Hua Heng Shipping Limited, it is a routine
practice in shipping field , because usually the owners are not familiar with registry procedure, %o we
are authorized to do it, that is the reason why always showing HUA HENG us “care of “ Since
economic erisis in 2008, the shipping market is getting worse and worse, the owners are saving ¢ost,

and | worked i shipping for more than 25 yeurs and can provide good service and Jower cost, so we

got some owners support and get ISM management business. -

Peirel Shipping Co Lid. was registered in the British Virgin Islands (BV1) in May 2013, and I'm the
sole director and sharcholder of this company. | bought MLV PETREL 1{IMO 9009083) in Jun.2013, M.V
BLUENOVELL(IMO 8909575) in Apr. 2014, and M.V BENEVOLENCE 2 (IMO 8$405402) in Des.
2014, And the Kiribati (lag state cancelled their registry because you mentioned something in your repon
issucd last year, eventhough | have provided all supporting envidence ond explained 1o them, but they
insist doing i1 And 1 lost a lot of moncy for this reason. The shipping market is quite bad now, and | have
no way but to sell all of them. .

You mentivned OMM's ropresentative used my company name, | can ensure 1o say that T have never
authorized to any body 1o perform any business of petrel shipping lmited. Because | hive never signed
any suthorized letter 10 any person. So, | don't know the case your mentioned. | found that you get 00
much information from THS website, but | have never provide any information to them even though they
required me. So, | think their mormation is not actually correct.

About Hefirst Enterprises Lid. and K&H Shipping 1.td (IMO $335608), | only know they are vessel's
registry owner and share holder is Mr. Hyun Hyun Bae from ROK. And these company have not been
listed in OFCA. Sa, | think that | can perform [SM manugement for thelr vessels.
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| don’t know Profit Asia Shipping Limited, becauss | do not have any business with them.

My company got ISM management contract for Dawnlight in Feb. 2014, and have noticed them to
terminate in Jul 2015 due to they bave been in sanction fist by the US Departinent of the Treasury, And
| have not arranged annval audit for ber DOC. So, 1 can't perform ISM munagement for her more,

And about Senat Shipping limited others information, | don't know well.

In light of the aforementioned Information sumimarized above, | hereby declared that 1 disagree with
any statements which T or my company have any relutionship with OMM. And 1 sccept that | have ever
been managed some veisels which owned by Mr. Kashatsuku from JAPAN and Mr. Hyun Hyun Bae
from KOREA. But | don’t think | have violated any laws and intemational regulations.

Your faithfully

== )

Li Anshan
201571222

Annex:

L ISM managemsent agreement (M.\ Great Hope, Glory Oceani, Chun Un68, Masik Ryong and Glory
Morning etc.)

2, All vessels registry cert, snd CSR.
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Correspondence of 31 December 2015

To: The Panel of Expents of UN

CC: Mr. Katsu Furukawa

Fm: HUA HENG SHIPPING LIMITED
Re: SYAC A92015PE/OC.856

Dear Mr. Katsu Furukswa
hfdbwminqﬂy.YmemﬂMcdwwmmmchﬁ@fow
l.&phﬂoa&mhdmmm%ldwyw&:khnmlmmmexvm
umwhmml.mmwmmumm«mwlwwmuupmm.
it i quite pormal decision

And M.V Benevolence 2 had been lay up for 3months, we bought to re-sell her 1o make & profit. It's
sume quite pormal decision.

we do pot have correspondence records for year 2014, as these vessels are not under our ISM
management already and our ¢-mail space is not enough 1o save 12months reconds,

Mozeover SOPEP also not available in our office. ax vessels are not under our management.

We disagree your view that we are helping OMM (o evade UN sanction, we do not have any
connection with OMM., how we can help OMM 1o evade UN sanction™?

2 relationship with Mr Kasatsugu
Asmmudinlwuw.wimwdmmlsmw.mdmmmbmmm\vlwd.w
also do not know whether Mr Kasatsugu have any conneetion with OMM or not??

Usually it may contain many content undder management contract, such as operation of the vessel,
chartering of the vessel. sale and purchase, crew manning. ek, but we just do their ISM
management, this is definitely true.

3 the vessel dawnlight
WemjwulSMwr.M'mdeb)'owm.mdoMknowwlmmulwfmcm\'
coming from, this is not our conoern. '

It is very stnwge that we do not employ any DPRK crew, how you can msk us o prove an
non-existing matter??

4, OMM connection to petrel shipping and cm chartering

We checked with the Director of CM Chartering, they told us they do not have business with OMM
b\nﬂwykmwOMMwmmcypumhmmmhhillzimmwmvomwnz)inm
2012, at that time they contact MIRAE SHENZHEN OFFICE, the owner of my ryong nam 2 in
June 2012, after that they appoint us as ISM manager. MV south hill 5 was purchased by
EVERFAITH TRADE LIMITED IN SEP 2014, after that also appoint us as ISM manager.

About Petrel shipping, 1 have been stated in my last email. .

5. ANNEX matters: -

We checked again with CMCHARTERING, they 10ld us that they might fixed mv mu du bong as
broker only but it was many years ago, they cannot remember details exactly, as they wid us many
DPRK Mmipsmdcdindﬂmncm-tﬂmﬂmmwvomemwmwiﬁwlh
a normal operation matter.
WcahdthemuilMmumm.dnynﬁdhyhvemdlhiumilmmdofmﬂdwld
me they have replied 10 you in Jan 2015,
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6. “All crew manning and replacement... for this vessel should obey the order from Part B”, We are
ISM manager, if have no some documents comply with convention requirement, how 10 get SMC
for vessel, then vessels how to perform trading?

In general, our statement of above are true and we tried our best to provide all information you

required, we hope those information can support you, We are not SPY AGENCY, we just doing
small business under shipping rules and practice.

Your faithfully -
201; 176
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Figue 2 Tofmati Hua H

An example of the agreement of ship's safety management

Attachement 11

M/V. GLORY OCEAN FieiXA4 thil$
Agreement of ship’s safety Management

A#icd T4 GLORY SHIPPING(HLK) LIMITED (AT % fk: ¥4, sib: 14F, CHUNWO
COMMERCIAL CENTRE, 25 WING WO STREET. CENTRE, 25 WING WO STREET,
HONG KONG

#oL7: HUAHENG SHIPPING LIMITED( o4 F @45 L%, deik:

CTR., 301-307 LOCKHART RD., WAN CHAL HONG KONG ), AR %8, T 5| &
o fieth ik e 1R,

The agreement is agreed and signed by GLORY SHIPPING (L K.) LIMITED (hercinafier
referred to us Part A, address:_L4/E.. CHUN WO COMMERCIAL CENTRE, 25 WING WO

STREET, CENTRE, 25 WING WO STREET, HONG KONG |

and HUA HENG SHIPPING LIMITED (hercinafter referred to as Part B, address: RM
19C. LOCKHART CTR.. 301-307 LOCKHART RD., WAN CHAL HONG KONG) as follows:

5. CHEEHEO LA RBRBETE, ARZFARFREMZLEFTEAL
AefR 2o TR T4,
Part A shall provide adequate resource to Part B, so that ensure Part B effectively
implement ship safety and pollution prevention and ship’s security management.

All crew manning and replacement, ship and equipments maintenance and

emergency response ete for this vessel, should obey the order from Part B.

Source: Mr. L1 Anshan.
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Articles of agreement between the master and seafarers of the Glory Moming referring to Hua
Heng Shipping Limited as “employer”

Name of ]

KIRIBATI SHIP REGISTRY

Ministry of Communications Transport and Tourism Development

ARTICLES OF AGREEMENT BETWEEN THE,

MASTER AND SEAFARERS ON
KIRIBATI SHIP
cA/10194
offcial | port of Registry GT Propiuon
TARAWA 17036 | sear yzsonp

vessel | No.
ﬁ]gy e {hg L k~1736 (765

Name & address of employer Trading Area 44, 4., A
HWAH ENG SHIPPNG LIV JED
Name of Masters Date &g\d%
1 Km  Kyoug cho 9. (0 Aely
2 k. '
3
; PSR :
5
: v .||
7-
’ 8
o] o - -
10_1‘_—_

Source: The Panel.
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An official document referring to Mr. Ri Phyong Gu’s connection to Petrel Shipping Company
Limited

A Thailand-based company's request for Thailand to 1ssue visa for Mr. Ri Phyong Gu

L 7 '3 : - J
UIEN a1 Swiwada SUds uand mIade 9ia
MARINER'S SHIPPING & TRADING CO., LTD.

Ref MST0082312 Z‘Dwﬂnbclo_l}
Ambassador Extraordinary snd Plenipoicatinry
The Royal Thai Embassy,
Deer Excclicacy,
We would like 1o request your Excellency to kindly jssue visa 1o The Kingdom of
Thailand 0 the following persons:
Name Daic of Berth Passpot No.
Mr. Rl PHYONG GU Z3 SEPT 1%61 363420640
Mrs. RISUN YONG (Speuse) 19 MAY 1961 563420641

Mr. Rl PHYONG GU, the Chanering Mansger of the
~LIMIZED, Pyodgyang. DP.R. of Kores and his spouse will visit our office for the

purpose of Practicing in the fisld of Shipping and Chartering Opemtions of Thei's sysiem
for duntion of sbout 90 days.

We, s their exclusive representative in Thailand will be fully responsible for the said
persons during their stay in the Kiogdom of Thailend.
Your kind attention would be greatly sppreciated.

Faithfully yours, /

?Msm}

Source: The Panel.
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A directory obtamed by the Panel from the Mu Du Bong lists multiple OMM-associated entities
connected to this vessel. which includes “MIRAE SHIPPING™ and “CM Chartering".

MIRAE SHIPPING E-Mail MIRAESHPEOTAMIREHIFFING , COM.Lh CHINA
RER MIRAE F-Mzll wlraerspicachartering.con
I‘: M CHARTERING  E-Mail CHARTERINGOEMCHARTERING.COM | CHINA
[H CHARTERING - F-Mail OPERATIONOCHOHARTER T, Coit ] CHIMA
Source: The Panel
Reference

>
From “Cmechartenng” <chartering@cmchartering com>
To ~ <guoc@un org>,
Ce < un org>

Date 08/0172015 02 46
Subyect = % 18 Inquinies from 1874 Panel, United Nabons Secunty Councile

Following was sent 10 you nominated e-mail address by hua heng shipping and it was returmed, we we
quote here below:

Qe

To: CM chartering LTD.

Fm: Hua Heng Shipping Limited

Dear Mr.FU

As we received your information and | have replied to them, but the system have been returned the
email,

s0 please help me to T/S the explain to them,

tks for your good coop.!

RH AN hushermshipping
%is#iN; 201501081517
Wt A guoc furukana
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From: Ocean Spore [oceanspore@stamub net sg|
Sent:  Tuesday, 25 June, 2013 6:55 PM

To: chinpo beetin; Mary

Ce: Ocean Russia D

Subject: CCG FRT

To Chinpo

Fr Ocean Singapore

CCG FRT

Asper your request, checked with Ccean about cargo name and quantity and received reply asf,

CARGO DETAILS: 10201 MTS OF (1893 BUNDLES) HOT ROLLED STEEL PLATES,
CONSIGNEE NAME: METAL CUBA

In the meantime, pls advise if you declared Ship’s name to bank as CCG and If not yet, pls
mention ship's name MV <SOUTH HILL 2>,

Regards

Source: Singapore.
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STRICTLY CONFIDENTIAL"

*The annex has not been reproduced in the present document because it is stnctly confidential
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Figure 7. Ioformati Dalian Sea G

Through its investigation, the Panel has identified that Sea Star Ship Co Ltd and Hua Heng
Shipping Limited are managed by the same three Chinese nationals who are linked to a Dalian-
based company, Dalian Sea Glory Shipping Co Ltd, which was possibly involved in an incident
of violation in 2011

Hua Heng Shipping Limited 1s registered both in Hong Kong and in Panama.
The Panamamian registration record provides the following three Chinese individuals as the
“Authorized Official” for Hua Heng Shipping:

¢ LuTie He
e Fan Min Tian
¢ Dong Chang Qing

These individuals are also listed in the Hong Kong company registration database as the
shareholders and current/former directors of Sea Star Ship Co., Ltd (Hong Kong company
number).

They are registered in Hong Kong with an address “Room 09, Chengda Building, Renmin Road,
Zhongshan District, Dalian, Liaoning Province. China”. This address has been used by Dalian
Sea Glory Shipping Co Ltd. which shows that these three individuals are also affiliated with
Dalian Sea Glory Shipping Co Ltd.

From May 2006 to July 2011, Dalian Sea Glory Shipping Co Ltd was listed in the IMO database
as the ship manager and operator of the vessel Light (IMO 8415433) In May 2011, the United
States Navy attempted to mspect this vessel because “it had reasonable grounds to believe the
vessel was transferring proliferation-related items™ (Letter from United States to 1718
Committee dated 24 August 2011 [ref /AC.49.2011/COMM 26]). After this incident, this vessel
was renamed in July 2011 to Victory 3 and re-registered in August 2011 with a new ship
manager and operator of Sea Star Ship Co Ltd.
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Figure 7-1. Correspondence from Mr. Fan Min Tan
Email correspondence from Mr. Fan of 23 December 2015.

Dear [abbreviated],
RSEHAZAERIE XTERZNE—F, KAARFHERELLF:

1, Dalian Sea Glory Shipping Co. Limited i 72015410 5 IF \ik44. A8k,

2, V-Starshipsco.Ltd. F2014%F10 AEMAE, HWAHERE—A (EBRE) , %
At BRMW RiEiZLHF.

3, Seastarships CoLtd T20144F Witii7R, EREREELFT FREZLATRE. 172
528 E%%.

4, EREKEH/SESM ZAT2014 08 49, FE—E®E, FAMITIE.

5. %4¥Hua heng shipping imited & MEHE A F], RITAMBEE W, HAKECH
3BEN, AN EREARMKERAG, MARTIE.

6, V-star ships co..Ltd. 50MMC % Chinpo /cuba ZH {I @R R, T KX %MChon
Chong Gang {EfJ#{E, 02013 {ECH—%, H1A8 5 V-star ships Co. Ltd R4
fl, WEAE) Rblacklist, XML ARFA—FAF, EXR NRFE—FRAET, A8
A, “a BEABTBEKRT.

7. X TVictory3 , FREH RO AR MISM &ISPS . i RAL M % R AR
%, WHAAPEATR (Ever ocean shipping agency Co) , [abbreviated], MT i RS
S W ey R IRECR, 1550 abbreviated] WIS .

8, MAIMMMEMIER ., BEEERR: [abbreviated]
Wi EERE!
ERM

English translation
I have just spoken with vour office by telephone. Regarding the Security Council investigation, I
hereby make the following clarifications:

1. Dalian Sea Glory Shipping Co., Limited formally cancelled its registration in October 2015
and has [thus] been dissolved.
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2. V-Star Ships Co. Ltd. changed ownership in October 2014, and currently has a single owner
(Mintian FAN). The company is solely operated by Mintian FAN.

3. Sea Star Ships Co. Ltd. changed ownership in 2014; Mintian FAN and Changqing DONG are
not shareholders in that company, and they do not take part in any of its business.

4. Mintian FAN, Changqing DONG and Tiehe LU separated in September 2014. They do not
work together, as each now has his own job.

5. Hua Heng Shipping Limited 1s a management company, we only provide consultancy and
assistance in ship registration and inspection. As the above-mentioned three individuals are flag
state ship surveyors. [we] work accordingly.

6. V-Star Ships Co., Ltd. has no connection of any kind with OMMC or Chinpo/Cuba, nor is it
involved with any operations of the vessel Chon Chong Gang. I recall the 2013 wire transfer;
because there was a company [whose name was] very similar to V-Star Ships Co., Ltd.. and that
company was on the blacklist, the U.S. believed they were the same; we later [provided]
clarification and the issue blew over. As there have been problems with my email account in the
past, [however.] my [email] responses at the time have all been lost.

7. As to the Victory 3, let me clanify once again that we provided ISM &ISPS only [for that
vessel], and were not involved in [providing] any business or technical services. This vessel is
owned by a Chinese ship owner (Ever Ocean Shipping Agency Co.). while [abbreviated] act as
the general agent for its operations. If the vessel has violated UN sanctions policies regarding
the DPRK_ [abbreviated]will be notified that the management contract shall be termunated
immediately.

8. For any further information, you can reach me any time at: [abbreviated]

Wishing you a Merry Chnstmas!

Mintian FAN
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Figure 7-3. The IMO registration record for Hua Heng Shipping

®

Company Name Hua Heng Shipping Ltd

MO Company Number 5678925

Company Address Room 19C, Lockhart Centre, 301.307, Lockhart Road, Wan Chai, Hong Kong, China
Country of Registrabion Hong Kong, Chins

Source: IMO database.

Figure 7-4. The Panamanian registration record for Hua Heng Shipping

Full Tomn Cerfificess N, PARIZIIM
Inlorm Coriflsasa Not PAL12 158 1S

DOCUMENT OF COMPLIANCE

Issuec undar ™a prov siars of tha
INTERNATIUNAL CONVENTION FOR |HE SAFETY OF LIFE AT SEA, 1974, as amandad,

UNDER THE AUTHORITY OF THE GOVERNMENT OF PANAMA
By: Goneme Mostirme Dowomontoaon Fearaes S

Nams ard Addrese Of the Coipacy
vma sarog oph 1 1.3 204 (83 Caoe HUA HENG SHIPPING LIMITED

R/ 10C LOCKHART C1R 301907 LOCKEART RO WAN CHAI HONG KONG

Compery dentiicaion Number: 5678925
Source: The Panel.
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Figure 7-4 The Panamanian registration record for Hua Heng Shipping referring to “Authorized
Official”

Fob Tem Cantfiate Mo s PRLSZTENY

ENDORSEMENT FOR ANNUAL VERIFICATION

THIS IS TO CERTIFY THAT, al the penodical venfication In accardance with Regulaton (X6 1 of the
Conventior ard paragrsph 15.4 of I8¢ I5M Coce. e Safety Maragomont System vas found te comply
with Bie requitemens of the 1SN Cogs,

17, ANNUAL VERIFICATICN Nams: A wreus
Sgred C NN
Aumorestizn Ne ALoneT Sigratece 01 Asrotzed Ofida-
By S Mo S P X
Pacaate DACIAN, CHILL [ JANUARY 13", 2049
S
274, ANNUAL VERFICATION Nerve: "'—
Aaruaion Mo AN Simate 3 Aome e
By i Tl Moine St Lot e
PlaczDate CALIAN, CHINA L aPRIL 18™ 2011
Y
3. ANNUJAL VERIFICATION Norma: B G cumere |
Sigred ~ "Nicpm :
Auroriration Koz AM21T4 T Sigratare of Aknarced Dffog
BY: Revas Maatine Foarvertitin s S

Pacolate: __ DALIAN CHINA! APIL 24" 2042

4% ANNUAL VERIFICATION Nane:
Sares:
Aurberizaton Wo:_A 1y> [4_‘%
PaceDOate
ISVIDOCPTCP (98 10) 2n

Source: The Panel.
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Figure 7-5. The Hong Kong registration record for Sea Star Ship Co.. Limited (Annual return

dated 20 October 2011)

amuman
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Annual Return
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"..nm-s --‘
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|
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EGn I

Pt vk o b
¢ SNEE Compony Nown --

| SEA STAR SIIP CO, LIMITED

I BIEEMNE SR
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NIA
3 0NN Type of Company
L
) umsnxinn One
Preaw cavoety Neang @ here G Urens

0 %5 U2 & 4> W09 R R 52N Details of Member(s) of a Company Having a Share Capital
(ARANOBGERNL T - SR EN TREEN  STERA RE < Corpery bwwing & shars saptn’ mes! camplets fim
S0200n 50 COnmuaron Sheet A 1 e & mauoret space )

4> & I 8 Company Number]

1517895

LEPE 1

Gt

|

ROOM MO39, CHENGDA
BUILDING, RENMIN ROAD,
ZHONGSHAN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA

ROOM M09, CHENGDA
BUILDING, RENMIN ROAD,
ZHONGSHAN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA

ROOM M09, CHENGDA
BUILDING, RENMIN ROAD,
ZHONGSHAN DISTRICT,
|PALIAN CITY, LIAONING
PROVINCI-‘. CHINA

3,000

3.000

Source: ICR.IS website available at http://www.icnis.cr.govhk/esey/.
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Figure 7-6. Information on the Victory 3

Mationality of registration
Compeany stelus

Dalian Sea Glory Shipping Co
IMO company number
Nabonality of regstration

Operator: Sea Star Ship Co Ltd
IMO compeny number
Nationakty of regrstration
Company status

Dalian Sea Glory Shipping Co

IMO company number
Nationakty of regrstration

Source: IMO database.

Ship Particulars / VICTORY 3
IMO 8415433
Name: vr_cr_oﬂ-v )— .(—o;omw I;H-:OT)-
wght (effective 2008-03)
Ship manager: ﬁoa Star ship Co Lrd (effective 2011-08-01) \
IMO company number IMD 5570925

Hong Kong, China

(effective 2006-05-23)
IMO 5233903
China, Peopla’s Republic
(effective 2011-08-01)
IMO SS70926
Hong Kong, China

(ffactive 2006-05-23)
IMO 5233903

China, Pecple's Republic
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Figure 7-7. Information on V-Star Ships Limited
Hong Kong company registration record for V-Star Ships Limited

pUnE®R uamnvwmn ::n AR1

HEDRD_Incortact Netes
¢ LRARNSW(NRUW) -

7T
CR [ B

ELE LS E 3. LU 1} ol @ % Company Number

®  Meste rand e sccompanying noles boke competng T form
Ploase pred i blsck nk. 1456770

1 2 ¥ %8 Company Name

V-STAR SHIPS LIMITED
mMBMRERLE

2 M® ¥ M Busi Name

N/A

3 A H M Type of Company
BERRNDBANL B Pease B T wiovet bex

[7] umxmuAnn ] ne
Private company having & share capital Others

4 A % 3 % F1 9 Date of this Return

The sformaton in this retum is made Lp 10

EHVHEARLNAEEAOMDLGAR 14 . l 2013

BESTRRLRYIL QN Detalls of Member(s) a5 t the Dale of ihs Return

B MY Class of Shares Ordinary
B8 Shares
rE/ 48 =4 ey HuR wse
Name Addross Current Transterred *
Hoidng
®H am
Numoer | _Oole |
petad:sl M09, CHENGDA 3,000
“AN BUILDING, RENMIN ROAD,
MINTIAN ZHONUSHAN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA
S8m ROOM M09, CHENGDA 3,000
LU TIEHE BUILDING, RENMIN ROAD,
[ZHONGSHAN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA
T8y ROOM M09, CHENGDA 3,000
DONG BUILDING. RENMIN ROAD,
ICHANGQING AN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA

Source: The Hong Kong company registration database.

16-00683



S/2016/157

16-00683

The contact person for Aoyang Intemational Company Limited (3 3¥ [®PF 5 B 22 &) is listed on
commercial company websites as Mr. Li Kun (¥ £85). He is also listed as a designated person for
the Fertility 9 of East Grand Shipping Co Ltd (IMO 5720074) on the vessel's registration

document.

Shipping document of the Fertility 9 referring to Mr. Li Kun

“ame of Manager  Management Company

MO Reg Company

10. MANAGER'S / MANAGEMENT COMPANY'S PARTICULARS AND DECLARATION |

Agdress

1 GRAND SHIPPING CO 1 IMITED Number ROOM 18 NAN FUNG CENTRE 264 293 cASH
512001 PEAX ROAD TSUEN MAN N T HONG «OMG
Name of Desgnated Person (ISM Code)* Eanergency contact datats
| N
Mobie phone 03361384081 783)
' w1 m Maragement Coinpany Tolephone  009K- 41182721761
. Eae 0036 411-82721760
C-mad AQYANCRAR | NEVHO INAT L COM
Source: The Panel.
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Figure 8-1. Grand Karo

DPRK crew members affiliated with OMM-controlled vessels who were Grand Karo's crew as
of 2014

e Crew list of the Grand Karo of 2014

Mr. Pak Kwang Il (date of birth: 13 June 1979)

DRI |13 JUN 9% |
PAK_KWANG 1L B APP. Deck officer ‘ 19

Mr. Kang Yong Ho (date of birth: 5 January 1968)
sl £ i —
KANG Y ONG M Dock Rating KOREA | KANG 942324178 125 MAR 201

e Crew list of the Jang San of 2011

Mr. Pak Kwang Il (date of birth: 13 June 1979)

lm ] omx | wmesn | wimeme | o5 sevsers | te airove |

e Crew listof the Po Thong Gang 0f2011

[0 (date of birth: 5 January 1968)
| KOREA | 196815 | 042324176 | Seamans Passpon |
Source: The Panel
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Pl 5 & Mai

Shenghao Marine Hong Kong Ltd is connected to Mr. Kasatsugu through at least two companies
and two vessels.

e Shenghao Marine Hong Kong Ltd provides a “care of address™ for at least two Hong
Kong-registered companies, Rich Step Shipping Limited (IMO 5647097) and New
Champ Shipping Limited (IMO 5649955); Mr. Kasatsugu serves as the director of these
fwo companies.

e Until early 2015, Shenghao Marine Hong Kong Ltd was listed as the ship manager and
operator of the two vessels Ocean Dawning (IMO 8505329) and Ocean Galaxy (IMO
8418277); their registered owners were Rich Step Shipping Ltd and New Champ
Shipping Ltd, respectively (both vessels were registered in the IMO database as “Broken
up” in February 2015) (IMO database).

e Shenghao Marine’s directors have also served as the directors or shareholders of
Shenghao Shipping Limited. This company’s director included Mr. Zhang Qiao.

Shenghao Marnine Hong Kong Ltd’s address used by Rich Step Shipping Limited and New
Champ Shipping Limited

IMO number : 5647097
Name of company : [ RICH STEP SHIPPING LTD

Address Care of Shenghao Marine (Hong Kong) Ltd J Room
1105, Tower One. Lippo Centre, 89, Queensway.
Central. Hong Kong, China, 9992077,

Last update : 22/06/2015

IMO number : 5649955

Name of company EJEW CHAMP SHIPPING LTD

Address : Care of Shenghao Marine (Hong Kong) Ltd ) Room
1105. Tower One. Lippo Centre, 89. Queensway.
Central. Hong Kong, China. 999077,

Last update : 22/06/2015

Source: Equasis database.
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Figure 9-2. The Hong Kong company registration record for Shenghao Shipping Limited
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NIL
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Private company having a share captal Others
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Fi Bege S Baili Shipi

Bene Star Shipping & Trading Ltd
e InChinese: ¥ EMBEH B AR AF
e IMO Company Number: 5764656
¢ Hong Kong company number 1599520
e Address: Room 2105, JDL 782. Trend Centre, 29-31, Cheung Lee Street. Chai Wan,
Hong Kong. China (same address with Baili Shipping)
e Mr. Zhang Qiao W%
o Shareholder (12 May 2013-)
o Director (12 May 2013-)

¢ Bene Star Shipping & Trading Ltd is listed as the ship manager and registered owner of
the Orion Star (IMO 9333589) since 6 November 2013. According to information

provided by a Member State, this vessel was controlled by OMM as of September 2015.

e According to information provided by Senat Shipping Limited’s solicitors, Senat
Shipping signed a bareboat charter agreement dated 14 August 2014 with Bene Star
Shipping and Trading Limited for the vessel Dawnlight.

Figure 10-2. Senat-Bene Star

BILL OF SALE (Body Corparate)
l:v-b-fhv Nama of Shey Mariver. \eat £l pont af scputey ]Ma--lu;c-ua—nup Merse puneet of engiren OF wiy)
!".I_“ DAWNLIGHT WEIOTI0) M e Dt | Sengh dock b caurmer J0NPITMEN
|- Jp—— TE
= 1 08 1 e 1 Daaest |
3
200 e Dol
Nay ¥ N
N w N " IR
R o b
a Vel ' \ 4 Trans
' " )
L w ' - ~ e,
..... . Asrnever
Neroct 4 ‘ I -

'T Jv’u. P e S T T T n-‘- N — . N =
- I A Y LT M @ e 0 s T O Vot o B ! Ty
e T ey
e e —
S Saaind L eva s 0 Mg e el £ ymtnn e Ly b St o m»m—:n«.i-—a‘- - S ot
Source: The Panel.
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Figure 10-2. Dawnlight

DPRK crew members formerly affiliated with OMM-controlled vessels that are currently
operating the Dawnlight

A crew list for the Dawnlight

o NAME
1 |&N YONG GYUN

2 KIVEANGCHOL |
3 1JO POK NAM
5 KM JINMYONG

SIRIJONGCHOL |
7

Source: Scnat Shipping

the h " 4 Apri 1
4 e % BRTHDAY" NATIONALITY*
|| LAST NAME 15T NAME CAPAQTY Wfmmrryy) Komy) | O (Mumber)
|| vomo xast HONG MASTER 198011 14 DR KOPEA 0554748
HAX JANG HAK CHIEF VATE 196321 OPR. KOREA 43320889
Source: The Pancl

MV CHONG CHON GANG PANANA CANAL
FLAG: DPR KOREA CREW'S LIST COATE 09,07 2013
LASY BIRTHOAY" il
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Annex 90 : The Panel’s views of the ONI\ [-associated vessels

According to recent information from specialized maritime databases, the vessels Cho! Ryong,
Hui Chon, Kang Gye, Ryong Rim, and Tae Ryong Gang visited or were sighted near the ports of
Russia and China in 2015. Previously, the Panel concluded that these vessels were included in
the 14 vessels that were owned and/or controlled by OMM or by entities acting on its behalf or at
its direction in assisting the evasion of sanctions, and that therefore they should be subject to the
measures imposed by gmgnph 8 (d) of resolution 1718 (2006) and paragraphs 8 and 11 of
resolution 2094 (2013).

In that regard, the Panel’s reasoning is provided below.
1. The vessels Chol Ryong, Hui Chon, Kang Gye, Ryong Rim, and Tae Ryong Gang

e The vessels’ connections to OMM as of 28 July 2014

As of 28 July 2014, when OMM was designated by the 1718 Committee, specialized
maritime databases provided the following information about each vessel:

a) Chol Ryong (formerly known as Ryong Gun Bong) (IMO 8606173)

e OMM was listed as the vessel's International Safety Management (ISM) Manager;

e Taedonggang Sonbak Co Ltd (IMO 1845139) was listed as the group beneficial
owner, the ship manager and operator for the vessel (this entity has been also listed as
the ship manager and operator for the Mu Du Bong (IMO 8328197) which was
determined by the 1718 Committee as “a vessel owned and controlled by OMM”,
showing that Taedonggang Sonbak Co Ltd has been acting on OMM’'s behalf or at its
direction or has been controlled by OMM); and

e The vessel's registered owner was Ryonggunbong Shipping Co., Ltd. which has used
a “care of " address provide by Taedonggang Sonbak Co Ltd.

b) Hui Chon (formerly known as Hwang Gum San 2) (IMO 5817790)

e From October 2012 to September 2014, the Hui Chon (IMO 8405270) was registered
in the IMO database with the name Hwang Gum San 2, whose ship manager and
operator were registered as OMM. Duning this period, the vessel's registered owner
was also listed in the IMO database as Hwanggumsan Shipping Co Ltd (IMO
5701481) with a c/o address provided by OMM.

¢ Following the July 2014 designation of OMM in September 2014, the Hwang Gum
San 2 was renamed to the Hui Chon in the database of the Mantime Administration
of DPR Korea. The renaming was officially registered in the IMO database in
October 2014, and the vessel was re-registered with a new ship manager and operator
as Pyongjin Ship Management Co (IMO 5817790) and a new registered owner as
Huichon Shipping Co Ltd (IMO 5817812). According to the IMO database, Huichon
Shipping Co Ltd was incorporated on 5 August 2014, just eight days after the
Committee’s designation of OMM, using a c/o address provided by Pyongjin Ship
Management Co Ltd.

#75/2015/131, pg. 47-49 and 56, and Recommendation 3 (b).
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OMM was also identified as the Awang Gum San 2’s operator and/or owner (or ISM
Manager) by the port state control inspection authorities under the Tokyo
Memorandum of Understanding (Tokyo MOU).

c) Kang Gye (formerly known as Pi Ryu Gang) (IMO 8829593)

This vessel. formerly known as Pi Ryu Gang, was renamed to Kang Gye in
September 2014. OMM was listed as the vessel’s ship manager and operator in the
IMO database and the Port State Control Inspection records between 2011 and 10
September 2014.

The registered owner of the P/ Ryu Gang was a DPRK entity, Biryugang Shipping Co
Ltd (IMO 5434313), which 1s registered in the IMO database with an address that 1s
“care of ' OMM. The vessel's ship manager and operator as registered in the IMO
database since 11 September 2014 is a DPRK entity. Yongjin Ship Management Co
Ltd (IMO 5814883), and its registered owner since 11 September 2014 is a DPRK
entity named Kanggye Shipping Co Ltd (IMO 5822804).

d) Ryong Rim (formerly known as Jon Jin 2) (IMO 8018912)

OMM was listed as the ship manager and operator for the vessel;

OMM was identified as the vessel’s ISM Manager by the port state control inspection
authorities under the Tokyo Memorandum of Understanding; and

The vessel's registered owner was Jonjin Shipping Co Ltd which has used a c/o
address provided by OMM.

e) Tae Ryong Gang (formerly known as 4p Rok Gang) (IMO 8132835)

OMM was listed as the ship manager and operator for the vessel;

OMM has been identified as the vessel's ISM Manager by the port state control
inspection authorities under the Tokyo Memorandum of Understanding; and

The vessel's registered owner was Amnokgang Shipping Co., Ltd. which has used an
address provided by OMM.

According to International Safety Management Code’s Resolution A 741(18) as amended by
MSC.104(73). MSC.179(79), MSC.195(80) and MSC.273(85). the ISM Manager (or
“Company") is defined as the following:

“1.1.2 Company means the owner of the ship or any other organization or
person such as the manager, or the bareboat charterer, who has assumed
the responsibility for operation of the ship from the shipowner and who,
on assuming such responsibility, has agreed to take over all duties and
responsibility imposed by the Code.”

In light of the abovementioned information, the Panel concluded that as of 28 July 2014,
these vessels were owned and/or controlled by OMM.

Renaming and re-registration of OMM-controlled vessels after 28 July 2014 to evade the
sanctions
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Following the 28 July 2014 designation of OMM, all these vessels were renamed and re-
registered in the IMO database with new registered owners, ship managers and operators, as
summarized below:

a) Ryong Gun Bong
o The vessel was renamed as Chol Ryong on 1 August 2014;
e Haejin Ship Management Co Ltd is listed as the vessel's new ISM Manager, ship
manager and operator on 1 August 2014; and
e Cholryong Shipping Co Ltd is listed as the vessel's new registered owner on 1 August
2014, which has used a c/o address provided by Haejin Ship Management Co Ltd.

b) Hui Chon (formerly known as Hwang Gum San 2) (IMO 5817790)
e The vessel was renamed as Hui Chon in September 2014
¢ A new ship manager and operator as Pyongjin Ship Management Co (IMO 5817790)
and a new registered owner as Huichon Shipping Co Ltd (IMO 5817812).

¢) Kang Gye (formerly known as Pi Ryu Gang) (IMO 8829593)

e This vessel, formerly known as Pi Ry Gang, was renamed to Kang Gye m
September 2014.

e The vessel's ship manager and operator as registered in the IMO database since 11
September 2014 is Yongjin Ship Management Co Ltd (IMO 5814883), and its
registered owner since 11 September 2014 15 Kanggye Shipping Co Ltd (IMO
5822804).

d) JonJin2
e The vessel was renamed as Ryong Rim on 1 September 2014;
e Haejin Ship Management Co Ltd is listed as the vessel's new ISM Manager, ship
manager and operator on 5 September 2014; and
e Ryongrim Shipping Co Ltd is listed as the vessel's new registered owner on 5
September 2014, which has used a c/o address provided by Haejin Ship Management
Co Ltd.

e) Ap Rok Gang
The vessel was renamed as Tae Ryong Gang on 1 October 2014:;
¢ Yongjin Ship Management Co Ltd 1s listed as the vessel's new ISM Manager. ship
manager and operator on 26 September 2014 : and
e Taeryonggang Shipping Co Ltd is listed as the vessel's new registered owner on 26
September 2014, which has used a c/o address provided by Yongjin Ship
Management Co Ltd.

The Secunty Council has officially included the “renaming or re-registration of . vessels™ in
the category of “transfer of DPRK...vessels to other companies that may have been
undertaken in order to evade the sanctions™ (paragraph 19 of resolution 2094 (2013)).
Renaming and re-mauon of vessels have been n officially determined by the Securnity
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As noted. these vessels were among the 14 vessels controlled by OMM that were renamed
and re-registered in the IMO database with other DPRK ship managers. operators and
registered owners, following the July 2014 designation of OMM (see, S/2015/131. paragraph
110).

As a result of these re-registrations of OMM-controlled vessels, OMM was dissolved in the
IMO database. and these vessels and the DPRK entities that control and/or own the vessels
have successfully evaded the UN sanctions. For example. the Hui Chon, Ryong Rim and the
Tae Ryong Gang were inspected by the port state control inspection authorities in October
2014 and January 2015. But the vessels were never subjected under the assets freeze.

In hght oftlns in its 2015 Final Repon tbe Panel consxdcrs that nx_mg_m

Member States obligations under relevant provisions in the resolutions

Pursuant to paragraph 8 (d) of resolution 1718 (2006) and paragraph 8 of resolution 2094
(2013), Member States are obliged to immediately freeze assets and economic resources on
tlmr temitories that are ownzd or controllecL gggguy_q_mmu by desxgnated entities or

States are also obhged by paragraph 11 of r&oluuon 2094(2013) to prevem the transfer from
theu texmones of a1 3 2 ;

MM, by
ennnes acm on OMM s behalfor at its duecnon as well as those that could comnbme to
the evasion of sanctions.

As noted, the these vessels are assets currently owned and controlled officially by the
aforcmenuoned DPRK ennt:es (the newly remcd owners. operator and managers for the
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Ryong Rim (12 October 2014)

MEMORANDUM OF UNDERSTANDING ON PORT STATE CONTROL IN THE ASIA PACIFIC REGION
ASIA PACIFIC COMPUTERIZED INFORMATION SYSTEM

Tae Ryong Gang (12 October 2014; 19 and 30 January 2015)

MEMORANDUM OF UNDERS TARDING ON PORT STATE CONTROL IN THE ASIA PACIFIC REGION
ASIA PACIFIC COMPUTERIZED INFORMATION SYSTEM

\SLLXT GNG W0 1ASE UPGEN.

16-00683



S/2016/157

Annex 91 : Korea Ryongaksan General trading Corporation

Korea Ryonbong General Corporation

High-Purity Cadmium Sulphide |

For use e » Fleorescent subatence

Packing: i » bos containing 40 smpoutes of 50 g
el mach and then n » caron of 10 kg
Techrical wpacihcations

Pty o0 aeee %
Fe 1 3u128
Cw 1 2x1Or
Co J«10 8
" 25109

I KOREA AYONBONG GENERAL CORPORATION I
Potha wivg Districr Pyangyang. OF K
Tel 850 7 36 8175

B0 2 28 6104
Fax: B50-2-381 5274
- Tix: 30063 LS KP, J00S4 26 K9

22

Source: Foreign Trade of the DPRK. March 1996
Korea Ryongaksan General Trading Corporation

s | Bench Centrifuge |

TA0 contri’uge 3 used wiaely N
ressarch.  eocucation.  and !Iﬁ
macoutcal and 100d proceswng

OREA RYONGAKSAN G
TRADING CORPORATH
O

Parhonggeng Ditrict Pysagyosg PRI
Cable afd “NYONGAKIAN Suche!

Toly ST SIS
TH N WS e

]

fax; 050-2-0152014

Sowrce: Foreign Trade of the DPRK. February 1993.
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Annex 92 : Lyongaksan’s branch in Zhuhai
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(Unofficial translation) (Unofficial Translation)
Operation period of business: From Corporate name: 38§ ¥ LW 5 & SHREGATL
Dec. 13, 2005 to Dec. 2011 Corporate type: Permanent Representative of Foreign
Business Operation Status: Still company
active Representative: Kim Pyong Chan

Source: Guangdong Company Credit Information database available at
http://gsxt.gdgs gov cn/aiccips/CheckEntContext/showInfo html.
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Annex 93 : Lyongaksan’s other branches
Jian-based branch
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Source: http://dandong07899.11467 com/about asp.
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Annex 94 : Korea International Chemical Joint Venture Company

Korea International Chemical Joint Venture Corporation (KICIVC).

The Panel has confirmed Korea International Chemical Joint Venture Company (KICJVC) as a
Ryonbong-controlled entity which has produced nuclear-related rare earth phosphate and also
advertised its sales of a processed form of yellow cake, (“yellow cake”) in an official
publication. The KICJVC was originally established by Ryonbong and a Japan-based company **
According to the former KICICC director, the entity founded the Hamhung Chemical Joint
Venture Factory in April 1991. Official publications show that KICJVC has produced various
rare metals, including monazite which contains 5-12% of thorium which is used in nuclear
programmes. KICJVC's products have also included ammonium diuranate (ADU), a processed
form of yellowcake which is also used in nuclear programmes. *°

Hyoksin Trading Corporation was designated by the Committee on 16 July 2009 as Ryonbong’s
subordinate. Hyoksin has shared its contact information with Korea Pugang Corporation (KPC)
and its subsidiary, Pugang Pharmaceutic Company. The Panel confirms that Hyoksin has
provided administrative assistance to Pugang. In addition, state media shows that another KP
subsidiary, Korea Pugang Trading Corporation (KPTC), used Ryonbong’s contact numbers until
as early as 2002. The Panel continues to investigate Pugang'’s relationship with Ryonbong.

2 The Panel confirmed that the Japanese company terminated the joint venture prior to 2006.

¥ World Nuclear Association, “Naturally-Occurring Radioactive Material” available from http://www.world-
nuclear.org/info/inf30a.html.

# See: https:/ /www.iaea.org/About/Policy/GC/GC41/Documents /2914annex2.html.

16-00683



S/2016/157

Figure 1. A DPRK publication referring to the Intemational Chemical Joint Venture Corporation
which was established by Rvonbong and a Japanese company.

“The International Chemical Joint Venture Corporation is run in joint investment of funds
between the Korean Ryonbong General Trading Corporation and the Kokusai Trading Co., Ltd.
headed by Ryo Song Gun. vice-president of the Association of the Korean Traders and

I l ' - l» l in’ »

High-quality Rare Earth Py

anmwdmdudu

Source: Foreign Trade of the DPRK. February 1996.

Source: Foreign Trade of the DPRK, March 1997.
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Source: Foreign Trade of the DP 2002.
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Annex 95 : Korea Equipment & Plant Corporation

Business cards of the representatives of Korea Equipment & Plant Corporation (KEPC) rovide
the company’s name in Korean & & & Bl & 2| AL" which is the same name as Korea

Complex Equipment Import Corporation.

HO YONG HAK

Vice President

KOREA EQUIPMENT & PLANT CORPORATION

Add: Central Distnict,

L Tel: 850-2-18111

@El

A3 4

Pyongyang, DPRK Ext. 8032
Cable: add: "JONGHAPSULHI" Fax: 850-2-3814498
Pyongyang Tix: 38002 DGS KP

\/
ZMUSer gl A

2N P ULENRY

- —

A
4 % (850218111

p Ext 8032
W24 234 % |2  850.2.3814408
By P U4 EY . (38002 DGS KP
Source: The Panel.

KPe.019 KOREA (t).\ll’l.l‘lx FEQUIPMENT IMPORT CORPORATION

KOREAN:

ZAFWa FRUBAL

Sowrce: 1718 Committee’s website available from

https://www un org/sc/suborg/sites/www.un org.sc.suborg/files/20141030_updated_list_entities_and_inds

viduals_korean_new_format_rev_1.pdf
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Annex 96 : Korea Pugang Trading Corporation
Figure 1. Pugang Corporation
PR ERSLH  heep:/www.pugangcorp.com/

Korea Pugang Corporation was incorporated on July 3, 1979 with a commitment to render a
service to the nation for its economic prosperity.

The Corporation’s registered capital is 3 billion Won (some USS 20 million) and its annual
average turnover foots up to 22.5 billion Won (some US$ 150 million).

Korea Pugang Corporation comprises some management sections and such component
companies as Pugang Trading Corp.. Pugang Motorbike Co.. Ltd.. Pugang Hwangchirvong Co.,
Ltd.. Pugang Pharmaceutic Co.. Ltd.. Pugang Electronic Co.. Ltd.. Pugang Coins Corp.. Pugang
Crystals Co.. Ltd.. and Pugang Natural Food Co., Ltd.

The Corporation runs gold mines, mints, factory of alcohol, pharmaceutical plants, drinking
water factories, and other large number of factories of various industries such as metallurgy,
mining. machinery, chemicals, electric, electronic, glassware, and timber.

The Corporation has off-shore branch offices or agents in Beijing. Dandong, Ji’an, Shanghai,
Moscow, Nakhodka, Havana, Berlin, Sofia, Fribourg(Switzerland), Karachi, Kuala Lumpur,
Cairo, Damascus, and Addis Ababa.

Ever since its birth, Korea Pugang Corporation has been doing its best to command a streamlined
business making steady investments in order to keep its facilities and factory equipment up to
date, provide a wider selection of its export products, and optimize their qualities, thus making
them all highly competitive.

In the years to come, we will further contribute to the ever-prosperity of our nation by constantly
updating our business operations and factory equipments, developing new high-tech products
and by maximizing the variety, volume and frequency of our transactions with our customers and
suppliers worldwide.

On this occasion, we express great thanks to all those who have done any business with us and
who, by so doing, have provided us with easier access to the world market and business

expertise.
Dr Jon Sung Hun, President

Source: http://www.pugangcorp.com of 11 June 2008, accessed through WaybackMachine com.
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iceutical Company
\dd: Pothooagrany District, Pyvongyang
DFR Kowea
Fel: 8502181 1 ). 3X1.5%2
Fav X50.2.3%1.5273

F-mail: rbedSa smar-conct kp

: e Y
Source: Foreign Trade of the DPRK. 2008, No. 1 (left) and 2013, No. 1 (nght).
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Source: http://www.cxtzw.com’/ShowTequNews asp?id=688.
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' 2 ] :
L . ~M - - L
KOREA RYONBONG GENERAL CORPORATION

Pothonggang District, Pyongyang, DPRK
Tel: 850-2-381-6125
850-2-381-6124
Fax 860.2.381.5274
Tix: 36053 LS KP, 360854 28 KpP

Source: Foreign Trade of the DPRK. February 2002.
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Annex 97 : Mr. Piao’s companies and connection with Mr. Ma and Mr. Li
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Mr. Piao Chengyuan (or Park Seung Won) 1s listed as the director of Dalian Union with Mr. Cai
Guang, and as shareholder of Dandong Yongxinghe, together with Mr. Ma and Mr. L1.
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Mr. Piao Chengyuan is listed as shareholder of
Dandong Union with Mr. Ma Gewen.

&
Source: The Chinese company regiitntion database available from http://gsxt.Ings gov.cn/.
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Annex 98 : Dandong Union and Dandong Yongxinghe's connection with Korea Taesong
Korea Daesong (Taesong) from commercial business registry database
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Figure 2: Dandong Union address Information from Commercial Website, showing relationship
between address ;KT % 64 5 and {£ik)" 3% B &

The Panel found that Dandong Union’s address 1s registered as both “Room 1106, 64 Bin Jiang
Zhong Ru (KL} #% 64 §) Dandong City” and “Room 1106, Jiadi Plaza B ({iith)" 1% B &)
Dandong City” at official Chinese Company registry database and various commercial company
registry. The Panel also found that other companies of Dandong City use these two addresses
without distinction or at the same time in advertising them. The Panel confirmed through
geographic search on line that “Bin Jiang Zhong Ru (%{T. "1 #% 64 5)" and “Jiadi Plaza B ({f#:
J"1% B )" is the same place.
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Figure 4: Dandong Yongxinghe and Korea Daesong (or Taesong) Trading Company
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Figure 5: Korea Cholbong and Dandong Yongtong

Dandon_g Yongtong from the Official Chinese Company re_gisﬂ
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Annex 99 : Hong Kong-registered Companies controlled by individuals connected to
Leader and/or Mr. Cai Guang

The Panel has identified multiple Hong Kong-registered companies connected to Leader and/or
Mr. Cai Guang. Further details of each company are summarized below.

1. Sunny (HONG KONG) Int’l Development Co. Ltd.

Address: LM 873, Room B, 14/F, WaH Hen Commercial Centre, 383 Hennessy Road, Wanchai,

Hong Kong
Individual involved:
- Mr. Li Hong Ri (Chinese: F 41 [1) (director and shareholder)

2. Xiuhua International Company Limited
Address: Unit 04, 7/F, Bright Way Tower, No. 33, Mong Kok Road, Kowloon, Hong Kong
Individual mnvolved:

- Mr. Li Hong ri (Chinese: 4] [1) (director and shareholder)

3. Hong Kong Max Moon Trading Co., Limited.
Address: Room 1701(071). 17/F. Henan Building. No.90, Jaffe Road. Wanchai, Hongkong.
China
Individual involved:
- Mr. Ma Gewen (Chinese: £} §: ) (director and shareholder)

4. Longjin (HongKong) International Trading Co., Limited
Address: Rm 907, JDL 495, Wing Tuck Commercial Center, 177-183 Wing Lok Street, Hong

Kong
Individual involved:
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: #h& i) (director and
shareholder)
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T a2 L B T
(@ RASE) % 1%, CR No.
AN Ene Incorporation Form 1401433
"™ (Company Limited by Shares)

( (2mepn) = '“t.,“ﬂ Fﬂorﬂ:' N C 1

NESGmportant Noles

¢ RBUNOW (REAW) -
MAEROBAND -

®  Mease 10ad tha accompanying notes before completng s form
Please print in black k.

1 SREMALEF MW Intended Company Name
& 2092 TR % ntended English Company Name

LONGJIN (HONGKONG) INTERNATIONAL TRADING CO., LIMITED

3 LT R O EE R WA 4 08 IR T 0 s
The Intended Address of the Company's Registered Office in Hong Kong

[ Rm 907, JDL495, Wing Tuck Commercial Centre, |1 77-183 Wing Lok Strect, Hong Kong

s
8 A Individual Director
(LI17408 ~ EMANY - /BT C BN Use Continvation Sheet C ¥ more then 1 individual dwecton)

E 4 X
Name in Chinese ¥R

XL
Name in English PIAO Chengyuan

6 £ Sumame T4 F Over Names

LR 2
Previous Names
Ik I
Alias

Rm 907, JDLA49S, 177-183 Wing Lok Street, Hong -
Kong

B Country
(TR, SR NEWE T Coro o' ad0ness0s and post office dox numbers are 1)

nREwmt
E-mail Address

-

| 5 @ entification China 1D no.: 120104196601256358
Source: The Hong Kong company registration record available from http://www.icns.cr.gov hi/cscy/.
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' 13 A= ¥V "ToU
CR o I 11 e H
et mm (e 2 F IR 22 &]) :;i;;f;:sc_;agm,.
: Rogistry Incorporation Form
i (Company Limited by Shares)
{ (I8 T 144 45) £
ki Form NC1

MRAmeN (M2anm) -
Preass read he Notes e Complation beloss comping s form

1 85 AP 2 0% Intonded Company Name
K2R 95 ) % % W Intended English Comp

HONG KONG MAX MOON TRADING CO,, LIMITED

23 W EE T A0 S 1R Y90 R B4R P 0 Ry sk
The Intended Address of the Company’s Registered Office in Hong Kong

Room 1701(071), 17/F., Henan Building, No.90, Jaffe Road, Wanchai, Hong Kong, China

@ AT 7 Individual Director
(GNER~5 8/ N  F/ZHTC ¥ Uso Continusbon Sheel C If mors then 1 individual drecior)

PRt
Name in Chinese 15'&3‘(
PS4 E
Name in English MA GEWEN
T £ Sumame "% % Other Nemes
PR o5
"
Allas N/A
1313
Residential
Address ROOM 1101, BLOCK B, JIADI SQUARE,
YANJIANG KAIFAQU, DANDONG CITY, CHINA
[ LIAONING PROVINCE
- IR & Courery
Same Address as Dandong Yongxinghe and post 0ffice box Humbars are not o|
e 3 Tl
E-mail Address N/A
& {381 9] \dentification CHINA 1D.:22010219660804333X

Source: Hong Kong companies registration records available from http://www.icns.cr.gov hic/escy/.
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Annex 100 : Namibia’s Note Verbale dated on 13 February 2015 addressed to the

Embassy of the Democratic People’s Republic of Korea in South Africa

REPUBLIC OF NAMIBIA

MINISTRY OF FOREIGN AFFAIRS

Tek:
Fux:
Bl
Ret

Baguires.

(061) 2829111
(O61) 221145 1 223937 1 220065
headgquaniony® mia gov na

wul

The Ministry of Forcign Affairs of the Republic of Namibia presents its
compliments to the Embassy of the Democratic People's Republic of Korea and
has the honour Lo inform that the Government of the Republic of Namibia has
terminated the diplomatic status of Kim Kwan Yon, Second Secretory,
Economic und Commercial, and Kil Jong Hun, Third Secretary, Economic and
Commercial.

In this regard, the Ministry ol Foreign AlTuirs would like to advise that the two
individuals leave Namibia. The Ministry seeks the cooperation of the Lmbassy
on this matter.

The Ministry of Foreign AfTairs of the Republic of Namibia avails isell of this
opportunity 1o renew to the Embassy ol the Democratic People’s Republic of
Korea the assurances of its highest consideration.

February 13, 2015

The Embassy of the Democratic People’s Republic of Ko
Pretoria, South Africa

Pavale Bag 11347
WINDHOUEK
NAMIBIA

Source: The Panel.

279/303



S/2016/157

STRICTLY CONFIDENTIAL"

Annex 101

*The annex has not been reproduced in the present document because it is stnctly confidential.
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Annex 102 : Global Airlines Project methodology and United Nations data protection
law exemptions

The Panel identified 170 global, regional and national airlines on the basis of global passenger
market share as well as those smaller airlines operating on routes and third countries where
Democratic People’s Republic of Korea entities or nationals are known or suspected to have
been based while engaged in the direct violation or evasion of sanctions in the past. Requests for
information were also sent to airlines operating from the limited number of transit hubs that
serve air routes to and from the Democratic People’s Republic of Korea.

While a number of airlines or their respective Member states cited data protection laws as legal
impediments to the provision of information, the Panel notes that pursuant to the sanctions
regime adopted by the Securnity Council in respect of the Democratic People’s Republic of Korea
(DPRK) under resolution 1718 (2006), as extended by resolution 1874 (2009), the Security
Council has imposed obligations upon Member States in respect of compliance with that regime.
Specifically, in paragraphs 26 and 27 of resolution 1874 (2009), the Security Council established
the Panel and urged all States to cooperate with it, “in particular by supplying any information at
their disposal on the implementation of the measures imposed™. In accordance with Article 25 of
the Charter of the United Nations, Member States are obliged to accept and carry out decisions
of the Security Council.

Pursuant to its Charter and the 1946 Convention on the Privileges and Immunities of the United
Nations, the United Nations is not subject to the national jurisdictions of Member States, and as
such. is not bound by national or regional legislative instruments. including the provisions
regarding the transfer of personal data.

The Panel 15 continuing GAP-related investigations by extending and expanding its follow-up
with the airline industry.
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Annex 103 : Travel movements of reported KOMID representatives

Reported possible KOMID representatives in Iran Son Yong and Kim Young Chol travelled to, from or
transited Iran. Umited Arab Enurates, Pakistan, China, Singapore and Malaysia. Reported KOMID
representatives in Syria, Kang Ryong and Ryu Jin travelled to, from or transited Lebanon, China, Uganda
and Egypt. Reported KOMID Nanubia representative Kil Jong Hun travelled to, from or transited
Nanubia, South Africa, Chuna and Zimbabwe. Reported KOMID Namubia representative, Kim Kwang
Yon, travelled to, from or transited South Africa and China with documentation indicating that this travel
was mn five of six mstances part of an itinerary for Nanubia. The Panel obtamned evidence that another
reported KOMID representative allegedly based in Russia, Mr. Jang Song Chol flew to Khartoum, Sudan
on two occasions m 2014,

According to information obtained by the Panel, Mr. Jang and Mr. Kim transited Islamabad and Karachi
on at least 28 occasions between 10 December 2012 and 25 October 2015. They often travelled on the
same flights with consecutively numbered tickets issued by the same travel agency. Together they had
entered Pakistan at one awport and departed Pakistan from another airport. Pakistan stated to the Panel
that the reported KOMID representatives were 1ssued visas “by our Mission in Tehran at the request of
the Embassy of the Democratic People’s Republic of Korea (DPRK) in Tehran. The individuals were
introduced as Second and Third Economic and Commercial Secretanies of the Embassy.” In the visa
application forms Pakistan noted that the addresses “included the Embassy of DPRK in Islamabad and
Economic Section of DPRK in Karachi™. Pakistan also noted that “in the visa forms no mention has been
made of their linkages to Korea Mining Development Trading Corporation (KOMID) **

Seven of the individuals had transited, entered or exited China on a total of at least 59 occasions between
19 October 2012 and 19 October 2015.%* Some of the individuals used different passports for certain
flights in a non-linear fashion, indicating that they were in possession of two or more passports.

Mr. Ryong Kang flew into Entebbe, Uganda on 14 June 2014 and departed three days later. U§mda
informed the Panel that it was undertaking an investigation and would revert when it was comp 54

Mr. Jang, Mr. Kim and Mr. Kwang Yong Kim transited Singapore on at least 12 occasions between 18
July 2013 and 28 November 2014. Mr. Kim flew to Kuala Lumpur on at least 3 occasions between 20
May 2013 and 23 November 2013 Mr. Jong Hun Kil travelled to Harare on 25 October 2014 and depasted
four days later Mr. Song Chol Jang flew from Moscow on 21 September 2014 to another couatry. Mr.
Song Chol Jang retumed to Khartoum, Sudan on 21 September 2014 and departed 28 September 2014.
Ms Kim Su Guang with alleged connections to RGB amived in Moscow on 16 June 2015. Mr. Song Chol
Jang travelled to Khartoum on 10 June 2014 and departed on 24 June 2014. Mr. Ryong Kang travelled to
Cairo on 3 July 2014, departing three days later.

31 Letter to the Panel from the Pakistan Mission to the United Nations, No. First-5/3/2015, 7 January
2015s.

32 Mr. Song Chol Jang,Mr. Yong Son Jang, Mr. Yong Chol Kim, Mr. Ryong Kang, Mr. Jin Ryu, Mr. Jong Hun
Kil, and Mr. Kwang Yon Kim.

3 Evidence obtained by the Panel shows that the other individual designated by the United States as
KOMID's representative in Syria also travelled on the same flights as Mr. Kang to Uganda.
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Annex 104 : United Arab Emirates (UAE) response to the Panel

VISSION OF THE
UNITED ARAB EMIRATES
'O THE UNITED NATIONS
NEW YORK

LIS -

s asmal] Aasy sl

)
I
l

Ref: 2016/24

5 January 2016
Mr. Griffiths

In reference to letter S/AC.49/2015/PE/OC. 808 of 3 December 2015, and further to the
meeting held on 30 December 2015, regarding the investigations of the Panel of KOMID,
| would like to transmit to you the unofficial translation of the UAE’s authorities' response:

- Information on two DPRK nationals reportedly working on behalf of Korea Mining
Development Trading Corporation (KOMID).

- Information and data on the shipment of arms and related material onboard the
vessel ANL Australia.

- Information on reported arms trade involving KOMID, UAE-based companied and
UAE nationals

| would like to take this opportunity to reiterate once again my country’s continued
cooperation with the Panel of Experts on the DPRK in implementing its mandate.

Please accept the assurances of my highest consideration.

aod AlMazrooei

Charge d’Affairs

Mr. Hugh Griffiths

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874(2009)
United Nations

New York
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First: Information on two DPRK nationals reportedly working on behalf of Korea
Mining Development Trading Corporation (KOMID)

No movement by the two individuals in or out the UAE was confirmed recently. However,
| would like to transmit to you the following information obtained from the UAE concerned
authorities regarding those individuals:

Yong Son Jang
Personal data

Nationality: DPRK

DOB: 20 February 1957

Professional: Third Secretary at the North Korean Embassy in Iran and a businessperson.
Residency: He previously visited the UAE.

Passport number: 563110024, expires on 14 January 2018. (He is also a holder of a
diplomatic passport No. 654210164, expiration date; 2 June 2019).

Marital status: Married — number of children: unknown.

Religion: Buddhism.

Phone number; unavailable.

Current position: Out of the UAE.

Records of Yong Son Jang's entering and exiting the UAE, expect transits through the
UAE, noting that the visas were issued by the General Directorate of Residency and
Foreigners Affairs.

B Visa Dates Type and number | Sponsored by
Issuance date Expiration date of visa
1 |7 Oct. 2014 5 Dec.2014 Tourism Sun and  Sky
2102014043400297 | Tourism & Travel
PO Box: 40583
Tel: +97143516300
2 | 25 Sept. 2014 8 Nov. 2014 Tourism Same as above
2102014043248996
3 | 3 Sept. 2014 30 Oct. 2014 Tourism Same as above
2082014043874333
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4 |28 Aug. 2014 10 Oct. 2014 Tourism Same as above
2082014043779453

5 |12 Aug. 2014 3 Oct. 2014 Tourism Same as above
2082014043554431

6 |5Aug. 2014 19 Sept. 2014 Tourism Same as above
2082014043427250

7 | 9July 2014 28 Aug. 2014 Tourism Same as above
2082014043122845

8 |8June 2014 14 Aug. 2014 Tourism Same as above
2062014043759706

9 |28 May 2014 11 July 2014 Tourism Same as above
2062014043588820

10 | 1 May 2014 29 June 2014 Tourism Same as above
2062014043222379

11 | 4 March 2014 27 May 2014 Tourism Same as above
2042014043164863

12 | 23 Feb. 2014 5 April 2014 Tourism Same as above
2012014043966523

13 | 16 Feb. 2014 30 March 2014 Tourism Same as above
2012014043744310

14 | 4 July 2013 1 Sept. 2013 Permission to enter | Golden Coast
for a short visit — one | Travels
tourist trip Tel: +97142610333
2062013043480181

15 | 4 June 2013 9 August 2013 Tourism Same as above
2062013043134625

16 | 21 May 2013 7 July 2013 Tourism Same as above
2062013043013910

17 | 2 May 2013 6 May 2013 A 96 hour visit Emirates Airlines -
2012013016265971 | Arabian Adventures

Tel: 600555555

18 | 16 April 2013 20 April 2013 A 98 hour visit Same as above

2012013016231979
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Transits of Yong Son Jang through the UAE:

# | Date (arrival and departure) | From To
1 | Arrival - 30 Sept. 2014 IKA Imam Komeini Int'l | Al Maktoum Intl Airport -
Airport - Iran UAE

Departure - 30 Sept. 2014

Dubai Intl Airport -
UAE

2 | Arrival - 21 Sept. 2014

IKA Imam Komeini Int']
Airport - Iran

Dubai Int'l Airport - UAE

Departure - 21 Sept. 2014

Dubai Intl Airport -
UAE

3 | Arrival - 1 Sept. 2014

IKA Imam Komeini Int'l
Airport - Iran

Dubai Int'l Airport - UAE

Departure - 1 Sept. 2014

Dubai Intl Airport -
UAE

4 | Arrival — 25 Aug. 2014

IKA Imam Komeini Int'l
Airport - Iran

Dubai Int'l Airport - UAE

Departure — 25 Aug. 2014

Dubai Int'l Airport -
UAE

5 | Arrival - 11 Aug. 2014

IKA Imam Komeini Int’|
Airport - Iran

Dubai Int'| Airport - UAE

Departure — 11 Aug. 2014

Dubai Int'l Airport -
UAE

Tehran Int'l Airport - Iran

6 | Arrival — 20 July 2014

IKA Imam Komeini Int'l
Airport - Iran

Dubai Int’l Airport - UAE

Departure — 20 July 2014

Dubai Intl Airport -
UAE

7 | Arrival - 6 July 2014

IKA Imam Komeini Int'l
Airport - Iran

Dubai Int'l Airport - UAE

Departure — 6 July 2014

Dubai Intl Airport -
UAE

8 | Arrival = 2 June 2014

IKA Imam Komeini Int'l
Airport - Iran

Dubai Int'l Airport - UAE

Departure - 2 June 2014

Dubai Int'l Airport -
UAE
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9 | Arrival - 21 May 2014 IKA Imam Komeini Int’l | Dubai Int'| Airport - UAE
Airport - Iran
Departure — 21 May 2014 Dubai Int'l Airport -
UAE
10 | Arrival — 18 April 2014 IKA Imam Komeini Int'l | Dubai Int'l Airport - UAE
Airport - Iran
Departure - 18 April 2014 Dubai Intl Airport -
UAE
11 | Arrival — 25 Feb 2014 IKA Imam Komeini Int'l | Dubai Int'l Airport - UAE
Airport - Iran
Departure — 25 Feb 2014 Dubai Intl Airport - | Tehran Int'l Airport - Iran
UAE
12 | Arrival - 19 Feb 2014 IKA Imam Komeini Int'l | Dubai Int'l Airport - UAE
Airport - Iran
Departure — 19 Feb 2014 Dubai Int'| Airport -
UAE
13 | Arrival — 1 July 2013 IKA Imam Komeini Int'l | Dubai Int’l Airport - UAE
Airport - Iran
Departure - 1 July 2013 Dubai Intl Airport -|IKA Imam Komeini Intl
UAE Airport - Iran
14 | Arrival — 29 May 2013 IKA Imam Komeini Int'l | Dubai Int'| Airport - UAE
Airport - Iran
Departure — 29 May 2013 Dubai Int'l Airport -|IKA Imam Komeini Intl
UAE Airport - Iran
15 | Arrival - 2 May 2013 Dubai Intl Airport -|IKA Imam Komeini Int'l
UAE Airport - Iran
Departure — 3 May 2013 Quaid-E-Azam Dubai Int’l Airport - UAE
International Airport -
Pakistan
16 | Arrival — 16 April 2013 IKA Imam Komeini Int'l | Dubai Int'| Airport - UAE
Airport - Iran
Departure — 16 April 2013 Dubai Int'l Airport - |IKA Imam Komeini Intl
UAE Airport - Iran
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A - The two individuals did not stay in hotels in the UAE; therefore, there is no information
available on any reservations. Moreover, no activities by neither individuals were
monitored in the UAE, as usually travelers await for their flights outside the airport.

Q - Records of crossing any UAE borders.

A — No information is available on their travels through UAE |and or maritime borders.

Q - Any financial records of the individuals.

A — They do not hold any bank accounts in the UAE.

Second: Information and data on the shipment of arms and related material
onboard the vessel ANL Australia, which was seized in the UAE on 22 July 2009

Q - Any information on the two corporations or Mr. Ri Hyong

A

- No information is available on the two corporations, also, there are no dealings or
associations between the UAE and the mentioned corporations or Mr. Hyong.

- Personal date on Ri Hyong:
¢ Nationality: DPRK
¢ DOB: 10 February 1956
e Passport number: 827310102, expired on 12 September 2012.
¢ Last time he departed from Dubai to Iran was on 12 May 20089.
¢ Records of Ri Hyong's entry into and departure from the UAE:

Date Movement Country of Departure | Country of Arrival
3 April 2009 entry Iran UAE
4 April 2009 Departure UAE Unknown
20 April 2009 | entry Iran UAE
11 May 2009 entry Iran UAE
12 May 2009 Departure UAE Unknown
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Third: Information on reported arms trade involving KOMID, UAE-based companied
and UAE nationals

Q - Information and documentation on past or currently planned arms trade involving
KOMID, Al Mutlag Technology and International Golden Group.
A - No such dealings between the above parties was detected.

Q — A list of all other entities and individuals involved since October 2006 in past and
planned KOMID related arms trade activities.

A — No list is available on names of individuals or entities involved in arms trade with
KOMID since October 2006.

Q - Information on registration records for Al Mutlag Technology and International Golden
Group.
A — Al Mutlag Technology:

e Private company.

e Based in Dubai, Al Kuthban Bldg., Sheikh Zayed Rd.

e PO Box. 37562.

e Tel: 043383888

e Activity: General Trading.

e License number: 201887

e License issuance date: 11 August 1982

e License expiration date: 10 August 2016

e (A copy of the license was submitted to the Panel during the meeting on 30

December 2015).

Q - Information on Mr. Abdulrahman Bager:
A
¢ Nationality: UAE.
e DOB: 1 January 1953
e Passport number: HFR234276
¢ Position: Executive Director of Al Mutlag Technology
e (A copy of the passport was submitted to the Panel during the meeting on 30
December 2015).
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Q - Any information available to the UAE authorities regarding transfers or attempted
transfers to/from DPRK after October 2006 of any arms or related material which were
brokered by Al Mutlaq Technology or Mr. Bager.

A — No such activities were detected after October 2006.

Q - Any information available to the UAE authorities regarding any financial and trading
transactions after April 2009 between KOMID and Al Mutlag Technology or Mr. Bager.
A - No information is available on any financial and trading transactions after April 2009
between KOMID and Al Mutlaq Tech. or Mr. Bager, or on behalf of them.

Q - Any additional information available to the UAE authorities regarding KOMID's
relationship with Al Mutlag Tech or Mr. Bager.
A -

* No relationship was detected between KOMID and Al Mutlag Tech or Mr. Bager
since October 2006.

e During the investigations, it was found that a quotation offer was requested from
an individual named Mr. Yoon Song Kim, from North Korea based in China, on
equipment. Mr. Kim presented an offer; however, his offer did not go through and
no transaction was made. A European company was also contacted regarding the
same equipment. The company presented an offer, but it did not go through
neither.

» Entities that were involved in the $100,000,000 offer are:

o Mr. Abdulrahman Bager.
o Mr. Yoon Song Kim.
o Al Mutlag Technology.

Mr. Yoon Song Kim's personal data:
¢ Nationality: North Korea.
¢ DOB: 11 February 1960.
s Passport number: 381220190.

Measures taken by the UAE authorities in this regard:
- Investigations were conducted with members of Al Mutlaq entity.

- The entity was zlosed, as a precautionary measure.
- Documents and computers of the entity were seized.
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Annex 105 : United Arab Emirates documents related to arms trading entity Al Mutlaq
Technology and its closure
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PERMANENT MISSION OF THE
UNITED ARAB EMIRATES

TO THE UNITED NATIONS
NEW YORK

Ref: 2016/38

8 January 2016
Mr. Griffiths

In reference to the meeting held on 30 December 2015 with the Panel of Experts of the
DPRK Sanctions Committee, | would like to transmit herewith additional information
provided by the UAE concerned authorities on the movement of Mr. Abdulrahman Bager
between the period from 2 August 2012 to 1 January 2016, as well as additional
information which could be of use to the Panel.

| would like to take this opportunity to reiterate once again my country’s continued
cooperation with the Panel of Experts on the DPRK in implementing its mandate.

Please accept the assurances of my highest consideration.

Saod AlMazrooei
Charge d’Affairs

Mr. Hugh Griffiths

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874(2009)
United Nations

New York
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Mr. Abdulrahman Bager has not been in communication with any North Korean company.
He was only in communication with Mr. Yoon Song Kim. Also, there is no additional
information on Mr. Kim's address in China.

Travels of Mr. Abdulrahman Bager from 2 August 2012 to 1 January 2016
(Starting from the most recent travel date)

# | Country of departure/ Point | Country of arrival/ Point of | Dates
of exit entry EXit/Entry
1 | Dubai Int! Airport - UAE Vienna Airport - Austria 1 January 2016
2| Bahrain Intl Airport - Bahrain | Dubai Int'l Airport - UAE 4 December 2015
3 | Dubai Int! Airport - UAE Hamad Int'l Airport - Qatar | 23 October 2015
4 | Dubai Int Airport - UAE g;anrlees de Gaulle Airport - | 1 October 2015
S | Hamad Int'l Airport - Qatar | Dubai Intl Airport - UAE 26 September 2015
8 | Dubai Int'l Airport - UAE Hamad Int'l Airport - Qatar | 23 September 2015
7 | London Heathrow Airport - UK | Dubai Int'l Airport - UAE 20 September 2015
8 | Dubai Int'l Airport - UAE Leonardo  da  Vinci- | 9 September 2015
Fiumicino Airport - Italy
9 | Atatiirk Int'l Airport - Turkey | Dubai Int'l Airport - UAE 18 August 2015
10 | Bahrain Int'| Airport - Bahrain | Dubai Int'l Airport - UAE 3 August 2015
11 | Dubai Int'l Airport - UAE Bahrain Int'l Airport - Bahrain | 30 July 2015
12 | Hamad Int'l Airport - Qatar Dubai Intl Airport - UAE 17 June 2015
13 | Dubai Int| Airport - UAE Bahrain Int'l Airport - Bahrain | 13 June 2015
14 | Vienna Airport - Austria Dubai Int'l Airport - UAE 31 May 2015
15 | Dubai Int'l Airport - UAE g?aanrclees de Gaulle Airport - | 13 May 2015
18 | Kuwait Int’l Airport - Kuwait | Dubai Int'l Airport - UAE 27 April 2015
17 | Dubai Int'l Airport - UAE Kuwait Int'l Airport - Kuwait | 23 April 2015
18 | Chhatrapati Shivaiji Airport - | Dubai Int'l Airport - UAE 14 April 2015
India
19 | Dubai Intl Airport - UAE ?‘zjii;l Gandhi Int'l Airport - | 6 April 2015
20 | Changi Airport - Singapore | Dubai Int! Airport - UAE 10 March 2015
21 | pubai Int'l Airport - UAE Changi Airport - Singapore | 3 March 2015
22 | prague Ruzyné Int!l Airport — | Dubai Int'l Airport - UAE 2 February 2015
Czech
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23

Dubai Int'l Airport - UAE

Prague Ruzyné Int’l Airport —
Czech

27 January 2015

24

London Heathrow Airport - UK

Dubai Int'l Airport - UAE

2 January 2015

25

Dubai Int’l Airport - UAE

London Heathrow Airport -
UK

20 December 2014

26

Incheon Int'l Airport — South
Korea

Dubai Int'l Airport - UAE

14 December 2014

27

Dubai Int'l Airport - UAE

Incheon Int'l Airport — South
Korea

9 December 2014

28

Vienna Airport - Austria

Dubai Int'| Airport - UAE

1 December 2014

29

Dubai Int'l Airport - UAE

Vienna Airport - Austria

23 November 2014

Bahrain Int'l Airport - Bahrain

30 | Bahrain Int'l Airport - Bahrain | Dubai Int'l Airport - UAE 1 November 2014
31 | Dubai Int! Airport - UAE Bahrain Int Airport - Bahrain | 28 October 2014
32 | Bahrain Int'l Airport - Bahrain | Dubai Int'| Airport - UAE 25 October 2014
33 | Dubai Int Airport - UAE Hamad Int'l Airport - Qatar | 25 October 2014
34 | Bahrain Int'l Airport - Bahrain | Dubai Int'l Airport - UAE 11 October 2014
35 | pubai Int Airport - UAE Bahrain Intl Airport - Bahrain | 25 September 2014
36 | Vienna Airport - Austria Dubai Int'l Airport - UAE 10 September 2014
37 | Dubai Int! Airport - UAE Vienna Airport - Austria 31 August 2014
38 g::l? de Gaulle Airport - | pubai Int!l Airport - UAE 91 June 2014
39 | Dubai Int! Airport - UAE Charles de Gaulle Airport - | 9 June 2014
France
40 | Kuala Lumpur Airport - | Dubai Int'l Airport - UAE 18 April 2014
Malaysia
41 | Dubai Int'l Airport - UAE Incheon Int| Airport — South | 5 April 2014
Korea
42 ghades de Gaulle Airport - | pubai Int! Airport - UAE 9 March 2014
rance
43 | Dubai Int'l Airport - UAE gharles de Gaulle Airport - | 26 February 2014
rance
44 Dubai Int'| Airport - UAE 2 August 2012
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Mutlaq Technologx

From: Mutlag Tecnology [mailto:mutlaggp@eim.ae]
Sent: Tuesday, May 05, 2015 1:25 PM

To: ‘freedom6like’ <freedomélike@163.com>
Subject: Products

Attachments: Products List.Pdf

Dear Mr. Kim,

Following my telephonic conversation of today, Please find attached a list of products that are needed immediately
from your stock.
We need your response at the earliest and as soon as possible.

Thanks and Regards.

Abdul Rahman Abdulla Bager

296/303 16-00683



Requirement list

s Item Qty. j
1 [m92cal7.62x39 5,000 |
2 | 7.62X39Ammunition B ] 5,000,000
3| Sniper Rifle 7.62x54 (Draganov) B ‘ 150
4 7.62x54 R ammunition B 15,000
5 | 7.62PKM Machine Gun 1,000
6 7.62x54 ammunition 10,000,000
7__| Sniper Rifle 12.7x108 50
8 Ammunition 12,7x108 10,000
9 | Heavy Machine Gun M02 Coyote Cal 12.7x108 B 200
10 | 12.7mmx108 Ammunition 10,000,000
11 ! Mortar 60mm M57 _— 100
12 Mortar Shell 60mm | 50,000
13 | Mortar 82mm Mé9 ! 100 |
14 | 82mm Mortar Shells i 50,000
15 120mm PM-38 Mortar 5 40 |
16 | 120mm Mortar Shell 30,000.00_
|17 14.5x114mm B-32, BZT Cartridges ] ~ 2,000,000.00
18 | 23mm HEI with Link _ ' 1,500,000.00 |
19 | 107 MULTIROCKET Launcher 30.00
20 | 107mm Rocket 40,000.00
21 | 122MM rocket Projectile M210 i 40,000.00
22 | Hand Grenade - | 3,000.00 |
23 | Armor Vest 5,000.00 '
24 | Anti-Tank 106mm HEAT Ammunition 5,000.00 |
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Annex 106 : The Russian Federation’s Letter to the Panel’s air travel enquiry on

KOMID and RGB unilaterally designated individuals

[MocTosHIOE NPEACTABNTENRCTBO
Pocenitexoii ®egepanun
npu Oprannsannm
Obweaunennubix Hauni

Permanent Mission
of the Russian Federation
to the United Nations

Phone: (212) 861 4900
Fax: (212} 628 0252

/77
Ne _/n
New York, Zj January 2016

Dear Mr.Griftiths,
With reference to your letter S/AC.49/2015/PE/OC.810 dated

136 East 67" Street
New York. NY 10065

3 December 2015 [ am instructed to inform you of the following
We believe that there is no reason for us to make an

investigation following your inquiry. Judging by the content of your

activities of the two North Korean citizens that we were requested to
provide information about. Unilateral sanctions that were imposed by

the USA and France against those individuals for the reasons that we

their unlawful activitics on Russia’s territory, We are invariably ready
to cooperate with the Panel when its inquiries are clearly fitted into the
framework of the current United Nations Sccurity Council Sanctions

List and have substantial evidence. In this case we are not in a position

to do so. 7%/

Vladimir Safronkov.
Deputy Permanent
Representative
Mr. Hugh Griffiths
Coordinator
Panel] of Experts established pursuant
to Security Council resolution 1874 {2009)
United Nations

New York

letter, the Panel had not conducted an independent research of

are unaware of, do not serve for us as an argument for suspicion of

298/303
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Annex 107 : The Russian Federation’s Letter to the Panel’s enquiry on OMM

associated vessels

New York

ITocToAHHOE NPEICTABUTEALCTBO
Poccuiickoii @enepanuu
npH Opralunaunu
OobennHenabix Hannii

Phone: (212) 861 4900
Fax: (212) 628 0252

No. //7& /

Permanent Mission
of the Russian Federation
to the United Nations

136 East 67" Street
New York, NY 10065

n

New York, / ” January 2016

Dear Mr.Griffiths,

With reference to the Panel’s letters S/AC.49/2014/PE/OC.187
dated 12 September 2014, S/AC.49/2015/PE/OC.146 dated 2 July
2015, S/AC.49/2015/PE/OC.150 dated 8 July 2015 and
S/AC.49/2015/PE/OC.310 dated 29 July 2015 requesting inlormation
about North Korean vessels and in addition to our previous letter of
response | am instructed to inform you of the following.

We continue to demand from the Panel of Experts to present
substantial evidence on the connection between various business
enterprises that own the vessels, and their assets, to the activities
of OMM. We do not possess such evidence.

The Panel’s information on the renaming and the new ownership
(sometimes with the same legal addresses) of the vessels previously
owned by OMM, though it could provoke certain suspense with regard
to DPRK companies, cannot serve for us as a justification to apply

the provisions of UN sanctions regime against those entities.

Mr. Hugh Griffiths

Coordinator

Panel of Experts established pursuant

to Security Council resolution 1874 (2009)
United Nations

16-00683
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If there is substantial evidence we would be ready to discuss
possible inquiries for designating these legal entities to be included
into the UNSC 1718 Committee’s Sanctions List. Once they
are designated by the Committee, the necessary restrictive measures

stipulated by the UNSC resolutions would be applied against those

entities. % W
M

Vladimir Safronkov
Deputy Permanent
Representative

Source: The Panel.
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Annex 108 : RTC’s initial information about the financial transactions related to the
RTC’s May 2010 export to Chonbok

Based on the information provided by RTC, the Panel understood that RTC undertook the
following financial transactions related to the May 2010 export:

RTC has been serving as the agent for Korea International Exhibition Corporation
(KIEC) to arrange the participation by the companies based in Taiwan Province of China
for International Trade Fairs in Pyongvang.

At that time, RTC helped another Taipei-based travel company (hereafter “company T),
and their customers to attend the Pyongyang International Trade Fair (which RTC also
attended). Company A sent RTC airline tickets and “related charges™ which RTC was
tasked to transfer to KIEC in Pyongyang. Company A transferred to RTC on 13 May

2010 € 28.002.

On the other hand, Chonbok was obliged to pay RTC the amount of funds € 28.350 at
that time (according to the invoice issued by RTC dated 18 May 2010). At the request
from RTC, Chonbok forwarded the funds to KIEC who was tasked to hand over the funds
to RTC’s representative at the occasion of the Pyongyang Intemational Trade Fair.

Then when RTC attended the trade fair in Pyongyang. RTC's representatives met with
KIEC's representatives and calculated the amount of difference, which the Panel
understands to be € 348. The Panel also understands that this was the amount of money
RTC received from KIEC.
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STRICTLY CONFIDENTIAL"
Annex 109

*The annex has not been reproduced in the present document because it is stnctly confidential.

302/303 16-00683



S/2016/157

Annex 110: Egypt’s 15 February 2016 response to the Panel

16-00683

13/201¢

WALAE FAX & WL 001

PERMANENT MISSION OF THE ARAB REILBLIC M’ EGYPT
TO THE UNITED NATIONS

Te.Ne. QL2).5030300 Jias Na. (212) $45-5999

CHANSY 16 EM

The Permanere Mission of the Arab Republic of Egypt to the United Nations
presentsits complimertsto the Panel of Experts established by United Nations
Secunty Council resolution 1874 (2009), and with reference to the Panel's letter
S'/ACA92015PE/OC.755 conceminga 2013 shipment of cargo from a DPRK
company nanled Ryongsong Trading Co Ltd to an Egyptian company named
MODA Authority Intemational Optropic Company andrequesang nformation on
MODA's company regstration records, identities and contacts detais, the
Permanent Missionis honored to mform the Panel of Experts of the folowing
mformation provided by the relevant Egyptiannationa authonties in response to
the Panel’s request:

oo 0 o e dandly G pead) S Al Sl S B2l B Cally 4

4852 S 1 LS (MODA Authority International Optronic Company sy 355 3y

Uyl smy 153 gy o pamall 205030 d-'»‘l‘&*we-’*r"-’mwd: e ia
B e T

The Permanent Missionrequests that the above mentioned mf0 Imation are
reflected inthe Panel of Expents annual repont,

The Permanet Mission of the Arab Republic of Egypt to the United Nations
avails itself of this opportunuty to renew to the Panel of Experts established by
United Nations Secunty Colmgil resolution 1874 (2009), the assurances of its
highest consideration.

New York, 15 February 2016
The Panel of Experts estabhshed by United Nations Secunty Council resolution
1874 (2009).

Fax:9173672347

Translated from Arabic

On examination of the database of Egyptian companies and the trade registes, no ref ctoa pany under
the name of MODA Authority Intemational Optronic Company was found The company in question is not a
Govemment company. All Govemment contracts are handled in accordance with the legal procedures in force at the
international level, and expon licences are first obtained from the Go s of the foreign companies.
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