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Note by the President of the Security Council

In paragraph 2 of resolution 2345 (2017), the Security Council requested the
Panel of Experts established pursuant to resolution 1874 (2009) to provide a final
report to the Council with its findings and recommendations.

Accordingly, the President hereby circulates the report received from the Panel
of Experts (see annex).
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Letter dated 1 March 2018 from the Panel of Experts established
pursuant to resolution 1874 (2009) addressed to the President of
the Security Council

The Panel of Experts established pursuant to resolution 1874 (2009) has the
honour to transmit herewith, in accordance with paragraph 2 of resolution 2345
(2017), the final report on its work.

The attached report was provided to the Security Council Committee established
pursuant to resolution 1718 (2006) on 1 February 2018 and was considered by the
Committee on 21 February 2018.

The Panel would appreciate it if the present letter and its enclosure were brought
to the attention of the members of the Security Council and issued as a document of
the Council.

(Signed) Hugh Griffiths

Coordinator

Panel of Experts established pursuant to
Security Council resolution 1874 (2009)

(Signed) Benoit Camguilhem
Expert

(Signed) Dmitry Kiku

Expert

(Signed) Stephanie Kleine-Ahlbrandt
Expert

(Signed) Maiko Takeuchi
Expert

(Signed) Neil Watts
Expert

(Signed) Jong Kwon Youn
Expert

(Signed) Jiahu Zong
Expert
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Letter dated 1 February 2018 from the Panel of Experts
established pursuant to resolution 1874 (2009) addressed to the
Chair of the Security Council Committee established pursuant to
resolution 1718 (2006)

The Panel of Experts established pursuant to Security Council resolution 1874
(2009) has the honour to transmit herewith, in accordance with paragraph 2 of
Security Council resolution 2345 (2017), the final report on its work.

The Panel would appreciate it if the present letter and the report were brought
to the attention of the members of the Security Council Committee established
pursuant to resolution 1718 (2006).

(Signed) Hugh Griffiths

Coordinator

Panel of Experts established pursuant to
Security Council resolution 1874 (2009)

(Signed) Benoit Camguilhem
Expert

(Signed) Dmitry Kiku

Expert

(Signed) Stephanie Kleine-Ahlbrandt
Expert

(Signed) Maiko Takeuchi
Expert

(Signed) Neil Watts
Expert

(Signed) Jong Kwon Youn
Expert

(Signed) Jiahu Zong
Expert
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Summary

In 2017, the Democratic People’s Republic of Korea intensified its advanced
nuclear and ballistic missile-related activities through the largest nuclear test to date,
flight tests of new intercontinental ballistic missiles and an intermediate-range ballistic
missile and a threat to conduct an atmospheric nuclear test over the Pacific Ocean. The
Security Council adopted four resolutions, by which it strengthened existing sanctions
and introduced new measures, including petroleum sanctions and a crude oil cap. In
addition to ongoing violations and increasingly sophisticated evasion practices, the
Panel’s latest investigations show that the Democratic People’s Republic of Korea is
already flouting the most recent resolutions by exploiting global oil supply chains,
complicit foreign nationals, offshore company registries and the international banking
system.

The Panel investigated illicit ship-to-ship transfers of petroleum comprising a
multi-million-dollar business that is driving an international network of brokers and
ship charterers as well as unwitting global commodity trading companies and oil
suppliers. In tandem, the Democratic People’s Republic of Korea continued to export
almost all the commodities prohibited in the resolutions, generating nearly
$200 million in revenue between January and September 2017. In continuing its illicit
coal exports, the country combined deceptive navigation patterns, signals
manipulation, trans-shipment and fraudulent documentation to obscure the origin of
the coal. While the Security Council Committee established pursuant to resolution
1718 (2006) has designated seven vessels for coal and petroleum transfers, a
coordinated effort by Member States is crucial to curb these rampant illicit activities.
At the same time, the heightened sanctions have created lucrative markets for
Democratic People’s Republic of Korea-backed traders seeking to procure petroleum
while exporting the country’s natural resources. The profit margins involved, coupled
with the offshore nature of much of the affected oil, maritime and finance sectors,
necessitate far greater private sector due diligence, information-sharing and self-
policing.

The Panel investigated a wide array of prohibited military cooperation projects
of the Democratic People’s Republic of Korea stretching from Africa to the Asia-
Pacific region, including ongoing ballistic missile cooperation with the Syrian Arab
Republic and Myanmar, widespread conventional arms deals and cyberoperations to
steal military secrets. The Panel’s investigations show that diplomats of the
Democratic People’s Republic of Korea continue to play a key role in the country’s
prohibited programmes, in particular trade representatives and missions which provide
logistical support for arms transfers, military technicians and intelligence operations,
acting as fronts for designated entities and individuals and engaging in commercial
activities that violate the resolutions and the Vienna Convention on Diplomatic
Relations.

The Democratic People’s Republic of Korea is accessing the global financial
system through deceptive practices combined with critical deficiencies in the
implementation of financial sanctions. Financial institutions of the Democratic
People’s Republic of Korea, including designated banks, maintain more than
30 overseas representatives who live and move freely across borders in the Middle
East and Asia, where they control bank accounts, facilitate transactions and deal in
bulk cash. Corporate service providers present a key vulnerability in the
implementation of financial sanctions, allowing the Democratic People’s Republic of
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Korea to easily create front companies offshore and in Asian financial centres, where
they leverage the assistance of non-nationals of the Democratic People’s Republic of
Korea and use the firms to open and maintain accounts to move money worldwide.
Joint ventures with foreign companies have further generated hard currency through
overseas companies with no overt links to designated entities or interests of the
Democratic People’s Republic of Korea. Financial investigations highlight the activity
of intelligence agents and other individuals acting on behalf of designated entities,
operating bank accounts in Europe and the Asia-Pacific region and using diplomatic
passports and diplomatic-plated cars to cross land and air borders with less scrutiny.

The international community has responded to the unprecedented nuclear and
ballistic missile activities of the Democratic People’s Republic of Korea in 2017 by
introducing an array of new measures that seek to change the country’s behaviour and
direction in 2018. However, this expansion of the regime is yet to be matched by the
requisite political will, international coordination, prioritization and resource
allocation necessary to drive effective implementation. The year 2018 could represent
a critical window of opportunity before a potential miscalculation with disastrous
implications for international peace and security.

The present report offers a series of recommendations for designation and other
practical measures to assist Member States and the Security Council in addressing
challenges and shortcomings.
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I.

Introduction

1.  The Democratic People’s Republic of Korea undertook its sixth nuclear test, on
3 September 2017, and conducted 20 ballistic missile launches, including
3 intercontinental ballistic missiles, in defiance of the resolutions and in line with its
intent to accelerate the completion of its nuclear forces as stated in Kim Jong Un’s
2017 New Year’s address.! After the launch of the new intercontinental ballistic
missile Hwasong-15 on 29 November 2017, Kim made a declaration on “completing
the State nuclear force”.? In his 2018 New Year’s address, he further stated that the
Democratic People’s Republic of Korea had accomplished the “cause of perfecting
the national nuclear forces” and attributed this to “simultaneously conducting
economic construction and building up our nuclear forces (Byongjin), and its idea of
prioritizing science”.?

2. Domestically, Kim Jong Un further consolidated his power base by
strengthening the party’s control over the military and the executive. In 2017, the
Workers’ Party of Korea conducted its first political audit of the General Political
Bureau of the Korean People’s Army in 20 years.* Kim used the Presidium of the
Political Bureau of the Central Committee of the Workers’ Party of Korea of
3 September 2017 to make an official decision to conduct the sixth nuclear test.
During the second plenum of the seventh Central Committee of the Workers’ Party of
Korea, on 7 October 2017, Kim selected new members of the Political Bureau of the
Workers’ Party and reaffirmed his adherence to the Byongjin policy, while
re-emphasizing the “independence and self-reliance” against sanctions.®

3. The continued violations by the Democratic People’s Republic of Korea of the
resolutions further deepened its diplomatic and economic isolation. In 2017, several
Member States expelled ambassadors of the Democratic People’s Republic of Korea
and reduced the number of accredited diplomats, and some severed or reduced their
commercial ties, often in protest of the country’s continued pursuit of weapons of
mass destruction programmes and other illicit activities. However, even after the visit
of the Under-Secretary-General for Political Affairs to the country in December 2017
and the resumption of inter-Korean dialogue to discuss participation in the 2018
Olympic Winter Games, the Democratic People’s Republic of Korea stated that the
“nuclear force of the Democratic People’s Republic of Korea is not a bargaining chip
for political purpose and business” and the country “should continue to bolster up the

nuclear force”.®

4.  Through the nuclear test and intercontinental ballistic missile tests conducted in
2017, the Democratic People’s Republic of Korea appears to have achieved a number
of important technical milestones in its weapons of mass destruction capability. There
are no indications that such activities will cease, and the stated goals of achieving
denuclearization and a peaceful solution to the situation seem increasingly remote.
The country also continued to condemn actions by the United Nations on its human
rights record, including the adoption of General Assembly resolution 72/188 of
19 December 2017, in which the Assembly encouraged the continuation of the

1 “Kim Jong Un reviews achievements made last year”, Korean Central News Agency (KCNA),
1 January 2017.

2 “DPRK Government statement on successful test-fire of new-type ICBM”, KCNA, 29 November
2017.

% “Kim Jong Un’s New Year’s address”, Rodong Sinmun, 1 January 2018.

4 “North Korea carries out first political audit of army in 20 years”, Hankyoreh, 21 November
2017.

5 “Second Plenum of Seventh WPK Central Committee”, KCNA, 8 October 2017.

6 “DPRK’s nuclear deterrent guarantees peace”, Rodong Sinmun, 12 January 2018.
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Security Council’s consideration of and discussion on the human rights situation in
the Democratic People’s Republic of Korea.

5. The Panel continues to be targeted by a sophisticated hacking campaign, first
noted in its 2017 midterm report.” While this campaign has continued up through the
time of writing, the Panel is investigating another attack. Microsoft confirmed that
this attack was conducted by a “nation-State-associated” threat actor group? (see
annex 1), and the United Nations concluded that the attacks discovered in October
2017 “can be linked to an earlier incident in May 2017 and demonstrate the persistent
nature of the attacks and the level of determination by the adversary” (see annex 2).
The Panel is investigating these cases and is of the view that the strategic nature of
the phishing, the emails selected for forwarding and the disruptive nature of the
campaign amount to sanctions evasion.

Recommendation

6. In line with the requests in the most recent resolutions to provide the Panel
with additional resources, the Panel recommends that the Security Council request
the Secretary-General to take specific measures to reinforce both the physical and
information security, administrative support and other relevant resources.

Ballistic missile and weapons of mass
destruction programmes

Launches

7.  Between August 2017 and January 2018, the Democratic People’s Republic of
Korea launched two Hwasong-12 intermediate-range ballistic missiles (over Japan)
and one Hwasong-15 intercontinental ballistic missile (table 1). After the latter, Kim
Jong Un declared that “the State nuclear force had been completed”.® However, it is
more likely that the Democratic People’s Republic of Korea is yet to validate the
capacity of a nuclear payload to survive re-entry in the atmosphere for its
intercontinental ballistic missile.

Table 1
Launches of ballistic missiles, August 2017 to January 2018

Reported launch Reported flown

Date Type Number location distance (km) ~ Remark

26 August Scud or Scud variant 3 Kittaeryong 250 1 or 2 reported
failures

29 August Hwasong-12 1 Sunan 2 700 Over Japan

15 September ~ Hwasong-12 1 Sunan 3700 Over Japan

29 November =~ Hwasong-15 1 Pyongsong 950 4 475 km apogee

8.  The designated Strategic Force of the Korean People’s Army was responsible
for the two intermediate-range ballistic missile launches (figure I), which were
supervised by Kim Jong Un, who stated that they were aimed at confirming “the actual

" This campaign has been ongoing for several years (see S/2017/742, footnote 1).
8 See annex 1 (Microsoft report, 20 November 2017).
® “Kim Jong Un guides test-fire of Hwasong-15”, KCNA, 29 November 2017.
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Figure I
Hwasong-12 launches on 29 August (left) and 15 September (right)

war capacity of the intermediate- and long-range strategic ballistic rocket”. 0

Following the second test, he asserted that “the combat efficiency and reliability of
Hwasong-12 were thoroughly verified”.1!

Source: Korean Central News Agency (KCNA).

9. In a major milestone for its ballistic missile programme, on 29 November 2017,
the Democratic People’s Republic of Korea successfully launched a new
intercontinental ballistic missile, the Hwasong-15. Similar to that of the two Hwasong-
14 launches in July, this launch was on a steeply lofted trajectory. The missile travelled
approximately 53 minutes before falling into the exclusive economic zone of Japan.*?

10. The Hwasong-15 is a two-stage liquid-fuel ballistic missile featuring a twin engine
on its first stage. It was transported on a nine-axle truck never observed before. The
Hwasong-15 appears to be the longest-range ballistic missile ever tested by the country
(figure I1).%% Despite the claim by the Democratic People’s Republic of Korea that the
Hwasong-15 “is capable of carrying super-heavy nuclear warhead and attacking the
whole mainland of the United States”,* the Panel is still gathering information on its
exact capabilities.®

10

1
12

|

13

14

15
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“Kim Jong Un guides strategic ballistic rocket launching drill of KPA strategic force”, KCNA,
30 August 2017.

“Kim Jong Un guides Hwasong-12 launching drill again”, KCNA, 16 September 2017.
Ministry of Defence of Japan, “North Korea missile launch (2nd)”, press release, 29 November
2017.

Operational Satellite Applications Programme (UNOSAT) analysis based on KCNA images
assessed the diameter to be approximately 2.5 m and length around 20.5 m.

“Kim Jong Un guides test-fire of Hwasong-15”, Korean Central News Agency, 29 November
2017.

According to the Republic of Korea Defence Ministry’s 1 December 2017 statement “in the case
it was fired at a normal angle, it would be capable of flying over 13,000 km”. Regarding the
range, it is not known whether the payload used for the test launch of 29 November 2017 had a
mass similar to that of an operational payload.
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Figure II
Hwasong-15 launch on 29 November 2017

Source: KCNA.

11. Regarding the capacity of intercontinental ballistic missile payloads to re-enter
the atmosphere, according to a Member State, the success of the first intercontinental
ballistic missile test (launch of the Hwasong-14 on 4 July 2017) is unclear, while it is
believed that the re-entry vehicle of the second intercontinental ballistic missile test
disintegrated (launch of the Hwasong-14 on 28 July 2017). The re-entry vehicle of
the 29 November 2017 launch also reportedly failed. With regard to the re-entry
technology, the Panel notes the statement by the Ministry of National Defence of the
Republic of Korea regarding the 29 November 2017 test declaring that the launch
“didn’t provide the capabilities of atmospheric re-entry, precise guidance or the
operation of a nuclear warhead”.6

Test site activities

12. The Hwasong-12 and the first stage of the Hwasong-14 appear to be powered
by the same liquid-fuel engine with four auxiliary engines tested on 18 March 2017
at the Sohae engine test pad (figure III). Kim Jong Un again supervised the test, which

was described as that of a new “high-thrust engine”.'’

13. Given the unreliability of the Hwasong-10 engine, this new engine was a step-
change in allowing the Democratic People’s Republic of Korea to rapidly achieve a
reliable intermediate-range ballistic missile and intercontinental ballistic missile
capability.

16 Ibid.
17 «“Kim Jong Un watches ground jet test of newly developed high-thrust engine”, Korean Central
News Agency, 19 March 2017.
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Figure 111
Hwasong-14 engine (left), Hwasong-12 engine (right) and new engine tested on
18 March 2017 (bottom)

Source: KCNA.

14. According to a Member State, this engine could have been derived from the
Soviet-era RD-250, a twin-combustion chamber engine (figure IV). The RD-250 was
designed by the “Scientific and Production Association Energomash” (now in the
Russian Federation), which in 1965 transferred the design documentation required for
serial production to the Yuzhnoye State Design Office and the Yuzhmash Production
Association (both now in Ukraine). Ukraine confirmed to the Panel that it was highly
likely that the engine of the Democratic People’s Republic of Korea contained
separate components of this engine and used the same propellant components
(nitrogen tetroxide or NTO and unsymmetrical dimethylhydrazine or UDMH).
According to information provided to the Panel by the United States of America, “the
U.S. Intelligence Community has publicly stated that ‘We have intelligence to suggest
that North Korea is not reliant on imports of engines. Instead we judge they have the
ability to produce the engines themselves.’”

15. Ukraine informed the Panel that all RD-250 engines suitable for flight use were
delivered to the Russian Soviet Federative Socialist Republic, the Union of Soviet
Socialist Republics and, later, the Russian Federation as part of missiles or launch
vehicles. The production of RD-250 engines ceased in 1991 and the production line
was dismantled in 1994. Ukraine stated that Yuzhnoye and Yuzhmash had “never
undertaken attempts, signed contracts or entered into relationship with the
Democratic People’s Republic of Korea”. Ukraine also informed the Panel that
“design, manufacturing and other documentation for production of missile technology
and components is reliably stored in specially equipped premises”.
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Figure IV
Comparison between the RD-250 engine (left) and the engine of the
Democratic People’s Republic of Korea (right)

— turbopump

_ Compliance
ring
______ — — — Coolingtube

Nozzle exit
plane

Source: The Panel.

16. According to Yuzhnoye and Yuzhmash experts, it is “impossible to modernize
or create a new engine based on the existing one within two years without design and
technological support”. Franz Klintzevich, first Deputy Chair of the Defence and
Security Committee of the Federation Council, Federal Assembly of the Russian
Federation, asserted that “the cooperation between the Ukrainian specialists and the
Democratic People’s Republic of Korea had been ongoing for years”.'® The Panel
contacted the Russian Federation to request support for this claim along with the
names and passport information of the individuals involved, but did not receive a
reply. For its part, Ukraine informed the Panel that “it was continuously tracking
employees of aerospace industry companies travelling abroad”.

Recent nuclear-related activities
3 September 2017 nuclear test

17. The Nuclear Weapons Institute of the Democratic People’s Republic of Korea
stated on 3 September 2017 that the country had “successfully carried out a test of
H-bomb for ICBM”.*® The Preparatory Commission for the Comprehensive Nuclear-
Test-Ban Treaty Organization (CTBTO) detected “an unusual seismic event” near the
previous location (at Punggye-ri) (figure V).?° The 6.07 magnitude makes it the
largest test yet.?! Two Member States estimated the yield at above 100 kilotons,
although the type of device has yet to be confirmed.?? Consistent with this higher
yield, several aftershocks occurred, suggesting additional damage to the test site.
However, excavation work continued after the test, ostensibly to maintain the
readiness of the site.

N

Federal News Agency article dated 16 August 2017.

“DPRK Nuclear Weapons Institute on Successful Test of H-bomb for ICBM”, KCNA,

3 September 2017.

Comprehensive Nuclear-Test-Ban Treaty Organization(CTBTO), “CTBTO Executive Secretary
Lassina Zerbo on the unusual seismic event detected in the Democratic People’s Republic of
Korea”, press release, 3 September 2017.

Magnitude of past tests (CTBTO): 5.10 (September 2016), 4.82 (January 2016), 4.92 (2013),
4.51 (2009) and 4.08 (2006).

Japan estimated a 160 kiloton yield (Defense Minister Onodera, 6 September 2017), while
France reported to the Panel an estimated yield of above 100 kilotons. Japan also noted that the
possibility of an H-bomb “could not be ruled out”.
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Figure V
Test location estimates for 2006 (green), 2009 (yellow), 2013 (blue),
January 2016 (orange), September 2016 (pink) and 2017 (red)

Source: CTBTO.

Continuing activities and infrastructure expansion

18. According to KCNA, on 3 September 2017, Kim Jong Un provided “guidance
to nuclear weaponization” showcasing a metal object and device (figure VI). A
Member State assessed that the object appeared to be a nuclear device model with
external characteristics associated with a thermonuclear device.

Figure VI
Object inspected by Kim Jong Un with the image of a missile warhead in
the background

Source: KCNA.
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19. In its report of August 2017, the International Atomic Energy Agency (IAEA)
stated that there were indicators of the operation of the 5 MW (e) reactor. % In
addition, a Member State informed the Panel that the reactor operated constantly
throughout 2017 except for two short periods in May and September. IAEA also
observed mining and milling and concentration activities at the Pyongsan uranium
mine and concentration plant.?

20. Further construction and refurbishment activities also continued at the
Yongbyon nuclear complex, including at the light water reactor.®®> A Member State
detected a probable temperature rise in the water discharge area in May and
September 2017 and assessed that the Democratic People’s Republic of Korea might
have conducted tests on each occasion.

Nuclear Weapons Institute

21. The primary role of the Nuclear Weapons Institute in nuclear development is
evidenced through its announcement of the last two nuclear tests.?® According to two
Member States, it is subordinate to the designated Munitions Industry Department?’
and its head is Ri Hong-Sop, who has already been designated as the former director
of the Yongbyon Nuclear Research Centre.

Recommendation

22. The Panel recommends that the Committee update the existing list of
designated individuals and entities as follows:

(a) Ri Hong-Sop (KPi.004)

Designation: Head of Nuclear Weapons Institute
(b) Munitions Industry Department (KPe.028)
Other information:

The Munitions Industry Department oversees the nuclear programme of
the Democratic People’s Republic of Korea. The Nuclear Weapons Institute
is subordinate to the Munitions Industry Department.

(c) Designate the following as being engaged in the nuclear-related
programme of the Democratic People’s Republic of Korea:

Name: Nuclear Weapons Institute

A.k.a.: na

Address: Democratic People’s Republic of Korea
Other information:

The Nuclear Weapons Institute is engaged in the nuclear programme of the
Democratic People’s Republic of Korea and is led by Ri Hong-Sop. It is
subordinate to the Munitions Industry Department.

2 International Atomic Energy Agency (IAEA), “Application of safeguards in the Democratic
People’s Republic of Korea”, document GOV/2017/36-GC(61)/21.

2 Ibid.

% Tbid.

% See S/2017/150, para. 17.

27 See S/2017/150, para. 50.
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Other weapons of mass destruction programmes

23. The Kim Jong Nam? assassination trial began on 1 October 2017 at Shah Alam
High Court in Malaysia and is ongoing at the time of writing. During the open court
proceedings, one of the doctors who conducted the autopsy of Kim testified that the
cause of death was “acute nerve agent VX poisoning”.?° The court heard testimonies
and examined evidence relating to two female suspects in custody who, according to
the Malaysian police investigation, applied the VX precursors to the face of the
victim, and the four male suspects from the Democratic People’s Republic of Korea
who remain at large.*°

24. The lead case investigator from the Malaysian police testified that Democratic
People’s Republic of Korea Embassy official Hyon Kwang Song and Air Koryo
representative Kim Uk Il met three of the four suspects from the Democratic People’s
Republic of Korea at Kuala Lumpur International Airport within an hour of the attack.
He further stated that the Air Koryo representative® assisted the three suspects at the
airport check-in counter in addition to arranging a flight on a different airline for the
fourth suspect to exit Malaysia.®? Court testimony also revealed the involvement of a
fifth suspect from the Democratic People’s Republic of Korea, “Ri Ji U” (a.k.a.
“James”, see annex 3).

25. The General Assembly, by its resolution 72/43 of 4 December 2017, reiterated
the grave concern expressed by the Executive Council of the Organisation for the
Prohibition of Chemical Weapons in its decision EC-84/DEC.8 of 9 March 2017 that,
according to statements by the Government of Malaysia, a chemical weapon — the
Schedule 1 nerve agent VX — was used “in a fatal incident on 13 February 2017 at
Kuala Lumpur International Airport 2”. The Panel has requested all relevant
information from Malaysia, but has yet to receive a reply. The investigation continues.

Sodium cyanide patent application

26. The Panel launched an investigation following media reporting that the website
of the World Intellectual Property Organization (WIPO) hosted a patent application
by the Democratic People’s Republic of Korea entitled “Process for the production
of sodium cyanide” (see annex 3-1). Sodium cyanide is a chemical weapons precursor
(including of the nerve agent, tabun) that has been designated by the Security Council
(see S/2006/853, p. 4, No. 143-33-9). Additionally, in its resolution 2270 (2016), the
Council stated that the Democratic People’s Republic of Korea shall abandon all
chemical and biological weapons and weapons-related programmes and called upon
the Democratic People’s Republic of Korea to accede to the Convention on the
Prohibition of the Development, Production, Stockpiling and Use of Chemical
Weapons and on their Destruction.

27. The Panel requested from WIPO detailed information about the patent
application by the Democratic People’s Republic of Korea, the listed inventors and
the entities with which they are affiliated. While WIPO provided a description of the

% On 8 October 2017, Fuji TV reported that Kim Yu Song, a Democratic People’s Republic of
Korea Embassy official in Malaysia, acknowledged that the murder victim was Kim Jong Nam
(Putrajaya Hospital, 13 February 2017).

2 “Doctor: Kim Jong Nam’s underwear soiled, pupils contracted”, Associated Press, 27 November
2017.

% Ri, Jae Nam; Hong, Song Hac; Ri, Ji Hyon; and O, Jong Gil (S/2017/742, annex 6).

31 In its August 2016 national implementation report, Malaysia stated that the last flight of Air Koryo
to Kuala Lumpur was on 8 June 2014 and has denied all flights’ overflight since then. The Panel
has requested of Malaysia information on the Air Koryo representative’s activities in Kuala Lumpur.

82 «“Airport video shows North Korean embassy official with Kim Jong Nam murder suspects”,
Reuters, 6 November 2017.
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patent application process, it could not provide information on the inventors’
affiliations, given that that information is not required in the patent application form.
The Panel notes that this makes it impossible to determine whether the inventors from
the Democratic People’s Republic of Korea were affiliated with any designated
entities.

28. The Panel informed WIPO that, although the organization had acted in
accordance with the Patent Cooperation Treaty in receiving and processing the
application, the Panel considered that pursuant to paragraph 11 of Security Council
resolution 2087 (2013), WIPO should have contacted the Committee to ensure that
processing a patent application by the Democratic People’s Republic of Korea
relating to the production of a substance banned by the Council was consistent with
the provisions of the resolutions. The Panel recommended that WIPO inform the
Committee of future patent applications by the Democratic People’s Republic of
Korea relating to any items, substances or technologies prohibited under the
resolutions.

29. In addition to its standard procedure of checking the names appearing in patent
application forms against United Nations sanctions lists, the Panel also recommended
that WIPO introduce in the application form a mandatory field for the affiliation of
the inventors from the Democratic People’s Republic of Korea, including the relevant
addresses, telephone and fax numbers and government ministry or agency under
which they fall.

30. WIPO informed the Panel that the Mansudae Art Studio, an entity designated in
2017, had applied for a patent in 2008 (see annex 3-2). Because entities designated
by the Security Council could file patent applications directly with a national or
regional patent office, the Panel recommends that Member States have their patent
office check whether any of the listed applicants and inventors are designated to
ensure that the fees received for the patent application process do not violate the
relevant financial provisions of the resolutions.

Sectoral sanctions

31. To monitor exports by the Democratic People’s Republic of Korea under
paragraph 30 of resolution 2270 (2106), paragraphs 26 and 28 of resolution 2321
(2016), paragraphs 8, 9 and 10 of resolution 2371 (2017) and paragraphs 13, 14 and
15 of resolution 2375 (2017), the Panel analysed Member State customs data as
reported to the United Nations Commodity Trade Statistics Database (UN Comtrade)
and the Trade Map of the International Trade Centre (ITC) or obtained through
commercial global trade databases, according to the HS codes listed in annex 4.%
According to those statistics, during the period from January to September 2017, the
Democratic People’s Republic of Korea continued to export prohibited commodities
to generate at least $177 million in revenue. That number does not, however, include
imports of banned commodities from the Democratic People’s Republic of Korea that
were undetected or unreported by Member States to UN Comtrade, global databases

33

While the Security Council has adopted three new resolutions on sectoral sanctions since
September 2016, it does not specify the HS codes corresponding to the listed minerals.
Therefore, using the same methodology as for its two most recent reports, the Panel consulted
with the World Customs Organization to update its working list of HS codes to include the newly
sanctions items in resolutions 2371 (2017) and 2375 (2017). Because the Panel is reporting for
the annual period from January to September 2017, some of the data presented in the tables
below featured in the midterm report. The Panel’s monitoring of these commodities was
complicated by multiple reporting errors involving imports from the Republic of Korea being
mislabelled as coming from the Democratic People’s Republic of Korea.
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or the Committee or wittingly or unwittingly falsely reported as imports from third
countries other than the Democratic People’s Republic of Korea. Those exports would
add at least $19 million dollars to the country’s revenue from coal.

32. The Panel investigated more than 30 cases of exports of coal from the
Democratic People’s Republic of Korea to at least four Member States in South-East
Asia, including several cases that involved the trans-shipment of coal via Russian Far
Eastern ports. In so doing, the Democratic People’s Republic of Korea made use of a
combination of multiple evasion techniques, routes and deceptive shipping tactics,
including manipulation of the Automatic Identification System, loitering, voyage
deviations and fraudulent documentation.

33. The Panel also investigated cases of ship-to-ship transfers of petroleum products
in violation of paragraphs 11 and 14 of resolution 2375 (2017) and found that the
network behind the vessels was primarily based in Taiwan Province of China while
the affiliated companies were registered in the Marshall Islands and the British Virgin
Islands, with ships flagged in Dominica, Hong Kong, China, Panama and Sierra
Leone. The Panel is also investigating several multinational oil companies for their
roles in the supply chain of petroleum products transferred to the Democratic People’s
Republic of Korea.

Data from global trade databases
Iron and iron and steel products

Table 2

States importing iron and steel (HS 72) from the Democratic People’s Republic of Korea,
January to September 2017

(United States dollars)

Importing State January — February March April May June July August  September Total
Barbados 317 365 317 365
Bolivia
(Plurinational
State of) 40 277 40 277
Chile 35027 35027
China 4 808 558 5304064 5195531 6432072 8116003 6645224 6700016 6947 599 2300199 52 449 266
Costa Rica 36 762 106 468 89 264 232 494
El Salvador 249 493 30453 21975 2560 11 411 315892
India“ 220 285 112380 108 011 79 562 51091 69 577 281000 487 000 1408906
Ireland 17 280 17 280
Mexico 11792 24 573 6965 43 330
Pakistan 1414610 1697461 1739059 4851130
Philippines 1062947 994948 248 000 2 305 895
Russian
Federation® 167 953 167 953
Total 6746 988 7437150 7166 687 7665282 9252673 7119233 6769 593 7240010 2787 199 62 184 815

Source: UN Comtrade, ITC Trade Map and Global Trade Atlas.
Note: Where the data for the same month differed between the two sources, the Panel used the lower of the two figures. The Panel
has written to all relevant Member States requesting additional information.
@ Letter from India dated 14 July 2017 (S/2017/742, annex 36).
> The Russian Federation informed the Panel that the transaction was exempted under paragraph 26 (c) of resolution 2321 (2016).
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Table 3

34. The Democratic People’s Republic of Korea exported a total of $62,184,815 in
iron and steel (HS code 72) between January and September 2017 to the following
countries: Barbados, Bolivia (Plurinational State of), Chile, China, Costa Rica,
El Salvador, India, Ireland, Mexico, Pakistan, the Philippines and the Russian
Federation. All exports after 4 September 2017 violated paragraph 8 of resolution
2371 (2017), while those before 4 September 2017 violated paragraph 26 of resolution
2321 (2016) unless an exemption was made under paragraph 26 (c¢) of the same
resolution.

States importing iron and steel products (HS 73) from the Democratic People’s Republic of
Korea, January to September 2017
(United States dollars)

Importing State January — February March April May June July August  September Total
China 15105 240 16 3855 45 190 420 64 826
Colombia 17 173 29232 18 827 65232
Costa Rica 6677 118 502 64216 189 395
Ghana 363 654 966318 5810890 189 159 59 868 7 389 889
India® 9748 4227 95 047 19 809 63 384 4859 11 685 5000 21 000 234759
Mexico 10 942 11 890 9585 6 646 17 924 21320 13 042 91 349
Mozambique 2 000 17 000 19 000
Nicaragua 907 698 19526 633956 1561180
Philippines 6381 145 795 152 176
Russian
Federation® 16297 176 257 192 554
Thailand 6208 3454 19 987 5380 10 520 45 549
Total 384344 1014713 5915762 275732 363 407 50021 1196722 139312 665896 10 005909

Source: UN Comtrade, ITC Trade Map and Global Trade Atlas.
@ Letter from India dated 14 July 2017 (S/2017/742, annex 36).
b The Russian Federation informed the Panel that the transactions were exempted under paragraph 26 (c) of resolution 2321 (2016).

18-01593

35. The Democratic People’s Republic of Korea exported a total of $10,005,909 in
iron and steel products (HS code 73) to China, Colombia, Costa Rica, Ghana, India,
Mexico, Mozambique, Nicaragua, the Philippines, the Russian Federation and
Thailand between January and September 2017. All exports prior to 4 September 2017
constituted a violation of paragraph 26 of resolution 2321 (2016) unless an exemption
was made under paragraph 26 (c). All exports thereafter constituted violations of
paragraph 8 of resolution 2371 (2017).
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Iron ore

Table 4
Iron ore imports (HS 2601) from the Democratic People’s Republic of Korea,
January to September 2017

Value

Month Importing State (United States dollars) Quantity (kg)
January China 10 770 987 168 266 111
February China 10 865 501 165 743 540
March China 19 153 140 259 477 204
April China 20260 043 285490 000
May China 13391 114 233507 851
June China 11 512 741
July China 9194 639
August China 8 195 365
September China 54 638

Total 103 398 168 1112 484 706

Source: Global Trade Atlas.

36. The Democratic People’s Republic of Korea exported a total of $103,398,168
and 1,112,484,706 kg of iron ore (HS code 2601) to China between January and
September 2017. Exports before 4 September 2017 constituted a violation of
paragraph 26 of resolution 2321 (2016) unless an exemption was made under
paragraph 26 (c) of the same resolution. Any exports that took place after 4 September
2017 constituted violations of paragraph 8 of resolution 2371 (2017).

Silver

Table 5
Imports of silver ores and concentrates (HS 261610) from the Democratic
People’s Republic of Korea, January to September 2017

Value

Month Importing State (United States dollars) Quantity (kg)
January China 43 560 109 627
February China 57 136 128 730
March China 24 488 61 149
April-September 0 0

Total 125 184 299 506

Source: Global Trade Atlas.

37. The Democratic People’s Republic of Korea exported a total of $125,184 and
299,506 kg of silver ores and concentrates between January and March 2017 to China
in violation of paragraph 28 of resolution 2321 (2016). No imports were reported
between April and September 2017.
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Copper and copper ores and concentrates

Table 6
Copper imports (HS 74) from the Democratic People’s Republic of Korea,
January to September 2017

Value
Month Importing State (United States dollars) Quantity (kg)
April Mexico 6 592
May India 6 021
June Mexico 1268
India 37976
July Mexico 13 990
August India 47 000
Mexico 109 079
September India 152 000
Total 373 926 -

Source: UN Comtrade, ITC Trade Map and Global Trade Atlas.

38. The Democratic People’s Republic of Korea exported a total of $373,926 in
copper (HS code 74) to India and Mexico between January and September 2017 in
violation of paragraph 28 of resolution 2321 (2016).

Table 7
Imports of copper ores and concentrates (HS 2603) from the Democratic
People’s Republic of Korea, January to September 2017

Value
Month Importing State (United States dollars) Quantity (kg)
January China 97 826 500 882
February China 2371 44 860
March—September 0 0
Total 100 197 545 742

Source: Global Trade Atlas.

39. The Democratic People’s Republic of Korea exported $100,197 and 545,742 kg
of copper, including copper ores and concentrates (2,603) in January and February
2017 to China in violation of paragraph 28 of resolution 2321 (2016). No imports
were reported between March and September 2017.
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Table 8
Zinc and articles thereof imported (HS 79) from the Democratic People’s
Republic of Korea, January to September 2017

Value
Month Importing State (United States dollars) Quantity (metric tons)
January India“ 526 018
February—September 0
Total 526 018 -

Source: UN Comtrade and Global Trade Atlas.
@ Letter from India dated 14 July 2017 (S/2017/742, annex 36).

40. The Democratic People’s Republic of Korea exported a total of $526,018 in zinc
(HS 79) to India in January 2017 in violation of paragraph 28 of resolution 2321
(2016). No imports were reported between February and September 2017.

Table 9
Zinc ore imports (HS 2608) from the Democratic People’s Republic of Korea,
January to September 2017

Value
Month Importing State (United States dollars) Quantity (metric tons)
January China 65 653 173
February China 590 469 2193
March China 24 575 49
April-September 0 0
Total 680 697 2 415

Source: Global Trade Atlas.

41. The Democratic People’s Republic of Korea exported a total of $680,697 and
2,415 metric tons of zinc ore to China between January and March 2017 in violation
of paragraph 28 of resolution 2321 (2016). No imports were reported between April
and September 2017.

Table 10
Nickel imports (HS 75) from the Democratic People’s Republic of Korea,
January to September 2017

Value
Month Importing State (United States dollars) Quantity (metric tons)
January China 42 000 4
February—September 0
Total 42 000 4

Source: Global Trade Atlas.

42. The Democratic People’s Republic of Korea exported a total of $42,000 in
nickel in January 2017 to China in violation of paragraph 28 of resolution 2321
(2016). No imports were reported between February and September 2017.
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Coal imports from the Democratic People’s Republic of Korea reported
tothe Committee

Coal

Table 11
Coal imports (HS 2701) from the Democratic People’s Republic of Korea
reported to the Committee by Member States, January to September 2017

Month Value (United States dollars) Quantity (kg)
January 126 390 037.84 1 441 985.60
February 104 590 640 1232 000
March 575 219.40 6 342
August 138 000 000¢ 1637 000
September 44 000 000° 511 000

Total 413 555 897.24¢ 4 828 327.60

Source: Member State reporting to the Committee.

¢ The Committee decided to use the price provided by China to calculate the values listed for
August 2017. The Panel’s calculation of the average (mean) was $ 97.95 for August 2017,
which would have amounted to a total value of $ 160,344,150.

® The Committee used the price provided by China to calculate the values listed for September
2017. The Panel’s calculation of the average (mean) price was $ 102.04 for September 2017,
which would have amounted to a total value of $ 52,142,440.

¢ The total value for January and February transactions was calculated by the Panel using the
average mean price, whereas the total value for August and September transactions was based
on the price provided to the Committee by China.

43. According to Member State reports to the Committee, the Democratic People’s
Republic of Korea exported a total of $ 413,555,897.24 in coal (HS code 2701)
between January and September 2017, which exceeded by $12,685,879.24 the cap of
$400,870,018 specified in paragraph 26 (b) of resolution 2321 (2016). However, the
section below includes at least 15 cases of deliveries of coal from the Democratic
People’s Republic of Korea prior to 5 August 2017 that were not reported to the
Committee as required by the resolutions.

Exports of coal from the Democratic People’s Republic of Korea prior to
5 August 2017 unreported to the Committee

44. In addition to the above, the Panel investigated more than 30 shipments of coal
from the Democratic People’s Republic of Korea between January and November
2017 to ports, including in China, Malaysia, the Republic of Korea, the Russian
Federation and Viet Nam. Detailed information on all of the shipments is contained
in two tables (see annex 5-1). The tables are broken down into the coal shipments
delivered between January and 4 August 2017 and those delivered after 5 August
2017, the date on which resolution 2371 (2017), which introduced a full coal ban, was
adopted (see annex 5-2).

45. With regard to the table of shipments to China, Malaysia, the Russian Federation
and Viet Nam prior to 5 August 2017, the contents of only one shipment were reported
to the Committee, by Malaysia.3* All of the other shipments violated paragraph 26 of
resolution 2321 (2016) requiring Member States to report them. In the majority of

3% In a note verbale dated 1 May 2017 (ref. HA 59/17), Malaysia reported to the Committee on an
import of 6,342 metric tons of coal from the Democratic People’s Republic of Korea in March
2017. This amount corresponds to media reporting on the amount of coal discharged by the Kum
Ya in Penang on 24 March 2017 (see table 11 above for more details).
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cases, this was due to the fact that falsified paperwork accompanying the coal claimed
its origin as countries other than the Democratic People’s Republic of Korea. For that
reason, the above calculations of coal from the Democratic People’s Republic of
Korea, which has been exported in excess of the cap, do not present a complete
picture.

Exports of coal from the Democratic People’s Republic of Korea following the
full ban in resolution 2371 (2017)

46. All of the shipments listed in the table as having been delivered after the
adoption of resolution 2371 (2017) to China, Malaysia, the Republic of Korea, the
Russian Federation and Viet Nam would constitute a violation of the resolutions, if
confirmed. While the Democratic People’s Republic of Korea also attempted to make
a delivery to Thailand in March, the contract was cancelled and the vessel Tai An
subsequently rerouted to Vung Tau, Viet Nam.® In multiple cases, accompanying
paperwork indicated origins other than the Democratic People’s Republic of Korea,
including the Russian Federation and China (see annexes 5-1 and 5-2). The following
two sections explore the trading networks behind the prohibited transfers and the
evasion patterns used to circumvent the sanctions.

Networks

47. The network of foreign traders responsible for violations of the coal ban
operates through numerous front companies registered in multiple jurisdictions, some
of which the Panel has previously investigated. Front companies are registered in
Australia, the British Virgin Islands, the Chinese mainland and Hong Kong, the
Marshall Islands, Samoa, Seychelles and the United Kingdom of Great Britain and
Northern Ireland, while they are physically based in different countries and areas,
including Australia, the Chinese mainland, Hong Kong, Taiwan Province of China
and Singapore.

48. Maison Trading Ltd, which shipped at least four consignments using vessels
listed in annex 5, is a front company for Dandong Chengtai Trading Co., Ltd (a.k.a.
Dandong Zhicheng Metallic Material Co., Ltd), prosecuted by a Member State for
money-laundering (see annex 6-1). % Brigt Australia, an Australian-registered
property developer, was contracted to ship coal from the Democratic People’s
Republic of Korea to Viet Nam. While the shipping documents claimed Nakhodka as
the origin, the vessel never docked there (confirmed by the Russian Federation) (see
annex 6-2). According to Australia, it is investigating the company and its director,
Livia Wang. Another shipper of coal from the Democratic People’s Republic of Korea
to Viet Nam, a Swedish company, falsely listed the Russian Federation as the origin.
The origin was also falsely certified by a company based in Taiwan Province of China
(see annex 6-3).

3!

a

The ship’s documents stated the coal’s origin as Tianjin, when it had been loaded in Nampo
between 5 and 7 March 2017. A Thai company had contracted with a Thai importer for 8,000
metric tons of anthracite but another importer, Star Bravo, represented by a national of the
Democratic People’s Republic of Korea, intended to import 26,265 metric tons for delivery to
Koh Si Chang between 20 and 30 March 2017.

United States of America v. $4,083,935.00 of funds associated with Dandong Chengtai Trading
Limited et al. of 22 August 2017. The Marshall Islands informed the Panel that the registration of
Maison Trading Ltd was revoked on 30 October 2017 (registered on 20 September 2016) and
used a Chinese bank account. China informed the Panel that Maison Trading is not registered in
China.

3

>
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Evasion patterns by coal vessels

49. Ininvestigating the above-mentioned coal shipments, the Panel found extensive
use of a combination of multiple evasion tactics, including indirect routes, detours,
loitering, false documentation, trans-shipment through third countries and
manipulation of Automatic Identification System signals and destinations/estimated
times of arrival, as well as changes to the class, length and draft of the vessels. These
are used to obfuscate actual routes, conceal port calls and give the impression that the
coal was loaded in ports other than in the Democratic People’s Republic of Korea.
The consistency and similarity of the tactics suggest that they are part of a centralized
strategy on the part of the Democratic People’s Republic of Korea to evade the
commodities ban, especially given that they were also employed in the case of the
designated Jie Shun.¥’

Voyage irregularities

50. Route detours almost always involved manipulating Automatic Identification
System transmissions *® while loading coal in ports of the Democratic People’s
Republic of Korea before rejoining the original route and reactivating the Automatic
Identification System in time for delivery. 3 For example, the Fijian-flagged
Zhi Kun 7 deviated from its stated destination, Posyet, Russian Federation, on 9 April
2017, turning off its Automatic Identification System to load coal in Wonsan, then
rejoining its original voyage, reactivating the Automatic Identification System and
entering Nakhodka port on 14 April (figure VII). While in Nakhodka until 17 May,
the vessel changed its identity on 11 May 2017 before discharging its coal on
19 May.*’ On its return voyage, the vessel loaded again in Chongjin on 28 May, using
the same route deviation tactic, delivering the coal to Nanjing on 7 June 2017.

8" The Jie Shun, which carried illicit iron ore and weapons to Egypt on 11 August 2016, used
similar tactics such as feigning port calls, using manipulation of the Automatic Identification
System and making use of draft and class changes. Jie Shun was designated on 3 October 2017.
See www.un.org/sc/suborg/en/sanctions/1718/materials/list-of-designated-vessels.

3 A violation of the International Convention for the Safety of Life at Sea (SOLAS), 1974, as
amended: The Automatic Identification System to be fitted and maintained in operation at all
times for vessels of 300 gross tonnage and upwards.

% Such incidents involve lengthy time periods used to cover the distance between transmissions,
often accompanied by draft changes with the first transmission, reflecting that the vessel has
been loaded, a fact that must be reported prior to port entry.

4 The Zhi Kun 7 was renamed the Orient Lidu and registered to Mongolia on 11 May 2017, moving
to Panama on 17 July 2017.
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Figure VII

Zhi Kun 7: deviation and loading of coal in Wonsan
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Source: Windward (left) and Member State (right).

51.

Zhi Kun 7 loading coal in Wonsan on 12 April 2017

o~

Source: Member State

An example of an almost two-week voyage deviation was the delivery of coal

by the Petrel 8§ to Bayuquan, with a Nakhodka decoy port visit.** On 19 July 2017, as
it was sailing east out of Bayuquan, it indicated a Nakhodka destination. En route, it
switched off its Automatic Identification System and made a deviation to load coal in
Taean (near Nampo)* on 26 July. Then it rejoined its voyage on 27 July, switched on
its Automatic Identification System, sailing on to Nakhodka, docking for a day
without discharging its coal, ostensibly to create the impression that the coal’s origin
was the Russian Federation. It then sailed back to Bayuquan to unload the coal

(figure VIII).
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4l The Petrel 8 was designated on 3 October 2017. See www.un.org/sc/suborg/en/sanctions/1718/
materials/list-of-designated-vessels.
42 Changing its draft to indicate a loaded condition (leaving Bayuquan empty).
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Figure VIII
Voyage of the Petrel 8§ showing deviation decoy voyage
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52. While deviating to Songnim (near Nampo) to load coal on 7 August 2017, the
Orient Shenyu switched off its Automatic Identification System for eight days before
sailing to Lianyungang, where it loitered near the port to claim Chinese origin (see
figure IX and annex 7) prior to heading to Cam Pha, Viet Nam, to unload on
26 August.
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Figure IX
Orient Shenyu: deviation and imagery of loading in Songnim
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Source: Member State.

Loitering

53. The Cheng Hong falsely declared a port call in Penglai, from which it claimed
the coal originated, whereas it was actually loaded in Nampo on 16 June 2017
(figure X). The vessel then loitered off Penglai and used a false draft change to feign
having loaded coal before unloading it in Cam Pha.

54. The Hua Fu loitered off Penglai and Shidao, before delivering coal to Cam Pha
on 14 September. It then again loaded coal on 23 September in Najin, Democratic
People’s Republic of Korea, and attempted to deliver it to Cam Pha, claiming its
origin as Nakhodka, despite not having visited any Russian ports for over a year (see
annex 8). After Viet Nam refused the coal, the Hua Fu attempted to deliver it to Fang
Cheng, China.

Figure X
Cheng Hong loading in Nampo, then loitering for a false port call in Penglai
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Source: Member State (left) and Windward (centre, right).

55. Vessels also changed their identities mid-route by adopting new names, flags
and call signs. The Xin Guang Hai transmitted a false International Maritime
Organization (IMO) number and altered name while carrying coal from Songnim on
31 August 2017 for delivery in Hai Phong, Viet Nam, on 19 September 2017. The
vessel also transmitted a false draft change to feign loading in Hong Kong and
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changed its IMO number and name en route.*® The Hua Fu shipped coal from Nampo
to Cam Pha and also often changed call signs, and the Xin Sheng Hai and the Glory
Hope 6 frequently changed length and class. The East Glory 7 changed its class from
“cargo” to “fishing” prior to discharging coal from Nampo in Guangzhou on
16 August 2017.

Document falsification

56. The Panel’s investigations showed extensive evidence of false cargo
documentation. Although authentic verification documents and stamps accompanied
numerous contracts, bills of lading, certificates and warranties of origin, many vessels
never visited the ports in question. For example, while the Kai Xiang documents
indicated loading in Vladivostok on 28 July and Nakhodka on 31 August 2017, the
vessel never visited that port. Furthermore, satellite imagery shows it loading in
Nampo on 31 August 2017.4

57. Similarly, the Hua Fu documents claimed the origin as Lianyungang, China;
however, the vessel never visited that port on 6 September 2017, having loaded the
coal in the Democratic People’s Republic of Korea while its Automatic Identification
system was off from 2 to 7 September. The Bai Mei 8 crew list shows the crew joining
in Nampo where the coal was loaded and not Nakhodka as claimed (see annex 9).

58. Details of the Panel’s investigations of coal shipments delivered between
January and 4 August 2017 are contained in two tables (see annex 5-1). These include
weights and values, evasion tactics and suppliers/exporters, where documented.

Trans-shipment

59. In addition to the Great Spring trans-shipment of coal from the Democratic
People’s Republic of Korea discharged by the Sun Union on 28 June 2017 in
Nakhodka, the Panel noted the adoption by the Democratic People’s Republic of
Korea of a new route to a port rarely visited previously, Kholmsk, Russian Federation,
following the adoption of resolution 2371 (2017). Tracking data show at least four
vessels, including the Democratic People’s Republic of Korea-flagged Ul Ji Bong 6,
Rung Ra 2 and Un Bong 2 and the Togo-flagged Yu Yuan, calling at Kholmsk
(table 12). According to a Member State, they were transporting coal from the
Democratic People’s Republic of Korea. The Panel noted several vessels arriving at
the same berth at the coal terminal within a few days based on data available on
maritime databases, often indicating an increase in draft upon departure.

60. Shortly after this coal from the Democratic People’s Republic of Korea was
discharged, some vessels berthed at the same terminal, suggesting that, as was the
case with the Great Spring and the Hua Fu, the coal might have been trans-shipped
using false origin documents. According to open sources, authorities at Rizhao port
and Qingdao port in China announced bans in early August 2017 on all imports of
Russian coal based on concerns that coal from the Democratic People’s Republic of

43

44

45

From 28 July to 2 August 2017 and on 8 August 2017, the vessel used the IMO10053276 (instead
0f 9004700) and the name Xin Guang Hah (instead of Xin Guang Hai). When the ship
reactivated its Automatic Identification System on 5 September, its draft of 0.0 showed that it
was not loaded with cargo. After loitering off Hong Kong on 18 September 2017, it transmitted a
false draft increase to feign that it had loaded coal in Hong Kong, before unloading in Hai

Phong, Viet Nam, on 19 September.

The bills of lading for the Kai Xiang show a Swedish company claiming the coal to be of Russian
origin (see annex 6-3), along with a warranty, a Taiwan Province of China company, registered in
Hong Kong.

Two other vessels loaded scrap-iron at the terminal.
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Korea was being mixed with Russian cargoes.*® The Panel is awaiting replies to its
enquiries in that regard (table 13).

Table 12

Vessels discharging coal from the Democratic People’s Republic of Korea in Kholmsk,

Russian Federation, 2017

Vessel name IMO No.

Flag

Port in the Democratic People’s
Republic of Korea at which coal
was loaded

Date of discharge in Kholmsk

Rung Ra 2 9020534

UlJiBong 6 9114555

Un Bong 2 8913186

Yu Yuan 9358694

Democratic People’s Nampo, 24 July

Republic of Korea

Wonsan, 22 August

Wonsan, 7 September

Democratic People’s Wonsan, 26 August 7

Republic of Korea

Democratic People’s Chongjin

Republic of Korea

Togo

Wonsan, 12 August

3—7 August
29 August-2 September
12—14 September (annex 10)

9 August (annexes 10—12)
22-25 August/16 October (annex
10)

5 September (annexes 11-12)

Source: Member States and Windward.

Table 13
Vessels at the same berth in Kholmsk, Russian Federation
Vessel name IMO No. Flag Date of loading, 2017 Remarks
Sky Lady“ 9168441 Panama 9-10 August (3 hours)?  Origin on bill of lading: Shakhtersk,
10 August Russian Federation
3 280 metric tons
Exporter: Solntsevsky Coal Mine
LLC(annex 13)
Sky Angel” 9168441 Panama 21 September® Origin on bill of lading: Kholmsk

Exporter: Amet Venture Ltd, United
Kingdom

4 156 metric tons (annex 14)

4 Argus, “China port bans Russian anthracite on N Korea concerns”, 7 August 2017, available
from argusmedia.com; and Meitanwang, “Analysis of Shandong port restrictions on relief of
Russia coal carrier” (in Chinese), 3 August 2017, available from www.meitanwang.com.
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Vessel name

IMO No. Flag Date of loading, 2017 Remarks

Rich Glory

8649905  Sierra Leone  5-6 October” Origin on bill of lading: Kholmsk

Shipper: Hong Kong Coal Energy Ltd

5 000 metric tons (annex 15)

Source: Member States.
¢ Operated by the same company.
b Outstanding replies to Panel enquiries.

Figure XI

Ship-to-ship transfers of petroleum products

61. The Panel investigated four ships involved in the violation of paragraphs 11 and
14 of resolution 2375 (2017). While their network is primarily based in Taiwan
Province of China, their companies have been registered in multiple jurisdictions,
including the British Virgin Islands, Hong Kong, the Marshall Islands, Samoa and
Seychelles, with ships flagged in Dominica, Hong Kong, Panama and Sierra Leone.

62. According to a Member State, the Democratic People’s Republic of Korea has

been using at least three areas for ship-to-ship transfers: waters off the port of

Wonsan; Nampo; and international waters between the Yellow Sea and the East China
Sea.

63. The first two tankers that the Panel investigated, the Hong Kong-flagged
Lighthouse Winmore and the Panama-flagged Billions No. 18, transferred marine
diesel* to the Democratic People’s Republic of Korea-flagged tankers, the Sam Jong
2 and the Rye Song Gang 1, respectively, on 19 October 2017.%¢ Both tankers sailed
from Yeosu, Republic of Korea, and switched off their Automatic Identification
System a few days before and after the transfers, in a pattern described above with
regard to vessels picking up coal from the Democratic People’s Republic of Korea.
Both vessels sailed southwards for transfers, but not to the port of Taichung, Taiwan
Province of China, the stated port of destination, instead returning to Yeosu. The
Republic of Korea detained the Lighthouse Winmore for investigation on
24 November 2017.

Ship-to-ship transfer between the Lighthouse Winmore and the Sam Jong 2

Lighthouse Winmore

Sam Jong 2

Source: Member State.

64. A third case involved the ship-to-ship transfer by the Sierra Leone-flagged
tanker Jin Hye (IMO No. 8518572) to the Democratic People’s Republic of Korea-

18-01593

47 500ppm sulphur content marine gas oil (Gasoil).
“ Billions No. 18, designated together with Rye Song Gang 1, on 28 December 2017, was renamed
Kingsway under the Palau flag in December 2017.
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Figure XII

flagged tanker Chon Ma San (IMO No. 8660313) in the East China Sea on or about
5 December 2017. The Chon Ma San disguised its identity by painting the names
“Whale” and “Freetown (Sierra Leone)” over the original name and port of
registration and changing the “3”s to “8”s in the IMO number on the superstructure
(8660313 to 8660818). The flag of the Democratic People’s Republic of Korea on the
funnel was also painted over with white paint.

Ship-to-ship transfer between the Jin Hye and the Chon Ma San

=\ =

|

3 A F alse name
IMO No. changed from d CHON MA SAN and port of

“WHALE" 8660313 to 8660818 painted over registry

Source: Member State.

65. A fourth vessel involved in a ship-to-ship transfer with a tanker from the
Democratic People’s Republic of Korea was the Panama-flagged tanker Koti (IMO
No. 9417115), also currently detained by the Republic of Korea for investigation. In
a pattern very similar to the transfers by the Lighthouse Winmore and the Billions
No. 18 on 19 October 2017, the Koti departed Yeosu and selectively used its
Automatic Identification System for four days and again for five days from
30 November 2017.

66. On 20 January 2018, another ship-to-ship transfer took place between the
designated tanker of the Democratic People’s Republic of Korea Rye Song Gang 1
and the Dominica-flagged Yuk Tung (IMO No. 9030591) in the high seas of the East
China Sea. The vessel’s Automatic Identification System had been switched off since
its departure from Keelung, Taiwan Province of China, on 2 January. Its owner is Yuk
Tung Energy Inc., registered in the Cook Islands, its operator Yuk Tung Energy Pte
Ltd, based in Singapore, and its primary business crude oil wholesale.*°

30/292

4 Address: 80 Raffles place, #17-22, UOB Plaza, Singapore 048624 (Unique Entity
No. 201710754R).
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Figure XIII
Transfer at night

e T
A

Source: Member State.

67. The fact that this transfer took place in the dark shows that the Democratic
People’s Republic of Korea is adapting its evasion tactics (figure XIII). Subsequent
to its designation, the tanker disguised its identity, repainting its funnel and mast and
changing its name to “Song Hae” (figure XIV).
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Figure XIV

Comparison of Rye Song Gang 1 before and after its designation (both during
ship-to-ship transfers)
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Source: Member States.

Networks

68. The Lighthouse Winmore was chartered the month before the ship-to-ship
transfers by the Marshall Islands company Oceanic Enterprise Ltd via a Singapore-
based broker.® Its sole director and shareholder is Shih-Hsien Chen (also known as
“Sunny Chen”), a national of Taiwan Province of China (annex 16).5! The Yingjen
Fishery Company® communicated administrative and logistical arrangements to the
owner via the broker, while the Billions Bunker Group Corporation issued operational
instructions to the captain (see annex 17).5 The intention to use the vessel for ship-
to-ship transfers was evidenced in the charterer’s procurement of three large fenders
for the duration of the charter. Chen also embedded a company representative with
the vessel’s crew.%

69. Shih-Hsien Chen is the sole shareholder, owner and operator of two ships and
the companies that own them, the tanker Billions No. 18 and Bunker’s Taiwan Group
Corporation (British Virgin Islands), as well as the tanker Billions No. 88 and the
Billions Bunker Group Corporation (Marshall Islands), which has also engaged in
ship-to-ship transfer to an as yet unidentified tanker.% The Panel notes that the
owner/operator of the Lighthouse Winmore, Lighthouse Ship Management (also
involved in ship-to-ship transfers), was previously known as the similar-sounding

50
51
52
53

54
55

32/292

Registered owner: Win More Shipping Ltd. GKE=MFEBEPR/AE]), Hong Kong: registered
operator: Lighthouse Ship Management Ltd. (5 RSESEGR.E]), Hong Kong but based in
Guangzhou. Owner of both companies resides in Guangzhou.

Taiwan Province of China identity No. 308222135, Date of birth (DOB): 11 December 1965.
Chin Tse Chien, a.k.a. “Money Chien”, cchien.yjfishery@gmail.com,
cchien.yjfishery@hotmail.com. Shih-Hsien Chen used yingjen.fishery@gmail.com.

Miguel Shiao (EF#7IE) via billions.miguel@gmail.com.

Jiang Bing.

The Billions No. 88 was renamed Twins Bull and the flag changed from Panama to Palau, and
ownership was switched in December to another of Chen’s companies, Pacific Bunker Co. Ltd.
The Marshall Islands informed the Panel that it had deleted Chen’s companies from its register
on 23 January 2018.
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Billion Great International Group Ltd (see annex 18), suggesting a link to Chen’s
companies. In addition, two of Chen’s tankers, the Lighthouse Winmore and the
Golden Rich, utilize the same document of compliance holder and International
Safety Management manager, Vanguard Shipping Safety Management Consultant Co.
Ltd, which is the owner and operator of the other tanker engaging in ship-to-ship
transfers, the Jin Hye (figure XV). The Panel continues to investigate Shih-Hsien
Chen’s central role in transfers of petroleum products to the Democratic People’s
Republic of Korea, which shows the continuation of its reliance on trusted foreign
nationals in its illicit activities.

Figure XV
Tankers engaged in illicit transfers linked to Shih-Hsien Chen

N

Management Consultant Co Ltd

ExOwner Billions Bunker T;up Corp Director
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==
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4 \ e
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~ I /
—
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ChinTse Chien Yingjen Fishery Company
Money Chien

JinHye Billions No. Miguel Shiao
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1]
Owner/operator Operations
Manager
)
DOC Holder PO
ISMManager * -
o - o= Golden Rich Manag. t ——
Go Rising Trading Ltd Vanguard Shipping Safety Ex Sun Crown contract Bunker's Taiwan Group Corp

70. The ownership and leasing of the fourth tanker, Koti, follows the pattern
described above, with both the owner and the companies in Taiwan Province of China
but registered elsewhere:

(a) The tanker’s owner, M.T. Koti Corporation (registered in Panama), leased
the vessel to Auria Resource Co., Ltd® (registered in Samoa);

(b) Auria Resource claimed that it had leased the vessel to Sailing
Petrochemical Incorp., Taiwan Province of China, on a time-charter just prior to the
ship-to-ship transfer;5®

(c) Harmonized Resources Shipping Management Co., Ltd, registered in
Hong Kong and based in Dalian, was the vessel’s operator. While M.T. Koti
Corporation claimed that the registration of Harmonized Resources as operator was
an error (which it subsequently “corrected” by registering itself as the operator),
correspondence shows that Harmonized Resources had registered the IMO company

5

>

7F, No. 85, Sec. 2, Chenggong Rd.,Taoyon District, Taoyuan City. The company’s three directors
are: Chien-Ting Chang, Chien-Huan Chang (also known as “Norris Chang”) and Shih-Chuan
Kao.

5 6F-2, No. 51 Hengyang Rd., Taipei.

%8 Sailing’s payments came from Firstec Maritime Ltd. and Xin Miao Co. Ltd. accounts.
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numbers for both the owner and the International Safety Management manager of the
Koti. The company’s point of contact, Lu Tiehe (§#k#0), was previously involved with
the Light incident and an associate of Fan Mintian linked to both the Light and the Jie
Shun interdiction.®®

Petroleum products transferred to the Democratic People’s Republic of Korea

71. The bills of lading for the petroleum products embarked by both the Lighthouse
Winmore (14, 094 metric tons of marine gasoil (gasoil)) and the Billions No. 18 (7,954
metric tons of gasoil (diesel)) prior to the transfer on 19 October 2017 show the
multinational company, Trafigura Pte. Ltd,® as the shipper (see annex 19), Global
Commodities Consultants Ltd as the consignee and the port of Taichung as the
destination (which was fabricated; see annex 20). Global Commodities is registered
in Hong Kong, but the registered address (12B Wilkinson Road, Singapore, 436759)
matches that of the Singaporean company, Global SGP Pte Ltd. (Unique Entity
No. 201222231W), both of which share the same director and sole shareholder.
Further, all email communications for shipments onboard Shih-Hsien Chen’s vessels
came from Global SGP and not Global Commodities Consultants (see annexes 21—
22). The Panel continues to investigate other multinational oil companies for their
possible roles in the supply chain of petroleum products transferred to the Democratic
People’s Republic of Korea.

72. Oceanic Enterprise prepaid Global SGP for the two shipments delivered free
onboard (FOB) to the vessels ($4,564,942.80 and $8,510,097.75) through bank
transfers to the supplier, with which it had a contract. In addition to these two transfers
by the Billions No. 18 and the Lighthouse Winmore, Oceanic had planned another nine
shipments with the same two vessels plus another of Shih-Hsien Chen’s vessels, the
Sky Ace 1 (as part of the contract) (figure XVI), which according to the plan for the
shipments (see annexes 22-25) totalled 95,000 metric tons (with an estimated value
of about $65 million according to the rate used for the first two transfers to the
Democratic People’s Republic of Korea). In addition, Chen requested green dye
supplement for the fuel, a common practice for supplies for fishing vessels. Singapore
informed the Panel that its authorities were checking the companies related to the
transactions.

% Directors of Sea Star Ship Co. Ltd., see S/2017/150, para. 66; and S/2014/147, paras. 135-137.
Lu Tiehe (who still uses the Sea Star Ship email address) denied having any contact with Fan
Mintian.

€ Trafigura is legally registered in the Netherlands and headquartered in Geneva, Switzerland with
its oil and petroleum operations based in Singapore.
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Figure XVI
Oil transfers using the tankers of Shih-Hsien Chen
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73. According to a Member State, the Democratic People’s Republic of Korea has
thus far relied on two oil companies for the import of petroleum: First Oil Center
(a.k.a. First Oil JV Co. Ltd) and Korea Kumgang Petroleum. The First Oil Center is
affiliated with the First Credit Bank of the Democratic People’s Republic of Korea
(Cheil Credit Bank, XM482%), which is also under Panel investigation for
violations of financial sanctions. Korea Kumgang Petroleum was established in
January 2015 under the Korea Kumgang Group, ® which is affiliated with the
designated Ministry of People’s Armed Forces. A list of tankers from the Democratic
People’s Republic of Korea is contained in annex 26.

Recommendations

74. The Panel recommends that the Security Council, when drafting future
sectoral sanctions measures, include the relevant HS codes, as it did in resolution
2397 (2017).

75. The Panel recommends that Member States exercise heightened vigilance
over their companies to ensure the prohibition of the transfer of the items listed
in resolutions 2321 (2016), 2371 (2017), 2375 (2017) and 2397 (2017), including
all industrial machinery and transportation vehicles.

76. Given that the same key individuals continue to feature in Panel reports for
a growing number of different types of violations, the Panel calls upon Member
States to take the appropriate action to ensure that those individuals cease their
prohibited activities.

77. The Panel recommends that any Member State receiving coal shipments for
delivery or trans-shipment take enhanced measures to validate the
documentation accompanying those shipments. To assist the efforts by Member
State, the Panel recommends the establishment of a regional cooperative
mechanism to share information on whether the relevant vessels actually docked
and loaded coal from the ports claimed in their documents of origin. At a
minimum, Member States should establish a point of contact for that purpose.

SEEHNL S IAL
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IV.

The Panel will continue to serve as a resource for Member States seeking
information.

78. Member States must be vigilant regarding vessel movements in the typical
areas for ship-to-ship transfers and report such transfers to the Committee.

79. The Panel recommends that the Committee designate (deny port entry for)
all vessels and their captains involved in prohibited ship-to-ship transfers to the
Democratic People’s Republic of Korea.

80. The Panel recommends that the Committee designate the following
individuals for violations of paragraphs 11 and 14 of resolution 2375 (2017):
Shih-Hsien Chen, Boby Julian Akbari® and Wang Songchang.%

81. The Panel recommends that Member States strictly implement resolutions
pertaining to prohibited ship-to-ship transfers, including by enacting enabling
legislation mandating appropriate action against all vessels and their captains
found to be conducting them, as well as actions against vessels such as port entry
denial (in force for at least six months, with all costs borne by the owners or
charterers). In addition, flag States should deregister all vessels reported as
involved in prohibited ship-to-ship transfers. Member States should ensure that
all contracts by petroleum industry companies registered or based in their
jurisdictions include a clause stipulating that all transfers involving violations of
the resolutions, in particular including prohibited ship-to-ship transfers and
petroleum products transferred to the Democratic People’s Republic of Korea,
be voided.

82. Member States hosting petroleum suppliers, brokers, importers and tanker
companies dealing in oil and petroleum products must heighten their vigilance
of the relevant entities to ensure that these are not redirected to the Democratic
People’s Republic of Korea in violation of the resolutions. Countries serving as
trans-shipment hubs for petroleum products must undertake similar enhanced
due diligence to validate the origin and intended destination.

83. The Panel further recommends that maritime protection and indemnity
insurers include a clause in all contracts, stipulating that all transfers involving
violations of the resolutions, in particular prohibited ship-to-ship transfers and
petroleum products transferred to the Democratic People’s Republic of Korea,
be voided.

Embargoes, designated entities and individuals

Angola

84. The Panel continued its investigation into the activities of the Mansudae
Overseas Project Group of Companies (Mansudae) in Angola.® Angola reported that,
pursuant to resolution 2371 (2017) and a presidential order dated 13 November, all of
the activities, contracts and work visas of Mansudae had been terminated and its
management, staff and employees instructed to leave the country. The presidential
order was in response to the Panel’s letter of 10 August 2017, and subsequently, 152
nationals of the Democratic People’s Republic of Korea departed Angola on
18 October 2017, including Yon Jong Gi, Managing Director of the Mansudae Angola
Group. Angola assisted by providing detailed information on the activities of

62 Captain of the Billions No. 18: Seaman’s Book No. B2380031, DOB 30 July 1985.
8 Captain of the Lighthouse Winmore: Seaman’s Book No. G50001538, DOB 7 August 1973.
6 See S/2017/150, para. 116.
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Mansudae as well as supporting documents relating to the expulsion of nationals of
the Democratic People’s Republic of Korea from Angola.%

85. The Panel also investigated diplomats of the Democratic People’s Republic of
Korea accredited in Angola working on behalf of a designated entity, Green Pine
Corporation, including Kim Hyok Chan and Jon Chol Young, who had previously
engaged in prohibited arms-related activities.®® Angola reported to the Panel that Kim
Hyok Chan and his family members had been expelled from Angola on the
instructions of President Jodo Lourengco on 29 November 2017, providing
immigration documentation. Jon Chol Young’s visa expires on 17 March 2018, and
he remains at the Embassy of the Democratic People’s Republic of Korea in Luanda.
Angola also considers the presence of the Democratic People’s Republic of Korea in
Luanda “to be in excessive numbers, taking into account the state of cooperation with
the Democratic People’s Republic of Korea, and will work with that country to
gradually reduce it”.

86. The Panel also investigated advisers of the Democratic People’s Republic of
Korea training the Angolan presidential guard and other units. % According to a
Member State, an 80-member military advisory mission of the Democratic People’s
Republic of Korea was based in Angola until the departure of the advisers in January
2017. The Panel requested the names, ranks and Korean People’s Army unit
affiliations of the military advisory mission, together with details on its activities in
Angola and third countries but has yet to receive a reply.

Australia

87. On 16 December 2017, the Australian Federal Police arrested and charged its
citizen, Chan Han Choi.% It is believed that Choi is an established economic agent of
the Democratic People’s Republic of Korea. His role was to conduct brokering
activities to facilitate the trade of various commodities to or from the Democratic
People’s Republic of Korea, including coal, graphite, copper ore, gold and crude oil,
as well as missiles and missile-related technology.

88. Choi used the alias “Solomon Choi” and conducted his activities from his residence
while using his Australian companies as intermediaries, including Auskor Engineering
Pty Ltd, Above Engineering Pty Ltd, Above Energy Pty Ltd, LWM Engineering Pty Ltd
and Morning World Pty Ltd. Choi has also used offshore bank accounts.

China
Overseas showrooms of the Mansudae Art Studio in Beijing

89. The Mansudae Art Studio utilizes a gallery in China located in the 798 Art
District, a renowned art exhibition area in Beijing. The gallery was selling Mansudae
works of art in 2017 after the designation of that entity. The Panel notes that the name
of the gallery includes the identical Chinese transcription of the Korean name for the
Mansudae Art Studio, and a billboard on the building advertises an exhibition jointly
hosted by “ Mansudae Art Studio Museum of the Democratic People’s Republic of
Korea” and Beijingyuan Mansudae Cultural Company Ltd (At RIT A FE XL HE
/2 8]) entitled “Art exhibition of artists of the Mansudae Art Studio of the Democratic
People’s Republic of Korea” (figure XVII). Furthermore, the Panel considers that this
collaborative activity with the Democratic People’s Republic of Korea is prohibited

8 Including information on the expulsion of the 152 nationals of the Democratic People’s Republic

of Korea, their names, passport numbers and visa details.

% See S/2017/150, paras. 103, 207 and 208.
67 See S/2017/742, para. 23; and S/2017/150, para. 120.
8 Choi acquired Australian citizenship in 2001.
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according to paragraph 18 of resolution 2375 (2017). However, Ji Zhengtai, the
director of Beijingyuan Mansudae, has publicly stated that sanctions do not apply and
have not affected his business. China informed the Panel that it could not confirm that
this was a branch of the designated entity. However, given that Beijingyuan Mansudae
is a joint venture with the Democratic People’s Republic of Korea, it was closed by
9 January 2018 in accordance with Ministry of Commerce announcement No. 55.

Figure XVII
Gallery utilized by the Mansudae Art Studio in Beijing

exhibition
of DPRK

Mansudae
Art Studio

Host: DPRK Mansudae Art Studio Museum

Beijingyuan Mansudae Cultural Company Ltd.

Egypt

90. The Panel continued its investigation into the shipment by the Democratic
People’s Republic of Korea of 30,000 rocket-propelled grenades and components
seized by Egyptian authorities from the Jie Shun in August 2016.5 The Panel’s onsite
inspection of the vessel and port revealed that the large crates containing the rocket-
propelled grenades were prominently marked “Al-Sakr Cairo” followed by an address
identical to that on the shipping documentation, which listed the consignee as Al-Sakr
Factory for Developed Industries, which manufactures rocket-propelled grenades.™
The Panel also notes that the Al-Sakr factory and its parent company have reportedly
had a long-standing relationship with the Democratic People’s Republic of Korea,
including in the field of ballistic missiles. The replies of the company and of Egypt
to the Panel did not answer the Panel’s requests for the identity of the exporters of
the Democratic People’s Republic of Korea, any financial information or any
correspondence with entities violating the arms embargo provisions.

38/292

8 See S/2017/150, paras. 61-71.
0 The Panel was prohibited from taking its own photographs during the inspection and Egypt

declined to provide permission for the Panel to reproduce images and documents submitted.
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Eritrea

91. The Panel continued its investigation into “Eritech”, the Eritrean recipient of an
interdicted shipment of arms and related materiel from the company of the
Democratic People’s Republic of Korea, Glocom.” The Panel notes that “Eritech”
was identified by the Monitoring Group on Somalia and Eritrea as based at the “Asha
Golgol Military Technical Centre” and that this facility is “operated by the Eritrean
Defence Forces that serves as a central workshop for the production, modification and
repair of civilian and military and paramilitary equipment”.” The Panel requested
from Eritrea information on the current status of “Eritech”, also known as “E-tech”,
and on whether it is an entity operating under the authority or at the direction of the
Eritrean Defence Forces. Eritrea continues to fail to provide substantive information
to the Panel’s enquiries on this case, which forms part of established arms-related
cooperation between the Democratic People’s Republic of Korea and Eritrea.”™

Italy
Western Representative of the Mansudae Art Studio

92. The Panel investigated an individual claiming to be “the Western Representative
of Mansudae Art Studio”,’ Pier Luigi Cecioni, after the Mansudae Art Studio was
designated on 5 August 2017. On 26 September, the Panel visited the office address
named “Mansudae Art Studio” in Florence, Italy (figure XVIII). The Panel
interviewed Cecioni, who acknowledged his past cooperation with Mansudae Art
Studio personnel in Pyongyang, including an attempt to organize a Mansudae Art
Studio exhibition after the designation of that entity. In his reply of 27 November,
Cecioni stated that his website description of his role as “Western Representative of
Mansudae Art Studio” was “misleading”. The Panel views Pier Luigi Cecioni’s entity
and that of the Mansudae Art Studio in Pyongyang as a cooperative entity prohibited
under paragraph 18 of resolution 2375 (2017). In December 2017, the Mansudae Art
Studio website was renamed “North Korea Art Gallery” and mention of Cecioni’s
position as “Western Representative of Mansudae Art Studio” was removed. As at
28 January 2018, the website address remained www.mansudaeartstudio.com. As a
result of the investigation, the Panel obtained additional information on the Mansudae
Art Studio in Pyongyang, including the name of the Vice-Director, Kim Song Min.
The Italian authorities informed the Panel that “no evidence has been found,
subsequent to July 2016, of imports from North Korea on the part of Mr. Cecioni”
and “currently there does not appear to be any basis on which to determine that
Mr. Cecioni violated the sanctions regime nor is there evidence of activity by
Mr. Cecioni on behalf of the listed entity, Mansudae Art Studio. Instead, Mr. Cecioni
seems to have used the name of this entity on his website of his own initiative and for
own, exclusive benefit ... The authorities are trying to determine whether this website
may constitute a violation of the sanctions regime, particularly with reference to the
prohibition on joint ventures and cooperative entities, in paragraph 18 of resolution
2375 (2017) and 15 of resolution 2270 (2016).”.

7
7
7

[N

74

See S/2017/150, paras. 72—87.

See S/2017/925, para. 21.

See S/2017/150. paras. 72—87; S/2016/157, paras. 94-95; S/2015/131, para. 89; and S/2014/147,
paras. 94-97.

The website named “Mansudae Art Studio” (www.mansudaeartstudio.com) was accessed by the
Panel in August and September 2017, at which time the website and associated Internet
registration and advertising portrayed Cecioni as the Western Representative of the Mansudae
Art Studio (see annex 27).
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Figure XVIII
Mansudae Art Studio address and interior, Florence, Italy, 26 September 2017
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Source: The Panel.

Japan
Crane loading Hwasong-12 missile

93. The Panel investigated a foreign-manufactured crane seen in the Korean Central
Television (KCTV) broadcast of 14 May 2017 loading the Hwasong-12 missile, which
highlights the use of commercial cranes in ballistic missile-related activities (figure
XIX). The crane was likely produced by a Japanese company, which acknowledged
to the Panel that two units had been exported in 1992 to the Democratic People’s
Republic of Korea, while it was also possible that the crane had been procured on the
second-hand market.” The crane is now prohibited under paragraph 7 of resolution
2397 (2017) banning the sale of items under HS code 84 and paragraph 27 of
resolution 2270 (2016).

> This model was produced between 1990 and 2002.
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Figure XIX
Crane loading Hwasong-12

Source: KCTV.

Mozambique
Military cooperation

94. The Panel investigated military cooperation between the Korea Haegumgang
Trading Corporation and the Mozambique company “Monte Binga” in respect of a
$6 million contract that included surface-to-air missiles, P-12 air defence radar, tank
refurbishment and man-portable air defence systems. The Panel obtained documents,
including letters of invitation for visits to Mozambique in October 2015 of radar
technicians organized by the Economic and Trade Representative Mission of the
Democratic People’s Republic of Korea in Mozambique (see annex 28). According
to a Member State, this trade mission is staffed by representatives of Haegumgang,
which falls under the Military Cooperation General Bureau of the designated Ministry
of People’s Armed Forces. Ri Chang Su (Passport No. 927310139, Date of birth:
29 April 1967), Third Economic and Commercial Secretary accredited to the
Embassy of the Democratic People’s Republic of Korea in South Africa (see
annex 28), has been responsible for the military cooperation projects between the
Democratic People’s Republic of Korea and Mozambique since at least 2017.

95. While the Panel requested all information, including contracts, bills of lading
and financial transfers between Monte Binga and the Democratic People’s Republic
of Korea, the one undated invoice for a list of goods provided (see annex 28) was
inconsistent with information provided by a Member State. The Member State
reported at least 13 separate shipments from the Democratic People’s Republic of
Korea to Mozambique, including six tons of air cargo in 2015 and seven shipments
following the adoption of resolution 2270 (2016). In response to the Panel’s request
for financial information relating to the $6 million contract, the Chief Executive
Officer stated that “Monte Binga SA does not keep any funding for military
cooperation.”. However, the Panel notes that Monte Binga has accessed funding and
paid for arms-related cooperation projects, including at least in one case involving
more than $24.9 million as payment for a loan on behalf of a related company,
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ProIndicus,’® for the procurement of maritime patrol vessels in 2015. The Panel notes
that since October 2017, the new Government has cooperated with the Panel.

Designated entity representatives in Mozambique

96. The new Government provided the Panel information on travel between 2012
and 2017 to and within Mozambique by five nationals of the Democratic People’s
Republic of Korea working on behalf of the Korea Mining Development Trading
Corporation (KOMID) and the Green Pine Associated Corporation, as well as other
designated entities, including those reported as involved in conventional arms trade
in other African countries. These included Kim Hyok Chan, Kim Song Chol, Ri Won
Ho, Kim Sok Chol and Kim Jung Jong. The investigation continues.

Prohibited fishing activities

97. A Member State informed the Panel in late 2017 that the Democratic People’s
Republic of Korea was violating paragraph 9 of resolution 2371 (2017) through a
commercial fishing joint venture, EMKIP, which employed approximately 40
nationals of the Democratic People’s Republic of Korea as fishermen and three
vessels, including the Susan I and the Susan 2 (IMO No. 8672299). The vessels were
photographed in a Mozambique port with flags of the Democratic People’s Republic
of Korea and displaying political slogans (see annex 28).

98. The vessels, which were crewed by the Democratic People’s Republic of Korea,
caught shrimp, which was then sold to a South African company, Supa Packers Fish
Processors Pty. Ltd, for processing before onward transfer to a company in Shenyang,
China. Supa Packers has not replied to the Panel’s enquiries. Mozambique informed
the Panel that “practical steps taken so far include the dissolution of the EMKIP
company and preparations for subsequent steps” and provided supporting
documentation. The Panel continues to monitor the vessels and their attempts to
re-establish operations in other countries.

Mansudae

99. According to detailed information provided by Mozambique to the Panel,
Mansudae “is not registered in Mozambique, thus it does not have any branches or
subsidiaries in the country and there are no entities or individuals associated with this
company”. It further stated that the statue of a former President of Mozambique was
undertaken by Mansudae’s Namibian company. In the contract for the statue signed
in Pyongyang in June 2011 with Mansudae Overseas Project Vice-President Sin Kyu
Sop, the quote was $170,000, not including an additional planned seven statues for
an estimated $1,360,000.

Cooperation with the Panel

100. Mozambique started working closely with the Panel in October 2017, after
which it “established a Ministerial Task Force to oversee the implementation of all
relevant resolutions of the United Nations Security Council pertaining to the
Democratic People’s Republic of Korea”. Regarding the Monte Binga case,
Mozambique noted that the three technicians of the Democratic People’s Republic of
Korea who arrived in 2015 “provided support to Mozambican technicians in the repair
and renovation of the one P-18 early warning radar and of fifteen T-55 tanks”. The
Panel also notes a letter of September 2016 from the Ministry of Defence to the
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Mozambique Asset Management S.A. Report prepared for the Office of the Public Prosecutor of
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Democratic People’s Republic of Korea, which stated that, owing to an impending
Panel visit to Mozambique, the Ministry had decided to “temporarily suspend with
immediate effect, all the activities under the Bilateral Cooperation Agreement reached
upon between our two Ministries” (see annex 28). On 4 January 2018, the Ministry
of Foreign Affairs and Cooperation of Mozambique further signalled its willingness
to pursue further cooperation with the Panel.

Myanmar

101. The Panel requested information from Myanmar after receiving Member State
notification that the country had an ongoing arms relationship with KOMID run
principally through its Directorate for Defence Industries and was expecting future
shipments from the Democratic People’s Republic of Korea. The Member State
further notified the Panel of evidence of the receipt by Myanmar of ballistic missile
systems from the Democratic People’s Republic of Korea in addition to a range of
conventional weapons, including multiple rocket launchers and surface-to-air
missiles; and that KOMID had hosted military technicians from Myanmar in the
Democratic People’s Republic of Korea and personnel of the Democratic People’s
Republic of Korea had been dispatched to Directorate for Defence Industries-operated
facilities in Myanmar.

102. The Member State informed the Panel that the Myanmar Directorate for Defence
Industries maintains a sophisticated global procurement network and that its Director,
Tun Hlaing, had reportedly been involved in overseas procurements and was
associated with at least two Singapore-based firms, Excellence Metal Casting and
STE Global Trading Pte Ltd. It further indicated that Tun Hlaing may have previously
been associated with Myanmar’s Excellence Mineral Manufacturing Co. Ltd,
previously designated by a Member State for working with officials of the Democratic
People’s Republic of Korea, to import materiel for military weapons programmes.
The Member State added that the Directorate for Defence Industries was seeking
equipment from overseas suppliers for its Democratic People’s Republic of Korea-
linked missile programme and that the Democratic People’s Republic of Korea-
contracted Directorate for Defence Industries procurement activities included seeking
items subject to controls by the Nuclear Suppliers Group, the Missile Technology
Control Regime and the Wassenaar Arrangement. The Member State also informed
the Panel that the Myanmar-based Ye Min Hein Co. Ltd was likely involved in the
procurement of sensitive equipment and also likely a front for the Directorate for
Defence Industries. The company had previously operated under the name Soe Min
Htike Co. Ltd, also designated by a Member State from 2013 to 2016 for working
with officials of the Democratic People’s Republic of Korea to import materiel for
military weapon programmes.

103. The Panel previously concluded that Soe Min Htike was the consignee in the
attempted transfer of prohibited nuclear-related items in 2012. In its reply of 15 June
2015 to the Panel on Myanmar’s involvement with the prohibited ballistic missile and
conventional arms programmes of the Democratic People’s Republic of Korea and its
relationships with KOMID, Myanmar stated that “the government of Myanmar has
no substantive bilateral relations with the Democratic People’s Republic of Korea
other than those related to normal diplomatic ties”. Nevertheless, on 26 July 2017,
Myanmar informed the Panel of the expulsion on 9 June 2017 of Kim Chol Nam, an
accredited diplomat of the Democratic People’s Republic of Korea, for acting on
behalf or at the direction of KOMID. On 24 January 2018, Myanmar added that it was
investigating the Panel’s latest request for information.
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Namibia

104. On 17 November 2017, Namibia cooperated with the Panel by providing a 350-
page response to multiple Panel enquiries since 2016. Regarding the designation of
Mansudae, the country provided an interministerial committee technical evaluation
on the repatriation of 242 nationals of the Democratic People’s Republic of Korea
from Namibia in response to the Panel’s communication of 10 August 2017. Namibia
stated that “all workers of the Democratic People’s Republic of Korea have left the
country”’” and supplied supporting documentation.

105. Namibia also provided company registration details on the entity “Mansudae
Overseas Project Architectural and Technical Services (Proprietary) Ltd”, active in
Namibia in 2017. Namibia also supplied project cancellation orders, including the
letter of 9 August 2017 from the Ministry of Defence-controlled August 26 Holding
Company (PTY) Ltd to Mansudae, annulling their subcontract on the extension of the
Leopard Valley military base.”® The second Mansudae project, the “Keetmanshoop
Farm project” involving the August 26 Company was cancelled on 9 August 2017.

106. Namibia also supplied documentation on a third Mansudae project, “Office
Space Creation Project”, for the Office of the President of Namibia. This project
appears to have been terminated on 9 December 2016. According to Namibia,
Qingdao Construction (Namibia) replaced Mansudae as the main contractor on
6 February 2017 in a contract worth approximately $4.4 million.” On 1 September
2017, the First National Bank of Namibia wrote to the Financial Intelligence Centre
at the Bank of Namibia stating that it had terminated business relations with Qingdao
Construction and Kim Tong Chol and related parties “due to internal group policies
and assessed risk of possible international sanctions violations” involving
Mansudae.® On 6 November 2017, the Namibian Business and Intellectual Property
Authority noted that the Mansudae Overseas Project Architectural and Technical
Services Company was on their integrated companies registration system under a new
name “TRITONIA HOLDINGSG NAMIBIA (PROPRIETARY LIMITED”(sic).%

107. Namibia did not provide any information relating to payments to Mansudae for
the above-mentioned cancelled projects despite its relationship with the designated
KOMID.® Nor did Namibia provide any information on the freezing of specific bank
accounts after the designation of Mansudae.

108. Namibia further provided a list dated 27 October 2017 of 24 vehicles registered
and licensed to Mansudae and stated that it had placed “high-level administrative
marks on the company”, noting that the administrative mark “prevents the company
from conducting any business on the system”. In a letter to Namibia, the Panel

" Namibia letter to the Panel dated 17 November 2017.

8 See S/2017/150, para. 113.

™ A contract dated 31 March 2017 between the Office of the President of Namibia and Qingdao
Construction stated that the total value of the project was 62,506,125 Namibian dollars.
According to a signed addendum “the amount certified under MOP Architectural and Technical
Services amounts to N$ 25,501, 626.97”. The amount “to be certified under Qindao Construction
cc would amount to N$ 37,004,498.08”.

8 Qingdao and Kim Tong Chol were designated 10 days earlier by the United States of America.
See United States Department of the Treasury, “Treasury targets Chinese and Russian entities and
individuals supporting the North Korean regime: OFAC Designates 16 for Activities Related to
Support of North Korea’s Nuclear and Ballistic Missile Programs, Energy Trade, Labor Exports,
and Sanctions Evasion”, press release, 22 August 2017. Available from www.treasury.gov/press-
center/press-releases/Pages/sm0148.aspx.

81 BIPA, email to National Bank, 6 November 2017.

82 See S/2017/150, paras. 110-112.
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indicated that these vehicles should be frozen together with related assets and bank
accounts. The investigation continues.

Poland

109. The Panel investigated the reported involvement of overseas workers of the
Democratic People’s Republic of Korea in the construction of a Danish warship at
Polish shipyards, which would violate the arms embargo in paragraph 9 of resolution
1874 (2009).

110. Denmark informed the Panel that its Defence Acquisition and Logistics
Organization had signed a contract in March 2014 with a Danish shipyard for the
construction of an Arctic patrol vessel, the Lauge Koch. This shipyard, in turn,
contracted with the Polish shipyard Crist S.A. to produce the hull, which was
subsequently constructed in Poland between May 2014 and April 2015 under project
number “NB 428 (figure XX).

Figure XX
Danish warship hull at Polish shipyard (Crist)

Source: The Panel.

111. According to a document obtained by the Panel, Crist contracted with another
Polish company, Armex Sp. z 0. 0., to employ a “Group of Koreans” from 1 July 2014
to 31 December 2014 on several projects, including NB 428 (see annex 29). The Panel
had already established that since at least 2012, Armex had employed workers of the
Democratic People’s Republic of Korea contracted under an agreement with an entity
of that country, Korea Rungrado General Trading Corporation (see annex 30). The
Panel documented the involvement of Rungrado in a high-profile sanctions violation
through the sale of Scud ballistic missile spare parts to an Egyptian entity in 2013.

112. Crist provided a statement denying any involvement of workers of the
Democratic People’s Republic of Korea in project NB 428. The statement also
asserted that NB 428 was built “as a universal multipurpose vessel based on standard
shipbuilding solutions without any linkage to services or assistance related to the
provision, manufacture, maintenance or use of prohibited arms or related material”.
No supporting documentation was provided, while the Panel obtained evidence
showing that Crist was fully aware that the hull (project NB 428) was constructed as
part of a warship given the specifications accompanying the contract, according to
which foundations had to be “arranged for weapon systems” including “ammunition
store”, «
a drawing clearly showing a naval gun (see annex 31

LR N3

torpedo”, “salute canon”, “light machine gun” and “heavy machine gun” with
).83

113. Additionally, according to the Polish National Labour Inspectorate, 19 workers
of the Democratic People’s Republic of Korea were employed at the shipyard

8 Crist replied to the Panel’s opportunity of reply letter (see annex 32).
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Nauta S.A. which, inter alia, provides “services in the area of repair, modifications
and building of the naval vessels for the Polish and foreign navies” (see annex 33).
The workers of the Democratic People’s Republic of Korea were hired through the
company Alson Sp. Z o.0., which appears to be run by the same individuals as Armex.
Poland informed the Panel that Armex was currently under liquidation.

114. In paragraph 8 of its resolution 2397 (2017), the Security Council obligated
Member States to repatriate all nationals of the Democratic People’s Republic of
Korea earning income in their jurisdiction immediately but no later than 24 months
from 22 December 2017. In the meantime, this case also shows the importance for
Member States still hosting overseas labour from the Democratic People’s Republic
of Korea of scrutinizing both the workers’ affiliations and activities to avoid sanctions
violations.

Pyongyang International Trade Fair
Participation of designated entities

115. The Korea International Exhibition Corporation, affiliated with the Ministry of
External Economy of the Democratic People’s Republic of Korea, continued to
organize the Pyongyang International Trade Fair in May and September 2017.% The
Panel previously recommended the Korea International Exhibition Corporation for
designation, given its role in assisting designated entities by providing a platform to
transfer, sell or supply prohibited items to or from the Democratic People’s Republic
of Korea.

116. The Panel notes that the two Pyongyang International Trade Fairs in 2017
included designated entities and aliases thereof, including the Natural Resources
Development and Investment Corporation (alias of the Green Pine Associated
Corporation) and the Kangbong Trading Corporation. Furthermore, the Kuryonggang
Trading Company appears to be an alias of the Korea Kuryonggang Trading
Company, itself an alias of the Korean Tangun Trading Corporation.

117. In addition, the list of exhibitors (see annex 34) included entities designated by
Member States for trading prohibited commodities including coal, the Songi Trading
Corporation and the Wonbong Trading Corporation. The Royal Team Corporation
from Taiwan Province of China, which had been previously investigated by the Panel,
also continued its participation.®

Six-axle vehicle brochures

118. A Chinese company exhibited brochures that included six- and seven-axle
vehicles, which are prohibited for transfer to the Democratic People’s Republic of
Korea (see annex 35). China investigated and informed the Panel that the company
had not signed any agreements or contracts with any entity or individual of the
Democratic People’s Republic of Korea.

Republic of Korea

Unmanned aerial vehicle wreckage retrieved in 2017

119. According to information provided by a Member State, flight data analysis from
the 2017 unmanned aerial vehicle wreckage indicated that it took off from Kumgang
County, Democratic People’s Republic of Korea, on 2 May 2017 before heading
towards a military facility in Seongju, Republic of Korea. On its return to the

8 The 20th Pyongyang International Trade Fairs (Spring), 22-25 May 2017, and the 13th

Pyongyang International Trade Fairs (Autumn), 25-28 September 2017.

8 See S/2016/157, paras. 182-186.
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Democratic People’s Republic of Korea, it crashed in Inje County, Republic of Korea,
owing to engine malfunction. Its camera had taken 555 photographs, including 19 of
the Seongju facility, showing that the unmanned aerial vehicle was engaged in
reconnaissance. The unmanned aerial vehicle was similar to the one that crashed on
Baengneyong-do Island, Republic of Korea, in 2014 but had been improved to
undertake reconnaissance missions deeper into the territory of the Republic of Korea.

120. The unmanned aerial vehicle also contained foreign-made items similar to those
retrieved in the 2014 Baengneyong-do Island crash. In particular, the engine and
autopilot were manufactured by the same companies. However, this time, the
Democratic People’s Republic of Korea had erased the serial number in an attempt to
obfuscate the origin and therefore the procurement route. The Panel used the
opportunity presented by this new unmanned aerial vehicle wreckage to send a
follow-up letter to China requesting information about the individuals who had served
as intermediaries in the procurement of the 2014 Baengneyong-do Island unmanned
aerial vehicle and has yet to receive a reply.

Cybertheft of military technology

121. According to the public records of the Republic of Korea, the Democratic
People’s Republic of Korea hacked one of its major shipbuilding companies in April
2016.% This incident involved the theft of confidential information on warships and
submarines, including “cold launch” technology, which could be used for the
submarine-launched ballistic missile programme of the Democratic People’s
Republic of Korea. The Panel views such activity as constituting evasion of the arms
embargo, given that such technological information could directly contribute to the
development of the operational capabilities of the armed forces of the Democratic
People’s Republic of Korea.

Sudan

122. The Panel investigated military cooperation projects between the Democratic
People’s Republic of Korea and the Sudan and the presence and activities of KOMID
representatives in the Sudan. In multiple letters sent between 2016 and 2018, the Panel
requested clarification and documentation to substantiate reported statements made in
November 2016 by the Minister for Foreign Affairs of the Sudan: “Sudan has
completely cut off its military cooperation with North Korea.” and “Sudan is thoroughly
implementing United Nations Security Council sanctions resolutions on North
Korea.”.” While the Sudan has yet to respond to the Panel, a Member State indicated
that since February 2017, cooperation with the Democratic People’s Republic of Korea
has continued, noting that “NPN Electronics Company (0|2 Xt A})” sent technicians
to the Sudan in September 2016 and that two KOMID operatives deported from Egypt
in April 2016, Kim Song Chol and Son Jong Hyok, are the centre of the new connection
between the Sudan and the Democratic People’s Republic of Korea. Another Member
State informed the Panel in November 2017 that “KOMID continues to engage with the
Sudanese State-controlled Military Industrial Corporation (MIC)”. The Panel is also
investigating a number of air and sea shipments from the Democratic People’s Republic
of Korea to the Sudan related to KOMID.

8

>

During its report to the National Assembly in October 2017, the Ministry of National Defense of
the Republic of Korea acknowledged that the hacking involved the theft of 40,000 documents,
including 60 classified military files from Daewoo Shipbuilding & Marin Engineering Co. Ltd.
87 Republic of Korea, Ministry of Foreign Affairs, press release, 1 November 2016.
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Syrian Arab Republic

123. The Panel continued multiple investigations into the prohibited ballistic missile,
conventional arms-related and dual-use goods transfers to and projects within the
Syrian Arab Republic, including:

* Activities of multiple groups of ballistic missile technicians and designated
entities of the Democratic People’s Republic of Korea in the Syrian Arab
Republic

* More than 40 previously unreported shipments from the Democratic People’s
Republic of Korea to the Syrian Arab Republic between 2012 and 2017 by
entities designated by Member States as front companies for the Scientific
Studies Research Centre of the Syrian Arab Republic®

124. Seizure by Member States of goods believed to be part of a KOMID?® contract
in the Syrian Arab Republic, which were destined for Scientific Studies Research
Centre front companies. The investigations revealed substantial new evidence
regarding long-standing and ongoing prohibited programmes and designated entity
activities of the Democratic People’s Republic of Korea as well as innovative evasion
techniques, including the use of a parallel system to send maritime shipment
documentation with authentic documents containing actual consignee information
sent via air.%

Ballistic missile cooperation and technician exchanges

125. A Member State informed the Panel that the Ryonhap-2 Corporation of the
Democratic People’s Republic of Korea was involved in the Syrian manoeuvrable
re-entry vehicle Scud D project in 2008, in addition to the transit of a Syrian Arab
Republic-bound delegation of the Democratic People’s Republic of Korea through
Beijing in February 2011 and its return on 14 March 2017.

126. Another Member State informed the Panel of a visit to the Syrian Arab Republic
in November 2016 by a group of ballistic missile technicians affiliated with the
designated Academy of National Defence Science. The group transited through
Beijing and Dubai airports on the way to Damascus aboard a Syrian Arab Airlines
passenger flight. The trip was preceded by the visit of a technical delegation of the
Democratic People’s Republic of Korea to the Syrian Arab Republic in August 2016,
which involved the transfer to the Syrian Arab Republic of special resistance valves
and thermometers known for use in chemical weapons programmes (in addition, 60
types of items were reportedly also discussed for procurement). A third group of
missile technicians of the Democratic People’s Republic of Korea that had travelled
to Damascus in April 2016 reportedly resided at Syrian military facilities.® The
Member State reported that technicians of the Democratic People’s Republic of Korea

8
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The United States designated the Scientific Studies Research Centre (Executive Order 13382) for
suspected implication in Syrian weapons of mass destruction programmes, by European Council
Regulation (EU) No. 36/2012 and identified by Japan as an entity of proliferation concern in its
“foreign end-user list”. See United States, Department of Treasury, “Three entities targeted by
Treasury for supporting Syria WMD proliferation”, press release HP-216, 4 January 2007.

No supporting documentation was provided.

Panel reports on prohibited shipments to the Syrian Arab Republic, including Scientific Studies
Research Centre front companies: S/2010/571, paras. 50, 62, and recommendation 9; S/2012/422,
paras. 57, 60—61 and 65—-67; S/2013/337, paras. 44—46 and 86—89; S/2014/147, paras. 51-54;
S/2016/157, paras. 62—-70, 169—-170 and 174; S/2017/150, para. 99 and table 8; S/2017/742,

para. 28.

The April 2016 delegation’s luggage was sent to the Mazzah air force base (near Damascus), a
major logistics and intelligence centre, which, according to Syrian media, has been subject to
repeated foreign air attacks. The Member State believes that this delegation resided at the base.
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continued to operate at chemical weapons and missile facilities at Barzah, Adra and
Hama. The Syrian Arab Republic replied to the Panel that “there are no technical
companies of the Democratic People’s Republic of Korea in Syria and the only
presence of some individuals of the Democratic People’s Republic of Korea are
confined in the field of sports under private individual contracts for training athletics
and gymnastics” (see annex 36). The Panel has yet to receive a reply to its request for
supporting documentation for these claims and a list of all nationals of the Democratic
People’s Republic of Korea who have travelled to the Syrian Arab Republic and is
continuing its investigation.

Activities of Syrian representatives of designated entities of the Democratic People’s
Republic of Korea

127. The Panel continued its investigations into the activities of designated Ryu Jin,
senior KOMID official in the Syrian Arab Republic, and of other KOMID officials in
the Syrian Arab Republic and their successors. In an official proposal to Major
General Ali Salim of the Army Supply Bureau of the Syrian Arab Armed Forces for
an air defence command and control system, Ryu Jin listed his rank as Major General
and used letterhead of the Tosong Technology Trading Corporation, designated on
22 January 2013 as a KOMID subsidiary.% According to the Member State, KOMID
representatives in the Syrian Arab Republic have also been importing military goods
via commercial air cargo services and, in that regard, attempted in July 2016 to import
military communications antennas of the Democratic People’s Republic of Korea
from Glocom.® In addition to those activities, between July 2015 and June 2016, Ryu
Jin shipped ball bearings and fibre optic cables to the Syrian Arab Republic and
invited three technicians of the Democratic People’s Republic of Korea to the country.
Ryu Jin earned at least 56,000 euros and 48,000 euros transferred through the Tanchon
Commercial Bank.

128. According to multiple Member States and airline companies, Ryu Jin engaged
in extensive international travel between 2014 and 2016.% This included travel on
Syrian Arab Airlines between Damascus and the port city of Latakia, to which
previous KOMID-related shipments were destined. It is believed that Ryu Jin now
travels outside the Syrian Arab Republic using an alias, as did the second KOMID
representative in the Syrian Arab Republic, Kang Ryong.®® Pak Gwang I1° has since
replaced Kang Ryong as the second KOMID representative in the Syrian Arab
Republic. Between August 2015 and January 2017, Pak Gwang Il entered the Syrian
Arab Republic 15 times through the Masna“ border between the Syrian Arab Republic
and Lebanon.®” The Panel sent its fifth letter, in July 2017, to the Syrian authorities
requesting information on the activities of the above-mentioned individuals and two
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Tosong was listed on 22 January 2013 “as being engaged in or providing support for, including
through other illicit means, Democratic People’s Republic of Korea’s nuclear-related, other
weapons of mass destruction-related and ballistic missile-related programs.” [KOMID] is the
parent company of the Tosong Technology Trading Corporation, according to Tosong’s list entry
on the 1718 sanctions list. See www.un.org/sc/suborg/en/sanctions/1718/materials.

See S/2017/150, interdicted Glocom shipment to Eritrea and Glocom’s other activities.
Including to or through China, Lebanon, the Russian Federation, Uganda and the United Arab
Emirates.

On 12 October 2016, Kang Ryong and his family were denied entry attempting to transit Dubai
airport coming from Damascus aboard a Syrian International Airlines flight and before boarding
an Aeroflot flight to Moscow (under the alias of Ri Chun Sik) He later travelled to Pyongyang
via Moscow under the alias Ri Chun Sik with an emergency passport numbered 7640001.
gt DOB: 26 February 1973, passport number PD836310028.

Pak Gwang I1’s movements resemble those of Kang Ryong, who entered and exited the Syrian
Arab Republic 25 times between February and December of 2015. Information contained within
a letter from a Member State to the Panel.
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Syrian representatives of the Tanchon Commercial Bank.% The Syrian Arab Republic
replied that it “had no interaction with the two entities or individuals whose names
are mentioned in the letter”. It has not replied to another request for information
regarding Pak Gwang Il, the Tanchon Commercial Bank representatives and Ryu Jin,
in particular, as to whether they have been expelled. The investigation continues.

Arms shipments and cooperation between the Syrian Arab Republic and designated
entity front companies (2010-2017)

129. The Panel’s investigations into several cases of hitherto unreported arms
shipments and cooperation with front companies of designated entities between 2010
and 2017 showed further evidence of arms embargo and other violations, including
through the transfer of items with utility in ballistic missile and chemical weapons
programmes. According to a Member State, for many years, the Corst Company of
the Democratic People’s Republic of Korea acted on behalf of the designated Second
Economic Committee® to ship items relating to prohibited programmes to entities
acting on behalf of the Scientific Studies Research Centre. The Panel obtained
documentation showing an attempt by the Corst Company in June 2010 to send 16
boxes of weapons production equipment (total 359 kg) to Damascus (figure XXI).

Figure XXI
Attempted weapons production shipment by the Corst Company of the
Democratic People’s Republic of Korea to Damascus in 2010

CORST COMPANY LTD
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Source: The Panel.

130. Corst sent goods to the Syrian Arab Republic in July 2017 for use in prohibited
programmes, which were received by a Scientific Studies Research Centre research
staff member. The Panel also received documents showing Corst as the shipper. The
Syrian consignee contact number on the invoice!® matches the one listed by Member
States and the European Union for the Scientific Studies Research Centre front

50/292

% They are Jang Bom Su (DOB: 15 April 1957), a.k.a. Jang Hyon U (DOB: 22 February 1958;

passport No.: 654210151) and Jon Myung Guk, a.k.a. Jon Yong Sang (DOB: 1 January 1976;
passport No. 654210108).

9 According to the sanctions list, it is involved in key aspects of the missile programme of the

Democratic People’s Republic of Korea, oversees the country’s production of the ballistic
missiles and directs the activities of KOMID.

100 Telephone No. 00963 114471081.
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company, Megatrade.'% In addition, the same telephone/fax number and address were
being utilized by the Scientific Studies Research Centre for another of its front
companies, Electric Parts Ltd, for a missile-related shipment from the Democratic
People’s Republic of Korea seized by the Republic of Korea in 2012,

131. According to a Member State, the Democratic People’s Republic of Korea also
delivered prohibited materials to the Syrian Arab Republic through Choe Ki Yong
(%1718) of Pusong Trading (#4%9) (a.k.a. Korea Pusong Corporation), which also
falls under the Second Economic Committee. The materials were delivered to the
Scientific Studies Research Centre through companies acting on its behalf, Elite
Surveying Instruments Co. and Megatrade.'® Using the airway bill number provided
by the Panel, the transport company corroborated information provided by the
Member State, including that the shipper of the Democratic People’s Republic of
Korea was “Elite Surveying Instruments Co.” and the consignee, “Mr. Adeeb Kabekli,
Aleppo Street, Building 54, Damascus, Syria, Tel: 00963-11-447-1081”, whose name,
address and number match the July 2017 Corst shipment to Megatrade (see annex 36).

132. KOMID has used innovative evasion techniques in the Syrian Arab Republic. In
contrast with the usual practice of including information on consignee, shipper and
consignor in documentation accompanying the container shipment, in these cases,
documents providing the actual consignee information were sent separately by air.
For example, the Democratic People’s Republic of Korea sent by air to Kim Kwang
Chol, a KOMID representative in the Syrian Arab Republic, the actual bill of lading
and cargo list for Mechanical Systems, a Scientific Studies Research Centre front
company, which listed the shipper as a foreign company operating in Pyongyang, the
“China Delixi Group Pyongyang office”, although the contact was a national of the
Democratic People’s Republic of Korea, Pak Song Il. The consignee listed was the
Embassy of the Democratic People’s Republic of Korea in the Syrian Arab Republic
(see annex 36). The Panel notes that while a number of international logistics
companies have instituted enhanced screening to inspect all Democratic People’s
Republic of Korea-related shipments, one exception is “sealed diplomatic
shipments”, which the Democratic People’s Republic of Korea often uses to
undertake prohibited activities that involve designated entities. Combined with the
use of a so-called foreign company, these practices are evidence of an attempt to
further obfuscate the timing, routes and content of prohibited shipments. The Panel
has identified 39 shipments from the Democratic People’s Republic of Korea to the
Syrian Arab Republic involving the above-mentioned companies between December
2012 and December 2017. The investigation continues.

133. The Member State also informed the Panel that the national of the Democratic
People’s Republic of Korea, Choe Jin Myong,% a long-time representative of the
Chilsong Trading Company, which deals in military communications equipment, has
been working with Han 11, the Beijing representative of the designated Daeryonggang
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“52. Megatrade, address: Aleppo Street, P.O. Box 5966, Damascus, Syria; fax: 963114471081;
‘Acts as a proxy for the [SSRC], which is listed. Involved in trade in dual use goods prohibited
by EU sanctions for the Syrian government’; 16.10.2012” (see Official Journal of the European
Union, L330/9, 30 November 2012).

See S/2013/337, para. 46, annex IX which lists the address as “Aleppo Street Damascus” and
Tel. No. 00963 114471081.

In its 2017 final report, the Panel noted that “Elite Surveying Instruments”, an alias of Korea
Pusong Corporation”, had been designated by a Member State and manufactured vehicle-related
machinery parts such as grinders and bearings, further stating that “Elite Surveying Instruments”
had been involved in illicit shipments of dual-use items to an entity in the Syrian Arab Republic
“Megatrade”. See S/2017/150, para. 99.

Z| TI'H DOB: 14 October 1962, passport number 472220689.
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Trading Corporation,!® to broker arms-related equipment to a Syrian munitions
company, Yona Star International. ® The deal was to include broadband
communications equipment and ultra-long distance detection radar, as well as an
explosive ordinance disposal vehicle. Another Member State informed the Panel of
its suspicion that “several tons of conventional armaments were acquired by [Syria]
through the North Korean entity Chonryong Technology Corp.” The negotiations
between the two sides took place in September 2016 and were related to the
procurement of 30 mm grenade launchers, six-barrelled 7.62 mm machine guns and
six-barrelled 30 mm autocannons.

Interdicted shipments

134. Two Member States interdicted consignments en route to the Syrian Arab
Republic containing identical items and another Member State informed the Panel
that it had reasons to believe the consignments were related to a KOMID contract %
with Syrian entities known to engage in prohibited activities of the Democratic
People’s Republic of Korea in the fields of chemical, ballistic missile or conventional
arms development.

Shipper

135. The bills of lading of the shipments showed a Chinese company, Cheng Tong
Trading Co. Ltd, as shipper in January 2017 (see annex 37). The shipments were part
of a batch of five sent by the same company, with the three others sent between
3 November 2016 and 12 December 2016.

136. The contracts provided by Cheng Tong Trading Co. Ltd showed that the goods
in all five shipments were acquired by the Syrian companies for a total of
approximately $320,000 (see annex 38). The contracts stipulated a 30 per cent
pre-shipping payment, but Cheng Tong failed to provide any payment remittances.
The Panel has requested these documents from China. China responded to the Panel’s
enquiries on the Cheng Tong Trading Company, noting that “China does not have any
clue or evidence demonstrating that Cheng Tong Trading Co. has business with Korea
Mining Development Corporation (KOMID) or other designated entities or
individuals of the Democratic People’s Republic of Korea or takes part in activities
violating the Security Council resolutions related to the Democratic People’s
Republic of Korea. If the Panel of Experts has any concrete evidence on the
relationship between Cheng Tong Trading Co. and KOMID, please provide to China
to facilitate China’s further investigation.”

Consignee

137. The interdicted shipments were destined for a Damascus-based company,
Metallic Manufacturing Factory (see annex 37) which, according to a Member State,
is acting for or on behalf of the Mechanical Construction Factory, % which is itself a

105

106

10
108

Q

According to the Member State, this alias has been used by the designated Namchongang
Trading Corporation”.

Yona Star International has been designated by another Member State, see United States,
Department of Treasury, “Treasury sanctions networks providing support to the Government of
Syria”, press release, 21 July 2016.

The Panel does not possess a copy of this contract.

United States, Department of Treasury, “Treasury sanctions senior Al-Nusrah Front leaders
concurrently with UN designations”, press release, 23 February 2017. Available from
www.treasury.gov/press-center/press-releases/Pages/sm0011.aspx.
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front company for the Scientific Studies Research Centre.'® The Mechanical

Construction Factory was previously investigated by the Panel for acting as consignee

in an interdiction of military-specific items and other items with possible military
110

uses.

138. Another of the shipments sent by the Cheng Tong Trading Company included
one destined to a Damascus-based company named General Company for Cables, a
reported subsidiary of the General Organization for Engineering Industries (see annex
39), another front company for the Scientific Studies Research Centre.!!

Cargo content

139. During its inspection of the interdicted cargo at the invitation of the Member
States, the Panel found its content to be consistent with the bills of lading. The first
shipment consisted of six shipping containers of acid-resistant tiles (bricks). The
second was seven shipping containers of the same acid-resistant tiles along with
adhesive paste and accessories (see figure XXII). The number of tiles would cover
5000 m?, an area commensurate to a large-scale industrial project. A technical analysis
of the tiles by a Member State concluded that they were to be used for activities
conducted at high temperatures. Although the Panel determined that the seized items
did not appear on any control lists, another Member State informed the Panel that
they included “materials that can be used to build bricks for the interior walls of [a]
chemical factory.”

Figure XXII
Acid-resistant tiles (bricks) inspected by the Panel

Source: The Panel.

140. The November and December 2016 shipments contained items consistent with
another large-scale industrial project including valves, welded pipes (23 tons),
stainless steel seamless pipes (27 tons) and cables. The investigation continues.

109

110
111

United States, Department of Treasury, “Treasury increases sanctions against Syria”, press
release, 18 July 2012. Available from www.treasury.gov/press-center/press-releases/Pages/
tg1642.aspx. The Scientific Studies Research Centre was described by a Member State as being
responsible for developing and producing non-conventional weapons and missiles to deliver
them (United States, Department of Treasury, “Fact sheet: increasing sanctions against Syria”,
18 July 2012).

See S/2013/337, paras 86—89.

United States, Department of Treasury, “Treasury increases sanctions against Syria”.
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Figure XXIII
Robotic arm used at the January 18 General Machinery Plant

Switzerland
Robotic arm used at military-related machinery plant

141. The Panel investigated a robotic arm produced by a Swiss manufacturer, which
was observed in the KCTV broadcast of 20 December 2015 on the “January 18
General Machinery Plant”, which is known for manufacturing military products (see
figure XXIII).1*? The Panel found that the robotic arm had been indirectly procured
by the Democratic People’s Republic of Korea between 2006 and 2015 without the
manufacturer’s knowledge. The Panel notes that robotic arms are now prohibited
under paragraph 7 of resolution 2397 (2017), in which the Security Council prohibited
the sale of items under HS code 84, and under paragraphs 8 and 27 of resolution 2270
(2016).

s /

Source: KCTV.

Uganda

142. The Panel continued its investigation into prohibited military activities in
Uganda and travel to the country by individuals working on behalf of designated
entities. On 6 September 2017, Uganda informed the Panel that all remaining military
cooperation projects with the Democratic People’s Republic of Korea prohibited
under resolution 1874 (2009) had expired or been terminated.'!® The first contract
with the military training team of the Democratic People’s Republic of Korea expired
on 27 April 2017 and was not renewed. It noted that the other contract involving air
force pilots and technicians of the Democratic People’s Republic of Korea, which was
due to expire on 20 March 2018, was terminated on an unspecified date in 2017.1%
Uganda cooperated with the Panel by supplying the requested contracts and list of 19
officers ranging in rank from brigadier to major who comprised the air force contract
and three colonels and a major who comprised the military training team and have
now left the country.'?® Uganda, however, is yet to respond to the Panel’s enquiries
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See S/2017/150, para. 194.

While the Panel recommended that Uganda cease all military cooperation with the Democratic
People’s Republic of Korea in June 2015, more than two years passed until the contract expired
and was not renewed.

The Panel first identified Democratic People’s Republic of Korea air force trainers at a Ugandan
air force base in its letter of 24 July 2015 to Uganda. See S/2016/157, para. 114 and figure XXV.
The Panel notes that the salaries of the military training team of the Democratic People’s
Republic of Korea were to be paid in United States dollars to the Embassy of the Democratic
People’s Republic of Korea in Kampala.
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into the activities of four senior KOMID officials also active in Libya, the Sudan and
the Syrian Arab Republic and documented as travelling to Uganda.!® In December
2017, Uganda did report that two diplomats of the Democratic People’s Republic of
Korea “Mr. Yu Kyong Jin and Mr. Jong Kuk Chol, who were allegedly employees of
an entity sanctioned by the United Nations, the Korea Mining and Development
Trading Corporation, were asked to leave the country in October 2017.”* Uganda
has yet to respond to the Panel’s enquiries into attempts by the military attaché’s
office at the Embassy of the Democratic People’s Republic of Korea in Kampala to
provide military services prohibited under the resolutions to third countries. 8

United Republic of Tanzania

143. The Panel continued its investigation into the Haegeumgang Trading
Corporation’s (a.k.a. Haegumgang) €10.49 million contract to repair and upgrade
surface-to-air missile Pechora (S-125) systems and P-12 air defence radar in the
United Republic of Tanzania. Tanzania informed the Panel that “in 2014 Tanzania
took a decision to terminate, with immediate effect, the working business relationship
between the Government of Tanzania and the Naegeumgang (sic) Trading Company
of the Democratic People’s Republic of Korea as mentioned in the Panel’s report”. 1%
However, according to a Member State, the military contracts were only “temporarily
suspended” in April 2014 and “in July 2016 military cooperation with the Democratic
People’s Republic of Korea resumed based on the receipt by the Democratic People’s
Republic of Korea of a 40 per cent down payment for the contracts”. The head of the
Haegeumgang Trading Corporation in the Democratic Republic of the Congo, Kim
Kwang Nam,'? entered the United Republic of Tanzania with electronic warfare
equipment technicians of the Democratic People’s Republic of Korea in December
2016. The military technicians are residing at a Tanzanian military facility at
Nyumbu, near the town of Kibaha, and have been engaged in the upgrade of the
P-12 radars since February 2017, according to a Member State. The Panel wrote to
the United Republic of Tanzania requesting evidence of the contract cancellation and
period of stay of all technicians and Haegeumgang personnel in the country. The Panel
is awaiting a response. The Panel notes that Haegeumgang has been active in
neighbouring Mozambique, upgrading the same type of air defence systems. %!

Zimbabwe

144. The Panel is investigating the reported presence of the Mansudae Overseas
Project Group of Companies'? and individuals working on behalf of the Green Pine
Associated Corporation and the Reconnaissance General Bureau in Zimbabwe.
Zimbabwe provided information on two Mansudae companies, “Mansudae Ordinance
Supplies” and “Mansudae Boka Design Company”, stating that the latter is “not a
subsidiary of Mansudae Overseas Project or Mansudae Art Studio”. It further stated
that Mansudae Ordinance Supplies “is dormant” and that the Mansudae Boka Design
Company “focused on gold and precious metals”, initially as a “jewelry design
company” and is now a “manufacturer for jewelry”.'?® However, the Panel notes that
two of the three directors of the Mansudae Boka Design Company, Yun Kyong Chol
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See S/2017/150, table 8.

See S/AC.49/2018/11, annex. Report of Uganda on the implementation of Security Council
resolutions 2321 (2016) and 2371 (2017), 18 January 2018.

S/2017/150, para. 122.

See S/2017/742, para. 30.

DOB: 27 November 1958, passport No. 836420376.

See S/2017/742, para. 26.

Security Council resolution 2371 (2017), annex 11, states that the Mansudae Overseas Project
“has been reported to conduct business” in Zimbabwe.

123 L etter to Panel received 26 October 2017.
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and Kim Kyong Ryop, are nationals of the Democratic People’s Republic of Korea.
Zimbabwe informed the Panel that the company was being dissolved. In response to
the Panel’s letter requesting immigration information on 83 nationals of the
Democratic People’s Republic of Korea and their activities on behalf of designated
entities,'® Zimbabwe informed the Panel that Ri Hak Chol had travelled to Zimbabwe
via air on 18 August 2017 and departed on 23 August 2017. Kim Yong Nam travelled
to Zimbabwe at least two times in 2017 (15 to 23 February and 21 June to
23 August).® Ri Hak Chol is the president of Saeing P’il Corporation and has
travelled to Angola, Egypt and the Islamic Republic of Iran,'?® where arms-related
activities of the Democratic People’s Republic of Korea have been reported.'?” Kim
Yong Nam is reportedly an officer of the Reconnaissance General Bureau, a
designated entity that oversees the activities of the Green Pine Associated
Corporation. The Panel is continuing its investigation into the activities of these
individuals in Zimbabwe.

Implementation of the luxury goods ban
Wonsan Air Show

145. The Panel investigated the operation of two previously reported aircraft
observed during the Wonsan Air Festival in September 2016.'%% Regarding the P-750
XSTOL aircraft manufactured by Pacific Aerospace Ltd, the Government of New
Zealand informed the Panel that the national Customs Service had investigated the
case further and had prosecuted Pacific Aerospace Ltd for the indirect export of
aircraft parts to the Democratic People’s Republic of Korea. Furthermore, Pacific
Aerospace Ltd informed the Panel about the adoption of new policies and procedures
to improve its internal export control system.

Bugsae Shop (alternative spelling of Buksae)

146. The Panel investigated the operation in Pyongyang of the Bugsae Shop, linked
to the Singapore-based OCN (Singapore) Pte Ltd (figure XXIV) (see paras. 178—188).
Media reports reveal imported luxury goods produced in the European Union and
Japan and distributed by another Singapore-based company, T Specialist International
(Singapore) Pte Ltd. The Panel notes that in accordance with the export and import
regulations of Singapore, a wide range of luxury goods, including wines and spirits,

are prohibited to be exported to the Democratic People’s Republic of Korea.'?

124 Panel letter to Zimbabwe, 12 October 2017.

125 According to the Department of Immigration of Zimbabwe, Ri Hak Chol used Democratic
People’s Republic of Korea passport No. 836220494. Kim Yong Nam used Democratic People’s
Republic of Korea passport No. 836120079.

126 See S/2017/150, table 9.

127 See S/2017/150, paras. 103, 207-209 (Angola); paras. 181-182 (Egypt); press release SC/10633,
2 May 2012 (Islamic Republic of Iran).

128 See S/2017/150, paras. 126-128.

129 See S/2015/131, annex 11.
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Figure XXIV
Images showing the Bugsae Shop as a member of the OCN Group in Pyongyang in July 2017
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Source: NK Pro.

Pyongyang branch linked to the MINISO retail chain claimed to be based in Japan

147. The Panel investigated the opening in April 2017 of a new brand chain outlet of
MINISO in Pyongyang, advertising itself as a “Japan-based designer brand”
(see annex 40). The MINISO website shows images of items in its stores, such as
cosmetics and earphones, that could be considered luxury goods in accordance with
resolution 1718 (2006) given that they are covered by Japan’s luxury goods ban. On
18 January 2017, prior to the opening of the Pyongyang branch, MINISO signed a
strategic cooperation agreement with the Democratic People’s Republic of Korea.
The attendees of the signing ceremony included Nan Chengyi, the chief delegate of
the North Korea Economic Cooperation Council, China Dandong Office, and the
global cofounders of MINISO, Miyake Junya (chief designer) and Ye Guofu (Chief
Executive Officer) (see annex 41). MINISO claimed that its items retailed in
Pyongyang were not produced in Japan and that the MINISO China office was
handling the brand’s overseas franchise, including the Pyongyang branch. After being
contacted by the Panel, the brand deleted its headquarters address in Japan on its
website (see annex 42). Furthermore, the Pyongyang store has changed its retail brand
name in its packaging (see figure XXV). The Panel also addressed its concern about
possible violations of the prohibition on joint ventures in a letter to the company, to
which it has not received a reply.

Figure XXV
Example of retail brand name change in packaging

Source: NK News.
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Other cases under the luxury goods ban

148. The Panel investigated exports of luxury goods to the Democratic People’s
Republic of Korea from at least five Member States, sending enquiries and compiling
corroborating information.

Jewellery, gems and precious and semi-precious stones (HS code 71)

149. According to UN Comtrade, from January to June 2017, India exported precious
metals and stones worth $578,994 to the Democratic People’s Republic of Korea. The
largest commodity exported from January to June 2017 was diamonds (HS code
710239) worth $514,823.

150. The Panel reiterates that the jewellery items listed in paragraph 1 of annex IV
to resolution 2094 (2013) correspond to HS codes beginning with 71 and calls upon
Member States to exercise vigilance with regard to any exports of goods classified
under that code.!®

151. Annex IV to Council Regulation (EU) No. 2016/682 of 29 April 2016 amending
Regulation (EC) No. 329/2007, which implements resolution 2270 (2016), contains
tables of HS codes corresponding to the list of prohibited “luxury goods” for transfer
to the Democratic People’s Republic of Korea.

Wines (including sparkling wines), spirits and spirituous beverages (HS codes
220410, 220421, 220429, 2205 and 2208)

152. Following the adoption of the Council Regulation, Germany exported wines,
including sparkling wines, and spirits in the amount of $151,840 (between June 2016
and June 2017) to the Democratic People’s Republic of Korea. Italy exported $46,992
worth of wine and vermouth between July 2016 and February 2017, and Bulgaria
exported $11,959 worth of wine in April 2017. In their replies to the Panel, all three
countries claimed their transactions to be exempt under the 2016 Council Regulation.
While “wine, vermouth and other wine of fresh grapes” as well as ethyl alcohol were
indeed exempted, if the commodities exported by Germany were of HS code
22041011 (Champagne) and HS code 22041091 (Asti spumante), they would not have
been exempt.

153. Inaddition, Chile exported wine worth $290,880 between June 2016 and August
2017. The Panel did not receive a reply from Chile as to whether wine was covered
by its domestic luxury goods ban.

Perfumes and cosmetics (HS codes 3303, 3304, 3305 and 3307)

154. Between September 2016 and June 2017, Bulgaria exported perfumes and
cosmetics in the amount of $198,074 to the Democratic People’s Republic of Korea.
Germany’s exports of the same articles between September 2016 and April 2017
amounted to $62,179. Both countries informed the Panel that their transactions were
exempt under the same Council Regulation.

155. The Panel notes that annex VIII to a new European Union regulation, Council
Regulation (EU) 2017/2062 of 13 November 2017 amending Regulation (EU)
2017/1509, eliminated the above-mentioned exemptions by introducing a total ban on
those items.

130 See S/2016/157, para. 129.
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Finance

156. The Democratic People’s Republic of Korea continued to access the
international financial system because of critical implementation deficiencies, which
resulted in the country’s evasive activities not being duly identified and prevented.
The deceptive practices of the Democratic People’s Republic of Korea and the lack
of appropriate action by many Member States are systematically undermining the
effectiveness of financial sanctions.

157. Multiple Member States were found to be exerting insufficient scrutiny of the
activities of bank representatives of the Democratic People’s Republic of Korea
residing in, or moving through, their territory. Many financial institutions of the
Democratic People’s Republic of Korea, including designated banks, maintain a
network of overseas representatives who continue to move freely across borders to
undertake transactions in multiple countries and to establish residences abroad. Their
ability to do so points to insufficient monitoring of the activities of these
representatives and the lack of enforcement of the obligation to expel individuals
working on behalf of or at the direction of banks of the Democratic People’s Republic
of Korea, close their branches, subsidiaries and representative offices and freeze all
assets controlled by designated entities or members of the Government of the
Democratic People’s Republic of Korea that are engaged in violating or evading the
provisions of the resolutions.

158. The Panel also investigated the account-opening and transaction patterns of
banks of the Democratic People’s Republic of Korea and their representatives, which
revealed that several foreign financial institutions had deficient vigilance measures
and due diligence processes. While in some cases, the establishment of the accounts
predated designation or the relevant sanctions measure, the Panel found that the
financial institutions had performed inadequate due diligence at the onboarding stage,
had deficient transaction monitoring procedures and largely failed to conduct reviews
of these high-risk accounts. Evasive practices in opening accounts included listing
the accounts in the names of foreign nationals, front companies and family members,
together with provisions for a national of the Democratic People’s Republic of Korea
authorized to have signing rights and control of accounts. Frequent cash withdrawals
from the accounts investigated by the Panel indicate the importance of bulk cash in
business transactions of the Democratic People’s Republic of Korea.

159. The Panel’s financial investigations also highlighted how corporate service
providers act as a key vulnerability. Instead of serving as a line of defence against
sanctions evasion, they have often facilitated such evasion, albeit unwittingly. Once
the Democratic People’s Republic of Korea can register a front company without
overt links to the country through the assistance of foreign nationals, it becomes
significantly easier for its firms to pass rudimentary due diligence checks by financial
institutions and open and maintain accounts. An investigation into a Singaporean
company with ownership ties to financial institutions of the Democratic People’s
Republic of Korea revealed the use of overseas representatives and front companies,
especially those established in Hong Kong, to ensure that transactions were conducted
in a manner that would not reveal any overt connection to a designated entity or
interest of the Democratic People’s Republic of Korea.

160. The Panel’s investigation into Glocom highlighted similar patterns of evasion,
showing that multiple overseas accounts, especially those established in the name of
front companies with the assistance of trusted local partners, allowed it to
continuously move funds between and in different banks and jurisdictions. The
network’s transactions, whether for purposes of moving money between accounts it
controlled in its own network or for paying suppliers, often involved an array of
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evasion tactics, including large-scale use of bulk cash, front companies in Hong Kong
and elsewhere, middlemen and a ledger system.

161. The Panel also investigated the Malaysia-Korea Partners Group of
Companies(MKP), a network of overseas branches of a major joint venture of the
Democratic People’s Republic of Korea linked to the Reconnaissance General Bureau
and the Mansudae Overseas Group and having ties to financial institutions of the
Democratic People’s Republic of Korea. The network benefits heavily from a
decentralized corporate model that helps to distance the Group’s activities from its
beneficiaries of the Democratic People’s Republic of Korea on paper and from the
cooperation of non-nationals of the Democratic People’s Republic of Korea,
including prominent political and business figures in the countries in which they
operate. Furthermore, the Panel found that several firms and, in some cases, foreign
governments, have been supporting the efforts of the network to find financing for its
activities, in contravention of provisions in the resolutions prohibiting such activities.

Bank representatives and bank accounts of the Democratic People’s Republic
of Korea abroad

162. The Panel investigated more than 30 representatives of financial institutions of
the Democratic People’s Republic of Korea operating abroad, including from the
Tanchon Commercial Bank, Korea Kumgang Group Bank, Foreign Trade Bank, Cheil
Credit Bank, Daesong Bank, Ilsim International Bank, Bank of East Land, Daedong
Credit Bank and Ryugyong Commercial Bank, who operated in China, Libya, the
Russian Federation, the Syrian Arab Republic and the United Arab Emirates in 2017
(see annexes 43—44). The Panel has previously reported on the use of embassies of
the Democratic People’s Republic of Korea for the country’s bank operations in some
of the listed cases.!® The Panel also notes that many of these representatives continue
to travel internationally. The Foreign Trade Bank representative in Libya, Ku Ja
Hyong, has undertaken multiple trips since the adoption of resolution 2321 (2016),
including to Dubai, United Arab Emirates and Jeddah, Saudi Arabia. The Panel recalls
that Member States must expel any individual determined to be working on behalf of
or at the direction of a bank of the Democratic People’s Republic of Korea, which
violates both paragraph 33 of resolution 2270 (2016) and paragraph 33 of resolution
2321 (2016).

Overseas bank accounts of individuals and entities acting on behalf of financial
institutions of the Democratic People’s Republic of Korea

163. The Panel wrote letters to more than 10 Member States in whose jurisdictions
bank accounts had been established by financial institutions and designated entities
of the Democratic People’s Republic of Korea, requesting account documentation and
transaction information. One Member State replied that of the 125 accounts
mentioned in the Panel’s letter, 99 had been identified and closed, with the exception
of one under a name that is not designated.

164. Other Member State replies enabled the Panel to analyse how overseas bank
accounts were established by financial institutions of the Democratic People’s Republic
of Korea and their representatives. > This information showed various evasion
techniques employed by bank representatives of the Democratic People’s Republic of
Korea operating abroad, including the use of foreign nationals, front companies and
local embassies of the Democratic People’s Republic of Korea to set up and make use
of accounts where nationals of the Democratic People’s Republic of Korea had signing

181 See S/2017/150, paras. 236, 241, 185 and annex 14-27.
132 The Panel received replies from Austria, Belarus, Belgium, France, Italy, Latvia, Republic of

Korea, Singapore, Switzerland and Tunisia.
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authority. For example, a euro account was opened at the International Arab Bank of
Tunisia on 23 November 2013 by a Chinese passport holder, Jin Huixing (£1£&) (sce
annex 45), but with a national of the Democratic People’s Republic of Korea, Nam
Sok Chan, managing the account. It was frozen by the International Arab Bank of
Tunisia on 7 August 2016, with a balance of $181,730.00. On 27 November 2013, a
dollar account at the International Arab Bank of Tunisia was opened by another
Chinese passport holder, Ji Hong Hua (F£4I7£), but with signing authority given to the
same national of the Democratic People’s Republic of Korea. The International Arab
Bank of Tunisia froze that account on 24 July 2015, with a balance of $25,869.70.
Documentation relating to the opening of the accounts shows that both Jin Huixing
and Ji Hong Hua listed their addresses for the above-mentioned accounts as “Embassy
of Democratic Korea Tripoli Libya” (see annex 45). Yet another euro account was
opened at the International Arab Bank of Tunisia on 18 July 2012 by Ri Chun Song
in his capacity as “Secretary’s Delegate of the Mission of the Democratic People’s
Republic of Korea to Tripoli”, before being closed on 22 August 2013. Ri Chun Song
serves as the representative of the Foreign Trade Bank in Beijing.'*® He was also
listed, along with Nam Sok Chan, as having signing authority for a United States
dollar account at the Arab Tunisian Bank in the name of the Foreign Trade Bank of
the Democratic People’s Republic of Korea, opened on 2 July 2012 and closed on
11 November 2012. Lastly, the Foreign Trade Bank used the name of a front company,
“Kartos”, to establish another account at the Arab Tunisian Bank on 12 May 1999,
periodically designating multiple nationals of the Democratic People’s Republic of
Korea as new signatories. The account was closed on 3 March 2012. These cases
demonstrate the need for financial institutions to factor in the involvement of
individuals of the Democratic People’s Republic of Korea in account control for client
risk assessments. Listing multiple individuals with signing authority allowed the
Foreign Trade Bank to continue to undertake transactions from the same accounts
while its representatives travelled between global Foreign Trade Bank offices. The
Panel obtained a 2011 order by the Foreign Trade Bank Libya representative faxed to
the Embassy of the Democratic People’s Republic of Korea in Vienna for the Foreign
Trade Bank Austria representative for transfers to its euro and United States dollar
accounts at the Arab Tunisian Bank in Tunisia, showing global Foreign Trade Bank
cooperation.

165. With regard to accounts in Austria, its former local Foreign Trade Bank
representative, Kim Yu Jin, was instrumental in establishing a complex web of
financial relationships, opening accounts in the name of the Foreign Trade Bank in at
least three different financial institutions (including three accounts in one bank) and
opening other accounts in his own name, in the name of the company Korea Ungum
Co. and in the name of the wife of a staff member of the Embassy of the Democratic
People’s Republic of Korea. According to Austria, Kim Yu Jin was himself a member
of the administrative and technical staff of the Embassy of the Democratic People’s
Republic of Korea in Austria who departed when his accreditation expired.** As at
26 October 2017, Austrian authorities had closed 12 bank accounts held by persons
affiliated with the Embassy. Austria noted that this action went beyond the
requirements of paragraph 16 of resolution 2321 (2016), which refers to diplomats
and consular officers only. This interpretation suggests that some Member States may
not consider administrative and technical staff to be included under that provision.
The Panel nevertheless considers paragraph 16 of resolution 2321 (2016) to be
applicable to all personnel of embassies of the Democratic People’s Republic of

133 China replied to the Panel that as a designated individual, he has been blocked from entry and

Chinese banks requested to freeze his assets.

134 Another member of the Embassy of the Democratic People’s Republic of Korea, Pak Kang Son,

also established accounts in four different banks.
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Korea, including trade, administrative, support and technical staff, particularly in the
light of the history of these embassies using such staff to open bank accounts and
perform transactions on behalf of the country’s financial institutions. The Panel also
recalls its previous recommendation that Member States ensure that additional
accounts are not established in the names of family members of diplomats.'®

Documentation relating to the opening of bank accounts

166. An analysis of documents submitted by financial institutions of the Democratic
People’s Republic of Korea and their representatives to open bank accounts showed
insufficient due diligence performed by financial institutions during the onboarding
process. For example, the due diligence conducted by a major European bank for an
application for a euro-denominated account by a representative of the Korea Daesong
Bank showed no independent review or verification of the answers given on the
anti-money-laundering questionnaire. A due diligence checklist indicated that despite
negative public information about applicants (including an entry in the Thomson
Reuters World-Check database), the fact that the bank’s regulator was the Central
Bank of the Democratic People’s Republic of Korea and that no audited
documentation was available,!® the bank’s compliance department recommended
that the application be accepted.

167. Singapore provided the Panel with copies of application forms and account
statements from a front company for the Northeast Asia Bank, Great Best Trading
Pte, Ltd. Great Best Trading was co-located with Chinpo Shipping and the Tonghae
Shipping Agency, and the two also shared key management personnel and
shareholders, suggesting links to the Ocean Maritime Management Company.
Although the account was originally established in 1995, there was no evidence that
the bank conducted any account reviews, including when the company first applied
for a “business privilege account”, when a euro account was added through a simple
request by fax or, in 2013, when the account ran an average balance of $995,000 and
showed withdrawals and deposits of large amounts in round numbers. The Panel notes
that Member States are obliged under paragraph 11 of resolution 2094 (2013) to apply
enhanced monitoring to prevent transactions that could contribute to violations of the
resolutions or to sanctions evasion.

Banks of a European Member State used for sanctions violations

168. From 2009 to 2016, banks in a European Member State were used by foreign
organized crime syndicates to circumvent the sanctions regime, including for the
export of goods and equipment related to the prohibited programmes of the
Democratic People’s Republic of Korea. Customers at several banks transferred funds
in a series of complicated transactions involving accounts held by offshore companies
for the benefit of entities of the Democratic People’s Republic of Korea. The bank’s
offshore clients did not transact directly with sanctioned entities but used a network
of intermediaries. The Member State whose banks were fined for this behaviour
shared the typologies with the Panel. The typologies show that the banks did not
conduct adequate due diligence and transaction monitoring and did not sufficiently
scrutinize the beneficiaries of transactions. Although the Democratic People’s
Republic of Korea was geographically far from the Member State in question, its
financial institutions were used to circumvent sanctions, specifically through the use
of offshore front companies. This violation was discovered through the sharing of
information between Member States. It shows how the evasive practices of the

135 See S/2017/742, para. 65.
1% Nor was any research carried out on the parent company of the bank, Korea Daesong Economic

Group.
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Democratic People’s Republic of Korea significantly increase the challenges
associated with implementing financial sanctions and highlights the importance of
establishing feasible mechanisms for sharing information between Member States and
banks, whose ability to freely share proprietary information is almost always severely
restricted. ¥’

Financial operations of the Reconnaissance General Bureau

169. The Panel analysed transaction records supplied by Italy for more than six
accounts at two major financial institutions in the country established by Kim Su-
Gwang, an official of the Reconnaissance General Bureau whose assets were frozen
by France in January 2014 along with those of his father and sister, the latter of whom,
Kim Su Gyong, is an official of the Korean United Development Bank.?3® While Kim
Su-Gwang’s employment at the international organization that had been supplying
him cover was terminated on 23 January 2015, he nevertheless continues to own
property and at least one bank account in Italy and signed two four-year apartment
leases starting in February 2015 and November 2016, respectively, which transaction
records suggest may be sublet to other nationals of the Democratic People’s Republic
of Korea. ' Meanwhile, he served as the deputy trade representative of the
Democratic People’s Republic of Korea in Belarus from 24 September to
16 December 2017, during which time he and his wife travelled to and made
purchases in neighbouring countries using a car with a diplomatic plate.

170. Kim Su-Gwang opened at least six accounts in Italy in various combinations of
names of his father, sister, wife and mother (Djang Tcheul Hy), the latter of whom
was listed on three accounts despite having never been to the country according to
Italian records. One of his United States dollar accounts (also in the names of his
mother and father) showed regular salary payments from his employer, as well as
pension payments from the other international organization for which his father
worked. These payments continued beyond the January 2014 assets freeze by France.

171. The accounts showed numerous cash withdrawals in Rome as well as Beijing,
Kuala Lumpur, Moscow and Shanghai, often for the maximum amount allowed and
using multiple bank cards within minutes of one another at the same automatic teller
machine (ATM). One card was used to withdraw cash in Shanghai and Kuala Lumpur
in February and March 2014, a period that coincided with the retention of three
Reconnaissance General Bureau operatives in Malaysia (February 2014) on suspicion
of smuggling $450,000 cash out of the country. Cash was also widely used to make
purchases of air tickets and foreign currency. The reliance on cash withdrawals is a
pattern also seen in the banking practices of the Glocom network, discussed further
in the following section. It highlights the need for relevant financial institutions, as
part of a risk-based approach, to conduct thorough due diligence and reviews of
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The sharing of information is restricted for several reasons. In some States, information-sharing
is possible only when there is suspicion that a criminal offence has been committed. Some
countries have a legal framework for targeted financial sanctions and are legally able to share
information related to sanctions evasion, but do not include this provision in their implementing
legislation. Most importantly, many States have not considered or prioritized the issue of
mechanisms/channels/points of contact for such international cooperation.

The Panel previously reported on Kim Su-Gwang’s cooperation with his father, another
Reconnaissance General Bureau agent, Kim Yong Nam, and his sister, Kim Su-Gyong, official of
the Korean United Development Bank, in financial activities in Europe. See S/2017/742,

paras. 52-53; and S/2017/150, paras. 72—87 and 232-241. See also annexes 46—48.

These contracts are in the name of his alias, “Kim Souk Wang”. Monthly rent payments into his
account suggest that he is subletting these apartments to other nationals of the Democratic
People’s Republic of Korea.
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accounts where nationals of the Democratic People’s Republic of Korea are
signatories or may have indirect account control.

172. All of the accounts have been closed with the exception of at least one account
in the name of the wife of Kim Su-Gwang, Kim Kyong Hui, opened in March 2014
(two months after the French assets freeze) at the address of his employer, which
remains on the account despite the termination of his employment on 23 January
2015.

Financial operations of Glocom

173. The Panel continued its investigation into the financing of Glocom, a
Reconnaissance General Bureau-directed network selling prohibited military
communications technology.* In addition to its four bank accounts with the Daedong
Credit Bank in Pyongyang, the Glocom network controlled at least 10 accounts in
four other countries between 2012 and 2017, including through Malaysia-based front
companies. Records show that these multiple overseas accounts allowed Glocom to
continuously move funds between accounts it controlled in different banks and
countries in the course of its illicit trade.

Figure XXVI
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174. Kim Chang Hyok, the representative of Glocom in Malaysia, held the sole
signing authority for the accounts of the front companies he directed, International
Golden Services and International Global System. In contrast to other cases reviewed
by the Panel in which nationals of the Democratic People’s Republic of Korea sought
to conceal their links to the country on official documentation, the onboarding
paperwork shows that the Malaysian bank was fully aware that these accounts were
controlled by the Democratic People’s Republic of Korea. Kim Chang Hyok declared
himself to be a national of the Democratic People’s Republic of Korea, indicated that
the country was also the source of the funds and that he intended to open a factory in
Malaysia. These red flags were ignored in a manner similar to during the onboarding
and customer due diligence process by the above-mentioned European financial
institution for entering into a counterparty relationship with Korea Daesong Bank.

140 Directed by the Pyongyang branch of Pan Systems Pte. Ltd. See S/2017/742, paras. 52-53; and

S/2017/150, paras. 72—87 and 232-241.
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175. Alongside the front company accounts he controlled, Kim Chang Hyok also
maintained four personal accounts in a Malaysian bank. His day-to-day expenditure
was conducted almost exclusively using his credit card, including frequent maximum
daily cash withdrawals from ATMs. The cash withdrawals were split between his
accounts, further limiting the bank’s view of the nature of his activity.'*! Periodic
bulk cash injections or large in-house cheque deposits replenished the accounts.

176. Glocom’s payments to suppliers and transfers around the network often made
use of a particular pattern combining a variety of tactics commonly used by the
Democratic People’s Republic of Korea to evade financial sanctions.*? First, a
national of the Democratic People’s Republic of Korea would make a bulk cash
deposit into one of the Glocom accounts in Pyongyang.*® This deposit would be
reconciled by ledger with accounts controlled by Kim Chol Sam, the then-
representative of the Daedong Credit Bank in China.* On the same or the next day,
Kim Chol Sam would initiate a transfer to the intended recipient in Malaysia or
Singapore for the same amount. To do so, actual funds would flow from the account
where the deposit had been recorded to a Democratic People’s Republic of Korea-
controlled front company in Hong Kong, less transfer fees and a commission for
middlemen. The front company would then in turn remit funds to the intended
recipient. As a result, the receiving financial institution in Malaysia or Singapore
would see only an incoming payment from the Hong Kong front company, rather than
one from International Global System or Pan Systems — the actual holders of the
accounts with the Daedong Credit Bank. The same is true of correspondent banks
processing the transactions, including those in New York, which would have little
insight into the origin or beneficiaries of the transaction. In addition to paying
suppliers in this fashion, Glocom used the same method to move money within its
own network, specifically between its front company accounts in Pyongyang and
those in Malaysia. An example of such a transaction in which funds were moved
internally within the Glocom network is shown in figure XX VII.
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In a period of less than two years between 2013 and 2015, Kim Chang Hyok conducted 63 cash
withdrawals from ATMs, totalling RM 88,000 (approximately $21,000). The vast majority of
these were of the maximum limit allowed. Withdrawals were often done in batches on the same
day or on consecutive days. For example, over a two-day period in August 2014, he made eight
withdrawals totalling RM 9,000 (approximately $2,200).

As revealed in the Panel’s 2017 midterm report, two Glocom front companies — International
Global System and Pan Systems — held accounts with the Daedong Credit Bank. These accounts
were serviced by the bank’s then-representative in China, Kim Chol Sam, who used his own
personal and front company accounts to perform transactions on behalf of the bank’s Glocom-
linked clients.

Several of these deposits were made by Ryang Su Nyo, a member of the Reconnaisance General
Bureau of the Democratic People’s Republic of Korea, a shareholder of International Global
System, and a key agent in the Glocom network. Ryang was the signatory for Glocom’s Daedong
Credit Bank accounts and is known to have been instrumental in moving bulk cash related to
Glocom’s activities. She was caught exiting Malaysia with $400,000 in mint United States dollar
notes in 2014.

China replied to the Panel that he returned to the Democratic People’s Republic of Korea on

14 October 2016 and, as with other designated individuals, is blocked from entry to the country.
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Figure XXVII
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177. The Panel recommends that the relevant Member States expel all bank
representatives of the Democratic People’s Republic of Korea from their territories
and freeze all bank accounts and other assets owned by them, as well as any
individuals and entities acting on behalf of Pan Systems or Glocom.
18-01593
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Foreign ties to the Ryugyong Commercial Bank and the Daedong Credit Bank

178. The Panel investigated three Singaporean companies, a Chinese individual and
two Chinese entities for business ties to financial institutions of the Democratic
People’s Republic of Korea in violation of paragraph 33 of resolution 2270 (2016),
paragraph 33 of resolution 2321 (2016) and paragraph 18 of resolution 2375 (2017)
regarding joint ventures, in addition to the sale of luxury goods. In the case of two of
the Singaporean and Chinese companies and a national, the relationships also
involved ownership interests in financial institutions of the Democratic People’s
Republic of Korea, part of a pattern identified by the Panel in its 2017 final and
midterm reports.1%

Foreign company activities in the Democratic People’s Republic of Korea

179. The two main companies under investigation, OCN (Singapore) Pte Ltd and
T Specialist International (Singapore) Pte Ltd, share the same Singapore address and
director, “Leo” Ng Kheng Wah (see annexes 49 and 55). OCN has been active in the
Democratic People’s Republic of Korea since 1995 and has exported goods to the
country since at least 2006, in particular by supplying the Pyongyang Bugsae
department stores with items for sale, including luxury goods (see para. 146 above).
OCN has employed a Pyongyang office manager, Ri Ik (a.k.a. Li 1k), since 2004 (see
annexes 56—57). He remains under contract with OCN at the time of writing, but has
spent a significant amount of time in Singapore in recent years according to
Singaporean travel records. In response to the Panel’s enquiries, OCN’s lawyers
claimed that it “does not own any office space” in Pyongyang and that in late 2012,
it “stopped the sale of goods into the DPRK”. According to their response, OCN’s
sister company, T Specialist, entered into a “contract for consulting and logistics
services” on 1 January 2013 with Wang Zhi Guo (E=E, see annexes 50-54),1% the
director of the Hong Kong-registered Pinnacle International Distribution (HK)
Company Ltd, according to which “goods would be shipped by us [T Specialist] to
Dalian as the destination port for distribution in China”.

180. However, OCN-branded plastic shopping bags continued to be given to shoppers
at the Pyongyang Bugsae stores until July of 2017 (see annexes 60—61). The addresses
on the OCN bags also match the “OCN Pyongyang” address on a Ukrainian
company’s 2017 export documents (see annex 62).%4" Furthermore, T Specialist- and
OCN-branded goods (solely owned and distributed by those companies) continued to
be offered for sale in the Bugsae department stores in Pyongyang until as recently as
July 2017 (see annexes 63—-64). OCN’s lawyers wrote to the Panel, “Our clients have
no knowledge of the authenticity of the sale of goods in the Democratic People’s
Republic of Korea as included in your letter and no knowledge of how any such goods
ended up in the Democratic People’s Republic of Korea”. However, the Panel has a

14
14

> o
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See S/2017/742, para. 54; and S/2017/150, para. 228.

A Singaporean namesake of the company, “Pinnacle International Pte. Ltd”, which existed from
1993 until 2009, was co-directed by both Wang Zhi Guo and Ng Kheng Wah (“Leo”), showing
their close connection. Wang is also listed as a shareholder in Lagun Sari, along with Leo’s two
daughters, and is also listed as a director for OCN Shipping Hong Kong, with known links to the
Democratic People’s Republic of Korea. He used a Chinese address in the registration
documents: No. 17 Jiangjia Hutong Li Gong Lou, Hedong District, Tianjin, China with the
passport number 140254055. (see annexes 53—55). Wang Zhi Guo is a Singaporean permanent
resident.

OCN Pyongyang Office #01-05, Changgwang House, Ryenhwa-Dong, Central district,
Pyongyang, D.P.R.Korea. Ryugyong Commercial Bank ATM also lists an address in the
Changgwang Foreign House, Suite #05-24 (see annex 58). In a letter to the Panel, OCN’s
lawyers claimed that the OCN plastic bags ceased to be printed in or about 2012 but that they
were “sold to Mr. Ri Ik, pursuant to his request” and that “after 2012, Mr. Ri Ik printed the OCN
Plastic Bags without our Client’s knowledge, elsewhere.”
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2017 reply from an OCN/T Specialist employee to the request from a prospective
client from the Democratic People’s Republic of Korea for a quote for the purchase
of electronic items to be shipped to Rason, in which OCN agreed to provide a
quotation for shipment of the items to China, showing clear knowledge of the end use
of the items.

181. Further, regarding the continued employment of Ri Ik after the supposed
termination of all OCN sales to the Democratic People’s Republic of Korea, the
company explained that “his assistance was required to ensure collectability of the
accounts receivables from the arrears outstanding as of 2012 for goods sold”. No
evidence for these claims was provided to the Panel despite its request.

Daedong Credit Bank

182. OCN’s lawyers claimed to the Panel that OCN “did not at all material times,
and do not have any relationships with FTB, Jae-il Shinyong Unhaeng, First Credit
Bank and Daedong Credit Bank (DCB)”. However, OCN was one of the first
customers of the Daedong Credit Bank, opening an account in March 1997 and later
changing the name to T Specialist. The account was managed primarily by OCN
Pyongyang Office Manager Ri Ik. This account was used by both OCN and
T Specialist starting in 2006 to transfer proceeds from items sold in the Bugsae Shop
to T Specialist’s accounts at the Development Bank of Singapore in both euros and
dollars, almost always in even amounts.

183. Between November 2011 and May 2014, transactions valued at more than
$5 million were made through that account to T Specialist as well as to another
Singaporean company, SCN Singapore Pte Ltd for payment for goods sold at the OCN
Pyongyang Bugsae Shop, as well as other expenditures. Of this, more than 25
transactions in even amounts ranging from $100,000 to $350,000 were made to a
T Specialist account at the Development Bank of Singapore. T Specialist claimed to
the Panel that these transfers were “remitted from Hongdae International Ltd (HK) and
not any financial institution of the Democratic People’s Republic of Korea” but the
Panel has previously reported that Hongdae was established by the Daedong Credit
Bank’s representative in Dalian, China, Kim Chol Sam (aka Jin Tiesan, £#=), in order
to undertake financial transactions on behalf of the Daedong Credit Bank. 48
T Specialist claimed that the transfers were “for arrears in relation to amounts due and
owing for goods sold” before October 2012, but declined to provide supporting
documentation. The Panel also notes a transfer from Pan Systems, a company that the
Panel has recommended for designation, **° to T Specialist in July 2011 for
1,157.69 euros. This shows a link between these two Singaporean and Democratic
People’s Republic of Korea entities and networks.

184. With regard to more than 10 transactions ranging from $70,000 to $150,000 made
through this account to the other Singaporean company, SCN Singapore Pte Ltd, at
Overseas-Chinese Banking Corporation Limited Singapore, OCN’s lawyers stated,
“SCN Singapore is not an entity related to our clients”. SCN has yet to reply to the
Panel’s enquiries.

185. Further information obtained by the Panel indicates that repeated transfers in
both euros and United States dollars were made to T Specialist from the account at
the Korea Kwangson Banking Corporation of the “Party Financial Management
Department” for goods supplied to Changgwang Foreigners’ Dormitory as well as
payments to Chinese companies for various consumer goods, payments for foreign

148 See S/2017/150, paras. 228-230.
149 See S/2017/742, paras. 52 and 62; S/2017/150, paras. 232-241.
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vessel port fees, hotel bills and payments for “OCN construction investment” and
cement. OCN/T Specialist claimed to have no knowledge of these transfers.

Ryugyong Commercial Bank and Koryo Commercial Bank

186. The Panel’s investigations also highlighted long-standing close ties between
OCN/T Specialist and the Ryugyong Commercial Bank, including ownership ties. In
2012 and 2013, three transfers of $499,970 each were made into a T Specialist account
in Singapore by Wang Zhi Guo’s Pinnacle International in addition to a transfer from
Mars Rock International for $499,935 (totalling $1,999,845). In addition to the
provision of an ATM, these transactions were for the purchase of shares in the
Ryugyong Commercial Bank, facilitated by Ri Ik. Not only were the transactions sent
to T Specialist’s bank account but a Member State separately informed the Panel that
OCN and the Koryo Commercial Bank formed a joint venture with the Ryugyong
Commercial Bank. The Panel subsequently received information according to which
T Specialist and the Koryo Commercial Bank formed a joint venture with the name
Ryugyong Commercial Bank. OCN nevertheless denied to the Panel its interests in
the Ryugyong Commercial Bank, stating, “it was never our [....] intent to be the
beneficial owner or interested party in the purchase”. OCN further claimed that its
role was limited to “assist[ing] in the translation between Ri lk and Wang” and that
the shares in the Ryugyong Commercial Bank were being purchased from a Chinese
company named TungHye.®® OCN has not provided the Panel with the requested
documentation supporting these claims and it is implausible that Ri Ik and Wang Zhi
Guo would require translation assistance generally, and from OCN specifically, given
their combined extensive international work, travel and residence experiences.
Indeed, over the past four years, Wang Zhi Guo made 25 trips in and out of Singapore,
spending 1,256 days in the country, and Ri Ik made more than 37 trips, with 518 days
in Singapore (see annexes 51 and 57). T Specialist also admitted that it had undertaken
correspondence between 2012 and 2014 with Ri Ho Nam, ! Ryugyong Commercial
Bank’s general manager and representative in Beijing since at least 2014, and Ri Jong
Ui, Koryo Commercial Bank’s representative, for the Ryugyong Commercial Bank
purchase deal. None of this correspondence was provided when requested.

187. The ties between the Ryugyong Commercial Bank and OCN in Pyongyang are
further demonstrated by the installation of an ATM in a Ryugyong Commercial Bank
in Spring 2017 at the Bugsae Shop, followed by a promotion in 2017 in which
Ryugyong Commercial Bank customers who deposited more than $10,000 dollars for
at least a year received a “VIP” Gold or Silver Card and a 5 per cent discount at the
Bugsae Shop and the Pothonggang Ryugyong Store (see annex 59).

188. These cases show a continued pattern of joint ownership of financial institutions
of the Democratic People’s Republic of Korea by foreign entities and individuals,
directly supporting illicit activity by the Democratic People’s Republic of Korea
through access to the international financial and trade systems. They demonstrate how
financial institutions of the Democratic People’s Republic of Korea evade sanctions
through overseas representatives and front companies to ensure that transactions are
conducted in such a manner as to not reveal an overt connection to a designated entity
or interest of the Democratic People’s Republic of Korea. Hong Kong-registered front
companies of the Democratic People’s Republic of Korea conducting transactions
through Chinese and Singaporean banks may not trigger alerts, showing that banks
that cater more to offshore financial centre customers should ensure adequate know -
your-customer and customer due diligence monitoring, as well as proper transaction

150
151

In Mandarin, the name could be rendered as Tungha, Tunghai or Donghai.
Ri Ho Nam (DOB: 3 January 1967) has been serving as the Beijing representative of Ryugyong
Commercial Bank since November 2014. For more information, see annex 43.
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monitoring and screening. These checks should have raised red flags over the frequent
transfers of large and even amounts over time from a company whose jurisdiction has
shown a pattern registering front companies of the Democratic People’s Republic of
Korea. Regarding business registry practices, this case also shows the well-known
evasion technique used by the Democratic People’s Republic of Korea of having
individuals of the country represent themselves as nationals of the Republic of Korea
in corporate registry paperwork (seen also in the MKP case referred to in para. 199
below). In compliance with the financial provisions of the resolutions, the Panel
recommends that relevant Member States take all necessary measures to implement
paragraph 33 of resolution 2270 (2016), paragraph 33 of resolution 2321 (2016) and
paragraph 18 of resolution 2375 (2017), including by ensuring that all assets of
entities acting on behalf of designated entities are frozen, that all representatives of
banks of the Democratic People’s Republic of Korea are expelled and the assets of
those designated are frozen and that joint ventures with entities of the Democratic
People’s Republic of Korea are terminated.

Malaysia-Korea Partners Group of Companies

189. The Panel continued its investigation into the MK P headquarters in Malaysia as
well as the network of its affiliated firms both in Malaysia and around the world.
These investigations have so far revealed evasion and breaches of a wide array of
sanctions provisions as follows:

(a) The involvement of a national of the Democratic People’s Republic of
Korea (and Reconnaissance General Bureau operative), Han Hun II, in the
establishment and operation of numerous companies within the MKP Group of
Companies®® constitutes a violation of the prohibition on joint ventures;

(b) The company’s links to designated entities, including Mansudae Overseas
Projects, the Reconnaissance General Bureau and the Ocean Maritime Management
Company;%®

(¢) Links between MKP and financial institutions of the Democratic People’s
Republic of Korea, including the designated Korea Kwangson Banking Corporation %
and possibly the International Consortium Bank in Pyongyang;

(d) Use of diplomats of the Democratic People’s Republic of Korea in
business facilitation;

(e) Potential violations of the prohibition on the provision of public or private
support for trade with the Democratic People’s Republic of Korea;

(f) Involvement in the provision of security services;

(g) Use by MKP of aliases and trading names that obscure the company’s
identity; its reliance on a semi-devolved corporate model when operating outside of
Malaysia; and its use of foreign facilitators as country directors to create plausible
deniability of the control relationship between Han Hun Il and the Reconnaissance
General Bureau and MKP-linked companies.

15

i)

Han established a Mansudae branch in Singapore, M.O.P. (S) Pte. Ltd., on 20 May 1994. which
was struck on 30 September 2009 (see annex 68).

158 See S/2017/150, annexes 14-9 and 15-3; and S/2017/742, para. 57.

154 See S/2017/742, para. 57.
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Background and role of the national of the Democratic People’s Republic of Korea,
Han Hun 1]

190. According to a Member State, Han Hun Il, a.k.a. Edward Han (see annex 65), was
dispatched to Malaysia in 1995 as a representative of the Mansudae Overseas Project
before establishing the MKP Group of Companies jointly with the Malaysian national,
Yong Kok Yeap, in 1996. According to a Member State, when Han’s tenure abroad was
set to expire in 2006, the National Defense Commission of the Democratic People’s
Republic of Korea agreed to extend permission for him to remain abroad as a
Reconnaissance General Bureau “operative”.'®® MKP has, at one time or another,
operated at least 13 companies in Malaysia, of which 10 were still listed as “existing”
in corporate registries as at 15 December 2017 (see annexes 66—67). Han Hun Il
remains a director of seven of these companies, although MKP indicated to the Panel
that it intends to remove him. Regarding his geographic location, MKP informed the
Panel on 4 October 2017 that “Edward Han is now not in Malaysia”, yet declined to
provide information on his travel, work visas or copies of passports. A Member State
informed the Panel that Han Hun Il had travelled to other South-East Asian countries
in 2016, including the Lao People’s Democratic Republic in October. At the time of
writing, the Lao People’s Democratic Republic had not responded to the Panel’s
enquiry.

MKP global operations

191. MKP has developed an extensive and sophisticated network spanning several
continents and multiple industry sectors, including information technology,
construction, mining, coal trading, security, transport and construction, with at least
15 affiliated companies in four countries. The Panel was able to document many of
the company’s activities in Africa and Hong Kong, but not those publicly claimed by
MKP on its various websites, which include 18 African countries, 6 Middle Eastern
States and a range of countries representing all regions of the world (see annex 69).
Details of linkages investigated by the Panel between MKP-affiliated entities and
individuals is available in figure XXIX.

15 According to a Member State, when his tenure abroad was set to expire in 2006, Han Hun 11

bribed officials at the National Defense Commission of the Democratic People’s Republic of
Korea to extend permission for him to remain abroad, after which he was given the status of
“operative” in the RGB. His son, Han Kum-Ryong, a.k.a. “Han Song” or “Harvard Han”, joined
the National Defense Commission in 2010 and worked for MKP in Myanmar until 2013.
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Figure XXIX
MKEP global operations
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192. Corporate registry documents for MKP overseas affiliates indicate that the firm
and its directors have devolved some control over those entities, while preserving the
use of the MKP brand.'*® These ownership and control patterns indicate that MKP
foreign national partners are given discretion to determine where, how and with whom
MKP deals.’™ In Zambia, where MKP has at least 12 affiliate firms, an Algerian
national, Mohamed Yazid Merzouk, has played the central organizational role, while
a small number of Zambian nationals have served as directors (see annexes 80—85).
While Zambia has not yet replied to the Panel’s letters, in the reply by MKP of
4 October 2017, Yong Kok Yeap claimed that “MKP (Zambia) and the Zambian
operations were/are run by Yazid Merzouk independently of MKP in Malaysia”. Yet,
Yazid Merzouk appears extensively in MKP marketing materials as well as in
Zambian corporate paperwork alongside several directors of the Democratic People’s
Republic of Korea, including for MKP Holdings and MKP TMS Hospital (see annexes
74-78 and 80-81). He is also a majority owner of MKP Irehab in Zambia, which Yong
Kok Yeap acknowledges “is affiliated” with MKP Malaysia (see annex 84).
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Outside of Malaysia, Yong Kok Yeap and Han Hun Il appear on corporate paperwork with
decreasing frequency.

The brand reliance of MKP in its affiliated companies is noteworthy when contrasted with other
Democratic People’s Republic of Korea networks, which tend to use an array of different names
for front companies. This brand dependency is apparent even in the case of MKP South Africa,
which ruptured its relationship with MKP Malaysia, but nevertheless decided to continue to use
the MKP name. It does not appear to have incurred any negative reputational repercussions for
this branding choice.

SJ

MKP Construction
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MKP links to financial institutions

193. In 2011, MKP purchased a stake in Commercial Capital Corporation Limited, a
bank in Zambia.?® According to Yong Kok Yeap, “MKP (Zambia) had a minority
shareholding (about 10-20 per cent) in Commercial Capital Corporation Limited.
While Yong claims that Commercial Capital Corporation Limited has since shut
down, corporate registry documentation suggests that the company remains active
(see annex 85).%° The MKP website also advertises its involvement with the
Pyongyang-based International Consortium Bank. MKP now denies any involvement
with that institution and claims that any evidence suggesting it, including its own
advertisements for the institution on its official website, is fabricated. These claims
contradict available open-source evidence (see annex 86). Information for Hi-Fund
International Bank, which MKP acknowledges is an alias for the International
Consortium Bank, has been present on the MKP website since at least 2009 under
“services”. The Panel also notes an indirect link between MKP and the Korea
Kwangson Banking Corporation through the purchase of coal from the Democratic
People’s Republic in Korea in Malaysia. '

194. By his own admission, Yong Kok Yeap directs EKB Building Limitada in
Angola alongside Angola’s former Deputy Attorney General. Lloyd Chingambo, a
shareholder and financier of MKP-Lloyd’s in Zambia, is the Chairman of Zambia’s
National Economic Advisory Council and sits on the board of major national banks
(see annex 83). An MKP Security Systems Zambia shareholder is the former Minister
of Defence of the country. Such relationships help to create new business
opportunities, generate sources of financing and facilitate wider access to local
decision-makers while also potentially deterring host governments from taking
enforcement action. 6!

Case study of an MKP overseas operation

195. The way in which MKP established an office in South Africa demonstrates some
of the methods it uses to set up overseas operations, including reliance on embassy
officials of the Democratic People’s Republic of Korea to make introductions and
facilitate relationships and the use of falsified documents to fulfil partners’ due
diligence requirements. In this case, the latter of these practices led the South African
partner of MKP, Mr. X, to break off all relations with MKP Malaysia.

196. Han Hun II and Yong Kok Yeap were introduced to the local partner, Mr. X, in
Johannesburg in 2008 by the Ambassador of the Democratic People’s Republic of

158

15

©

16
161

S

Contrary to this assertion, Yazid Merzouk has claimed that MKP has been involved in
“financing” in Zambia since 2008. See Lam Seng Fatt, “Healing touch of Malaysian firm”, Star
Online, 31 July 2008. Available from www.thestar.com.my/news/nation/2008/07/31/healing-
touch-of-malaysian-firm/#zD4XqZ7kt2CKIEMw.99.

Yazid Merzouk is not a current director or shareholder. This may be a product of the recent
lawsuit between Merzouk and Commercial Capital Corporation Limited, which reached the
Supreme Court in 2014 (see annex 79). Samson Sakala, a director of MKP Security Systems
Zambia (see annex 84), however, does control a sizable portion of Commercial Capital
Corporation Limited shares. The MKP website, specifically its finance section, also advertises a
money remittance service called “Cash4Africa”. In response to enquiries about the service, Yong
Kok Yeap stated, “this is not a bank or a finance entity, but a product of CCCL. It is a product
providing services similar to, say, Western Union”. The Panel’s investigations concluded that
Cash4Africa is currently defunct.

See S/2017/742, para. 57.

At the same time, MKP has also created individual companies that tend to be ‘single-use’ —
created specifically in order to facilitate a particular large contract or to roll out a new
product/service line in partnership with a local firm. “Heritage MKP Builders” in Nigeria, which
was created mainly to build the Heritage City Park, is an example. This model could also help to
contain the impact of any enforcement action to a small corner of a very dispersed network.
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Korea to South Africa and the commercial trade attaché¢. Han Hun Il and Yong Kok
Yeap presented themselves as businessmen in the construction industry and invited
Mr. X to MKP offices in Kuala Lumpur that year, where he was made Chief Executive
Officer of MKP Builders and offered 50 per cent of all future profits. The
“partnership” signed on 17 September 2009 gave him the mandate to execute business
and “forward” project contracts to MKP Malaysia, which would serve as the
construction and financing company.

197. When Mr. X requested full audited company financial statements and an advance
payment guarantee from Han Hun Il and Yong Kok Yeap, MKP sent him the financial
statement of a Hong Kong-based company with which MKP had close relations, WLS
Holdings Limited (HK), and a scanned bank guarantee from a major Malaysian bank
of $5 million dated 28 July 2010. Unable to confirm the guarantee, Mr. X travelled to
Malaysia along with a client from Rwanda to verify the authenticity of the guarantee
at the bank’s headquarters. Interactions with the bank indicated that the documents had
been falsified. As a result, Mr. X severed all ties with MKP Malaysia but continued to
use the company name (with no apparent reputational costs).

198. The Ugandan and Zambian branches of MKP have undertaken numerous
construction projects, many of which are linked to government financing (see annexes
91-92). MKP’s letter to the Panel directly referenced construction or artist contracts
in Angola, Malaysia, Uganda and Zambia. Uganda awarded several contracts to MKP
and, as recently as in September 2017, was soliciting $200 million in investment for
a “MKP Holdings Ltd”%? project at the Moroto Marble Mine in Kasimeri-Moroto
municipality (see annex 93). Uganda has not responded to the Panel’s enquiries. The
Panel reiterates that Member States are prohibited from providing public or private
financing for trade activities of the Democratic People’s Republic of Korea.

199. In addition to its mining activities, MKP also owns and operates at least three
companies in Uganda: “MKP Capital Bernard Co. Limited”, “MKP Builders San
Bhd” and “NH-MKP Builders Ltd” (see annexes 88—89). Corporate records show that
MKP Capital’s ownership is split between two Ugandan individuals; and “Edward
Han” and “Young Kyong Kin” are listed on the paperwork only as “Korean”. MKP
Builders San Bhd is likely a branch of one of MKP’s Malaysian companies by the
same name, owned by Han Hun Il and Yong Kok Yeap. Furthermore, both MKP
Capital and MKP Builders trade in Uganda under the name of “Vidas Engineering
Services Company Limited”, registered as a separate entity in Uganda. Vidas has
received at least four contracts (one complete, three in progress) from the Ugandan
Ministry of Water and Environment to develop the water and sanitation systems in
Ugandan cities (see annexes 91-92), projects that have received funding from
international development agencies, which might constitute a violation of the
prohibition on the provision of public or private support for trade with the Democratic
People’s Republic of Korea. Furthermore, regarding a 2011 project that the
Government of Uganda awarded MKP to build housing units, local media reported
that MKP took approximately $5.2 million in advance payment and then abandoned
the project.'%3

200. The Panel investigated the activities of Omega MKP Security Systems Zambia,
which provides private security services in the country. Omega stated to the Panel
that the relationship was established after the director of MKP Security Systems
Zambia approached it with a proposal to set up a joint venture. This director stated

162

163

A company named “MKP Holdings Ltd” is part of the MKP Group of Companies in Malaysia.
No entity by this name is registered in Uganda. Ugandan official advertisements for the mining
project also note that the prospecting work at the mine was done by a Democratic People’s
Republic of Korea entity in the 1990s.

Edris Kiggundu, “Police clears Migereko over Naalya project,” The Observer, 27 October 2014.
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that the company was seeking a strategic partner who could “fund and equip” it for
security-related activities, particularly in relation to a project in which MKP Security
Systems had been involved with the Government of Zambia to remotely monitor and
secure the borders.

201. According to Omega, it agreed to establish a new company with the directors of
MKP Security Systems serving in their personal capacities. Omega also stated that it
met Yazid Merzouk only once in 2013. The Panel notes that a photo appearing to show
senior Omega staff with Yazid Merzouk has been on the MKP website since at least
3 January 2012 (see annexes 94-97).

202. In its response to the Panel, MKP Malaysia characterized the relationship
differently, noting that Omega MKP is a “joint venture with Omega” and asserting
that Yazid Merzouk manages these activities in Zambia. Discrepancies between the
accounts of these parties point to the utility of the semi-devolved and personality-
driven corporate structure of MKP in reducing transparency and creating plausible
deniability regarding the involvement of the Democratic People’s Republic of Korea
in, and/or benefit from, any part of the business.

Diplomatic property of the Democratic People’s Republic of Korea used for
commercial purposes

203. The Panel investigated the leasing of embassy property of the Democratic
People’s Republic of Korea for uses other than diplomatic or consular activities in
Bulgaria, Germany, Poland, Romania and Pakistan as violations of paragraph 18 of
resolution 2321 (2016). The Panel notes that continued use of property of the
Democratic People’s Republic of Korea for purposes prohibited by the resolution
constitutes a violation, whether or not the relevant embassies of the Democratic
People’s Republic of Korea are compensated for use of the leased space.

Bulgaria

204. Two Bulgarian entities, “Terra” and “Technologica”, rent property belonging to
the Embassy of the Democratic People’s Republic of Korea in Sofia. In February
2017, the Bulgarian Ministry of Foreign Affairs informed the Embassy of the
Democratic People’s Republic of Korea and these companies about the restrictions
under resolution 2321 (2016) and called upon them to cease any relevant activities
and vacate the premises (see annex 98). The Bulgarian authorities confirmed to the
Panel that no payments had been made by the companies to the Embassy’s only bank
account in Bulgaria since the beginning of 2017. At the time of writing, the Terra
Group’s “Terra Residence” was still publicly advertising the rental of the former
residence of the Ambassador of the Democratic People’s Republic of Korea (see
annex 99).

205. Technologica indicated to the Panel that in exchange for renovation, it would be
given the free use of the building for 40 months, of which 6 months still remained.
The Bulgarian Ministry of Foreign Affairs informed the Panel that the situation was
further complicated because of a bilateral agreement with the Democratic People’s
Republic of Korea involving reciprocal use by Bulgaria of property belonging to the
Democratic People’s Republic of Korea in Pyongyang. The Panel notes that the
continued use of property of the Democratic People’s Republic of Korea for
commercial activities constitutes a violation by Bulgaria of paragraph 18 of resolution
2321 (2016) regardless of whether it is done for any specific companies as business
compensation for existing contracts or economic losses.
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Germany

206. With regard to the rental of Embassy premises of the Democratic People’s
Republic of Korea in Berlin by EGI GmbH (for City Hostel Berlin) for 38,000 euros
per month® and ForX Festival for the banquet hall, following the adoption of
European Union Council Decision (CFSP) 2017/345 of 27 February 2017
incorporating paragraph 18 of resolution 2321 (2016),% the German Ministry of
Foreign Affairs sent a note to the Democratic People’s Republic of Korea on 16 March
2017 urging it to abide by paragraphs 17 and 18 of resolution 2321 (2016). The
Democratic People’s Republic of Korea responded on 21 March 2017 by denying the
validity and legitimacy of resolution 2321 (2016) and all acts based upon it. On
7 April 2017, the Government of Germany informed the individuals leasing the
premises of the Democratic People’s Republic of Korea of their obligations under
resolution 2321 (2106) and the European Union implementing regulations. Germany
also amended its Foreign Trade and Payments Ordinance on 4 May 2017 to make the
leasing of property from the Democratic People’s Republic of Korea an
administrative offence in the country. Simultaneously, it increased its diplomatic
pressure on the Democratic People’s Republic of Korea, continuing to stress the
Embassy’s obligation to cease using its property for non-diplomatic purposes and
urged it on numerous occasions at all levels to abide by the applicable resolution. As
a result, on 10 August 2017, the Embassy of the Democratic People’s Republic of
Korea terminated the leases with the two companies, requesting them to vacate the
premises by 30 September 2017. However, both companies rejected the termination
of their leases and have threatened legal action. On 6 November 2017, the Central
Customs Authority formally opened legal proceedings against the companies
engaging in illicit activities under the above-mentioned legislation.

Poland

207. The Embassy of the Democratic People’s Republic of Korea in Warsaw is
currently occupied by at least nine companies, most of which are involved in media,
advertising, real estate and medicine (see annex 100). Others also occupy the space
and act as brokers between the companies and the Embassy in renting it out. Poland
informed the Panel that it first sent a diplomatic note regarding unlawful use of the
property to the Embassy of the Democratic People’s Republic of Korea in February
2017, to which the latter responded that the space was not used for commercial
purposes but to maintain the premises. Poland sent another note in November 2017
requesting the Democratic People’s Republic of Korea to return any premises used for
non-diplomatic purposes in accordance with the 1966 bilateral agreement between the
two countries, but has not yet heard back (see annex 101). Only in October 2017 did
Poland instruct the companies to relocate. On 15 January 2018, Poland informed the
Panel that eight companies had terminated their leases, with another soon to do so.
Poland also informed the Panel that it had instructed its corporate registry not to
register any more entities at the Embassy’s address. Dreamsound Sp. z o. o. indicated
to the Panel that it was subletting Embassy space from Digital Beast Estate Sp. z 0. o.

16
165

b

See S/2017/742, para. 58.

According to para. 18 of resolution 2321 (2016), Member States shall prohibit the Democratic
People’s Republic of Korea from using real property for any purpose other than diplomatic
activities. The European Union went beyond this in article 31 b (2) of Council Decision (CFSP)
2017/345 amending Decision (CFSP) 2016/849, in which it is stipulated: “It shall also be
prohibited to lease from the DPRK real property which is situated outside the territory of the
DPRK”. To implement this decision, Council Regulation (EC) No. 329/2007 was amended to
include article 4e, para. 1 (b), in which it is stipulated: “It shall be prohibited to: (...) (b) lease
real property, directly or indirectly, from persons, entities or bodies of the Government of North
Korea”. This provision is directly applicable to all European Union member States.
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The Panel notes that at the time of writing, Digital Beast Estate Sp. z 0. 0. was still
advertising the rental of Embassy space (see annex 102).

Romania

208. Romania informed the Panel that Embassy property of the Democratic People’s
Republic of Korea in Bucharest had been leased by two companies since 2001 and
2011, respectively, which further sublet the property to at least 27 other persons and
entities. One company, which had been paying $46,000 in monthly rent (not including
expenses), informed the Panel that it had ceased payments to the Embassy on 10 April
and, by December 2017, had moved out of the premises along with three other
companies that had sublet the space from it.

209. Romania informed the Panel that IMA Partners SRL had also ceased all
payments to the Democratic People’s Republic of Korea from 21 March 2017 but that
the lease and the sublet agreements had not been terminated. 1%

Pakistan

210. The Panel was informed by a Member State that the Democratic People’s
Republic of Korea had used property in Pakistan that it owned or leased for purposes
other than diplomatic or consular activities. In that regard, the Panel wrote several
letters to Pakistan but has yet to receive a reply. In addition, the Panel is investigating
the use of diplomatic premises of the Democratic People’s Republic of Korea for the
smuggling of alcohol .’

Recommendations

Recommendation 1

The Panel reiterates its recommendations in previous reports for the designation
of Pan Systems.'® The Panel further recommends the designation of the
following individuals and entities: Han Hun Il (Edward Han), Ri Ho Nam, Ri Ik
(Li Ik), Wang Zhi Guo, Pak In Su, Kim Chang-Hyok and Kim Su-Gwang, as well
as International Global System and International Golden Services.

Recommendation 2

The Panel recommends that Member States, as part of their implementation of
the financial provisions of the resolutions, ensure that their financial institutions
implement a risk-based approach to identifying sanctions violations in their
“know-your-customer” and compliance programmes, including by ensuring
more robust scrutiny at the onboarding, transaction monitoring and account
review phases. To that end, Member States should provide their financial
institutions with more detailed and regular information on sanctions evasion
risks.

Recommendation 3

The Panel recommends that Member States include all Embassy personnel
within the scope of paragraph 16 of resolution 2321 (2016) and ensure that

16

16

6

2

The Panel also notes that the lease extension between IMA Partners SRL and the Embassy of the
Democratic People’s Republic of Korea was signed on 13 February 2017, i.e. following the
adoption of resolution 2321 (2016) (see annex 103).

Drazen Jorgic, “In Pakistan, North Korean diplomat’s alcohol stash raises bootlegging
suspicions”, Reuters, 8 November 2017.

168 See S/2017/742, para. 62.
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VI

diplomats do not establish additional bank accounts in the names of family
members or front companies, and that they verify that bank accounts are closed
when a diplomat ends his or her tour in the country.

Recommendation 4

Given the pervasive use of front companies to evade financial sanctions, Member
States should ensure that their domestic corporate service providers implement
effective due diligence measures to capture detailed and accurate information on
clients and beneficial owners and file suspicious action reports in the case of
arrangements suspected of being used for illicit purposes.

Recommendation 5

Member States should take measures to ensure that financial sector supervisors
subject to their jurisdiction prioritize guidance, supervision and enforcement of
controls that support the implementation of the resolutions.

Recommendation 6

Member States with appropriate knowledge and experience should offer
technical assistance to other Member States seeking assistance with their legal
frameworks and related mechanisms to implement the financial provisions in the
resolutions.

Recommendation 7

The Panel recommends that Member States, in addition to ensuring an
appropriate legislative framework for combating proliferation financing,
require the establishment of robust information-sharing mechanisms among
financial supervisors, financial intelligence units, customs and strategic trade
control authorities, border control and security and intelligence agencies, and
with the private sector.

Recommendation 8

The Panel recommends that the relevant countries take the necessary measures
to ensure that all non-diplomatic activities taking place on Embassy property of
the Democratic People’s Republic of Korea as prohibited by paragraph 18 of
resolution 2321 (2016) are terminated and all related leases are cancelled.

Unintended impact of sanctions

211. The Panel noted that in the report of the Secretary-General on the situation of
human rights in the Democratic People’s Republic of Korea of 3 August 2017, it was
stated that the adoption of Security Council resolution 2270 (2016) and sanctions
towards the Democratic People’s Republic of Korea had had an unintended negative
impact on the humanitarian operations of the United Nations and other actors,
including notably on the transfer of funds through financial institutions into the
Democratic People’s Republic of Korea, leading to delays in the delivery of
humanitarian assistance or the suspension of some programmatic activities
(A/72/279, para. 70).

18-01593


https://undocs.org/S/RES/2321(2016)
https://undocs.org/S/RES/2270(2016)
https://undocs.org/A/72/279

S/2018/171

212. The Committee issued a press release on 8 December 2017 (SC/13113)%° in
order to dispel any potential misunderstandings regarding the Security Council
sanctions regime on the Democratic People’s Republic of Korea and to better
facilitate the delivery of humanitarian assistance to the country. The Committee called
upon Member States to clarify to public and private sector entities within their
jurisdictions in order to raise awareness regarding the humanitarian exemptions
contained in the resolutions, as well as the need to avoid unduly restricting the
delivery of humanitarian assistance to the Democratic People’s Republic of Korea.

213. The Panel therefore recommends that Member States report, as part of
their national reporting to the Committee, on the incorporation of the
humanitarian exemptions contained in the resolutions into their domestic
legislation.

189 United Nations, “Security Council 1718 Sanctions Committee Underlines Humanitarian
Exemptions Pursuant to Paragraph 26 of Security Council Resolution 2375 (2017)”, press release
SC/13113, 8 December 2017. Available from www.un.org/press/en/2017/sc13113.doc. htm.
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Annex 1: Letter of notification from Microsoft identifying compromised
accounts

=" Microsoft

November 20, 2017

Mr. Hugh Griffiths

Coordinator of the Panel of Experts

established pursuant to Security Council Resolution 1874 (2009)
United Nations

UN Headquarters

New York, New York 10017

Re: Letter dated 7 November 2017

Dear Mr. Griffiths:

We are in receipt of your letter dated 7 November, 2017 requesting information in support of your
efforts to better understand the attacks against members of the Panel of
Experts (Panel).

Microsoft notified compromised accounts we had
identified within the UN’s Office 365 service.

below.

your views on a possible source of the
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the threat actor group we associate the attack

with is nation-state associated. That information remains consistent as of this writing.

Microsoft appreciates this opportunity to assist in your investigation. If you have additional questions,
please do not hesitate to contact me.
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=® Microsoft

Very truly yours,

st W

Tom Burt
Vice President, Deputy General Counsel, Digital Trust
Microsoft Corporation
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Annex 2: UN Incident report: Compromise of email accounts

18-01593

Incident report: Compromise of email accounts

This report documents the findings and analysis related to the incident affecting email accounts of

members of the DPRK panel,

Executive summary

The analysis of the incident revealed that_ email accounts of current and former members
of the panel of experts had been compromised since July 2016. An unauthorised third party had
accessed these email accounts remotely over extended periods of time.

e s urther estabisned thx Y

messages had been forwarded to external email addresses.

The method by which the accounts had been compromised, i.e. how the passwords have become known

to the adversary, remains unknown.

_ The subsequent attacks can be linked to an earlier incident in May 2017

and demonstrate the persistent nature of the attacks, and the level of determination by the adversary.

revealed that a third party had been accessing- mailboxes
remotely, and that a considerable number of email messages had been forwarded to external accounts
that were presumably created for this specific purpose.

I o= =< OPA on 25 October, and the panel on 26 October. || EEGNGEGG

1/8
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.Since the forwarded messages are believed to include communications from the security council
committee, DPA requested to brief the committee; the briefing was provided on 30 October.

The incident resulted in the compromise of four email accounts of current or former members of the
DPRK panel.

2/8
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As can be seen there are significant communalities between the different incidents over an extended

period, which demonstrate that they form a persistent and sophisticated attack by a professionally
operating adversary. [

observed, and members of the panel as
well as staff members from DPA reported a significant increase in targeted “spear phishing attacks”.

The attacks use forged email messages that contaiw_files as attachments that are based on
legitimate documents that were either access by or forwarded to the adversary. Some of these

messages were sent through the same infrastructure used in an earlier attack against the panel in May

3/8
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2017, clearly linking the individual incidents to a common source. One example of such an attack is
depicted in figure 3 below.

4/8
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Figure 2: Remote access and forwarding

remote access
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Figure 3: Subsequent attacks and link to prior incident
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Source: United Nations
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Annex 3: Image of Ri Ji U (aka “James”)

Source: YouTube
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Annex 3-1: Report on the DPRK patent application on the production of Sodium Cyanide

(12) International Application Status Report

EBeceived at International Bureau: 14 February 2016 (14.02.2016)
Information valid as of: 18 Movember 2016 (18.11.2018)
Report generated on: 11 May 2017 (11.05.2017)

{10 Publication number: (43) Publicaton darte: (26) Publicaton langnage:
WO2016/199944 15 December 2016 (15.12.2016) English (EM)

(21) Application Number: (212) Filing Date: (25) Filing language:
PCT/EP2015/000039 01 November 2015 (01.11.2015) Enghsh (EM)

(21} Priority numberys): (31) Priority date(s): (31) Priority status:

2015 10002015 (EP) 09 June 2015 (09.06.2015) Prionty document recerved (in compliance

with PCT Fule 17.1)

{51) International Patent Classification:
COIC 3710 (2006.01)

(71} Applicant(s):
RI, Jonz Hwa [EP/EF]; 66, Minm-dong Sadong District Pyongyang (KEF) (for all designated states)

{721} Inventor(s):

RI, Chol Mm; 66, Minm-dong Sadong Distnict Pyongyang (KP)

YU, Jae Ho; 78 Eyungyong-dong No 2 Potongyang District Pyongyang (EP)
EIM, Yong Hae; 64, Eyonghung-dong No 1 Daesong Distnet Pyongyang (EF)
HWANG Suk Yong: 54, Smwon-dong Potonggang Distnet Pyongyang (EF)

(74) Agent(s):

JO Song Chol; Tasdonggang Patent & Trademark Law Office P.O Box 777 Kaeson-dong, Moranbong District Pyongvang (KEFP)

(54) Title (EN): PROCESS FOR PRODUCTION OF SODIUM CYANIDE
(54) Title (FR): PROCEDE POUR LA PRODUCTION DE CYANURE DE SODIUM

(5T) Abstract:

{EN): A process for the production of sodinm cyanide with urea and sodium carbonate as main raw materials comprises: 2} step
for blending raw matenials; b) step for first-order reaction; ¢} step for second-order reaction; d) step for centnfuzal atomization; e)
step for agitating and dissoling; f) step for precipitating and filtenng; g) step for vacuum distillation; and b} step for centnfugal
separatng and drying. High punty {abeve 98%) of sodium cyanide finizhed product may be obtained.

(FR): L'invention conceme un procédé pour la production de cyanure de sodium avee de I'urée et du carbonate de sodium en

tant que matéres premiéres principales, comprenant : a) une étape de mélange de matiéres premuéres ; b) un étape de réachon de
premier ordre ; ¢} une étape de réaction de deuxiéme ordre ; d) une étape d'atomisation par centrifugation ; &) une étape d'agitation
et de dissolution ; f) une étape de précipitation et de filration ; g) une étape de distillation sous vide ; et h) une étape de séparation
et de sechage par centifuzaton. Une purets élevée (supéneure a 98 %) du cyanure de sodium en tant que produst fini peut ére
obtenue.

Source: The Panel
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Annex 3-2: Mansudae Art Studio patent application

LIST OF ALL PATENT APPLICATIONS RECEIVED BY WIPO
FROM THE DPRK SINCE OCTOBER 2006

{A) INTERNATIONAL APPLICATIONS FILED AT THE INVENTION OFFICE OF THE
DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA (35)

PCT/KP2007/000010 — International filing date: 15 Jul 2007; Published: 24 Jan 2008

A DIE ASSEMBLY AND A METHOD OF MAKING IT

ISA: AT; link: hitpsJ/patentscope wipo.nt/searchien/detail jsf?docld=08/010614

Agent- Ri, Myong Hwa, Nansanjae Patent & Trademark Agents, Grand People's Study House, P.O.
Box 200, Pyongyang, KP

Applicant and Inventor: CHOE, Sung Gi (KP/KP), 8, Sonkyo-Dong No.1, Sonkyo District, Pyangyang,
KP

PCT/KP2007/000011 — International filing date: 23 Nov 2007; Published: 29 May 2008

AMETHOD FOR CREATING POSOKHWA PAINTING WITH FAST COLOR MATERIAL AND ITS
DRAWING MEANS

ISA; AT, link: hitps://patentscope wipo.int'searchien/detail jsf?docld=08/0625912

Agent: CHOE Yong Suk, Chonggyechon Patent & Trademark Agency, Chonggye-dong, Ryongsong
District, P.O Box 303, Pyongyang, KP

Applicant: MANSUDAE ART STUDIO [KP/KP), 38 Jongpyong-dong, Pyangchon District, Pyongyang,
KP

Applicant and Inventor: SIN Bong Hwa (KF/KF), 77 Saemauwl-dong No. 1, Pyongchon District,
Pyaongyang, KP

PCT/KP2008/000012 — International filing date: 21 Jan 2008; Published: 27 Nov 2008

COMPOSITION CONTAINING CHLORELLA AND HERBAL EXTRACTS

ISA: AT; link: hitpsJ/patentscope wipo.int/searchien/detail jsf?docld=08/143365

Agent: YO, Chung il, Moronbong Patent & Trademark Agency, P.O. Box 43, Wasan-Dong,
Podunamu St., Sosong District, Pyongyang, KFP

Applicant and Inventor: RIM, Sin Yong (KE/KF), 83 Uiam-Dong, Daedonggang District, Pyongyang,
KP

PCT/KP2008/000013 — International filing date: 28 Mar 2008; Withdrawn before publication: 20
May 2008

METHOD OF MANUFACTURING HEATHCARE WATER BY THE COMBINATION OF OZ0OMNE AND
KUMGANG MEDICAL STONE

ISA. AT

Agent: CHOE, Un Hui, OUN PATENT OFFICE, Ryonghung-Dong No. 1, Taesong District, P.O. Box
33, Pyongyang, KPP

Applicant and Inventor: OM, Chol Jin (KF/KP), Tongmun-Dong No.1, Taedonggang District,

Pyangyang, KP

Applicant and Inventor: CHOE, Mee Hyang (KF/KP), Tongmun-Dong No. 1, Taedonggang District,
Pyongyang, KP

Applicant and Inventor: CHOE, Hye Yong (KPKP), Tongmun-Dong No.1, Taedonggang District,
Pyongyang, KP

PCT/KP2008/000014 — International filing date: 23 Apr 2008; Published: 30 Oct 2008

OWVERLOAD ADAPTIVE AND MON-STEF CONTROLLABLE WINCH

ISA; AT, link: hitps://patentscope wipo.int'searchien/detail jsf?docld=08/130062

Agent: KIM, Myong Nam, Cholsan Patent & Trademark Agency, P.O. Box 62, Central Disfrict,
Pyongyang, KP

Applicant and Inventor: TAE, Nung Jun (KP/KFP), 2, Chongsong-Dong No.3, Pohang District, Chongjin
City, North Hamgyong Province, KP

Inventor: TAE, Yong il, 2, Chongsong-Dong No.3, Fohang District, Chongjin City, North Hamgyong
Province, KP

Inventor: KIM, Yong Chol, 18, Sunam-Dong No.1, Sunam District, Chongjin City, North Hamgyong
Province, KP
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Annex 4: HS Codes for all sectoral bans in resolutions 2270 (2016), 2321
(2016), 2371(2017), 2375 (2017) and 2397 (2017)

Table 1: HS codes for Sectoral Bans on imports from the DPRK

Item HS Codes Description Resolutions
Coal 2701 | Coal; briquettes, ovoids and similar solid fuels Para. 8 of
manufactured from coal res 2371
Iron Ore 2601 | Iron ores and concentrates, including roasted iron (2017)
pyrites
Iron Chapter 72 | Iron and steel products (7201-7229)
Iron and Steel Chapter 73 | Iron and steel products (7301-7326)
products
Gold 261690 | Gold ores and concentrates Para. 30 of
7108 | Gold (incl. put plated), unwrought, semi-manufactured | res 2270
forms or powder (2016)
710811 | Gold Powder, Unwrought
710812 | Gold in Other Unwrought Forms
710813 | Gold in Other Semi-manufactured Forms
710820 | Monetary Gold
Titanium 2614 | Titanium ores and concentrates
Vanadium 2615 | Vanadium ores and concentrates
Rare Earth 2612 | Uranium or thorium ores and concentrates [261210
Minerals and 261220]
2617 | ores and concentrates, [Nesoi code 261790
- Other Ores and Concentrates]
2805 | alkali metals etc., rare-earth metals etc., mercury
2844 | radioactive chemical elements & isotopes etc.
Copper Chapter 74 | Copper and articles thereof (7401-7419) Para. 28 of
2603 | Copper ores and concentrates res 2321
Zinc Chapter 79 | Zinc and articles thereof (7901-7907) (2016)
2608 | Zinc ores and concentrates
Nickel Chapter 75 | Nickel and articles thereof (7501-7508)
2604 | Nickel ores and concentrates
Silver 2616100 | Silver ores and concentrates
7106, 7107 | Silver unwrought or semi manufactured forms, or in
powdered forms; base metals clad with silver, not
further worked than semi-manufactured
7114 | articles of goldsmiths or silversmiths’ wares or parts
thereof, of silver, whether or not plated or clad with
other precious metal
Seafood (incl Chapter 3 | Fish and Crustaceans, Molluscs and other Aquatic Para. 9 of
fish, Invertebrates (0301-0308) res 2371
crustaceans, 1603 | Extracts and juices of meat, fish or crustaceans, (2017)
mollusks, and molluscs or other aquatic invertebrates)
other aquatic 1604 | Prepared or preserved fish; caviar and caviar
invertebrates substitutes prepared from fish eggs
in all forms) 1605 | Crustaceans, molluscs and other aquatic invertebrates,
prepared or preserved
Lead Chapter 78 | Lead and articles thereof (7801-7806)
92/292 18-01593
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Lead ore 2607 | Lead ores and concentrates Para. 10 of
res 2371
(2017)
Condensates 2709 | Oils; petroleum oils and oils obtained from bituminous | Para. 13 of
and natural minerals res 2375
gas liquids 2711 | Petroleum gases and other gaseous hydrocarbons (2017)
Refined 2710 | Petroleum oils and oils from bituminous minerals, not Para. 14 of
petroleum crude; preparations n.e.c, containing by weight 70% or | res 2375
products more of petroleum oils or oils from bituminous (2017)
minerals; these being the basic constituents of the
preparations; waste oils
2712 | Petroleum jelly; paraffin wax, micro-crystalline
petroleum wax, slack wax, ozokerite, lignite wax, peat
wax, other mineral waxes, similar products obtained by
synthesis, other processes; coloured or not.
2713 | Petroleum coke, petroleum bitumen; other residues of
petroleum oils or oils obtained from bituminous
minerals.
Crude Oil 2709 | Oils; petroleum oils and oils obtained from bituminous | Para. 15 of
minerals, crude res 2375
(2017)
Textiles Chapters 50- Para. 16 of
(including but 63 res 2375
not limited to 50 | Silk, including yarns and woven fabrics thereof (2017)
fabr}ciland 51 | Wool And Fine Or Coarse Animal Hair, Including
?:lli;la yor Yarns And Woven Fabrics Thereof; Horsehair Yarn And
Woven Fabric
completed : :
apparel 52 | Cotton, Includl.ng Ygrns And Woven Fabrics Thereof
products) 53 | Vegetable Textile Fibers Nesoi; Yarns And Woven
Fabrics Of Vegetable Textile Fibers Nesoi And Paper
54 | Manmade Filaments, Including Yarns And Woven
Fabrics Thereof
55 | Manmade Staple Fibers, Including Yarns And Woven
Fabrics Thereof
56 | Wadding, Felt And Nonwovens; Special Yarns; Twine,
Cordage, Ropes And Cables And Articles Thereof
57 | Carpets And Other Textile Floor Covering
58 | Fabrics; special woven fabrics, tufted textile fabrics,
lace, tapestries, trimmings, embroidery
59 | Textile fabrics; impregnated, coated, covered or
laminated; textile articles of a kind suitable for
industrial use;
61 | Apparel and clothing accessories; knitted or crocheted;
62 | Apparel and clothing accessories; not knitted or
crocheted;
63 | Textiles, made up articles; sets; worn clothing and worn
textile articles; rags
Agricultural 07 | Vegetables and certain roots and tubers; edible Para. 6 of
products res. 2397
(2017)
08 | Fruit and nuts, edible; peel of citrus fruit or melons
18-01593
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12 | Oil seeds and oleaginous fruits; miscellaneous grains,
seeds and fruit, industrial or medicinal plants; straw and
fodder
Machinery 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 6 of
appliances; parts thereof res. 2397
Electrical 85 | Electrical machinery and equipment and parts thereof; | (2017)
equipment sound recorders and reproducers; television image and
sound recorders and reproducers, parts and accessories
of such articles
Earth and 25 | Salt; sulphur; earths, stone; plastering materials, lime
stone and cement
including
magnesite
and magnesia
Wood 44 | Wood and articles of wood; wood charcoal
Vessels 89 | Ships, boats and floating structures
Table 2: HS Codes for Sectoral Bans on exports to the DPRK according to
paragraph 7 of resolution 2397 (2017)
Item HS Codes Description Resolutions
Industrial 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 7 of
Machinery appliances; parts thereof res. 2397
85 | Electrical machinery and equipment and parts thereof; | (2017)
sound recorders and reproducers; television image and
sound recorders and reproducers, parts and accessories
of such articles
Transportatio 86 | Railway, tramway locomotives, rolling-stock and parts | Para. 7 of
n vehicles thereof; railway or tramway track fixtures and fittings | res. 2397
and parts thereof, mechanical (including electro- | (2017)
mechanical) traffic signaling equipment of all kinds
89 | Ships, boats and floating structures
Iron, steel Chapters 72- Para. 7 of
and other 83 res. 2397
metals 72 | Tron and steel (2017)
73 | Articles of iron or steel
74 | Copper and articles thereof
75 | Nickel and articles thereof
76 | Aluminum and articles thereof
77 | Reserved for possible future use
78 | Lead and articles thereof
79 | Zinc and articles thereof
80 | Tin and articles thereof
81 | Other base metals; cermets; articles thereof
82 | Tools, implements, cutlery, spoons and forks, of base
metal; parts thereof of base metal
83 | Miscellaneous articles of base metal
94/292
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Table 3: Harmonized System codes assigned by WCO and Member States for commodities
listed only in resolutions 2371 (2017) and 2375 (2017)

Commodity

wCco

Member State and regional organization interpretations

Seafood (including fish,
crustaceans, mollusks,
and other aquatic
invertebrates in all
forms)

Fish, crustaceans, molluscs
and other aquatic
invertebrates in all forms
(all codes of chapter 03);

Animal products; of fish or
crustaceans, molluscs or
other aquatic invertebrates;
dead animals of chapter
03, unfit for human
consumption (chapter 05,
heading 0511, subheading
0511.91);

Extracts and juices of
meat, fish or crustaceans,
molluscs or other aquatic
invertebrates; Prepared or
preserved fish; caviar and
caviar substitutes prepared
from fish eggs;
Crustaceans, molluscs and
other aquatic invertebrates,
prepared or preserved
(1603-1605);

Meat and edible meat offal
of aquatic mammals, fresh,
chilled or frozen (chapter
02, heading 0208);

Meat and edible meat
offal; salted, in brine, dried
or smoked; edible flours,
meals of meat or meat
offal of aquatic mammals
(chapter 02, heading 0210,
subheading 0210.92);

Flours, meal and pellets, of
meat or meat offal, of fish
or of crustaceans, molluscs
or other aquatic
invertebrates (chapter 23,
heading 2301)

China! Fish, crustaceans, molluscs and other aquatic
invertebrates in all forms (all codes of chapter 03);

Extracts and juices of meat, fish or crustaceans,
molluscs or other aquatic invertebrates; Prepared or
preserved fish; caviar and caviar substitutes prepared
from fish eggs; Crustaceans, molluscs and other
aquatic invertebrates, prepared or preserved (1603-
1605)

European Union?: Fish, crustaceans, molluscs and
other aquatic invertebrates in all forms (all codes of
chapter 03);

Extracts and juices of meat, fish or crustaceans,
molluscs or other aquatic invertebrates; Prepared or
preserved fish; caviar and caviar substitutes prepared
from fish eggs; Crustaceans, molluscs and other
aquatic invertebrates, prepared or preserved (1603-
1605);

Stuffed pasta, whether or not cooked or otherwise
prepared containing more than 20 % by weight of fish,
crustaceans, molluscs or other aquatic invertebrate
(1902.20.10);

Soups and broths and preparations therefor;
homogenised composite food preparations, containing
fish, crustaceans, molluscs or other aquatic invertebrates
(2104)

United States of America ®: Fish, crustaceans,
molluscs and other aquatic invertebrates in all forms
(all codes of chapter 03);

Prepared or preserved fish; caviar and caviar
substitutes prepared from fish eggs; Crustaceans,
molluscs and other aquatic invertebrates, prepared or
preserved (1604-1605)

! Official announcements by China No. 52 of 22 September 2017 and No. 40 of 14 August 2017
regarding the implementation of resolutions 2375 (2017) and 2371 (2017).

2 Council Regulations (EC) No. 2017/1836 of 10 October 2017, No. 2017/1548 of 14 September
2017 and No. 2017/1509 of 30 August 2017.
3 Communication to the Panel from U.S. Department of State of 19 October 2017.
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Commodity wCco Member State and regional organization interpretations
Lead and lead ore Lead ores and concentrates China: Lead ores and concentrates (2607);
(2607);

Lead and articles thereof (all codes of chapter 78)
Lead oxides; red lead and
orange lead (chapter 28,
heading 2824);

European Union: Lead ores and concentrates
(2607);

Tetramethyl lead and Lead and articles thereof (all codes of chapter 78)

tetraethyl lead (chapter 29, United States of America: Lead ores and
heading 2931, subheading concentrates (2607);
2931.10);

Lead and articles thereof (all codes of chapter 78)
Lead and articles thereof
(codes of chapter 78)

All condensates and Condensates and natural gas China: Condensate oil, excluding crude oil
natural gas liquids; liquids; refined petroleum  (2709.00.00.00);
products and crude oil

Crude oil (2709-2713):

Petroleum oils and oils from bituminous minerals,
not crude; preparations n.e.c, containing by weight
Biodiesel and mixtures 70% or more of petroleum oils or oils from
thereof; not containing or bituminous minerals; these being the basic
containing less than 70% by constituents of the preparations; waste oils (2710);
XT;gjlthfniztgiie;m oils or Liquefied natural gas (2711.11.00.00);

bituminous minerals (2826) Petroleum jelly; paraffin wax, micro-crystalline
petroleum wax, slack wax, ozokerite, lignite wax,
peat wax, other mineral waxes, similar products
obtained by synthesis, other processes; coloured or
not (2712);

Petroleum coke, petroleum bitumen; other residues
of petroleum oils or oils obtained from bituminous
minerals (2713)

European Union: Oils and other products of the
distillation of high temperature coal tar; similar
products in which the weight of the aromatic
constituents exceeds that of the non-aromatic
constituents (2707);

Petroleum oils and oils obtained from bituminous
minerals, crude; Other than crude; Petroleum gases
and other gaseous hydrocarbons (2709-2711);
Petroleum jelly (2712.10); Paraffin wax containing
by weight less than 0,75 % of oil (2712.20); Other
(2712.90);

Petroleum coke, petroleum bitumen and other
residues of petroleum oils or of oils obtained from
bituminous minerals; Bitumen and asphalt, natural;
bituminous or oil-shale and tar sands; asphaltites
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Commodity

wCco

Member State and regional organization interpretations

Textiles (including but
not limited to fabrics
and partially or fully
completed apparel
products)

Source: The Panel

18-01593

Woven, knitted or
crocheted fabrics, felt and
nonwovens, impregnated,
coated, covered or
laminated with plastics,
and articles thereof, belong
to chapter 39

Section XI (chapters 50-
63)

and asphaltic rocks; Bituminous mixtures based on
natural asphalt, on natural bitumen, on petroleum
bitumen, on mineral tar or on mineral tar pitch (for
example, bituminous mastics, cut-backs) (2713-
2715);

Preparations for the treatment of textile materials,
leather, furskins or other materials (3403.11,
3403.91); Other (3403.19, 3403.99);

In the form of a liquid at 20 °C; Other (3824.99.92,
3824.99.93, 3824.99.96); Fatty-acid mono-alkyl
esters, containing by volume 96,5 % or more of
esters (FAMAE); Other (3826.00.10, 3826.00.90)

United States of America: Condensates and natural
gas liquids; refined petroleum products and crude
oil (2709-2713);

China: Plastics; articles of apparel and clothing
accessories (including gloves, mittens and mitts)
(3926.20.11, 3926.20.19 and 3926.20.90);

Articles of apparel and clothing accessories
(including gloves, mittens and mitts), for all purposes,
of vulcanised rubber other than hard rubber (4015);

Articles of apparel and clothing accessories, of leather
or of composition leather (4203);

Fur skin articles; apparel and clothing accessories
(4303.10);

Section XI “Textile and textile articles” (select codes
of chapters 50-53 and 55: 5004-5007; 5106-5113;
5204-5212; 5306-5311; 5508-5516; codes 54 and 56-
63)

Select codes of chapter 65 “Headgear and parts
thereof” (6501-6502; 6504-6507).

Select codes of subchapter 7019 “Glass fibres
(including glass wool) and articles thereof (e.g. yarn,
woven  fabrics)”  (7019.11-7019.12; 7019.4;
7019.51.00-7019.52.00; 7019.59.00)

European Union: Section XI “Textile and textile
articles” (all codes of chapters 50-63)

United States of America: Section XI “Textile and
textile articles” (all codes of chapters 50-63)
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Annex 5-1: Panel investigations of coal shipments delivered between January

and 4 August 2017 (shading indicates transshipment)

Table 1

Port of discharge

Vessel / IMO /

Volume and

Date / Port of

Remarks

and date Flag at time Value () Loading
of shipment
(current)
Penang, Malaysia Cheng Hong Nampo, DPRK | AIS off from 11-25 January and 2 -9
18 March (Jia Feng) circa 25 March 2017.
9136541 January
Palau (Togo) *claimed port:
Penang,
Malaysia,
18 March
Port Klang, New Global Nampo, DPRK | AIS off from 30 January to 17 March and
Malaysia, 8660521 13 February 7-14 March 2017
15-25 March Kiribati Vessel de-registered by Jamaica
Jamaica
Nghi Son, Thanh Kai Xiang 20,048 MT Nampo, DPRK | Posted ETA for Nampo, DPRK for 19
Hoa, Vietnam, 9634359 *claimed: February 2017 but AIS off from 18
15 March Panama Qingdao, China | February 2017 to 9 March 2017.
(Sierra Leone) 6 March No port call at Qingdao, China 6 March
2017
Penang, Malaysia, Jian Fu Nampo, DPRK | AIS off from 23 February to 4 March and
18 March 8306890 26 February 6-14 March 2017.
Fiji (Palau)
Penang, Malaysia, Kum Ya 6,342 MT DPRK Only cargo of this list reported to the
24 March 9004073 2 March 1718 Committee by Malaysia
DPRK
Vung Tao, Vietnam, Tai An 26,265 MT Nampo, AIS off from 4-11 March. Draft change
26 March-14 April 8400529 DPRK, 6 t0 9.7 on 19 March. Thailand cancelled
Panama 5-7 March the import planned for Koh Si Chang 20-
(Togo) *claimed: 30 March, and the vessel re-routed to
Tianjin and Vung Tao. Vessel broken-up 6 May 2017.
Penglai, China
Cam Pha, Vietnam Zhang Hong 9,934.06 MT/ | Nampo, DPRK | Supplier: Maison Trading Ltd.**, a front
16 March No 1 $665,582,02 circa 17 Feb company for Dandong Chengtai Trading
8307894 (@ $67/ton) *claimed: Co., Ltd., also known as Dandong
Taiwan Tianjin, China, Zhicheng Metallic Material Co., Ltd.
Province of 3 March (Annex 6-1)
China
Cam Pha, Vietnam Zhang Hong 22,000 MT Nampo, DPRK | Supplier: Maison Trading Ltd.**, a front
21 March No 1 /$1,474,000 circa 17 Feb company for Dandong Chengtai Trading
8307894 (@ $67/ton) *claimed: Co., Ltd., also known as Dandong
Taiwan Tianjin, China, Zhicheng Metallic Material Co., Ltd.
Province of 15 March (Annex 6-1)
China
Ho Chi Minh, Bai Mei 8 31,903 MT Nampo, DPRK AIS off from 12 February to 31 March
Vietnam 9584578 17 March 2017
21 April St. Kitts Exporter: Maison Trading Ltd. **
&Nevis (Annexes 6-1 and 9)
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(China)
10| Nakhodka, Russia Zhi Kun 7 Wonsan, DPRK | AIS off from 9 to 14 April 2017.
25 April (Orient Lidu) 12 April Draft changed from 4.4 to 6.5 on 14
9614610 April.
Mongolia
(Panama)
11| Cam Pha, Vietnam, Jian Fu 20,089MT Nampo, DPRK AIS off from 8 -16 May 2017. At anchor
27 May 8306890 *claimed: only 17 to18 May 2017 — no port call at
Fiji (Palau) Qingdao, Qingdao.
China, 10-19 Exporter: Maison Trading Ltd. **
May (Annex 6-1)
12| Nanjing, China, Zhi Kun 7 Chongjin,
7 June (Orient Lidu) DPRK
9614610 28 May
Mongolia
(Panama)
13| Cam Pha, Vietnam, Cheng Hong 24,140MT Nampo, DPRK AIS off from 13-17 June 2017
24 June (Jia Feng) 15 June Loitered 17-18 June 2017 off Penglai —
9136541 *claimed: no port call
Panama Penglai, China
(Togo) 14-18 June
14| Ningbo, China Bai Mei 8 Nampo, DPRK AIS switched off 7 June and back on
30 June 9584578 16 June after rejoining its voyage on 19 June
St. Kitts *claimed: 2017
&Nevis Vladivostok, Satellite image of 16 June 2017 shows
(China) Russia, 23 June | the vessel laoding coal in Nampo,
DPRK.df
15| Nakhodka, Russia Sun Union Wonsan, DPRK | AIS off from from 6 to 15 July 2017.
28 June (Gold River) 14 June DPRK coal discharged loaded and
(For transshipment) (9098517) transshipped by the Great Spring on 11
Palau July 2017. Vessel de-registered by
Jamaica
16| Tianjin, China Great Spring Nakhodka, Loaded DPRK coal discharged by the
18 July (9560326) Russia Sun Union on 28 June 2017.
Panama 11 July

Sources: Member States, maritime databases

18-01593
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Annex 5-2: Panel investigations of shipments delivered after the comprehensive coal ban on §
August 2017 (shading indicates transshipment)

Port of discharge

Vessel Name

Amount and

Actual Port of

Remarks

and date (IMO #) and Value of Coal | Loading and
Flag at time of | Discharged Date
shipment
(current)
1 Kholmsk, Russia Rung Ra 2 Wonsan, First of three calls to the Kholmsk coal
3-7 August (9020534) DPRK terminal
(For transshipment) | DPRK Designated 28 December 2017
(annexes 10-12)
2 Can Tho, Vietnam Toyo Maru 6680 MT Nampo, DPRK | AIS off from 4 to 17 July. No port call,
8 August (9009097) $268,536.00 *claimed port: | only loitering off Lianyungang 18 to 19
Palau Lianyungang, July
China
18 July
3 | Bayuquan, China Petrel 8 Taean, DPRK AIS off from 20 to 27 July. Draft changed
8 August (9562233) 26 July from 4 to 6.9 on 27 July. Designated 3
Comoros October 2017
China reply stated .... "from 8 to 24
August 2017 coal originated Russian
Federation”.
4 | Kholmsk, Russia Ul Ji Bong 6 Wonsan, AIS off from 26 July to 2 August.
9-11 August 2017 (9114555) DPRK Unloaded at same terminal where coal
(For transshipment) | DPRK 26 August had been discharged by Rung Ra 2 for
2017 transshipment.
Designated 28 December 2017. (annexes
10-12)
5 Bayuquan, China Xin Sheng Hai Nampo, DPRK | AIS off from 20 to 29 July. Draft changed
13 August (9485617) 26 July from 5 to 8.6 on 29 July.
Belize China reply stated .... "from 8 to 24
August 2017 coal originated Russian
Federation”.
6 | Nantong, China Hao Fan 6 Nampo, DPRK | AIS off from 19 July to 3 August. Draft
14 August (8628597) 29 July changed: from 3.7 to 8§ on 3 August.
St Kitts & Designated 3 October 2017
Nevis China reply stated .... "from 8 to 24
August 2017 coal originated Russian
Federation”.
7 Guangzhou, China East Glory Nampo, DPRK | AIS off from 22 to 27 July. Loitered of
16 August (Fast Glory) 25 July Shidao, fake call to Yantai, China.
(8673114) China reply stated .... "from 8 to 24
Palau (Togo) August 2017 coal originated Russian
Federation”.
8 Cam Pha, Vietnam Kai Xiang 20,090 MT Nampo on 26 AIS off from 21 August to 3 September
16 August (9634359) July 2017. Draft changed from 6.6 to 9.5 on 3
Panama *claimed port: | September.
(Sierra Leone) Vladivostok,
Russia Russia confirmed no port call
28 July
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9 Kholmsk, Russia Un Bong 2 Chongjin, Unloaded at same terminal where coal
22-25 August (8913186) DPRK had been discharged Rung Ra 2 and Ul Ji
(For transshipment) | DPRK Bong for. transshipment.
10 | Bayuquan, China Tong San 2 Nampo, DPRK | AIS off froms 22 April to 15 July; 20 July
24 August (8937675) 15 June to 13 August (en route Najin); and 14 to
DPRK 17 August (en route to Bayuquan).
Designated 3 October 2017
China reply stated cargo caustic calcite
magnesite
11 | Cam Pha, Vietnam Orient Shenyu Songnim, AIS off from 3 to 12 August. Loitered off
26 August (8671611) DPRK Lianyungang, China 13 to 15 August.
Panama 7 August Draft changed from 5.8 to 10.2 on 13
(China) August. (Annex 7)
12 | Kholmsk, Russia Rung Ra 2 Wonsan, Second of three port visits to the
29 August - 1 (9020534) DPRK Kholmsk coal terminal for transshipment.
September DPRK 26 August Designated 28 December 2017
(For transshipment) (Annex 10)
13 | Cam Pha, Vietnam Glory Hope 6 Nampo, DPRK | AIS off from 5 to 14 August. Loitered
1 September (8684527) 6-13 August off Qingdao, China on 16 August
Panama
(China)
14 | Kholmsk, Russia Ul Ji Bong 6 Wonsan, AIS off from 12 August to 4 September.
4 -5 September (9114555) DPRK Unloaded at same terminal where coal
(For transshipment) | DPRK 26 August had been discharged by Rung Ra 2 and
Un Bong 2 for transshipment.
Designated 28 December 2017
(Annexes 10-12)
15 | Kholmsk, Russia Yu Yuan Wonsan, Unloaded at same terminal at which coal
1-5 September (9358694) DPRK had been discharged by Rung Ra 2, Un
(For transshipment) | Togo 12 August Bong 2, Ul Ji Bong 6.
(Annex 11)
16 | Kholmsk, Russia Rung Ra 2 Wonsan, Third of three drop-offs at same berth at
12-17 September (9020534) DPRK Kholmsk for transshipment.
(For transshipment) | DPRK 7 September Designated 28 December 2017
(Annex 10)
17 | Cam Pha, Vietnam Hua Fu 12,652.52 MT | Nampo, DPRK | Loitered off Shidao 17 August to 2
14 September (9020003) @$ 65.40/MT | *claimed port: | September. Draft changed from 4.3 to
Panama $827,474.81 [Lianyungang, 10.4 on 17 August. AIS off from 2 to 7
China September. Loitered off Hong Kong 7
6 September September.
(Annexes 6-2 and 7)
18 | Cam Pha, Vietnam Kai Xiang 20,180 MT Nampo, DPRK | AIS off from 21 August to 3 September
18 September (9634359) 31 August 2017. Draft changed from 6.6 to 9.5 on 3
Panama *claimed: September.
(Sierra Leone) Nahodka, Russia | Russia confirmed no port call
31 Aug
19 | Hai Phong, Vietnam | Xin Guang Hai Songnim, AIS off from 31 August to 5 September.
19 September (9004700) DPRK Draft changed from 4.3 to 0 on 4
Panama 31 August September. Loitered off Shidao 5 to 8
(Togo) September. Loitered off Hong Kong 18
September and draught change 0 to 7.
18-01593 101/292
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(coal terminal)

20 | Cam Pha, Vietnam Xin Sheng Hai Nampo, DPRK | AIS off from 24 August to 2 September.
27 September (9485617) 31 August Draft changed from 4.6 to 8.8 on 2
Belize September.
21 | Incheon, Republic Sky Angel Kholmsk, Loaded at same terminal at which coal
of Korea (9168441) Russia had been discharged by Rung Ra 2, Un
2 October Panama 21 September Bong 2, Ul Ji Bong 6, and Yu Yuan. Same
(China) (coal terminal) | operator as Sky Lady which used the same
berth on 9 August.
China reply stated .... "coal originated
Russian Federation”.
22 | Cam Pha, Vietnam Hua Fu 11,850 MT Wonsan / AIS off from 21 to 27 September. No port
7 October (9020003) @$ 66/MT Chongjin, call to Nakhodka.
Panama $ 770,250 DPRK Russia confirmed no port call
*claimed port: | (Annex 8)
Nakhodka,
Russia
23 | Pohang, Republic of | Rich Glory 5,000 MT Kholmsk, Loaded at same terminal at which coal
Korea (8649905) @$ 65/MT Russia had been discharged by Rung Ra 2, Un
11 October Sierra Leone $ 325,000 5-6 October Bong 2, Ul Ji Bong 6, and Yu Yuan.

(Annexes 10-12, 15)

Source: Member States, maritime databases
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Annex 6-1: Documents showing Maison Trading Ltd. as the exporter of at

18-01593

least 4 shipments of DPRK coal

Jian Fu

RAME *COKGENBILL'. ECCTION 1084

Sheper
MAISON TRADING LIMITED
TRUST COMPANY COMPLEX, AJELTAKE [SLAND, MAJURO

BILL OF LADING B M, 01

10 B2 VALO WY CHARTEN AR TIED

Caragnee

ORIGINAL

Notity pddvash

Vorsal

Perd ol pading \:x: ¥ z..’"”.:‘illuii:w
MV JIAN FU QINGCAQ PORT OF CHINA s
Pan of dschiige S
CAM PHA PORT, VIETNAM
Srppecs daseriplion of goots Quanily and Cosarlpion of Qoods Gease wolght Mesatrermost
N ANTHRACITE COAL IN BULK 20,0B8MTS
QUANTITY: 20,089 MTS
CLEAN SHIPPED ON BOARD
FREIGHT PAYABLE AS PER CHARTER PARTY
SAY: TWENTY THOUSAND AND EIGHTY NINE METRIC TONS ONLY.
{alwhich on dack ol shippar's sk s conder nt
Peing resaonsiie ol less of damaps hewscarer nisheg)
Freght parabie o per SHIPPED  * 'ePsdel Loediag b nppaieni gocd oidar a0
CHARTERPARTY G010 e ovnss s s s s e ey e oy condhion oa banst he vosael or aage 16 B Pad
of Dhchaigs o 30 A0 theeods 49 $3¢ may saliy got \he peods
od shove,
CRBLT ADVAMNGCE. :;\::::‘ AW QEaRY, quasily, tondion, fuuens wnd vakio
Recolved sn Seesun of baight: INVATTNESS whecoo! B0 Nasier of Agant of ths sal8 Vesset has signad
e raenber of bits of lecding Indicsted Balow ab of this tanor and date, any
cne ol which Belag azcomaiehed ihe cthars ehali bo veid
1L LT T T EET T S ———— L ——— | N s U eell]e f et LW X P AT A ST S TR T

fragtl papabls o

Flage pad deto ol issue

QINGDAO, gyl&”@}\ 18, 2017

Humbor of sngns! Bl

THREE

Source: Member State
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Extracts of Maison Trading contracts: Zhang Hong 1

i s 0 ... = SALESAND PURCHASE CONTRAG]
LA _:;__’__i,;-j i Cunmcl No: ANAS.007. JY'MST DKM
B LR :, >, : . x F PRSRCNE "_xs'_“.o'h.
A 4 4 L ; - ! RO . '_“ ¥
Belween . - e SN i
The Sefler MA!SON TRADING LIMITED c g Gy s ®
"Addrcss-’r rusx Compnny (,omplex Ajelu.ku Island, Majuro ey ST ‘,' -;ﬁg 3 *
SI) 67110 iMT CFR FOQ Can Pha port, Viehem Sasls GCV 6,50%%\(_}(3 DB‘(INCO’EERME

ucvltb. ¥ A 8

g& ™ Total contract value: USD 1 ,474,000.00 (+/- 10%)

Paynient

; . *Upon Jyeeeipt. of hard, dacuménts as stipulated in Arhbh. .9-3 scm by Ahe S;ﬂer to ‘meBaycr.
wuhm 3 wdri\mg da} S, mc BUJ’CI 5hall puy 100% of s!npmem value o Stil(;r 'S bnnk gcéount By TL

5 Banknnme ; ._(Umm)l._nf jf .
SWIERHCT iyt

Advisé Through: —(cm) ua QINGDAO am&s&b*ﬁrqwh,

Ageouni No, NRA729100109822001 e KT el e

. Benciigia 'Nﬂmc MAISON lfwmo LIMITED * Sl S0 N

. ;".,'.-
o

Source: Member State
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Identification document of the Director of Maison Trading Limited: Sheng Wang

Date of Birth: 20 March 1973

18-01593

FERAMNOTFTESRMES 2GS 1 SZ 28T 601 5
No.601,Unit 2,No. 1 Floor,No.2, Yanxiang Road,Lixia District, Jinan City,China

HaE A B JE Rl L

Source: Member State

Note : Marshall Islands informed the Panel that Maison Trading Ltd.’s registration

was revoked on 30 October 2017. The company had been registered on 20 September
2016.
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Annex 6-2: Documents showing Brigt Australia as the shipper of DPRK coal claiming Russian origin.

Hua Fu
PROFORMA INVOICE

Date ' Sep. 25, 2017
Anention | KTD Strong Development Joint Stock Company

ADD: Bai Mac, Thuong Quan Ward, Kinh Mon District,

Hai Duong Province, Vietnam
Invoice no. 2017018
COMMODITY: ANTHRACITE COAL IN BULK =
UNIT PRICE: USD 85.00 METRIC TON Russia confirmed
B/ QUANTITY: 11,.850.00 MT no port call made
[COUNTRY OF ORIGIN; RUSSIA
PRICE TERMS: CFR FO HON NET AN , CAM PHA PORT, VIETNAM
VESSEL NAME: MV £

NG NAKHCDKA, RUSSIA

- HON NET ANCHORAGE, CAM PHA PORT, VIETNAM

Total amount: UsD770,250.00

DOLLARS ONLY.

For and onbehalf of ....

For and on behalf of
Brigt Australia Pty Ltd

-

Authorized Signature(s)

Brigt Austratia Pty Lid

INWORDS: SEVEN HUNDRED SEVENTY THOUSAND TWO HUNDRED FIFTY US

SAO RGUYEN VAN BAN CHINH

“

Source: Member State
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Extracts of a Brigt Australia contract for DPRK coal shipped to Vietnam

HOP DONG MUA BAN
Contracl No* RL-VAD/004-17
SO HL-VAD/OU4-T

On 15" September 2017
Ngay 150872037

Between 1 Gige

The Setier: Brigt Austraiia Pty Ltd

Bén Ban: Brigt Australia Pty Lid

Addiress. SUITE 03. LEVEL 14 100 WALKER ST NORTH SYDNEY . NSVY 2060,
AUSTRALIA

Represented by, s Livia VWang Position: Girector

Dia chi: SUITE 03. LEVEL 14. 100 WALKER 5T, NORTH SYDNEY. NSVV 2060,
AUSTRALIA

ensidering thal.Xef rang:

- Sellei's company is established and regstered underAustralia law and Seller's
ceriificatellicense of business regisiration allowed for selling coal cargo as
specified in this contract '

(Bén han g doanh nghiép duoc thdnh 1ap va knh doanh hop phap theo phip
ual Austratia theo Gy pheps Gang ky kinii doanti, ¢ kha nang ban hang hoa
nhu qui Gmh lar Hop dong nay) and (val

+  Buyer's company is established a2nd registered under Vielnamese law allowed jor
buying coal cargo as specified in this contraci,

(Ban mua la doanh nghiép dugc thanh lan va kinh doanh hop phip theo phép
iugt Vigt Nam, €6 nhu cdu mua hang hda nhu qui dini 181 Hop dong nay)

The Buyer and \he Seller herenafier shall be jointly 1efened 10 as the "Parties” and
respectively as the “Party "
Nguoi ban va nguii mua sau day s& duov go! lé cac bén lrong hop ¢ong

The seller agress to sell and the buyar agrees 1o buy thecargo in the Contract witli the
terms and conditions as follows:

Nguoi bair dony § ban vé ngudi mua déng y mua hang héa trong hop déng vor cae déu
khoan. Gicu kién niiir duds Jay

Signed by Brigt Australia PTY Ltd

1. Contract cargo
Anthracile Goal in Bulk herginaiter referied to as “Coal” 7
Origin: Russia 4
Hang hoz:

Source: Member State

18-01593

saes anpDpPurckaseconTRaCT T |

107/292



S/2018/171

Annex 6-3: Documents for DPRK coal onboard the Kai Xiang falsely claiming Russian

origin
Company based in Sweden

2. Consignes (namea, address, country)
TO THE ORDER

ORIGINAL

7020008385 l

6215973 '

CERTIFICATE OF ORIGIN
Issuod In e Russion Fedasstion

), Means of transpod

MV KALOANG

Port of loading: PORT VLADIVOSTOK, RUSSIA
Por of discharge: CAM PHA, ANCHORAGE AREA,
VIETNAM

Russia confirmed
no port call made

8. Country of onighy /
ORIGIN OF COUNTRY: RUSSIA

B. Supplemeniary detals
BILL OF LADING No. 01 dd. 28.07.2017

1. [ COMMODITY: ANTHRACITE ULG GRADE

QUANTITY:

11. Certfication

Lis hareby certified, that the deciantion by
e exporior it comect

UNION THE PRIMORSK CHAMBERSY
COMMERCE AND INDUSTRY/s 0
12-316, Shikolnaya str. N# ..1-_

....................................................

7.ham | &, Descripbion of gocds 9. Number and| 10.Grost welght
num- ! kind of pec- or Giher
ber

12, Declaraion by e exporter

The undessigned heteby declares that the above
celalis snd siolomanris am csomect; hal the goods
are of ofigin of the couxily shown In box No §; hat e

770N
¢ vieTig

201707-31
Place, dale, stamp end signalioe of sutharized sigrelany

Source: Member State
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Warranty of origin for DPRK coal onboard the Kai Xiang falsely claiming Russian origin

ONG XONG
TAIPEI TAIWAN

LETTER OF WARRANTY

CONTRACT NUMBER: C07010

wE, [ =2 v conemav THE commoDiTY WE soLD

TO YOUR ESTEEMED COMPANY IS RUSSIAN ANTHRACITE (RUSSIAN ORIGIN).
RELATED DOCUMENTS FROM QUR SUPPLIER HAVE ALSO BEEN PROVIDED TO YOUR
ESTEEMED COMPANY ALREADY.

SIGNATURE

NAN

Source: Member State
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Annex 7: The Orient Shenyu’s deviation of the vessel loading in Songnim on 7

August 2017

;’ :\. ‘I
LY || ORIENT SHENYU
7 7 4
AlS data was not received for 8d 19h 40m

‘Lost’ transmission Found transmission
August 3rd 2017, 11:27 August 12th 2017, 07:08

August 13th 2017, 14:14
« Deslination changed: from DDG to LYG
¥ DOraft changed: from 5.8 to 10.2

Loitering - fake
port call

Source: Windward

110/292
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Annex 8 Hua Fu’s voyage showing a second attempt to deliver its DPRK coal

HUAFU

Source: Windward
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Annex 9: Crew list of the Bai Mei 8 showing the crew joining in Nampo,
DPRK confirming the vessel’s call there

IMO CREW LIST

tMsne cion

2841 NEIB

o Che Minht 1G5 Gia) 2C17-APR-

2 NuFenaliy ol ship 1§ Pon o depanume 7  ®eaturs ond No of M
aT 1 ] - YAN Heh N n
ST.RITTS&NEVIS 1 AONGKONG :.‘t:;:‘f pi":l:f)"" deniay secument Nl

B Sramily armagvensamas |10, 8e2| 71 Raad of wle] 12 ¥atocalay ‘[-.: UEiE e 2ace o ont ",w ars Dute . (Searan's Passorg 7 «Joining dated: Place

i £ ! | | asq Va'se Ome

CHINESE

®

NAMPO DPRK
el 27-Mar-2017
CRINESE NAMPO DPREK
i anial 27-Mar-2017
CHINESE NAMPO DPRK
27-!:\5:-2\)1_.1_
NAMPO DPRK

27-Mas2007
NAMPO OPRK
27 A2r-2017

3 IR NAMPO DPRK

L ! . 27-Miar-2017

{7 cwiness | NAMPO DPRX
MRA SR 27-Mar-2017

CHINEESE | NAMPO DPRX
¥ 27-Mar-2C1 7

CHINESE

MYASMAR

MYANMAR
27 -M@ar-2017
NANPO DPRK
27-Mac-200 7
GHINESE NAMPO OPRK
BRI 4 37-Mar-2017

MY ANMAR

115 ! aAYANMAR HAMPO DPRK

— ; — o 27-Mer20%7

P18 MYANIMAR NAMPO DPRX
27 Mar2007

17 CHINESE HAMPO DPRK

27-Mar-2017

Oi1o and signaiure by Master authurizes agent ar officer

| FR
MASTER:
DATE « 2017-APR- '2}

Source: Member State
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Annex 10: Rung Ra 2, Ul Ji Bong 6 and Un Bong 2 at the same coal terminal in
Kholmsk

+ Q) ool
Yantsl China aday RUNGRA2

' @ potct
Nampo, Nocth Korea, 2 days

® portan
Kholmsk, Russia 3 days

® portcall
Kholmsk, Russia, 2 days

® porteat

Ul Ji Bong 6

Rung Ra 2

|
UNBONG2 |
et

|

{
M
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Annex 11: Images of the Yu Yuan and Ul Ji Bong 6 loading coal in Wonsan

12AUGUST 2017 | | MN YUYUAN Loading DPRK Coal
S| Woensan Port Facilities South
Yionat T 7 NORTHKOREA
39:09:21N 127:27:19E

M/VV UL JI BONG 6 Loading DPRK Coal
Wonsan Port Facilities South
NORTHKOREA
39:09:21N127:27:19E

Source: Member State
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Annex 12: Images of the Yu Yuan and Ul Ji Bong 6 discharging DPRK coal in
Kholmsk

M/V YUYUAN Unloading DPRK Origin Coal
Kholmsk 5 SEPTEMBER 2017
RUSSIA
47:02:50N 142:02:52E

MV UL JI BONG 6 Unioading DPRK Origin Coal
Kholmsk 5 SEPTEMBER 2017
RUSSIA
47:02:50 N 142:02:52E

- =

Source: Member State
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Annex 13: Certificate of origin for Sky Lady showing coal origin as Shakhtersk

; 7% 'ag"‘x,,;“-"”c

Certificate No. 181202-150771-C/M-NA-2017

i’ Z »‘m’--..r“rﬁ

"2"" e o.". J
Yoo ol

Y
e

'»...

PRI e ‘%‘)’
e T e
i g ot der ol

TN dacyaact K Irse i oatis Ploars ehilh by e Gewegan; iadar b Svneow Caomitians of Danviog plsing aewrlcst
|Tae Clzets servabina b G 10 D0 a2 iR 1063t satine ned freie Het m wonns Yedned Gaala

wozsrse [KRERRIH
18055757

Source: Sky Ocean
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Annex 14: Certificate of origin for Sky Angel showing coal origin as Kholmsk

18-01593

| 1. Ecporiar (nsne, o

l "AMET URE AMIviFiED

oy sS85, CABAT BRITAM

QON § KWAAGHTAIDER COYRT ST. PAULS LOPION

E66NA A
YU U0/ !

CERYIFICATE OF ORIGIN

Iasatetl my The st Fodaeabian

|

— — 4. Fo il use
2. Moans of et . For olikdan use
RAKWAY TRANSPORTATION 57, KEMENOVO OF THE 10 CUSTOMS
REMEROVO, RAILVWAY PORT NHOLMSK. SEA
TRANSPORTATION POR \
INCHOMN FORY, SOUTH HOREA i
S —— P — T —dc In A |
pakn e iary dotuls
5, County ol allgin ok ry doty i
NUSSIAN FECERATION DILL OF LADING Ne SA170522 l
|
= | = i e A g Mumbres and | 10, Geotd wiigiit
7. nom | 8. Descripiien of gands ;inrh:l ,‘,:n:~ et
- Kt | creudily
L . :
1
SEMICONRE TONBAG 4156500 MT
i

11 % herelyy corfiad, (hal ihe dovlirolion by
tho aspieter ls corvec!

Source: Sky Ocean

5 andd statenants s cormel: hiat the guods
arifgki «f e ¢ oy shgea i ax No 5
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Annex 15: Shipping document of Rich Glory showing coal origin as Kholmsk

1.Shipper / Exporter 8.NO. & Dale of Pasking List
HONG KONG CCAL ENERGY LIBAITED HILC20171006-B OCT 08, 2017
11#F A CENTRE, 161 GLOUCESTER ROAD WAKCHAI
. 9. No. &
HONG RONG Ll

2 For Account & Risk of Mesers.

4. Port of Loading 5. Fnal Dostination
KHOLMSK PORYT, RUSSIA | [POHANG PORT, KOREA

8.Canter 7.5siling and or about
MY. RICH GLORY 06TH OCT, 2017
11, Shpphg Marka  12. Deacription of Goods 13, Quantty 14 Net-Waghl 15 Gross-Welght 15 Measure
(MT) (MT) waent
NEX 5,000,007
ANTHRACITE COAL

TOTAL MOIBTURE (ARB) : 8% BAX

« ASH (ADB) : 12% MAX

- CALORIFIC VAL UE(DB) : 6,600k0ca! MIN
« FIXED CARBON (DS) : 82% MIK

- VOLATILE MATTER (ADB) : 5% MAY

- 8IZE : 0~50mm S0% BN

- COUNTRY OF ORIGIN : RUSSIA

- PACKING IN BULK

Source: Member State
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Annex 16: Business card of Mr. Hsih-Shien Chen as the representative of
Ocean Enterprises Ltd. to charter the Lighthouse Winmore

Ying_]en Fishery Company

Vice president

Sunny S. Chen

TEL/886-7.533.12001500] FAX/886-7.561.5852
3F No.218 Wufu 4th Road,Kaohsiung,Taiwan 803

7 A— 75 e - 5]

RETMZFE L BUUEE2]18%3F
TEL/O7.533.1200 1s00) FAX/07.561.5852

Source: The Panel
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Identity document of Mr. Shih-Hsien Chen, owner of Oceanic Enterprises, Billions Bunker
Group Corp. and Bunkers Taiwan Group Corp.

Lodi 1308222135
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2t/ l’mc 159% ) Coce WM / Paspoet Now
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ne Name (&N‘w(‘(-' Ve sames)
PBiE{F @ CHEN, SHIH-HSIEN

B 7 Natiomal 'y SN —~IRW [ Peroral 14 No,
I 5120072540

PESE / Sex HEBR / Dwe of bisth
: M 11 DEC 19865
| QG / Duie of isae %28 7 Place of Disth

15 NOV 20132 KAOHSIUNG CI
LWL EW 2 Dute of exomry

15 NOV 2023

SRR / Asthonty

MINISTRY OF FOREIGN AFFAIRS
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Source: The Panel
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Annex 17: Emails from Oceanic Enterprises to the Lighthouse Winmore
emanating from Billions Bunker Group

Tue 19/09/2017 1:49 AM
CM  CHIEN MONEY <cchien.yjfishery@hotmail.com>
LighthouseZz AR HIEFRESL

To  VRNC3; D Lighthouse Winmore

Cc cchien.yjfishery; Miguel S; SUNNY CHENsunny Chen; management

POF 20170919132333.pdf

M| 47kB
BEY
—— B S
S Billions Bunker Group Corp.
Manager
e Mi | Shiao.
A Billions Bunker Group Corp. #i 51 Miguel Shiao
v H # B #@ % &£ B Tel : +886-7533-1200 # 301
Fax: +886-7533-1211
BRE un Cell: +886-981-696-924

Money Chien

Email: billions.miguel@gmail.com

Cel: +886-5095-808-807

Tel: +886-7-533-1200 # 321

Fax: +886-7-533-1211
Email:cchien.yvjfishery&hotmail. com

HEPTHREE I EHWIE218K 31
3F, No. 218, Wu-Fu 4th Road, Kaohsikung

Source: The Panel
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Email to the Lighthouse Winmore from Mr Chen’s Billions Bunker Group
Corporation showing his company’s operations management of the
tanker prior to the ship-to-ship transfer on 19 October 2017

From: Miguel S <billions.miguel@gmail.com>
Sent: Friday, 29 September, 2017 9:30 PM
To: VRNC3} Chien Money;-

Subject: LB E S

EMRE:

IATER :

IECRIEHEER , okye A B 2 EAMBE K AR MY

1LEBBNEFERFANERRRE
2. SR FRT, sRlC S ¥EE A RYIE
3EHREEFIAR B AR M AGE, RERSMMAFER

WMRFIRAGEAEE, PIEBARM R EEBER , ERE " REFOE
ARf= eF — DR A 4E TG, 5T !

RGHARRIVEC S

EEF BimmE E

|Billions Bunker Group Corp. |
Manager

785782 Miguel Shiao.

Tel : +886-7533-1200 # 301

Fax: +886-7533-1211

Cell: +886-981-696-924

Email: billions.miguel@gmail.com

R P E AL — R E" FTRRE

Source: The Panel
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Annex 18: Corporate records showing Lighthouse Ship Management Ltd. was
formerly known as Billion Great International Group Ltd.

18-01593

CR No

Comps

Comps

Date o

Register

B Hong Kong

Company

ary Marme(CN):

Iy

Remarks:

 Mame:

Active Status:

Winding Up Mode

Date of Dissolution

f Chare "
or Lharges:

mportant Note:

LIGHTHOUSE SHIP MANAGEMENT LIMITED
Muk-1653732 B Live

LIGHTHOUSE SHIF MANAGEMENT LIMITED was incorporated an 20171-08-03. This company is

now live, their business is recorded as private. As so far this company has running foré Years 3
hMonths 1 Day.

Registration Information

1653732

LIGHTHOUSE SHIP MANAGEMENT LIMITED

FarEE AT

private

Live

03-08-2011

unavailable

27409-2013
LIGHTHOUSE SHIF MANAGEMENT LIMITED

AEEEEEAE AT

03-08-2011
BILLION GREAT INTERNATIONAL QROUP LIMITED
HEEEEETEERELT

Added:

Source:

15-5ep-2015 6220 AM

Hong Kong Companies Registry, hotpfwwssaicris.cr gov bk

Source: hongkongcompanylist.com
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Annex 19: Bills of lading for the petroleum products embarked on the two
vessels transfered to the DPRK

Lighthouse Winmore

——

1. Shipper

TRAFIGURA PTE LTD

Z Consignes BILL. OF LADING

I;?xfl.ommes CONSULTANTS LIMITED FIRST ORIGIN AL
"3 Notify Party Y Bl R

SACL17LW101501
i & Charterpary betwoon
=

7. Port(s) of losding 8. Portls) of dscharn

9. Shipper's deecription of goods 10, Gross welght / volume

MARINE GAS OIL 500PPM SULPHUR
16,804.656 KLITRES AT 15DEGC

105,751.70 US BBLS AT 60 DEGF

11. Remarks:

12 Froight (“Payable ag Per Charfer party™)

SHIPPED at the Pori(s) of Loading in apparent good order and condition on board the Vessel for cama,
i o 08 to the Port(s)
Weight, measure, quality, condition, contonts and vaiue wknown.

INWWNESSWMOMWonmtcfhlddehumeﬁm:m inal Bils of Lading, all of the
tenor and date, any ona of which being sccomplished the others shall be void. ’ WA

FOR CONDITIONS OF CARRIAGE SEE OVERLEAF

12 Place and date of =506 14, SO | e i T
LRGN | |30 1N LS ".qu
at YOSU, KOREA ON 15TH OCTOBER 2017
MASTEI! WYANGSONGCHANG]

Source: The Panel
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Billions No. 18

1. Shipper
TRAFIGURA PTE LTD
2. Consignee BILL OF LADING
TO THE ORDER OF
GLOBAL COMMODITIES CONSULTANTS LIMITED FIRST OR'G'NAL
3. Notfy Party 4 B/LNumber
SACL178N101101
5. Vesssl N y
o
7. Port(s) of loading 8. Pori(s) of discharge
9. Shipper's description of goods 10. Gross weight / volume

MARINE GAS OIL 500PPM SULPHUR 7,940.714 MT
9,458,862 KLITRESAT 15DEGC

58,524.62 USBBLSATBODEGF

11. Remarks:

12. Freight: {“Payable as Per Charter party™)

SHIPPED at the Port(s) of Loading in apparent gond order and condition on board the Vessel for camriage to the Port(s)
of Discharge specified above.
Weight, measure, quality, condition, contents and value unknown,

IN WITNESS whereof the Master or Agent of the said Vessel has signed THREE (3/3) original Bills of Lading, all of this
tenor and date, any one of which being accomplished the others shall be void.

FOR CONDITIONS OF CARRIAGE SEE OVERLEAF
12. Place and date of issue 14. Signature

at YOSU, KOREA ON 11TH OCTOBER 2017

Source: The Panel
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Annex 20: Communications showing Oceanic’s false destination for the fuel

| mloba's com>

From:

Sent: 10 October 2017 10:32

To:

Subject: [EXTERNAL] Documentary Instructions § Lighthouse Winmore loading MGO FO3
OKYC Yosu during 12-13 Oct 2017

Hi _ Global SGP

Pte. Ltd.

Our documentary instructions as follows:

B/L MAKE-UP
VESSEL  : JLIGHTHOUSE WINMORE |
CONSIGNOR : ORIGINAL SUPPLIER
CONSIGNEE : TO THE ORDER OHGLOBAL COMMODITIES CONSU
PRODUCT : MARINE GAS OIL 500PPM SULPHUR
QUANTITY :LOADCLOSETO 15000 MT : :
MARKINGS: FREIGHT PAYABLE AS PER CHARTER PARTY False destination
MEASUREMENT : MT. K 'S AT 15 DEG C, US BBLS AT 60 DEG F tanker never
DESTINATION : TAICHUNG, TAIWAN called in Taichung

GLOBAL COMMODITIES

CONSULTANTS LTD MASTER
DOCUMENTS REQUIRED ORIGINAL COPY CoOPY
1. BILL OF LADING 3/3 1 1
2. CERT OF QUANTITY i l |
3. CERT OF QUALITY ] 1 |

DISTRIBUTION OF DOCUMENTS
1. ONE COPY SET OF ALL SHIPPING DOCUMENTS TO CONSIGNEE VIA MASTER.
ONE COPY SET OF ALL SHIPPING DOCUMENTS FOR MASTER OWN USE.

. UPON COMPLETION OF LOADING PLEASE EMAIL COPY OF ALL ORIGINAL
DOCUMENTS TO GLOBAL COMMODITIES CONSULTANTS LTD, ATTN : JOHN LIM
EMAIL: [l @globalsgp.com

PLEASE PROVIDE | SAMPLE OF SHORETANK CARGO FOR VESSEL'S RETENTION

N

Thank vou
I

Source: The Panel
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Annex 21: Communications of Global SGP showing the prepayment arrangements for the Billions No. 18
and Lighthouse Winmore shipments

Subject: [ 5<otember Final invoices

Dear [ GEGR

Can we confirm the final invoice values for our last 2 cargos BL dated 3rd and 7th Oct?

3rd Oct  Billions 18

BL: 7,969.332 MT /59,717.79 bbls

Prepayment invoice: $4,564,942.80

Final invoice value: $4,196,070.51

Credit balance: $368.872.29

7th Oct  Lighthouse Winmore
BL: 14,091.782 MT / 105.633.82 bbls

Prepayment invoice: $8,510,097.75

Final invoice value: $7,422.360.36

Credit balance: £1.087.737.39

Kindly confirm if the above figures are correct, i.¢ a total credit balance of $1,456,609.67

In addition, can you email us the final invoices for these cargos BL-ed 7th Sep, 10th Sep, 22nd Sep, 26th
Sep, 3rd Oct and 7th Oct?

I'hank you

Source: The Panel
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Annex 22: Communications showing the planned shipments using Mr. Chen’s
tankers

m @qglobalsgp.com

Sent: Thursday, October 05, 2017 4:05 PM
To:
Ce:
Subject: [EXTERNAL] RE: Oct program

Dear -

Please see our forecast schedule for Oct

8th Oct Billions 18 8 kt under Sep program

13th Oct  Lighthouse 16kt under Oct (depending on terminal they might limit us to 15kt)
14th Oct  Billions 18 8kt to complete Sep program

19th Oct  Lighthouse 16kt

20th Oct Billions 18 8kt

22nd Oct  Sky Acel 7.5kt kt = 1000 (tonnes)

25th Oct Lighthouse 16kt

26th Oct Billions 18 8kt
29th Oct  Sky Acel 7.5kt
30th Oct Lighthouse 16kt
31st Oct Billions 18 8kt

From: [ NG
Sent: 10/5/2017 3:35 PM
10°"

aglobalsgp.com" < (@globalsgp.com

Subject: RE: Oct program

Dear Il will give you a ring, can you please provide this schedule?

Thank you

Source: The Panel
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Annex 23: Invoice for Ocenic Entreprise Ltd. for pre-payment for the
Lighthouse Winmore shipment

Global SGP Pte Ltd

INVOICE TO INVOICE NO. GSGP20170075

Sunny Chen DATE 10/10/2017

Oceanic Enterprise Ltd DUE DATE 11/10/2017

Oceanic Enterprise Ltd TERMS COD

3F No.218 Wu-fu 4th Road

Kaohsiung Taiwan

MH96960

Sale - GCC:GCC 112,500 75.966 8,546,175.00

Lighthouse Winmore - First Loading in Oct 2017 - (67.81 +.7.25)

* 15,000 MT * 7.5 110%

Payment and Remittance Advice to ‘ ) PAYMENT 8,546,175.00

GLOBAL SGP PTELTD ‘ BALANCE DUE USD 0.00
SGD 0.00

Source: The Panel
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Annex 24: Bank account used by Oceanic Enterprise Ltd. for payments relating to the Lighthouse Winmore
showing a Kaoshiung City address

———————————————————————— Instance Type and Transmigsion -----=~===~--—
Notification (Transmiesion) of Original sent to SWIFT (ACK)

Network Delivery Status : Network Ack

Priority/Delivery : Normal

Message Input Refersnce : 1530 170%04TCBBTWTHA1037003793162
ST s Tss e Message - Header: oo s o s n s s n s S e e TS
Swift Input : FIN 103 Single Customexr Credt Transfer
Sender : TCBRTWTHI103

TAICHUNG COMMERCIAL BANK
(KAQHSIUNG BRANCH)
KAOHSIUNG TW

Receiver :

MUR : 20170590410901030

20: Sender's Refercncce
MOBUTT706661-103
23B: Bank Operation Code

val Dte/Curr/Interbnk Settld Amt

Date : 04 September 2017
Currency : USD (US DOLLAR)

Amount : #375000,00#
Ordering Customer-Name & Address
/109270010061

QCEANIC ENTERPRISE LTD.
3F.,NO.218,WUEU 4TH RD., YANCHENG
DIST., KAOHSIUNG CITY 80344, TAIWAN
Account With Institution - FI BIC
DHBKHXHH
DBS BANK (HONG KONG) LIMITED
HONG KONG HK

59: Beneficiary Customer-Name & Addr

70: Remittance Information
INV.LHWM-17/18 (1)

1714+ Details of Charges
SHA

Source: The Panel
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Annex 25: Bank account used by Oceanic Enterprise Ltd. for payments
relating to the Lighthouse Winmore showing a Marshall Islands
address

CHECKLIST FOR SWIFT MESSAGE

REF. NO : 7NFAH1TB05570 VER. NO : 002
SWIFT MESSAGE CCV202

RECEIVER CITIUS33

PRIORITY N1 OBS PERIOD 20 BANK PRIORITY USER REF

TAG CONTENT

20 TRANSACTION REFERENCE NUMBER
7NFAH1T805570

21 REFERENCE TC RELATED MESSAGE/TRANSACTION
TNFAH1T805570

32A VALUE DATE, CURRENCY CODE, AMOUNT
170919U8D115680, 30

58A BENEFICIARY BANK (ISO ID)
DHBKHKHH

50K ORDERING CUSTOMER
/01800700010736

OCEANIC ENTERPRISE LTD.

TURST COMPANY COMPLEX, AJELTAKE ROAD
AJELTAKE ISLAND,MAJURO, MARSHALL
ISLAND MH96960

59 BENEFICIARY

*%%* END OF CHECKLIST **¥*

X

Source: The Panel

18-01593
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Annex 26: List of DPRK tankers

132/292

Name Name IMO Gross
(Alphabetic) (Korean) | Number | Tonnage (GT)
1 | AnSan 1 ohet 1 7303803 1,757
2 | Po Chon (a.k.a. Bochon) H2H 8848276 1,996
3 | Chong Rim 1 =ER n/a n/a
4 | Chong Rim 2 (a.k.a Saebyol) ME 8916293 1,595
5 | Chong Rim 3 HE3 8665131 1,377
6 | Chon Ma San Hopa 8660313 2,808
7 | Chon Myong 1 HE1 8712362 1,220
8 | Ji Song 6 X6 8898740 841
9 | Ko Song 1 ad1 8977900 498
10 | Kum Gang 3 =43 8966535 815
11 | Kum Un San =Rl 8720436 1,023
Kum Un San 2 o
12 [Callsign HMYZ9] S22 n/a n/a
13 | Kum Un San 3 =43 | 8705539 1,995
14 Ma Du San (a.k.a. Maducan or Op= A 2021579 418
Samma)
15 | Nam San 8 Ef4fs 8122347 1,914
16 | Pack Ma s of 9066978 1,181
17 | Rye Son Gang 1 HAZ 1 | 7389704 1,757
(a.k.a. Ryesonggang)
Ryong Bong 1
18 (a’./k.f Ryo fgbongl) e 8610461 999
19 | Sam Jong | o481 8405311 1,038
20 | Sam Jong 2 o2 7408873 1,676
21 | Sam Ma 2 (a.k.a. Samma2) 202 8106496 962
22 | Song Won (a.k.a. Songwon) S& 8613360 996
Tong Hung 5
23 | (a.k.a. Tonghung5 or Kang Nam | &2 5 8151415 283
3)
24 | Yu Jong 2 (a.k.a. Yujong-2) 2782 8604917 748
25 | Yu Phyong 5 (a.k.a. Yupyong5) | FHE5 8605026 795
26 | Yu Son (a.k.a. Yuson) M 8691702 2,228

Source: Member State
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Annex 27: Italy: Western Representative of Mansudae Art Studio

18-01593

Version of website accessed on 26 September 2017

Mansudae Art Studio Gallery

The Off

Web-Stte Abrcad of the Mans:

dae Art Studo

Pyongyeng - Denecralic Pecple's Reoubic of Korea

The Official Web-Site
Abroad of the
Mansudae Art Studio

With 3 labor foree of approximately 4000
people, 1000 of which artists, and an area
of over 120,000 square maters, 20.000 of
which indoor, the Mansudae Art Studio is
probably the largest art production center
in the world and by far the largest and
mostimgortant of the country.

It was founded on November 17, 1858 in
Pyongyang, the capital of the Democratic
People’s Republic of Korea (DPRK). Only
six years had elapsed since the terrible
Korean War (1850-1853) in which about
20% of the poputation of the country had
died and most cities were completely
destroyed.

The Studio is divided in 13 creative
groups, seven manufacturing plants and
more than 50 supply departments. The
artistic works reafzed at the Mansudae
Art Studio range from oil paintings to
bronze sculptures, from Korean Paintings
(ink on paper) to ceramics, from woodcuts
to embroideries, from jewel paintings
(made with precious and semiprecious.
stones reduced to powder) to charcoal
drawings and much more.

The Mansudae Art Studio is not a sort of
chain factory, like some Chinese and
other Oriental centers, nor a school, but a
very high quality art production center.
The vast majoriy of the major art works of
the country have been realized by
Mansudae Art Studio artists. Their ages
go from mid 20's to mid 80's and almost
all are graduates of the very demanding
Pyongyang University. Over half of the.
Merit Artists and of the People’s Artists,
the two highest awards an artist can
receive in DPRK, are or have been
associated with the Mansudae Art Studio.
This web-site presents officially the
Mansudae Art Studio and its works to the
West, and in general abroad, also to
contrast the unauthorized use of the name
by several Western and Asian web-sites
and galieries. This web-sée is managed
from Htaly following an agreement of
exclusivity between the Mansudae At
Studio and the italian Pier Luigi Cecioni.
Works bought through this site are sold
and shipped from Italy by an akan
company and they are accompanied by a
centficate that guarantees they are made
by Mansudae Ast Studio artists.

The Mansudae Art Studio at the 798 Art District
in Beijing
- The 783 Art District in Befing is the
most interesting and lively
‘contemporary art quarter in the
world. It was an abandoned
industrial complex created in the
1950's with an architecture inspired
1o the Bauhaus and comprising
several buildings, some of which
extremely large. Since around
2000, artists, galleries, designers
started to move in, similarly to what
happened in Soho, New York, in
the 1970's.
Many of the most important Chinese galleries, several foreign ones and 3 few academies,
museums and foundations have an exhibition space in the 798 An District. The exhibitions.
and the numerous events held in those spaces are usually of the highest quality, in line with
the leading role in contemporary art that China is now playing, especially in terms of auction
sales.
Since 2000 the Mansudae Art Studio is present in the 703 with its own vast, elegant, almost
museum-iike space called in fact Mansudae At Museum, though most exhibited works are
for sale. This presence, besides promoting sales of Mansudae artists’ works, is a testimony
of the position that the Mansudae Art Studio is occupying on the contemporary art scene.
The works exhibited in the Mansudae Art Museum in Beijing are comparable to some of
those that can be found in this web-site. Their price is usually higher since they are offered
mainly to Chinese collectors that have more familiarity with Mansudae artists.

North Korea: a Unique Country
Contemporary Artists from North Korea

Project

Luciano Benetton
Curstor.

Pier Luigi Cecioni
Texts:

Luciano Benetton, Pier
Luigi Cecioni, Eugenio
Cecioni, Yang Byong Su
Languages:

English, Korean, italian
Pages: 463

Size: 21 x20cm

Year. 2014

Publisher Fabrica. italy

The catalog North Kores®
2 Unique Country
presents the 210 North
Korean works created for
the Luciano Benetton
Coliection—Imago Mundi
A prominent feature is the works' unusual size: they are all 10 x 12 cm. The reason for this
choice is that Luciano Benetton—co-founder, co-owmer and iconic figure of the Benatton
Group—is iming to realize, in effect, 3 world atlas of contemporary art by collecting 2 large
number of works from a5 many countries as possible. The small size, the same for all
countries (as is the approximate number of works for each country) reflects, first of all, 3
practical need: it would be aimost impossible to collect thousands of art works of “normal®
size. Moreover, this homogeneity allows a comparison, a more intense dialogue, among the
different countries, 2specially when 21l the works of one country are insented in the displays.
realized by the architact Tobia Searpa, and then placed one next 1o the other.

The works for North Korea: a Unique Country have been realized at the Mansudae Art
Studio, the Pyongyang art center where the vast majority of the most accomplished North
Korean artists work The techniques represented are virtually 3ll those employed in the
country: ink, oil, acrylic, woodcut, embroidery, drawing, tempera, calligraphy, watercolor and
jewel painting. This last consists in using precious or semiprecious stones that are crushed

Contact Us

How to buy a work
Almost all works shown in this web-site
are on sale. To buy, first use the form you
can open below to ask about the work you
are interested in (availability and price).
Please provide your identification data
(name, e-mail, address, phone number).
Unidentified inquiries will not be.
answered.

Once you know if the work is available,
you are satisfied with its price and you
decide to buy, communicate your intention
1o reserve the work. Make the payment by
PayPal or a bank transfer to the account
you will given. Once the payment is
received the work will be shipped to you
within three working days.

All transactions are made with an ltalian
company, not directly with the Mansudae
Art Studio nor with any North Korean
company. The transactions are regulated
by Itafian (European) law and shipping are
made from kaly.

How to purchase

Do you want to hold
an exhibition of
Mansudae Art Studio
works?

Museums, galleries, public institutions.
interested in holding exhibitions can
contact us to evaluate the possibiliies
and, in case, to define the projects. The
requesting parties must have very good
artistic and cultural reputation.

Al agreements are managed by an ltalian
company and all direct contacts are wiith
it. The works are shipped from Italy.

Korean Posters

DPRK (North Kores) is the only country
wihich still utilizes posters to convey social
and political messages to its people.

A form of ant in itseli- once popular in
China and in Soviet Union—these posters
are hand-painted, typically using tempera,
by artists most of which realze aiso other
kinds of paintings, Besides their artistic
value, these posters, with their writings
and their messages, offer a view on the
unique North Korean society and have a
strong political interest

The web-site www koreanposters.com
presents 3 large selection, periodically
updsted, of original North Korean posters
for sale.
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Whois mansudaeartstudio.org

Domain Name: MANSUDAEARTSTUDIO.ORG
Registry Domain ID: D127541223-LROR
Registrar WHOIS Server:

Registrar URL: hitp:/Awww.tucows.com
Updated Date: 2016-12-17710:32:29Z
Creation Date: 2006-03-20719:04:14Z
Registry Expiry Date: 2017-08-20T19:04:14Z
Registrar: Tucows Inc

Registrar IANA ID: 69

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientT ited hitps:/ficann
Domain Status: clientl https:/ficann

Registry Registrant ID: tul40nAfSdSzzhLk
Registrant Name: Petra sl Petra si
Registrant Organization: Pier Luigi Cecioni
Registrant Street: via Aretina 151 L
Registrant City: Pontassieve
Registrant State/Province: FI
Registrant Postal Code: S0065
Registrant Country: IT
Registrant Phone: +39.3839154433
Registrant Phone Ext:
Registrant Fax: +39.02700414102
Registrant Fax Ext:

Email: i izionij com
Registry Admin ID: tuysDexx Pww
Admin Name: Petra sri Petra sri
Admin Organization: Pier Luigi Cecioni
Admin Street: via Aretina 151 L
Admin City: Pontassieve
Admin State/Province: FI
Admin Postal Code: 50065
Admin Country: IT
Admin Phone: +39.3939154433
Admin Phone Ext
Admin Fax: +39.02700414102
Admin Fax Ext:
Admin Email: info@edizionipetra.com
Registry Tech ID: tugFWb71do02MOPD
Tech Name: Petra s Petra sr
Tech Organization: Pier Luigi Cecioni
Tech Street: via Aretina 151 L
Tech City: Pontassieve
Tech State/Province: Fl
Tech Postal Code: 50065
Tech Country: IT

Source: The Panel

Advertising as Western Representative Office of Mansudae Art
Studio
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Whois mansudaeartstudio.org

Domain Name: MANSUDAEARTSTUDIO.ORG

Registry Domain ID: D127541223-LROR

Registrar WHOIS Server:

Registrar URL: http://www.tucows.com

Updated Date: 2016-12-17710:32:29Z

Creation Date: 2006-08-20719:04:14Z

Registry Expiry Date: 2017-08-20T19:04:14Z

Registrar: Tucows Inc.

Registrar IANA ID: 69

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited hitps:/ficann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited hitps:/icann.org/epp#clientUpdateProhibited
Registry Registrant ID: tul40nAfSd9zzhLk

Registrant Name: Petra srl Petra s

Registrant Organization: Pier Luigi Cecioni

Registrant Street: via Aretina 151 L

Registrant Phone Ext:

Registrant Fax: +39.02700414102
Registrant Fax Ext:

Registrant Email: info@edizionipetra.com
Registry Admin ID: tuysDexxDPhAoPww
Admin Name: Petra srl Petra sr

Admin Organization: Pier Luigi Cecioni
Admin Street: via Aretina 151 L

Admin City: Pontassieve

Admin State/Province: Fl

Admin Postal Code: 50065

Admin Country: IT

Admin Phone: +39.3939154433

Admin Phone Ext:

Admin Fax: +39.02700414102

Admin Fax Ext:

Admin Email: info@edizionipetra.com
Registry Tech ID: tugFWb71do02MOPD
Tech Name: Petra s Petra sid

Tech Organization: Pier Luigi Cecioni
Tech Street: via Aretina 151 L

Tech City: Pontassieve

Tech State/Province: Fl

Tech Postal Code: 50065

Tech Country: IT

Source: The Panel
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Annex 28: DPRK prohibited activities in Mozambique

Examples of documentary evidence of military cooperation between
the DPRK and Mozambique

FMOEZQ ol gl B 3t 2
2B ANED

Democratic People’s Republic of Korea
Economic & Trade Representative Mission

Ref Ne KMN-

Re: Visit by a Korean Delegation

The Economic and Trade Representative Mission of the Democratic People’s
Republic of Korea in Maputo presents its compliments to the National Directorate for
Defense Policy of the Minsiry of National Defense of (he Republic of Mozambique
and has the honor to request the latter to kindly amange to send a visa issue
instruction to the Consulate, Republic of Mozambique in Beijing, Chica for the
following Passport holders who arc going to wisit the Economi¢ and Trade
Representative Mission of DPR Korea in Maputo and other Korean Delegations in
Mozambique for the understanding of our work from 30 Oct 2015,

The passport data for the members are as follows:

1. Name: Kim Kang Chol Date of Birth: 23/09/1969
Passport Ne: PS 745220482

2. Name: Pak Ho Hyon Date of Binh: 05/04/1568
Passport No: PS 745320662

3. Name: Pak Chol Ung MnfBEnh: 19/00/1981

The Economic and Trade Representative Mission of DPR Korea in the Republic of
Mozambique avails itself of this opporlunity to renew to your Dircclorate the
assurances of its highest considerations.

The National Directorate of Defense Policy
Ministry of National Defense,
l'lq:d:l:c of Mozambigue
Maputo, Oct. 13, 2015

PAEK SONG
lloptwmutiw

Beirro Malhsngalene, R/C No. IZ'M AV ).In'l‘:'l‘w Mapuia, Mozambigue
Tel: 425854 9572001, +258 21 400173, B-Msil: madustn@idm co m

Sowrce: The Panel
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Y

REPUBLIC OF MOZAMBIQUE
MINISTRY OF NATIONAL DEFENCE
NATIONAL DIRECTORATE FOR DEFENCE POLICY

Tex

Economic & Trade Mission of
ity e
MAPUTO

Ref W /N /DNPDAMDNA0LS Mapeto A€ October 2013
Subject: Letver of lovisagion

The Natdonal Dircctorate {r Delemce Policy prescats ks compliments to the
Economic & Trade Representative Mission of Demeocratic People's Republic of Korea

andd has the hooour to invite the following members 10 visit Maputo in October 2015 in
order to conduct an Inspection on the jolat project between the two Minkstrics of

Defence of Mozambique and Korex:
1. Mr. Kim Kaag Chol PS 745220482
2. Mr. Pak Ho Hyos —PS 745020682
3. Mr, Pak Ol Ung: PS 775420128

The National Directorste lor Defeace Policy avails itsell of this opportunity to relterate
to the Economic & Trade Reproscacative Mission of Democratic People’s Republic of
Korea in Maputo the assurances of its highest coaxideration.

Source: The Panel
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Mr. Ri Chang Su, (Passport No. 927310139, DOB: 29 April 1967),
Third Economic and Commercial Secretary at the DPRK embassy
in South Africa, Haegumgang Trading Corporation representative
responsible for military cooperation with Mozambique
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Source: The Panel
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for $6 million contract provided by Monte

invoice
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Source: Monte Binga
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Images of the Susan 1 and Susan 2 with DPRK markings

Name of vessels in Korean

Political slogans praising DPRK
leadership

Source: The Panel
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Letter from the Mozambique Ministry of Defence to the DPRK
Ministry of Defence

’

Hirrdsddnio v “';6 st Vacdonal

f '
peade oo s lindaéon

The Ministry of National Defence of Republic of Mozambique presents its
compliments to the Ministry of the Armed Defence Forces of the Democratic People's
Republic of Korea and has the honor to inform that the Republic f Mozambique as a
Member State of United Nations Organization (UN) has been notified by the lawer in
regard to the implementation by our country of Resolution 1874 (2009) and several
other UN Resolutions related to sanctions imposed against the Democratic People’s
Republic of Korea.

The abovementioned notification indicates that the UN Panel of Experts established
by United Nations Security Council resolutionl874 (2009) to gather, examine and
analyze information regarding the implementation of the measures imposed on the
Democratic People's Republic of Korea (DPRK) by the Security Council Resolutions
1718 (2006), 1874 (2009), 2087 (2013) 20194 (2013) and 2270 (2016) is carrying out an
investigation over incidents of non-compliance of the aforesaid resolutions.

The Panel has indicated that it intends to visit our country next week in order to
gather reliable and verifiable information regarding the suspicions of non-compliance.

In light of the above and of the long historical ties and cooperation that links our two
countries, the Ministry of National Defence of Republic of Mozambique wishes to
inform through this letter, that in order o conform to the UN Security Council

resolutions, the Republic of Mazamblique has decided to temporarily suspend, witllP

Av. Mbties 63 Musda o' IB0I73, Telel. 40208 1AL 490CATMONEN0. Fax ¢RME10MEZIAOMNI0DE, Talex 6208 LOAOMN, CPA" 2214
MAPUTO, VOCANERCUT

~
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immediate effect, all the activities under the Bilateral Cooperation Agreement reached
upon between our two Ministries.

The Ministry of National Defence of the Republic of Mozambique avails its self of this
opportunity to renew to the Ministry of Armed Defence Forces of the Democratic
People’s Republic of Korea the assurances of its highest consideration.

Minister

Atan dor M'tumuke

To:

The Ministry of Armed Defence Forces

of the Democratic People's Republic of Korea
Pyong Yang

Ref: JfEC/G DN/2016
Maputo, f&""September 2016

A7, Miketines cie Mt £ 280075 Tekel. 1001, Wﬁmmmmnm Toex &0 MOMIN, CFat 14
MOCAMBQUE

MAPMUTO,

Source: Mozambique
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Annex 29: Contract between Crist and Armex
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Strona2:z3

§2
10 wykSnanma:
roppocagcie;  M114-07-01
rakadicreniy:  2014-£2.31
Zernawoiajgoy mafe skrood fub preediuzed termin wykonania dziela

&3
Whynagradaenie 33 prawigiows wikonanie umaowy:
warlosd
podstiwa raplaty.  wystawiony rachunek praer Wylionawee
Dirrmdn platnodc raliczkowe kazdepo mieslgce wyphaca sie po -:I dla kaide) asoby, ostatecene rodiczenie po
wikonamu tadania
platnosc.  platnedd w PLN
g4
Inne:
Badera lekarskie:  bodania kekarskie po stronke Zamawiajgoegs
ad2iel | wypossienie odries achranna po stronie Wykonawey
rakwilorowanie:  nie dotyoay
sk nie dotycay
nargedzia:  po stronie Wykonawoy

&5

1] Wykonywania drieta wgodnie 3 ustaleniam ¢ E.amawval-qclflm,

21 Wykarmeacans driela rzetelnie | w tarmide wekazarym e b 2, majge na uwadee ustalenia w &3,

2y Zachowamia poufnosol wazysthich infarmarg, ktdre upyska wlerminie wykonywania diela, kidre stanowig fajemaice
hanglows Tamawialgoego « =go KonMrahenta,

41 Wie podejmowania iadnych roamdw @ Kontrahentem Jamawiajgiego dotyczgoyeh kwestii finansowych,

51 Nie podejmowania jakichkolwiek coaynnaeic majgcych na celu uzyskanie informach od ossb traecich, owigranych =
preedmeolem nisiejsie) umowy, kidre stanowig tajemnice hantiowy Zamawisjjcego,

Bl Zaniecharie spobywamis alkohoiu w jakiajkolwiek postaci prees caly akres [rwania umowy Hrowno w ceasie wykOmWERiL
driela i w cpasie walnyrm,

1h Preestreegania u Kontrabenta chowigtupgoych praepisdw, a w sicregbingici dotyceqoych berpieciedistws pracy : ogniem,

Bl Wie podejmowdnia pracy w jakiejkolwiek formie @ Kontrahentem Zamawizijoego prrez caly Okres trwania umowy

[13
W prgypadiey nig webonania dekeda w termine, wykonania ge wadliwie lub w sposcb nienateryly Jamavdalacy ma prawo do
pomnigjsenis wynagrodienia lub anelowania raméwienia bez odsskodowania.
11 Maruszenie zobowlzzan Wykonawsy wymienionych w § & bedzie traktowane priez Za mMaWiACEED jako powatng naruszems
wrarunking nintEse Umowy
21 Wasgszenie robowigzan Wykonawcy wymienionych w & 5 bedzie skutkowad prawem Lamawialzeego do rorwigzanaa
niic)sze] umowey Le skutkiem matychmiastowym. W Lakim groypadiu kosziy praejazdu w obie SLrony oraz inne kesity ponosi
calkowicle Wykonawa.
W oprzypadku poniesienia jakichkobaiek stral @ triudu naruszenia preer Wykanawe jegao 2obowiyzad, a lakte naratenie
dobrego imiemia Zamawiajqcems, ZemawiamEcy ma prawo do obniienia wynagrodrenia do B0% jej wartodei

§7
1 wykonawea pones odpewiedziaingic materalng za tubyene tedciowe i asprtymantowe materi i OraT 73 peaies 1omy
SRrIGt i narsgdyia,
2} wykenawi ehwiadcora, e
al posiada edpowiednie akiwalne Badania lekarskie,
L jest priesrealony w rakresie BHF § Ppot. na stanawisku pracy,
ol posiads odpowiednie kwallfikacje do samadrielnegs wykamyweania driela ber nadrarg,
dl  jest ubeipreciony | pociada 1adwadirenic uprawniajdce do Swiadored rrecrowych (rdrowstnych] podrras pObytu w
panstwie crbonkowskim EOG
€] rRIYENL|E T Oobrowolnego ubergrecienia spobecinego chorobowego, emeryralnegn i TENTEWEZD
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7 . ﬁrgl'{f
Strona 373

i1
‘;-" Zarniarern stron tej umowy Jest, by nic €6 jest zawarte w Umowie, nie bylo uwadane i3 tworzenie | oenaki stosunku zatrudnienia
4 pormedry famawiageym 8 Wykonaweq, @ Wykanawea odstepaje od jakichkolwiek takich rosrered, rdwniet wabers Kontra henta
Lamawiajgrego

§4
skieknlwiek ariany w niniejsig] umowie moga byl dokonane ybe w formie pemne] pod rggorem niswainodc, Strony nie
TOgY powolywad sla na ustalenia pozaumawne,

§10
W osprawach nieuregulowanych nivse)siq umowa SI0Sube 56 preepisy Kodeksn Cywilnego, Wiadoiwym do ro LSUTTYRATIA APOTOW
rrag3oych wiernkngd wowyniky realizec) minlepsze) smewny |est 530 Eejonowy o GEatike

511

Umgwea pontata sporeqdions w dwoch jednobromigoych sgremplarzach, po jednym dla kaidej 2e stros,

Zamawlajgoy:
Cecylis Kowaiska ~ Prezes Tarzgduy

Macie) Kowalski — Crtonek Zaqdi

Hr | Hatwivks iy Podpa

Wykenawga: n
W M walg Podpis
waarursk - e e

Source: The Panel
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Annex 30: Agreement between Armex and Rungrado

146/292

- R

Tofpamiy w1

'R .

(5 oAainy

: EOETTE A &
:?}3_1.% !
|

UMOWA

Na wslugi kaoperacyjne w zakresie demontaiu, montatu | spawania konstrukcil
stalowyeh z dnla 2012-07-01 zawarta pomigdzy:

Armex Sp. z o, 0.

2z siedzibg: BO-955 Gdarisk, ul. Marynarki Polskiej 96
NIP:584-025-17-19

reprezentowanym przez:

|
.

Zwanym dalej Zamawiajacym
a

KOREA RUNGRAD GENERAL TRADING CORPORATION !

reprezentewanym priez: -

Zwanym dalej WYKONAWCA

& 1 Definicje

O ile w dalszej czedsci Umowy bedzie wystgpowad okreslenle ZLECAJACY naleiy przez
to rozumiad firme kontraktujaca sekcje/bloki statkdw,

§ 2 Priedmiol Umowy

1. Zamawiajacy zleca, a Wykonawca przyjmuje do wykonania spawanie
prefabrykowanych i montowanych sekcji oraz blokéw  statkdw na  jedn.
NE142/2, B68/1-4, NBIB/1-2 wq zatgcronego harmonagramuo,

¥, Wykonywanie prac badrie odbywate sig na jednostkach w oparciu o dostarczong
dokumentacje | zgodnie ze standardami i normami obawigzujacymi,

3. Wadzdr nad wiykonywanymi pracami bedsy petnilj prredstawiciele
Zamawiajacego, {ub wyInaczeni prrez niego fudzie, wipdinie z
przedstawicielem Wykonawcoy.

4. Wykonawca robowigruje sige do wykonania zrieconej pracy zgodnie 2
obowiazrujacy technologia, zgodnie z wymogami i przepisami BHP oraz ppoz.

18-01593
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£ 3 Cena umowna

1. 7a wykonane prace Zamawilajacy zaplaci Wykonawcy jedynle kwote wynikajaca
ze stawki umownej, pod warunkiem, i2 Zamawiajacy i Zlecajgcy przyimg bez
zastrzegen wykonany przez Wykongwoe zakres prac, a powyisze znajdzie potwierdzenie w
protokole zdawczo-odbiorezym podpisanym pomiedzy Wykonawes | Zamawiajacym, na
warunkach okredlonych ponize).

2. W preypadku prac w systemie godwinowym stawka bgdzie wymosié - PLN
(dwadzieieia 00/100) za roboczogodzing.

§ 4 Nadzdr | Koordynacja prac

1. Prace nalexy wykonywad w oparcin o dostarczone przez Zamawiajacego:
4. dokumentacje techniczng i rechnologiczna
b, ramowy wykaz odbiorow kadiuba
¢ ramows technologie remontu § budowy kadiuba poszezegdimvch jednostek
d. plan kontroli spoin
plan prob szczelnodc
£ ksigtke odbiordw prac

o

g polecen nadzonu Zamewiajaceno
§ 5 Obowigzki Wykonawcy

1. W celu realizacji Umowy Wykonawea zgodnie z procedury prawng obowigaujaca przy
zatrudnizniu obcokrajowedw, oddeleguje do siedziby Zamawiajacego wybowalifikowanych
pracownikdw w zawodzie spawaczy, posiadajacych:

a. stosowne kwalifikacje i uprawnienia

b. prakiyke stoczniows

c. dodatkowo Wykonswea oddelepuje minimum | pracowniks do nadzoru nad
pracami prowadzonymi przez Wykonawee na terenie Zamawiajgcego

2. Wykonawca gwarantuje:

a. dobrg jakosé prac wykonywanych przez swaich pracownikdw
b, odpowiednia wydajnosé pracy
¢ podporzgdkowanie sig pracownikow Wykonawey wszelkim przepisom, normom |

zasadom obowigzujacym na terylorium Rzeczypospolite) Polskiej

- i

K
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3
W przypadke niespelnienia  ktoregokolwiek = ww. punktéw preez  pracownikow
Wykonawey Zamawiajgcy ma prawo do:
a. mgdania zadostuczynienia
b. #adania przyslamia innego pracownika na koszi Wykonawcy
c. odstgpienia od Umowy, bez zachowania okresu wypowiedzenia.

. Wieuzasadnione przekroczenia zuzycia iloSciowego | asortymentowego materialdw obciges

finansowo Wykonawce.
Wykonawes od momente przekazania materialéw, jak rowniez wdostepnienia mienia
Zamawiajaoego, Flecajavego lub osob trzecich, do czasu edbioru prac lub zdania mienia
ponosi pelng odpowiedszialnodé materialng za ich uszkodzenie, zagubienie lub zmiszczenie
wynikfe tylko z winy Wykonawcey.
W przypadku niespelmienia wymogow jakosciowych 1 terminowych przez pracownikow
Wykonawey, wyniklych z winy Wrykonawey, Zamawiajgcy zastrzega sobie prawo do
odstapienia od Umowy bez zachowania okresu wypowisdzenia.
Kiecrownicy remonty, kierownicy wydzialowi, mistrzowie, inspektorzy Bhp 1 ppoz. 1 inni
uprawnicni przez Zamawigjjcego lub Zlecajgcego majg prawo do kontroli pracownikdw
Wykonawcey pod wegledem preestrzegania preepisdw, norm i zasad:
a. prawnych obowiarujaoych w Polsce
b. przepisow Bhp i ppoz.
¢, wspiliyeia spotecznego
Przedstiwiciele wyzmnaczeni do ww kontroli 3 uprawnieni do wydawania wskardwek
dotyczgeych respekiowania ww. przepisdw, W przypadku nie podporzgdkowania sig
pracownikow Wykonawey ww. zaleceniom Zamawiajacy ma prawo do  odestania
pracownika famigcego przepisy do Wykonawecy a nawet ma prawo do odstapiesia od
nimejsze] Umowy bez zachowania okresu wypowiedzenia. Prawo do odesfania pracownika
do Wykonawey preyshuguje rowniez w przypadku niespelnienia przez Wykonawee
gwarancji omowionych w punkcie 2 niniejszego paragrafu.

. Zamawiajgcy nie ponosi winy za zdarzemiz (w tym wypadki) zaisiniale przy pracy

pracownikdw Wykonawey, wynikle z nieprzestrzegania stosownych przepisiw

. Wykonawea pokryje wszelkie szkody osobowe 1 majatkowe spowodowane przez swoich

pracownikdw osobom trzecim | Zamawiajgoenm
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§ 6 Czas trwania Umowy

. Umowa zostaje zawarta na czas okreslony od [

. Famawiajgeemu preyshuguje prawe do wezedniejszego rozwizzania niniejsze} Umowy 2 3-

miesigcznym okresem wypowiedzenia

. W przypadly naruszenia postanowien Umowy Zamawiajigeemu, tak jak | Wykonawey

preysluguje prawo do odstgpienia od Umowy ze skutkiem natychmiastowym

. Przy rozwigzaniu Umowy wymaga sie pisemnego powiadomiendz drugiej strony z

migsiecznym wyprzedzeniem.
£ 7 Warunkl pratnadei

Wykonanie prac zapisuje sig w protokole prac wykonywanych, oo miesiac zgodnie 2
postepemn wykonywanych prac. Obliczenia wykonuje sig co miesizc.

. Warlodé prac wjetych w kontrakcle uvwzglednia wynagrodzenie Wykonawey | wszysthie

jego koszty rwigzane z wykonaniem tej Umowy: uirsymywanie pracownikaw, koszt prac
itd... jak rowniez wszystkie podatki 1 oplaty obowiazkowe do zaplacenia preez Wykonawee.

§ B Postanowienia koficowe

. Do wykonamia Umowy | rozsirzygania sperdw z nig zwigzanych oraz w sprawach

nieuregulowanych niniejseg Umowy majg zastosowanie przepisy prawa polskiego.

. Wizelkie spory wynikle w trakcie realizacji Umowy rozstrzygac bedzie Sad Powszechny w

Gdansku

. Wazelkie zmiany do niniejszej Umowy moga byé wprowadzone w formie anelksu pod

rygorem niewaznoscl.

. Strony nie ponoszg  cdpowiedzialnosc: za czesciowe fub  catkowite niewykonanie

zobowigzan Umowy, jeseli to nigwykonanie nastapio na skutek okolicznosel sity wyzszej

Za okolicznodci sity wyzsze] poczytuje sig okolicznoscl, ktore powstaly po zawarciu
Umawy, na skutek nieprzewidzianych preez Strong zdarzen o cherakierze nadzwyczajnym,
jak: wajne,  kleski fywiodowe, strajki orsz dzighamiz  regdowe 1 admindstracyine

uniemozliwiajgee wykonanie zobowiazan Umowy,
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3
Stroma dotknigta sits wy2sza niezwiocznie powiadomi na piSmie drugs Strone o zaistaialym
preypadi sity wyzszej. Swiadectwem wystapienia okolicznodei sily wyzszej 1 okresu jej
trwvania bedzie dokument Tzby Handiowe) Kraju Swony powoldujace) sie na te okolicenosci,

Tezeli na skutek wystapienia sily wyszej lub innej nieprzewidziane] przez strony sytuacii
wykonanie Umowy byloby prawnie lub faktycznie niemodliwe, to kaida 22 Stron bedzie

uprawniona do zawieszenia wykonania ninigjsze)] Umowy.

W takim wypadku Strony w terminie dwich tygodni podejmy decyzje co do dalszego
chowigzywania Umnowy lub odstgpienia od Umowy,

W przypadia gdyby okolicenodd sity wyzsze) trwala dbode niz 30 dni, kazda ze Stron
bedzie miala prawo do rozwiazania niniejszej Umowy & 2-tygodniowym wiyprzedzeniem.

ZAMAWIAJACY-

Armex sp. Z 0.0,

ul, Marynarki Polskiej 96 m
80-955 Gdansk WP 1128 NS “"%
WYKONAWCA:

Korea Rungrado General Trading Corp.

ADD: Segori Dong, Dist, Potonggang KOREA RUNGRADO GENERAL TRADING CORP.

ongvang, DPR Korea ADD: Segorl Dong, Dist. Polo
Fyongyase, Pyangyang, OPR nuuw
Tet: 850-2-18-111 Fax 810-850-208-14507

Source: The Panel
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Annex 31: Extract of the specifications of project NB428 and associated
drawings

18-01593

Karstensens Skibsveerft A/S 71,80 m Hull NB 428

26
261

262

263

Windows (supplied by BUYER) as described under gr. 515.

Access to wheclhouse top by vertical ladder. Foundations for lights and antenna
foundations etc to be fabricated and mounted as per BUYER-drawing.

Sliding windows to have collection boxes around and drainage pipe.

HULL OUTFITTING

Hull marks

Ship number on each side forward, on transom and on heli deck 10 be marked by
welding lines. The vessel 10 be provided with draft marks in decimetres on stem,
midship and stem on both sides.

Draft marks positions to be checked and approved by DMA or Class.

Hull markings for thrusters and bottom equipment to be fitted.

Every tenth frame to be marked with respective number for underwater inspections.
Waterline and tug marks to be arranged by tack welding.

All bottom tanks to be marked by welding. Marks for tugboats.

Benchmarks 30 pes 50x50 mm StSt plates to be fitted at locations as per scparate
drawing. Plates to be delivered by BUYER.

Bottom plugs to be St.St. Onc type for fucl tanks and diffcrent type for water
tanks(different head)

Bottom plugs to be mounted in all tanks, bilge wells, engine room, and sonar-
/thruster room. Plugs to be 3/4" made of stainless steel as per NS (Norwegian Stan-
dards). Tank number to be marked with tag welding at side of each plug as per de-
tailed drawing.

In engine room two sea chests (high and low) to be arranged, as described under gr.
220. Top of seachets to be sloped in order to vent sea inlets.

Bilge wells with removable stainless steel gratings. Wells to be located as per Unit
drawings.

Foundations

Foundations to be armanged for weapon systems including: 2x MU 09-Torpedo on aft
deck (only reinforcement below the deck), foundation radar sight wheelhouse top,
foundmon 2DLS launchcn frame 20- 25, foundation salute canon, foundation light

Small fowdm:uﬁorcquspmanmm Garroome!clobcdclwacdugwddi:dm
its positions.

Alignment of foundations to be afier standard stated on the drawings - in general
Imm/ Im.

All as per supplied drawings.

Foundation for main engine and machinery as per gr. 223.

s i

Source: The Panel

151/292



$/2018/171

=

Source: The Panel

152/292

18-01593



S/2018/171

Annex 32: Crist letter to the Panel dated 15 January 2018

18-01593

O

CRIST S.A. c RI SL tal,; + 48 58 763 3300

81-336 Gdynia Fas: + 48 58 769 3301
ul. Cxechoshowacka 2

WAL ool

REGON: 003002873 e=mail; hiurogorist.comupl
NI 583-00-05-443

Gdynia 15.01.2018 r.

Your reference: 5/AC.49/2018/PE/OC.02

Mir. Hugh Griffiths

Coordinator of the Panel of Experts
established pursuant to

Security Councl Resolution 1874 {2005)

Dear Mr. Griffiths,

Regarding your letter dated to CRIST 5.4, dated of Jan, the 2, 2018, and information presented by the panel
contained thereln, we would like to point out few things that we disagree with, First of all our company acts
in accordance with Polish, EU and International law respecting the rules of convention 29 of Internal Labor
Organization, concerning forced or compulsery labor, and maintains the highest standars of businass ethics in
relations with our suppliers, cooperatars and workers which is stated in CRIST “Code of Ethics and Good
Conduct in Business” (hereinafter; CRIST Code of Conduct). With this said we would like to point out that:

Mo cases of employing North Korean workers by CRIST S.A. itself, have ever been applied. In the past,
we used to cooperate with company ARMEX Sp. 2 0. 0. This company once employed North Korean
workers. Under the cooperation agreement all our suppliers and cooperators are obliged to provide
the legality of the employment and compliance with rules and regulations of CRIST Code of Conduct.
The ARMEX company was obliged to follow those rules and was under the control of Polish State Labor
Inspection. CRIST ceased its cooperation with ARMEX in July 2016, and from that time we had no
contact with them. We have never cooperated with Armex to “hire overseas workers from DPRK™.
ARMEY was one of many subcontractors to aur shipyard that was hired to do some welding work on
our projects. It s worth mentioning that the workers employed by ARMEX weren't anly from DPRE.
The ARMEX MNorth Korean warkers did some work on our premises, but had never been imolved in
the project ME 428 as per our statement dated on 05.09.2016 provided to Polish Ministry of Foreign
Affairs.

The project MB 428 was designated as a multipurpose vessel, In reference we are sending to you the
General Arrangement plan which was an attachment to our contract with Karstensens Skibsvaerft AfS.
There are no drawings of military installation in the signed contract documents, Referring to the
foundations, they are structural parts which can easily be adapted to serve many future functions, not
necessarily for military purposes. It is a common and widely applied practice in the shipbuilding
industry to implement some structural solutions at the early stage, which can serve several purposes,
but not necessarily be implemanted even after many years of service. Furthermore we were assured

ENP PRRIBAS BANE POLSKA S04 [ ] L
RS- 000361752 77 1600 1303 0004 1007191 7 200 | ey PR | e, R
et Reejonaomy Giciarti. Pine: CREDHT AGHICOLE BANK POLSKA 5.4 | g i bl
11 Whydisial Goapodancy KRS w Gdanaky A% 1940 1078 6601 CIE3 D000 0000 | . g 45 . ]
apital Zakindowy : 755.23080 11 FHO BANE POLSKI 5.8 | - L L -
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- No cases of employing North Korean workers by CRIST S.A. itself, have ever been applied. In the past,
we used to cooperate with company ARMEX Sp. z 0. 0. This company once employed North Korean
workers. Under the cooperation agreement all our suppliers and cooperators are obliged to provide
the legality of the employment and compliance with rules and regulations of CRIST Code of Conduct.
The ARMEX company was obliged to follow those rules and was under the control of Polish State Labor
Inspection. CRIST ceased its cooperation with ARMEX in July 2016, and from that time we had no
contact with them. We have never cooperated with Armex to “hire overseas workers from DPRK".
ARMEX was one of many subcontractors to our shipyard that was hired to do some welding work on
our projects. It is worth mentioning that the workers employed by ARMEX weren't only from DPRK.
The ARMEX North Korean workers did some work on our premises, but had never been involved in
the project NB 428 as per our statement dated on 05.09.2016 provided to Polish Ministry of Foreign
Affairs.

- The project NB 428 was designated as a multipurpose vessel. In reference we are sending to you the
General Arrangement plan which was an attachment to our contract with Karstensens Skibsvaerft A/S.
There are no drawings of military installation in the signed contract documents. Referring to the
foundations, they are structural parts which can easily be adapted to serve many future functions, not
necessarily for military purposes. It is 3 common and widely applied practice in the shipbuilding
industry to implement some structural solutions at the early stage, which can serve several purposes,
but not necessarily be implemented even after many years of service. Furthermore we were assured

BN PARRAS OANS FOUSKA LA { ‘l o ng,
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Annex 33: Extract of Nauta website

NAUTA ¥iiars .-

Start News Ship repairs  Ship conversions Bi=er 8oz will New buildings Company Contact

Special projects

Apart from the civilian production, Nauta Shiprepair Yard provides services in the area of repair, modifications and building of the
naval vessels for the Polish and foreign navies, including, but not limited to the works on board submarines. Having obtained all
necessary certificates the total level of the services for the Polish navy has been constantly growing.

The gained experience in repairs of naval vessels, low labour costs and certified quality makes the yard and ideal place for repairs of
naval vessels for other NATO countries.

Source: http://nauta.pl/index.php?special-projects (accessed on 14 December 2017)
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Annex 34: List of Exhibiters to the 20" PITF (Spring)
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JILIN PROVINCIAL JISHUNCHENG TRADE
JILIN PROVINCIAL XINAOJIAN TRADE
HUNCHUN RONGTONG TRADE CO,, LTD,
JILIN PROVINCIAL SHILIN TRADE CO.,
HUNCHUN CHANGY! TRADE CO., LTD.
JILIN FEIGE OUTSIDE PRODUCTS CO., LTD.
GUANGZHOU DONGFANG IMPORTED GOO
SHENZHEN HONG WAN CHANG TRADING
TAIWAN FU LING TECHNOLOGY CO., LTD
SHENZHEN HUIFENG QINGGONG CO., LTD.
WENZHOU HUAYI GUOJT SHANGPIN €O, L
SHANDONG XINAOJIAN ECONOMY &
HEBEI WENAN ZHIY1 PLASTIC PRODUCTS
BAZHOU DONGYANGZHUANG HONGSHE!
GUANGZHOU XINGUANG DAILY NECESS
CHANGCHUN JIULI DAILY NECESSITIES
CHANGCHUN RONGDAYUAN TECHNOLO
JILIN HUAWEI MECHANICAL & ELECTRICAL
JILIN PROVINCIAL MUZIWU DAILY NECE
JILIN EVERPULSE HANDIWORK MANUF;
CHANGCHUN DEXIN ELECTRONIC &
DALIAN JIAYANG YIHE TRADE CO., LTD.
BELJING BAILUDATONG PHOTOELECTRIC
FOSHAN SHUNDE QIAOY! ELECTRIC IND
GUANGZHOU JIANTENG PLASTIC TEXTILE
SHANDONG BOS ENERGY TECHNOLOGY.
SHENYANG ENDE HARDWARE IMP&EXP.
SHENYANG HON MING TECHNOLOGY C(
SHANGHAI TAKNO FOOD MACHINE CO.,
ZHECHENG GREEN FOREST WOOD CO. L
WUHAN OPTICAL VALLEY HONG JING
DANDONG TENG HUI INDUSTRIAL CO.,
GREE ELECTRIC APPLIANCES INC. OF ZHU
BEWING YOP TRADING CO., LTD.

1D.

e O 0., b -
HONG ZHONG BIOTECHNOLOGY CO.LTD

TAIWAN TIGHT TECHNOLOGY CO., LTD.
BENESSERE & SALUTE CO., LTD.

MEI SHAN TEA SEED OIL MANUFACTORY
FANTABULOUS MACHINE INC. '
SUPER COFFEEMIX VIET NAM LTD.
CCLGROUP

VIET DELTA INDUSTRIAL CO. LTD.

HA VIET TRADING AND MEDIA COMPANY

OTIM SPA
JAMESON'S WINERY (FUJIAN) CO. LTD.
S AND P GROUP

HI WELL HEALTHCARE CORP. NEW ZE
MARSFARM CO., LTD. i
ERLAPT. CO.

PT.TRIAS SOLUSI INDONESIA
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Source: NK News
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Annex 35: Chinese company’s brochure exhibited at its booth

Source: NK News
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Annex 36: Syria

Letter from the Syrian Arab Republic

PERMANENT MISSION OF THE SYRIAN ARAB REPUBLIC TO THE
UNITED NATIONS
820 Second Ave., 158 Floor, New York N. Y. 10017
Tel: (212) 6511313
Fax (212) 9834439

MOST URGENT
PM/2017/224 New York, 17 August 2017

The Permanent Mission of the Syrian Arab Republic to the United Nations presents
its compliments to Coordinator of Panel Experts established pursuant to Security Council
Resolution 1874 (2009) and with reference 1o the letter no. S/AC.49/2017/PE/OC.308
dated 5 July 2017, has the honor to inform the following:

1. The Government of the Syrian Arab Republic has no inter-action with the two
entities or individuals whose names are mentioned in the letter.

2. There are no DPRK technical companices in Syria, and the only presence of some
DPRK individuals are confined in the field of sports under private individual
contracts for training in athletics and gymnastics.

The Permanent Mission of the Syrian Arab Republic to the United Nations avails
itself of its opportunity to renew to Coordinator of Panel Experts established pursuant to
Security Council Resolution 1874 (2009), the assurances of its highest consideration.

H.E. Hughs Griffiths
Coordinator of Panel Experts established pursuant to
Security Council Resolution 1874 (2009)
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DPRK Corst Company invoice for shipment to SSRC front company Megatrade in 2017
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Source: The Panel
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Airway bill showing foreign company as shipper and DPRK Embassy in Damascus

as consignee

Source: The Panel
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Annex 37: Bills of lading of interdicted shipments

COPY
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Source: The Panel
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Annex 38: Bills of lading of interdicted shipments

166/292

184 7] SALES CONTRACT

CONTRACT NO: 2016081501 DATE:2016-9-15
THE SELLERS: CHENGTONG TRADING CO.,LTD

THE BUYERS: GENERAL CO. FOR CABLES INDUSTRY-DAMASCUS

ARTT RO SR 90 357 348, 4 038 F T B 4

THE SELLERS AGREE TO SELL AND THE BUYERS AGREE TO BUY THE UNDER MENTIONED GOODS
ON THE TERMS AND CONDITIONS STATED BELOW:

i 2 U [ AHUSD) | £ a(uso)
NAME OF COMMODITY QUANTITY | UNITPRICE | Amount
Fire hydrant SS100/65.1.6 26 set 60 | 1500
Valve DN15,PN1.6MPa, CS46H.16C 78 st 30 2340
Cable VV3*50+1 20610M | 59882 | 123005
Light switch 220V 10A 436 set 872
Welded pipe@32+2.5 “ 5578.2
Welded pipe?108*4 13124kg 0.56 7218.2

EAt: usp140,513.9
TERIMIS:FOB CHINA PORT

SATREPE: F) 30%-5 1% )5 3 K 18 70%

PAYMENT TERMS:30% DOWNPAYMENT
70% PAYMENT AFTER RECEIVING AND FINISHING OF INSPECTION OF THE
GOODS WITHIN 3 MONTHS
6.1u%,; #F{SEE PACKING LIST)
PAKING:  UNITS{ KL% )

19450 [7):2017 5F 1 B

TIME OF SHIPMENT:BEFORE JAN, 2017,

PEBI M ¥ PEE

COUNTRY OF ORIGIN: MADE IN CHINA
9ALZINE,: R

PORT OF SHIPMENT: CHINA
10.H MBI S SYRIA LATTAKIA

PORT OF DESTINATION: £F WIS
115K R ROVE B2 00 Kol i VAR o Br R 4 44

Actual frelght payment will be made according to the number of containers and Syria

Lattakla’s port charges.
1256l R A% L R R 5

OTHER TERMS: MANUFACTURED ON THE BUYER'S SPECIFIED REQIEMENTS.
AR AR TR BB SRS A
*.Payment and ounen:y As defined in the case of payment /pm

T Forand o tefailf

CHENGTON DING COLTD GENE
| | =
- 4whons¢d .Slgnuln(S') : | e!_'.‘bu CUS

=7
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G CO., LTD

......................

ed Signature(S)

#1547 SALES CONTRACT

CONTRACT NO: 2016101001
THE SELLERS: CHENGTONG TRADING CO.,LTD

DATE:2016-10-10

THE BUYERS: METALLIC MANUFACTURING FACTORY
m—m&mammﬂﬁw@,xﬁmmmﬁm.
REE TO BUY THE UNDER MENTIONED GOODS

THE SELLERS AGREE TO SELL AND THE BUYERS AG
ON THE TERMS AND CONDITIONS STATED BELOW

i

1 ot 42 TR it Hft(usp) | 35(USD)
NAME OF COMMODITY QUANTITY UNIT PRICE AMOUNT
| Stainless steet sommiess pipe045+2,3214 6804kg 2 1360800 |
Stainless steel seamless pipe@s6*,3214 6000M 2.00 12000.00
'; Stainless steel seamless Pipe@T041,3214 15615kg 2 37230.00
Stuinless steel seamless Pipe@159* 3214 §925M - 2.50 14812.50
Copper Cu 60x6 669KG L80 1204.20
| Angle L75x75x6 1670KG 0.80 1336.00
L sheet iron T3, 1000x2000 527KG 0.80 421.60
Bolts M6*50 10000SET 0.15 1500.00
l> welding rod 3.2, J422 282kg 0.9929 280.00 ‘
| Bend DN40, 045x2.5 268pe 4.00 1072,00
| Filter DN32,PN1MPa 13set 30.00 390.00
Lightning arrester $6.6,Cu=30M 3set 1000.00 3000.00
Breaker380V 352504 27set 30.00 810,00
Cable 242.5 2500M 1.00 2500.00
Heat shrink tube ©100#0.6 325M 1.00 325.00
Lamp 220 40w*2s 155et 10.00 150,00
Ribbon L=200,W=3.5,100P/bag 93bag 2.00 18600 |
JinzoT0ud  Sa 295pe 0.50 147.50
Tape 19mmx10m 350pe 1.00 350.00 ¥
Tool  92set Jset 50.00 150,00
il ALiron T=0.8 3257KG 2.50 8142.50
Glass fiber insulation tube DNS0.089*50mm 2099m 1.50 3148.50
Round steel  ®25%3,L=2M S60KG 2.50 1400.00
<, Reducing agent  YH-03 1750KG 023 w0250 |
Base insulutor  ZA-6T S0set s 250.00
E4h: UsD104,816.30 |
TERMS:FOB CHINA PORT

SATRRE MBS 30%-5%1%/5 3 N H A 70%
Payment terms:30% DOWNPAYMENT

70% PAYMENT AFTER RECEIVING AND FINISHING OF INSPECTION OF THE

GOODS WITHIN 3 MONTHS
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6.3 {4f(sEE PACKING LIST)
PAKING:  UNITS( R 4fj )

7TARIEMT:2017 1 AW

TIME OF SHIPMENT:BEFORE JAN, 2017,
BAMMBRME %, R

COUNTRY OF ORIGIN: MADE IN CHINA
LRIZWMHF, b F

PORT OF SHIPMENT:  CHINA
10.HIEE: SYRIA LATTAKIA

PORT OF DESTINATION:  §(AI WS % w
L0305 E I8 A9 0G5 Tt 2 b e P O SR B A S A

Actual freight payment will be made according to the number of containers and Syria

Lattakia’s port charges.
12, 20 e 2 S 45 TR BR sz
OTHER TERMS ; MANUFACTURED ON THE BUYER'S SPECIFIED REQJEMENTS.
TR R Tk AR RS54
*.Payment and currency: As defined In the case of payment

168/292

> ]
, CHENGTONG TRADING CO.,LTD | METALLIC MANUFACTURING FACTORY

l For and on half of
L‘nmm%!wmﬁ CO.. LTD
Py

N

For and on behalf of
CHENGTONG TRAIL
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1% 4[5 SALES CONTRACT

CONTRACT NO: 2016121011 DATE:2016-12-10
THE SELLERS: CHENGTONG TRADING €O.,LTD
THE BUYERS: METALLIC MANUFACTURING FACTORY

AT PR TSR 127 th 4, 3K 738t T 5 iy,
THE SELLERS AGREE TO SELL AND THE BUYERS AGREE TO BUY THE UNDER MENTIONED GOODS
ON THE TERMS AND CONDITIONS STATED BELOW:

R o 5 4 A
NAME OF COMMODITY

Acid proof bricks 300*300°20

Water IasDab
(Acid proof bricks paste accessories )

Valve  DN15,1.6Mpa
L ht: UsD73,667.00

bt H4HUSD) | 4 i5(usp)
QUANTITY UNIT PRICE Amount

5000m | 131538 |
-441 [ 17500 |

1set

TERMS:FOB CHINA PORT

SfTEkakA: Bift 30%-%1%5 3 4N E 1 70%
PAYMENT TERMS:30% DOWNPAYMENT
70% PAYMENT AFTER RECEIVING AND FINISHING OF INSPECTION OF THE

GOODS WITHIN 3 MONTHS
6.40%%: {F(SEE PACKING LIST)

PAKING:  UNITS|ST4f5 8
1AEIEN M:2017 43 Al

TIME OF SHIPMENT:BEFORE MAR, 2017,
87 R T B Wl o ER i

COUNTRY OF ORIGIN: MADE IN CHINA
SAEER: RN

PORTOF SHIPMENT:  CHINA
10. H (S SYRIA LATTAKIA

PORT OF DESTINATION: A% I 4 3 2 77
L1 E ¥ 28 00 0 5 90 2% 0 e O 400 925  A  fo

Actual freight payment will be made according to the number of containers and Syria
Lattakia's port charges.
12 J0 At 0 B 40 3 7 e R s ]

OTHER TERMS: MANUFACTURED ON THE BUYER’S SPECIFIED REQIEMENTS.
ST BT BRI S R 5 s

*.Payment and currency: As defined in the case of payment

—
| CHENGTONG TRADING CO.,LTD Metallic Manufacturing Factory

For and on behalf of ’
. ” AWl
CHENGTONG %Nb Co., LTD B

& i
| : ' [ L2
. J
T \&m o
\1

-

18-01593

Source: The Panel
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Annex 39: Information on General Company for Cable

Search

About AFEI Members Activities & Contributions FYI Announcements Media Contact us

Home = About AFEl > General Company for Cable Industry Damascus

Quick links General Company for Cable Industry Damascus
Country: Syria
Representative:-
. Telephon: +963(11)2129980

Board Of Dirsctors Fax: +963(11)8821491
E-mail: g.o.eng.ind@net.sy
Website: www,damacable,com,sy

Young Industrialists Address: P.O.Box 827, Damascus, Syria
Sub sector: Cables

The company is of the state owned of the General Organization for Engineering industries which belongs in its turn
Announcements to the Ministry of Industry.

The company produce and market all kinds of low voltage cable up to (1) K.V,

The company apply the following standards SNS - IEC - VDE - in addition to the possibility of producing according
to any other International Standards and company for sore items.

High quality of products good reputation in local and neighboring markets.
Engineers and technicians have distinguished technical experience.

the tow company use modern high technology machines and always aims at developing the production lines to
follow - up the International development of this Industry.

Uses the best raw materials conforming with the International Standards.

The company are equipped with modern laboratory Instruments for testing the raw materials, semi and final
products.

Back

Source: http://arabengineeringindustries.org
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Annex 40: MINISO’s profile on its website (top) and its product sold in
Pyongyang (bottom)

English Japanese Korean

N Home Brand Products News
el % | by St I ¥ mR-8 Reriaan

4 O Brand @ Brand Profile

MINISO, 2 Japan-based designer brand, was co-founded by Japanese desigmer Mr. Miyake Junya and Chinese voung entrepreneur Mr. Ye

Guofu in Tokyo, Japan, with the former serving as chief designmer. MINISO is the promoter of global “intelligent consumer products”

Sticiang to the life philosophy of “simplicity, nature and good quality”” and the brand proposition of “retuming to the nature”, MINISO gains
popularity among consumers with its core brand edges of updating products every seven days, pricing at a low level, and targeting at ntelligent
consumer product chams. It sets the trend of personalized mtelligent consumption in the fromtier market of household consumption. MINISO was run
by MINISO Industries Co,, Ltd. in 2013 and entered the Chinese market in September of the same vear to comprehensively come into the market of
mtelligent consumer products in China

Established in Japan in 2013, MINISO, actively explores the intemational market and has opened over 1000 stores in less than three years, with

bu tumower ding at USD 750 mullson in. 2015 and nearly USD 1.5 billion in 2016. At present, MINISO has reached strategic cooperation

agreements with more than 60 countries and regions including the United States, Canada, Russia, Singapore, the United Arab Emuirates, Korea,

Malaysia, Hong Kong (China) and Macau (China), with an average monthly growth rate of 80 - 100 stores.
Source: http://www.miniso.com/getinfo.php?cid=186&top=1, accessed on 12 December 20

Source:NK News
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Annex 41: Photos of Strategic Cooperation Signing Ceremony between
MINISO and the Democratic People’s Republic of Korea held on
18 January 2017

English Japanese Korean Chinese Chinese (HK)
MINI
SO Home Brand Products News Store Contact
v by Tt I3k P ] ES-8 BsHYaDE
ay News

MINISO Signed Strategic Cooperation Agreement with North Korea, Fast Fashion Spread in the
Korean Peninsula

Source: MINISO Read:1017 Date: 2017-01-22

On 18 January, 2017, Japanese fast fashion designer brand MINISO took another step forward, signing strategic cooperation agreement with North Korea after

cooperating with Japan, South Korea and Mongolia, developing comprehensively in the East Asia Area. The signing of the agreement is of significant meaning to both

North Korea and MINISO, for which both sides attached great importance to the signing ceremony. Mr. Miyake Junya, the global co-founder and chief designer of

MINISO, Mr. Ye Guofu, global co-founder and CEO of MINISO, Mr. Li Minxin, the Vice President of MINISO Asian-Pacific together with Mr. Nan Chengyi, the chief

delegate of North Korea Economic Cooperation Council China Dandong Office were present at the signing ceremony to witness this special moment.

(IMlustration: MINISO signed cooperation agreement with North Korea, developing around the world.)

Source: Panel
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Annex 42: Company profire on MINISO’s website (Left: English website, Right: Chinese
website)
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Company profile page accessed on 11 October 2017

g g“ {E tll:l'l Origh of Niniso

MINISO

8 g“ {E ﬂnﬂ Miniso’s lego

Company addresses
were deleted

Good q u a I ity Junique style, trendy, reliable and

low price. These are the features of Miniso's products.

The creation of Minisa is the creation of a life style. Sho doosn’t emphasizes the
so-<all fashion or Style bot offers real good quality and special products, Wedoa't
think popular brand should be with high prices, On the contrary, we dovelop our
products based on future consumption concept, which is, restoring product
essence, removing fashy and roturning to the nature. Miniso enriches our living
products and manages to offer reasonadle prices at the same Bime,

Miniso's logo i the Image of shipping bag. The whole design Is simple and
modern, It perfectly combines the business nature, an shepping

A

The Logo brand name and graphic design porticlio Is an expresdon of the
customan with qualty service concept of smile, it 1s & kind of e awiude
adwacate.

*Hoppiness is good!™ The eisence of life s the pursuit of happloess, let us face it
with happy, enjoy all the thing in the life !

Source: Company official website at

http://www.minisohome.com/getinfo. php?cid=186&top=1 (Company profile in English)

http://www.miniso.cn/getinfo.php?cid=186 &top=1 (Company profile in Chinese)
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Annex 43: DPRK Bank representatives subject to expulsion under paragraph 33 of resolution 2321 (2016)

Names /Alias

Title and activities **

Location **

Passport number / Expiry
UN Security Council designations where
applicable

Jang Bom Su (aka Jang Tanchon Commercial Bank (hereafter TCB) Syria Jang Bom Su: 15 April 1957. Under aka Jang Hyon U:
Pom Su, Jang Hyon U) Representative. Also operates in and travels to 22 Feb 1958; Dip PP no. 836110034, exp 1 Jan 2020
AR~ Lebanon under various aliases UN Res 2270 (2016) designated him as “Tanchon
Commercial Bank Representative in Syria” on 2
March 2016 (amended 5 Aug. 2017) KPi.016
Jon Myung Guk (a.k.a. Tanchon Commercial Bank (hereafter TCB) Syria 18 October 1976; PP No. 654210108;
Cho’n Myo’ng-Kuk, Representative in Syria. Also travels to and PP No. 4721202031 (expires 21 February 2017); Jon
Jon Yong Sang) M &= operates in Lebanon under various aliases. Yong Sang born 25 Aug. 1976 with dip PP number
836110035, expires 1 January 2020
Ryom Huibong (aka Representative of Korea Kumgang Group Dubai, UAE | 18 September 1961 PP No.: 745120026 (expires 20
Ryo’M Hu’I-Pong) Bank January 2020)
H3ls
Ri Sun Chol (Aka Ri Song | Representative of Korea Kumgang Group Dubai, UAE | 28 March 1964 PP No.: 836132137
Chol) Bank
=Pk Transported money of DPRK laborers in the
Middle East to the DPRK
Kwak Chongchol (Aka Deputy Representative of Korea Kumgang Dubai, UAE | 1 January 1975 PP No.: 563220533
Kwak Jong-Chol) Z™E | Group Bank
Kim Kyong Il (Aka Kim Foreign Trade Bank Representative. The office | Libya 1 August 1979; PP No. 836210029
Kyo'ng-il opened at least 5 accounts at Banque
4384 International Arabe Tunisie (BIAT) in Tunisia. Res 2397 (2017) designated him as “FTB deputy
Two of them are in the name of a front chief representative in Libya” on 22 December
company, Kartos. Kim Kyong Il has also been (KPi.067)
involved in transactions undertaken by
Daedong Credit Bank in China.
Choe, Un Hyok Unification Development Bank (or Korea Moscow, 19 October 1985
z 2 Unification Development Bank, UDB or Russia PP No.: 83612287 (expires March 2021)

KUDB) representative. Replaced Ri Un’So’ng.
Choe Un Hyok’s KUDB business card with his
title of “Representative of KUDB, Moscow
Russia” with the same address as the Embassy
in Moscow is available in the Panel’s 2017
Final Report, S/2017/150 p. 251.
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Russia replied it has no information that
DPRK citizen Chu Hyo '’k [is] acting in Russia
on behalf of or on the instructions of any
DPRK financial institution. (see below)

Chu Hyo’k (Aka Ju Hyok)
7

Foreign Trade Bank Representative

Russia replied Chu Hyo '’k is not currently
residing in Russia. (see below)

23 Nov. 1986; PP No. 836420186, issued 28 Oct.
2016 (expires 28 Oct 2021)

Res 2397 (2017) designated him as an “overseas
FTB Representative” on 22 December (KPi.065)

Ri U’n-so’ng (aka Ri Eun
Song; Ri Un Song) 2|24

Korea Unification Development Bank
representative

Russia replied that Ri U’n-so 'ng is not
currently residing in Russia. (see below)

DPRK / DOB: 23 July 1969

Res 2397 (2017) designated him as “overseas
Korean Unification Development Bank
representative” on 22 December (KPi.078)

Ku Ja Hyong (aka Ku

Foreign Trade Bank Representative

Libya (also

8 September 1957; PP No.: 563220533; Another PP

Cha-hyo'ng) travelled to | No.: 654210218 (expires 27 June 2019 - used in
T Tunisia, July 2016)
UAE, and Res 2397 (2017) designated him as “FTB chief
Saudi representative in Libya” on 22 December 2017
Arabia (Kpi.070)
2015-2017)
Kim Chol Sam (aka Daedong Credit Bank Representative since 11 March 1971; 645120378
Jin Tiesan, €%k=) Z & 2f | 2006, and Treasurer for DCB. PoE reporting
on activities: S/2017/150, paras 225-230 and Res 2321 (2016) designated him as “Representative
S/2017/742, paras 51-56. for Korea United Development Bank” on 30 Nov
China replied that he returned to the DPRK on (KPi.035)
14 October 2016.
Ch’oe So’k-min Foreign Trade Bank Representative. In 2016, Shenyang 25 July 1978
Z A9l Ch’oe So’k-min was the deputy representative | China
at the FTB branch office in Shenyang. He has Res 2397(2017) designated him as “overseas FTB
been associated with cash transfers from that Representative” on 22 December (KPi.064)
FTB office to banks affiliated with DPRK
special organizations and RGB located
overseas.
China replied that he is blocked from entry and
that it requested Chinese banks to freeze the
assets of designated individuals
Kim Tong Chol (aka: Kim | Foreign Trade Bank Representative Shenyang, 28 January 1966; PP No.: 381337404 (expires: 26
Tong-ch'o'l) =& China replied that as a designated individual, China September 2016)

he has been blocked from entry and Chinese
banks requested to freeze his assets

Res 2397 (2017) designated him as “overseas FTB
representative” on 22 December (KPi.068)

T.1/810¢/S
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Ko Chol Man (aka Ko Foreign Trade Bank Representative Shenyang, 30 September 1967; PP No. 472420180
Ch'o'l-man) 1&gt China replied that as a designated individual, China Res 2397 (2017) designated him as “overseas FTB
he has been blocked from entry and Chinese representative” on 22 December (KPi.069)
banks requested to freeze his assets
Mun Kyong Hwan (aka Bank of East Land Representative Dandong, 22 August 1967; PP No. 381120660 exp. 25 March
Mun Kyo'ng-hwan) &3 | China replied that as a designated individual, China 2016
he has been blocked from entry and Chinese Res 2397 (2017) designated him as “overseas Bank
banks requested to freeze his assets of East Land representative” on 22 December
(KPi.071)
Pae Won Uk (aka Pae Korea Daesong Bank Representative Beijing, 22 August 1969; PP No.: 472120208 exp 22 Feb
Wo'n-uk) H{ &= China replied that as a designated individual, China 2017
he has been blocked from entry and Chinese Res 2397 (2017) designated him as “overseas
banks requested to freeze his assets Daesong Bank representative” on 22 December
(KPi.072)
Pak Bong Nam (aka [lsim International Bank representative Shenyang, 06 May 1969
Lui Wai Ming; Pak Pong China replied that as a designated individual, China Res 2397 (2017) designated him as “overseas Ilsim

Nam; Pak Pong-nam)

Hr&E Lt
S o

he has been blocked from entry and Chinese
banks requested to freeze his assets

International Bank representative” on 22 December
2017 (KPi.073)

Pak Mun Il

=] 3=Ne]|
—|I-T'__E

Korea Daesong Bank Representative

China replied that as a designated individual,
he has been blocked from entry and Chinese
banks requested to freeze his assets

Yanji, China

DPRK / 1 January 1965; PP No.: 563335509
(expires 27/8/2018)

Res 2397 (2017) designated him as “overseas
official of Korea Daesong Bank” on 22 December
2017 (KPi.079)

Ri Chun Hwan (Aka Foreign Trade Bank Representative Zhuhai, 21 August 1957’ PP No: 563233049 (expires 9 May
Ri Ch'un-hwan) 2| =%t China replied that as a designated individual, China 2018); PP No.: 563233049 (expires 9 May 2018)
he has been blocked from entry and Chinese Res 2397 (2017) designated him as “overseas FTB
banks requested to freeze his assets representative” on 22 December (KPi.074)
Ri Chun Song (Aka Ri Foreign Trade Bank Representative. Opened a | Beijing, 30 October 1965; PP No. 654133553 (expires 11
Ch'un-so'ng) Euro account at International Arab Bank of China March 2019)
2lEd Tunisia (BAIT) on 18 July 2012 in the name of
“Secretary’s Delegate of the DPRK’s Mission Res 2397 (2017) designated him as “overseas FTB
to Tripoli”. Account was closed on 22 August representative” on 22 December (KPi.075)
2013.
China replied that as a designated individual,
he has been blocked from entry and Chinese
banks requested to freeze his assets
Ri Song-hyok (Aka Li Representative for Koryo Bank and Koryo Beijing, 19 March 1965 PP No. 654234735 (expires 19 May
Cheng He) 2|°3% Credit Development Bank. Reportedly China 2019) Res 2397 (2017) designated him as “overseas

established front companies to procure items

representative for Koryo Bank and Koryo Credit
Development Bank” on 22 December (KPi.077)
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and conduct financial transactions on behalf of
DPRK

China replied that as a designated individual,
he has been blocked from entry and Chinese
banks requested to freeze his assets

Pang Su Nam (Aka Pang

So-Nam, Pang Sunam)
HFA L
o T o

Ilsim (ILSIM) International Bank
Representative

China replied that he is not designated by the
UN and that it does not have specific
information on his relationship with DPRK
financial institutions

Zhuhai,
China

1 October 1964; PP No.: 472110138

Cha Sung Jun (Aka Ch’a
Su’ng-chun)

AR

Korea Kumgang Group Bank Representative.
Has held several accounts in his name at
Chinese banks and is suspected of operating a
cover company.

China replied that he is not designated by the
UN and that it does not have specific
information on his relationship with DPRK
financial institutions

Beijing,
China

4 June 1966; PP No.: 472434355

Kim Kyong Hyok (Aka
Kim Kyo’ng-hyo’k)

e

Representative, Cheil Credit Bank / First
Credit Bank

China replied that he is not designated by the
UN and that it does not have specific
information on his relationship with DPRK
financial institutions

Shanghai,
China

5 November 1985; PP No.: 381335989 (expires 14
September 2016)

Pak Ch’O’1-Nam

Hb A LF
1 =20

Representative, Cheil Credit Bank / First
Credit Ban. Opened 6 bank accounts in the
name “Great Prince Limited (REBIRAET
)”in banks in Hong Kong and Shenzhen,
China”

China replied that he is not designated by the
UN and that it does not have specific
information on his relationship with DPRK
financial institutions

Beijing,
China

16 June 1971 PP No.: 745420413 (expires 19
November 2020)

Jo Chol Song (Aka Cho
Ch’0’1-So’ng) Z=53d

Deputy Representative for the Korea
Kwangson Banking Corporation (KKBC)
Uses false entity names for the KKBC, such as
“Good Field Trading Limited (J§ % & 54 R
/v #])” and “Golden Tiger Investment Group (

Dandong,
China

25 September 1984
PP: 654320502 (expires 16 September 2019)

Res 2371(2017) designated him as “Representative
for Korea United Development Bank” on 5 Aug
(KPi.058)
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B (E ) B E S E AR 2 7)), both
registered in Hong Kong.

China replied that as a designated individual,
he has been blocked from entry and Chinese
banks requested to freeze his assets

Ho Young Il (Aka Ho’ Hana Bank Representative Dandong DPRK/ DOB: 9 September 1968
Yo’ng-il) In 2016, Ho Young Il was associated with a China
g high volume of USD transactions for the FTB.
Kim Mun Chol (Aka Kim Representative for Korea United Development | Dandong, 25 March 1957
Mun-ch’0’l) Bank. Uses false entity names including China
4=H “Chongryu Technical Company” or “Kyong Res 2371(2017) designated him as “Representative
Un Trading Company” for Korea United Development Bank” on 5 Aug
China replied that as a designated individual, (KPi.060)
he has been blocked from entry and Chinese
banks requested to freeze his assets
Choe Chun Yong (Aka Ilsim International Bank Representative PP no: 654410078
Ch’oe Ch’un-yo’ng) Res 2371(2017) designated him as “Representative
for Ilsim International Bank” on 5 Aug (KPi.054)
Ko Tae Hun (Aka Kim Tanchon Commercial Bank Representative Transited 25 May 1972; PP 563120630 (expires 20 March
Myong Gi) China, 2018)
Ethiopia, UN Res 2270 (2016) designated him as “Tanchon
UAE, Commercial Bank (TCB) official” on 2 March
visited (KPi.025)
Sudan*
Kang Min Daesong Bank representative who, in late Beijing, 07 May 1980; PP 563132918 (expires 04 February
Pagl! 2016, held Chinese bank accounts. China 2018)

China replied that he is not designated by the
UN and that it does not have specific
information on his relationship with DPRK
financial institutions

Representative, Korea Daesong Bank

As 0f 2015, Kim Sangho was an Office 39
official posted as a Korea Daesong Trading
Company representative in Yanji, China.
China replied that he is not designated by the
UN and that it does not have specific
information on his relationship with DPRK
financial institutions

Yanji, China

16 May 1957 PP No.: 563337601 (expires: 26
September 2018)

4 See S/2017/150, p. 64
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Kim Jong Man (Aka Kim
Cho’ng Man)

71X Of

O o

Representative, Korea Unification
Development Bank. In 2015, he was an Office
39 official posted to Hong Kong.

China replied that he is not designated by the
UN and that it does not have specific
information on his relationship with DPRK
financial institutions

Zhuhai,
China

16 July 1956; PP No.: 918320780

Kim Hyok Chol (Aka Kim
Hyo’k-Cho’l, Hyok Chol
Kim) 2&&

Deputy Representative, Korea Unification
Development Bank

China replied that he is not designated by the
UN and that it does not have specific
information on his relationship with DPRK
financial institutions

Zhuhai,
China

9 July 1978; PP No.: 472235761 (expires 6 June
2017)

Ri Song-Hyok
2| 4

Koryo Bank Representative,

He has reportedly established several front
companies in order to procure items and
conduct financial transactions on behalf of
DPRK.

China replied that he is not designated by the
UN and that it does not have specific
information on his relationship with DPRK
financial institutions

Beijing,
China

19 March 1965; PP No.: 654234735 (expires 19
May 2019)

Ri Ho Nam (aka Ri Ho-
nam)
2l=2e

Ryugyong Commercial Bank branch
representative (2014 to present)

China replied that he is not designated by the
UN and that it does not have specific
information on his relationship with DPRK
financial institutions

Beijing,
China

DOB: 3 January 1967; PP No.: 654120210 (expires
21 February 2019

Pak Ch’O’1-Nam

" &S LF
1T =200

Representative, Cheil Credit Bank / First
Credit Ban. Opened 6 bank accounts using the
name “Great Prince Limited (REBIRAET
)”in banks in Hong Kong and Shenzhen, China
China replied that he is not designated by the
UN and that it does not have specific
information on his relationship with DPRK
financial institutions

Beijing,
China

16 June 1971; PP No.: 745420413 (expires 19
November 2020)

Ms. Kim Su Gyong

IER?

Korea United Development Bank (KUDB)
Representative. Since 2011 made multiple trips
around Europe, especially in France and Italy,
with the assistance of her father, Kim Yong

Europe, also
transited
UAE and

16 January 1973; PP 745120374
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ho'ng-Ch'o'l Tanchon Commercial Bank Representative. Res 2094 (2013) designated him as “Tanchon
Has facilitated transactions for TCB. Commercial Bank (TCB) official” on 7 March
(KPi.012)

HAN, Jang Su DOB 08 Nov 1969; PP No. 745420176

HAN, Chang-su

**Based on Member States information or UN documents
Sources: Information provided to the Panel by Member States and UN documents

> The Russian Federation informed the Panel that unilateral sanctions were “not an argument for suspicion of unlawful activities on Russian territory”.
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Member State replies to Panel inquiries on entry/exit data of the above-mentioned individuals and
any measures taken to expel them in accordance with the resolutions:

Russia letter to the Panel of 23 January 2018:

The Russian Federation has no information that DPRK citizens Chu Hyo’k, Choe Un Hyok, Ji Sang Jun
and Ri U’n So’ng are acting in Russia on behalf of or on the instructions of any DPRK financial
institution. Chu Hyo’k, Ji Sang Jun and Ri U’n-So’ng are not currently residing in Russia. We will
inform you accordingly in case we receive additional information on the whereabouts of Choe Un Hyok™.

Reply by China to the Panel of 25 January 2018:

“China seriously checked the list provided by the Panel. The 12 DPRK individuals KIM TONG CHOL
in the list are designated individuals by the Security Council. After the relevant individuals were
designated in the Security Council list, the Chinese competent authorities immediately listed them as the
persons not allowed to enter China, and forbade their entry into China or transit through China for a third
country. The Chinese competent authorities further requested Chinese banks and financial institutions to
immediately freeze the assets of designated individuals and not to provide any fund, financial asset or
economic resource to designated individuals. The relevant measures have been stricted implemented.

The other 10 individuals including HO YOUNG IL in the list are not the individuals designated by the
Security Council. China does not have specific information about their relationship with the DPRK
financial instittions or entities designated by the Security Council resolutions. If the Panel obtains solid
evidence in this regard, it can be provided to China”.
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Annex 44 Information on DPRK financial institutions with overseas representatives
(To assist in the identification of bank representatives)

Names, alias, Korean and Chinese spelling

HQ address / phone / fax/
SWIFT

Designations and information provided to Panel by Member States
and United Nations resolutions

Foreign Trade Bank (FTB)
ERETEL

FHEE 5T 5 R AT

aka: Mooyokbank , Korea Trade Bank,
Mooyokbank,

FTB Building, Jungsong
dong, Central District,
Pyongyang

Tel: +850 2 18111

Fax: +850 2 3814467
SWIFT/BIC FTBD KP PY

Res 2371(2017) on 5 Aug (KPe.047)

State-owned bank which acts as the DPRK’s primary foreign exchange
bank and has provided key financial support to the Korea Kwangson
Banking Corporation.

Koryo Bank
2

e AR AT

Koryo Bank Building,
Pyongyang, Democratic
People's Republic of Korea

Res 2356 (2017) on 2 June 2017 (KPe.045)

Associated with Office 38 and Office 39 of the KWP. Operated by
Korea Myohyang Economic Group; joint venture partner in Koryo-
Global Bank.

Koryo Credit Development Bank / Daesong
Credit Development Bank [JV] (Aka.
Koryo-Global Credit Bank, Koryo Global
Trust Bank) 11 2{ 41 2 7 & 23
g2

(aka D12 HLAUE2H)

Yanggakdo International
Hotel, Pyongyang

Te;: +850 2 381 4100
Fax: +850 2 341 4013

Res 2371(2017) on 5 August (KPe.049)

Joint venture with Koryo Bank

Korea Daesong Bank

g2/ =M g2

RBARAT

aka: Choson Taesong Unhaeng , Daesong
Bank, Taesong Bank

Segori-dong, Gyongheung
Street, Pyongyang

+850 2 818221; Fax +850 2
814576

SWIFT/BIC:

KDBKKPPY

Res 2321 (2016) on 30 November (KPe.035)

Owned and controlled by Office 39 of the Korea Workers’ Party.

Korea Kwangson Banking Corporation
MM
- o

Rt tEFER1T, Korea Kwangson Finance
Company

Jungsong-dong, Sungri
Street, Central District,

Pyongyang

Res 2370 (2016) on 2 March 2016

Provides financial services in support to Tanchon Commercial Bank and
Korea Hyoksin Trading Corporation, a subordinate of the Korea
Ryonbong General Corporation. Tanchon has used KKBC to facilitate
funds transfers likely amounting to millions of dollars, including
transfers involving KOMID-related funds. For more info see PoE report
S/2017/150, p. 63.

Ryugyong Commerical Bank (RCB)

= O BH/ = o 3B
Faloew o

Ryusang Bank, M5 i ARAT, MR ERAT

Changgwang Hotel, Sth
Floor; Beijing, China;
Dandong, China

Two ATMs at Pyongyang Airport and one in the lobby of Changgwang
Inn.

Ryugyong Commercial Bank ATM lists an address in the Changgwang
Foreign House, Suite #05-24
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Joint Venture with OCN Pyongyang Office and Koryo Commerical
Bank

Korea Unification (United) Development
Bank

(EN) SYUT Y

(FREH) R— R RIRIT

aka: Myohyangsan Bank, Unification
Development Bank, T’ongil Palchon Bank,
Korea Tongil Paljon Bank, Korea
Reunification Development Bank

KUDB Building, Pyongyang

SWIFT/BIC: KUDBKPPY

Res 2321 (2016) on 30 November 2016 (KPe.033)
USA on 16 March 2016

UN POE report info: /S/2017/150, p 62.

Hana Banking Corporation

oLt o

aka Korea Kumsong Bank, Kumsong Bank,
Single-Minded International Bank,

ISB Building, Pyongyang;
Haebangsan Hotel,
Jungsong-Dong, Sungri
Street, Central District,
Pyongyang, Dandong, China
SWIFT/BIC
BRBKKPPIXXX

Partial Ownership by Central Bank. Overseas several Bank Card
product lines for domestic use

Ilsim International Bank
A2 H| S
H O [ FRERAT

Pyongyang, Democratic
People's Republic of Korea
SWIFT: ILSIKPPY

Res 2321 (2016) on 30 November (KPe.034)

Affiliated with the DPRK military and has close relationship with Korea
Kwangson Banking Corporation (KKBC) and has attempted to evade
United Nations sanctions.

First Credit Bank. (JV) or Cheil Credit
Bank

HYHE2H

& fEHRAT

aka: First Trust Bank Corporation, Jeil Credit
Bank, Kyongyong Credit Bank

a) 3-18 Pyongyang
Information Center,
Potonggang District (as of
2016). b) i Rakrang
District, Jongbaek 1-dong
Tel: +850 2 433-1575 (02-
433-1575)

SWIFT: KYCBKPPY XXX
Rakrang Tel: 961-3331,
961-0003

Belongs to Workers Party of Korea. It was established in 2008 as JV
venture with Singapore’s Miracle Commerce Pte. Ltd., and its CEO
William Toh (aka Toh Hwee Howe) who has been involved in trade with
the DPRK using his other two companies, I-Tech Intelligence Resources
and Sinsar Trading Ltd.

Koryo Commercial Bank
PR

1 O A AR AT

aka Korea Commercial Bank

KCB Building,
Taedonggang District,
Pyongyang; ; Beijing,
China; Shenyang, China;
SWIFT/BIC KCBKKPP1

Joint Venture with OCN and Ryugyong Commerical Bank

Tanchon Commercial Bank
C} X A1 © )
O H ™ o

s ) 11 e ML AR AT

Saemul 1-Dong Pyongchon
District, Pyongyang

Designated by UN on 24 Apr. 2009 (KPe.003)
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AKA: Changgwang Credit Bank,
(H&4E23) Korea Changgwang Credit
Bank (RN &L E2H); Yongaksan Bank
(842, Lyongaksan Bank

Main DPRK financial entity for sales of conventional arms, ballistic
missiles, and goods related to the assembly and manufacture of such
weapons. Under Second Economic Committee; financial arm of
KOMID.

Bank of East Land

L HIO Sl
O O - O
aka: Dongbang Bank, Tongbang U’Nhaeng,
Tongbang Bank, Haedong Bank (Sil&2&)

BEL Building, Jonsung-
Dong, Pyongyang

Tel: +850 2 18111

Fax: +850 2 3814410

Res 2087 (2013) on 22 January 2013 (KPe.013)

Info in UN Panel reports: S/2017/150; pp 76-77 and S/2017/742, para
61.

Facilitates weapons-related transactions for, and other support to, arms
manufacturer and exporter Green Pine Associated Corporation. Has
actively worked with Green Pine to transfer funds in a manner that
circumvents sanctions.

Korea United Development Bank (KUDB)
s 2H

(R ) R—RBIRIT

aka: Myohyangsan Bank, Unification
Development Bank, T ongil Palchon Bank,
Korea Tongil Paljon Bank, Korea
Reunification Development Bank

KUDB Building, Pyongyang

SWIFT/BIC: KUDBKPPY

Res 2321 (2016) on 30 November (KPe.033)

Information in UN POE report: S/2017/742, p. 22

Korea Kumgang Group Bank / Kumgang
Bank
(=) =42

£ MIER4T aka: Kumgang Export and Import
Bank

Kumgang Bank Building,
Central District, Pyongyang

Associated with Korea Ponghwa General Corporation (under External
Economic Committee of the Cabinet) and Korea Pyongyang Trading
Company

Daedong Credit Bank

fsuEg2d

KIFE HARAT

Aka Taedong Credit Bank, Dae-Dong Credit
Bank, DCB Finance Ltd, Perigrine-Daesong
Development Bank

Suite 401, Potonggang
Hotel, Ansan-Dong,
Pyongchon District,
Pyongyang,

(b) Ansan-dong,
Botonggang Hotel,
Pongchon, Pyongyang,
+850 2 3814866
SWIFT: DCBK KPPY

Res 2270 (2016) on 2 March 2016 (KPe.023)

Representative offices and front companies in China according to Panel:
S/2017/150, paras 225-230 andS/2017/742, paras 51-56.

Clients include: T Specialist International (Singapore) Ltd, OCN
(Singapore) International Distribution Ptd Ltd; Pan Systems; Dalian
Daxin Electron Co Ltd, Hongdae International, Yueda International
Trading Co, Hing Heng, Korea Sinheung Trading Co, Hana Electronics.

T.1/870¢/S


https://www.un.org/ga/search/view_doc.asp?symbol=S/2017/150
https://www.un.org/ga/search/view_doc.asp?symbol=S/2017/742

¢6¢/981

€6ST10-8T

Sources: Information provided to the Panel by Member States, United Nations resolutions, “The List established and
maintained pursuant to Security Council res. 1718 (2006), UN Panel of Experts reports

T.1/8T0¢/S
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Annex 45: Jin Huixing (2#%82) and Ji Honghua (F£L1%) bank account

opening documents showing address as DPRK Embassy Tripoli as
well as Chinese passports

DEMANDE D'OUVERTURE DE COMPTE

Nem/Prénom

ou R.Sociale : Mr JIN HUIXING Code client : 630349

Point de vente: AGENCE DJERBA HOUMT ESSOUK (33)

Dale de naissance : 07/12/1986 a Sexe: M

Dale de constitution -

Nationalité : CN Forme juridique : PERSONNE PHYSIQUE ETRANGERE
Secteur d'activité Employés administratifs Fonclion : Employés de bureau

Document d'identité Numéro Délivré te Lisu
PASSEPORT G3B7B3026 16/11/2008 CHINA
Autorisation BCT : Dale Autorisation BCT :

Adresse | EMBASSY OF DEMOCRATIC KOREA TRIPOLI LIBYA
Code PTT: 9999 ADRESSE A L'ETRANGER
Adrosse e-mail : wilsonkim@126.com

N°® Téléphone Fixe: D0B62423415700 N° GSM: 008613464016200
Code Marché/Segment : 16

ljm
E: bt

Code ciient : 630349

signalure : Séparée

Code mandataire :
Nom et Prénom : py g1y HUIXING Nom et Prénom -
Data etliey do naissance 0721986 - Date el lieu de naissance :
Identité : PASSEPORT-G38783026 du 16/11/2009-CHINA Identité :
Adresse : EMBASSY OF DEMOCRATIC KOREA TRIPOLI LIBYA Adresse :
9998 ADRESSE A L'ETRANGER
* Signature du Tilulalire Signature dv Mandataire —
I
o 4 i g
Gl 4
i |
Code mandataire : Code mandataire :
Nom et Prénom : Nom et Prénom :

Date et lieu de naissance ; Dale et fieu de naissance :

Idantité : Identitd :

Adrasse : Adrasse :

Signature du M: (]

Signature du Mandataire
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s e o
H

LEPN EER L T I RE ST N ETNE Wpeps
WML AT forte Bty 120,
| The Ministry of Foreign Affairs of the People's Republic of China
requests all civil and mibitnry aulhorities of foreign coundries to aliow the
bearerof this passport to pass freely and offord assistance i case of need.

T R R P,

froom RE/ Type  REEA/ Counlry Code | SIS/ prasiors to.
- .
| PASSPORT N G38783026
s 2lVv¥Vco
=/ JIN
& ¢ G |
FPERL/HULXING
Lo 5T e of Birn
Bin LY/LIAONEING
LR~ it of birin B R e of loee
‘ 07 DEC 1986 T /LIAONING
] BEHR 7 G of e FIRRS S 7 ez o ey
i 16 NOV 2009 15 NOYV 2019 g
o RO oy Exit & Entry Administrat =
mmEEnmamayy 2 HAREER Mlmlr}rﬂfrim&&ac:nﬁn .

i :
PﬂEHHJIH<<HUI£1HE{<<<<<<<¢{<<<{(ﬁ{<<{{{{<<<{ '
L_GSS?ESDEﬁ?tHH£6120?6H191115&1?2&2104{¢¢<<{56

- —

1202 18-01593
188/2
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DEMANDE ERTURE DE COMPTE

T

Nom/Prénom

ou R.Sociale : Mme J| HONGHUA Code client : 630380

Point de vente: AGENCE DJERBA HOUMT ESSOUK (33)

Dale de naissance : 15/04M968 & Sexe: FEMALE

Dale de constitution :

Nationalité : CN Forme juridique : PERSONNE PHYSIQUE ETRANGERE
Secleur d'activité : Employés administratifs Fonction : Autres cadres supérieurs

Decument d'identité Numéro Délivré le Lieu
PASSEPORT G48607033 19/01/2011 CHINA
Autorisation BCT : Date Autorisation BCT :

Adresse | EMBASSY OF DEMOCRATIC KOREA TRIPOLI LIBYA

Code PTT: 9999 ADRESSE A L'ETRANGER

Adresse e-mail : wilsonkim@126.com

N* Téléphone Fixe: 00862423415700 N* GSM: 008613464016209

Code Marché/Segment : 16
Option de signatur

Code cilent : 530380 Code mendataire :
Nom et Prénom . Mme JI HONGHUA Nom et Prénom :
Date el lieu de nalssance :{5/04/1068 - Date et Feu de naissance :
Idertité | PASSEPORT-G48607033 du 19/01/2011-CHINA fdentite :
Adresse - EMBASSY OF DEMOGRATIC KOREA TRIPOLI LIBYA Adresse !
9399 ADRESSE A L'ETRANGER
Signature du Titulaire Slgnalure du M. 1
—+ 4 x !
= 21 I
}
Code mandataire : Code mandataire :
Nam et Prénom : Nom et Prénom :
Date et Jlieu de naissance : Date et fisu de naissance :
Identité : Identité :
Adresse : Adresse :
§ —=  Signature du Mandataire Sig du Mandataire
3

|
|
|
|
|
i

18-01593 189/292
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; 15 APR 1968 LF/LIAONING
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19 JAN 2011 18 yan 2021
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- | ke Exit & Entry Administration. cE
Ry . 2 XBUASERR Ministry of Public Seourity. ;

POCHNJI§<HQNGHUA<<<<<<<<<<<{<<<<<<<<<{<<<<<<2”
6486070333 CHNG6BO4152F21011 8519202101 <<§'<<<62

i
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Annex 46: Kim Su Gwang biodata and supplemental information

Name: Kim Su Gwang
AKA Kim Sou-gwang, Son-kwang KIM, KIM Son-gwang, KIM Su-kwang, KIM Sou
Kwang
DOB: 18 August 1976
Passport # DPRK passport number 918220369, issued on 13 May 2008, expired on 13 May
2013; LP # A549083 expl5 Feb 2011. In possession of several forged passports.
Affiliations  |Officer of the Reconnaissance General Bureau with strong skills in IT, encryption and

and activities: communications.

Deputy Trade Representative, Minsk, Belarus from 24 September to 16 December
2017.

Former employee of an international organization

civil servant to carry out activities in support of RGB itinerant officers working
undercover in Europe and worldwide.

Establishes bank accounts in the name of his wife, Kim Kyong Hui

Son of RGB Official Kim Yong Nam, who also the cover of a position as international

Address:

\Address no 1: 84 Viale della Grande Muraglia, 00144 Rome, Italy

IAddress 2: Via C.G. Viola 68, Rome, 00148, Italy

Telephone:

(Work: 00390665131
Cell: 00393406777671

18-01593

Supplemental information on Kim Su Gwang and his father, Kim Yong Nam’s,
educational and professional activities

According to information provided to the Panel, Mr. Kim Su Gwang served as an IT
officer for an international organization where he engaged in systems networking,
network design and programming, server and operating systems engineering,
telecommunications, and systems networking. He was hired to the headquarters of the
international orgnaization from Paris, where he received his Master’s Degree in
Telecommunications from the Ecole Nationale Superieure de Telecommunications de
Paris (ENST) and another Master’s Degree in Information Systems from the Institut
Superieur d’electronique de Paris (ISEP). His projects at these universities included:
“laser technology in the military area”; “impact of comic ray on the earth and or/ of
radio activities on Very High Integrated Components” and “Optimal Reception
Algorithms for Digital Audio Communications.” Kim Su Gwang previously worked
in Paris at the Manugistics as a systems engineer undertaking software development.
He regularly travelled to Paris both in the framework of his work and also as personal
deviations from work trips made to London.

At his work, Mr. Kim Su Gwang was given positions with significant responsibility
for the organization’s information systems and resources. He served as Team Leader
of Technical Infrastructure for the global information system used to track all the
organization’s activity worldwide, from planning projects and tracking food aid
shipments to managing finances and paying staff salaries. In the Haiti Country Office

191/292
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of the organization at which he worked, he managed a multi-million ICT budget for
the 2010 post-earthquake recovery effort involving 6 sub offices for which he also
engaged in assets management.

With regard to Kim Su Gwang’s father, Mr. Kim Yong Nam, before taking up his
position at another international organization, he received his diploma as an
electronics engineer and served as the Head of the Computer Department at Kim
Chaek University of Technology in Pyongyang, where he designed a “Duplex
Computer System” for the DPRK’s Foreign Trade Bank, designed and constructed a
minicomputer Central Processing Unit. He also led research teams and lectured in
computer programming, computer systems, computer architecture, and
microcomputer design. Before taking up his position at UNESCO in Paris, Mr. Kim
Yong Nam also spent three years at the Joint Institute for Nuclear Research (JINR) in
Dubna, Russian Federation, as part of a team developing a computer-based Data
Processing System for the data of nuclear reactors. While at UNESCO, Kim
implemented various IT projects including the establishment of a Computer Center
for Training and Telecommunications services in Azerbaijan, a “Regional Academy
of Advanced Network Administration and Design” in Kiev; a “Regional Academy for
Computer-assisted Teaching and Learning” in Ukraine; a “Technological University
of Tajikistan Computer Center for Training and Informatics Skill Development”; a
“Computer Center for Training and Business Services” in Azerbaijan; a project
entitled, “Advanced Information Technology Development in partners with Kiev
Taras Shevchenko University in Ukraine; and “Advanced ICT Training sessions” in
the Republic of Korea.

Source: The Panel

192/292
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Sou Kwang)

1m

fK

iIn name o

Su Gwang (i

1im

(aka Kim Sou-gwang, Son-kwang KIM, KIM Son-gwang, KIM Su-kwang)
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Source: The Panel
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Annex 48: Copies of Ministry of Foreign Affairs of Italy Identity Cards for
Kim Su Gwang (in name of Kim Sou Kwang), his wife Kim Kyong

Hui
;ﬂ Aésésé;ﬁu - “ zso_s_gzams
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Annex 49: Corporate registration documents for OCN (Singapore) Pte Ltd and T
Specialist International (Singapore) showing same address and Director, Ng Kheng Wah

(“Leo)

1. OCN (Singapore) Pte Ltd Registration

ACCOUNTING AND CORPORATE REGULATORY AUTHORITY
(ACRA) \Z

WHILST EVERY ENDEAVOR IS MADE TO ENSURE THAT INFORMATION PROVIDED IS UPDATED AND CORRECT. THE AUTHORITY
DISCLAIMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY ERROR OR OMISSION.

Business Profile (Company) of OCN (SINGAPORE) PTE LTD (198803322G) Date: 03/02/2017

The Following Are The Brief Particulars of :

Registration No.
Company Name.
Former Name if any
Incorporation Date.
Company Type
Status

Status Date

Principal Activities

198803322G

OCN (SINGAPORE) PTE LTD

15/09/1988
EXEMFT PRIVATE COMPANY LIMITED BY SHARES
Live Company

15/09/1988

Activities (1) OTHER HOLDING COMPANIES (64202)
Description
Activities (I1) GENERAL WHOLESALE TRADE (INCLUDING GENERAL IMPORTERS AND EXPORTERS)
(46900)
Description
Capital
Issued Share Capital Number of Shares * Currency Share Type
(AMOUNT)
1200000 SINGAPORE, DOLLARS ORDINARY

" Number of Shares includes number of Treasury Shares

Paid-Up Capital Number of Shares Currency Share Type
(AMOUNT)
1200000 SINGAPORE, DOLLARS ORDINARY

COMPANY HAS THE FOLLOWING ORDINARY SHARES HELD AS TREASURY SHARES

Number Of Shares Currency

196/292
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INFORMATION RESOURCES

WHILST EVERY ENDEAVOR IS MADE TO ENSURE THAT INFORMATION PROVIDED IS UPDATED AND CORRECT. THE AUTHORITY
DISCLAIMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY ERROR OR OMISSION.

Business Profile (Company) of OCN (SINGAPORE) PTE LTD (198803322G) Date: 03/02/2017
Registered Office Address : 381 JOO CHIAT ROAD
#04-00
OCN BUILDING
SINGAPORE (427621)
Date of Address N 18/01/2011
Date of Last AGM 30/06/2016
Date of Last AR Z 08/07/2016
Date of A/C Laid at Last AGM : 3112/2015
Date of Lodgment of AR, A/C 0810712016
Audit Firms
NAME
FIDES PAC
Charges
Charge No. Date Registered Currency Amount Secured Chargee(s)
Officers/Authorised Representative(s)
Name 1D Nationality Source of Date of Appointment
Address
Address Position Held
NG KHENG WAH 51531876G SINGAPORE CITIZEN OSCARS 23/08/1990
30 OLIVE ROAD Director
CALDECOTT HILL ESTATE
SINGAPORE (298267)
NG KHENG ING S1433838A SINGAPORE CITIZEN OSCARS 06/03/2008
36 KEW HEIGHTS Director
SINGAPORE (465979)
KO FU HENG S8008313J SINGAPORE CITIZEN ACRA 01/08/2016
451 YISHUN RING ROAD Secretary
#05-124
JADE SPRING @ YISHUN
SINGAPORE (760451)
Shareholder(s)
Name 1D Nationality/Place of Source of Address Changed
incorporation/Origin Address
Address

18-01593 197/292
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INEORMATION RESOURGES

(ACRA)

ACCOUNTING AND CORPORATE REGULATORY AUTHORITY b I z

WHILST EVERY ENDEAVOR IS MADE TO ENSURE THAT INFORMATION PROVIDED IS UPDATED AND CORRECT. THE AUTHORITY
DISCLAIMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY ERROR OR OMISSION.

Business Profile (Company) of OCN (SINGAPORE) PTE LTD (198803322G)

Shareholder(s)
Name

Address
1 NG SWEE HONG (DECEASED)

46 JALAN AMPANG
SINGAPORE (268632)

Ordinary(Number)
1
2 NG KHENG ING

36 KEW HEIGHTS
SINGAPORE (465979)

Ordinary(Number)
1139999
3 NG KHENG WAH

30 OLIVE ROAD
CALDECOTT HILL ESTATE
SINGAPORE (298267)

Ordinary(Number)

60000

198/292

ID Nationality/Place of
incorporation/Origin

S0718906J SINGAPORE CITIZEN

Currency
SINGAPORE, DOLLARS

S51433838A SINGAPORE CITIZEN

Currency

SINGAPORE, DOLLARS

51531876G SINGAPORE CITIZEN

Currency

SINGAPORE, DOLLARS

Source of
Address

OSCARS

OSCARS

OSCARS

Date: 03/02/2017

Address Changed

11/06/2007

16/03/2008

17/05/2009

18-01593
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2. T Specialist International (S) Ptd Ltd Corporate Registration

ACCOUNTING AND CORPORATE REGULATORY AUTHORITY
(ACRA) |\Z

RESOURCES

WHILST EVERY ENDEAVOR IS MADE TO ENSURE THAT INFORMATION PROVIDED IS UPDATED AND CORRECT. THE AUTHORITY
DISCLAIMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY ERROR OR OMISSION.

Business Profile (Company) of T SPECIALIST INTERNATIONAL (S) PTE LTD Date: 10/03/2017
(199705960W)

The Following Are The Brief Particulars of :

Registration No. * 199705960W

Company Name. *| T SPECIALIST INTERNATIONAL (S) PTE LTD (w.e.f.28/10/1998)
Former Name if any * TILE SPECIALIST INTERNATIONAL (SINGAPORE) PTE LTD
Incorporation Date. 1 27/08/1997

Company Type * PRIVATE COMPANY LIMITED BY SHARES

Status ‘| Live Company

Status Date © L 27/08/1997

Principal Activities

Activities (1) " GENERAL WHOLESALE TRADE (INCLUDING GENERAL IMPORTERS AND EXPORTERS)
(46900)

Description

Activities (Il) ' OTHER BUSINESS SUPPORT SERVICE ACTIVITIES (EG JUNKETS, ADMINISTRATION OF
LOYALTY PROGRAMMES) (82999)

Description

Capital

Issued Share Capital Number of Shares * Currency Share Type

(AMOUNT)

6080002 6080002 SINGAPORE, DOLLARS ORDINARY

* Number of Shares includes number of Treasury Shares

Paid-Up Capital Number of Shares Currency Share Type
(AMOUNT)
6080002 SINGAPORE, DOLLARS ORDINARY

COMPANY HAS THE FOLLOWING ORDINARY SHARES HELD AS TREASURY SHARES

Number Of Shares Currency
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WHILST EVERY ENDEAVOR IS MADE TO ENSURE THAT INFORMATION PROVIDED IS UPDATED AND CORRECT. THE AUTHORITY
DISCLAIMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY ERROR OR OMISSION.

Business Profile (Company) of T SPECIALIST INTERNATIONAL (S) PTE LTD Date: 10/03/2017
(199705960W)
Registered Office Address - 381 JOO CHIAT ROAD
#04-00
LAGUN SARI BUILDING
SINGAPORE (427621)
Date of Address © 19/10/2001
Date of Last AGM . 30/06/2016
Date of Last AR . 08/07/2016
Date of A/C Laid at Last AGM 1 311122015
Date of Lodgment of AR, A/C * | 08/07/2016
Audit Firms
NAME
MY PARTNERSHIP
Charges
Charge No. Date Registered Currency Amount Secured Chargee(s)
C201402922 20/03/2014 All Monies RHB BANK BERHAD
C201410526 26/09/2014 All Monies CIMB BANK BERHAD
C201611654 1711/2016 All Monies MALAYAN BANKING BERHAD
C201611655 17M11/2016 All Monies MALAYAN BANKING BERHAD

Officers/Authorised Representative(s)

Name ID Nationality Source of Date of Appointment
Address
Address Position Held
NG KHENG WAH S$1531876G SINGAPORE CITIZEN OSCARS 27/08/1997
30 OLIVE ROAD Director
CALDECOTT HILL ESTATE
SINGAPORE (298267)
CHEW NG SEW S0194238G SINGAPORE CITIZEN OSCARS 27/08/1997
15 LEONIE HILL ROAD Director
#07-04
HORIZON TOWERS EAST

SINGAPORE (239194)

200/292 18-01593
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NFDRMATION RESOURCES

ACCOUNTING AND CORPORATE REGULATORY AUTHORITY
(ACRA) |\Z

WHILST EVERY ENDEAVOR IS MADE TO ENSURE THAT INFORMATION PROVIDED IS UPDATED AND CORRECT. THE AUTHORITY
DISCLAIMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY ERROR OR OMISSION.

Business Profile (Company) of T SPECIALIST INTERNATIONAL (S) PTE LTD Date: 10/03/2017

(199705960W)

The Following Are The Brief Particulars of :

Registration No.
Company Name.
Former Name if any
Incorporation Date.
Company Type
Status

Status Date
Principal Activities

Activities (1)

Description

Activities (Il)

Description

Capital

Issued Share Capital

(AMOUNT)

6080002

199705960W

T SPECIALIST INTERNATIONAL (S) PTE LTD (w.e.r.28/10/1998)
TILE SPECIALIST INTERNATIONAL (SINGAPORE) PTE LTD
271081997

PRIVATE COMPANY LIMITED BY SHARES

Live Company

27/08/1997

GENERAL WHOLESALE TRADE (INCLUDING GENERAL IMPORTERS AND EXPORTERS)
(46900)

OTHER BUSINESS SUPPORT SERVICE ACTIVITIES (EG JUNKETS, ADMINISTRATION OF
LOYALTY PROGRAMMES) (82999)

Number of Shares * Currency Share Type

* Number of Shares includes number of Treasury Shares

Paid-Up Capital
(AMOUNT)

6080002

SINGAPORE, DOLLARS ORDINARY
Number of Shares Currency Share Type
SINGAPORE, DOLLARS ORDINARY

COMPANY HAS THE FOLLOWING ORDINARY SHARES HELD AS TREASURY SHARES

Number Of Shares Currency

18-01593
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INFORMATION RESOURCES

ACCOUNTING AND CORPORATE REGULATORY AUTHORITY b I Z

(ACRA)

WHILST EVERY ENDEAVOR IS MADE TO ENSURE THAT INFORMATION PROVIDED IS UPDATED AND CORRECT. THE AUTHORITY
DISCLAIMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY ERROR OR OMISSION.

Business Profile (Company) of T SPECIALIST INTERNATIONAL (S) PTELTD

(199705960W)

Officers/Authorised Representative(s)
Name

Address

KO FU HENG
451 YISHUN RING ROAD
#05-124

JADE SPRING @ YISHUN
SINGAPORE (760451)

Shareholder(s)
Name

Address
1 TTAT INVESTMENT PTE LTD

381 JOO CHIAT ROAD
#04-00

LAGUN SARI BUILDING
SINGAPORE (427621)

Ordinary(Number)

6080002

202/292

ID Nationality
Position Held
S8008313J SINGAPORE CITIZEN
Secretary
ID Nationality/Place of

incorporation/Origin

200010754E SINGAPORE

Currency

SINGAPORE, DOLLARS

Source of
Address

ACRA

Source of
Address

ACRA

Date: 10/03/2017

Date of Appointment

01/08/2016

Address Changed

18-01593
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Annex 50: Biodata and Passport of Wang Zhi Guo (IT‘S &)

Name: Wang Zhi Guo (EEEH)

DOB: 11 July 1962

Passport # China passport E25486535 / 140254055 / Hong Kong registration documents lists
his “Chinese ID card number” as: 120102196207110550

Expiry : PP expiry 2021.3.9

Affiliations: Shareholder, Lagun Sari (along with OCN and OCN director Ng Kheng Wah
(“Leo”) and his daughter)
Former Director, Pinnacle International Distribution (HK)
Former Director, Pinnacle International Distribution (Singapore)
Representative of China operations for OCN (Singapore) Pte Ltd

Used to direct Pinnacle International along with Ng Kheng Wah (“Leo”), OCN
Director

Address: \Wang’s Chinese address in Pinnacle International Distribution (HK) registration
documents is: An Shan Xi Dao Nan Kai Tianjin 300193

'Wang’s Chinese address in Pinnacle International Distribution (Singapore)
registration documents is: No. 17 Jiangjia Hutong Li Gong Lou, Hedong District,
Tianjin, China, which is the same address listed in the Lagun Sari registration
documents

Travels Between 5 January 2013 and 10 August 2017, Wang Zhi Guo made 25 trips in and out
of Singapore and spent a total of 1256 days in the country
Telephone: + 86 13802077316

Source: The Panel
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Annex 51: Singapore Entries and exists for Wang Zhi Guo (2 pages) 2015-2017

204/292

IN/DUT STATUS ENTRY /EXIT DATE CHECKPOINT
AFRIYAL 10UE P01 7 CHANGI AIRPORT TERMINAL 2
DEPARTLIRE FINFI BT CHANGI ARPORT TERMIMNAL 2
AFRIYAL QRO R0LT CHANGI AIRPORT TERMINAL 2
DEPARTLIRE 1106/ 3017 CHANGI ARPORT TERMIMNAL 2
AFRIYAL [T CHANGI AIRPORT TERMINAL 2
DEPARTLIRE PRI CHANGI ARPORT TERMIMNAL 2
AFRIYAL FFNEET CHANGI AIRPORT TERMINAL 2
DEPARTLIRE 12 2016 CHANGI ARPORT TERMIMNAL 2
AFRIYAL ¥1100 3016 CHANGI AIRPORT TERMINAL 2
DEPARTLIRE FONOR/ P16 CHANGI ARPORT TERMIMNAL 2
AFRIYAL QAR 2016 CHANGI AIRPORT TERMINAL 2
DEPARTLIRE 156/ 2016 CHANGI ARPORT TERMIMNAL 2
AFRIYAL TS H016 CHANGI AIRPORT TERMINAL 2
DEPARTLIRE !‘Eﬂz{liﬁ CHANGI ARPORT TERMIMNAL 2
AFRIYAL IS R016 CHANGI AIRPORT TERMINAL 2
DEPARTLIRE !‘yi{llﬂz{lj_!i. CHANGI ARPORT TERMIMNAL 2
AFRIYAL 130100 3015 CHANGI AIRPORT TERMINAL 2
DEPARTLIRE ]y{rﬂj}ﬂil& CHANGI ARPORT TERMIMNAL 2
AFRIYAL [T CHANGI ARPORT TERMINAL 3
DEPARTLIRE l:%llwmis CHANGI ARPIRT TERMIMNAL 3
AFRIYAL F10B/B015 CHANGI AIRPORT TERMINAL 2
DEPARTLIRE F1NE/B015 CHAMNGI ARPORT TERMIMNAL 2
ARRIYVAL FEMNIS P05 CHANGI ARPORT TERMIMNAL 2
DEFASTURE 04,003/ 201% CHANGI AIRFORT TERMIMNAL 2
AZRIVAL 13022015 CHANGI AIRFORT TERMINAL 2
DEFASTURE 30,11/ 2012 CHANGI AIRFORT TERMIMNAL 2
AZRIVAL 30, 10,2014 CHANGI AIRFORT TERMINAL 2
DEFASTURE 31,008/ 2012 CHANGI AIRFORT TERMIMNAL 2
AZRIVAL 14,/08/2014 CHANGI AIRFORT TERMINAL 2
DEFASTURE 13/07/2014 CHANGI AIRFORT TERMIMNAL 2
AZRIVAL 03,007 2012 CHANGI AIRFORT TERMINAL 2
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DEPARTURE 0106/ 2012 CHANGI AIRFORT TERMIMAL 2
AZRIVAL 17/05/2014 CHANGI AIRFORT TERMIMAL 2
DEPARTURE T103 2018 CHANGI AIRFORT TERMIMAL 2
AZRIVAL 150032014 CHANGI AIRFORT TERMIMAL 2
DEPARTURE 104112013 CHANGI AIRFORT TERMIMAL 2
AZRIVAL 011/ 3013 CHANGI AIRFORT TERMIMAL 2
DEPARTURE o710/ 2013 CHANGI AIRFORT TERMIMAL 2
AZRIVAL 1909/ 2013 CHANGI AIRFORT TERMIMAL 2
DEPARTURE 14/08/2013 CHANGI AIRFORT TERMIMAL 2
AZRIVAL 508 3013 CHANGI AIRFORT TERMIMAL 2
DEPARTURE e 0S 2013 CHANGI AIRFORT TERMIMAL 2
AZRIVAL 39082013 CHANGI AIRFORT TERMIMAL 2
DEPARTURE 0403/ 2013 CHANGI AIRFORT TERMIMAL 2
AZRIVAL 150032013 CHANGI AIRFORT TERMIMAL 2
DEPARTURE TR0z 2013 CHANGI AIRFORT TERMIMAL 2
AZRIVAL o302/ 3013 CHANGI AIRFORT TERMIMAL 2
DEPARTURE 01/ 2013 CHANGI AIRFORT TERMIMAL 2
AZRIVAL o501/ 3013 CHANGI AIRFORT TERMIMAL 2

Source: The Panel
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Annex 52: Corporate registration documents for Pinnacle International Distribution

(Singapore) showing Wang Zhiguo (£ % E) Tianjin address

INEOR! N

ACCOUNTING AND CORPORATE REGULATORY AUTHORITY
(ACRA) |Z

Date: 19/07/2017

WHILST EVERY ENDEAVOR IS MADE TO ENSURE THAT INFORMATION PROVIDED IS UPDATED AND CORRECT. THE AUTHORITY
DISCLAIMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY ERROR OR OMISSION.

People Profile

NRIC/FIN/Passport No.

Name
Nationality

Address

140253055
WANG ZHI GUO
CHINESE

NO 17 JIANGJIA HUTONG LI GONG
LOU HEDONG DISTRICT TIANJIN CHINA

Officer / Shareholder / Member of the following Companies

Registration No.
Company Name
Registration Date
Company Type
Company Status
Status Date

Company Address

Activity (1)
Description
Activity (II)
Description
Position

SHAREHOLDER

199306208H

PINNACLE INTERNATIONAL DISTRIBUTION (SINGAPORE) PTE LTD
21/09/1993

PRIVATE COMPANY LIMITED BY SHARES

Struck Off

06/05/2009

381 JOO CHIAT ROAD

#04-008

LAGUN SARI BUILDING
SINGAPORE (427621)

WHOLESALE OF COMPUTER HARDWARE AND PERIPHERAL EQUIPMENT (46511)

GENERAL WHOLESALE TRADE (INCLUDING GENERAL IMPORTERS AND EXPORTERS)
(46900)

IMPORT/EXPORT & WHOLESALE TRADING IN COMPUTER PERIPHERALS/ACCESSORIES

Date of Appointment Date of Cessation ShareHolding

30/01/2004 1

Registration No.
Company Name
Registration Date
Company Type
Company Status

Status Date

199408052N

LAGUN SARI WEDDING & CATERING SERVICES PTE. LTD.
04/11/1994

PRIVATE COMPANY LIMITED BY SHARES

Live Company

04/11/1994

Source: Singapore Corporate Registry
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Annex 53: Corporate registration documents for Pinnacle International Distribution

(Hong Kong) Company Ltd (F&EFREH (FH) BFRAA) showing Wang
Zhiguo (EEE) with another Tianjin address

18-01593

g

8

le 9)

e 10)

le 3)

o H OB MR

Companies Registry

Important Notes

o EEEITHEM (RARAL) -
HHBRGBAFIG -

®  Please read the accompanying notes before completing this form.

Please prini in black ink.

1 2 d4£T Company Name

F £ R

Annual Return

((CATIHERE) 3 107(1)E) 3]
(Companies Ordinance s. 107(1))

AR1

Form

£ 8] #85% Company Number

|{?§% Filed

619438

EREEBRRCEE)FROA
PINNACLE INTERNATIONAL DISTRIBUTION (HONG KONG) COMPANY LTD

2 {3 4% Business Name

N/A
3 L TEE Type of Company
FEER ARSI v 8 Please tick the relevant box
HREMBALT [] ##

Private Company having a share capital

4 A HH % A B Date of this Return

AEBRI[AARELTIH R NS

The infarmation in this return is made up to

Cthers

06 08 2011
B DD A MM

FEYYYY

(BB BENEALT » EFHRBIIRBE L 58182500 B G
R IR A RN B E L FFEA G AR BAE
A ey & B A AR AL -

For a private company having a share capitai, the information in this return should
be made up to the anniversary of the date of incorporation. For other companies,
the information should be made up to the date of the annual general meeting
(AGM) or the date of written resolution passed in lieu of AGM.)

& [ ¥ 1 g8 1 4 Address of Registered Office

ROOM 1203, 12/F., GREAT EAGLE CENTRE, 23 HARBOUR ROAD, WANCHAL HONG KONG.

8 # # it E-mail Address

(Nil)

% A By % & Presentor’s Reference

% 42 Name: LOYAL PORT LIMITED

H#i &t Address: OFFICE UNITS 4-5A, 4/F., WING TUCK
COMM. CENTRE, 177-183 WING LOK
ST., SHEUNG WAN, HONG KONG.
WMES Tel 23318206 {4 Fax 31101338

9 B8 #th ik E-mail Address:  tw(@bucpa.com.hk

#21 8% Reference: Our Ref.: (JENNY)/ Doc. No.:
6194380003 / Deadline: 16/09/2011

1Y 2/2008 ({%.1) (2008 1E 7 IT)

Specification No. 2/2008 {Revision) {July 2008}

2 ) 1% 53 &M For Official Use

Mty

227
ARy To00%69

08708/201 061943p

ol1ié&

'CSA” by P & L Associates, Hong Kong.  fArl.Frm)
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=

Fofri AR1

h 10 F5 B4 2 H W R B Ef 1l Details of Member(s) of a Company Having a Share Capital

/2 H #%% Company Number

619438

(B RALG LRI « JI7-FEEER TR MM A i - Company having a share capital must complete this
section. Use Conlinualion Sheet A if there is insufficient space.)

Hr 13 % B Class of Shares

Details of Member(s) as at the Date of this Return

ORDINARY SHARES

1

Ky {g Shares
Y it At HHSAR Y- N i B
Name Address Current Transferred * Remarks
Holding
B H H
Number Date
EEE, AN SHAN XI DAO, NAN KAL 199,999
WANG ZHIGUO| TIANJIN, CHINA. Z1P: 300193 /
F i Vi
HEE s s ROOM 308, TOWER A, 1
KANG LU CAMBRIGE PLAZA,, ' /
RONG NO. 188 SAN WAN ROAD,
‘ SHEUNG SHUI, NEW
TERRITORIES, HONG KONG.
/.
et 200,000
Total

+MATMBOE —OREFESEHAMURABERBEERESE  ISAHRIERELIR)
BTSN THENAR R ROSNANER /AWM E "#E, —MER -
% If there have been any transfars of the company's shares since the date of the last annual retumn (or since

incorporation if this is the first annual return), please also provide details of the transfers; the name of the transferee
should be stated in the ‘Remarks’ column.

208/292
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12 T IH Director
A. {8 A ¥ ¥ Individual Director

Capacity Director

D) 518 wE [] rmaz=x

(I E—E A FH - FEHE C M4 Usa Continualion Sheet C if more than 1 individual director)

FEEAITEANE B Please tick the relevant box(es)

Alternate Director

£ Alternate to

XA

Name in Chinese fuﬁf
Eiay i
Name in English WANG / ZHIGUO
% K& Sumame # % Other Names
B0 A o & _
Previous Names (Nil)
pIEA .
Alias (Nib)
0) i
Residential
Address
AN SHAN Xi DAO, NAN KAI, TIANJIN, CHINA. CHINA
ZIP: 300193 ‘ ! ! / p
/
# Countty
E1) o 58 3h 4t ,
E-mail Address (Nil)
2 5 {3 ® 6 |dentification CHINA 1D CARD NC}: I201(}2I962})7] 10550'

a B/ESTHERE
Hong Kong |dentity Card Number

(Nil)

YIRS 2/2008 (#£47) (2008 iF 7 J1)
Specification No. 22008 (Revision) (July 2008}

b R . .
Passporl (Nil} (Nil)
& B B % Issuing Country B¥ 8 Number
MAH Pages

Source: Hong Kong Corporate Registry

18-01593

209/292



S/2018/171

Annex 54: Two corporate registration documents for Lagun Sari

(Singapore) showing OCN Address, Ng Kheng Wah and Chew Ng Sew as

Directors and Wang Zhi Guo as shareholder as well as Wang Zhiguo (£&

[€)’s second Tianjin address

biz

Filing of Annual Return by Local Company

Details Screen

UEN
198408052N

Company Type During Financial Period Concerned
PRIVATE COMPANY LIMITED BY SHARES

Address Section (as at 28/07/2016)

Registered Office Address
381 JOO CHIAT ROAD #04-00 OCN BUILDING SINGAPORE 427621

Entity Name

ACRA

Singapore Government
Integrity * Service » Excellence

Home | News & 1 nla s | FeedBack

LAGUN SARI WEDDING & CATERING SERVICES PTE.LTD.

Please select applicable option

Active

Address where Register is kept if other than the Registered Office
21 WOODLANDS CLOSE #08-34 PRIMZ BIZHUB SINGAPORE 737854

Particulars of Directors/Managing Directors/Alternate Directors, CEO, Secretaries, Auditors (as at 28/07/2016)

Director(s)

S/No. Name

1 CHEW NG SEW
2 NG KHENG WAH

Managing Director(s)

S/MNo. Name
Alternate Director(s)

S/No. Name
Secretary(ies)

S/No. Name

1 PAN GUOWEI
CEO

S/No. Name
Auditor(s)

S/No. Name

1 FIDES PAC

Registered Charges Section (as at 28/07/2016)

Charge No. Date of Registration

Share Capital Details (as at 28/07/2016)

SiNo. Currency Class of share
‘Ordinary
1 SINGAPORE, DOLLARS Preference
Others

Treasury Share Details (as at 28/07/2016)

S/No Currency Class of share

No data to display.
Shareholder(s) Details (as at 28/07/2016)

Identification No_/

SiNo_ Name Nationality Curnrency

1 WANG ZHI GUO 140253055 /CHINESE SINGAPORE, DOLLARS

(I?.ﬁ;l (SINGAPORE) PTE 198803322G /SINGAPORE  SINGAPORE, DOLLARS

210/292

No. of Shares Held

No. of Shares Held

Identification No./ Nationality

50194238G / SINGAPORE CITIZEN
51531876G / SINGAPORE CITIZEN

Identification No./ Nationality

Identification No./ Nationality

Identification No./ Nationality
S58903036F / SINGAPORE CITIZEN

Identification No./ Nationality

Identification No.
2014063897

Date of Appointment

11/031998
0411111994

Date of Appointment

Date of Appointment

Date of Appointment
27/0312015

Date of Appointment

Date of Appointment
301272015

Amount of Indebtedness

1764000

0

0

Amount of Issued Share Capital Amount of Paid Up Share Capital

186800 186800
) o
1] [}

Amount of Issued Share Capital Amount of Paid Up Share Capital

Class of share No. of Shares Held

‘Ordinary
Preference

Others

‘Ordinary

Preference

50000

170000

18-01593
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50194238G /SINGAFORE

3 CHEW NG SEW CITIZEN

SINGAPORE, DOLLARS

51240064 /SINGAPORE

4 TANCHORKHENG Pty SINGAPORE, DOLLARS

5 TANNGUANKENG MDM  SHTOUSZHISINGAPORE  qeapore, noLLARS
CITIZEN :

6 NGKHENG WAH SISSIBTEASINGAPORE  5NGAPORE, DOLLARS

Group Share Information (as at 28/07/2016)

S/MNo. Group Name Currency Class of share

No data to display.

AGM and Financial Details Section

Date Financial Statements made up to (Financial Period End)
311272015

Date of Annual General Meeting

30/06/2016

Primary/Secondary Activity(ies) Section
Primary/Secondary Activity(ies) as at Annual Return: 28/07/2016
Primary Activity
WEDDING AND RELATED ACTIVITIES (INCLUDING BRIDAL STUDIOS AND
WEDDING PLANNERS)(96040)

Secondary Activity
FOOD CATERERS(56201)

Ordinary 231600

Preference

Others

Ordinary 231600

Freference

Others

Ondinary 540400

Preference

Others

Ondinary 540400

Preference

Others

No. of Shares Held Shareholders

Has Annual General Meeting (AGM) been held?
Yes

Date of Annual Return

28/07/2016

Primary User-Described Activity
WEDDING PLANNING SERVICE

Secondary User-Described Activity
CATERING SERVICE

Is the principal activity(ies) as at Financial Period End different from principal activity(ies) as at Date of Annual Return?

No

Financial Information in XBRL Section

Financial Statements
Full set of financial statements

Note : For financial information in XBRL not uploaded to BizFile

» Please click on the Go to BizFinX button to load financial information in XBRL

= Click on Refresh Page to show the uploaded file

Note : For financial information in XBRL that have been uploaded to BizFile
« If you had successfully uploaded the file, it will be shown below

« To view the uploaded file, please click on the Financial Period End hyperlink
« To file the selected uploaded file with this AR, please click on one of the radio buttons under Select column

Source: Singapore Corporate Registry

18-01593
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WHILST EVERY ENDEAVOR IS MADE TO ENSURE THAT INFORMATION PROVIDED IS UPDATED AND CORRECT. THE AUTHORITY
DISCLAIMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY ERROR OR OMISSION.

Business Profile (Company) of LAGUN SARI WEDDING & CATERING SERVICES PTE. Date: 10/03/2017
LTD. (199408052N)
Registered Office Address : ag1 JOO CHIAT ROAD

#04-00

LAGUN SARI BUILDING
SINGAPORE (427621)

Date of Address - | 10/05/2001
Date of Last AGM - | 30/06/2016
Date of Last AR - 28/07/2016
Date of A/C Laid at Last AGM © 1 31/12/2015
Date of Lodgment of AR, A/C © | 28/07/2016
Audit Firms
NAME
FIDES PAC
Charges
Charge No. Date Registered Currency Amount Secured Chargee(s)

Officers/Authorised Representative(s)

Name ID Nationality Source of Date of Appointment
Address
Address Position Held
NG SHI Y1, TANIA 592322987 SINGAPORE CITIZEN ACRA 24/0172017
30 OLIVE ROAD Director
CALDECOTT HILL ESTATE
SINGAPORE (298267)
NG SHI YING, TRINA $59232296C SINGAPORE CITIZEN ACRA 24/01/2017
30 OLIVE ROAD Director
CALDECOTT HILL ESTATE
SINGAPORE (298267)
CHEW RONGHAO, MORGAN 59015747G SINGAPORE CITIZEN ACRA 24/0172017
15 LEONIE HILL ROAD Director
#07-04
HORIZON TOWERS EAST
SINGAPORE (239194)
KO FU HENG S8008313J SINGAPORE CITIZEN ACRA 15/07/2016
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WHILST EVERY ENDEAVOR IS MADE TO ENSURE THAT INFORMATION PROVIDED IS UPDATED AND CORRECT. THE AUTHORITY
DISCLAIMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY ERROR OR OMISSION.

Business Profile (Company) of LAGUN SARI WEDDING & CATERING SERVICES PTE.

LTD. (199408052N)

Officers/Authorised Representative(s)

Name ID Nationality

Address Position Held
451 YISHUN RING ROAD Secretary
#05-124

JADE SPRING @ YISHUN
SINGAPORE (760451)

Shareholder(s)
Name ID Nationality/Place of
incorporation/Origin
Address
1 WANG ZHI GUO 140253055 CHINESE

NO 17 JIANGJIA HUTONG LI GONG
LOU HEDONG DISTRICT TIANJIN

CHINA
Ordinary(Number) Currency
50000 SINGAPORE, DOLLARS
2 OCN (SINGAPORE) PTE LTD 198803322G SINGAPORE

381 JOO CHIAT ROAD
#04-00

LAGUN SARI BUILDING
SINGAPORE (427621)

Ordinary(Number) Currency
170000 SINGAPORE, DOLLARS
3 CHEW RONGHAO, MORGAN S9015747G SINGAPORE CITIZEN

15 LEONIE HILL ROAD
#07-04

HORIZON TOWERS EAST
SINGAPORE (239194)

Ordinary(Number) Currency
154500 SINGAPORE, DOLLARS
4 NG SHI YING, TRINA 8§9232296C SINGAPORE CITIZEN

30 OLIVE ROAD
CALDECOTT HILL ESTATE
SINGAPORE (298267)

Source: Singapore Corporate Registry

Source of
Address

Source of
Address

ACRA

ACRA

ACRA

ACRA

Date: 10/03/2017

Date of Appointment

Address Changed
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Annex 55: Business card of OCN Singapore Purchasing / Distribution Manager also

showing T Specialist, Watari, and Ohayo International

214/292

Source: The Panel

Note: Ohayo International is a wholesaler of electrical appliances, liquor, and tobacco
to several countries, including the DPRK and was first registered nearly 13 years ago
by T Specialist. As of January/February 2017, Leo Ng’s daughters, Trina Ng, her
sister Tania, and OCN Pte are Ohayo’s shareholders; they and Leo Ng are listed as
directors in corporate filings along with another Singaporean national by the name of
Ko Fu Heng.
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Annex 56: Biodata and passport of Ri Ik (aka Li Ik)

Name: Li Ik

DOB: 11 February 1963

Passport number DPRK Passport: 745420357, exp 11/11/2020
Ak.a.: Ri Ik

Affiliations: Regional Business Development Manager,

OCN (Singapore) Pte Ltd
OCN Representative, Pyongyang

Address: 28 Cuscaden Road #05-10 Cuscaden Residences Singapore
249723

Telephone: +6591831221

Email: CHRISTIN@OCN.COM.SG

Source: The Panel
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Annex 57: Singapore entries and exits for Ri Ik (Aka Li Ik) from 2015-2017

216/292

DEFARTURE QR 2017 CHANGI ARPOAT TERMINAL 3
AREIVEL ERESpT CHAMSE] ATHPORT TERMIMAL 2
DEFARTURE 100342017 CHANGI ARPORT TERMINAL 3
AHEIVAL e e CHAMNKS] AEPORT TERMIMAL 3
DEFARTURE 17/12/2016 CHANG ARPORT TERMIMAL 3
ARRIVAL 11713/ 3016 CHANGI ARPORT TERMINAL 2
DEFARTURE a1 8016 CHANGI ABFORT TERMINAL 2
ARRIVAL Q2123016 CHANGI ARPORT TERMINAL 3
DEPARTURE 21002016 CHANGIARPORT TEEMINAL 3
ARRIVAL 11402016 CHANGI AIRPORT TEEMINAL 3
DEFARTURE 2808 A01E CHANGI ARPORT TEEMINAL 3
ARENAL 18/08, 2016 CHANG] AIRFORT TERMIMAL 3
DEFARTURE QB/07/201E CHANGI ARPORT TERMINAL 3
AHEVEL 22V0EPO1E CHAMNG] AEPORT TERMIMAL 3
DEFARTURE QBT 2016 CHANGI ARPOAT TERMINAL 3
AHEIVEL 29/0aR01E CHAMNG] AEPORT TERMIMAL 3
DEFARTURE 24032016 CHANGI ARPORT TEEMINAL 3
ARRIVAL IH0AI0E CHANGI AIRPOAT TEEMINAL 3
DEPARTURE 00016 CHANGI ARPORT TERMINAL 3
ARRIVAL 12/01/3016 CHANGI ARPORT TERMINAL 3
DEFARTURE 18/12/ 8015 CHANGI ABFORT TERMINAL 3
AHRIVEL a1 p015 CHAMG] AEPORT TERMIMAL 2
DEFARTURE IRANZILG CHANGI ARPOAT TERMINAL 3
AREIVEL H010/ 2015 CHAME] AEPORT TERMIMAL 3
DEFARTURE 0408/ 3015 CHANGI ARPORT TERMINAL 3
AHEIVEL 20708/ 2015 CHAMNS] AEPORT TERMIMAL 2
DEFARTURE BOI0ES 015 CHANGIABFORT TEEMINAL 2
ARRIVAL 19,08,/ 2015 CHAMNGI] AIRPORT TERMINAL 3
DEFARTURE E30Ta01S CHAMNGI ABFORT TERMINAL 3
ARRIVAL 0a/07/ 3015 CHAMNG] AIRPORT TEEMINAL 3
DEPARTURE BO0ES 2015 CHANGIARPORT TEEMINAL 3
AHEIVEL 205 A015 CHANKS] AEPORT TERMIMAL 3
DEFARTURE Q1033015 CHANG] ARPORT TERMINAL 3
AHEVAL 30/0n/ 8015 CHAMNKS] AEPORT TERMIMAL 3
DEFARTURE 21003015 CHANGI ARPORT TERMINAL 3
AHEIVEL 12013015 CHAMNG] AEPORT TERMINAL 3
DEFARTURE 12/00/2015 CHAMGI AIBFORT TEEMINAL 2

18-01593
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ARRIVAL AN/ 3014 CHAMNGI AIRPORT TERMINAL 3
DEFARTURE 19/13/2014 CHANG] ARPORT TEEMINAL 3
AHEIVAL 12/11/8014 CHANG AEPORT TERMIMAL 3
DEFARTLURE 250973014 CHANGI ARPORT TERMINAL 3
AHEIVAL 2508/ 2014 CHAMNG] AEPORT TERRMIMAL 3
DEFARTLURE 240973014 CHANGI ARPORT TERMINAL 3
AHEIVAL azfos/a014 CHANG] AEPORT TERRMIMAL 3
DEFARTURE 08082014 CHAMNG] ARPORT TERMINAL 3
ARRIVAL FRITT 014 CHAMNGI ARPORT TERMIMAL 2
DEFARTURE 100612014 CHAMG] AIRPORT TEEMINAL 3
ARRIVAL 705014 CHAMNGI AIRPORT TERMIMAL 3
DEFARTURE 05052014 CHAMGI AIRFORT TEEMINAL 3
AHEIVAL 247042014 CHANG] AEPORT TERMIMAL 3
DEFARTLRE BAD R CHANGI ARPORT TERMINAL 3
AHEIVAL 148042014 CHANG] AEPORT TERMIMAL 3
DEFARTLRE 25/03/2014 CHANGI ARPORT TERMINAL 3
AHEIVAL 150072014 CHANG] AEPORT TERMIMAL 3
DEFARTLRE 14022014 CHANGI ARPORT TERMINAL 3
ARRIVAL 0502/ 2014 CHANGI AIRPORT TEEMINAL 3
DEFARTURE 03/00,/2014 CHANG] ARPORT TEEMINAL 3
ARRIVAL 10/12/3013 CHANGI ARPORT TERMINAL 3
DEFARTURE 0a9/10y3013 CHANG] ARPORT TEEMINAL 3
ARRIVAL 19,/09/ 3013 CHANGI ARPORT TERMINAL 2
DEFARTLRE 18/09/ 2013 CHANG] ARPORT TERMINAL 2
AHEIVAL 13705y 2013 CHANG] AEPORT TERMIMAL 3
DEFARTLURE 21/08/3013 CAANG] ARPORT TERMINAL 3
AHEIVAL a1/08/ 2013 CHANG] AEPORT TERMIMAL 3
DEFARTLRE 31/05/2013 CHANG] ARPORT TERMINAL 3
ARRIVAL 18/05/2013 CHANGI ARPORT TERMINAL 3
DEPARTURE 22042013 CHANG] ARPORT TEEMIMAL 3
ARRIVAL 16/0:4/2013 CHANGI ARPORT TERMINAL 3
DEFARTURE 01,/04,/2013 CHANG] ARPORT TEEMIMAL 3
ARRIVAL 15/03/2013 CHANGI ARPORT TERMINAL 3
DEFARTLRE 25/02/3013 CHANG] ARPORT TERMINAL 3
AHEIVAL o REr R b CHAMGT AIBPORT TERMINAL 3
DEFARTLURE 18/00/2013 CHANG] ARPORT TERMIMAL 3

Source: The Panel
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Annex 58: Screenshot from Ryugyong Commercial Bank ATM, showing
address in Changgwang Foreign House, Suite #05-24. (OCN address listed
on Bugsae Shop carrier bags is Changgwang Foreign House, Suite #05-01)

/ ENGLISH

Please insert your card...
(NOTICE: Only the card issued by RYCB can be used.)

Coagrich © Ryugyorg Comnercial Bank, ATM Custaere’ Serace Cexadmet
Ryen 4wa) Daog Chengway Feregn Hous A05-4 Cetral Cistact Fyongyasg DPR of Kowea
00852212 11(Ope-at ) 6103 Lozat 266-2393 rebEslavcare ks 20850-2-2014410 a:n CCHI0;

Source:  https://www.nknews.org/pro/exclusive-singapore-firm-still-denies-links-to-north-korea-
despite-new-evidence/
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Annex 59: Use of Ryugyong Commercial Bank card provides 5% discount in
Buksae shop

\
T SR \
b <

Ryugyong Commercial Bank

Smart Banl\mg

/

Source: Jaka Parker
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Source: Jaka Parker (@JakaParker) instagram
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Annex 60: Shopping bag obtained from Bugsae Shop (alternative spelling of Buksae
Shop) in Pyongyang showing locations and “OCN Group” affiliation - June
2017

Source: NK Pro
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Annex 61: Shopping Bag obtained from Bugsae Shop (OCN Group) at Changgwang
Foreign House, Pyongyang, June 2017

Source: NK Pro

2221292 18-01593
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Annex 62: Ukrainian confectionary company export records for items shipped to the
address: “OCN Pyongyang Office 01-05 Changwang House, Pyongyang
DPRK” from April 2015 until January 2017

Screenshot of Import Genuis, source of trade data

SEKRVIUE: (Y/3) BO5-D0/0 SALEDS: 820-3/4-119Y9Y ™= Live Lnat

IG ImportGenius HOME HOWITWORKS PLANS & PRICING SEARCH CONTACTUs  [JREICISHCHEP w ¢ |

y

Bugsae Shop

Bugsae Shop is a buyer that buys products from ToB ABk KoHdbekwiHepi

IMPORT GENIUS

Our bill of lading data reveals the
trading activities of Bugsae Shop
and millions of other manufacturers.

Learn More

Other companies in our database |

View Sample Shipment Records + Shipment Alert Subscription + Contact This Company + Sign Up

Sample shipment record for Bugsae Shop

Bugsae Shop is a buyer that buys products from ToB Ak KoHcpekiwinepi

BILL OF LADING

Recepient Sender HS CODE 1905906000
BUGSAE SHOP TOB ABK KOH®EKILUIHEPI EXPORT DATE 2017-01-05
Ocn Pyongyang Office 01-05 Changgwang 04080, M.kuis, Byn. Mexwripcbka, Bya. 82-A

House, Pyongyang, Dprk WEIGHT 303.16
Cargo Description PRICE 26766.04

1. MYYHI KOHOUTEPCBKI BUPOBW 3 AOOABAHHAM MNIACONOMDKYBANbHUX PEYOBUH. CUSTOMS OFFICE 110100001
CYXI MPOAYKTW EKCTPY3IMHOI TEXHONMOTII. TY Y 15.6-30482582.001-2001. CODE

DECLARATION NO. 200212

Subscribe to access the complete shipping history for Bugsae Shop

Source: Import Genius
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List of exports to Bugsae shop at OCN Pyongyang address (exports of candy and confectionary
items)

Import
@Ge?\?us

PRODUCT

.ULlokonapHi uykepkw 3 Ha-
. Badpni, noBHicTio abo Ha
. Badhni conoaki 6e3 nokpi
. My4Hi KoHaUTepCbKi BUPC
. MacTa pocnvHHo-Mono4t
. MacTa pocnuHHC-Monout
. ['oTOBMI XapyoBwit Npoa;
. CyMiLL pOCRMHHO-BEPLLIK(
.WokonapHi uykepkmn 3 Hav
. Bachni conopaki 6e3 nokpi
. Badhni, noBHicTio abo var
. Monoko nuTHe ynbTpana
. Monoko nuTHe ynsTpana
. Macro BeplukoBe HaType

ImportGenius.com

info@importgenius.com

Toll Free: 855-573-9976
International: +1 480-745-3396

HS CODE
1806901900
1905321900
1905329900
1905906000
1806329000
1517909999
1901909100
1517901000
1806901900
1905329900
1905321900

401209100
401201100
405101100

CONSIGNEE
"BUGSAE SHOP"
"BUGSAE SHOP"
"BUGSAE SHOP"
"BUGSAE SHOP"
BUGSAE SHOP
BUGSAE SHOP
BUGSAE SHOP
BUGSAE SHOP
BUGSAE SHOP
BUGSAE SHOP
BUGSAE SHOP
BUGSAE SHOP
BUGSAE SHOP
BUGSAE SHOP

CONSIGNEE ADDRESS

OCN PYONGYANG OFFICE 01-05 CHANGGWANG HOUSE, PYONGYANG, DPRK.
OCN PYONGYANG OFFICE 01-05 CHANGGWANG HOUSE, PYONGYANG, DPRK.
OCN PYONGYANG OFFICE 01-05 CHANGGWANG HOUSE, PYONGYANG, DPRK.
OCN PYONGYANG OFFICE 01-05 CHANGGWANG HOUSE, PYONGYANG, DPRK.
OCN PYONGYANG OFFICE 01-05 CHANGGWANG HOUSE, PYONGYANG, DPRK
OCN PYONGYANG OFFICE 01-05 CHANGGWANG HOUSE, PYONGYANG, DPRK
OCN PYONGYANG OFFICE 01-05 CHANGGWANG HOUSE, PYONGYANG, DPRK
OCN PYONGYANG OFFICE 01-05 CHANGGWANG HOUSE, PYONGYANG, DPRK
OCN PYONGYANG OFFICE 01-05 CHANGGWANG HOUSE, PYONGYANG, DPRK
OCN PYONGYANG OFFICE 01-05 CHANGGWANG HOUSE, PYONGYANG, DPRK TOB "ABK KOH®EKLLIHEPI"
OCN PYONGYANG OFFICE 01-05 CHANGGWANG HOUSE, PYONGYANG, DPRK TOB "ABK KOH®EKLLIHEPI"
OCN Pyongyang, office #01-05, Changgwang House, Ryenhwa-Dong, Central district, Pyongy. TOB "TEPPA &¥1"

OCN Pyongyang, office #01-05, Changgwang House, Ryenhwa-Dong, Central district, Pyongy. TOB "TEPPA &y["

OCN Pyongyang, office #01-05, Changgwang House, Ryenhwa-Dong, Central district, Pyongy. TOB "TEPPA &Y1"

SHIPPER

TOB "ABK KOHOEKILIHEPI"
TOB "ABK KOH®EKLLIHEPI"
TOB "ABK KOHOEKILIHEPI"
TOB "ABK KOH®EKLLIHEPI"
TOB "TEPPA &¥["

TOB "TEPPA &Y["

TOB "TEPPA &¥["

TOB "TEPPA &Y["

TOB "ABK KOHOEKLLIHEPI"

SHIPPER ADDRESS
04080, m.Kuis, Byn. Mexwri 2017-01-05
04080, M.Kuis, Byn. Mexuri 2017-01-05
04080, m.Kuis, Byn. Mexwri 2017-01-05
04080, M.Kui, Byn. Mexuri 2017-01-05
23600 BiHHMUbKa 0Bn., M. 12016-08-30
23600 BiHHULbKa 06n., M. 12016-08-30
23600 BiHHMUbKa 0Bn., M. 12016-08-30
23600 BiHHULbKa 06n., M. 12016-08-30
04080, m.Kwie, Byn. Mexwri 2016-08-12
04080, m.Kuis, Byn. Mexwri 2016-08-12
04080, m.Kwie, Byn. Mexwri 2016-08-12
23600 BiHHWLbKa o6bn., M. 12015-04-17
23600 BiHHMUbKa 0bn., M. 12015-04-17
23600 BiHHWLbKa o6bn., M. 12015-04-08

1662.16
167.4
194.4

303.16
3440
1652
2268

900
1863.44
86.4
372
12817
12817
11820

EXPORT DATEWEIGHT PRICE (UAH) I

125317.46
17296.65
17296.65
26766.04

5525.2
1815.84
2562.84

1323

6903.84

288

144
139175.03 «
128469.26 «
1158565.35 |}

Source: Import Genius
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Annex 63: OCN Singapore label affixed to a wine bottle at the Bugsae Shop in
Pyongyang, July 2017

NK PRO

-y -
DPRK Analysis Research Tools & D%ta § i

i

2
!

Source: NK Pro
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Annex 64: Luxury-branded cosmetics, handbags, watches, leather goods and footwear
on display at the Buksae Shop in Pyongyang, July 2017

DPRK Analysls,ﬁesearf' Tools “

Source: NK Pro

226/292 18-01593



S/2018/171

Annex 65: Biodata on Han Hun Il (Edward Han)

Name: Han Hun 11

DOB: 2 April 1957

Passport # 836134879

Expiry: 2021/3/9

Ak.a.: Edward Han; Dr. Edward Han Hun 11

Family Wife: Kim Mi-Kyong (Z 0] &)

members « DOB: 1959/2/15
Son: Han Kumryong (2t3 &)
+ aka “Han Song” (2} &)
e aka: “Harvard Han”
e DOB: 18 September 1984
*  Worked at MKP Myanmar until 2013

Affiliations: Sungri Economic Group (G2l G X Hgt2])
Dispatched to Malaysia in 1995 to serve as Malaysia Representative of Mansudae
Overseas Projects (MOP)
Established a Mansudae branch, M.O.P. (S) Pte Ltd, in Singapore on 20 May 1994
until it was struck off the register on 30 September 2009.
In 2006 his tenure with MOP expired and he was given the status of “operative “in
the Reconnaissance General Bureau. He had previously served as representative of
RGB in Africa before 1994.
On 20 June 2006 he registered Malaysia Korea Partners (MKP) in Malaysia jointly
with Yong Kok Yeap with each of them owning half the shares (175,000 Ringgit)
MKP signed a joint investment agreement in June 2009 with a DPRK China joint
bank called “High-Fund International bank” which had an affiliation with DPRK
Sungri Economic group.
MKP established the International Consortium Bank (ICB)
MKP employs IT personnel from the DPRK state science academy in its subsidiary,
SOSIT are still working

Address: MKP Capital LLC Berhd
Registered address: 24-B Jalan Landak Off Jalan Pudu KL
Business address: Lot 5, Jalan Satu
Kawasan Perusahaan Cheras Jaya
43200 Balakong
Selangor Darul Ehsan
Malaysia

Travels Traveled to other South East Asian countries in 2016, including the Lao People’s
Democratic Republic in October. The Lao PDR has not responded to the Panel’s
inquiry

Telephone: 603 9076 9678

Fax : 603 9075 9678

Email enquiries@mkpholdings.com.my

Website : www.mkpholdings.com.my

Source: The Panel, Member States, Corporate Registry Documents
18-01593
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Annex 66: MKP network chart

Mansudae Reconnaissance
General Bureau

Overseas Projects
Branch

G

DPRK
Joint Venture Partner

Pak In Su Boo Che Hwan

M.0.P
Singapore (Defunct) \

Staff Member Director

-y —
—

Yong Kok Yeap

Branch -

Shareholder/ Director

Myanmar

//
-

South Africa
South Africa Operations Director

. L

EKB Building Limitada

South African National
Shareholder/ Director
Director
Deputy )
Attorney General MKP Myanmar MKP South Africa
of Angola

Source: The Panel

-
-
II —

Malaysia-Korea Partners (MKP)

s, Group of Compa nies: iR
W > - (aka Edward Han)

_~ =7 Active Malaysian Compar

-
-

Former Branch Branch Brsachy Branch
—

ﬁ Shareholder/ Director

Nigeria - = Uganda Zambia

Not registered

as Ugandan
/company
7
g . Joint Venture .
%’ %‘ =partner - %" Same address %‘l

MKP Mining Corp. NH-MKP Builders MKP Builders MKP Capi
: pital
(Uganda Operations) (AKA: Vidas (AKA: Vidas Engi

Director zambia Operations Director

Mohamed Yazid

Merzouk
Joint Venture

.
.
.
.
Mining License Partner Director Director  Director
1- ' L3 X
.
.
.
.
.

S99 9 9 9

9 5 S

Heritage MKP ' % National Housing i Z
F Moroto Mine 5 DPRK National DPRK National 2
Builders & Construction 10 MKP-Named Companies NH-MKP Omega-MKP MKP Construction
Estates Development (Zambia)
1
Joint Venture ... ity Shareholder

Par}ner

National Housing Omega Securities
Authority of Zambia Afrique
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Annex 67: MKP companies in Malaysia as of 15 December 2017

Company Name | Corporate | Status Address Directors Shareholders Start
Number

M.K.P. 199448-D Dissolved | Rm.1 1st. Floor, Abdul kudus bin Abdul Kudus 15 June
PROJECTS Lee Rubber Bldg 145, datuk; Bin Datuk; 1990
SDN. BHD. Jalan Tun H.S. Lee

Kuala Lumpur, Wilayah Lee Kung Wabh; Yong Kok

Persekutuan Chong ah Kow @ Yeap;

Chong Ching Che; Chong Ah Kow
@ Chong
Yong Kok Yeap; Ching Che;
Lee Kung Wah

MKP 386207-P Existing | 2-3-11 (3rd Floor)Menara Han Hun I1; Yong Kok 6 May
BUILDERS K1h Business Centre 2, Fang Chee Peng; Yeap; Han Hun | 1996
SDN. BHD Jalan Kasipillay, Yong Kok Yeap; 11

Off Jalan Sultan Azlan

Shahkuala Lumpurwilayah

Persekutuan

Lot 5, Jalan 1kawasan

Perusahaan Cheras Jayabatu

11 cheras, selangor
MKP CAPITAL | 738326-V Winding | 24-B, Jalan Landakoff Jalan | Han Hun Il; Yong Kok 20 June
BERHAD Up Pudu Kuala Lumpur Wilayah | Yong Kok Yeap; Yeap; Han Hun | 2006

Persekutuan 11

Lot 5, Jalan 1kawasan

Perindustrian Cheras

Jayabatu 11, Batu 9

cheras, selangor
MKP CAPITAL | 980801-M Existing | 24-B Jalan Landakoff Jalan Han Hun I1; Yong Kok 2 March
LLC BERHAD Pudu Kuala Lumpur, Yong Kok Yeap; Yeap; Han Hun | 2012

Wilayah Persekutuan 11
MKP 619741-U Winding | 24-B Jalan Landakoff Jalan Han Hun I1; Yong Kok 26 June
CORPORATION Up Pudu Kuala Lumpur, Yeap; Han Hun | 2003
BERHAD wilayah Persekutuan Karnail Singh Nijhar | Il

Tansri Dato'dr Amar
Singh;

T.1/870¢/S
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Lot 5,Jalan 1kawasan
Perusahaan Cheras Jayabatu
11batu 9 Cherasselangor

Yong Kok Yeap;

Ramanan
Ramakrishnan, Dato';

MKP 735910-W Existing | 2-3-11 (3rd Floor) Menara Karnail Singh Nijhar | Karnail Singh 31 May
DYNAMIC Klh Business Centre 2 jalan | Tansri Dato'dr Amar | Nijhar Amar 2006
ENGINEERING Kasipillay, Off Jalan Sultan Singh; Singh, Tansri
SDN. BHD Azlan Shah Kuala Lumpur, Dato'dr;
wilayah Persekutuan Fang Chee Peng;
Yong Kok
Lot 5, Jalan 1 Kawasan Yong Kok Yeap; Yeap;
Perusahaan Cheras Jayabatu | Muhammad Danial
11, Batu 9 Cheras Selangor Bin Osman; Soh Pui Hoon;
Han Hun I1;
Ramanan
Ramakrishnan
MKP 779980-A Existing | 2-3-11 (3rd Floor), Menara Karnail Singh Nijhar | Yong Kok 7 July
DYNAMIC Klhbusiness Centre, 2, Jalan | Tansri Dato'dr Amar | Yeap; 2012
SDN. BHD Kasipillayoff Jalan Sultan Singh;
Azlan Shah Kuala Lumpur, Soh Pui Hoon;
Wilayah Persekutuan Fang Chee Peng;
Lot 5, Jalan 1kawasan Ramanan
Perusahaan Cheras Jayabatu | Yong Kok Yeap; Ramakrishnan;
11 cheras selangor
Ramanan Karnail Singh
Ramakrishnan; Nijhar Tansri
Dato'dr Amar
Muhammad Danial Singh
Bin Osman @
Mddaud;
MKP 464492-W Existing | 2-3-11 (3rd Floor) Menara Yong Kok Yeap; Yong Kok 23 June
HOLDINGS Klh Business Centre 2 jalan | Han Hun I1; Yeap; Han Hun | 1998
SDN. BHD Kasipillay, 11

Off Jalan Sultan Azlan Shah
Kuala Lumpur,

T.1/810¢/S
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Wilayah Persekutuan

Lot 5, Jalan 1 kaw.
Perusahaan Cheras Jayabatu
11 batu 9 Cheras Selangor

9 | MKP SUPPLIES | 1210818-M | Existing | No. 3a-1, Jalan D'alpinia 10 | Fang Chee Peng; Yong Kok 30
SDN. BHD taman D'alpinia, Puchong Yeap; Fang November
Selangor Yong Kok Yeap; Chee Peng 2016
10 | MKP-WUI 577418-H Existing | 24-B Jalan Landakoff Jalan Kong Kam Wang; Wui Loong 17 April
LOONG Pudu Kuala Lumpur, System 2002
SYSTEM Wilayah Persekutua Han Hun I1; Scaffolds
SCAFFOLDS Co.Ltd;
SDN. BHD Lot 5 Jalan 1kawasan Yong Kok Yeap;
Perindustrian Cheras Mkp Holdings
Jayabatu 11 Batu 9 Cheras, So Yu Shing; Sdn. Bhd.
Selangor
11 | Nekad Ziplem 614359-U Existing | 52 a, Jalan Landak Han Hun I1; Jusoh Bin 7 May
SDN. BHD off Jalan Pudu Awang; 2003
Kuala Lumpur, Wilayah Yong Kok Yeap;
Persekutuan Yong Kok
Yeap;
C/O Lot 5, Jalan 1 kawasan
Perindustrian Cheras Han Hun I1;
Jayabatu 11, Batu 9 Cheras Sumairi Bin
Selangor) Hashim
12 | ELEMENT 658573-V Existing | 2-3-11 (3rd Floor) Menara Yong Kok Yeap; Chua Boon 6 July
FLASH (M) Klh Business Centre 2 Jalan | Chua Boon Lain; Lain; Yong Kok | 2004
SDN. BHD. Kasipillay, Tee Eng Soon; Yeap; Tee Eng

Off Jalan Sultan Azlan
Shahkuala Lumpur Wilayah
Persekutuan

Lot 5 Jalan Satu kawasan
Perusahaan Cheras
Jayabalakong Selangor

Soon

T.1/870¢/S
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13 | SOSIT SDN. 749341-K
BHD.

Existing

2-3-11 (3rd Floor) Menara
K1h Business Centre 2 jalan
Kasipillay,

Off Jalan Sultan Azlan Shah
Kuala Lumpur, Wilayah
Persekutuan

Lot 5, Jalan 1 Kaw.
Perusahaan Cheras Jaya Batu
11, Batu 9 Cheras Selangor

Yong Kok Yeap;
Han Hun II;

Yong Kok
Yeap; Han Hun
Il

3 October
2006

Source: Malaysian corporate registry

T.1/810¢/S



S/2018/171

Annex 68: Singapore Mansudae branch, M.O.P. (S) Pte Ltd, registered by Han
Hun 11 on 20 May 1994 until it was struck-off on 30 September
2009

i BizInsights ACR

ACCOUNTING ANDG COR*CAAl =
RICWLATOLY ARTHONITY

Bizinsights (People Profile Information)
People Profile of HAN HUN IL

Particulars
Name - HAN HUN IL
NRIC : 5020012
Nationality : KOREAN, SOUTH
Address : 12 MARGATE ROAD
#06-05
SINGAPORE 433053
Date of Change (Address) i

Current Appointments

=
||

Past Appointments
J Business Company Date of Date of
No. ILLP/LP | PAF UEN Status Position o pocintment  Cessation
1 M.OP.(S)PTELTD 199302217 STRUCK OFF DIRECTOR 20-05-1934 30-08-200%

Disclaimer

The information in this report is extracted by Bizinsights from a database comprising information filed with Accounting &
Corporate Regulatory Authority (ACRA) on or before 26 September 2017 and presented using a business intelligence
solution from Elxir Technology Pte Ltd. The statements or ratios published by Elixr Technology are solely statements of
opinion and not statements of fact or recommendations to purchase, hold, or sell any securities or make any other
investment decisions. Subscribers should not rely on any such statements or ratios in making any nvestment decision.
This report may not be reproduced in whole or in part in any form or manner. The report may contain information compiled
from information which ACRA, Elixir Technology and Bizinsights do not control and which has not been verified unless
indicated i this report. Whilst every endeavor is made to ensure that the information provided is updated and correct,
ACRA, Bizinsights and Elxir Technology disciaim any liability for any damage or loss that may be caused as a result of
any error or omission arising out of or in way related to the contents of this report. Certain msi\mefmmaal'
research processes.

Source: ACRA
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Annex 69: Countries in which MKP claims to operate

Figure 1: MKP’s homepage claimed it operated in Algeria, Angola, Australia,
Burundi, Cambodia, China, Congo, DRC, Ethiopia, Hong Kong, China, Kenya,
Libya, Malaysia, Mozambique, Myanmar, Nigeria, Russia, Singapore, Tanzania,
Uganda, Vanuatu, Zambia, Zimbabwe. The map at the bottom of the site further
insinuates operations in Southeast Asia, Sub-Saharan Africa, Mideast/North Africa,
North America and Europe.

Owr Parters Our mission is to provide:

Algeria Strong Suppart

While we D T widing ampie supp to 0 need R, we are also appreciative of
us up In return. F ranking employee
e. MEF g
> nformation provided fro
Burundi : Its partrait a ong hands on han

Australia

Cambodia

China

ALY

Cango 2 ¥y the finish line. MKP p
m i t. Our liablity = to fac e 3 commun
Cango(DRC) o 3 cant relationship. In a way, & will e

\
\

Ethiopia

d

Hang Kong

= k t we can produce optim

i) e L e. D \ mpha on team

ubordinate individua
ation internally and

Libya

J
.

Malaysia
Mozambigue

Myanmar

—
2
—

Tanzania

|

Uganda
Vanuatu
Zambia

Zimbabwe

Source: Archived version of the page:
https://web.archive.org/web/20120119212635/http://mkpholdings.com.my/index.php
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Figure 2: MKP claims completed construction projects in Malaysia, Zambia,
Zimbabwe, Madagascar, Angola, Libya, Sudan, Yemen, Russia, Hong Kong.

Construction Projects

Completed Project Ongoing Project Proposed Project

[ VF;Vrojrectrs ;n i‘-'l’alays’i’a
Prdarean Sarawal Venue: Padawan, Sarawak, Malalysia
Mines Wonderland Theme Park Status: Main contractor
Paddy Museum, Kedah

GET Road, Banting

Length: 8.5 km

Duration: September 1996 - April 1998
Central and South African Projects

Zambia Lusaka Millennium City
MKP completed the Padawan access road project which has a gradient of 24 degree road

2 inclination on time, on budget and at half the cost as proposed by other tendered companies (US
Zimbabwe: Harare 12 - 20 millions)

Zambia International Convention Center

Madagascar
Angola Luanda
Hotel Ritz (On Going)

North Africa, Middle East , Russia Projects
Libya
Sudan
Yemen

Russia

Hong Kong Project
« Artificial Lake & Tree House
Four Season Hotel Gate 1o the Access Road
Harbour Green
New Town Tower
Robinso
The Arch
Cheung Sha Wan Commercial Building
Kwun Tong 502
Scaffolding

Rear View of the Gate main road
Irrigation & Dam

» Waterway
Water Pipes

Irrigation Tunnel

Dam Project in Africa

Source:  http://www.mkpholdings.com.my/construction.php (Page under tab,
“Completed Project™)
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Figure 3: MKP claims construction projects in Malaysia, Nigeria, Ethiopia, Uganda,
and Angola.

Construction Projects

Completed Project Ongoing Project Proposed Project

Malaysia
3 Lot 2436-2437, Mukim Teluk Panglima Garang,
* Shipyard LI Kelang, Selangor, Malaysia.
« Marketing Office
Status: Construction of Shipyard, ship building
Nigeria
« Zamfara International Airport Duration: January 2009 - December 2009

« Renovation of Korea Embassy
Ethiopia
« Gololcha Dam and Irrigation

Uganda

« Roadworks Construction

Angola
« T3 Type Detached Housing

Exterior Perspective 2

P
T3 N
Exterior Perspective 3

T

Interior Perspective Warehouse and Hostel

Source: http://www.mkpholdings.com.my/construction.php (page wunder tab,
“ongoing project”)
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Annex 70: MKP claims to have Mansudae Overseas Projects (MOP) “solid
and rich experience since 1964”

About MKP Group of Companies

MKP Group of Companies
which has mainly emerged as a
construction company is now an
international well-diversified group
involved in a wide range of
business activities with MOP" s solid
and rich experience since 1964

MKP comprise of several notable
divisions of various industries
incorporate of construction,
shipbuilding, technology, trading,
manufactunng, banking, medical
technology and eco-tourism &
agriculture.

Source: MKP Website, http://www.mkpholdings.com.my/aboutus.php accessed 26
January 2018

18-01593 237/292



S/2018/171

Annex 71: MKP claims it constructed “National Heroes Acre” in Zimbabwe
(constructed by Mansudae Overseas Projects)

MKP known to construct a remarkable
structure all over the world.

Monuments are one type of structure explicit
to commemorate an important event as a part
of one nation’s remembrance of past.

The monuments construct often to impress or
awe human race of the events. It's also a
structure that can convey historical or political
information to the public’s eye.

MKP has done several approaches in achieving
the objectives of monumental structure. In
events,

The National Heroes Acre in Zimbabwe was our
projects that commemorate those who fell in
the struggle for national liberation whose
dedication and commitment to the nation
justify their burial at this sacred spot.

We not only provide a shrine but also
incorporate a beautiful landscape that inviting
and serene for the visitors.

Heroes Acre Monument, Harare, Zimbabwe

Source:  http://www.mkpholdings.com.my/subfile/construction/construction3.php,
Accessed 26 January 2018
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Annex 72: Zambian corporate registry list of companies with MKP in their

18-01593

name

Patents & Companies Registration Agency

"Business Starts Here"

Entity
Number:

120150138517
120050058683

120060064168
120040054717
120130117265
120710090060
1207110095546
1200710047965
120070068265
1200710047962
120700086671
120060063275
120060062028
120070065306
379280085789

Entity Name:

Jun 30, 2011 187717 MKP HARDWARE AND INDUSTRIAL

SUPPLIERS LIMITED
MKP CONTRACTORS LIMITED

NHA- MKP ESTATES DEVELOPMENT
LIMITED

MKP SECURITY SYSTEMS ZAMBIA LIMITED
MKP HOLDINGS LIMITED

MKP SOUTH AFRICA (ZAMBIA) LIMITED
MKP CAPITAL ZAMB A LIMITED
MKP-IREHAB ZAMBIA LIMITED

MKP MOTORS (ZAMBIA) LIMITED

MKP BUILDERS ZAMBIA LIMITED

MKP CONSTRUCTION {ZAMBIA) LIMITED
OMEGA - MKP ZAMBIA LIMITED

MKP MINING CORPORATION LIMITED
MKP TMS HOSPITAL LIMITED

MKP PATHFINDER LIMITED

MKP CONTRACTORS AND TRANSPORT

Registartion
Date:

Dec 31, 2015

Apr 29, 2005

Nov 7, 2006
Mar 1, 2004
Nov 15,2013
Feb 4, 2011
Sep 13, 2011
Aug 22, 2001
Aug 28, 2007
Aug 22, 2001
Sep1,2010
Aug 16, 2006
Apr 20, 2006
Feb 8, 2007

Nov 13, 1998

Annual Return
Status:
% FYE: 30-06-2012

Compliant

v FYE: 30-07-2017

® FYE. 20-06-2014

X FYE: 01-01-2013
*® FYE: 01-03-2005
X FYE: 31-12-2014
X FYE: 04-02-2014
® FYE: 30-09-2013
X FYE 22-08-1912
% FYE: 28-082012
% FYE: 01-01-2002
B FYE: 07-05-2017
X FYE: 16-08-2007
« Compliant

X FYE: 01-04-2008

@ FYE: 29-12-2016

Nominal Capital

Compliance Status:

X Not Compliant

% Not Compliant

% Not Compliant

3 Not Compliant

X Not Compliant
X Not Compliant
X Not Compliant
v Compliant
X Not Compliant
X Not Compliant
« Compliant
X Not Compliant
« Compliant
% Not Compliant
v Compliant
« Compliant

Not Required

Par Value:

% Not Compliant

+ Compliant

v Compliant

% Not Compliant

v Compliant
% Not Compliant
« Compliant
% Not Compliant
X Not Compliant
X Not Compliant
X Not Compliant
% Not Compliant
v Compliant
+ Compliant
+ Compliant
 Compliant

+ Compliant

Source: Zambia Patents & Companies Registration Agency (PACRA)
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Annex 73: MKP catalogue showing companies in MKP Group including in
Angola, Zambia

Where We Came Ficin...

Source: 2014 MKP Catalogue (same source for all ensuing photographs with the
exception of those another source)
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Annex 74: Yong Kok Yeap (MKP Chief Executive Officer) shaking hands with
former Zambian president

Site visit by the President of
Zambia H.E. FREDERICK
CHILUBA in year 2000 to learn
about the Millenium City
Housing Project in Zambia.

Meeting with the PRESIDENT OF ZAMBIA -
H.E. LEVY PATRICK MWANAWASA.

Contract signing ceremony
in ALGERIA.

Source: Page in catalogue devoted to important “partners” of MKP
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Annex 75: MKP catalogue showing photos of MKP Zambia Director Yazid
Merzouk accompanying Deputy Prime Minister of Malaysia on
visit to MKP Trust Medical Center in July 2008

MKP ZAMBIA MANAGING DIRECTOR YAZID
MERZOUK accompanying the DEPUTY PRIME
MINISTER OF MALAYSIA DATUK SERI MOHD
NAJIB BIN TUN HAJI ABDUL RAZAK visit to MKP
TRUST MEDICAL CENTER in ZAMBIA in July 2008.

Source: MKP catalogue
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Annex 76: Yazid Merzouk and other MKP directors accompanying Deputy
Prime Minister of Malaysia on visit to Zambia MKP Trust Medical
Center in July 2008

Deputy Prime Minister of Malaysia
Datuk Sri Mohd Najib bin Tun Haji Abdul Razak
visit to MKP Trust Medical Center in Zambia.

Medical Infrastructure
and Specialist Center
We provided a much needed
boost to Zambia's health care
industry by building a hospital that

houses various specialists from
varying medical disciplines.

Source: MKP website
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Annex 77: MKP Board of Directors (including Han Hun Il, Yong Kok Yeap,
and Yazid Merzouk of MKP-Zambia)

Image 1: Left to right: Ms. Siti Faridah Md. Lias, Mr Mohamad Fauzi Bin Othman,
Mr. Mohamed Yazid Merzouk, Dato’ Dr. Yong Kim Yeap, Admiral Datuk M. Ramly
Baker (Rtd), Dr. Edward Han Hun Il, Mr. Ismael bin Ariffin, Ms. Camy Soh Pui Hoon

Source: MKP catalogue

244292 18-01593



S/2018/171

Image 2: Bottom to top: Dr. Edward Han Hun Il, Dato’ Dr. Yong Kim Yeap, Admiral
Datuk M. Ramly Baker (Rtd), Mr. Mohamed Yazid Merzouk, Mr. Ismael bin Ariffin,
Mr Mohamad Fauzi Bin Othman, Ms. Siti Faridah Md. Lias

i

Source: MKP catalogue
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Annex 78: MKP leadership from left: Yazid Merzouk and Yong Kok Yeap,
Han Hun 11 to far right

Source: MKP catalogue

246/292 18-01593



S/2018/171

Annex 79: Lawsuit between Yazid Merzouk and Commerical Capital Consortium Limited

18-01593

For the Appellant: Mr. Fraser Chishimba, of Messrs Fraser
and Associates

For the Respondent: Ms Comfort Mulenga of Attorney-General’s
Chambers
RULING

Mwanamwambwa, Ag. D.C.J., delivered the Ruling of the Court

Case referred to:

1. Newton Malwa vs Lucky Mulusa ( & Another) Selected Judgment
No. 24 of 2014.

Legislation referred to:
1. Rules of the Supreme Court, 1999. Order 4. Rule 9 (1)

Other Works referred to:

1. Atkin’s Court Forms 2" Edition. Volume 37 (7995 Issue), pages 196
and 211.

Where two or more proceedings are pending before the
same Court, and it appears to the Court that some common
question of law or fact, arises in both or all of them, or the
rights to relief claimed therein are in respect of or arises out of
the same transaction or a series of transactions, the Court
may order any of them to be stayed, until after determination
of any of them. Stay in this instance, is a temporary-hold-up
in the proceedings, though it is clearly contemplated that the
result of the action which proceeds will, as a test action, in
effect determine the stayed proceedings. Stay is a

discretionary remedy, when the several actions are not so
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IN THE SUPREME COURT FOR ZAMBIA APPEALS NO. 38 AND 101 OF 2012
HOLDEN AT LUSAKA SCZ/8/159/2012

(Civil Jurisdiction) SCZ/8/18/024/2012

IN THE MATTER OF: AN APPLICATION UNDER ORDER 8 RULE 3 OF THE

RULES OF THE SUPREME COURT 1999 EDITION AS
READ TOGETHER WITH ORDER 59 RULE 14 OF RSC

1999 EDITION
AND

IN THE MATTER OF: STATUTORY INSTRUMENT NO. 26 OF 2012 OF THE
SUPREME COURT (AMENDMENT) RULES, 2012 AND
IN PARTICULAR RULE 58 (5) OF THE SUPREME
COURT (AMENDMENT) RULES, 2012

BETWEEN:

SAMBA LUBEMBA APPELLANT

AND

OPHELIA HANYAAMA 1ST RESPONDENT

SANGARE TRANSPORT LIMITED 2ND RESPONDENT

ATTORNEY GENERAL 3RD RESPONDENT

BETWEEN:

YAZID MERZOUK APPELLANT

AND

COMMERCIAL CAPITAL CORPORATION
LIMITED RESPONDENT

Coram: Mwanamwambwa, Ag D.C.J, Chibomba, Phiri, Wanki, Muyovwe, Wood,

Malila, Kaoma, J.J.S., and Lengalenga, Ag. J.S.
On the 15" of October 2014

For the Appellant: Mr. W.L. Mubanga, of Messrs Chilupe and
Company, Permanent Chambers
For the Respondent: Mr. Mondenga, of Messrs Mondenga and

Company.
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Annex 80: Zambia corporate registry of MKP Holdings Ltd with Yazid
Merzouk and “Korea” national

18-01593

Gacra)

Local Company

Date of Incorporation
Registered Office
Postal Address

Town / City

Country

Certificate Signed By
Phone

Email
Struck off/Ceased on

Nominal capital
Number of Shares
Liability

Articles Filed Date

Amended Articles Filed Date
Adopted Articles Filed Date
Company Liquidated Date

Company in Receivership Date

Nature of Business

Annual return

Patents and Companies Registration Agency

Computer Printout - Local Company

MKP HOLDINGS LIMITED Registration Number
01 day of March 2004 Date of FY End

PLOT NO. 5591 KALUNDU, LUNSEMFUA ROAD

P.0. BOX 31102

N.J. Moola

K 2000
2000000

120040054717
01/03/2005

120040054717

Source: Zambia Patents and Companies Registration Agency, www.pacra.org.zm
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Annex 81: Zambia corporate registry of MKP TMS Hospital Ltd with Yazid

250/292

( PACRA,)

Local Company

Merzouk and “Korea” directors/shareholders

120060062028
Patents and Companies Registration Agency

Computer Printout - Local Company

MKP TMS HOSPITAL LIMITED

Registration Number 120060062028

Date of Incorporation 20 day of April 2006 Date of FY End 31/12/2018
Registered Office NO 05 REED BUCK ROAD KABULONGA LUSAKA

Postal Address P.0.BOX 31102
Town / City

Country

Certificate Signed By W. Banda

Phone +2611266986

Email info@mkp-tmhospital.com

Struck off/Ceased on

Nominal capital K 15000

Number of Shares 15000

Liability Normal Company

Articles Filed Date
Amended Articles Filed Date
Adopted Articles Filed Date

Company Liquidated Date

Company in Receivership Date
Nature of Business

Annual return

—
Year

'-2017\ Date Delivered
B 10/05/2017
Sos—————— 27/05/2016
e 22/05/2015

o
a8 15/05/2014
2013

——_ |26/0652013
2012 o0/0875012
2011 1297087201
2000 T T0/3301
—— | 20/03/2012

—— | 20/03/2012

20/03/2012
Class of Shares Number authorised

Ordina 15,000.00
| Ordinary 25,00

Individuals

Par value Per share

Nationality &
NRC/ Passport

Present forenames and
surnames

SIDNEY KAMWENDO

Occupation Director/
Parts

YAZID MOHAMED

MERZOUK

BETTY MULONGOTI 183674/62/1
ZAMBIA

ABDELDJALLIL MERZOUK PP.94999350

ALGERIA

ner Secretary

a |
HO
L Al 554132049 .
KOREA Yes ’ Yes 500.00 | Ordinary
HAN YONG
554132045 =
L KOREA Yes ’ Yes ’ 1,500.00 ’ Ordinary II

Source: Zambia Patents and Companies Registration Agency
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Annex 82: Zambia corporate registry of Commercial Capital Corporation

18-01593

Computer Printout - Local Company

Patents and Companies Registration Agency

Date of FY End

Local Company COMMERCIAL CAPITAL CORPORATION
LIMITED

Date of Incorporation 14 day of July 1993

Registered Office ZIMCO HOUSE, CHAINDA PLACE

Postal Address P.0. BOX 32378

Town / City

Country

Certificate Signed By G K LIPIMILE

Phone

Email

Struck off/Ceased on

Nominal capital K 10000000
Number of Shares 10000000000
Liability

Articles Filed Date
Amended Articles Filed Date
Adopted Articles Filed Date
Company Liquidated Date

Company in Receivership Date

Nature of Business

Registration Number

119930029153

14/07/1957

119930029153

Individuals
Nationality & . Shareholder
Present forenames and Address N:CI Pas?;ort Occupation Divector/ Secretary |/ Amount Share
surnames No Partner Member Class
DERRICK. MUNSELE 172180/66/1 ACCOUNTAN Ves Yes
ZAMBIA T
SAMSON SAKALA 138276/63/1 DIRECTOR Yes 6,250,00
ZAMBIA 0.00
DAVID KAYOMBO 160789/21/1 DIRECTOR Ves 3,750,00
KAMBITA ZAMBIA 0.00
KINGSLEY MUWOWO Yes 250,000.
ZAMBIA 00
WINNERD SIMWALA 164457/11/1 BUSINESSW Yes 6,250,00
ZAMBIA OMAN 0.00

Source: Zambia Patents and Companies Registration Agency
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Annex 83: Zambia corporate registry of MKP-Lloyds Green Tech Ltd

252/292

(Pacra)

Local Company

Date of Incorporation
Registered Office
Postal Address

Town / City

Country

Certificate Signed By
Phone

Email
Struck off/Ceased on

Nominal capital
Number of Shares
Liability

Articles Filed Date

Patents and Companies Registration Agency

Computer Printout - Local Company

MKP-LLOYDS GREEN TECH LIMITED

30 day of June 2011

Registration Number

Date of FY End

PLOT NO. 5490 LUNSEMFWA ROAD, KALUNDU LUSAKA ZAMBIA

P.0.BOX 31102 LUSAKA ZAMBIA
LUSAKA.

ZAMBIA

W. Banda

K 5000
5000000

Amended Articles Filed Date
Adopted Articles Filed Date

Company Liquidated Date

Company in Receivership Date

Nature of Business

Annual return

Individuals

120110093559
30/06/2012

120110093559

Present forenames and Address

surnames

Nationality &
NRC/ Passport
No

Director/

Occupation
? Partner

Secretary

Shareholder
/

Memb.

Amount

Share
Class

MOHAMED YAZID
MERZOUK

02867282
ALGERIA

DIRECTOR
Yes

tovo CHINGAMBO

160749/43/1
ZAMBIAN

DIRECTOR
Yes

CHARLES VICTOR
HOLLAND

202930/61/1
ZAMBIA

DIRECTOR
Yes

Business Entities

\ Business Number

Name of Business

Residential & Postal
addresses

Secretary

Shareholder
/

fgacat

Amount

Share
Class

120040057384

LLOYDS FINANCIALS LIMITED

P.0. BOX 390035
LUSAKA ZAMBIA

Yes

2,000.00

Ordinar\}

\Eouoosooso

MKP CAPITAL ZAMBIA LIMITED

P.0.BOX 31102 LUSAKA
ZAMBIA

Yes

3,000.00

Ordinary

Source: Zambia corporate registry
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Annex 84: Zambia corporate registry of MKP Security Systems Zambia Ltd

18-01593

120060064168
’eﬂ"‘: o Patents and Companies Registration Agency
PACRA _
- Computer Printout - Local Company
Local Company MKP SECURITY SYSTEMS ZAMBIA LIMITED  Registration Number 120060064168
Date of Incorporation 07 day of November 2006 Date of FY End 01/01/2013
Registered Office PLOT NO. 7393 CHAINDA PLACE, CAIRO ROAD
Postal Address P.0. BOX 31102
Town / City
Country
Certificate Signed By B. MWALONGO
Phone
Email
Struck off/Ceased on
Nominal capital K 5000
Number of Shares 500000
Liability Normal Company
Articles Filed Date
Amended Articles Filed Date
Adopted Articles Filed Date
Company Liquidated Date
Company in Receivership Date
Nature of Business
Annual return
Individuals
Nationality & . Shareholder
Direct
Present forenames and Address NRC/ Passport Occupation irectar/ Secretary |/ Amount Share
Partner Class
surnames No Member
TIMOTHY KAZEMBE 118178/61/1 100,000.
Yes Yes
ZAMBIA 0o
N'GONGA OSWALD 177920/66/1 DIRECTOR Yes ” 50,000.0
e es
GOODSON BWALYA ZAMBIAN 0
SAMSON SAKALA 138276/63/1 DIRECTOR 100,000.
Yes Yes Yes
ZAMBIA 00
Source: Zambia Patents and Companies Registration Agency, www.pacra.org.zm
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Zambia corporate registry of MKP-Irehab Limited

254/292

('PACRA ;)

Patents and Companies Registration Agency
Computer Printout - Local Company

120110095546

Business Entities

18-01593

Local Company MKP-IREHAB ZAMBIA LIMITED Registration Number 120110095546
Dat.e of Incorporation 13 day of September 2011 Date of FY End 30/09/2013
Registered Office NO. 5, OFF REEDBUCK ROAD, KABULONGA. LUSAKA ZAMBIA
Postal Address P.0.BOX 311023, LUSAKA ZAMBIA
Town / City LUSAKA.
Country ZAMBIA
Certificate Signed By W. Banda
Phone
Email
Struck off/Ceased on
Nominal capital K 5000 i
Number of Shares 5000000
Liability
Articles Filed Date
Amended Articles Filed Date
Adopted Articles Filed Date
Company Liquidated Date
Company in Receivership Date
Nature of Business
Annuat retur ]
\ Year Date Delivered
\Enz 26/04/2013
Individuals
Nationality & Director/ Shareholder Shn
Present forenames and Address NRC/ Passport | Occupation Secretary |/ Amount
Partner Class
surnames No Member
ABDELDJALLIL MERZOUK 9499950 DIRECTOR Yes
ALGERIA
MOHAMED YAZID 02867282 DIRECTOR Yes 2,550,00 | Ordinary
MERZOUK ALGERIA 0.00 |
DERICK MWASHUNGUTI 451237/11/1 BUSINESSW ves ‘
ZAMBIA OMAN
MOHAMED YAZID 02030956 i !
MERZOUK ALGERIA J
DR ZAUILAH BINTI SALLEH A23679291 DIRECTOR Yes Yes 2,450,00 | Ordinary |
GHANY ZAMBIAN 0.00 : ]
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Annex 85: Corporate Registry Documents for Commercial Capital Corporation (CCCL)

Local Company COMMERCIAL CAPITAL CORPORATION Registration Number 119930029153
LIMITED
14 day of July 1993 Date of FY End 14/07/1957

Date of Incorporation
Registered Office
Postal Address

Town / City

Country

Certificate Signed By G K LIPIMILE
Phone

ZIMCO HOUSE, CHAINDA PLACE
P.0. BOX 32378

Email
Struck off/Ceased on

Nominal capital K 10000000
Number of Shares 10000000000
Liability

Articles Filed Date
Amended Articles Filed Date

Adopted Articles Filed Date
Company Liquidated Date

Company in Receivership Date

Nature of Business

18-01593 255/292
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Business Entities

Mortgage Code Bank name Amount Date Status

2185 DEVELOPMENT BANK OF ZAMBIA 2045 21/04/2008

1163 INTERMARKET BANKING LIMITED 500000 13/07/2004

Annual return

Year Date Delivered

2007 28/03/2008

2006 23/08/2007

2005 31/12/2005

2005 30/06/2006

2004 06/04/2004

2003 22/05/2003

2002 15/05/2003

2000 26/12/2000

1999 31/01/2000

1998 26/01/1999

1997 31/03/1998

Individuals

Present forenames and Address ﬁ:tcl?:aa::z:rt Occupation Director/ Secretary ; hareholder Amount Share

surnames No Partner Member Class

DERRICK. MUNSELE 172180/66/1 ACCOUNTAN Yes Yes
ZAMBIA T

SAMSON SAKALA 138276/63/1 DIRECTOR Yes 6,250,00
ZAMBIA 0.00

DAVID KAYOMBO 160789/21/1 DIRECTOR Ves 3,750,00

KAMBITA ZAMBIA 0.00

KINGSLEY MUWOWO Yes 250,000.
ZAMBIA 00

WINNERD SIMWALA 164457/11/1 BUSINESSW Yes 6,250,00
ZAMBIA OMAN 0.00
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Annex 86: Analysis of MKP claim that its website was hacked to create a false
impression of a link to a DPRK financial institution

MKP has claimed that its website was hacked, and that the hackers uploaded an image
and new content to create the impression of a false connection between MKP and a
DPRK financial institution (the International Consortium Bank, or ICB). MKP
claimed it discovered this alteration on 3 March 2017 and filed a report with the
police. Here is the webpge in question:

Bank LIMITED

Introduction International Consortium Bank (ICB) is a stock commercial bank in accordance with the DPRK Law on Foreign
Investment, the DPRK Law on Equity Joint Venture, the DPRK Law on Foreign-Invested Bank and other relevant laws
and regulations. It is incorporated by the initiative of the partners. It is registered by the Pyongyang Munidpal
Peoples?s Committee, DPRK, and has its business license issued by the DPRK Central Bank. The bank serves
acceptance of deposits, loan, intemal and external settlement, discount of bills, issuing of bonds, consigned sales of
Personal Banking government bonds, purchase of government bonds, foreign exchange operation, documentary credits and issuing
guarantees, agency insurance, custodian service, credit card service, research and consultancy service and other
Frequent Asked Question banking activities approved by the DPRK Central Bank. ICB is embrading a new approach to banking and changing the
face of conventional banking.

Busi Banking

Contact Us

Figure 1 (see below) shows a screenshot of the page in question as it appeared 3
March 2017.
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[ MKP Group of Companic X

€
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https://web.archive.org/vwet

om my/services php

Figure 1: Screenshot of page in question dated 3 March 2017

Archived versions of the site provide evidence to the contrary. These versions help
determine approximately when the images and information appeared, and how it
changed over time. If MKP’s website was indeed hacked, then the hackers would
have had to begin their operation years ago and routinely update the allegedly planted
information multiple times, to conform to significant changes in MKP’s website.

First, the image and information MKP claims hackers falsely inserted can be seen on
its website two years before its alleged discovery. Figure 2 (below) displays an
archived version of MKP’s website as it would have appeared on 14 April 2015.

18-01593
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18-01593

ecure | hitps//web.ar

chive.ceg

g v mipoidngs com my B0iservices pho “1[Go | mar XY JUN

19 captares

&
4 F)Z_ﬂl

Figure 2: archived version of MKP’s website as it would have appeared on 14 April
2015

The page remained almost unchanged between this date and 30 March 2017 when
MKP filed its police report. Additionally, analysis of the exit data in the image which
MKP claims was hacked into their website, reveals a Photoshop time stamp dating
the most recent save (or resave with Photoshop) of this image back to 2012:07:06 at
17:53:54, predating MKP’s claimed discovery and the image’s supposed first
appearance on MKP's website. If MKP’s site was hacked and false information
implanted, MKP failed to discover it for at least two years and the Photoshopped
image itself is significantly older.

General information on ICB and MKP appeared far earlier on MKP’s site, but in a
different form. Prior to the 14 April 2015 archived image, information appeared on
this page with identical text, albeit with another image. Figure 3 (see below) captures
the page as it appeared on MKP’s website on 31 August 2012. In both cases,
individuals appear to have been photoshopped against the background of the wall with
the ICB logo. As this is the case in both images, MKP’s claim that the photoshopping
of people onto the 2015 photo is evidence of recent hacking, does not stand up to
scrutiny.
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[ MKP Group of Compan- X o = B X
€« C | @ Secure | https//web.archive.org/web/20120831201359/http://www.mkpholdings.com.my/services.phy Q& 2

[http /7w mikpholdings com my/services.php | [Go | JAN EXE NOV 2 Q

Figure 3: page as it appeared on MKP’s website on 31 August 2012

On 19 January 2012, approximately seven months before the archived image of the
MKP website first appeared, the page tab still existed under a different name: “HIB
Bank”. Hi-Fund International Bank (HIB) is an alias for ICB — a fact which MKP
acknowledged in its response to the Panel. The image for the 31 August 2012 page
was the same used for the HIB tab seen on 19 January 2012 (Figure 4, see below).

o
hitps//web.archive.org/web/ 2012011820105 /hitp://miphaidings com my/service @ %

[hitp /impholdings com my/services php

SHIP BUILDING

Figure 4: The image for the 31 August 2012 page as it appeared on 19 January 2012
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18-01593

In addition to its claim about this false link to ICB, MKP also claims to have no
connection to IIDB Bank. However, in 2005 MKP included IIDB Bank on a list of
MKP companies and noted it owned a 50 percent stake in the company. Figure 5
(below) is an archived image of MKP’s website as it appeared in 2005. In the top
right, MKP lists the companies under its umbrella.

> C [ & secure | hipsy/web. 20051026231031,
[Pt ecsew mikphoiings com my B0mome.htm

S captures
126 0c 2005 -3 My 2008

mo
oo *

MKP Group Of Companies

MKP HOLDINGS SON. BHD
MKP BULDERS
KDL LOONG SYSTEM SCAFFOLDS SON

MEKAD ZIPLEM SDN. BHD
ELEMENT FLASHOM SON 840

HNOLOGIES SDN.BHD.
FLoRA BAO-ENGINEERING(AUST)PTE LT’

IDB BANK
MKP CONSTRUCTIONZ)CO. LTD.
M MoroRsinco L

WU TAI GLOBAL TECH INVESTMENT COLLTD.
WU TAI INTERNATIONAL TRADING CO LTD.
CHOLSAN ENGINEERING SDN BHD,

About Us

y is now a well diversified
ge of b i Principal's 43 years

a
solid experience.

MKP. division, and
banking diision.

on
(i) Construction Division

om:. w’»bms :oﬂhm\u centers, museums, housing, stagium, mnnaland
hydro , dams, imgation canals, lock-gates, bridges and airports.

MK SN R R e {astor bud withbeter qualty ot
up to the ful
o "
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sectors.
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The group is ly d scooter
lﬁ'xﬂmﬁm caty esablshed in Zambia and 3

otors are already established in Zambia and are ta 1
o S M oot e

the delivery to such Asian countries as. \ China, Hong Kong, &r\gawe
Indonesia, Phiippines, Malaysia, such African countries as Zar

e, Namibia, Algeria, and such Eurc n countries as. RussA.l
Ukraine. based on MKP-Wui Loong patent technology HKPN
No 1024373

s MKP of electronic

Figure 5: archived version of MKP's website as it appeared 26 October 2005

Figure 6 (below) is taken from the same page. It provides information on MKP ’s ties
to IIDB and makes the 50 percent ownership claim.
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Figure 6: Another section of page as it appeared 26 October 2005
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Annex 87: MKP catalogue showing company organigram

Source: MKP catalogue
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Annex 88: Uganda Corporate registration documents with “Korean” nationals
for “MKP Builders San Bhd” (ID: F2220), “MKP Capital
Bernard” (ID: 106306), and “NH-MKP Builders Ltd” (ID:133404)

18-01593

Registration ID; - F2220

MKP BUILDERS SAN BHD

Incorporation Date; - 8% July 20111

Shareholders;-

Foreign Company — No shares Listed

Foreign Country Associates and their nationality;

Foreign Country
Associates

Nationality

Mr. Yong Kyong Kin

Korean

Janet Lukonga Bilan

Ugandan

Muhamed .A. Banomaran

Lybian

Trades as; - VIDAS ENGINEERING SERVICES Co. LIMITED

Company Address; -

Vidas Engineering Services Co. Ltd,
Floor/suite No. 2nd Floor room A4 Jk

Building, Kiira road — Ntinda,

P.0. BOX 71911, Kampala
Tel; +256772661946

E-mail; vidaslimited@yahoo.com

Status;- Existing

Last date of filling returns 25 April 2017

Source: Uganda Registration Services Bureau, www.ursb.go.ug
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Registration ID; - 106306

MPK CAPITAL BERNARD CO. LIMITED

Incorporation Date; - 26" February, 2009

Shareholders;-

% share
Share holders holding
Mr. Young Kyong 1
Mr. Edward Han 1
Mr. Henry Mukisa 1
Mr. Asa Mugenyi 1

Total Shares

Not illustrated

Directors and their Nationality;-

Directors Nationality
Mr. Yong Kyong Korean

Mr. Edward Han Korean

Mr. Henry Mukisa Ugandan
Mr. Asa Mugenyi Ugandan

Trades as; - VIDAS ENGINEERING SERVICES Co. LIMITED

Company Address; -

Vidas Engineering Services Co. Ltd,
Floor/suite No. 2nd Floor room A4 Jk

Building, Kiira road — Ntinda,
P.O. BOX 71911, Kampala
Tel; +256772661946

E-mail; vidaslimited@yahoo.com

Status;- Existing

Source: Uganda Registration Services Bureau, www.ursb.go.ug
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NH-MKP BUILDERS LIMITED
Registration ID; - 133404
Incorporation Date; - 7" July 2011

Shareholders; -

% share
Share holders holding
National Housing & Construction Company Ltd 1,100,000
MKP Builders SDN. BHD (MKP) 900,000
Total Shares 2,000,000

Directors and their nationality;-

Directors Nationality
Jane Bilek Langoya Ugandan
Mhanmed A. Benomran Libyan
Henry Majoh Mukisa Ugandan
Choi Dah Hwan Korean

Trades as; - NATIONAL HOUSING & CONSTRUCTION Co. LIMITED
Company Address;-

National Housing & Construction Co
Ltd,

Plot 5, 7t street, Industrial Area,
P.O. BOX 659, Kampala.
Tel; +256414330002

Status; - Existing

Source: Uganda Registration Services Bureau, www.ursb.go.ug
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Annex 89: Corporate registration documents for “Vidas Engineering Services
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Registration ID; 56387

VIDAS ENGINEERING SERVICES COMPANY LIMITED

Legal Status; Limited Liability Company

Incorporation Date; 2" January 2003

Core Operational Area:

Our Business Sectors:

Works and Supplies

Building and construction materials

Plumbing materials

Protective wear

Timber and firewood

Electrical, plumbing and other construction installation activities
Civil engineering

Construction of buildings & carpentry

Construction of roads and bridges

Construction of water projects

Share Capital; Ug shs 20,000,000 divided into 1000 shares of @Ug shs 20,000 in preferred shares

Share Holders, their % share holdings and nationality

Share holders ?OT:::: Nationality
Didas Ndamira 780 Ugandan
Joseph .O. Eyetu 20 Ugandan
Simpson Davids 20 Britain
Didas Rutandikire 180 Ugandan
Total Shares 1,000

Source: Uganda Registration Services Bureau, www.ursb.go.ug
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Annex 90: Linked in Profile linking Vidas Engineering to MKP Builders Sdn.

PROJECTS ENGINEER at VIDAS ENGINEERING SERVICES CO LTD
MKP BUILDERS SDN BHD LTD

Uganda «23 88

Experience

. Structural Engineer
( MKP BUILDERS SDN BHD LTD

PROJECTS ENGINEER
= VIDAS ENGINEERING SERVICES CO LTD
B Aug 2013 - Present « 4 yrs 4 mos

i ‘ Architecture Engineer/Designer

I MKP Capital LLC Berhad
i . ‘ 2011 - Present » 6yrs

Source: The Panel
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Annex 91: Projects involving “Vidas Engineering Services - Media article and
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listing of projects on Ugandan Ministry of Water and Environment
Website

NWSC Unveils Shs50o0m Water Project in Hoima
By Johnbosco Tugume

National Water and Sewerage Corporation Hoima branch has unveiled Shs500 million
water extension project aimed at provision of clean piped water.

The project was awarded to Vidas Engineering Services limited and is expected to
have completed the work in three months period.

The National Water and Sewerage Corporation Hoima branch manager, Moses
Nandigobe said the project is set to connect over 200 households to clean piped water
in 20 villages of Mparo and Bujumbura divisions in Hoima Municipality.

Most of the beneficially villages have spent over six years without accessing piped
water while others had been connected but their taps had run dry because of their
geographical locations. Mr. Nandigobe said villages in hilly areas could hardly get
regular water access because of the too much pressure needed to pump water in those
areas saying this new water project has been established at Bakuumira hill hence
water flow to people's taps will be easy.

"This hill (Bakuumira) where our project is established is the highest of any intending
customer that we intend to serve and water problems in mostly upland areas are going
to be solved. Our plan is to ensure that every village in the municipality is supplied
with piped water by 2020," said Nandigobe.

He revealed that the corporation is covering 61 villages in the municipality out of the
existing 148 total villages.

The Chairman for Kyarwabuyamba cell, Hajji Ramathan Mugisa commended
government for the project saying it will boost household development.

"I commend government for this because my village has been water stressed for years
despite being in a municipality. Majority of my people had resorted to fetching water
from water sources because they couldn't afford daily water expenses where a
Jerrycan of water costs between ShsSOO to Shs700," he said.

Catherine Kato, a mother of three in Bujumbura cell called for the expedition of the
project but cautioned against charging exorbitant tariffs. The councilor, Manday
Magrette said once completed, it will boost sanitation and hygiene in the area.

"Sanitation has been a public concern here since people have flash toilets but couldn't
use them due to failure to access constant water supply," she said

She also asked National Water and Sewerage Corporation officials to use media in
sensitizing the public about piped water services like metre billing, unit
measurements among others.

The municipality mayor, Marry Grace Mugasa however cautioned residents against
blocking their fellows from passing water pipes in their land for connection.

Source: Kampala Post, 17 October 2017, accessed via
https://kampalapost.com/content/news/nwsc-unveils-shs500m-water-project-hoim
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Annex 92: List of projects by Vidas Engineering Services on Ugandan
Ministry of Water and Environment Website

10/24/2017 Water & Sanitation Development Facility — Central
} é\ MINISTRY OF WATER & ENVIRONMENT
o WATER & SANITATION DEVELOPMENT FAGILITY
o e T
About Us Branches Towns Partners EU -Project Events Q
Centl’al Home / Central

Water and Sanitation Development Facility - Central (WSDF-C) is the youngest of the four Water and Sanitation Development Facilities
(WSDFs) established country-wide. It has been in operation since July 2010, with a regional office located at Wakiso Headquarters.

Project Summary
Milestone No. of towns Towns
Nakasongola, Bugoigo, Walukuba, Zigoti, Kagadi
No. of designs completed to date 17 Kabwoya, Busaana, Kabembe, Kalagi, Nagalama, Kikunyu,
Kiyindi, Namulonge, Kiwenda, Busiika, Kiwoko, Butalangu
Ngando (Butambala), Lwengo T/C, Katovu, Kyazanga,
On-going designs under consultancy 16 Lukaya, Kyabadazza, Butenga, Buyoga, Kakindu,
assignments Sekanyonyi, Kasawo, Butemba, Kikandwa, Mbirizi,
Kapeeka, and Gombe,
Lwengo T/C, Katovu, Kyazanga, Busaana, Kabembe,
Kalagi, Nagalama, Kikunyu, Kiyindi, Namulonge, Kiwenda,
Towns under planning up to 2018 24 Busiika, Kiwoko, Butalangu, Lukaya, Kyabadazza,

Butenga, Buyoga, Kakindu, Sekanyonyi, Kasawo, Butemba,
Kikandwa, and Mbirizi

140 Household Ecosan
Demonstration Toilets28
VIPs

W rne:
L ReexHane:H Nkoni, Kyamulibwa, Najjembe, Kinogozi, Butiaba,
Sanitation component .
i Bugoigo, Walukuba, and Gombe
Kyamulibwa Water Borne

Toilet

120 Drilled Boreholes:

Sediull. I
# Town /RGC Narrative Status Partners Contractors
|
11 Najjembe Completed ADB, GoU  Vidas Engineering Services Ltd
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10242017 ‘Water & Sanitatinn Development Facility — East
WATER & SANTTATION DEVELDPMENT FACILITY

Ei:q MINISTRY OF WATER & ENVIRONMENT

P, e = e e s

About Us Branches Towns Partners EU -Project Events Q

Ea_s[ Home / East

WSDF (Water & Sanitation Development Facility) is a department of Min. of Water & Environment. WSDF is divided into “sub-facilities™
according to regions WSDF thus has 4 regions which are South West, Eastern, Central & Northern. These facilities are each headed by a
Manager and have got staff from a wide range of disciplines including Engineers, Hydrologists, Accountants/Auditors and Social-scientists.

WSDF-E supports small towns & rural communities (like Abim TC, Suam Town Board, Kotido) in construction of water schemes & sanitation
facilities (i.e. toilets). It is typically a Water scheme or Sanitation Facility, e.g. Katakwi TC Piped Water Supply Scheme.

These small towns local government want to provide water for their people but because they do not have the adequate expertise to pursue
this, they will opt for hiring contractors albeit with little to no finances to pay the contractors; this is where WSDF comes in. WSDF is able to
lobby for donations from the likes of the Furopean Union & Austrian Development Agency. WSDF, however, will not do the actual
construction work. Instead, with its team of procurement and engineering officers, WSDF will do the financing and contracting and
supervising of contractors on behalf of these small towns.

Project Summary

Milestone No. of towns Towns

Moroto(Morota), Ketido(Kotido), Kacheri-Lokona(Kotido),
Nakiperimoru(Kotido), Bugadde{Mayuge).
Bwondha(Mayuge), Namwiwa(Kaliro), Kibale(Pallisa),
Idudi(Bugiri), Lumino(Busia), and Kadunqulu(Serere),
No. of designs completed to date 20 Tubur(Soroti), Acowa(Amuria), Kidetok(Serere),
Buyaga({Bulambuli),
Bulambuli(Bulambuli}, Namungalwe(lganga),
Kibaale(Mamutumba), lkumbya(luuka),
Bugobi(Namutumba),

Mo. of Towns under procurement 2 Namayingo{Namayingo), Amudat (Amudat)
. . Namalu RGC, Buyende, Iziru, Namgera, Bulegeni, Ocapa,
On-going Construction 10 o
Kyere, Nakapiripirit, Kapelabyong, Busede-Bugobya
Expansion Plans 1 Katakwi town
18 Household ToiletsT Water
Sanitation component e Buwuni, Kagoma, Namagera, lziru, Suam, Ochero, Luuka
} ;;\ MINISTRY OF WATER & ENVIRONMENT —
x‘ WATER & SANITATION BEVELOPMENT FACILITY
About Us, ., Branches., Te Eﬁnﬂs EU -Proj Evi
1 Abim TC Completed Gof) N&WBDLAL L ﬁsED P{Z]E&) e?ESZM Q
|
Kachumbal EU, ADA, M/S VIDAS ENGINEERING
achmbate Completed / 16,412 25,569
Town Board GoU SERVICES COMPANY LIMITED
|
51  Kapelab On-going EU, ADA, M/S VIDAS ENGINEERING 14957 23299
PEEYONT Construction GoU SERVICES COMPANY LIMITED ' '
Source: Uganda Ministry of Water and Environment
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Annex 93: Mining licence and Official September 2017 brochure and

18-01593

promotion event for MKP mining in Uganda and other
information on Moroto Mine

UGANDA INVESTMENT AUTHORITY Home About WhatWeDo Uganda Sectors OnlineServices Media Contact

Your Investment is our Business

M.K.P HOLDINGS - MOROTO MARBLE EPL 4545

Project Title: M.K.P Holdings - Moroto Marble EPL 4545

Project Site or Location

KASIMERI - MOROTO MUNICIPALITY ( KATIKEKIRE)
Project Promoter or Owner

Name: PETER KAS -

Email: M
Mobile: +256

Country

Project Description [100 words]

Pro e cense

Investment Amount Required (USS$)

Project Type
Greenfield
Investment Type

Joint Venture

Private

Project status

Pre-Feasibility

Source: Uganda Investment Authority 2017, www.ugandainvest.co.ug
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Project Title:
M.K.P HOLDINGS - MOROTO
MARBLE EPL 4545

Site/ Location: KASIMERI — MOROTO MUNICIPALITY
( KATIKEKIRE)

Sector: Natural Resources

Project Description:

MKP Holdings Ltd under the Mining Act obtained registered
Mining Instruments No. 205.367 plus special exclusive
prospecting license No. 4545. The Major mineral is marble in
an area of 8.15sq — km of Moroto mountain forest reserve with
an Environment Impact Assessment License No. NEMA/4.5 over
Moroto Mineral deposits. The marble / limestone reserves are
of economic quantity for long term exploration. A pre-feasibility
study makes a marble and / or cement processing factory in

Moroto, a very viable option.

Project Details:
Investment Amount Required (US$) 200 Million

Project Type: Greenfield
Investment Type: Joint Venture
Project Status: Pre-Feasibility

Project Contact:

Name: PETER KASUMBA - KAWESA

Email: Mpkholdingslitd 19@gmail.com
Mobile: +256 704 535 905/+256 772 376 738
Country: Uganda

Source: Uganda Investment  Authority, Bankable Projects 2017,
http://ugandanconventionuk.org/Bankable Projects 2017.pdf

2721292 18-01593
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PROJECT TITLE:

M.K.P HOLDINGS - MOROTO MARBLE EPL

4545

Site/ Location: KASIMERI — MOROTO MUNICIPALITY
( KATIKEKIRE)

Sector: Natural Resources

PROJECT DESCRIPTION:

MKP Holdings Ltd under the Mining Act obtained
registered Mining Instruments No. 205.367 plus special
exclusive prospecting license No. 4545. The Major mineral
Is marble in an area of 8.15sq — km of Moroto mountain
forest reserve with an Environment Impact Assessment
License No. NEMA/4.5 over Moroto Mineral deposits.
The marble / limestone reserves are of economic quantity
for long term exploration. A pre-feasibility study makes a
marble and / or cement processing factory in Moroto, a
very viable option.

PROJECT DETAILS:
Investment Amount Required (US$) 200 Million

Source: 7th Uganda Investment Convention Programme, 16 September 2017,
http://www.ugandanconventionuk.org/2017 Brochure UCUK.pdf
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Annex 94: Omega Risk Solutions Organigramme showing Omega-MKP
Zambia Ltd as part of Omega International Associates LP

OMEGA RISK SOLUTIONS

Structure

Omega Internafional
Associates LP

| I |
- - - - - Omega Securty
Omega Risk Solutions Omega Risk Solutions Omezga Risk Solutions -
(Angola) Lda Ghana (Pty) L Madagascar Solutions (PVT) Ltd
Malawi
& Risk Solutions i i Dmega Holdings L Omega Risk Solutions
Arkhé FRisl sol Omega ’E‘;‘“;"Rdse"“'*s Id ol k sol
Lda Mozambique Nawn'ibia Nigeria {Pty) Ltd South Africa
| |
Omiega Nitro (T) Ltd Omega - MKP
Tanzania Zambia Limited
SCCUORITY WITH ITHTLGRITY Riik Solotians

Source: Omegasol Risk Solutions Website, http://www.omegasol.com/wp-
content/uploads/2012/02/Slide1-1024x768.jpg
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Annex 95: Photo of Omega MKP Zambia Ltd hosting 2013 board meeting of

18-01593

Omega International Associates LP (from Omegasol catalogue)
showing Yazid Merzouk (Timothy Jim Kazembe in middle)

BOARD MEETING IN ZAMBIA

Omega MKP Zambia Limited had a visit from directors from Group Office, over the period 01 December 2013 to 05
December 2013.

During this visit Mr. Faan du Toit, CEO of Omega International Associates LP, and Mr. Christo Roelofse, COO of Omega
International Associates LP attended the Board Meeting. Mr. Roelofse together with the Country Manager, Etienne van
Rensburg, visited the customers throughout Zambia.

Standing, from LTR: Mr. Goodson Bwalya (Director); Mr. Yazid Merzouk (Director)
Seated, from LTR: Mr. Mr. Faan du Toit (CEO — Omega International Associates LP & Director); Genl. Timothy Kazembe (Chairman of Board);
Mr. Christo Roelofse (COO — Omega International Associates LP & Director)

During the Board Meeting, the Country Manager, Mr. Etienne van Rensburg, was congratulated on the performance of
Omega MKP Zambia Limited during the period 01 September 2012 to 31 August 2013, and thanked for the effort that
was putinto achieving these successes.

From LTR: Mr. Paul Chanda (Security Manager — Omega MKP Zambia Limited) and Mr. Christo Roelofse
(COO -Omega International Associates LP) at the entrance of the Omega MKP Camp at Kalumbila Mine.

Source: MKP Omega Risk Newsletter, March 2014, Issue 16, (page 22),
http://www.omegasol.com/wp-content/uploads/2014/08/SETHAGA-Mar-14.pdf
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Annex 96: Omega — MKP Zambia Limited Corporate Registry Document
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Local Company OMEGA - MKP ZAMBIA LIMITED

Date of Incorporation

01 day of September 2010
STAND 7241 MUTAKASHA ROAD INDUSTRIAL AREA LUSAKA ZAMBIA

Registered Office

Postal Address P.0. BOX 36706 LUSAKA ZAMBIA
Town / City LUSAKA.
Country ZAMBIA
Certificate Signed By W. Banda

Phone +260968873368
Email

Struck off/Ceased on

Nominal capital K 20000

Number of Shares 20000

Liability Normal Company

Articles Filed Date
Amended Articles Filed Date
Adopted Articles Filed Date
Company Liguidated Date

Company in Receivership Date

Nature of Business

Registration Number
Date of FY End

Sector

8010. Private security activities

Annual return

120100086671

07/05/2018

Year Date Delivered
| 2017 31/05/2017
2016 26/08/2016
2015 09/11/2015
2014 09/11/2015
2013 01/06/2013
2012 21/03/2013
2011 14/02/2012
2010 14/02/2012
Class of Shares Number authorised Par value Per share
Ordinary 20,000.00 1.00
Individuals
Present forenames and Address :;tcl;:‘aat?p:‘t Occupation Divactar/ Secretary ! fharem’lder Amount Shixe
surnames No kil Member Class
TIMOTHY JIM KAZEMBE 118178/61/1 DIRECTOR 4,900.00 Ordinary
ZAMBIA Yes Yes Yes
CHRISTOFFEL JOHANNES 6405215113080
ROELOFSE SOUTH AFRICA Yes
4000
PHILIPPUS JACOBUS 6811175002082
CHRISTOFFEL SMIT SOUTH AFRICA Yes
4000
STEPHANUS PHILLIPPUS 5801215025087
DU TOIT SOUTH AFRICA Yes
CHARLES FUCHS 6412155020085 | DIRECTOR Vs
SOUTH AFRICA
Business Entities o
Business Number | Name of Business st Secretary jhamho'der Amaunt Share
addresses Marbar Class
OMEGA SECURITIES AFROQUE L'MITED 15,100.0 Ordinary
Yes 0
Source: Zambia Corporate Registry
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Annex 97: Photos of MKP Omega Zambia

Archived versions of the MKP Services Division page show that the Omega-MKP tab posted online
since at least 3 January 2012 (no screengrabs are available between mid-2009 and January 2012).
The photo on the top right seems to depict a meeting between Yazid Merzouk (Zambia country
director for MKP), General Timothy Kazembe (MKP Security Systems), N’gonga Oswald Goodson
Bwalya (MKP Security Systems), and several of the Omega senior leadership.

Photos of MKP Omega Zambia, including of Yazid Merzouk (top right photo), as they appeared on the MKP
website on 3 January 2012

Source: MKP Services Division Website (http://www.mkpholdings.com.my/services.php) on 3

January 2012, according to Internet Archive (Wayback Machine).

See also: http://www.omegasol.com/about-us/
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Annex 98: Bulgaria’s letter to the Panel of 6 October 2017
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PERMANENT MISSION OF THE REPUBLIC OF
B UL G A RTI A
TO THE UNITED NATIONS

11 Enst 84" Street, New York, NY 10028, Tel: (212) 737 4790, Fax: (212) 472 9865, e-mail: bulgaria@un.int

No. 207
MNew Yo rl-'.., 6 October 2017

Dear Mr. Griffiths,

| am writing to vou in response to your letter S/AC49/2017/PE/OC3R0 of 7 September 2017,
and have the honor to communicate the following information, as received by the competent
Bulgarian authorities:

According to the Commercial Registry of the Republic of Bulgaria, there are two Bulgarian
comparies registered at two of the properties belonging to the Embassy of the Democratic
People’s Republic of Korea (DPRE) in Bulgaria, namely, “Terra Group™ and “Technologica”

In February 2017 the DPRK Embassy and these two companies were duly informed about the
restrictions imposed with UNSC Resolution 2321 (2016) - prohibition of use of real estate
property owned by the Embassy of the DPRK for any purpose other than diplomatic or consular
activities. The Embassy was called upon to cease any such activities as soon as possible; the two
compames were further strongly advised to halt further rent payments. The DPRK Embassy has
assured the Ministry of Foreign Affairs of the Republic of Bulgaria that it would take the
necessary measures to comply with the restrictions, including ceasing to receive any payments
related to the use of its property. The relevant Bulgarian authorities have confirmed that no
payments have been made by the companies to the Embassy’s only bank account in Bulgaria
since the begimning of 2017,

The two companies mentioned above are Bulgarian-owned and Bulgarian-registered; according
to the Bulgarian legislation, any information related to theit business activities deemed to be
open and available to the public should be published on the website of the Commercial Registry
(httpz/fwww.brra.bp/Default.ra). The number of employees and their nationalities, rental
. — T — o A i SIS -

o

Nl ilaleate n atis
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Georgi Panayvotoy

Ambassador, Permanent [{E‘]‘ll'l_-“i.*llt;ﬂi‘- ]

M, Huzh Griffiths

Coordinator of the Panel of Experts

established pursuant to Security Council Resolution 15%4 (2009)
United Nations

New York

Source: Bulgaria
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Annex 99: Ongoing use of DPRK Embassy space by “Terra Residence” in
Sofia, Bulgaria

Figure 1:

“Terra Residence” January 2018 advertisement from rental of its space (the DPRK
Ambassador’s former residence), listing a number of options (“weddings”,
“corporate, private and public, filming and advertising”) events (headings in yellow
bar in Bulgarian)

Source: https://www.terraresidence.com/, accessed on 10 January 2018

Figure 2”:

“Terra Group” logo (in Bulgarian) at “Terra Residence” gate

Source: Dimitar Katsarov/The New York Times/ © 2017 New York Times News
Service
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Annex 100: Contact information of companies renting DPRK Embassy space
in Warsaw, Poland

Figure 1:
4FUN MEDIA S.A. contact information in Warsaw, Poland

HOME SERVICES TEAW CONTACT INVESTOR RELATIDNS

CONTACT
I ul. Bobrowiecka 1, 00-728, Warszawa, Polska I +48(22) 4884300 pr@4funmedia.p

Source: http://4funmedia.pl/en/, accessed on 30 November 2017.
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Figure 2:

SCREEN NETWORK S.A. contact information in Warsaw, Poland

+| SN |+SCREEN NETWORK DOOH REKLAMA TECHNOLOGIA BADANIE REALIZAC|E BLOG KONTAKT
ZAPRASZAMY DO KONTAKTU
S+N |'SCREEN NETWORK

3obrowiscka 13, 0D-728 Warszawa 4]
SR R )

*mie & Sprzedaz (22) 41931 27

N (wslkazowki dojazdu]
z
Telefon &

e \
Wiadomose Lo wokorauls, . =
[ =
a
I'm not a robat WYSLY . f 2 fI=T=oY
Source: http://www.screennetwork.pl/, accessed on 30 November 2017
Figure 3: NCG S.A. contact information in Warsaw, Poland
pracuj.pl - .
W P
® AKTUALNE OFERTY PRACY Dane kontaktowe
Aktuial e Ty W naszej baoe zadny ghoszen b i
el najnows ferty pra , a
Bobrowiecha 1
ooghe
oy Wanahih it peopmmy Ty bind w mapach
NOG S.A

\fE)

% ity
5,0 urfa ag
% @ RO
S SIEL
*E.mall & -

pcsCRaNERD

D
ernakow

QERNMKOW

Source: https://pracodawcy.pracuj.pl/ncg-s-a,8372, accessed on 30 November 2017
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Figure 4:
CM LUX MED contact information in Warsaw, Poland

CM LUX MED ul. Bobrowiecka 1

UWAGA! Parking dia Pacjentow dostgpny jesy od strony ul.

ADRES PLACOWKI >

ul. Bobrowiecka 1
00-728, Warszawa

MAPA DO.JAZDOWA DO PLACOWKI

lelefoniczna rejestracja oraz informacja:

B 223322888

Source: http://www.luxmed.pl/dla-pacjentow/centra-medyczne-grupy-lux-
med/centra-medyczne-grupy-lux-med/cm-warszawa/cm-lux-med-ul-bobrowiecka-
1.html, accessed on 30 November 2017

Figure 5:
GOLDEN MEDIA Polska Sp. z 0. 0. contact information in Warsaw, Poland

o

Start Golden Media Polska Produkcje Publikacje Newsy Video KBt
A

i~ - AT - ; Pl
anl.DL”h«‘lL[)lA : Py

% i« ) -
Bobrowlecka 1A 7 o Ambasad BLE
Bobrowlecka 1A, Warszawa Kotoarskiof Ropublki. & $

4fun Mags A O
? i
Bobrowiecka 1A
% Eeiiveng Beethover

REGON: 140006066

Source: http://www.goldenmedia.tv/kontakt, accessed on 30 November 2017
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Figure 6:
DIGITAL BEAST ESTATE Sp. z 0. 0. contact information in Warsaw, Poland

Skontaktuj sie z nami

) Y )

Kontakt: Adres:; Godziny otwarcia:
HH2 377 ul. Bobrowiecka 1a pan.-pt.: 9001700
recepclagdignalbeasip (wiaed od van Heethoweni)

00-728 Warsrawa

Source: http://digitalbeastestate.pl/, accessed on 30 November 2017

Figure 7:
DIGITAL BEAST PRODUCTION Sp. z o. o. contact information in Warsaw, Poland

DIGITAL BEAST

[ ]

— WSPOPRACUJEMY Z

Source: http://www.digitalbeast.pl/, accessed on 30 November 20
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Figure 8:

PROGRAM Sp. z 0.0. contact information in Warsaw, Poland

program HOME ABOUT OUR TEAM SERVICES PORTFOLIO NEWS

CONTACT US

BOBROWIECKA 1A, 00-728, WARSAW, POLAND

Source: http://program.media/, accessed on 30 November 2017

Figure 9:

DREAMSOUND Sp. z 0.0. contact information in Warsaw, Poland

Kontakt

Chcesz, zeby za Twojg produkcjg przemawiat idealny dZzwiek?
Skontaktuj sie z nami juz teraz!

Kacper Habisiak MPSE Dreamsound sp. Z 0.0.
+48 601 949 357 R
ul. Bobrowiecka 1A
00-728 Warszawa

Marcin Kasiriski MPSE
+48 501 042332

CZERNIAKOW

OTOW

Source: http://www.dreamsound.pl/, accessed on 30 November 2017.

18-01593
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Annex 101: Poland’s correspondence to the Panel of 15 January 2018

286/292

Annex to the letter SP.ONZ.NJO.2540.25.2018 of the Permanent Mlsslon of the Republic
of Poland to the United Nations dated January 15™, 2018

Information for the Panel of Experts established by United Nations Security Council
resolution 1874 (2009) on implementation of respective provisions of resolutions 2321
(2016), 2371 (2017) and 2375 (2017)

With reference to previous correspondence on DPRK activities in our jurisdiction
pleasc find below a summary of statements made during informal consultations on December
4™ 2017 in New York as well as follow up on actions taken by Poland in this regard.

1. Commercial use of DPRK Embassy premises in Warsaw
a. Diplomatic notes to the DPRK Embassy

As it has been indicated in previous statements, Ministry of Foreign Affairs submitted
diplomatic note (February 2017) 1o the Embassy of the Democratic People's Republic of
Korea on use of the diplomatic property in contravention with binding law. In response the
Embassy declared that the Embassy itself does not conduct any commercial activities,
including the sublease of parts of the premises for commercial purposes. According to the
statement factual use of premises has been aimed solely at providing services which are
essential for the maintaining premises to the requisite extent and as such does not generate
profit for the Embassy.

Pursuant to art. 20 paragraph 1(a) of Council Regulation (EU) 1509/2017 concerning
restrictive measures against the Democratic People's Republic of Korea and repealing
Regulation (EC) No 329/2007 it shall be prohibited to lease or otherwise make available real
property, directly or indirectly, to persons, entities or bodies of the Government of the DPRK,
for any purpose other than diplomatic or consular activities, pursuant to the 1961 Vienna
Convention on Diplomatic Relations and the 1963 Vienna Convention on Consular Relations.

Considering above, in November 2017, Ministry of Foreign Affairs provided the
Embassy of the DPRK with note on the return to the Government of Poland premises non-
used for solely diplomatic purposes on the terms specified in Article 8 of the Agreement of
May 10, 1966. However, the Embassy has yet to respond in this matter.

b. Formal notice sent to the companies concerned

Notwithstanding abovementioned, Ministry of Foreign Affairs decided to inform all
companics using the said premises of international obligations and legal provisions in force
such as respective Security Council resolutions, Vienna Convention on Diplomatic Relations,
relevant EU provisions and Agreement of 10 May 1966 between the Governments of the
Polish People's Republic and the Democratic People's Republic of Korea. Statement of
Ministry of Foreign Affairs explicitly stipulated that any activity, in particular an economic
activity, cannot in any way be carried out in this property, as it constitutes a flagrant violation
of the aforementioned provisions.

According to information we have been provided with, 8 companies decided to
terminate agreement and change the venue, and 16 have not received correspondence as they
did not run business activity at Bobrowiecka Str. 1A. In addition to the above, 1 company
along with 2 close associates are aboul to terminate agreement immediately after finding
another location.

[t should be indicated that the companies concerned emphasized that they had not been
in direct business relations with DPRK Embassy and relevant agreements on using premises
had been signed with the Digital Beast Estate company not with the Embassy.
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Prior to sending notice to the companies Ministry of Foreign Affairs organised
meeting with the Digital Beast Estate company informing both on legal status of the premises
and binding provisions in force. The company has also been informed on diplomatic note
submitted to the DPRK Embassy reiterating international obligations but also stipulating that
direct consequence of breaching international norms is that the property used in contravention
of the rules will not be covered by diplomatic immunity. Therefore, the decision taken did not
mean that the Embassy can freely manage the premises, but rather that the designated space
uncovered by the diplomatic immunity may be subject to inspection as provided by the
national law.

The company underlined that there is a binding contract concluded between the Digital
Beast Estate and the Embassy of the DPRK on using specified premises at Bobrowiecka 1A
free of charges in exchange for their ongoing maintenance, conservation and payment of
utility bills. Considering above, there is no direct or indirect payment to the North Korean
regime. The company underlined that it incurred significant costs to renovate buildings and
adapt them to the needs of companies operating there mainly from the music, film and
advertising industries. As the company bore significant expenses in this respect, in order 1o
have capital returned the company decided to subleases space to other entities that are linked
personally, capitally and organizationally with Digital Beast Estate,

All capital and organizational structures and linkage with other entities, as well as
financial aspects are under scrutiny of national authorities.

c¢. Information to Ministry of Justice (National Court Register)

As we received feedback from companies regarding termination of contract, in order
to prevent other companies from using premises we informed Ministry of Justice (National
Court Register) on art. 20 paragraph 1 (b) of the Council Regulation 1509/2017 prohibiting to
lease real property, directly or indirectly. from persons, entities or bodies of the Government
of the DPRK. In accordance with national provisions as laid down in Act of August 20th 1997
on National Court Register registration of an entrepreneur in the National Court Register
requires certain formal prerequisites to be met such as submitting respective form along with
accompanied documents. Pursuant to Article 38 section 1 of the said Act the business register
contain inter alia the following data: the name or company under which it operates.
designation of its legal form and its registered office and address. Under the separate statutes
entry into the National Court Register is often a mandatory condition of valid establishment of
the company (partnership, limited partnership or limited joint-stock partnership, a foundation
or an association). In addition any alterations such as venue of registered office also requires
respective modification in the NCR,

Considering the fact that under article 20 paragraph 1 (b) the Council Regulation
2017/1509, which is directly applicable and binding in its entirety, leasing from persons,
entities or bodies of the Government of the DPRK is explicitly prohibited, we ask Ministry of
Justice to apply this provision to any new motion if they are submitted to National Court
Register, as a self-standing prerequisite to dismiss motion due to unfulfilling formal criteria.

Source: Poland
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Annex 102: Ongoing advertising of DRPK Embassy space in Warsaw, Poland
by DIGITAL BEAST ESTATE Sp. z o. o.

Figure 1:
Digital Beast Estate website advertises property management over an image of the
DPRK Embassy property in Warsaw, Poland

DIGITAL
BEAST

ESTATE
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Source: http://digitalbeastestate.pl/, accessed on 26 January 2018

Figure 2:
Digital Beast Estate’s clients sublet the DPRK Embassy’s space in Warsaw, Poland
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Source: http://digitalbeastestate.pl/, accessed on 26 January 2018
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Annex 103: Addendum to lease agreement signed 13 February 2017 with

18-01593

DPRK Ambassador for space in the DPRK Embassy in Bucharest,
Romania by IMA Partners SRL

ADDENDUM TO LEASE AGREEMENT

THE EMBASSY OF THE DEMOCRATIC PEOPLE’S REPUBLIC OF KOREA |IN ROMANIA, as a representative of THE
DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA, with premises in Bucharest, 28-36 Soseaua Nordului, 1st district, duly
represented by Mr. RI PYONG DU, in his capacity as Ambassador Extraordinary and Plenipotentiary of the Democratic People's
Republic of Korea in Romania (hereinafter referred to as the "Lessor"); and

S5.C.IMA PARTNERS S.R.L., a limited liability company incorporated under the laws of Romania, having its registered
office in Bucharest, Budisteanu Street, no.16, 1st district, registered with the Commercial Registry under no. J40;/’ 19413/2006,
sole identification code 19248059, duly represented by Mr. Marius lliev, in his capacity as director (hereinafter referred to as
the "Lessee") together thesparties” and individually a "Partys.

WHEREAS: The Parties have signed on 15.02.2011 a LEASE AGREEMENT for renting a building with a build surface area
(footprint of the building) of 433 sqm and the plot of land on which the building sits, located at 28-36 Sos. Nordului
(provisional postal number) with an area of 1774 sqm as detailed in the LEASE AGREEMENT.

THEREFORE,
The parties have agreed upon concluding the present protocol with the following terms and conditions:

Art 4.1, Starting with the date of this addendum all payments under the lease agreement shall be perform by the Lessee; in
the following bank account of the Lessor: ROD8BRDE4455V 77480684450 opened with BANCA ROMANA DE DEZVOLTARE

The other terms and conditions mentioned in Lease Agreement which don't contravene the provisions of this addendum
remain unmodified.

The Parties have signed this Addendum on February 13, 2017.

Signed by Mr. Ri Pyong Du, as Ambassador Extraordinary and Plenipotentiary of the Democratic People's Republic of Korea
in Romania on behalf Lessor and Marius lliev on behalf of Lessee.

)
) '_ / ) P ////’ <
’/' / g 4/"; i ———
‘/' 1,' L ’ <

Ima Partners SRL

Source: The Panel
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Annex 104: Recommendations
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1. The Panel recommends that the Security Council, when drafting future
sectoral sanctions measures, includes the relevant HS codes as it did in resolution
2397 (2017).

2. The Panel recommends Member States exercise heightened vigilance over
their companies to ensure the prohibition of transfer of the items listed in 2321
(2016), 2371 (2017), 2375 (2017) and 2397 (2017), including all industrial
machinery and transportation vehicles.

3. Given that the same key individuals continue to feature in Panel reports
for a growing number of different types of violations, the Panel calls upon
Member States to take the appropriate action to ensure that these individuals
cease their prohibited activities.

4, The Panel recommends that any Member State receiving coal shipments
for delivery or trans-shipment must take enhanced measures to validate the
documentation accompanying those shipments. To assist Member State efforts,
the Panel recommends the establishment of a regional cooperative mechanism to
share information on whether the relevant vessels actually docked and loaded
coal from the ports claimed in their documents of origin. At a minimum, Member
States should establish a point of contact for this purpose. The Panel will
continue to serve as a resource for Member States seeking information.

5. Member States must be vigilant regarding vessel movements in the typical
areas for ship-to-ship transfers and report such transfers to the 1718 Committee.

6. The Panel recommends that Committee designate (deny port entry for)
all vessels and their captains involved in prohibited ship-to-ship transfers to the
DPRK.

7. The Panel recommends that the Committee designate the following
individuals for violations of paragraphs 11 and 14 of resolution 2375 (2017):
Shih-Hsien Chen, Boby Julian Akbari® and Wang Songchang.”

8. The Panel recommends that Member States strictly implement
resolutions pertaining to prohibited ship-to-ship transfers, including by enacting
enabling legislation mandating appropriate action against all vessels and their
captains found to be conducting them, as well as actions against vessels such as
port entry denial (in force for at least six months with all costs borne by the
owners or charterers). In addition, flag states should deregister all vessels
reported as involved in prohibited ship-to-ship transfers. Member States should
ensure that all contracts by petroleum industry companies registered or based in
their jurisdictions include a clause stipulating that all transfers involving
violations of the resolutions, in particular including prohibited ship-to-ship
transfers and petroleum products transferred to the DPRK, be voided.

9. Member States hosting petroleum suppliers, brokers, importers and
tanker companies dealing in oil and petroleum products must heighten their
vigilance of the relevant entities to ensure that these are not re-directed to the
DPRK in violation of the resolutions. Countries serving as trans-shipment hubs
for petroleum products must undertake similar enhanced due diligence to
validate the origin and intended destination.

6 Captain of the Billions No.18: Seaman’s Book No. B2380031, DoB 30 July 1985.
7 Captain of the Lighthouse Winmore: Seaman’s Book No. G50001538, DoB 7 August 1973.
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10. The Panel further recommends that maritime protection and indemnity
insurers include a clause in all contracts, stipulating that all transfers involving
violations of the resolutions, in particular prohibited ship-to-ship transfers and
petroleum products transferred to the DPRK, be voided.

11. The Panel reiterates its recommendations in previous reports for the
designation of Pan Systems.® The Panel further recommends the designation of
following individuals and entities: Han Hun Il (Edward Han), Ri Ho Nam, Ri Ik
(Li Ik), Wang Zhi Guo, Pak In Su, Kim Chang Hyok, and Kim Su Gwang, as well
as International Global System and International Golden Services.

12.  The Panel recommends that Member States, as part of their implementation of
the financial provisions of the resolutions, ensure that their financial institutions
implement a risk-based approach to identifying sanctions violations in their “Know
Your Customer” and compliance programs, including by ensuring more robust
scrutiny at the onboarding, transaction monitoring, and account review phases. To this
end, Member States should provide their financial institutions with more detailed and
regular information on sanctions evasion risks.

13.  The Panel recommends that Member States include all Embassy personnel
within the scope of paragraph 16 of resolution 2321 (2016) and ensure that diplomats
do not establish additional bank accounts in the names of family members or front
companies, and to verify that bank accounts are closed when a diplomat ends his/her
tour in the country.

14.  Given the pervasive use of front companies to evade financial sanctions, Member
States should ensure that their domestic corporate service providers implement
effective due diligence measures to capture detailed and accurate information on
clients and beneficial owners and file Suspicious Action Reports (SAR) in the case of
arrangements suspected of being used for illicit purposes.

15. Member States should take measures to ensure that financial sector supervisors
subject to their jurisdiction prioritize guidance, supervision and enforcement of
controls that support implementation of the resolutions.

16. Member States with appropriate knowledge and experience should offer
technical assistance to other Member States seeking assistance with their legal
frameworks and related mechanisms to implement the financial provisions in the
resolutions.

17. The Panel recommends that Member States, in addition to ensuring an
appropriate legislative framework for combating proliferation financing,
require the establishment of robust information-sharing mechanisms among
financial supervisors, financial intelligence units, customs and strategic trade
control authorities, border control and security and intelligence agencies, and
with the private sector.

18. The Panel recommends that the relevant countries take the necessary measures
to ensure that all non-diplomatic activities taking place on DPRK Embassy property
as prohibited by paragraph 18 of resolution 2321 (2016) be terminated and all related
leases are cancelled.

19. The Panel recommends Member States to report as part of their national
reporting to the 1718 Committee on the incorporation of the humanitarian exemptions
contained in the resolutions into their domestic legislation.

20. In line with the latest resolutions’ requests to provide the Panel with
additional resources, the Panel recommends that the Council request the

8.8/2017/742, para. 62.
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Secretary-General to take specific measures to reinforce both the physical
security, information security, administrative support and other relevant
resources.

21. The Panel recommends that the Committee update the existing list of desinated
individuals and entities as follows:

(@) Ri Hong-Sop (KPi.004):
Designation: Head of Nuclear Weapons Institute
(b) Munitions Industry Department (KPe.028):

Other information: The MID oversees the DPRK’s nuclear program. The Nuclear
Weapons Institute is subordinate to the MID.

(c) Designate the following as being engaged in the DPRK’s nuclear-related program
Name: Nuclear Weapons Institute

Ak.a.:na

Address: Democratic People’s Republic of Korea

Other information: Nuclear Weapons Institute is engaged in the DPRK’s nuclear program
and led by Ri Hong Sop. It is a subordinate to the Munitions Industry Department.
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