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Letter dated 22 February 2016 from the Panel of Experts
established pursuant to resolution 1874 (2009) addressed to the
President of the Security Council

The Panel of Experts established pursuant to resolution 1874 (2009) has the
honour to transmit herewith, in accordance with paragraph 2 of resolution 2207
(2015), the final report on its work.

The report was provided to the Security Council Committee established
pursuant to resolution 1718 (2006) on 19 January 2016 and was considered by the
Committee on 16 February 2016.

The Panel would appreciate it if the present letter and its enclosure were
brought to the attention of the members of the Security Council and issued as a
document of the Council.

(Signed) Hugh Griffiths
Coordinator
Panel of Experts established pursuant to

Security Council Resolution 1874 (2009)

(Signed) Benoit Camguilhem
Expert

(Signed) Katsuhisa Furukawa
Expert

(Signed) Dmitry Kiku

Expert

(Signed) Youngwan Kim
Expert

(Signed) Stephanie Kleine-Ahlbrandt
Expert

(Signed) Neil Watts
Expert

(Signed) Jiahu Zong
Expert
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The Panel of Experts established pursuant to Security Council resolution 1874
(2009) has the honour to transmit herewith, in accordance with paragraph 2 of
Security Council resolution 2207 (2015), the final report on its work.

The Panel would appreciate it if the present letter and the report were brought
to the attention of the members of the Security Council Committee established
pursuant to resolution 1718 (2006).

(Signed) Hugh Griffiths

Coordinator
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(Signed) Benoit Camguilhem
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(Signed) Youngwan Kim
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Report of the Panel of Experts established pursuant to
resolution 1874 (2009)

Summary

A decade since the Democratic People’s Republic of Korea conducted its first
nuclear test and since the adoption of the resulting United Nations sanctions regime,
the Panel has found no indications that the country intends to abandon its nuclear and
ballistic missile programmes. To the contrary, the country recently conducted its fourth
nuclear test and is also proceeding with its prohibited ballistic missile development,
including the test of a submarine-launched ballistic missile and continued ballistic
missile launches. Given the stated intentions of the Democratic People’s Republic of
Korea and its continued efforts to enhance the scope of its nuclear and missile
programmes and to seek international acceptance and legitimacy for these prohibited
programmes, there are serious questions about the efficacy of the current United
Nations sanctions regime.

The Panel’s investigations have shown that the Democratic People’s Republic
of Korea has been effective in evading sanctions and continues to use the
international financial system, airlines and container shipping routes to trade in
prohibited items. Designated entities conceal their illicit activities by embedding
agents in foreign companies. They use diplomatic personnel, long-standing trade
partners and relationships with a small number of trusted foreign nationals. Its
designation in July 2014 notwithstanding, Ocean Maritime Management Company,
Limited continues to operate through foreign-flagged vessels, name and company
reregistrations and the rental of crews to foreign ships. This enables it to obtain
access to foreign ports in the region and beyond, as well as maritime insurance, a
prerequisite for operation.

The country has continued to engage in the export of ballistic missile-related
items to the Middle East and trade in arms and related materiel to Africa. It continues
to exploit long-standing military relationships in Africa and Asia to provide training
for police and paramilitary units. New trends include the acquisition of foreign-
sourced high-end commercial products as well as rudimentary systems to strengthen
its capability to indigenously develop its prohibited programmes. The country is also
using its participation in international organizations in an effort to legitimize its
space launch programme and gain access to scientific networks and knowledge.

All these activities are facilitated by the low level of implementation of Security
Council resolutions by Member States. The Panel has consistently highlighted the
problems of non-implementation of the resolutions, which allows prohibited activity
to continue. The reasons are diverse, but include lack of political will, inadequate
enabling legislation, lack of understanding of the resolutions and low prioritization.

The Panel has recommended several designations in the light of the
involvement of individuals and entities in prohibited activities or sanctions evasion.
It has also suggested updates to the sanctions list. The Panel’s report and its
conclusions raise important questions about the overall efficacy of the United
Nations sanctions regime, which, its progressive tightening over 10 years
notwithstanding, has still failed to ensure that the Democratic People’s Republic of
Korea abandons its nuclear and ballistic missile programmes.
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Glossary

The following words and phrases are used in the present report with the
following specific meanings:

“The country”

“The Committee”

“The resolutions”

“The Panel”

“The sanctions”

“The sanctions list”

“Interdiction”

“Designate/Designation”

The Democratic People’s Republic of Korea

The Security Council Committee established pursuant to
resolution 1718 (2006)

Security Council resolutions 1718 (2006), 1874 (2009),
2087 (2013) and 2094 (2013)

The Panel of Experts established pursuant to resolution
1874 (2009)

The measures set out in the resolutions

The list established and maintained by the Committee
pursuant to resolution 1718 (2006) with respect to
individuals, entities, groups or undertakings

The inspection, seizure and disposal of cargo as defined
in paragraphs 11 to 14 of resolution 1874 (2009),
paragraph 8 of resolution 2087 (2013) and paragraph 16
of resolution 2094 (2013)

Action taken by the Security Council or the Committee
under paragraphs 8 (d) and (e) of resolution 1718 (2006)
(as amended by subsequent resolutions, including
paragraph 27 of resolution 2094 (2013)) against
individuals or entities (asset freeze and/or travel ban)
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I1.

Introduction

1. By its resolution 2207 (2015), the Security Council extended the Panel’s
mandate until 5 April 2016. The present report covers the period from 6 February
2015 to 5 February 2016.

2. The Panel reviews herein evidence regarding the continued efforts by the
Democratic People’s Republic of Korea to develop nuclear weapons, other weapons
of mass destruction and ballistic missiles. It examines the implementation of the
resolutions by Member States and violations of the sanctions measures. Continuing
investigations are covered in annex 1. The Panel also tracks the implementation by
Member States of the Committee’s decisions, including the designation of certain
individuals and entities for the imposition of the asset freeze and the travel ban.
Lastly, the Panel submits recommendations to improve the implementation of the
resolutions.

Background and political context

3.  The situation in the Democratic People’s Republic of Korea has shown little
fundamental change over the past year. Four years into his rule, and a decade since
the adoption of United Nations sanctions, Kim Jong Un continues to consolidate his
power and defy the resolutions by strengthening his country’s nuclear and ballistic
missile capabilities and continuing to trade in arms and related materiel. The
country has taken clear steps to increase its commitment to developing its nuclear
programmes and seeks opportunities to emphasize its claim to having the status of a
nuclear State. In September 2015, it announced that all nuclear facilities were in
“normal operation”, with ongoing missions to improve the “quality and quantity” of
its nuclear weapon stockpile.® On 6 January 2016, the country undertook its fourth
nuclear test at Punggye-ri and reiterated that it would “steadily escalate its nuclear
deterrence”, which it would never renounce under any circumstances.

4.  Internally, Kim Jong Un has continued to consolidate his power, including
through the elimination and replacement of key officials, while underlining the need
for parallel development of the economy and nuclear capability.” While devoting
new focus to improving the civilian economy, the regime is continuing its efforts to
bolster the national defence sector, including by upgrading weapon systems and
building its weapons of mass destruction capabilities. When tensions escalated in
the demilitarized zone in August 2015, Kim Jong Un put the Korean People’s Army
on a war footing.® Inter-Korean talks succeeded in dissipating the crisis, but
relations between the country and the Republic of Korea remain precarious.

IN)

See “Director of Atomic Energy Institute of DPRK on its nuclear activities”, Korea Central News
Agency (KCNA), 15 September 2015, available from www.kcna.kp (accessed on 15 September
2015).

See Democratic People’s Republic of Korea, Permanent Mission to the United Nations, press
release, 31 October 2015, and “Kim Jong-Un makes speech at military parade and public
procession of Pyongyang citizens”, KCNA, 11 October 2015, available from www.kcna.kp
(accessed on 11 October 2015).

See “DPRK FM on situation that reached brink of war”, KCNA, 21 August 2015, available from
www.kcna.kp (accessed on 21 August 2015).
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5. The interaction of the Democratic People’s Republic of Korea with the
international community in 2015 was characterized by both condemnation of
sanctions alongside calls for a peace treaty and bilateral talks while shunning any
commitment to denuclearization or the resumption of the Six-Party Talks from
which it withdrew in 2009. The country also categorically rejected resolutions by
two United Nations bodies on the human rights situation, stating that the allegations
were patently false.*

6.  Sanctions have not prevented the Democratic People’s Republic of Korea from
gradually improving and expanding its nuclear and ballistic missile capabilities. In
addition to the growth of its nuclear programmes, it has placed heightened emphasis
on its missile programmes, developing short-range missiles through tests, upgrading
its launch facilities at Sohae and indicating that it is committed to developing a
submarine-launched ballistic missile capability, of which it undertook tests in May
and December (and reportedly also November). It also continues to upgrade its
Sinpo submarine shipyard. The country has further promised “a variety of satellites
and long-range rockets which will be launched by the Democratic People’s Republic
of Korea one after another” in the future.”

7. These developments indicate that the prospects of the Democratic People’s
Republic of Korea addressing the security and humanitarian concerns of the
international community as expressed in the resolutions are increasingly remote.
The need for all Member States to be committed to the strengthened enforcement of
United Nations sanctions remains as important as ever.

Panel and its methodology

8.  The Panel adheres to its mandate to gather, examine and analyse information
from States, relevant United Nations bodies and other interested parties regarding
the implementation of the measures imposed in the resolutions, in particular
incidents of non-compliance, and to make recommendations on action that the
Security Council, the Committee or Member States may consider to improve the
implementation of the measures imposed under the resolutions.

9.  The Panel conducts its work in line with the methodological standards of the
Informal Working Group of the Security Council on General Issues of Sanctions
(see S/2006/997). It strives to maintain high evidentiary standards, despite not
having the subpoena, forensic capabilities and investigative powers of a judicial
body. It relies on three types of information: experts’ first-hand and on-site
observations; information supplied by Member States, international organizations,
officials, accredited media sources/journalists and private individuals; and
information found in the public domain. The Panel keeps in mind the identity and
role of sources, consistently seeks corroboration and ensures that information
provided on a confidential or restricted basis is handled consistently with the
responsibilities of the Panel. The Panel offers individuals and entities the

IS

o

See “FM spokesman categorically rejects anti-DPRK human rights resolution”, KCNA,

21 November 2015, available from www.kcna.kp (accessed on 21 November 2015).

See “Kim Jong-Un watches strategic submarine underwater ballistic missile test-fire”, KCNA,

9 May 2015, available from www.rodong.rep.kp/en/index.php?strPageID=SF01 02 01&newsID
=2015-05-09-0014.
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IV.

opportunity to reply during the course of investigations. The sources for all figures
are the Panel, unless otherwise indicated.

10. During the reporting period, the Panel submitted four incident reports to the
Committee. It took account of those cases in the present report, as well as providing
information on ongoing investigations. The Panel held consultations with
33 Member States, 14 United Nations bodies and other interested parties. It also
continued to cooperate with other United Nations sanctions panels and groups. The
Panel sent 748 requests for information and 88 follow-up letters relating to its
investigations to Member States (see annex 2), international organizations and
private entities and individuals. It received 215 responses.

Reports by Member States

National implementation reports

11. Ten years since the adoption of resolution 1718 (2006), the Panel continues to
observe an extremely high number of non-reporting and late-reporting States,
especially in Africa (see annex 3). During the reporting period, only six Member
States submitted national implementation reports in accordance with resolution
2094 (2013). To date, only 42 Member States (of 193) have reported to the
Committee under resolution 2094 (2013), with 90 having never reported under any
of the resolutions (see fig. 1). The Panel sent reminders to 93 non-reporting Member
States, 7 of which served as non-permanent members of the Security Council in
2015.

12. In addition to the low rate of reporting, the Panel notes the poor quality and
lack of detail of the reports received. The lack of good information impedes the
Panel’s ability to report on sanctions implementation and to properly analyse the
challenges in national implementation. Member States’ lack of capacity and political
will further exacerbates their difficulties in understanding the basic scope and
substance of the resolutions. Overall, these conditions create the opportunity for the
Democratic People’s Republic of Korea to continue its prohibited activities.

13. In 2015, the Panel actively encouraged the seven non-permanent members of
the Security Council to come into compliance with their reporting obligations.
Given that Committee members should lead by example in the submission of
implementation reports, the Panel recommends that the Committee consider
bilateral approaches (see recommendation 1).
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Figure 1

Overview of reporting by region
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Reports of non-compliance and other matters

14. In addition to national implementation reports, Member States are obliged to
report promptly to the Committee on all instances of inspections of cargo, including
without or before an incident of violation. Only one Member State reported its
inspection and subsequent seizure of an arms-related shipment connected to
designated entities.

15. The Security Council has called upon all States to provide information at their
disposal regarding non-compliance with the resolutions (see recommendation 11). The
Committee received 14 such reports. Multiple Member States reported on the short-
range ballistic missile launches in March 2015 and a submarine-launched ballistic
missile ejection test by the Democratic People’s Republic of Korea in May 2015.

Continuing violations by the Democratic People’s Republic
of Korea of its obligation to abandon nuclear, other weapons
of mass destruction and ballistic missile programmes

16. The country continues to blatantly violate the resolutions, countering repeated
demands by the Security Council to fulfil its international obligations in this area in
a clear, irreversible and verifiable manner. It continues to develop its nuclear and
ballistic missile programmes, including by improving its testing infrastructure and
strengthening the role of the agencies involved. It has continued to deepen its
research and knowledge in these areas, including through participation in various
international organizations, which has allowed it access to scientific training and
networks. The fourth nuclear test and the successful submarine-launched ballistic
missile ejection test show the country’s determination to pursue increasingly
sophisticated systems while trying to support its claim of having the status of a
nuclear State.
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Recent nuclear-related activities

Nuclear test of 6 January 2016

17. On 6 January 2016, the Democratic People’s Republic of Korea announced
that it had conducted a “hydrogen bomb” test.® The Preparatory Commission for the
Comprehensive Nuclear-Test-Ban Treaty Organization (CTBTO) confirmed that “an
unusual seismic event” had taken place in the vicinity of the nuclear test site.” The
“man-made explosion” (magnitude 4.85) had waveform characteristics similar to
those detected following the country’s nuclear test in 2013.” The type of device used
has yet to be determined (see fig. 2).

Figure 2
Comparison of the location estimates of the 2006 (yellow), 2009 (orange),
2013 (purple) and 2016 (red) nuclear tests

Source: CTBTO.

Expansion of nuclear infrastructure and continuing activities

18. The satellite images of the nuclear test site showed constant activities in the
area throughout 2015, especially near the west portal, such as heavy traffic,
construction of new buildings and excavation and logging activities (see annex 4).

19. On 15 September 2015, the Director of the “Atomic Energy Institute” of the
Democratic People’s Republic of Korea® said that “all the nuclear facilities in
Nyongbyon, including the uranium enrichment plant and 5 MW graphite-moderated

o

See “DPRK proves successful in H-bomb test”, Rodong Sinmun, 7 January 2016, available from
www.rodong.rep.kp/en/index.php?strPageID=SF01 02 01&newsID=2016-01-07-0004.

See CTBTO, “CTBTO Executive Secretary Lassina Zerbo on the unusual seismic event detected
in the Democratic People’s Republic of Korea”, press release, 6 January 2016, available from
www.ctbto.org/press-centre/press-releases/2016/ctbto-executive-secretary-lassina-zerbo-on-the-
unusual-seismic-event-detected-in-the-democratic-peoples-republic-of-korea/.

8 Korean: Z&QIFFO00Z5= AXNAARS,

~
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reactor, were rearranged, changed or readjusted and they started normal operation”.®

The statement appears to be broadly consistent with the various nuclear-related
activities reported on 26 August 2015 by the Director General of the International
Atomic Energy Agency (IAEA).

20. IAEA reported continuing renovation and new construction activities at
various locations within the Yongbyon site, which indicated that the 5 MW(e)
reactor had operational status, continuing construction at the light water reactor
site’® and the extension and use of the building reportedly housing the enrichment
facility (the building’s floor area was effectively doubled in 2014)." TAEA has also
observed, through satellite imagery, activities that appear to be related to mining
and milling at the Pyongsan uranium mine and uranium concentration plant.

21. Commercial satellite images show that the activities appear to have continued
throughout the reporting period, consistent with the country’s announcement that all
nuclear facilities were in “normal operation”. The images confirmed the
construction of what appears to be an electrical switchyard adjacent to the light
water reactor, truck activities near the 5 MW(e) reactor housing building, discharge
and outflow of cooling water at the reactor (with some possible break in July and
November 2015) and renovation and new construction of buildings near the possible
fuel assembly building and at the uranium enrichment facility (see annex 5).

22. Although it is impossible to determine conclusively the operational status and
the purpose or nature of the developments on the basis of satellite images alone, the
active status of the facilities and reactor, if confirmed, would allow the Democratic
People’s Republic of Korea to produce additional fissile material stockpiles for its
nuclear programme. This would be consistent with the country’s stated intent to
expand and improve its nuclear arsenal.

Nuclear-related entities and individuals

Munitions Industry Department

23. The Panel has previously reported that the Munitions Industry Department*

has played a key role in the country’s nuclear and missile programmes (see
S/2010/571, para. 55, and S/2013/337, para. 37). The Panel has confirmed the
Department’s key role in the nuclear test of January 2016, with its name appearing
on the orders of 15 December 2015 and 3 January 2016 signed by Kim Jong Un to
conduct the test. The documents clearly show that the Department planned and
prepared for the test (see fig. 3).

1

15)

11
12

See “Director of Atomic Energy Institute of DPRK on its nuclear activities”, KCNA,

15 September 2015, available from www.kcna.kp (accessed on 15 September 2015).

IAEA reported that there were no indications of the delivery or introduction of major reactor
components into the light water reactor containment building.

See IAEA document GOV/2015/49-GC(59)/22.

Also known as the Military Production Arms Department, the Military Supplies Industry
Department, the Machine Industry Department or the Machine Building Industry Department of
the KPW Central Committee. Korean: @3 &2 or J| H S 2.
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Figure 3
Munitions Industry Department reports on “hydrogen bomb” test preparation
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Source: Rodong Sinmun, 7 January 2016.
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24. Three senior officials, Ri Man Gon, Ri Pyong Chol and Pak To Chun,
participated in a celebratory photo session with Kim Jong Un, which featured their
key roles in the nuclear test.’* Mr. Ri Man Gon appears to have become the new
Director of the Munitions Industry Department sometime between December 2015
and 7 January 2016. The Panel previously reported that Mr. Park played a key role
in the country’s nuclear and missile programmes (see recommendation 7,
confidential annex 109 and S/2013/337, para. 37).

International intergovernmental research organization

25. The Panel previously reported on the participation of the Democratic People’s
Republic of Korea in the activities of the Joint Institute for Nuclear Research, an
international intergovernmental research organization for nuclear sciences based in
the Russian Federation (see S/2015/131, paras. 29-33). In response to the Panel’s
inquiries, the Institute’s Chief Scientific Secretary confirmed that no nationals from
the Democratic People’s Republic of Korea had been affiliated with the Institute
since 31 March 2015 and that the country’s membership had been suspended until it
was able to fully implement its obligations to the Institute. The Panel notes that the
Institute’s decision is consistent with the provisions of the resolutions.

26. The Institute confirmed that the representative of the Democratic People’s
Republic of Korea to the Committee of Plenipotentiaries was Ri Je-Son (listed as
“Li Je Sen”) (see S/2015/131, para. 29). He was designated by the Committee in
July 2009 as the then Director of the General Bureau of Atomic Energy and has
been Minister of Atomic Energy Industry since April 2014. According to the
Institute, two individuals have participated in the Committee’s sessions on his

13

See “Kim Jong Un has photo session with contributors to H-bomb test”, Rodong Sinmun,
11 January 2016, available from www.rodong.rep.kp/en/index.php?strPageID=SF01 02 01&
newsID=2016-01-11-0024.
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behalf since 2010. Pursuant to the resolutions, they should be subjected to the asset
freeze and the travel ban by relevant Member States as individuals who acted on
behalf of Mr. Ri. They are:

(a) Mr. Jon Myong Chol, then the First Secretary of the Embassy of the
Democratic People’s Republic of Korea in Moscow, who participated on 25 and
26 March and 26 and 27 November 2010, 25 and 26 March and 25 and
26 November 2011 and 26 and 27 March 2012;

(b) Mr. Kim Se Gon, then the First Secretary of the Embassy of the
Democratic People’s Republic of Korea in Moscow, who participated on 23 and
24 November 2012, 25 and 26 March and 22 and 23 November 2013, 25 and
26 March 2014 and 25 and 26 March 2015.

27. The Panel recommends that the Committee add the alias of “Li Je Sen” to the
information about Mr. Ri (KPi.002) provided in the sanctions list (see
recommendation 4 (a)).

Recent activities relating to the ballistic missile programme

Ballistic missile launches

28. The Democratic People’s Republic of Korea has continued to launch ballistic
missiles. The Panel identified two trends in 2015 regarding the country’s ballistic
missile programme:

(a) Development of improved short-range ballistic missiles with high
accuracy and rapid strike capacity through the testing of an extended-range version
of its solid-propellant KN-02 short-range ballistic missile;

(b) Development of a rudimentary submarine-based ballistic missile strike
capability by conducting an underwater ejection test of such a missile.

Short-range ballistic missile

29. The country launched two short-range ballistic missiles on 2 March 2015.*
They achieved a range of some 500 km. Several Member States identified them as
Scud class ballistic missiles. The range is consistent with the capability of the
country’s Scud-C type ballistic missile launched at maximum range. As in previous
cases, the launches were conducted without warning, constituting a safety hazard for
nearby vessels and aircraft.

30. Regarding the launch of 14 August 2014 in the Wonsan area of the country
(see S/2015/131, para. 38), the Panel assessed the projectile as an enhanced version
of the KN-02 ballistic missile,” given the similarities of their shapes and the
achieved range of 220 km." The Panel notes that the KN-02 missile has distinct
similarities to the 9M79 ballistic missile (see fig. 4)'" and is consistent with the

1 Seven Member States reported the launches to the Committee.

> The KN-02 is considered by several Member States to be a short-range ballistic missile using
solid fuel propellant with an estimated range of 120 km.

18 See Jeffrey Lewis, “Don’t know where Waldo went, but Kim Jong-Un was in Wonsan: geolocating
North Korea’s June 26 and August 14 missile launches”, 38 North, 3 November 2014, available
from http://38north.org/2014/11/jlewis110314/.

Y The 9M79 ballistic missile is also known as Tochka or SS-21 and reportedly has a circular error
probable of 160 m.
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country’s statement that it launched an “ultra-precision high-performance tactical
rocket”.”® The Panel further corroborated its analysis with information from a
Member State that the country reverse-engineered the 9IM79 missile (see annex 6) to
develop the KN-02 missile.”® Since then, the country has actively worked on a new
version by reducing the missile’s payload to increase its range.?

Figure 4
Similarities between the 9M79 missile (top) and the missile launched by the
Democratic People’s Republic of Korea on 14 August 2014 (bottom)

Similar shape

of tail fins

Similar shape of
warhead section

L

Source: www.militaryphotos.net (top) and KCNA (bottom).

31. According to a Member State, the country conducted launches on three
occasions of projectiles believed to be the KN-02 missile or improved versions
thereof (see table 1).

Table 1
KN-02 and KN-02 improved version launches in 2015

Number of
Date and time projectiles Type Range (km)
8 February, 5 Assumed to be one KN-02 improved 200
4.10-5.10 p.m. version and four 300-mm guided

artillery rockets

2 April, 10.30 a.m. 1 Assumed to be KN-02 140
3 April, 4.14-5 p.m. 4 Assumed to be KN-02 > 100

16/295
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See “Kim Jong-Un guides tactical rocket test-fire”, KCNA, 15 August 2014, available from
www.kcnawatch.co/newstream/1451896687-307647019/kim-jong-un-guides-tactical-rocket-test-
fire/.

According to a Member State, the country obtained 9M79 ballistic missiles from the Syrian Arab
Republic in 1996.

Extended range is obtained by reducing the weight of the warhead from 480 to 150 kg.
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Submarine-launched ballistic missile

32. Seven Member States reported to the Committee that the Democratic People’s
Republic of Korea had conducted a ballistic missile test on 8 May 2015 from an
underwater platform near the east coast port of Sinpo. The reports were consistent
with official announcements on 9 May 2015 of “an underwater test-fire of [a]
Korean-style powerful strategic submarine ballistic missile” (see annex 7).% The
development and possible future deployment of submarine-launched ballistic missiles
would add a sea-based component to the country’s ballistic missile capabilities.

=Py 22

33. Official images of the missile (see annex 8) show “==4-1" (Pukgeukseong-1),
commonly referred to as the KN-11. Externally, the missile closely resembles the
former Soviet-era SS-N-6/R-27 submarine-launched ballistic missile, given the
distinctive similarities of its shape and in particular the warhead (see fig. 5). The
absence of white smoke behind the missile when clear of the sea indicates a liquid
propellant, as used by the R-27 missile. According to information provided by a
Member State, the missile is identical to the R-27 missile, which was procured from
the former Soviet Union in the 1990s and then reverse-engineered by the
Democratic People’s Republic of Korea.

Figure 5
Aspect ratios of the KN-11 and R-27 missiles

Length:l9.65 m

- 1

SO

-
——

Warhead section

Source: R-27 (top): Thomas Cochran and others, Soviet Nuclear Weapons, Nuclear Weapons
Databook, vol. 4 (New York, Harper and Row, 1989); submarine-launched ballistic missile
(bottom): Rodong Sinmun, 9 May 2015.

2 See “Kim Jong-Un watches strategic submarine underwater ballistic missile test-fire”, KCNA,
9 May 2015, available from www.rodong.rep.kp/en/index.php?strPageID=SF01_02_01&newsID
=2015-05-09-0014.

2 Jts name in English is “North Star-1" or “Polaris-1".

Diameter: 1.5 m
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Figure 6
Images relating to the launch of 8 May 2015

Source: Rodong Sinmun, 9 May 2015.

34. The Panel is of the view that several of the photographs of the test (see fig. 6)
were manipulated and unrelated images may have been inserted (see annex 9).
Without underwater footage, the launch platform could not be verified with
certainty by the Panel.

35. The missile appears to have ignited above water (see figs. 6 and 7-3 to 7-5),
indicating an underwater cold ejection® from the tube, possibly by compressed gas
(see fig. 7-1). The missile reached an altitude of 150 m and remained airborne for
some 500 m, according to information provided by a Member State. The relatively
short flight could be attributed to either a reduced fuel load with ballast weight to
demonstrate launch capability or, more likely, a fuel cut-off shortly after ignition. In
either case, the launch took place at full launch weight to validate the ejection-
ignition sequence.

18/295

2 A ballistic missile launch system can be either “hot launch”, where the missile ignites in the
tube, or “cold launch”, where the missile is expelled from the tube and then ignites.
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Figure 7
Ballistic missile test sequence of 8 May 2015

Source: KCNA.

36. The Panel considers the test to be a major technological development and a
clear indication of a continuing programme to develop and make the submarine-
launched ballistic missile operational. More tests would be needed to complete the
operationalization of the launch system and missile, in particular a full-scale flight
test, which might be a current limitation for the country.

2. Launch facility activity

37. In 2015, the country continued rapid work on the Sohae satellite launching
station, with further improvements to the launch area. Owing to substantial
concealment work during each step of the launch preparation infrastructure, it will
be more difficult to detect any pre-launch activities. The Panel also monitored the
Sinpo shipyard, a facility related to the country’s submarine-launched ballistic
missile programme.

16-00683 19/295
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Sohae satellite launching station

38. Imagery analysis shows that the country is deliberately undertaking
concealment work to hide space launch vehicle launch preparations (see annex 10).
After excavation work in March 2015, a new underground rail terminal was

completed in April. A slot in the concrete of the new terminal, of approximately

20 m in length, could be used to install an elevator between the rail tunnel and the
launch pad.** A new building has also been constructed at the eastern end of the pad.
The building’s foundations were evident in January 2015, with steady progress until
completion by September (see fig. 8). The building’s location indicates that it may
be a launch support facility for space launch vehicle assembly or check-out in the
launch preparation phase. In addition, a new platform that moves along rails could
be used to conceal movements of space launch vehicle stages from the support
building to the gantry tower.”® The construction of the platform was initially
observed in April 2015 and had been completed by September (see ibid.). Lastly, a
cover is attached to the gantry tower (see annex 12 for additional imagery). %

Figure 8
Sohae launch pad as at 1 September 2015

Suport /
Building?”

Source: GeoEye-1.

39. Refurbishment activity has been observed at the assembly building, where new
sheds have been constructed. A shelter has been placed over the rail spur, possibly

20/295

# See “North Korea: new construction at the Sohae satellite launching station”, 38 North, 28 May
2015, available from http://38north.org/2015/05/sohae052815/.

% The mobile platform is 21 m wide, 29 m long and 28 m high.

% The cover on the gantry tower was seen in October 2014.
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to conceal rail activity associated with the transport of space launch vehicle stages
(see annex 11).

40. Other activities observed suggest that larger rocket engines could be tested in
the future. New, larger buildings with the capacity to store additional propellants
have been constructed west of the launch pad and within the engine test area (see
annexes 12 and 13).%” This hypothesis would be consistent with the ability of the
gantry tower to handle space launch vehicles larger than the Unha-3, as stated in the
Panel’s previous report (see fig. 9).

Figure 9
Models of submarine-launched ballistic missile, Unha-3 and Unha-9
— =
N n -

Source: Kyodo News, 13 October 2015.

Sinpo shipyard

41. Satellite images of the Sinpo shipyard area on the east coast leading up to the
test of 8 May 2015 show work on infrastructure relating to the indigenous
development of a submarine-launched ballistic missile and associated launch
platform as early as 2012.

42. In October 2013, satellite imagery showed a test complex to the south-west of
the submarine basin. The complex features a test stand and a probable impact area
about 9 m from it, likely to conduct land-based submarine-launched ballistic missile
ejection tests. According to a Member State, such a test was conducted in October
2014 (see annex 14). Imagery from July 2014 to October 2015 shows work on
construction halls, adjacent workshops and a new launch platform extension to the
195 x 33 m main fabrication hall (see annex 15).

43. Similarly, satellite imagery from July 2014 revealed an unidentified submarine
at the shipyard. Subsequent images show various stages of internal work in the

7 See “North Korea: update on activity at Sohae satellite launching station”, 38 North, 9 October

2015, available from http://38north.org/2015/10/sohae100915/.
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submarine’s sail, a submersible test barge and a small tow vessel.?® According to a
Member State, the country acquired decommissioned Golf class submarines and, by
disassembling the submarines, ejection-related technology. The submarine appears
to be a native design, with no direct comparison to the Golf or other types.” The

presence of what is probably a 10 m missile shipping container in imagery of

10 May 2015 adjacent to the 65 m submarine and a single aperture® in the sail point
to it being designed for a submarine-launched ballistic missile launch capability (see
fig. 10).%"

Figure 10
Aperture for a single submarine-launched ballistic missile launch tube®

S

Missile c— Mobile
shipping (55N : . Crane
container .

-

Source: DigitalGlobe, 10 May 2015 (left); KCNA, 5 June 2015 (right); H. 1. Sutton, 9 May 2015 (bottom).

44. The country is actively upgrading and concealing its submarine production
facilities at Sinpo, allowing it to build more submarines, possibly undetected,
including submarines capable of launching ballistic missiles. Member States should
be vigilant to the export of commercial items that could contribute to the country’s

% The Operational Satellite Applications Programme confirmed that the submarine in official

images of the test of 8 May was likely to be that seen in satellite imagery (fig.10) and confirmed

the small vessel berthed next to the submarine in satellite images of 10 May 2015.

The construction of this submarine is within its capability as a result of the country’s experience

in building submarines.

The diameter of the aperture is approximately 1.5 m. The length and the diameter of the container

are consistent with the dimensions of the missile tested on 8 May 2015. According to a Member

State, there is only one launch tube inside the submarine.

According to Kim Jong Un, “when the submarine-launched ballistic missile goes into production,

and is stationed soon, it will be like installing a time bomb on the regime’s enemies”. See Choi

You-sun, “North Korea test-fires 3 ship-to-ship missiles into East Sea”, Arirang News, 9 May

2015, available from www.arirang.co.kr/News/News_View.asp?nseq=179369.

* The submarine and ballistic missile-related activity have been confirmed by the Operational
Satellite Applications Programme (see the satellite image in fig. 10).
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submarine-based ballistic missile programme, including subsystems and components,
in particular electric motors, lead-acid batteries and associated charging systems and
sonar technology, in accordance with paragraph 22 of resolution 2094 (2013) (see
recommendation 10).

Ballistic missile programme-related entities and individuals

45. The Panel has identified two trends relating to the space launch programme of
the Democratic People’s Republic of Korea. First, the country has been using its
participation in international organizations to promote the legitimacy of its space
launch capabilities, to gain access to the international scientific community and to
train its researchers for the further development of its prohibited programmes.
Second, the National Aerospace Development Administration continues to play a
prominent role in the country’s space programme, including through its
responsibility for a new satellite control centre.

Centre for Space Science and Technology Education in Asia and the Pacific

46. The Centre for Space Science and Technology Education in Asia and the
Pacific (see annex 16) offers nine-month postgraduate diploma courses in five
disciplines of space science and technology, comprising remote sensing and
geographic information systems, satellite communications, satellite meteorology
and global climate, space and atmospheric science, and global navigation satellite
systems. It informed the Panel that the Consolidated United Nations Security
Council Sanctions List was diligently taken into account in the selection and
admission process.

47. After joining the Centre in 1996, the country sent more than 30 of its nationals
for training there, including Paek Chang-Ho, who was designated for his role in the
launch on 12 December 2012 of the Unha-3 rocket. He is currently reported to be
the Vice-Director of the Scientific Research and Development Department of the
National Aerospace Development Administration. He attended the Centre’s satellite
communications course in 1999-2000 (see annex 17). Two of the country’s nationals
are currently attending courses at the Centre, one of whom is affiliated with the
National Aerospace Development Administration (see annex 18). The Panel takes
note that the Centre cancelled the participation of a further four nationals selected to
attend courses beginning in August 2015, including one affiliated with the National
Aerospace Development Administration who was supposed to attend the global
navigation satellite systems course (see annex 19).** The repeated applications to
and participation in the programme by members of the National Aerospace
Development Administration show the relevance of the courses to its work.

48. The Panel analysed the syllabi of courses provided by the Centre. The space
and atmospheric science course contains a module on space instrumentation, with
submodules that could be directly relevant to the country in designing and testing a
launch vehicle using ballistic missile technology, such as those on launch vehicles,
attitude control, and telemetry, tracking, command and data handling systems (see

33

The Panel notes that the nationals of the Democratic People’s Republic of Korea attending the
courses at the time of writing held the title of researcher or senior researcher (see confidential
annex 20).
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annex 21).** The course on global navigation satellite systems contains two
modules, on receivers and integrated navigation (see annex 22), both of which could
be directly relevant to the country’s ballistic missile programme, especially given
that it is working on improving the precision guidance of ballistic missiles through
the use of global navigation satellite systems (both Global Positioning System and
Global Navigation Satellite System).* The course on satellite communications
contains a module on modulation, multiplexing and multiple access (see annex 23),
which could contribute to enhancing telemetry capabilities for the ballistic missile
programme.

49. The position of India on the content of two of the courses, as outlined in an
aide-memoire to the Office for Outer Space Affairs, which chairs the Advisory
Committee of the Centre,® is: “The topics covered in these sources are very general
and basic principles in the respective areas and the course materials offered to the
participants are available from open-source.” It further stated that “the depth of
such topics covered in short terms [sic], would certainly not contribute to acquire
expertise in those specific areas by the participants”. The Office informed the Panel
that it stood ready to report on the matter to the Committee on the Peaceful Uses of
Outer Space, the fifty-ninth session of which is to be held from 8 to 17 June 2016.

50. While the courses offered by the Centre are not deliberately designed to assist
ballistic missile development, the Panel’s assessment, on the basis of the
information available, is that certain modules or submodules constitute specialized
training that could be used by the Democratic People’s Republic of Korea in its
prohibited activities and that participation in the space and atmospheric science and
global navigation satellite systems courses is a ballistic missile-related activity
prohibited under the resolutions.

51. The Panel recalls that, under the resolutions, the Democratic People’s
Republic of Korea must suspend all ballistic missile-related activities (see
recommendation 2).

National Aerospace Development Administration

52. The Democratic People’s Republic of Korea stated its intention on multiple
occasions in 2015 to proceed with additional launches of satellites under the
supervision of the National Aerospace Development Administration.® The Director
of the Administration stated that “the world will clearly see a series of satellites of
Songun Korea soaring into the sky at the times and locations determined by the
WPK Central Committee”.*® Such launches are prohibited under resolution 2087
(2013).
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Document S/2014/253 provides a list of certain prohibited items relating to these topics, such as
gyro-astro compasses (also known as star sensors) (item 9.A.2).

Communication of the United States of 15 June 2015 to the Panel.

The Advisory Committee guides the technical aspects, including curricula.

The statement refers to courses in space and atmospheric science and in global navigation
satellite systems. The Panel notes that specialized teaching can include general and basic
principles and material from open sources.

See “National Aerospace Development Administration clarifies its principled stand”, KCNA,
8 May 2015, available from www.kcna.kp (accessed on 8 May 2015).

See “NADA Director on successes in outer space development”, KCNA, 14 September 2015,
available from www.kcna.kp (accessed on 14 September 2015).
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53. Consistent with its stated intention, in 2015 the country unveiled a new
satellite control centre located in the centre of Pyongyang, next to a residential
complex for high-ranking officials (see annex 24). During his visit to the centre in
May (see fig. 11), Kim Jong Un “stressed the need to provide more cutting-edge

facilities”.*

Figure 11
Visit by Kim Jong Un to new satellite control centre

8 | N
i B ;il ‘.é
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Source: Rodong Sinmun.

54. Official announcements clearly state that the new centre is under the authority
of the National Aerospace Development Administration, as shown from the
photographs released by official media (see fig. 12).*° This evidence shows that the
Administration has taken over a key facility that was previously operated by the
Korean Committee for Space Technology and supports the Panel’s conclusion in its
final report for 2015 (see S/2015/131, paras. 44-48).

4 See “Kim Jong-Un visits newly-built general satellite control centre”, KCNA, 3 May 2015,
available from www.kcna.kp (accessed on 3 May 2015).
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Figure 12
Satellite control centre and National Aerospace Development Administration logo

Source: Korean Central Television.

55. The National Aerospace Development Administration is concurrently seeking
international legitimacy by establishing relationships with other space-related
international bodies: the Office for Outer Space Affairs and the International
Astronautical Federation. This is consistent with the ongoing claim by the country
that its space programme is in line with the Treaty on Principles Governing the
Activities of States in the Exploration and Use of Outer Space, including the Moon
and Other Celestial Bodies.

56. The National Aecrospace Development Administration has also been
established as the national point of contact for the registration of space objects (see
fig. 13 and annex 25). This was conveyed on 26 February 2015, when the
Democratic People’s Republic of Korea notified the Secretary-General, through the
Office for Outer Space Affairs, in accordance with article II (1) of the Convention
on Registration of Objects Launched into Outer Space, of the establishment of a
national registry of objects launched into Earth orbit or beyond (see annex 26).

Figure 13
Extract of a note verbale dated 26 February 2015 from the Permanent Mission of
the Democratic People’s Republic of Korea to the United Nations (Vienna)

National Aerospace Development Administration (NADA) of the DPRK
E-mail: nada.dprki@star-co.net.kp

Fax: 00850 23814585

Address: Central district, Pyongyang, DPR Korea
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57. On 15 October 2015, the National Aerospace Development Administration was
reportedly admitted as a member of the International Astronautical Federation.** The
Federation informed the Panel that, on 16 October, its General Assembly had
revoked its earlier resolution of 12 October to approve membership, on the basis of
information provided by the Panel. The delegation of the Democratic People’s
Republic of Korea to the United Nations Educational, Scientific and Cultural
Organization in Paris acted on behalf of the Administration to apply for
membership.

58. The by-laws of the National Aerospace Development Administration stipulate
that the Administration “guides the production, assembly and launch of all space
equipment and their launch vehicles”. They also detail its internal organization and
its affiliated organs (see annex 27). In addition, the Panel has obtained information
about the Administration’s key officials (see table 2) and budget (€102.5 million).
Its conclusions are provided in confidential annex 109.

Table 2
Key individuals identified by the Panel within the National Aerospace
Development Administration

Name (transliteration) Korean name Title

Mr. Yu Ch’o’l-u SER Director

Mr. Kim In Cheol dolE Deputy Director

Mr. Hyon Gwang I & & & Director, Scientific Research and
Development Department

Mr. Pack Chang-Ho SH&ES Vice-Director, Scientific Research and
Development Department

Mr. Kim Cho’n-ho dE8S Director, Scientific Work Department

Mr. Jong Tong Gil d=s2 Deputy Department Director

Mr. Kim Gun Song 45 Director, General Satellite Control and
Command Centre

Mr. Yun Chang Hyok =& & Vice-Director, General Satellite Control and
Command Centre

Mr. Pae Cho’n-hack [BH & &{(&)  Representative for International Affairs

Mr. Pak Gyong Su EHE R Vice-Administrator for International Affairs

41

See “DPRK NADA joins International Astronautical Federation”, KCNA, 15 October 2015,
available from www.kcna.kp (accessed on 15 October 2015). The country also participated in the
United Nations/International Astronautical Federation Workshop on Space Technology for
Economic Development, held in Beijing from 20 to 22 September 2013 (see A/AC.105/1048).
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VI

Export-related and import-related measures

59. The Democratic People’s Republic of Korea remains actively engaged in the
trade of arms and related materiel, including by procuring, transferring or brokering
commercially available products for military purposes, as well as technical
assistance, to countries in South-East Asia, Africa and the Middle East. The country
accords priority to procuring sophisticated equipment, such as unmanned aerial
vehicle components and radar systems. It has exploited differing export control
systems in this regard. The Panel’s continuing investigations are summarized in
annex 1.

Implementation of the embargo on nuclear weapons, other
weapons of mass destruction and ballistic missile-related items

Aluminium alloy rods seized by Japan

60. The Panel continued its investigation of the shipment in August 2012 of five
aluminium alloy rods seized by Japan as nuclear-related items (see S/2015/131,
paras. 54-57). Previously, the Panel noted that an entity of the Democratic People’s
Republic of Korea using the label “KUMSOK” was likely to have manufactured the
items. “KUMSOK” was used by Korea Ferrous Metals Export & Import
Corporation (KFMEIC) (formerly known as Korea Metals Trading Corporation; also
known as Korea Ferrous Metals General Trading Corporation) as its cable code (see
fig. 14). KFMEIC also advertises itself as being engaged in the trade of various
types of ferrous metals. Its logo is very similar to that on the seized cargo (see
annex 28).

Figure 14
KFMEIC advertisement

KOREA FERROUS METALS EXPORT &
Round bar: Diameter  18-80 mm IMPORT CORPORATION

J

Length
Material: JIS G 4051, S45C

Tol: 0.50-2*381 6078
Fax: 850-2-3814581

Source: Foreign Trade of the DPRK, January 1996.

61. The shipment’s consignee was a Myanmar-based entity, Soe Min Htike
Company, Ltd (see S/2015/131, para. 56). The Panel requested the assistance of
Myanmar in obtaining information about Myanmar-based entities and individuals
previously designated by the United States Department of the Treasury for their
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involvement in arms trading with the Democratic People’s Republic of Korea,
including Soe Min Htike. In response, Myanmar denied such involvement and failed
to respond to the Panel’s inquiries concerning Soe Min Htike’s involvement,
including with regard to a shipping document listing the company as the consignee.
The Panel concludes that Soe Min Htike was involved in the attempted transfer as
the consignee of prohibited nuclear-related items.

Implementation of the arms embargo

Arms-related shipment destined for the Syrian Arab Republic

62. In December 2015, a Member State reported to the Committee its decision to
dispose of a shipment of cargo from September 2010 following its inspections and
seizure in May 2014 in accordance with the resolutions. The vessel was travelling
from Dalian, China, to Ladhiqiyah (Latakia), Syrian Arab Republic.

63. The Panel’s investigation and on-site inspection confirmed that the cargo was
owned and controlled by entities and individuals working for Leader (Hong Kong)
International and Korea Kumryong Trading Corporation, both designated in January
2013 for their connections to Korea Mining Development Trading Corporation
(KOMID), designated in April 2009 as a main exporter of goods and equipment
relating to ballistic missiles and conventional weapons. KOMID used the alias of
Kumryong for procurement activities, while Leader facilitated shipments on behalf
of KOMID. The shipping documents showed that the cargo was arranged by Leader
on behalf of Kumryong (see annex 29). The consignment contained various
commercially available items, including some that could be used for military
purposes.

64. Shipping documents list the consignee as Mechanical Systems, Syrian Arab
Republic, which has the same telephone/fax number as Handasieh General
Organization Engineering Industries, a military-related entity responsible for a
shipment of ballistic missile-related items in October 2007 (see annex 29).*
Handasieh has been sanctioned by the European Union as a front company for the
Syrian Scientific Studies and Research Centre. The United States of America
previously reported on an attempt by Handasieh in 2010 to acquire dual-use items
for the Centre’s ballistic missile project.*

65. The cargo consisted of five containers with commercially available items,
including machinery, components and measuring devices (see fig. 15 and annex 30).
Similar products have been advertised for military applications (see annex 31).
Certain items may be used in the production of arms or as a principal component of

42
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Handasieh was designated by the European Union as a front company for the Syrian Scientific
Studies and Research Centre, which has been acting on behalf of the military (see Council
Implementing Regulation No. 1244/2011).

See S/2012/422, para. 57, and the Panel’s report submitted to the Committee on 30 November 2012.
United States Department of the Treasury, Office of Public Affairs, “Fact sheet: increasing
sanctions against Syria”, press release, 18 July 2012, available from www.treasury.gov/press-
center/press-releases/Documents/Fact%20Sheet.pdf. According to a Member State, the Syrian
Scientific Studies and Research Centre contacted the Second Economic Committee of the
Democratic People’s Republic of Korea regarding the provision of various items, including roller
bearings, which originated from an Eastern European country. Such items can be used in missile
turbopumps.
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liquid propellant for Scud missiles.* The Panel continues to investigate the nature
of the items.

Figure 15
Items seized by a Member State

66. Leader/Kumryong used two companies, Dalian Union International Trading
Co., Ltd. and Dandong Yongxinghe Trade Co., Ltd. (see annex 32) to procure the
items. Dandong Yongxinghe was the shipper (see annex 29). The items were mostly
sourced from Taiwan Province of China, Hong Kong, China, and other cities in
China, with some coming from Denmark, Japan and the United States (sce
annex 33). The procurement was principally undertaken by the owner of Dalian
Union, Mr. Cai Guang, who has also served as the Director of Leader (see
S/2015/131, para. 185). Dalian Union made payment through a bank account held
by a company registered in Hong Kong, Sunny (Hong Kong) Int’l Development Co.,
Limited (see annex 34).%

67. Leader, Dalian Union, Dandong Yongxinghe and Sunny are all connected
through the same individuals who also own and/or control other companies (see
fig. 34 and annex 35).

68. None of the foreign suppliers were aware that the items were to be re-exported
to the Syrian Arab Republic. The Japanese supplier inquired about the end user, but
Dandong Yongxinghe refused to respond. The individuals and companies connected
to Leader/Kumryong have not replied to the Panel.

69. These companies had direct links to individuals or entities that transferred
arms and related materiel or ballistic missile-related items. They adopted
concealment techniques such as the use of foreign intermediaries, front company
networks and incomplete documentation.

70. The Panel confirms that the Member State that seized the cargo acted in
accordance with its obligations under the resolutions, which prohibit the transfer of
all arms and related materiel brokered by the Democratic People’s Republic of
Korea, as well as under paragraph 18 of resolution 1874 (2009) by which the
Security Council called upon Member States to prevent the transfer of any assets
that could contribute to the country’s ballistic missile-related activities.

4!

o

Inhibited Red Fuming Nitric Acid is listed as item number 4.C.4 in document S/2014/253.
Hydrogen refiners can be used for the process that leads to the production of a precursor of nitric
acid, a principal component of the prohibited item of Inhibited Red Fuming Nitric Acid, which is
a liquid propellant used for Scud missiles.

* Sunny was dissolved in July 2013.
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Shipment of Scud spare parts to Egypt

71. In 2013, a Member State reported to the Committee the interdiction of a
consignment on its way from Beijing to Cairo. Documentation listed the shipper as
a company from the Democratic People’s Republic of Korea, Ryongsong Trading
Co Ltd, and the consignee as an Egyptian company, MODA Authority International
Optronic. The shipment was part of a contract of 15 February 2013 between the
consignee and another company, Rungrado Trading Corporation (see confidential
annex 36). This company was previously involved in violating the luxury goods ban
implemented by Japan (see S/2012/422, paras. 78-79).

72. The Panel conducted an on-site inspection of the consignment, undertook
research and consulted several experts to investigate potential uses of the items. The
Panel examined a Scud-B missile system for physical comparisons between the
technical specifications of the items (see fig. 16).

73. The goods were labelled as “machine spare parts”, including relays, “coils”,
connectors and voltage circuit breakers (see confidential annexes 37 and 38) and
listed as being intended for use in “freezing carriers”, “fish factory mother ships”,
“fish-processing machines” and “old ships” (see confidential annex 39).*

Figure 16
Examples of items in cargo

1-3, connectors; 4-6, relays; 7-8, voltage circuit breakers; 9, barometric switch.

" These applications appear inconsistent with the consignee’s lines of business (it is reportedly
involved in the development, production and sale of advanced electro-optical and electronic
systems for military and commercial applications). Egypt stated that “no reference to a company
under the name of MODA Authority International Optronic Company was found” in its
companies database (see annex 110).
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74. While none of the items met the specific criteria in the list of prohibited items
(see S/2014/253), the Panel found that they were spare parts for or items used in
Scud-B missile systems (see confidential annex 40). As arms and related materiel,
their export is prohibited under the resolutions.

75. The Panel concluded, from markings in Korean on two of the items in the
cargo (see fig. 17) and inspection certificate stamps (see confidential annex 41), that
the items had been produced in the Democratic People’s Republic of Korea. In
addition, the name of the individual listed as responsible for the packing list is
Korean (see confidential annex 42).

Figure 17
Korean markings and stamps identified by the Panel
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76. The goods were transported by Air Koryo from Pyongyang (see confidential
annex 43). The airport security stamp on the airline label also reflected that the
inspection had been undertaken in Pyongyang.

77. The packing list cited the manufacturer of the items as “Machine Electric
Factory” (see confidential annex 42). The Panel found that the address of
Ryongsong was the same as that of the Embassy of the Democratic People’s
Republic of Korea in Beijing (see confidential annex 44). Rungrado claims to
“export marine products and sea foods” and to engage in “businesses such as cargo
transportation and chartering with its own vessels” (see annex 45).

Unmanned aerial vehicle wreckage retrieved from the Republic of Korea

78. With regard to the wreckage of unmanned aerial vehicles, the Panel undertook
an on-site inspection and investigation (see fig. 18 and table 3) through which it
identified two Chinese companies advertising almost identical vehicles (see
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S/2015/131, paras. 61-68)."® Preliminary analysis of the supply chain for the inner
components indicates that at least one of the drones was acquired abroad. According
to a Member State, the vehicles were likely procured through front companies in
China.

Figure 18
Images of the unmanned aerial vehicles taken by the Panel during inspection

Baengnyong-do Island Paju and Samcheok
Table 3

Main characteristics of the two types of drone

Characteristics Paju and Samcheok Baengnyong-do Island

Width x length (m) 1.93x 1.22 246 x1.83

Weight when discovered (kg) 13 12.7

Engine 2-cycle 4-cycle

Fuel and fuel capacity (1) Glow fuel - 4.97 Combined oil fuel - 3.4
Take-off and landing Launcher/parachute Launcher/parachute
Parachute Cross-shaped Octagon-shaped

Flight command Yes Yes

Close distance remote control  No Yes

Flight path automatic flight Yes Yes

Estimated range (km) 180-220 250-300

79. According to a Member State, the Democratic People’s Republic of Korea
possesses around 300 unmanned aerial vehicles of different types, including

“8 In the light of their ranges below 300 km, the transfer of these drones to the country is not
prohibited under the weapons of mass destruction embargo imposed under paragraph 8 (a) (ii) of
resolution 1718 (2006).
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reconnaissance, target and combat drones. The country’s primary entity responsible
for gathering intelligence, the Reconnaissance General Bureau, is involved in the
procurement, production and operation of reconnaissance drones and is also seeking
to develop capabilities in the areca of combat drones. It is therefore likely that the
drones, which captured images of key military facilities and the Blue House, were
procured and operated by the Bureau (see annex 46 and recommendations 5 and 8).

Baengnyong-do Island unmanned aerial vehicle
Manufacturer

80. Morrowind Aerial Imaging Technology, headquartered in Shanghai, China,
advertised on its website an unmanned aerial vehicle, the UV10 (see annex 47 and
fig. 19), which the Operational Satellite Applications Programme of the United
Nations Institute for Training and Research determined had distinct technical
similarities with the drone that crashed on Baengnyong-do Island on 31 March 2014
(see confidential annex 48). Morrowind has not replied to the Panel’s inquiries.

Figure 19
UV10 unmanned aerial vehicle advertised by Morrowind

Source: www.51hangpai.com.

Supply chain of components

81. While some of the Panel’s inquiries are outstanding, it has identified the
purchasers of the engine and the autopilot (see table 4).

Table 4
Main foreign-sourced items found inside the Baengnyong-do Island unmanned aerial vehicle
Country of
No. Item manufacture Supply chain
1 Engine Czech Republic  Sold to Maikaifei Engineering &
Technology on 25 September 2013
2-1  Flight control Automatic Canada Sold to RedChina Geosystems on
computer control board 11 July 2011
2-2 I/0 board Switzerland Sold to intermediary in Taipei on

4 June 2013
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Country of
No. Item manufacture Supply chain
2-3 RC receiver Japan No serial number
3 Servomotor and actuator Republic of Likely manufactured on 28 August
Korea or China 2013 and on 11 September 2013
4 GPS antennas United States Manufactured on 8 June 2007
5-1 Mission CPU board China Manufacturer yet to reply
computer . . L L
5-2 I/0 board Switzerland Sold to intermediary in Taipei on
4 June 2013
6 Camera Japan Sold to distributor in China on
18 October 2013
7 Battery China Manufacturer yet to reply

82. The engine was ultimately acquired by a Beijing-based company, Microfly
Engineering & Technology, through a transaction process marked by several
irregularities.”® It had initially been purchased by another company, Maikaifei
Engineering & Technology (Hong Kong) Co. Ltd, which is not legally registered in
Hong Kong (see annexes 50 and 51). Microfly and Maikaifei are connected through
Mr. E. Chengwen, who facilitated the purchase as the “chief engineer” of Maikaifei
(see annex 52), while also being listed as a board member of Microfly (see annex 53).
Microfly and Maikaifei share the same Chinese spelling: #igl k. Following his
facilitation of the purchase order, the engine was delivered to a third Beijing-based
consignee with which Microfly has an import agency authorization agreement (see
annex 54).% Although the agreement stipulated that the payment should be made by
that consignee, it actually came from the personal bank account of Mr. Xue Qiang
(see annex 55), the legal representative of Microfly (see annex 53).

83. The autopilot was acquired by RedChina Geosystems in July 2011 as part of a
purchase of 10 autopilots (see annex 56), also brokered by Mr. E. Chengwen using
an alias, Mr. Chengwen Able (see annex 52).>" The end-use statement provided by
RedChina Geosystems was falsified, stating that the autopilots would “be used only
by the end-user” and “not be diverted to another destination, transhipped or
re-exported” (see annex 57).%2 It also stipulated that the items would be used in
electrical-powered hand-launched unmanned aerial vehicles designed for mapping
activities, listing characteristics entirely different from those of the UV10 (see
fig. 20).

* The Microfly website advertises unmanned aerial vehicles and presents the company as committed
to the design, development, testing and manufacture of aviation-related products (see annex 49).

* The agreement refers to a contract (2013HXI/110SP/C) between the consignee and the engine
manufacturer, which the latter has stated did not exist. The engine manufacturer informed the
Panel that it had never received payment from the consignee, suggesting that the consignee may
have been used for a single shipment. This hypothesis explains why the agreement was signed
several days following payment for engines and before shipment.

°1 Autopilots were first sent to a consignee in Hong Kong and then to another consignee in Tianjin,
China, before being sent to RedChina Geosystems.

%2 The autopilot is subject to Canadian export controls (see S/2015/131, para. 66).
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Figure 20
Supply chain of the engine and the autopilot of the Baengnyong-do Island unmanned
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84. Microfly stated that it was the original designer and manufacturer of the UV10
and had halted the production of the model after the publication of negative stories
of the existence of drones closely resembling the UV10 outside China. It also said
that the model had been sold only to domestic customers in China and never to
customers with a military background. Microfly denied any connection to
Morrowind, suspecting that the latter had copied its drones. Microfly stated that the
UV10 had been sold to RedChina Geosystems, but declined to name other buyers
(see annex 58). Microfly further stated that RedChina Geosystems had specifically
asked for the UV10 to be equipped with the autopilots that it had purchased in July
2011, suggesting that RedChina Geosystems might have acted knowingly.

Paju and Samcheok unmanned aerial vehicles
Manufacturer

85. China Trancomm Technologies, in Beijing, advertises on its website the
SKY-09P and SKY-09H unmanned aerial vehicles (see fig. 21 and annex 59), which
the Operational Satellite Applications Programme determined had distinct technical
similarities with the drones that crashed over Paju and Samcheok (see confidential
annex 60). It has not replied to the Panel’s inquiries.
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Figure 21
SKY-09P and SKY-09H unmanned aerial vehicles advertised by Trancomm

Source: www.trancomm.com.cn.

Supply chains of components

86. All items in the Paju and Samcheok unmanned aerial vehicles, including the
gyros, are both widely available and not on the list of prohibited items. For certain
items, the Panel has outstanding inquiries (see table 5).

KZZilfl f’oreign-sourced components in Paju and Samcheok unmanned aerial vehicles

No.  lrem Country of manufacture  Supply chain

1 Engine and muffler Japan No serial number

2 Fuel pump United States No serial number

3 Flight control computer/CPU board China Manufacturer yet to reply

4 Gyro board Japan Improper serial number

5 GPS receiver Switzerland Likely shipped on 1 September 2011
6 Servomotor Japan Likely manufactured between April

2008 and March 2013

7 Transceiver United States Sold to Chinese intermediary on
31 August 2011

8 Camera Japan Sold to distributor on 19 September
2011
9 Parachute China Likely manufactured in October

2011, manufacturer yet to reply

Attempt to procure military-grade optical sensor from the United Kingdom of
Great Britain and Northern Ireland

87. In February 2015, the United Kingdom informed the Panel about an attempt by
the Democratic People’s Republic of Korea to procure “sanctioned goods” from a
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British manufacturer, stating that they included miniaturized optical equipment that
could be used in unmanned aerial vehicles (see annex 61).

88. According to the customs authorities in the United Kingdom, the company that
attempted to procure the equipment did so through intermediaries based in mainland
China and registered in Hong Kong, before onward shipment to the Democratic
People’s Republic of Korea. The company was described as “a military logistics
company specialising in the procurement of parts for unmanned aerial and undersea
vehicles”.

89. Correspondence records and the export licence application showed that the
person who sought to procure the goods was Richard Wang (Dewen Wang in
Chinese). Dewen Wang was listed as the Director of HK Conie Technology, originally
registered in the British Virgin Islands before being registered in Hong Kong in 2014.

90. Mr. Wang used the name of a major Chinese company to falsify the export
licence application and end-user statement. The Panel identified a trade relationship
between HK Conie and Korean Pioneer Technology Company Ltd which reportedly
used the alias Korea 21 Trading Company (see annexes 62-63).

91. The Panel concludes that this was an attempted procurement of military-grade
goods for use in an unmanned aerial vehicle by individuals acting on behalf of the
Democratic People’s Republic of Korea and is continuing its investigation.

Attempted transfer of military-grade night-vision goggles from the United States

92. The Panel investigated a case involving a national of the Democratic People’s
Republic of Korea, Kim Song Il (born on 23 September 1973), who procured and
attempted to transfer arms and related materiel. In July 2015, he was arrested in the
United States after purchasing six military-grade night-vision goggles and
attempting to export them to China in violation of United States laws.*® He has
pleaded guilty as charged. An individual with the same name and country of
residence and utilizing Cambodian nationality has been registered in the company
registry in Hong Kong as the Director of Greenpine International Co Ltd and Rich
Lead Trading.

93. Given a previous case of abuse of foreign passports by nationals of the country
(see S/2013/337, para. 132), the Panel emphasizes that Member States should
exercise vigilance in processing similar passport applications.

Possible arms-related cooperation with Eritrea>

94. The Panel reported on its reopened investigation into alleged arms-related
cooperation with Eritrea following a report in which the Monitoring Group on
Somalia and Eritrea cited “military and technical support” provided to the Eritrean
Department of Governmental Garages by Green Pine Associated Corporation,
designated on 2 May 2012 (see S/2013/440, para. 92). The Panel corroborated
military-related links between Green Pine and the Department. It obtained an
official letter of invitation from the President of Green Pine, Mr. Ri Hak Chol, to the
head of the Department, dated 19 March 2010, to visit Green Pine in Pyongyang,

% United States District Court, District of Utah, United States of America vs. Kim Song II.
% See S/2014/147, paras. 94-97, and S/2015/131, para. 89.
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stating that he hoped that the one-week visit “would be of great importance in
starting substantial co-operation between two sides”.

95. The Panel has also identified a new alias for Green Pine, Green Pine
Association (see annex 66). According to information supplied by a Member State,
Mr. Kim Kwang Rim was posted as the representative of Green Pine in Eritrea in
April 2011. In its reply to the Panel’s requests for information (see annex 67),
Eritrea stated that it was not engaging with persons and/or entities in violation of
resolutions 1718 (2006) and 1874 (2009) and designations thereunder (see annex 68
and also recommendation 4 (b) to the Committee).

7. Military vehicles displayed at the military parade on 10 October 2015
96. The Panel investigated some of the vehicles that transported personnel, arms

and ballistic missiles during the military parade on 10 October 2015.

Figure 22
Rocket transporters
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Source: Oleg Kiriyanov.

97. The vehicles transporting 300 mm guided artillery rockets tested in 2014 and
2015 (rockets that ultimately achieved a range of 200 km, see table 1) were publicly
displayed for the first time in October 2015 (see fig. 22).%

98. The three-axis vehicles were nearly identical to a series of trucks
manufactured by a Chinese company. Furthermore, the Operational Satellite
Applications Programme of the United Nations Institute for Training and Research
assessed that the two trucks had many identical features. It also confirmed a
partially visible emblem of the Chinese company (see annex 69).

99. 1In a reply to the Panel, China stated that the company had “put a clear clause
that the buyer agrees and ensures that this batch of trucks exported to the DPRK

% See “Kim Jong Un guides test-fire of newly developed ultra-precision tactical guided missiles”,
KCNA, 27 June 2014, available from www.kcna.kp (accessed on 27 June 2014), and “N. Korea’s
conservative display contrasts with past WPK celebration”, NK News, 10 October 2015,
available from www.nknews.org/2015/10/analysis-of-new-updated-equipment-in-october-10-
parade/.

16-00683 39/295



S/2016/157

40/295

should only be used in civilian activities, and abides by the provisions of Chinese
laws and the United Nations resolutions” and that, “in the sales contract between the
Chinese dealer and the DPRK side, there is also agreement on the purposes of the
exported truck that the buyer shall use the trucks solely for forest area operations
and timber transportation”.

100. The case resembles the previous procurement by an entity controlled by the
Ministry of Forestry of foreign-sourced vehicles that were then converted into a
transporter-erector-launcher for ballistic missiles (see S/2013/337, paras. 52-58).
The Panel reaffirms its recommendation made in 2013 and again calls upon Member
States to exercise enhanced vigilance over exports to the country of commercial
trucks that could be converted into military vehicles or arms and related materiel
(see recommendation 10 and S/2013/337, para. 58).

Munitions factory construction in Namibia

101. KOMID reportedly conducted business activities in Namibia until at least
early 2015, including through the construction of a munitions factory at Leopard
Valley, in the Windhoek area, in cooperation with, or using the alias of, Mansudae
Overseas Project Group companies.*®

102. Namibia informed the Panel that it had contracts with the Democratic People’s
Republic of Korea concerning arms and related materiel before 2005. One covered
the construction of the Windhoek munitions factory from 2002 to 2005, involving a
subsidiary of Mansudae. Namibia also confirmed that it had received training and
technical assistance relating to arms, but stated that, given United Nations sanctions,
the relevant experts had returned to the Democratic People’s Republic of Korea.

103. Namibia confirmed that Mansudae was involved in several military
construction projects, including the military academy and the ongoing construction
of the headquarters of the Ministry of Defence. It denied knowledge of links
between Mansudae and KOMID (see annex 70).

104. However, satellite imagery shows that construction at the military base at
Leopard Valley was continuing in September 2014 (see annex 71). The Mansudae
company brochure also advertised the 2010 contract with the Ministry of Defence
for the construction of facilities at Leopard Valley (see annex 70).

105. The Panel confirmed that, as at August 2015, workers from the Democratic
People’s Republic of Korea were undertaking construction activities at another
military base in Suider Hof (see fig. 23). At the time of writing, Namibia had not
replied regarding the purpose of the facility under construction.

106. The construction of any munitions factory or related military facilities is
considered to be services or assistance relating to the provision, manufacture or
maintenance of arms and related materiel and therefore prohibited under the
resolutions.

5

>

See United States Department of the Treasury, “Issuance of new North-Korea-related Executive
Order; North Korea Designation”, press release, 2 January 2015, available from
www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20150102.aspx;
“Namibia, expatriate sanctioned Democratic People’s Republic of Korea individuals”, Radio Free
Asia, 8 January 2015; and “Namibié¢ skend VN-resolusies”, Republikein, 8 January 2015,
available from www.republikein.com.na/internasionaal/namibi-skend-vn-resolusies.236209.
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Figure 23
Construction at Suider Hof military base

Repurposing of commercial radar systems from a Japanese manufacturer for use
in naval vessels

107. The Democratic People’s Republic of Korea acquired and adapted commercial
radar antennas for its naval vessels, three of which were seen during the test-firing
of an anti-ship missile publicized on 7 February 2015 (see fig. 24).>” According to
the Japanese manufacturer, there are no records of sale to the country after 12 June
2009. The Panel notes that subsystems such as displays, compasses and ballistic
input sensors can be easily integrated through plug-in interfaces. The systems
displayed aboard the missile boats are off-the-shelf products widely used in the
global fishing and leisure craft markets and are untraceable without records of serial
numbers. Given this violation of the arms embargo, the Panel recommends that
Member States be vigilant with regard to exports of maritime electronics (radars,
sonars, compasses and the like) (see recommendation 10 (c)).

Figure 24
Commercial radar antennas adapted for naval vessel
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Source: Rodong Sinmun. Source: Manufacturer.

% See “Kim Jong-Un watches newly developed anti-ship rocket test-firing”, Rodong Sinmun,

7 February 2015, available from http://www.rodong.rep.kp/en/index.php?strPageID=SF01 02 01
&newsID=2015-02-07-0015.
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10.

11.

Shipments of spare parts and equipment for submarines and military boats
brokered by Green Pine from Austria to Angola and Viet Nam

108. The Panel investigated two incidents involving Green Pine (see S/2012/287):
two deliveries in July 2011 of items for military patrol boats to Angola and an air
shipment in February 2011 of submarine parts inspected in Taipei (see annex 1 and
S/2015/131, paras. 81-83). The consignments were shipped from Vienna by an
Austrian national, Josef Schwartz, through his company, Schwartz Motorbootservice
& Handel GmbH. He had traded with the Democratic People’s Republic of Korea on
multiple occasions in the past, including violations and attempted violations of the
luxury goods ban.*® The Panel confirmed that he had assisted Green Pine in evading
the arms embargo.

Arms or ammunition trade recorded in the United Nations Commodity Trade
Statistics Database

109. Using the United Nations Commodity Trade Statistics Database, the Panel
confirmed instances of non-compliance with the obligation to submit a prior
notification for the export of small arms and light weapons covered by chapter 93 of
the Harmonized Commodity Description and Coding System codes. Regardless of
their application, these items constitute small arms and light weapons as long as
they meet the definition of “small arms and light weapons” given in the
International Small Arms Control Standards of the United Nations Coordinating
Action on Small Arms mechanism of June 2015 (see annex 72).%

110. Member States are called upon to exercise vigilance over the export of small
arms and light weapons to the Democratic People’s Republic of Korea and are
obliged to notify the Committee at least five days before selling, supplying or
transferring such materiel, pursuant to paragraph 10 of resolution 1874 (2009).

Technical training, advice, services or assistance

111. The Democratic People’s Republic of Korea continues to provide technical
training and assistance in violation of the resolutions by exploiting its long-standing
military relationships and countries’ incomplete understanding of the resolutions
(see S/2015/131, paras. 90-91). These prohibited activities are conducted for
financial reasons but are also consistent with the country’s overall diplomatic and
international outreach.

Police and military cooperation with Uganda

112. The Panel investigated reports that the Democratic People’s Republic of Korea
was providing training for Ugandan police officers. Uganda confirmed that
45 nationals of the Democratic People’s Republic of Korea, including 19 security
instructors for the paramilitary police, had provided such training and that it was
continuing as at December 2015. Uganda stated that its understanding of the

58

59

They consisted of, in 2007-2008, the export of luxury vehicles from Austria and, in 2009, the
attempted export of luxury yachts from Italy. See S/2012/422, paras. 84-85, and also European
Commission Implementing Regulation No. 1355/2011.

Available from www.smallarmsstandards.org/isacs/0120-en.pdf.
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resolutions, coupled with the nature of the joint training, meant that there had been
no violation (see annex 73).

113. In 2015, the Panel requested information from Uganda on media reports that
an additional 400 police officers had been trained by instructors from the
Democratic People’s Republic of Korea at the Oliver Tambo Leadership Institute
and the Uganda Junior Command and Staff College since 18 April 2015. The Panel
also noted that, according to the Facebook page of the Ugandan police, the President
of Uganda had “commended the team from North Korea that put hands together
with the police force trainers during the training period”.

114. The training violated paragraph 9 of resolution 1874 (2009). The Panel noted
that the military advisers and trainers from the Democratic People’s Republic of
Korea were dressed in Ugandan air force uniforms and wearing badges bearing the
images of the leaders (see fig. 25).

Figure 25
Military advisers and trainers at the Nakasongola air base in April 2014

General Katumba Wam ala, Chief
of Defence Force of the Ugandan
People’s Defence Force (UPDF)

Police training cooperation with Viet Nam

115. The People’s Police Academy of Viet Nam reported in March 2013 that
experts from the Democratic People’s Republic of Korea had been providing
military-related training courses to the Vietnamese police since 2012 as part of a
bilateral cooperation programme between the public security ministries of the two
countries (see fig. 26).®° It was indicated that the experts had provided military
training through live ammunition exercises using K50 revolvers and AK-47
derivative assault rifles.

60

See People Police Academy, “North Korean experts train Vietnamese police”, 23 March 2013,
available from http://ppa.edu.vn/en/Training/International-Cooperation/167/3241/North-Korean-
experts-train-Vietnamese-police.aspx.
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Figure 26
Images of Vietnamese police training by experts from the Democratic People’s
Republic of Korea

Source: Tuoi Tre News.

116. The Panel notes that technical training or assistance relating to the provision,
maintenance or use of a/l/ arms and related materiel has been prohibited under the
relevant resolutions, without condition. Some Member States, however, interpret the
sanctions measures to apply only to arms and related materiel procured from the
Democratic People’s Republic of Korea. On this point, the Panel notes that the
Security Council has already reaffirmed that the measures apply to all arms and
related materiel (see annex 75). In addition, such conditional interpretation would
allow the Democratic People’s Republic of Korea to provide and receive technical
training or assistance relating to the maintenance or use of nuclear-related or
ballistic missile-related items sourced from other Member States, which contradicts
the objectives of the sanction measures (see recommendations 3 and 9).

117. The Panel concludes that such training violated paragraph 9 of resolution 1874
(2009), as reaffirmed in paragraph 7 of resolution 2094 (2013).

Implementation of the luxury goods ban

Armoured limousines observed during military parades in Pyongyang from 2012
to 2015

118. The Panel previously reported on four Mercedes-Benz S-600 limousine
conversions observed during military parades in Pyongyang on 15 April 2012,
15 April 2013, 15 April 2014 and October 2015 (see fig. 27). Transfers to Pyongyang
of such vehicles could constitute a violation of paragraph 8 (a) (iii) of resolution
1718 (20006).
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Figure 27
Mercedes-Benz S-600 limousine conversions observed during military parades in
Pyongyang on 15 April 2012 (right) and 10 October 2015 (left)

Source: Oleg Kiriyanov (left) and KCNA (right).

119. The Panel traced the procurement of the luxury vehicles, which appeared again
in a military parade in October 2015, from their origin in Europe through their
armoured customization in the United States to an intermediary in China (see annex 76
and S/2015/131, paras. 97-98, and S/2012/422, para. 86).

120. The organizer and financier was a Chinese businessperson, Mr. Yunong Ma
(also known as George Ma), whose company, Seajet International, also served as an
overseas agent of Air Koryo (see S/2013/337, para. 97). Seajet was previously
involved in an illegal air shipment of arms and related materiel from the Democratic
People’s Republic of Korea (see annexes 77-80).

121. Seajet instructed a United States company to name the consignee as Liaoning
Danxing International Forwarding Co., a major Chinese logistics company that
describes itself on its website as a Democratic People’s Republic of Korea shipping
agency,” which established the first container shipping line between Dalian and
Nampo, Democratic People’s Republic of Korea. Liaoning Danxing has not
responded to the Panel’s requests for information (see annexes 77-85). The Panel
continues to investigate.

2.  Other cases under the luxury goods ban

122. The Panel investigated potential violations of the luxury goods ban based on
Member States’ reporting of trade statistics in connection with resolution 2094
(2013). Cases of export of luxury goods to the Democratic People’s Republic of
Korea were identified from at least eight countries.®” The Panel sent inquires and
received corroborating information.

8 See “One work day of DPRK shipping agency”, available from www.danxing.cn/En/ChaoXian

ChuanDaiGonGZuoZheDeYiGeGonGZuoRi-8.html.

To determine the possible export of luxury goods, the Panel used Harmonized System commodity
codes 71, “Natural or cultured pearls, precious or semiprecious stones, precious metals, metals
clad with precious metal, and articles thereof; imitation jewelry; coin”, and 87, “Vehicles other
than railway or tramway rolling stock, and parts and accessories thereof”.

6
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VII.

Precious metals (gold)

123. The Panel investigated two reported gold shipments in 2013 from Israel to the
Democratic People’s Republic of Korea. Isracl informed the Panel that the two
exports amounted to 7 kg, worth $346,726. It also reported that on 9 December
2015 its parliament had approved an order for the control of illicit exports to the
Democratic People’s Republic of Korea, thereby applying the resolutions regarding
the export of luxury goods and listing gold as a prohibited item.

124. The Panel is also investigating two gold bullion shipments in 2013 from
Ghana to the Democratic People’s Republic of Korea.
Jewelry, gems and precious and semi-precious stones

125. With regard to jewelry sold in Brazil to non-resident nationals of the
Democratic People’s Republic of Korea in 2013 and 2014, Brazil stated that it had
most likely been sold in airport duty-free stores.

126. In 2014, India exported precious metals and stones worth $1,913,677 to the
Democratic People’s Republic of Korea, up from reported exports of $103,107 in

2013.%% According to India, 98.6 per cent of the exports in 2014 were composed of

copper anode slime, which is not considered luxury goods.

127. Thailand reported to the Panel that, between September 2013 and February
2014, its exports of silver jewellery and five vehicles totalled $10,984 and
$262,908, respectively. Thailand promulgated a notification under its export and
import legislation in which direct reference was made to the fulfilment of its
obligations under resolutions 1718 (2006) and 2094 (2013).%

128. The Panel has been unable to corroborate information on reported exports of

luxury goods by Denmark, Ethiopia and the Philippines in 2013 and 2014.

129. The investigations highlight that Member States have reported exports that in
some cases have constituted violations of the luxury goods ban. The Panel notes that
the items listed in paragraph 1 of annex IV to resolution 2094 (2013) correspond to
Harmonized System codes beginning with 71. In this regard, Member States should
exercise vigilance where exports of goods under that code are concerned.

Interdiction: maritime fleet

130. The fleet of Democratic People’s Republic of Korea-flagged vessels associated
with Ocean Maritime Management Company, Limited (OMM) is declining as
vessels are being scrapped (see table 6). The country sent at least two vessels to be
sold as scrap. In the Panel’s view, transactions relating to scrapping the vessels
would also constitute evasion of the financial sanctions.

131. In addition to the 14 active OMM-associated vessels reported in 2015, the
Panel has determined that the Hoe Ryong also operated as an OMM-associated

% The largest commodity exported in 2013 was precious and semi-precious stones (other than
diamonds) worth some $80,000. In 2014, exports from this category of items amounted to
$20,000. In April 2013, exports of diamonds amounted to $7,276.

% The Thai luxury goods ban is included in a notification by the Ministry of Commerce, published
in 2014.
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vessel both before and after the designation of OMM. In total, 9 of the 15 vessels

appear still to be in service and 14 have been reregistered.®

Table 6

Status of OMM vessels

Current name

International Maritime
Organization (IMO)
number

Former name

Status

Chol Ryong
Hu Chang
Hui Chon
Kan Gye

O Rang

Song Jin

Tan Chon
Tong Hung San

Hoe Ryong

Mu Du Bong

Myong San 1

Tae Ryong Gang

Ji Hye San

Se Pho

Ryong Rim

8606173
8330815
8405270
8829593
8829555
8133530

7640378
7937317
9041552

8328197

7632955

8132835

8018900

8819017

8018912

Ryong Gun Bong

O Un Chong Nyon Ho
Hwang Gum San 2

Pi Ryu Gang

Po Thong Gang

Jang Ja San Chong
Nyon Ho

Ryong Gang 2
Chong Chon Gang
Wang Jae San 2

Pho Thae

Ap Rok Gang

Hyok Sin 2

Rak Won 2

Jon Jin 2

In service
In service
In service
In service
In service

In service

In service
In service

In service (added to
OMM fleet)

Detained by Mexico
in July 2014

Broken up on
22 August 2014

Broken up on
24 March 2015

Inactive, possibly
intended for
scrapping

Inactive, possibly
intended for
scrapping

Uncertain but listed
as in service’

“ The Automatic Identification System signal from this vessel contains data from unrelated

vessels.

% Over the past decade, OMM has owned and/or operated at least 35 vessels (see S/2015/131,

para. 131).
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132. Until October 2014, the Hoe Ryong was the Wang Jae San 2. Port State control
authorities recorded the vessel as being operated by OMM in August 2014 (see
annex 86). It has been renamed and reregistered from Korea Wangjaesan Shipping
Co to Hoeryong Shipping Co Ltd. At the time of writing, official records still listed
OMM as the vessel’s owner (see ibid.). The vessel was therefore controlled by
OMM as at 28 July 2014.

133. OMM has also been operating a fleet of foreign flagged-vessels and supplying
them with crews before and after its designation, including vessels jointly managed
with Mirae Shipping (H.K.) Co. Ltd. (see paras. 151-152 and table 7). OMM has
exercised control over the vessels through overseas representatives embedded in
foreign-owned companies, overseas branches and other foreign companies with
long-standing relationships. Crews of foreign-flagged vessels mimic the structure of
OMM-associated vessels operated under the flag of the Democratic People’s
Republic of Korea, down to a political secretary on each ship (see the rank or rating
of “P/Secretary” in fig. 28) and portraits of the leaders of the country (see fig. 29).

Table 7
Foreign-flagged vessels connected to OMM

Name IMO number  Status

Benevolence 2 8405402 Sold, renamed Gold Star 3 and reflagged to Cambodia

Ever Bright 88 8914934 Member State reported as controlled by OMM; the
Panel is investigating links to OMM

Fertility 5 9147332 Unknown

Fertility 9 8417962 Unknown, likely intended for scrapping
Glory Morning 8416164 Sold in August 2015 and scrapped

Glory Ocean 8306929 Unknown, believed intended to be scrapped

Grand Karo 8511823 Member State reported as controlled by OMM as at
June 2015; crew included two individuals from OMM
vessels; the Panel is investigating links to OMM

Ma Sik Ryong 8608030 Sold in August 2015, intended for scrapping
Ocean Dawning 8505329 Reported sold in February 2015 and later scrapped
Ocean Galaxy 8418227 Reported sold in February 2015 and later scrapped

Orion Star 9333589 Reported by a Member State as controlled by OMM
South Hill 2 8412467 In service with Sierra Leone registry since 1 July 2012
South Hill 5 9138680 In service with Palau registry since 1 September 2014

¢ Other vessels of Petrel Shipping Company Limited included Petrel I and Blue Nouvelle.
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Figure 28
Vessel crew list showing the political secretary embedded with the crew
IMO CREW LIST
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Figure 29

Captain’s cabin and officer quarters showing images of leaders and Korean slogans

134. In the light of the identified patterns involving foreign-flagged vessels and
crews associated with OMM, the Panel recalls paragraph 19 of resolution 2094
(2013), by which the Security Council requested all States to communicate to the
Committee any information available on transfers of vessels from the Democratic
People’s Republic of Korea to other companies, including renaming or reregistering
of vessels, and requested the Committee to make that information widely available
(see recommendation 6 (c)).

Activities of designated entities and individuals

135. A decade since the adoption of the first resolution, designated entities and
associated individuals continue to evade sanctions through increasingly
sophisticated and diversified techniques, which include embedding themselves in
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the transnational networks of foreign partners to conceal their prohibited activities.
These entities use multiple locations to gain access to the global trading and
banking system, taking advantage of the lack of cooperation between the relevant
Member States to evade scrutiny of their activities. Support through diplomatic and
embassy staff is a continuing pattern. Importantly, the networks time and again
depend on a few trusted key nodes to conduct their business.

Ocean Maritime Management Company, Limited

136. OMM continues to operate and adapt since its designation on 28 July 2014.
The Panel has confirmed that OMM works under and has been controlled by the
Ministry of Land and Marine Transport of the Democratic People’s Republic of
Korea, both before and after its designation. The Ministry has played an
indispensable role in enabling OMM to evade sanctions measures.

Key role of OMM in the Chong Chon Gang incident

137. Chinpo Shipping Company (Private) Limited was prosecuted in Singapore for
transactions on behalf of OMM in the Chong Chon Gang incident of July 2013 (see
S/2015/131, para. 149). On 14 December 2015, it was found guilty by the Singapore
District Court on the grounds of having transferred $72,016.76 on 8 July 2013. The
case exposed the extensive connections of Chinpo to OMM and the key role played
by OMM Singapore in giving instructions to Chinpo to pay for the transit of the
illicit shipment.

138. Court documents make clear that Chinpo regarded OMM as part of the
Government of the Democratic People’s Republic of Korea.®® Similarly, the legal
proceedings in Panama showed that all the OMM-controlled crew members of the
Chong Chon Gang (detained in Panama following the incident) had been paid by the
Government.®’

139. Based on its long-term business relationships, Chinpo served as agent of
OMM for “all purposes” and even regarded OMM as its “owner”.®® Chinpo
undertook significant financial transactions on behalf of OMM and, in managing

OMM funds, categorized them into “operation”, “ship purchase” and “crew wage”,
showing the lines of business of OMM.

140. The Managing Director of Chinpo, Tan Cheng Hoe, acknowledged that Chinpo
had made the remittance on 8 July 2013 at the instruction of OMM Singapore.
Before the remittance, OMM Singapore had also instructed Chinpo to falsely
declare that the freight funds received for the Chong Chon Gang were for another
vessel, the South Hill 2 (see annex 89, fig. 5, for the Panel’s findings about this
vessel). The prosecutor concluded that it was “evident that the OMM representatives
in Singapore at that time, either Kim Yuil and/or Choe Chol Ho, were aware of this
pending illicit shipment, in sending this email”.

141. The OMM Singapore representative, Kim Yu Il, told the prosecutor that the
Ministry of Land and Marine Transport was his head office, which had appointed
him as OMM overseas representative, and that he reported directly to it, copying

% prosecution’s submissions at the close of trial, 30 October 2015.
 Documents from the judicial proceedings provided by Panama.
6 prosecution’s submissions at the close of trial, 30 October 2015.
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OMM only when necessary.69 His statements are consistent with information
provided by three Member States that OMM was controlled by, or “part of the
structure of”, the Ministry (see S/2014/147, annex XXXV). The Panel concludes
that the Ministry controlled OMM, including OMM Singapore, which played a key
role in the shipment of July 2013 in violation of resolutions 1718 (2006) and 1874
(2009).

OMM transfers and acquisition of vessels in December 2014

142. The Panel confirmed that Mirae Shipping (H.K.) Co. Limited” and the
Shenzhen office of Korea Mirae Shipping Co Ltd (“Mirae”) acted on behalf of
OMM, both before and after its designation in July 2014. Mirae HK was effectively
a subsidiary of OMM (see fig. 30). Key activities of the network were undertaken
by the representative of Mirae in Shenzhen, “Mr. Lee”, and the Director of Mirae
HK, Mr. Hiroshi Kasatsugu (also known as Kim Bak), a Japanese national. The
office of Mirae in Shenzhen was controlled by nationals of the Democratic People’s
Republic of Korea who had “a quite close connection” to OMM (see annex 87).

Figure 30
OMM network chart
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143. Around the time of the designation, in July 2014, Mirae operated several
foreign-flagged vessels as charter parties. However, it failed to make its payments,
given that it was experiencing financial difficulties. The vessels’ owner companies
and mortgagees (“the claimants”) requested maritime courts in Wuhan and Qingdao,

% Prosecution’s submissions at the close of trial, 30 October 2015. Kim Yu Il was not a diplomat in
Singapore.

™ Chinese: KBS (i) HREAHR.
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China, in August and September 2014, respectively, to arrest and detain several
vessels, including the Great Hope and the Benevolence 2.™

144. In response, the Harbour Superintendence Authority of the Democratic
People’s Republic of Korea arrested and detained the claimants’ vessels in the
country’s ports on the pretext of “tax evasion” (see annex 87). Another vessel
owned by the claimants was already being detained by the country owing to a prior
dispute between the charterer and the Korean Ocean Shipping Agency.

145. Subsequently, the Ministry of Land and Marine Transport intervened on behalf

of OMM. The Ministry/OMM then led the negotiation by framing the disputes as a
single package deal. The negotiations resulted in a set of complex arrangements
aimed at achieving the simultancous releases of multiple vessels among the various
parties. The Panel notes the clear influence exerted by the Ministry/OMM over the
Harbour Superintendence Authority and the country’s other shipping companies.

146. The negotiations were settled in December 2014 with the release by the
Democratic People’s Republic of Korea of the claimants’ vessels in exchange for the
claimants’ release from China of the Mirae-operated vessels (see annex 87).”2 The
settlement’s terms significantly favoured OMM. Mirae was released from
outstanding debts. The claimants were forced by the Ministry/OMM to abandon
another vessel, which was then transferred to Korea Tong Hung Shipping and
Trading (the vessel’s operator) at no cost.

147. In the negotiations, the Ministry/OMM was represented by a senior official of

the Ministry who served at OMM Singapore until January 2014, Kim Yu Il (see
paras. 139-140, fig. 31 and annex 87).

Figure 31
Signature and details of Kim Yu Il, representing OMM, and his passport

Jgﬁﬂ/

Mr. KIM Yu-I1

Senior Office of Ministry of Land and Maritime Transport
Democratic People’s Republic of Korea

For and on behalf of

Ocean Maritime Management Co., Limited of DPRK

™ Civil rulings of Wuhan Maritime Court of 1 and 8 August 2014 and of Qingdao Maritime Court
of 17 and 25 September 2014.
2 Civil ruling of Wuhan Maritime Court of 23 December 2014.
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148. The following companies were nominated to assume ownership of the Mirae-
operated vessels, in accordance with the settlement® (see annex 87):

(a) Hua Heng Shipping Limited was to assume ownership of the Great Hope;

(b) Petrel Shipping Company Limited was to assume ownership of the
Benevolence 2.

149. The Director and shareholder of Hua Heng and Petrel was Li Anshan, who had
a close business relationship with Mr. Kasatsugu (see annex 88). Mr. Li denied
having had any relationship or connection with OMM (see annex 87).

150. The Panel therefore concludes (see recommendation 7 and confidential
annex 109):

(a) That OMM and the Ministry of Land and Marine Transport, in particular
the Ministry’s senior official, Mr. Kim Yu Il, coerced the claimants to transfer to the
Democratic People’s Republic of Korea at least two vessels (Benevolence 2 and
Great Hope) operated by Mirae (acting on behalf of OMM), which constitutes
evasion of the sanctions imposed under paragraph 8 (d) of resolution 1718 (2006)
and paragraphs 8 and 11 of resolution 2094 (2013). The Ministry acted on behalf of
OMM and assisted in its evasion of sanctions;74

(b) That Mirae acted on behalf of OMM as late as December 2014 and
assisted it in evading sanctions through cross-border transfers of the vessels in
December 2014 while serving as owner of the Great Hope, which was actually
controlled by OMM;

73
74

These ownership transfers are also reflected in the IMO database.
The Panel has no reason to believe that the claimants willingly participated in the evasion of
sanctions by OMM.
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(c) That Hua Heng and Petrel were nominated by Mirae or OMM as the new
owners of the Benevolence 2 and the Great Hope, consequently assisting
OMM/Mirae in evading sanctions;"

(d) That OMM evaded sanctions through its coercive acquisition of another
vessel from the claimants on behalf of Tong Hung.

Mirae

151. In January 2015, the office of Mirae in Shenzhen was penalized by the local
authorities for the entity’s failure to submit its 2012-2013 annual report, with a ban
from further business activities (see annex 88). The Panel continues to investigate
the activities of that entity and related individuals.

152. The Director of Mirae HK, Hiroshi Kasatsugu, has owned and controlled nine
companies, including those involved in the operation of seven vessels using crews
from the Democratic People’s Republic of Korea (see fig. 32 and annex 88). Any
business transactions relating to those vessels and companies could contribute to
sanctions evasion by Mirae/OMM.

Figure 32
Mr. Kasatsugu’s network
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Hua Heng Shipping Limited, Petrel Shipping Company Limited and
CM Chartering Limited

153. The Director and shareholder of Hua Heng and Petrel, Li Anshan, confirmed
to the Panel that he had had business dealings with Mr. Kasatsugu from June 2011
to June 2015, but denied knowledge of Mr. Kasatsugu’s connection to OMM or of
having had any business relationships with OMM. The Panel could not, however,
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™ The Panel has yet to determine knowledge of OMM involvement on the part of Hua Heng/Petrel.
™ The representatives of Mirae in Shenzhen were Mr. Ri Sung I1, Mr. Kong Pong O and Mr. Jong
Kyong Chon.
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corroborate Mr. Li’s statements and noted various inconsistencies in his explanations
(see annex 89).

OMM vessels

154. After its designation in July 2014, vessels associated with OMM were
renamed and reregistered with other owners, ship managers and operators. OMM
was dissolved in the IMO database, and the entity and the vessels have successfully
evaded sanctions. For example, among the vessels, the Hui Chon, the Kang Gye, the
Ryong Rim and the Tae Ryong Gang were inspected by port State control authorities
after October 2014 (see annex 90), but never subjected to the asset freeze.

155. As noted in its final report for 2015, the Panel considers that the renaming and
reregistration of OMM-controlled vessels after 28 July 2014 is an attempt to evade
sanctions by OMM, and that the companies from the Democratic People’s Republic
of Korea that have been newly registered for these vessels have been acting on
behalf of OMM or at its direction and assisting OMM in the evasion of sanctions.
The Security Council has, in paragraph 19 of its resolution 2094 (2013), officially
included the renaming or reregistration of vessels in the category of transfers of
vessels from the Democratic People’s Republic of Korea to other companies that
may have been undertaken in order to evade the sanctions. Renaming and
reregistration of vessels have therefore been officially determined as a means of
evading sanctions.

156. The Panel re-emphasizes its recommendation made in its final report for 2015
that the vessels, as listed by the Panel (see S/2015/131, table 8 and fig. XXIV), that
are owned and/or controlled by OMM or by entities acting on its behalf or at its
direction in assisting the evasion of sanctions should be subject to the measures
imposed under paragraph 8 (d) of resolution 1718 (2006) and paragraphs 8 and 11
of resolution 2094 (2013), in particular the asset freeze (see the Panel’s assessments
in annex 90).

157. In this regard, the Russian Federation requested additional information from
the Panel about some of the vessels’ connections to OMM, stating in a letter of
13 January 2016 that it did not have evidence of the connection. It further stated that
“if there is substantial evidence we would be ready to discuss possible inquiries for
designating these legal entities to be included into the UNSC 1718 Committee’s
Sanctions List” and that, “once they are designated by the Committee, the necessary
restrictive measures stipulated by the UNSC resolutions would be applied against
those entities” (see annex 107).

158. The Panel emphasizes that Member States’ obligations to freeze assets are not
limited to those assets owned or controlled directly by OMM, but also apply to
those owned or controlled by entities acting on behalf or at the direction of OMM,
as well as those that could contribute to the evasion of sanctions.

159. As noted, the aforementioned vessels are assets currently owned and
controlled officially by the aforementioned entities of the Democratic People’s
Republic of Korea (the newly registered owners, operators and managers of the
vessels), which have been acting on behalf of OMM and assisting it in the evasion
of sanctions. The Panel therefore considers that the vessels should be subject to
sanctions measures (see recommendation 6 and also S/2015/131, recommendation 6).
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160. An OMM-associated vessel, Hui Chon, anchored near the port of Sakaiminato,
Japan, from 9 to 13 March 2015. Japan informed the Panel that the vessel had been
permitted to take shelter from inclement weather in its territorial waters, but that it
had remained outside its harbour throughout. The Japanese position was that, under
customary law and the United Nations Convention on the Law of the Sea, it had no
legal grounds to detain the vessel while it was exercising its right to innocent
passage in territorial waters, never having entered a Japanese port where Japan
would have been able to exercise jurisdiction. The vessel left Japanese territorial
waters on 13 March 2015.

Update on OMM-associated companies and individuals

161. The Panel updates the information on OMM-associated entities, individuals
and vessels provided in its final report for 2015 (see S/2015/131, table 8, and
annexes 18, 24 and 33.2), as summarized below:

(a) Individuals having worked for OMM: "’

(1) Mr. Kim Phyom Bom (director, as at December 2014);
(i1) Mr. Nam Un Gyong (financial controller);

(iii) Mr. Ri Ki Jung (financial controller);

(iv) Mr. Kim Sang Gun (financial controller);

(b) Individuals having worked for OMM Dalian:”’

(i) Mr. Jin Yong Yuan (possible alias: Kim Yong Won) (%&7KJC): former
chief representative;

(i) Mr. Oh Ung Ho (RE);
(iii) Mr. Zhang Liang Yu (5k B F);

(c) OMM-associated vessel: Hoe Ryong (IMO No. 9041552) (formerly Wang
Jae San 2);

(d) OMM-associated entities:
(i) Hoeryong Shipping Co Ltd (IMO No. 5817786):
a.  Address: 108, Pongnam-dong, Pyongchon-guyok, Pyongyang;

b. A registered owner of the Hoe Ryong (IMO No. 9041552) since
October 2014;

(i) Korea Wangjaesan Shipping Co Ltd (IMO No. 5787671):
a.  Address: Tonghung-dong, Chung-guyok, Pyongyang;

b. A former registered ship manager and operator of the Wang Jae San
(IMO No. 9041552) from January 2013 to September 2014;

(iii) Taedonggang Shipping Co (IMO No. 5435974):

a. A former registered owner of the Tue Dong Gang (IMO No. 7738656)
which was listed as “broken up” in the IMO database on 16 May 2014. The
Tokyo Memorandum of Understanding on Port State Control in the Asia-

7 Information obtained by the Panel.
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Pacific Region database listed OMM as the vessel’s International Safety
Management Manager;

b.  Address: Tonghung-dong, Chung-gu, Pyongyang; and Tonghung
Dong, Central District, Pyongyang;

c. Tel: 850 2 18111, ext. 381 8818 04; fax: 850 2 381 4567,
d.  E-mail: taedonggang@silibank.com.

B. Korea Ryonbong General Corporation

162. Korea Ryonbong General Corporation (formerly known as Lyongaksan
General Trading Corporation) was designated for its role in military procurement
and sales. The Panel confirms that Korea Lyongaksan and Korea Ryongaksan are
aliases of Ryonbong.” As at the time of writing, the Lyongaksan branch in Zhubhai,
China, was still listed as active, with Mr. Kim Pyong Chan listed as the entity’s
legal representative (see annex 92).” Lyongaksan was also listed with branches in
Dandong, Ji’an, Linjiang and Tumen, China (see annex 93). One branch
representative was also listed as the manager of Korea Chenggang Trading
Corporation at the same address (see ibid.). According to Member States,
subsidiaries of Ryonbong include Korea International Chemical Joint Venture
Company, Korea Hyoksin Trading Corporation, Korea Pugang Trading Corporation,
Korea Complex Equipment Import Corporation, Korea Kwangsong Trading
Corporation and Korea Ryongwang Trading Corporation (see annexes 94-96).%

Korea Complex Equipment Import Corporation

163. Korea Complex Equipment Import Corporation was designated by the Security
Council in March 2013 as a subsidiary of Ryonbong. The Panel confirmed
information from a Member State that the company had been using the alias of
Korea Equipment & Plant Corporation (KEP) since as early as 2001 (see annex 95).

164. The Panel recommends that the Committee update the sanctions list by adding
the following information (see recommendations 4 (c¢)-(e)):

Ryonbong
Aliases: Korea Lyongaksan General Trading Corporation
Korea Ryongaksan General Trading Corporation

Other information: Ryonbong-owned entities include Korea International
Chemical Joint Venture Company

™ Lyongaksan was formerly known as Korea Ryongaksan General Trading Corporation (see
annex 91).

" Chinese: B 11T 5 M 21t

8 United States Department of the Treasury, “Treasury targets North Korean entities for supporting
WMD proliferation”, press release, 21 October 2005, available from www.treasury.gov/press-
center/press-releases/Pages/js2984.aspx.
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Korea Complex Equipment Import Corporation

Alias: Korea Equipment & Plant Corporation (KEP)
Address: Central District, Pyongyang
E-mail: kepc@co.chesin.com

Korea Ryonha Machinery Joint Venture Corporation

165. Korea Ryonha Machinery Joint Venture Corporation is continuing its
activities, notwithstanding the United Nations sanctions. A recent official

publication depicted a photograph of Kim Jong Un observing the operation of

machine tools branded “Ryonha Machinery”, which had not been previously seen by
the Panel (see fig. 33).

Figure 33
Machine tools branded “Ryonha Machinery”

Source: Rodong Sinmun, 21 December 2015.

166. Previously, the Panel reported on the business relationship of Ryonha with
KORTEC, a Moscow-based company. According to its former Executive Director,
KORTEC ceased its business relationship with Ryonha in 2012.%" According to him,
administrative functions between the two companies (e.g. contracts and invoices)
had been performed by a secretary from the Embassy of the Democratic People’s
Republic of Korea in Moscow, Park Sen Gun.®? The Panel reiterates its concerns
regarding the clear pattern of private sector and business activities by diplomats and
embassy staff of the Democratic People’s Republic of Korea.

167. The Panel previously reported on a Ryonha agent in Dandong who used the
alias of “KORTEC” to promote sales of KORTEC machine tools that were identical
to Ryonha products (see S/2015/131, para. 177). The Panel had therefore
recommended that the Committee should add “KORTEC” as an alias for Ryonha.
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8 According to the Russian Federation, the relationship between KORTEC and Ryonha ceased
following the designation of Ryonha on 22 January 2013.
% His mobile phone number is 7 985 962 59 81 and his e-mail address is corustrade@gmail.com.
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The Panel reiterates its recommendation that “KORTEC” be added as an alias for
Ryonha (KPE.016) on the sanctions list.

168. The Panel reiterates that recommendation insofar as it relates to the entity of
the Democratic People’s Republic of Korea using that name, as opposed to foreign
companies using the same name. In particular, Member States should be alerted when
the country’s entity promotes the sale of machine tools with the KORTEC name.

Leader (Hong Kong) International

169. The designation of Leader in March 2013 notwithstanding, the company’s
Director, Mr. Cai Guang, continued business activities through Dalian Union, which
constitutes sanctions evasion (see paras. 62-70). Dalian Union and its Director, Piao
Chengyuan,® have been assisting Mr. Cai and Leader in evading sanctions.

170. Mr. Piao serves as the Director of and/or shareholder in three other companies:
Dandong Yongxinghe, Dandong Union Trading Co. Ltd and Longjin (Hong Kong)
International Trading Co., Ltd. (see annexes 97-99). Dandong Yongxinghe and
Dandong Union share the same address with the local branch of Korea Taesong
Trading Company (see annex 98).% The European Union and the United States
sanctioned Korea Taesong for trading links with KOMID, including dealings with
the Syrian Arab Republic.®® Mr. Li Hongri and Mr. Ma Gewen,® who were also
connected to Leader and Kumryong, have maintained their business relationships
with Mr. Piao and his companies, Dalian Union and Dandong Yongxinghe (see
fig. 34, paras. 62-70 and annexes 97-99). Business dealings with these individuals
and their companies therefore could contribute to sanctions evasion.®

8 Also known as Park (Pak) Seung (Sung) Won.
® Chinese: B AR S A1 FHRARA, B EA S EHFHRARLA.
% European Council Decision 2013/183/CFSP; and United States Department of the Treasury,

“United States designates North Korean entities and individuals for activities related to North
Korea’s weapons of mass destruction program”, press release, 30 August 2010, available from
www.treasury.gov/press-center/press-releases/Pages/tg840.aspx.

% Mr. Li and Mr. Ma serve as directors of Xiuhua International Trading Co., Ltd. and Hong Kong

Max Moon Trading Co., Limited, respectively (see annex 99).

8 By paragraph 11 of its resolution 2094 (2013), the Security Council prohibited the provision of

financial services and the transfer of any assets that could contribute to the evasion of the
sanctions measures.
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171. In total, 11 of the 15 nationals of the Democratic People’s Republic of Korea
designated by the United States Department of the Treasury in January and November
2015 had been affiliated with or acted on behalf of KOMID.® The designations
included three individuals linked to KOMID activities in Myanmar and one
individual and entity for their activities in Egypt. The Ambassador of the
Democratic People’s Republic of Korea to Myanmar, Kim Sok Chol, was designated
for operating as a KOMID facilitator. At the time of writing, the Panel had no
indication that he had been removed from his position.

172. Of the 11 individuals, Mr. Kim Kwang Yon and Mr. Kil Jong Hun were listed
as KOMID representatives in Namibia (see S/2015/131, para. 187). Namibia
confirmed their diplomatic accreditation until early 2015, but stated in July that it
had terminated their diplomatic status and requested their recall (see annex 100).
Namibia denied knowledge of their links to KOMID, but said that it had added them
to an “immigration stop list” following their designation.

173. Mr. Kim and Mr. Kil were originally accredited to the country’s embassy in
Pretoria, South Africa, as Second Secretary and Third Secretary, respectively.
Nevertheless, travel records since 2012 reveal that they spent most of their time in
Windhoek, leaving Namibia approximately every two months for periods between a
week and a month. Namibian travel records also show no entry or exit records for
them since December 2014. The embassy opened a personal bank account for
Mr. Kil, to which Mr. Kim also was given access.

8 United States Department of the Treasury, “Issuance of new North-Korea-related executive order;

North Korea designation”, press release, 2 January 2015, available from www.treasury.gov/
resource-center/sanctions/OFAC-Enforcement/Pages/20150102.aspx; “North Korea
designations”, Resource Center, 13 November 2015, available from www.treasury.gov/resource-
center/sanctions/OFAC-Enforcement/Pages/20151113.aspx.
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174. The Panel has also confirmed that another designated individual, Kim Kwang
Chun, played a key role in the shipment in 2012 of ballistic missile-related items
seized by the Republic of Korea, while serving as the representative of Korea Tangun
Trading Corporation in the Syrian Arab Republic (see annex 101 and S/2013/337,
paras. 44-46, and S/2014/147, paras. 51-54). Two Member States reported that
Mr. Kim was serving as representative of Ryungseng Trading Corporation (an alias
of Tangun), based in Shenyang, China (see S/2015/131, para. 187).

Travel of individuals reportedly linked to designated entities

175. In 2015, the Panel investigated the travel activities of individuals designated
by Member States or otherwise subject to Panel investigation as possibly working
on behalf of designated entities.®

176. The Panel has obtained passport and air travel information on seven
individuals designated by the United States as KOMID representatives or officials®
(see table 8).

Table 8
Travel of reported KOMID representatives

Name Date of birth Passport number  Country in which reported as active

Mr. Jang Yong Son 20 February 1957 563110024  Islamic Republic of Iran
Mr. Kim Yong Chol 18 February 1962 472310168 Islamic Republic of Iran

Mr. Kang Ryong 18 February 1962 472310168  Syrian Arab Republic
Mr. Ryu Jin 21 August 1968 472410192  Syrian Arab Republic
Mr. Kil Jong Hun 7 August 1965 563410081 Namibia

Mr. Kim Kwang Yon 20 February 1972 472410022 Namibia

Mr. Jang Song Chol 30 July 1966 563210059 Russian Federation®

“ The Russian Federation told the Panel that it opposed answering any inquiries based on
unilateral sanctions (see annex 106).

177. The Panel has to date been unable to confirm that the above-listed individuals
are KOMID representatives or officials. They transited through, entered or exited
the following States between 2012 and September 2015: China, Egypt, Iran (Islamic
Republic of), Malaysia, Singapore, Sudan, Uganda, United Arab Emirates and
Zimbabwe (see annex 102). Those in the Islamic Republic of Iran and Namibia were
confirmed as accredited diplomats by the United Arab Emirates, Pakistan and
Namibia. Tourist or transit visas were provided to them for travel to the United Arab
Emirates. Pakistan noted that their visa applications reflected an intention to visit

8
9

9

S

See annex 102 for additional information on the global airlines project.

United States Department of the Treasury, “Treasury imposes sanctions against the Government
of the Democratic People’s Republic of Korea”, press release, 2 January 2015, available from
www.treasury.gov/press-center/press-releases/Pages/j19733.aspx.
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IX.

the embassy and a consulate in Pakistan. Several of the individuals travelled on the
same flights on consecutively numbered tickets issued by the same agency.

Financial measures

178. Financial information obtained by the Panel during the period under review
provides insights into the commercial operations and banking practices of the
Democratic People’s Republic of Korea. One Member State reported to the
Committee action taken in accordance with paragraph 8 (d) of resolution 1718
(2006) with regard to the asset freeze.

179. The financial sanctions notwithstanding, the Democratic People’s Republic of
Korea continues to gain access to and exploit the global international financial
system (including banking and insurance) through reliance on aliases, agents,
foreign individuals in multiple jurisdictions, and a long-standing network of front
companies and embassy personnel, all of which support illicit activities through
banking, bulk cash and trade.

180. The Panel has concerns about banks without adequate banking regulations and
the intent to enforce them, especially in countries lacking effective laws and
compliance institutions.®® Transactions originating in foreign banks have been
processed through corresponding accounts in the United States and Europe. The
enhanced due diligence required under the resolutions in the case of the Democratic
People’s Republic of Korea is frustrated by the fact that companies linked to the
country are often registered by non-nationals, who also use indirect payment
methods and circuitous transactions dissociated from the movement of goods or
services to conceal their activity.

181. The implementation of financial sanctions becomes more complex as it moves
from targeted financial sanctions based on designation lists to activity-based
sanctions,” an endeavour that requires first establishing whether an entity is being
controlled or used by a designated entity. The situation is complicated because lists
of aliases are never exhaustive, not least because of alternative ways to transliterate
Korean names. In addition, the Panel is hampered in updating information on
designated entities owing to time lapses in responses to its inquiries, allowing
entities more room to continue their activities.

Transactions associated with foreign-sourced components for
the Unha-3

182. The pressure transmitters found in the debris of the Unha-3 rocket launched in
December 2012 were procured in two separate transactions, one in December 2006
and one in May 2010, by Royal Team Corporation (RTC), based in Taipei. RTC

9

9

=

IN)

An added problem is that banks in the countries along the illicit activity pathways of the
Democratic People’s Republic of Korea have not provided incentives for their financial sectors to
expend resources on countering illicit financing generally, and countering proliferation financing
specifically.

Activity-based sanctions prevent the provision of financial services, resources or assistance to
the Democratic People’s Republic of Korea relating to the supply, sale, transfer or use of items
prohibited under the resolutions.
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purchased the items from a United Kingdom-based company, without informing it
of their ultimate destination, before transferring them to Korea Chonbok Trading
Corporation in Pyongyang. Since at least March 2004, RTC had been purchasing a
large number of transmitters from the same supplier (see table 9).

Table 9
Number and types of pressure transmitters acquired by RTC after October 2006
| 0 | 50 | K
Purchase date 16 bar [40 bar |60 bar | 100 bar | 250 bar [400 bar |6 bar |250 bar [400 bar |16 bar |60 bar | 160 bar |250 bas
September 2006 3 2 3 1
December 2006 C> Cb C’ CI)
July 2007 3 3
Apnl 2008 S 15
June 2008 9
August 2009 12 3 s 14 10
September 2009 3 3 < 14 10
A;nl 2010 C C C (.zp

Note: Items whose export to Chonbok was confirmed by the Panel are circled.

1. Transfer to Chonbok of pressure transmitters in May 2010
Transfer of illicit goods

183. Multiple exchanges with the Panel notwithstanding, RTC was unable to
provide export records. It did, however, inform the Panel that it had hand-carried the
items by air from Taipei to Pyongyang through Beijing without declaring them to
the customs authorities. This was despite the earlier sentencing of two RTC
employees by the Taipei District Court for having exported strategic high-technology
articles to the country through Beijing and Macao, China, in 2008. This included
several air shipments that used similar concealment modalities. The Panel
established that the transfer was a violation by the Democratic People’s Republic of
Korea of its obligations to suspend all ballistic missile-related activities and to
abandon its ballistic missile programme.

Financial transaction

184. RTC initially outlined to the Panel a complex circular payment scheme,
involving another Taipei-based company, company A, and a company in the
Democratic People’s Republic of Korea, Korean International Exhibition Corporation
(KIEC), in which the three companies arranged to compensate one another’s creditors
so that no foreign transaction was required. Company A owed approximately the same
amount to KIEC (for the participation of Taipei-based companies in a trade fair) that
Chonbok owed to RTC. Company A transferred funds to RTC, while Chonbok paid
KIEC the amount owed to RTC, in effect cancelling out the parties’ debts to one
another (see fig. 35 and annex 108). RTC subsequently changed its explanation of the
transaction by removing mention of company A, instead stating that Chonbok had
transferred cash directly in Pyongyang, which RTC had then immediately turned over
to KIEC for the organization of the participation of Taipei-based companies in the fair.

16-00683 63/295



S/2016/157

64/295

Figure 35
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185. RTC was unable to provide records for either of the two payment scenarios. Its
managers were obliged by law to declare to the authorities the foreign currency
revenue from Chonbok of €28,350. However, it would have been impossible for the
regulatory authorities to detect any transaction. The Panel concludes that RTC
evaded local regulations, whether by design or omission, and consequently assisted
the Democratic People’s Republic of Korea in the evasion of sanctions.

Transfer to Chonbok by RTC of pressure transmitters in December 2006

186. In 2006, Chonbok transferred €71,700 through an individual named “Ryom
Jong Chol” from a Malaysian bank to RTC. According to information obtained by
the Panel, Mr. Ryom was acting as the representative of Bank of East Land in
Malaysia at that time. Bank of East Land was designated in 2013 by the Security
Council for its role in facilitating weapon-related transactions for another
designated entity, Green Pine. The Panel contacted Malaysia regarding the

transaction, but has yet to receive a reply.

Reconnaissance General Bureau

187. The Panel obtained documents showing that a Reconnaissance General Bureau
agent whose assets were frozen by a European Member State in 2013, Kim Su
Gwang, had used his status as a staff member in an international organization in
Europe to bring other nationals of the Democratic People’s Republic of Korea,

9

@

Paragraph 10 of resolution 1874 (2009), superseding paragraph 8 (a) of resolution 1718 (2006),
and prohibition of the transfer of any financial assets that could contribute to the ballistic
missile-related activities of the Democratic People’s Republic of Korea (paragraph 18 of

resolution 1874 (2009)).

93
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including two other Bureau agents, to Europe. They included the Director of the
International Relations Department of the Korea United Development Bank in
Pyongyang, Kim Su Gyong,” and her father, Kim Yong Nam, who, according to a
Member State, managed a support network for itinerant Bureau officers in Europe
and worldwide by supplying them with financial and other resources to carry out
missions assigned by the Bureau’s head office. Ms. Kim was colluding with her
brother and her father to engage in illicit activities and provide cover for the
organization’s activities.

Legislation to implement targeted financial measures

188. The Panel has found that in numerous cases the lack of adequate national
implementing legislation and/or of an inter-agency information-sharing process to
assist Member States in assessing prohibited activities has led to highly uneven
implementation of targeted financial sanctions. In the context of its outreach
activities, the Panel has been requested to provide assistance in reviewing draft
legislation on proliferation finance. In this regard, the Panel underlines that, to meet
their obligations under the resolutions, Member States must include in such
legislation measures prohibiting trade with the Democratic People’s Republic of
Korea governing all arms and related materiel (in addition to proliferation of
weapons of mass destruction). Without such provisions, Member States will be
substantially hampered in taking action against designated entities and those acting
on their behalf for violating the embargo on conventional arms.

OMM asset freeze

189. Mexico sought and received clarification from the Committee on the status of
the Mu Du Bong, which it had been detaining since July 2014. In a letter to Mexico
dated 6 May 2015, the Committee stated that the asset-freeze obligation pursuant to
resolution 1718 (2006) applied to OMM and all its financial assets and economic
resources, including the Mu Du Bong. On the basis of that finding, Mexico froze the
Mu Du Bong.

Chinpo Shipping and financing of proliferation

190. In a rare proliferation financing prosecution, the Singapore District Court
charged Chinpo Shipping Company (Private) and its Director, Tan Cheng Hoe, with
providing financial services or transferring financial assets or resources to OMM
(see paras. 137-141). On 14 December 2015, the Court found that Mr. Tan had
transferred $72,016.76 to a foreign shipping agent for the shipment aboard the
Chong Chon Gang in July 2013 (intercepted by Panama).

191. The judge, Jasvender Kaur, stated that Chinpo “had conducted no due
diligence whatsoever” before transferring the funds on 8 July 2013. She found that
Chinpo had applied for 605 outward remittances totalling $40 million between 2009

* The Russian Federation informed the Panel that unilateral sanctions were “not an argument for

suspicion of unlawful activities on Russian territory” (see annex 106).
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and 2013 on behalf of nationals of the Democratic People’s Republic of Korea. The
accused described himself as a “payment agent” for OMM.

192. Court documents provide ample evidence of both the implementation and the
evasion of targeted financial measures. The documents indicate that, although
Chinpo at one time indicated vessel names in its outgoing remittance forms, it
ceased that practice in the second half of 2010. According to Mr. Tan’s statement,
“more questions were asked by the bank in the United States when the vessel name
was included, and some processing banks will reject the transaction after asking for
more information”. He then stated that the Singapore branch of Bank of China, from
which Chinpo had undertaken the transaction of $72,016.76, “had advised [Chinpo]
to leave out the vessel name in transactions, that bank was aware that the
remittances were being conducted on the behest of Democratic People’s Republic of
Korea entities”.® Apparently, as a result of that advice, Mr. Tan began to remove
vessel names from the payment details. Chinpo similarly advised entities of the
Democratic People’s Republic of Korea on multiple occasions not to include such
names in inward remittances, further assisting sanctions evasion. An employee
stated that she had been instructed to include that reminder in outgoing e-mails.
Another employee elaborated that that instruction had been included “partly because
Chinpo wanted to get the money and the funds would be blocked by the US if the
US knew that the transfers were made in relation to a Democratic People’s Republic
of Korea vessel”.® The Panel notes that such information-stripping is consistent
with the evasion practices used by other OMM entities and individuals.

Financial Action Task Force

193. The Panel works closely with the Financial Action Task Force and engages in
outreach with similar regional bodies to promote and support the implementation of
United Nations targeted financial sanctions. The Task Force’s mutual evaluation
process assesses compliance with the targeted financial measures provided for in
resolution 1718 (2006) and its successor resolutions, with the Panel present at the
discussions of its assessments to answer questions from Member States. On
27 February and 23 October 2015, the Task Force renewed the placement of the
Democratic People’s Republic of Korea on its “public list” and highlighted the
threat that its practices posed to the integrity of the international financial system. In
transactions relating to the Democratic People’s Republic of Korea, the Task Force
urges the financial institutions of members to take countermeasures, which include
enhanced due diligence.

Unintended impact of the sanctions

194. The Panel has been unable to find incidents in which bans imposed under the
resolutions directly resulted in shortages of foodstuffs or other humanitarian aid.
National legislative or procedural steps taken by Member States and the private
sector have been reported as prohibiting or delaying the passage of goods to the

9

o

China informed the Panel that, “in accordance with the remittance application submitted by the
Chinpo Shipping Co Pte Ltd, Bank of China handled the remittance process according to relevant
regulations with the payee as C.B. Fenton & Co, SA”.

% Prosecution’s submissions at the close of trial, 30 October 2015 (Singapore).
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Democratic People’s Republic of Korea. It is often difficult to distinguish those
measures from United Nations sanctions.

195. One related problem in 2015 concerned difficulty with financial transactions
involving United Nations bodies working in the country. While the Panel was
unable to establish any direct link to United Nations sanctions, it takes note of
recommendation 4 of the Committee’s Implementation Assistance Notice No. 6, by
which the Democratic People’s Republic of Korea was encouraged to take
reasonable measures to facilitate the operation of diplomatic missions in the
country, including by providing for alternative banking channels, if necessary.

196. The Panel also took note of the report of the Secretary-General on the situation
of human rights in the Democratic People’s Republic of Korea, in which it was
stated that “the United Nations and unilateral sanctions imposed on the Democratic
People’s Republic of Korea clearly do not apply to humanitarian assistance, but they
have had an unintended and indirect negative impact on vulnerable people”
(A/70/393, para. 41). The Panel is continuing its investigation.

Recommendations

197. Since its first report to the Committee and the Security Council, in 2010, the
Panel has noted the evolution of its recommendations from general to more targeted,
practical and implementable ones. The Panel reiterates that the recommendations
made in its previous report (S/2015/131) remain valid and should be reconsidered in
the light of its additional research and the evidence that it has gathered.

Recommendations to the Committee
Recommendation 1
National implementation reports and Member State obligations

The Panel recommends that the Chair and Vice-Chairs of the Committee
approach non-reporting Member States to fulfil their reporting obligations under the
relevant resolutions. They should:

(a) Convene regular open briefings for Member States;

(b) Convene briefings for the Chairs of the regional groups;

(c) Convene regular bilateral meetings;

(d) Encourage non-permanent members of the Security Council to submit
their reports as models of good practice.
Recommendation 2
Specialized teaching and training

The Panel recommends that the Committee propose that the Security Council
strengthen the measures imposed under paragraph 28 of resolution 1874 (2009):

(a) By demanding that Member States prevent the specialized teaching or
training of nationals of the Democratic People’s Republic of Korea within their
territories by their nationals of disciplines that could contribute to the country’s
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prohibited programmes and by clarifying that such teaching or training does not
exclude the teaching of general or basic knowledge;

(b) By encouraging international organizations to seek the Committee’s
guidance to ensure that their training programmes and courses do not contravene the
sanctions imposed under paragraph 11 of resolution 2087 (2013).

Recommendation 3
Paragraph 10 of Implementation Assistance Notice No. 5§

The Panel recommends that the Committee update the penultimate sentence of
paragraph 10 of Implementation Assistance Notice No. 5 so that it reads as follows:

These resolutions prohibit the transfer from the DPRK by its nationals or from
its territory of advice, services or assistance related to the maintenance or use
of prohibited arms and related materiel, regardless of whether such items were
supplied by or transferred from the DPRK.

Recommendation 4
Updates to the sanctions list

The Panel recommends that the Committee update the sanctions list as
follows:

(a) Add the alias of “Li Je Sen” as a good quality a.k.a. to KPi.002 (Ri
Je-Son);

(b) Add the following new information to KPe.010:

KPe.010 GREEN PINE ASSOCIATED CORPORATION
A.k.a.:

Green Pine Association

Green Pine Associate

(c¢) Add the following new information to KPe.002:

KPe.002 Korea Ryonbong General Corporation

A.k.a.:

Korea Lyongaksan General Trading Corporation

Korea Ryongaksan General Trading Corporation

Other Information: Ryonbong-owned entities include Korea International
Chemical Joint Venture Company.

(d) Add the following new information to KPe.019:

KPe.019 Korea Complex Equipment Import Corporation
A.k.a.: Korea Equipment & Plant Corporation (KEP)
Address: Central District, Pyongyang

Other Information: E-mail: kepc@co.chesin.com

(e) Add the following new information to KPe.006:

KPe.006 Korea Hyoksin Trading Corporation
Other Information: E-mail: rbc635@co.chesin.com
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Recommendation 5
Updates to the list of prohibited items

The Panel recommends that the Committee add the following to the list of
ballistic missile-related items (S/2014/253):

(a) Unmanned aerial vehicles with reconnaissance capabilities, having an
autonomous flight control and navigation capability (e.g. an autopilot with an
inertial navigation system);

(b) Any related systems, equipment and components, including systems for
navigation, attitude, guidance or control, specially designed to be integrated into
unmanned aerial vehicles, as specified in (a).

Recommendation 6
Asset freeze

(a) The Panel recommends that the Chair of the Committee share with all
Member States the letter to Mexico of 6 May 2015 in which it was stated that the
Mu Du Bong was an asset of OMM and was to be frozen,;

(b) To ensure the effective implementation by Member States of their
obligations with regard to the asset freeze and financial measures, the Panel
recommends that the Committee make the following information widely available in
an implementation assistance notice:

(i) The Committee clarifies that the measures imposed under paragraph 8 (d)
of resolution 1718 (2006) and paragraphs 8 and 11 of resolution 2094 (2013)
apply also to any financial or other asset or resources that a State determines
could contribute to the activities prohibited under the resolutions or to the
evasion of the measures imposed under the resolutions;

(1) The Committee clarifies that it considers “assets” and “resources” to include
assets of any kind, including vessels, and therefore that vessels owned and/or
controlled by designated entities should be frozen by relevant Member States;

(iii) The Committee reaffirms that the Democratic People’s Republic of Korea
is also bound by the measures imposed under paragraph 11 of resolution 2094
(2013), by which the transfer of any assets or resources from a designated
entity/individual of the Democratic People’s Republic of Korea to another entity
or individual of the Democratic People’s Republic of Korea was prohibited;

(iv) As part of the implementation of the asset freeze, the Committee clarifies
that Member States may decide to take control of the frozen asset or resources
as a means to protect against flight, in accordance with their respective legal
processes (pursuant to paragraph 8 (d) of resolution 1718 (2006) and
paragraphs 8 and 11 of resolution 2094 (2013));

(c) The Panel recommends that the Committee propose to the Security
Council the following:

(i) That it require any Member State, when implementing the measures
imposed under paragraph 8 (d) of resolution 1718 (2006) or paragraphs 8 and
11 of resolution 2094 (2013), to promptly submit reports containing relevant
details to the Committee on the freezing of financial or other assets or
resources or the prevention of the transfer of such assets or resources;
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(i1) That it decide that States shall communicate to the Committee any
information available on transfers of aircraft or vessels from the Democratic
People’s Republic of Korea to other companies that may have been undertaken
in order to evade the sanctions or in violating the provisions of resolutions,
including renaming or reregistering of aircraft, vessels or ships, and that it
request the Committee to make that information widely available.

Recommendation 7
Designations

In accordance with paragraph 12 of resolution 2087 (2013) and paragraph 27
of resolution 2094 (2013), the Panel recommends that the Committee designate
individuals and entities that have violated the relevant resolutions and/or have
assisted in the evasion of sanctions (see confidential annex 109).

Recommendations to Member States

Recommendation 8
Paragraph 22 of resolution 2094 (2013)

Member States should exercise due diligence, pursuant to Implementation
Assistance Notice No. 4, regarding the export to the Democratic People’s Republic
of Korea of commercial unmanned aerial vehicles of ranges below 300 km with
reconnaissance capabilities, given their potential use in military applications.

Recommendation 9
Paragraph 9 of resolution 1874 (2009)

Member States should pay particular attention to the export of technical
training, advice, services or assistance relating to the provision, manufacture,
maintenance or use of all arms or related materiel to the Democratic People’s
Republic of Korea.

Recommendation 10
Paragraph 22 of resolution 2094 (2013)

Member States should exercise enhanced vigilance over exports to the
Democratic People’s Republic of Korea of the following items:

(a) Commercial trucks that could be converted for use as military vehicles or
arms and related materiel;

(b) Commercial items that could contribute to the submarine-based ballistic
missile programme, including subsystems and components, in particular electric
motors, lead acid batteries and associated charging systems and sonar technology;

(c) Maritime electronics (radars, sonars, compasses and the like) that can be
used for naval vessels.

Recommendation 11
Reporting obligations

Member States should report to the Committee information at their disposal on
attempted violations and measures taken in line with the implementation of the
resolutions.
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Annex 1 : Ongoing Investigations

Case 1. Shipments of spare parts and equipment for submarines and military boats
brokered by Green Pine from Austria to Angola and Vietnam

1. The Panel continued its investigation of two incidents mvolvmg Green Pine Associated
Corporation (designated on 2 May 2012 as a primary arms dealer)': two July 2011 deliveries
of equupment and spare parts for unhtary patrol boats to Angola and a February 2011 air
shipment of submarine parts inspected in Taipei.” These consignments were shipped from
Vienna by an Austnian national, Mr. Josef Schwarz through his company, Schwarz
Motorbootservice & Handel GmbH. Mr. Schwartz had engaged in many previous trades with
the Democratic People’s Republic of Korea including violations and attempted violations of
the luxury goods bans.’

2

The Panel confirmed that Mr. Schwarz acted on behalf of and assisted Green Pine in the
evasion of the sanctions by acquiring and transferring arms and related materiel in violation
of paragraph 8 (b) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009).

3. As the items in the shipment were parts for submarines and military patrol boats, the Panel
considers them arms and related materiel. Member States are prohibited from procuring from
the Democratic People’s Republic of Korea all arms and related materiel, whether or not
originating in the territory of the country.*

4. The Panel notes that some Member States interpret the resolutions as only prohibiting the
transfer of arms procured from North Korea, and not those brokered by North Korean entities
but onginating in other countries. The Panel recalls that paragraph 7 of resolution 2094
reaffirmed the prohibition of brokering or other intermediary services.

5. The Panel recommends that Member States ensure that all military-to-military cooperation
with the Democratic People’s Republic of Korea complies fully with the resolutions, in
accordance with paragraph 11 of the Committee’s IAN No. 5. The Panel further recalls
paragraph 24 of resolution 2094 (2013). which calls upon States to exercise enhanced
vigilance over the country’s diplomatic personnel, given the key role played by the diplomats
in promoting Green Pine’s business activities abroad.

6. Green Pine had customers in Africa and Asia, procured arms and related materiel from the
United States and Europe, and routed all shipments though Asia. Many of the countries with
which it did business had long-term military-to-military cooperation with some States to
evade sanctions. Green Pine also embedded its representatives within Democratic People’s
Republic of Korea’s embassies under aliases in a neighbouring country. Green Pine further
evaded States’ export regulations by operating under the cover of Mr. Schwartz’s company.

! $/2012/287.
i , S/2015/131. paras. 81-83.

* The export of eight Mercedes Benz vehicles from Austria 2007 - 2008, attempted export of two luxury yachts
from Italy in 2009. See, S/2012/422, paras. 84-85. and EU Regulation. No 1355/2011.

* Pursuant to paragraph 8 (b) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009).
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7. The July 2011 shipments were shipped from Vienna to a Luanda-based military company.
Sunportex E.P.. as part of a 2 September 2009 contract with Green Pine relating to its
provision of technical assistance for Mandume-class patrol boats (e.g. mamtenance, repairs
and replacement of parts). The contract expired in January 2012. In cooperation with the
Angolan authorities, the Panel found that Green Pine’s representative, Mr. Kim Hyok Chan,
served as a diplomat in the Embassy of the Democratic People’s Republic of Korea in
Luanda, and used Schwarz Motorbootservice to procure the items from a European company.
Green Pine also operated from this embassy.'ﬂ

8. The February 2011 consignment also onginated in Austria. The consignee was a Vietnamese
mulitary company, General Army of Economic and Technology (GAET). Green Pine’s office
m a neighboring country (*Saeng Pil Trading Corporation™) was imvolved in the shipment.
The shipment was part of an agreement with GAET on technical training and services for the
repair of Yugo class submarines. Mr. Schwartz had also procured 1tems for this cargo from a
United States company. The United States had already designated Green Pine at that time.°

9. The rerouting of shipments from Vienna through a neighbouring country to other
destinations, despite less expensive alternate transportation routes, erased Mr. Schwartz’s
name from the documents on the final leg of the shipments. Angola provided information to
the Panel indicating that Simportex’s payments to Green Pine were to be made to a Beijing-
based bank account held by an mdividual named “Kim Kwang Ho.” routing through two
corresponding banks in New York (figure 1).

Figure 1. Bank account used by Green Pine’s representative

Dados Bancérios da GPA
(Pars O PAgEMENTO de servigos da assistencis tecnica

<5 Lanchas Patrultheiras da classe Mandume da MGA)

Beneficidrio: KIM KWANG HO
Banco de Beneficidrio:

N¥ da conta:
Bancos Intermediarios NEW YORK BRANCH

EW YORK

EW YORK

Source: The Panel.

* Email: gpa_angola@yahoo.com.
® US Treasury. Fact Sheet. 30 August 2010.
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Case 2. Attempted arms transfer to United Arab Emirates

10. The Panel is investigating a United Arab Emirates entity named Al Mutlaq Technology and
its representatives, including Mr. Abdulrahman Abdualla Abdulrahman Bager and associated
individuals, over a reported attempt to acquire 100 million USD of arms and related materials
from KOMID, as well as this entity’s potential past dealings with other Democratic People’s
Republic of Korea entities. The UAE stated that Al Mutlaq had been investigated and that
“Al Mutlaq had requested a 100 million dollar quotation “from an individual named Mr.
Yoon Song Kim from North Korea based in China™ but that “no relationship between
KOMID and Al Mutlaq Technology or Mr. Bager was detected.” The UAE stated that as a
precautionary measure Al Mutlaq Technology had been shut down (see annex 104-105).

Case 3. Possible brokering of military communication equipment in Malaysia

11. According to a Member State, a Democratic People’s Republic of Korea national, Mr. Pyon
Won Gun, was likely working for a Malaysia-based company. Global Communication Co.
(*Glocom™). which manufactures and supplies equipment for communication, navigation,
command and control for military and para-military organizations. Glocom has reportedly
been connected to the Reconnaisance General Bureau (RGB). Furthemore, Mr. Pyon’s name
is featured in email address on Glocom'’s online advertisements (figure 2).

12. The Panel has confirmed that no company under the name of Glocom exists at its listed
physical address and that another company’s information, “International Golden Services
Sdn Bhd” (IGS) is listed as Glocom’s contacts (figure 3). Mr. Fareeq Qael was listed as
ICG's director since January 2013. Mr. Qael removed ICGS from his personal professional
profile shortly after he was contacted by the Panel (but has never replied to the Panel). The
Panel has also been waiting for a reply from Malaysia since November 2014,

13. The resolutions prohibit brokering by the Democratic People's Republic of Korea of the
transfers of all arms and related materiel, as reaffirmed by paragraph 7 of resolution 2094
(2013). The Panel continues to investigate the activities of Glocom and its reported
connections to the RGB.

” The Panel’s meeting with UAE delegation. New York, December 2015.
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Figure 2. An example of GLOCOM'’s product advertisements referring to the contact
information of wg.pyon@glocom.com.my

Glocom C4ISR System

Shipbormne Communication System

GS-2400

Flexible range of applications

Flexibility when selecting the voltage source
(Wide DC voltage inputs, AC power supply)

All Glocom radios come with wide range of DC inputs. There
are optional DC power supply adaptors. so it can be chosen
according to the installation conditions. An external multi range
AC power supply available from Glocom cnables operation or
the radio with conventional AC power gnds. The power supply
is monitored automatically by means of a BIT function i the
system. The AC power supply comphies with current standards
and contains active power factor correction. Supply voltage
fluctuations are compensated for without affecting operation of

the radio

Suitable for fixed. mobile. aircraft operated
by air force. army and navy

Military ship and aircraft place s variety of demands on the
radio with respect to environmental impact such as g-force,
vibration and temperature range. Furthermore, army, air force
and navy platforms must sometimes support special applica-
tions in the vanable frequency mnges. The Glocom radios offer
a wide bandwidth to support a varicty of applications.

Stationary system (interior configuration)

Copyright € 2012,

Software defined radio concept

All software clements of the Glocom radio system. including the
waveforms and software options, can be loaded into the radio as
needed by using the A/S and ctool. N soft-
ware packages are available for this purpose. This approach also
allows functional enhancements to be loaded at a later time with
this spproach. That means existing software functions can be

h d without opening the radio or replacing hardware mod-
ules,
The current status of the software is shown in a comprehensive
iaventory report, which contains the stams of all versions of the
software and its components.

Wireless interface in range of ship

The electric wining in small space of air force, ship borne, vehi-
cle would be brought on the intricate problems, Especially, clec-

tric wiring in air-tight space of air force is very difficult for mod-

crmization of old arborne and ships. The connecting the tactical
terminal and equipment with individual solders of airbome, ship
borne and special forces s also inconvenience and dangerous
from them. Glocom supports the clear solutions using Wi-Fi
technology. The wircless intercom system using wircless inter-
face is very convement in ship, vehicle and stationary, so it is
very flexible to installation in field environment.

www. glocom com.my, wg pyo:
glocom.com.my, wg.py

Source: GLOCOM’'s homepage available at http://glocom.com.my/public/pdf/GS-

2400%20Catalogue%20v11e.pdf.
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Figure 3. GLOCOM's contact information provided on its website referring to International
Golden Services Sdn Bhd
= — —— = e

4 [ & hrp:/glocom.com.my en/contacts-enhtn P~RCX {;’Ccnucn-m

* B ) v Pigev Safety~ '00'1'70' (S

b

Introdecbon Informanon Contacrs

Source: http://glocom.com.my/en/contacts-en.html,

Case 4. Korea National Insurance Corporation links to designated entities

14. The Panel identified business relationships between OMM and Korean National Insurance
Corporation (KNIC) whose German subsidiary was designated by the EU on 2 July 2015.
KNIC purchased vessels and commodities including sugar via Chinpo Shipping, an OMM
agent. The Panel has evidence demonstrating that KNIC insures Air Koryo aircraft for
mnternational flights (figure 4). Air Koryo has not responded to the Panel’s request for
msurance certificates. Further, the Panel notes that KNIC has insured both cargo and vessels
operated by Ocean Maritime Management Co. Ltd (figure 5) and i1s thus continuing its
mvestigation into KNIC and its role in facilitating the movement of assets of designated
entities.
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Figure 5. Korea National Insurance Corporation insuring Ocean Mantume Management Ltd., v

PARTICULARS OF VESSEL
MV AP ROK GANG / DPR OF KOREA FLAG
BUILT; AUG 1979 KOREA

YPE;TWEEN DECKER GENERAL CARGO SHIP
CALL SIGN; HMYS

NMARSAT NO, 444512310/11

MO NO; 8132835

DWT:13250MT ON SW 9.40M

»RT/NRT; 9145/5610

RAIN/BALE 19443/17822 CBM
LOA/BEAM; 155.3M/20.5M
SHLODS/SHATCOHES ; 4 FOREWARD 1 AFTER
ERRICK;16 DR X 5TONS Sw

ASS. KOREA CLASSIFICATION SOCIETY
[ & & KOREA SHIPOWNERS PROTECTION & INDEMNITY ASSOCIATION |
NSURANCE KOREA A

ONAL INSURANCE CORPORATION

Korea National Insurance

Corporation

Source: The Panel
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Case 5. September 2009 export of machine tool

15. The Panel continued its investigation into the activities of Hsien Tai Tsai (also known as
Alex Tsai) who has reportedly had business dealings with KOMID. Alex Tsai and his son
Yueh-Hsun Tsai (also known as Gary Tsai). were prosecuted by the United States ir
connection with their activities which violated United States laws against weapons of mass
destruction proliferation, including through the September 2009 export of a machine tool
from the United States to Taiwan Province of China. Both individuals pleaded guilty, anc
were sentenced by the court. The Panel could not confirm Alex Tsai's intention to re-route
the machine tool to the Democratic People’s Republic of Korea from Taiwan Province of
China. The Panel continues to investigate Alex Tsai's reported dealings with KOMID.

Case 6. Suspected arms-related cooperation with I-Ztlnloplas

16. The Panel continued to investigate past military cooperation between an Ethiopia-basec
company (Homicho Ammunition Engineering Industry) and a Democratic People’s Republic
of Korea entity (Korea Mineral Trading General Corporation).’ According to media reports.
assistance to the Homicho Ammunitions Engineering Industry continued until at least late
2007."° Ethiopia confirmed to the Panel that Homicho was established in the 1980s with
support from the Democratic People’s Republic of Korea, but stated. “that kind of military,
cooperation does not exist anymore.” The Panel notes that Korea Mineral Trading General
Corporation is still listed as one of Homicho Ammunitions Engineering Industry’s primary
suppliers on the company’s website (figure 6).

Figure 6. Extract of Homicho Ammunitions Engineering Industrv profile

Homicho Ammunition Engineering Industry (HAEI) - Fact Sheet
For spare parts :
o Governmental and nongovernmental organizations
Major Suppliers e Anton Spare Parts ¢ North Industries
Trading GMBH Hamburg Corporation (China)
(Germany) ¢ Profilex (Czech Republic)
e Communication and e Serind S.P.A. (Italy)
Accessories Int. (Italy) ¢ Shiv Dial Sud and Sons
o Effective Laboratory (India)
(India) e West Kemper
e HMT International Engineering (Germany)
imi : ¢ Poly, ALIT (China)
« | Korea Mineral Trading
General Corpo

Source: http://www.metec.gov.et/index.php/en/metec-industries’homicho-ammunition-
industry, accessed 8 December 2015.

’  $/2014/147, paras. 100-101 and $/2015, para. 88.
See $/2015/131, para. 88 and $/2014/147, paras. 100-101.
' Andrea Berger. *Is Ethiopia Violating United Nations Sanctions against North Korea: New Evidence

Uncovered”, 38 North, 23 December 2014, available from hittp: ' 38north.org'2014/12 aberger1 22314

78/295 16-00683



S/2016/157

Annex 2 : Correspondence with Member States
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Bangladesh

Brazil

Cambodia

Cameroon

Canada

China

Cuba

Cate d'Ivoire

Czech Republic

Denmark

| Egypt

Eritrea

Ethiopia

Estonia

Fiji

France

Germany

Ghana

Greece

Guinea

India

Indonesia

Iran
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Kazakhstan
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Mozambique 2 0 2
Myanmar 4 3 1
Nigeria 1 0 1
Pakistan 1 1 0
Panama 3 1 2
Paraguay 1 1 0
Peru 1 1 0
Philippines 7 4 3
Poland 1 1 0
Qatar 3 3 0
Republic of Korea 4 4 0
Russia 5 5 0
Saudi Arabia 3 0 3
Senegal 1 1 0
Sierra Leone 4 0 4
Singapore J 3 0
Solomon Islands 1 0 1
South Africa 3 1 2
Spain 6 5 1
Sudan 2 0 2
Switzerland 3 3 0
Tanzania 1 0 1
Thailand 8 4 4
Togo 1 0 1
Turkey 1 1 0
Tuvalu 4 - 0
| Uganda 6 4 2
Ukraine + 4 0
1 (plus one letter
for previous
United Arab Emirates 2 inquiries) 1
United Kingdom 6 6 0
1 (plus 2 letters for
United States 3 previous mquiries) 2
Viet Nam 7 5 2
Yemen 1 0 1
136

379 (plus 5 le.tters for 03

previous

TOTAL inquiries)

Sowrce: The Panel
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Annex 3 : Member States to submit NIR

Africa

1000 OV W

21.

2
23
24

25.
26.
27
28.
29.
30.
3L
32
33.
34
35.
36.
37.
38.
39.
40.
41.

42

Angola
Benin
Botswana
Burund:
Cameroon
Cape Verde
Central African Republic
Chad
Comoros
. Congo
. Cote D'Tvoire
. Democratic Republic ¢
Congo
. Equatonial Guinea
_ Eritrea
. Ethiopia
. Gabon
. Gambia
. Ghana
. Guinea
. Guinea Bissau
Kenya
. Lesotho
. Libena
. Libya
Madagascar
Malawi1
Mali
Mauritama
Mauritius
Mozambique
Niger
Rwanda
Sao Tome and Principe
Senegal
Seychelles
Sierra Leone
Somalia
South Sudan
Sudan
Swaziland
Tanzania
. Togo

43. Tunisia
44 Zambia
45. Zimbabwe

Americas

46. Antigua and Barbuda

47. Bahamas

48. Barbados

49 Belize

50. Bolivia

51. Costa Rica

52. Dominica

53. El Salvador

54. Grenada

55. Haits

56. Honduras

57. Jamaica

58. Nicaragua

59. Saint Kitts and Nevis

60. Saint Lucia

61. Saint Vincent and the
Grenadines

62. Suriname

63. Trinidad and Tobago

64. Venezuela

65. Afghanistan
66. Bangladesh
67. Bhutan

68. Cambodia
69. Iran

70. Iraq

71. Malaysia
72. Myanmar
73. Nepal

74. Oman

75. Synia

76. Tajikistan
77. Timor-Leste
78. Yemen

Europe
79. Bosaia and Herzegovina

Oceania

80. Fi

81. Kiribats

82. Micronesia

83. Nauru

84 Palau

85. Papua New Guinea
86. Samoa

87. Solomon Islands
88. Tonga

89. Tuvalu

90. Vanuatu
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Annex 4 : Pyunggye-ri Nuclear test site

West portal (15 October 2015)

& Reported tunnel
4 entrance
ﬁ: s |

3 -~

> - B
-

New building

~ -
- " r's
. .

Suspected new -
tunnel entrance i
- g

B e

Signs of heavy traffic and grounding activities are visible.

Spoiled piles

Main support area (15 October 2015)

i

New building

Change 1n surface

Source: The Panel
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Annex 5 : Yongbyon nuclear complex

Light water reactor and 5 MWe reactor (15 October 2015)

- W

Electrical ; ,.
switchyard 3

So B j{

Source: The Panel
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Areas near the possible fuel assembly building (15 October 2015)

North side of the possible fuel assembly building

15 October 2015 15 July ’O]S

New mnsmmmn

\i"

o “
New roof

Source: The Panel
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Fuel fabrication plant (uranium enrichment facility)

e 4

2 2 New »
l's building ~i
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Annex 6 : 9M79 missile main characteristics

04id 1 Nghyte VIS (WUBS, ¥ONI)
L h.mv.-.uv gvnu. *%3.0‘7 PO,00,00,000-03; 3 + Flagel PN 06,00,070; 4 « Fligel WU, 00, 00,0007 3 « Gatterruder

Unefficial manslation by the Panel

1: Warhead (9N123F or 9N123K)
2: Body

3: Fins

4: Fins

5: Aerodynamic rudders

0: Gas-dynamic rudders

LST/910¢/S



€8900-9T

§6¢/.8

Panel Translation:

Diameter:

Length of the missile:
Wingspan:

Mass at take-off:

Length of the body:

Mass of missile body (without
Warhead):

Missile engine fuel:

Mass of the fuel incl. armor:
Mass of armor:

Thrust:

Missile engine operation time:

650 mm
6400 mm
1440 mm
2000 kg
4075 mm

1518 kg

solid fuel mixture

926 kg

17 kg

96020 N

18.4 ... 28 s (depending on the
fuel temperature.)

Medium pressure in the combustion chamber: 6.77 MPa

Durchmessar

Lénge der Rekete

Spannaweite deor Luftruder
Startmasce deor Rakete

Lénge des Trégers

Masoe des laborierten Trégers

Treibotoff der Triebwerke-
einrichtung

Mosse des Treibstoffs der Trieb~
workseinrichtung mit Penzerung

Masse der Panzerung

Nennschub der Triebwerksein=
richtung

Betriebezeit der Triebwerke-
sinrichrung

Mittlerer Druck in der Kanmer
der Triebwerkeeinrichtung

650 mm
€ 400 mm
1 440 mm
2 000 kg
4 079 s
1 518 kg

Fastatof fgenisch

926 kg
17 kg

6 020 N (9 788 kp)

16,4 ... 20 8 (in Abhlnql.'—
keit von der Treibstoffanfanga-
tomparatur)

€,77 MPa (69 kp/oaZ)

Masse dee Gefochtskopfes IN123IF 482 kg
Sprengstoffmasss der Sprengladung 162,5 kg
Zu bekémpfende Fliche durch den Ge-
Oooht.koﬁ GNA23F bei einor opezifi-
schen Eplitterenergie ven
8) 1.32 kJ/em® (135 kp/ca®) auf sine

Zielflache von 1,8 m° 3 ha
b) 2,35 kd/cm® (240 kp/en®) euf eine

Zielfléche von 1,8 m 2 ha
Masse des Gefechtskopfes SN123K 482 kg
Anzahl der Splitterladungen 50
Sprengstoffmesese in der Splitterladung 1,45 kg
Zu bekampfende Fliache durch den Ge-
'ochtthoﬁ 9N125K bai einer spezifie-
schen Splitterenergie von
s) 1,32 kD/o-z (138 kp/oaz) auf eine

Zislflache von 1,8 m ety ol |
b) 2,35 kd/cm> (240 kp/cm?) suf eine

Z4elfllche von 4,8 m® 3.5 ha

Mass of the 9N123F warhead: 482kg

Mass of the explosive: 162.5 kg

Effective combat area of the 9N123F warhead with specific burst
energy of:
a) 1,32kJfem2 (135kp/cm2)ona

target area of 1,8 m2 3ha
b) 2,35 kJ/cm2 (240 kp/cm2) on a
target area of 1,8 m2 2 ha
Mass of the 9N123K warhead: 482kg
Number of sub-munitions: 50

Mass of the sub-munition explosive: 1.45 kg
Effective combat area of the 9N123K warhead with specific burst
energy of:
a) 1,32 kJfem2 (135kp/cm2)ona
target area of 1,8 m2 7 ha
b) 2,35 kJ/cm2 (240 kp/cm2) on a

target area of 1.8 m2 3.5ha

Source: The Panel.
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Annex 7. SLEM testiedia release d May 2015

Headline:

“Kim Jong Un Watches St aregzc Submarine Underwater Ballistic Missile Test-fire”

88/295
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Source: Rodong Sinmun. available from NK News archive at

http://kenawatch nknews org/pub/assets/pdf/rodong-sinmun/2015/05/09/rodong-sinmun-2015-05-

09.pdf.
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Annex 8 : Enlargement of the SLBM

Pukgeukseong-1
“North Star-1"
(Polaris)

Source: Kim Jong Watches Strategic Submanne Underwater Ballistic Missile Test-fire, Rodong
Sinmun, 9 May 2015.

Official test images

The Panel is of the view that several of the 8 May 2015 test official photographs were
manipulated and that images unrelated to the test may have been inserted (see annex 9). While
the additional release of test video footage showed the missile emerged from the sea, it 1s unclear
whether the ejection was from a submarnine or a submerged platform. Without underwater
footage, the launch platform could not be verified with certainty by the Panel. However, two
Member States reported that the SLBM was launched from a submanne.
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Annex 9 : Error-level analysis

Image 1: Note the box-like straight-edges Image 2: Note the squares and rectangles
showing image adjustment or superimposed cut-  showing possible 1mage mampulation,
outs of other images of the missile exhaust smoke erasure and superimposed image cut-outs
area
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Annex 10 : Sohae Overview

Tongchang-ri (Sohae launch site)

Imagery: GeoEye-1 ® DigitalGlobe
(imagery captured 10 November 2015)

Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009) -

0 025 0.5 Kilometres A
A

Tadnchipsd
RS, (D amEp A L

Map No. 4551.1 Department of Field Support
December 2015 Geospatial Information Section (formerly Cartographic Section)
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Annex 11 : Sohae Assembly Building Area
Tongchang-ri (Assembly Building Area)

4 AP y
Assembly bulding
eoEye_11(16 May 2015),

|

. i
imagery: Geafye-1 @ DgtalGiobe (imagery captured 05 September 2015) - f
Data Sowce. UN Panel of Experts estabiished pursusnl 1o Resclution 1874 (2009) A | (OSA' mbrty”!:un : u’ng)

Map No. 45512 Department of Field Support
January 2016 Geospatial Information Section (formerly Cartographic Section)
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Annex 12 : Sohae Launch Pad

Tongchang-ri Launch Pad

Map No. 4551.3
December 2015

Imagery: GeoEye-1 © DigitalGlobe (imagery
captured 08 March 2015)

Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009) N
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Imagery: GeoEye-1 © DigitalGlobe (imagery
captured 30 March 2015)

Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009) N
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Department of Field Support
Geospatial Information Section (formerly Cartographic Section)
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Tongchang-ri Launch Pad

Imagery: GeoEye-1 ® DigitalGlobe (imagery
captured 29 April 2015)

Data Source: UN Panel of Experts established pursuull
to Resolution 1874 (2009)
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Imagery: GeoEye-1 ® DigitalGlobe (imagery
captured 27 May 2015)

Data Source: UN Panel of Experts established pmuant
to Resolution 1874 (2009)
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Map No. 4551.4
December 2015

Department of Field Support
Geospatial Information Section (formerly Cartographic Section)
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Tongchang-ri Launch Pad

Imagery: GeoEye-1 @ DigitalGlobe (imagery
captured 10 November 2015)
Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009) N
50

Foundationifor

[alnevybuildir

Map No. 4551.5 Department of Field Support
January 2016 Geospatial Information Section (formerly Cartographic Section)
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Annex 13 : Sohae Engine Test Pad
Tongchang-ri Engine Test Pad

Engine Test Imagery: GeoEye-1 € DigitalGlobe (imagery
e captured 05 September 2015)
Data Source: UN Panel of Experts established pusuam
to Resolution 1874 (2009)
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captured 10 November 2015)
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Map No. 4551.8
January 2016

Department of Field Support
Geospatial Information Section (formerly Cartographic Section)
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Annex 14 : SLBM related facilities at Sinpo
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Annex 15 : Sinpo South Shipyard
Sinpo submarine shipyard progress since 24 July 2014

LR ALty

"’ﬁ"/_l

Map No. 45518
January 2016

Department of Field Support
Geospafial Information Section (formerly Cartographic Secton)
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Annex 16 : CSSTEAP introduction

The CSSTEAP was the first regional centre established in November 1995 in Dehradun. India
pursuant to UNGA resolutions 45/72 of 11 December 1990 and 50/27 of 6 December 1995
refernng to the need for space science and technology education to become accessible to
developing countries. Its activities are administered by an international governing board
consisting of 15 signatory members from countries in the Asia- Pacific, including the Democratic
People’s Republic of Korea (see figure 1).

Figure 1: Governing Board of the CSSTEAP

™ - N -~ — -~
- re 1;’; ,\' ‘1"/ : ’ —
Chairman
Dr. K. Radhakrishnan
naia
Members
Nepa

Malaysia

Mongolia

Myanmar

Nauru

Mhaland

|

Istar

9
|§
:

UN-OOSA, Vienna

The Netherlands

|g
£

Direclor, CSSTEAP, India

e .

For further detall kindly see our website (www.cssteap.org)

Source: http://www.cssteap.org/ accessed 30 December 2015.
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Annex 17 : Mr. Paek Chang Ho at CSSTEAP

s Second PG Course in Sateilite Communications 1968 - 2000 | CSSTEAP

Second PG Course in Satellite Communications 1999 - 2000

S No. ‘ PartiCpant Mamae 7 Country ] Project Title (Click on Title for Dete s )

. -~

e

- -

12

13

14

Source: hitp//www cssteap org accessed 30 December 2015,
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Annex 18 : DPRK’s participation into the CSSTEAP courses since 2006

Academy ofSae?ne T TR
Sat image processing division, Kwahak1-
dong, Unjong District, Pyongyang, DPR
Korea

2. State Academy of Sciencas, Institute of
Geography, Water Rescurces Division,
Kwahak -1 dong, Unjong District,
Pyongyang, DPR Korea

2008-2008

3 Senior Researcher

Institute of Earth Environmental Information
{IEEI), State Academy of Sciences,
Kwahak-1 Dong, Unjeng District,

Pyongyana, DPR Korea

2014-2015

4, Senior Ressarcher

Scientific Research Institute for Municipa!
Adminisiration (SRIMA),

State Academy cf Sciences,

Gyangbok 1-Dong, Gyangbok Street,
Pyongyang, DPR Korea

5. Senior Researcher

Institute of Earth Envirenmental Information
(IEE}), Staie Academy cf Sciences, DPR
Korea, Kwahak-1 Dong, Unjong District,
Pyongyang, OFR Korea

2015-2016
(ongolng)

esearcner

Research Instiute, National Aerospace
Development Administration, Central
District, Pyongyang, DPR Korea

oS0 ]
(ongaing)

20142015

Course: Satellite Meteorology al Climate (PG)

¢ S Central Meteorclegical Institute

Stale Hydrometeorological Administration
(SHMA), Oesono-dong, Central District
Pyongyang, DPR Korea

2010-2011
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9.

10.

s

12.

Source: The Panel.

102/295

institute of RS & Geoinformatics

Course: Satellite Comunications (PG)

2010-2011
State Academy of Sciences
Kwzhak 1-dong, Unjong District
Pyongyang, DPR Korea
Senior Researcher T [2008-2010

The State Acacemy of Science, DPR Korea
Kinmaul1-dang, Moranbang District
Pyongyang. DPR Kcrea

Head of Laboratory of Spece
Cemmunication

The State Academy of Scnence DPR Korea
Kinimaul1-cdang, Moranbong District
Pyongyang, DPR Korea

|200¢-2010

Course: Space & Atmosphefic Sciences (PG)

The State Academy of Sciences, DPR
Korea Instilute of Remote Sens!ng & Geo-
Ceoinformaties (IRGS)

Gwang Myang Donrg, Unjong District,
Pyongyang, DFR Korea

2010-2011

Institute of Physics (IOF’) -

The State Academy of Sciences. DPR
Korea, Kwahak — 1 Dong, Unjong District
Pyongyang, DPR Korea

2010-2011
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Annex 19 : CSSTEAP cancellation regarding four DPRK nationals

Pyongyang, DPR Korea

Phone; +850-02-18111 Exz: 381 8544
Fax: +85023182100/4410

Email. arrangip@star-co.netkp

2 (SATCOM course)
Institute of Earth Erwironmental Informatics (JEEI)
State Academy of Sclencas,
Pyongyang, DPR Korsa
Phone: (O) +66-02-18111 Ext : 8080
Fax 00850-02-3314385
Emall: Nada Dprk@ Star-Co N« Kp

3 (GNSS coursa)
Researcher

National Asrospace Davelopmant Administration
Cantral District, Pyongyang

Phone: +00850.2.18111 Exl . 381 8544
Email: Naca Dpriu@Star-Co Net Kp
Fax: +00850-2-3814585

4. {GNSS coursa)
State Academy of Science, Unjong District.
Pyongyang DPR of Korca
(O} +85-02-18111
Ext: 381- 8544
Emall: Arirang'p@Star-Co Net Kp
Fax: +006850.2-551-2100/2410

Annexure -F
Contact of4p pants from DPR Korea (two each from SATCOM and
GNSS courses of year 2016), wh adn has been ¢ lled.
| R (SATCOM course)
Senior Researcher
Institite of Eacth Ervironmental Inform atics (IEEI)
State Acaciemy of Sclences,

Source: The Panel.
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STRICTLY CONFIDENTIAL"

Annex 20

*The annex has not been reproduced 1n the present document because it is strictly confidential.
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Annex 21 : Extract of the SAS syllabus

lonosonde

HF and VHF Radars

Coherent and Incoherent Scatler Radars (HF,
VHF and MST)

Radic Beacon Technigues

Global Positioning System (GPS)

1.3.3 Oplical Techriques

Phetomuttipliers Tubes

Image Intensifiers

Lasers

Semiconductor Photonic Devices

Photo diodes

Avalanche diodes

Laser dicdes.

CCD & CMOS imaging deledcrs ‘
Imagers Interferance Filters and Etalons
Fabry Perot Interferometer NS
Filter Photometers .~

LidarAerosols, Trace Gass an'd 4 Ozone |

measunng devices

1.3.4 Airglow

Oxygen green and red Ine ermssnon

Nig glowr -
low -
nght Glow :

Applncaﬂons of “‘Alglow Measurements for

lonospheﬂc Dynamfm

1 Laun
Sateilitos and their Orbﬂs

SAS.104 Space lnsnum"em;aﬂon
Principles of Rocketry
-Rocket Motors

v

Solid and Liquid Fuel Rockets
Sounding Rockets

Cryogenic engines

Multistage Rockets

Satelliite Launch Vehicles
Basics of Satellite orbits
Kepler's Laws

Sub-sateliite Polnt

Orbital Parameters
Sun-synchronous and geosynchronous Orblits
Low-Earth Orbits

1.4.2 Attitude Control

- Pos:\er and Tharmal '
systems of Spacecrafts

¢ ® 0 0 e ®w & 8 4

Attitude Sensors

Sun Sensors

Star Sensors

Earth Sensors

Magnelic Aspect Sensors

Accuracy

Spin Siabilization and Gyros

Contro! of Flight-path

Close-lcop Guidance, Spacecraft Power Systemn
Solar Cslis and Panels
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1.4 4 Reliability, Tests
and Qualification of
Payloads for Space
Experiments

Primary and Secondary Batteries

Special Power Sources

Radioactive Thamoelectric Generaters (RTG) |
Spacecraft thermal control techniques

143 Selection  of
Materials for Space -
borne payloads

Behavior of Materials in Space (Temperature,
Prassure and Radiation)

Oulgassing

Corona Digcharge

Coating and Ceating-compounds

Radiation Damage

Mounting of Subsystems

Structural and Mass Limitations

Carbon Fiber Reinforced Plastic (CFRP)
Honeycomb Siructures

Effects  of Vibrations and Shocks on Spaoecraﬂ
Structures

Spacecrait Thermal Efvironments

Themal Palnts and Surfaoe Flmsh

Data Handling System

. Fabncatlon of Electromcs

° Subassemblies ;

° Elootromagneuc Compatisility

» Checkout, Reliability Considerations and derating
. .Test and Evaluation

« Themovac tests =~

o Vibration and shock tests

° Talemelry Syslem

L]

® % & » 9 0 8 0

Signal Conditioner, Onboard Data Recorder,
Telecommand :
Encader

Decoder

Pulse and Data Commands

RF Syatams

Receivers, Transmitters and Antenna

Cround Segmeants

Realtime and Off-line

Tracking

1.4.6 in Situ Techniques
cn Space Piatforms

Langmuir Prone

Electric Field Frobe

lon Drift Meter

Retarding Poteniial Analyzers

Mass Spectrometers and Magnetomelers
Satellie based temperature messurement
Satellite Drag for Neuiral Densities

SAS.105 Space Exploratio

1.5.1 Aimospheres of
other Plansts and
Satellites

Sle e o 0 0 ¢ o

e o

L

Inner and outer planets

Structure and Composition of atmospheres planets
(8.g. Jupiter, Mars, Venus and Saturn)

their imporiant Satellites

1.5.2 loncspheres of

Source: The Panel.

lonospheres and magretospheres of solar planets
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Annex 22 : Extract of the GNSS syllabus

6.8 Receiver Output

1pps signal
NMEA
RINEX

7.0 GNSS/INS Integrated Navigation

7.1 Inertial Navigation
Systems

Inertial Sensors
- Accelerometer
Gyroscopes
Inertial Measurement Units
Inertial Navigauon
Inertial-Frame Navigation Equations
- Earth-Frame Navigation Equations
- Local-Navigation-Frame Equations
- Navigation equation Precession
Initialization and Alignment
INS Error Propagation.
Platlorm INS =
Horizontal-Plane Inertial Navigation

Integration GNSS and INS data using Kalman Flter

.0 GNSS Applications

8.1 GNSS Navigation

. e o o » .Ii . e o @

Professional ana personal
GIS/mapping
Surveying

_Natural Hazards management

Earth science

Natural resources
Infrastructure

Heavy Equipment navigation
Navigation for Bicyclers

_Hikers, Climbers, Pedestrians

Snaoe Flight navigation

8.2 Navigation and
Communication

Automobile Navigation
Aircraft Navigation
Maritime Navigation
Tracking

Time Related Applications

8.3 Communication,

Navigation and
Surveillance

Geodesy

Location-Based Services

Precision Agriculture

Natural resources management

Disaster warning and emergency response
Aviation

Maritime

Land transportation

Source: The Panel.
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Annex 23 : Extract of the SATCOM syllabus

1.4 Digital Signal
Processing

Discrete Time Signals and Systems
Sampling of Continuous Time Signals
Z-Transform

Discrete Fourier Transform

Computation of Discrets Fourier Transform
Structura for Discrete Time Systems

Fiiter Design Technlgues

Wavelet Transforms

Signal Compressicn

Examples of DSP based subsystems for Satellite
Communmtions

1.5 Modulation,

Analog and Digral Modulahon and Demodulafion

|

Multiplexing and Multiple - - Tachnigques

Access (AMY FMW/ PM! M-PSK! MSK/ Hybﬂd)
« Transmission imparrments-:
« Source Coding of Vldeo & Audlo mgnals
» Channel! coding - ;
. Muihplexmg IDe-muItnplex\ng ;
« Spread Spectrum Techniques
. Multlpie Acoess Techmques

1.8 Seminar Tognca on socseul applicauons based on Satellite :

ommunications =
| Modute] : : i

721 Earth Station
Technology

.88 & & &

Satefite Communications Earih Siation — An |

Qvuarview
. Tachnology of Earth Station Sub-Systems
“Earth Station Design Considerations
Earth Station Standards
‘Checkout of Earth Station
‘Operations & Maintenance of Fixed and
Transportable Earth Station
Fabricstion Techniques

2.2 Broadcastmg usmg
Satellite Communication

Source: The Panel.

o e le m e e

Analog & Digital Broadcasting Systems & Standards
Saisllite TV and Access Syslems

Intemet Protocol (IP) over Satellile

Selected Applications

Sztellite News Gathering (SNG) for Radio and TV
Radio Networking

Digital Audio Broadcasting

TV Studic and its Operaticns/ Outdoor Broadeasting
Van

Video Conferencing via Satellite

Multimedia & IP TV

Viceo On-Demand
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Annex 24 : Satellite Control Center location in Pyongyang

s l‘( |1 )I\: e o

Sowurce: Google Earth.
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Annex 25 : NADA as the focal point on the registration of space objects

o

2 A d 234 d9 3 3 3
A A A &R
Gpmanons Hdson o the Dpooratio Goppte i Dipputtls of Hters

No: Date: 26 February 2015

The Permanent Mission of the Democratic People’s Republic of Korea (DPRK)
to the United Nations (Vienna) presents its compliments to the Secretary-General of the
United Nations and, in accordance with article |l of the Convention on the Registration
of Objects Launched into Outer Space (General Assembly resolution 3235, annex), has
the honour to inform him that the DPRK has established a national registry of objects
launched into outer space.

Pursuant to paragraph 2 ( ¢ ) of General Assembly resolution 62/101, entitled
“Recommendations on enhancing the practice of States and international
intergovernmental organizations in registering space objects”, the Democratic People’s
Republic of Korea also wishes to inform the Secretary-General of the United Nations of
the establishment of a national focal point on the registration of space objects. The
national focal point on the registration of space objects is the National Aerospace
Development Administration (NADA) of the DPRK. The contact détails are:

National Aerospace Development Administration (NADA) of the DPRK
E-mail: nada.dprk@star-co.net.kp

Fax: 00850 23814585

Address: Central district, Pyongyang, DPR Korea

The Permanent Mission of the Democratic People’s Republic of Korea avails
©fethe United Nations th
;czi';*zgK nited Nations the

itself of this opportunity to renew to the Secretary-G
7
assurances of its highest consideration.

Secretary-General of the United Nations \ §
c/o United Nations Office for Outer Space Affairs

TN vy
Beckmanngasse 10-12 , A-1140 Vienna, Austria
Tel: (+431) 894 2313 Fax: 894 3174 Email : ri.dprk@chello.at

Source: The Panel.
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Annex 26 : The DPRK and the Registration Convention

In 2009, the Democratic People’s Republic of Korea ratified the 1967 Treaty on Principles
Governing the Activities of States in the Exploration and Use of Outer Space, including the Moon
and other Celestial Bodies (“Outer Space Treaty”) and acceded to the 1975 Convention on
Registration of Objects launched into Outer Space (“Registration Convention™) (see figure below).
This notification follows the registration of the Democratic People’s Republic of Korea’s space
object “Kwangmyongsong 3-2” launched into Earth orbit on 12 December 2012 and registered
under the Convention on 24 January 2013 (see ST/SG/SER/E/662), and considered as a purely
“technical procedure” in a letter of the Secretary General of the United Nations to the President of
the Security Council (see S/2013/108).

Figure: Document showing the Registration Convention entered into force for the Democratic
People’s Republic of Korea on 10 March 2009

GOV

UNITED NATIONS NATIONS UNIES

POSTAL ADDREGS—AORAESSE POSTALE UNITED NATIONS. N. ¥, 10017
CADLE ADDRESS——ADRESSE TELEGRAPHIQUE UNATIONS NEWYORX

Reference: C.N.154.2009. TREATIES-1 (Depositary Notification)

CONVENTION ON REGISTRATION OF OBJECTS LAUNCHED INTO OUTER
SPACE

NEW YORK, 12 NOVEMBER 1974
DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA: ACCESSION
The Secretary-General of the United Nations, acting in his capacity as depositary,
communicates the following:
The above action was effected on 10 March 2009.

The Convention entered into force for the Democratic People’s Republic of Korea on
10 March 2009 1n accordance with 1ts article VIII(4) which reads as follows:

"For States whose instruments of ratification or accession are deposited subsequent to the entry

mto force of the Convention, it shall enter into force on the date of the depozit of their mstrument of
ratification or accession."

10 March 2009

R

Source: The Panel.
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Annex 27 : NADA bylaw

SHSFIHE=
National Aerospace Development Administration
Email: nada dprk@star-co.net kp Fax: 0085023814585 Tel:
00850218111(8050) Address: Central District. Pyongyang. DPR Korea

Bylaw of the
National Aerospace Development Administration of the Democratic People’s Republic of
Korea

1. Name and establishment
1) Official name of the space development leading organ of the DPRK is the National
Aerospace Development Administration (NADA) of the DPRK.

2) NADA of the DPRK was established pursuant to the 7% session of the 12 Supreme
People’s Assembly in Apnil 2013,

2. General Provisions
1) NADA of the DPRK 1is the governmental central leading organization that administers all
the space exploration and activities of the DPRK for peaceful purposes of accelerating
economic construction and bettering people’s living by making a great advancement in
the space science and technology.

2) NADA of the DPRK carries out its tasks for realization of the national space
development policy of the national space development policy in conformity to the “Law
of the Democratic People’s Republic of Korea on the Space Exploration™. observing the
constitution of the DPRK.

3) NADA of the DPRK has its own official seal and emblem.

3. Structure
1) NADA of the DPRK belongs to the cabinet of the DPRK.

2) NADA of the DPRK has its sub-departments including Planning Dep. Scientific Research
& Development directive Dep, Manufacturing & Coordination directive Dep.
International Affairs Dep. Financial Dep, etc. ..

3) NADA of the DPRK has the following affiliated organs

- Space Science Academy
- Space Production Complex
- Satellite Control Center

4) The head of NADA of the DPRK is the Administrator (Minister Level)

4 Primary task

112/295 16-00683
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D

NADA of the DPRK draws the comprehensive plans for space exploration and space
activities, gets them approved by the Supreme People’s Assembly through the Cabinet of
the DPRK. and provides unified guidance to their implementation.

NADA of the DPRK momnitors and controls everything concemed with space exploration
and space activities within the national boundary and establishes the necessary order.

3)

NADA of the DPRK guides the production, assembly and launch of all space equipment
and their launch vehicles.

4)
3)
6)

)

D

2)

NADA of the DPRK processes and disseminates the data recerved from space equipment.
NADA of the DPRK ensures the safety of space activities.
NADA of the DPRK authenticates the space exploration technology.

NADA of the DPRK activates the cooperation and exchange with international space
organizations and other foreign space organizations.

5. Obligations and Rights

Obligations

- NADA of the DPRK is obliged to bear the responsibilities for execution of the
national space development policy to the state.

- NADA of the DPRK 1s obliged to supervise and control all the space activities
for successes achieved from them to be put into peaceful purposes mcluding
the state interest, economic development and the improvement of people’s
living as specified in the “Law of the Democratic People’s Republic of Korea
on the Space Exploration™.

- NADA of the DPRK 1s obliged to confine the scope of its work within the
boundary of the space plans approved by the Supreme People’s Assembly and
to write a detailed report about the implementation of those plans to the
Cabinet every 6 months and to the Supreme People’s Assembly every year.

Rights

- NADA of the DPRK 1s authorized to grasp, control. and guide all the space
research institutes and production enterprises in the country for their activities
to be cammed out mn keeping with the “Law of the DPRK on the Space
Exploration™.

- For the successful implementation of the space plans approved by the
Supreme People’s Assembly, NADA of the DPRK 1is authorized to organize
the necessary organs.

- NADA of the DPRK i1s authorized to make an agreement with foreign GOs
and NGOs as well as 10s, to review and approve the space-related agreements

113/295
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and contracts between government organizations or groups and other foreign
organizations, and to monitor their successful implementation.

6. International cooperation
1) NADA of the DPRK seeks for the active cooperation with space-related IOs and other
foreign organizations for peaceful space exploration and space activities upon principles
of equality. mutual benefits and complements.

2) NADA of the DPRK respects the international laws and orders in respect to space
exploration and space use.

3) NADA of the DPRK encourages the cooperation and exchange between domestic space
organizations or groups and foreign space organizations or groups as well as [Os.

4) NADA of the DPRK 1s willing to be an active member of space related IOs and to render
further contributions to international cooperation.

Source: The Panel.
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Annex 28

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 29 : Shipping Documents of cargo

'6) LEADER (H.K) INTERNATIONAL TRADING LIMITED ~

ADD : ROOM 1610 NAN FUNG TOWER, 173 DES
VOEUX ROAD C., HONG KONG

TEL: 852-21527388 PACKING LIST
FAX: 852-35719160 vo. : [ G

Date: AUG. 16, 2010

Notify Party KOREA KUMRYONG TRADING CORP.
Consignee MECHANICAL SYSTEMS
ALEPPO STREET-BUILDING NO.14/B, DAMASCUS, SYRIA

Shipped per From  DALIAN, CHINA 10  LATITARIA, SIRIA
Sailing onor about AUG.25,2010 B/L No.
Payment T/T Contract No.

MARK & NUMBER DESCRIPTION QTY NW | G/W | MEASUREMENT

— o B
TOTAL: . BB CASES 40,093KGS 41,799KGS 155.4721CBM
SAY TOTAL EIGHTY EIGHT CASES ONLY,
- END -
For and on bekalf of
LEADER (HONG KORC) INTERKATIOHAL TRADANG LBUTED
RE(FR)RENEARLR
/
e A Sl
d Signature(s)

Source: The Panel.
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B. Bill of lading
Shipper: Dandong

= L ¢ Yongxinghe Trading Co., Ltd.
EnpEn G R SEVETETRE A A
—F'AT'I‘:‘M“- VO RINGHE TRADE COJLTD.

| DRAFY
i BILL OF LADING

TEERTGYNT

conaguer| - ol nle PR L
JECHANCAL SYSTEMS
ALEPPO STREETAULOING NO 14/
CavaLCUs SYRIA
THL A FR -3 1100007

£y
MECHSNICAL SYSTRMS
ALEMPO ATREET BULDING NO tef
DANASCYS SYRA
164 & FAX sSx 5 1)

Same phone/ fax number
963-11-5110117

e R

C. Information on Handasich and Syronics from EU Couneil Regulation No 36/2012

N TOMICS vraan Arab | Kaboon Street, PO Box 5964 Front company for the acquismon of seastve squpment by 1122011
Co for Electror Damascw the CER
Industrg Tel No +96) $111352
fax: <96 311511011}
6. | Handaneh PO Box 5966. Abou Bakr rom company for the acquistion of senstive aquipment by 1.122011
Organization for Al-Seddaq St Damascus e CIR
Engneening Industries and PO Box 25349 AlMoutanad

Srreet. Damaseus
and PO Box 21120 Baramikel
Damascus

Tel 903112121818
II21215814

65112214650

WIN221274

96stistiolnt

Source: Official Journal of the European Union.
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Annex 30 : List of items found on the cargo

Items number as on packing list

Nature of items as declared on packing list

WHKR-14-1-2/6 Blower Fan
WHKR-14-1-5/6 Blower Fan
WHKR-16-22-1/2 Standing Fumace

WHKR-12-13-2/2

Electric control ark

WHKR-12-5-2/2

Electric control ark

WHKR-12-8-2/4

Electric control ark

WHKR-12-8-4/4

Electric control ark

WHKR-13-11-1/4 Vapour drier

WHKR-13-11-2/4 Electric control ark
WHKR-13-11-4/4 Electric control ark
WHKR-14-1-1/6 Hardening machine
WHKR-14-1-3/6 Electric control ark
WHKR-14-1-4/6 Hardening machine

WHKR-14-1-6/6

Electric control ark

WHKR-18-2-2/2

Centrifugal dewatering machine

WHKR-33-43-1/1

Glass curtter

WHKR-34-10-2/5 Hydrogen refiner
WHKR-34-20-1/5 Hydrogen refiner
WHKR-34-27-3/8 Nitrogen gas cylinders
WHKR-34-27-4/8 Nitrogen gas cvlinders
WHKR-34-27-7/8 PE pipe
WHKR-34-27-8/8 PE pipe

WHKR-34-31-1/2

Accessories for vibration test stand

WHKR-34-41-1/1

Quartz tube cutter

WHKR-34-70-1/2 Sanblast machine
WHKR-5-16/2-1/1 Rectifier
WHKR-3-26-1/2 Ball crasher
WHKR-5-26-2/2 Ball crasher
WHKR-5-27-1/2 Grade Sifter
WHKR-5-27-2/2 Grade Sifter

WHKR-5-39-1/1

Anode active mat. Screen

WHKR-5-41-1/1

Electrolyte screen

WHKR-17-23-1/2 Crank press
WHKR-17-23-2/2 Crank press
WHKR-17-5/1-1/1 Crank press
WHKR-17-6-1/1 Crank press
WHKR-21-2/30-12-33-30-1/1 Painting film impact tester
WHKR-21-2/30-12-33-30-1/1 Sound pressure gauge
WHKR-21-2/30-12-33-30-1/1 1liminometer

WHKR-21-5-1/1

Resin bending tester with QC-01

WHKR-21-6-1/1

Elastic rester withg QC-A02

WHKR-21-8-1/1

Rubber sample machine

WHKR-5-28-1/1

Crank press

16-00683



S/2016/157

16-00683

WHKR-R-5-1/1 Shock/Bump tester
WHKR-12-13-1/2 Drier
WHKR-12-8-1/4 Heating finmace
WHKR-12-8-3/4 Heating flunace
WHKR-13-11-34 Vapour drier
WHKR-13-14-12 Mixer
(WHKR-13-14-22 Mixer

WHKR-16-22-212

Electric control ark

'WHKR-17-16-1/1

Spring tester

WHKR-18-2-12 Centnifugal dewatering machine
WHKR-18-29-1'1 Vacuum dewatering machine
WHKR-21-3-1/1 Painting film bending tester
WHKR-25-35-1/1 Winding number counter
'WHKR-30-31-1/1 Resin film burting device
'WHKR-30-32-12 Phaser

'WHKR-30-32-22 Phaser

WHKR-33-13-1/1

Supersonic washer

WHKR-33-67/34-13-272

Accessories for high vacuum meter

'WHKR-33-67-1/2 High vacuum meter
'WHKR-34-10-4'5 PE pipe
WHKR-34-10-4/5 PE pipe
WHKR-34-13-12 High vacuum meter
'WHKR-34-20-1/5 Working microscope
'WHKR-34-20-2'8 Working microscope
'WHKR-34-20-3/5 Working microscope
WHKR-34-20-4/5 Working microscope
'WHKR-34-20-5'8 Working microscope
[WHKR-34-24-1'1 Semiconductor display
WHKR-34-25-1/1 Auto collimator
WHKR-34-27-1'8 High purity nitrogen refiner

'WHKR-34-27-2'8

High purity nitrogen refiner

WHKR-34.27.5/8

Accessories for high punty nitrogen refiner

WHKR-34-31-212

Vibration test stand

WHKR-34-54-12

Mirror face zrinding machine

WHKR-34-54-272 Accessories for mirror-face grinding machine
WHKR-34-59-1/1 Digital multimeter

WHKR-34-60-1/1 Liquid nitrogen vessel
'WHKR-34-66-1'1 Konimeter (Hand held particle counter )
WHKR-34-67-1/1 High Temp. Tester

'WHKR-34-68-1/1 Low temp tester

WHKR-34-69-1/6 Liquid nitrogen dewar flask
WHKR-34-69-2/6 Liquid mtrogen dewar flask
WHKR-34-69-3'6 Liquid mitrogen dewar flask
WHKR-34-69-4/6 Liguid nitrogen dewar flask
WHKR-34-69-3/6 Liquid nitrogen dewar flask
WHKR-34-69-6/6 Liquid nitrigen dewar flask
WHEKR-34-70-2/2 Air compressor for sandblast machine
WHEKR-34-74-1/1 Conduction judgement
WHKR-34-76-1/2 IC solder

WHKR-34-76-2/2 IC solder and accessonies for IC solder
WHKR-1-20-12 Surface plate

WHKR-1-20-212 Surface plate

\WHKR-12.5.12 Roller

WHKR-16-23-1/1 Surface plate

WHKR-33-24-1/1 Centrifugal coaring machine (vacuum drier)
WHKR-34-10-3/5 Stainless pipe

WHKR-34-27-6'8 Stainless pipe

Source: The Panel.
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Annex 31 : Example of advertisement of similar products for military application

A. Inclinable Precision Press

Product Details

Primary Compatitive Advantages: = Brand-name Parts

* Quality Approvals

= Country of Origin

- Reputation

= Distributorships Offered

= GuaranteeWarranty

= Product Features

= Elactronic Link

= |nternstional Approvals

= Product Performance

= Experienced Staff

- Mtz fications

= Prompt Delivery
Source: http://'www.globalsources.conmy/si/AS/Anhui-Huyin/6008848128990/pdtl/High-Speed-Precision-
Power-Presses-25-Ton-High-Performance-Crankshaft-Punch-Press/1071098543 htm.

B. Bump Test Machine

R SAO0K I ST (50 B) Sarks Wt in i 0 Ui % NI 368 Ellas (e Jesiy € AORTLCTWE KNI g of QNP et 5, CHOLS
Py, ane covglen smorvdbee, Thars iro 5 AUVt § #0ae ardd DUre mactens it wters aolel o we G i NAATID 0 1) ret yar
et Afewr ek vt Ve ectias P el Do Sk Sty Ko 2000 0 hes el BROEYY e pratucthn WOt
et g W) v b o b Qe erentn e Fuek @@ bure e e o pradace bl e, eaten end soues weee oule @ ape Wi
Py A R o ik Ly rarartn, forve atvd e e o i ) el ) eV s,

meet the specifications of military, industrial, and individual test requirements,

Source: http://'www.spectraldynamics.com/index php/products/shakers/shock-test-machines
C. Liquid Nitrogen Dewar flask

“Self-pressurized liquid nitrogen tank produces pressure by evaporation of little liquid nitrogen
so that liquid nitrogen will exhaust itself and complement other contamers. It finds its application
in the transportation and storage of liquid medium (liquid nitrogen, liquid oxygen and liquid
argon) and cold source of other refrigeration equipments. It 1s now widely used in tool and die
industry, animal husbandry, medicien, semi-conductor, food, cryogenic chemical industry,
aerospace, military and other industries and areas. (Dewar flask, dewars, dewar, etc)”

Source: http://www.tradekorea.com/product/detail/P439798/pressure-building-liquid-nitrogen-tank html.
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Annex 32 : Documents on Dalian Union and Dandong Yongxinghe

Invoice referning to Dalian Union as purchaser

COMMERCIAL INVOICE

Bill To:

Fe A LI TR 1 23801 034

DATE: JUNE 18, 2010
NO.: 06180110
SHIPMENT: BY SEA

ohip Jo:
E i
VN

TO: DALIAN

ETD: JUNE 20, 2010
ETA: JUNE 25, 2010
S/0: 8495

rﬁlj\l X DESCRIPTION OF GOODS

[ QTY UNITPRICE (USD)  AMOUNT (LSD)

CIF DALIAN

I SET USS26.000.00 USS26.000.00

TOTAL

\ USS$26.000.00

SHIPPING MARKS

SAY TOTAL US DOLLARS TWENTY SIX THOUSAND ONLY

Bill To

Dalian Union International Trading Co.. Ltd

Iy
q
Ly
)
Ly
D
3
>

[address abbreviated]
Contact Person: Ca1 Guang
Tel: +86-411-82557218

Sowrce: The Panel.

16-00683
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Contract dated 26 March 2010 referring to Dandong Yongxinghe as purchaser of the item found

in the container

4 @M% % 20100326

LA

£ 350 Pt -
FEMM: 2010F 3H268

I

it (KB : AR E7TRFEMETE KB

S il A SR Ltivd Ay B4 o) | 0 G
1 I _ & 2.6 8700 8700
. | — | ¢ | s | s [ o0

14500

Souwrce: The Panel.

122/295

h 4

Purchaser: Dandong Yongxinghe Trade Co., Ltd
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Annex 33 : Sales record of foreign companies

COMMERCIAL INVOICE

Bill To:

Jo o I

SRRV R FRr RN DATE: JUNE 18,2010

I e L TRE 1235 1034 42 NO.: 06180110

iftas A #ob G2E TEL: +86-111-82557218 SHIPMENT: BY SEA

Ship To: FROM:KEELUNG, TAITW AN

o sl ST B s A A R 4% ) TO: DALIAN

DALIAN SUN MOON STAR INTERNATIONAL PER SS: WAN HAI 235 V-N170
LOGISTICS CO.. 1LTD ETD: JUNE 20, 2010

RO e RS ABRE T20E 1 RO 52 ETA: JUNE 25,2010

o S L S/O: 8495

L G +R6-411-39805230

iy { ¢ +86-411-82701207
HTEM & DESCRIPTION OF GOODS QTY UNIT PRICE (USD)  AMOUNT (USD)

CIF DALIAN
SEEE NS LES 8 BUMPING TESTER
DP-201-60 1 SET LIS$26.000.00 LISS26,000.00
MADE IN TAIWAN

Pl LERE TS
e,

)

H#

H2521

#¥/8/H wH ROET HEHE
2006%F6 888 E7200 1
E3343 1

E5649 1

E5650) 1

E7201 1

F5978 1

F7284 1

F5975 1

F1286 1

F5076 1

200738278 F35974 1
2007¥4H188 1
2007555168 F7240 1
2007574138 F$045 1
2007 &0 H5H 5199 1
20074108178 5198 1
20075128148 6200 1
1

1

1

1

1

1

1

1

1

1

H5450
008578178 HS2
2008108318 HS462
200986 H48 H5L38
200855105168 5461
2009128308 H5460
2010548168 K12153
010%4F1H | AS RS K10036 Qo P m ey

16-00683
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Annex 34 : Financial transaction records referring to Sunny

Online-banking Transaction Summary
A #ET[H) (Date Accepted) : 20100412
b %2231 4G5 (Reference No): EPOSA110071238
b5 b #URAE (Status): 245 (processing)

(X AE R #1S (Ordering Customer’s Telephone No ): 0411-82557218

W% #% (Transaction Type): 12 HAEIRT il # (Remittance to bafks other lhan-)
{FEKAMKS (Debit From): OSA11443630374254
{1 AAF (Ordering Customer’s Name ):
FH (FE) EEERRER L)

SUNNY (HONG KONG) INT'L DEVELOPMENT CO., LIMITED
TTRRIIE Cuueucy Y: T IL(USD)
{3 &% (Amount In Figures): 7800.00

i ey AL 4 . . . . . alle J '8 e
PERITICEETTE B (Intermediary Institution lufommm] Dalian Union's telephone number

PR {T4C T SWIFT BIC (Intermediary Institution's Swift BIC):

Source: The Panel.
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Annex 35 : Information on the companies and individuals connected to the 2010

Shipment

The Panel has identified multiple companies and individuals connected to the 2010 shipment.

These connections are visualized in the chart below.

Foregn Carpany A
A N
Pay sdll
Ve N
Lk & Seme= phone mﬁr—ﬁ Owner ; i wﬂm—§
Surny (org Ko ng) Interstonal Devebpment Co, Lmited Dallan Un'un\ Ca Gaang Lender (Hang Hang) Internascnal
N\, uvmer
N,
\_,_ \\
Drecm S5m2 vesdemal Addreas ——Own er(S0) ‘]
\\ e
~
\ Dlanwne(sw) P@0 Chengyuan umc“} OandangUnion
g S ehol e (m—ﬁ—wmm on)— s
U HangRI Darchng Yongunghe ™M Gewen

Further details of each company and individual are summarnized below.

1. Dalian Union International Trading Co., Ltd.
Address: Room 1606, No. 96 Changjiang Street. Zhongshan District, Dalian. China.
Individuals involved:
- Mr. Cai Guang (shareholder)
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: £H7#li) (director and shareholder)

2. Dandong Yongxinghe Trading Co., Ltd.
Address: Room 1101 Jiadi Square, Economuc Development Zone, Dandong, China
Individuals involved:
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: ##i) (director and shareholder)
- Mr. Ma Gewen (Chinese: &, #577) (shareholder)
- Mr. Li Hong Ri (Chunese: L B ) (shareholder)
- Mr. Chen De Bin (Chinese: [ 7##4%) (shareholder)

3. Dandong Union Trading Co., Ltd.
Address: Room 1106, No 64 Binjiangzhong Street, Dandong City, China
Individuals involved:
- Mr. Ma Gewen (Chinese: &} #: 7)) (director and shareholder)
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: 112 I¥) (shareholder)
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4. Sunny (HONG KONG) Int’l Development Co. Ltd.
Address: LM 873. Room B. 14/F. WaH Hen Commercial Centre. 383 Hennessy Road. Wanchai. Hong
Kong
Individual involved:
- Mr. Li Hong Ri (Chinese: =L B) (director and shareholder)

Additional information about each individual

1. Mr. Cai Guang (Chinese: %)
- Chinese identification number: 220104197201271530
- Date of birth: 27 January 1972
- Description:
o Leader’s director and shareholder
o Dalian Union’s shareholder

2. Mr. Piao Chengyuan (Chinese: #F i)
- Possible aliases: Mr. Park [or Pak] Seung [or Sung] Won
- Chinese national identification number: 120104196601256358
- Date of birth: 25 January 1966
- Description:
Dalian Union’s director and shareholder
Dandong Yongxinghe’s shareholder
Longjin (Hong Kong) Intemational Trading Co., Ltd.’s director
Dandong Union Trading Co.. Ltd. (in Chinese: f i KBS 5 AR A F)
(hereafter “Dandong Union™)’s shareholder

O O 00

3. Mr. Ma Gewen (Chinese: &,#)
- Chinese national identification number: 22010219660804333X
- Date of birth: 4 August 1966
- Description:

Dandong Yongxinghe s shareholder

Dandong Union’s shareholder

Hong Kong Max Moon Trading Co., Ltd."s director

4. M. Li Hongri (Chinese: 4] H)
- Also known as Li Hong R1
- Chinese national identification number: 22242619640705113X
- Date of birth: 5 July 1964
- Description:
Dandong Yongxinghe's shareholder
Sunny’s director
Dandong Yongtong Trading Co.. Ltd."s director
Xiuhua International Company Limuted’s director and shareholder

O 0 00
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STRICLY CONFIDENTIAL"

Annex 36

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL*

Annex 37

*The annex has not been reproduced in the present document because it is strictly confidential.
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STRICTLY CONFIDENTIAL"

Annex 38

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL*

Annex 39

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL~

Annex 40

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL"

Annex 41

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL"™
Annex 42

*The annex has not been reproduced in the present document because it 1s strictly confidential.

16-00683 133/295



S/2016/157

STRICTLY CONFIDENTIAL"

Annex 43

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL~

Annex 44

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 45 : Rungrado General Trading Corporation

Name: Korea Rungrado General Trading Corporation

Alternate name(s): Rungrado Trading Corporation. Korea Rungrado Jonsong Trading Company
Address: Pothonggang District, Pvongyang. DPR Korea

Telephone: 850-2-18111-3818022

Fax: 850-2-3814507

Email address: rrd@co.chesin com

Extract of Foreign Trade of the DPRK (Issue number 3. 2006):
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Annex 46 : Paju and Baengnevong-do Island UAVs flight path

Paju UAV flight path

Democratic People’s

s e BRENt Start and return point:
" ' 37.9977N, 126 5105€

Republicof Korea

Q Planned flight path
¥ Crash site

Baengneyong Do Island UAV flight path

Democratic People’s
& emocratic People’s : Staxt auid ratuch poln:
Republicof Korea 3
37.8624N, 125 9478E

Baengneyong do

-
-----

== Planned flight path
Recorded flight path
¥  Crash site

Source: The Panel.
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Annex 47 : Morrowind website advertising the UV10

WANS UVIBEANLER S ®p
aRRRYe:
YEANTERRURCRRT 1. EXTRAVUSRERNES.

HIMAYE:

FEMARSASMBRARNE LA, BLEANNRRETALEA MONORNER. ETRINEN
EATANSFAREE, TAVIRTNRMNELE ST 00EE - RERT .

e,

PEASNWGCODME T ARLI SMER. ARRXNHE, ARSALE MPNE. NTRRIN. &0
NAFEMRBRELAND, WEHARTREATF.

LSwante.

EAVIRECOFOMKIGR RIS MG EAFLAMANMRGUS, FATURBM 7RI [ W fma
BITRRAES ‘MR SARNANNREITTENARL,

ERVARERT CAFIRNERER T

R—NAAUE RRRAILEL WML, Lo FRBHIUEURTE. SHESQETR0 LS
RE, A TRIENER,

g AW SNANCDE COUMMBWR g0 rtm |
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LT TR

Source: www.51thangpai.com.
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STRICTLY CONFIDENTIAL"

Annex 48

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 49 : Microfly website

Homepage of Microfly’s website

1225 ERTEL T RAAT R

RAET | A

7
MIEROFLY 010-67892400

RTR) FERR pis L AT B

-
RTHO L EHIEA e b
LW N THRAN ML PR UVNEARET RS S T UV ATARRL L RENe RHETRACRR NN L
AR B EEAF RN, AL N LTS #Mbicuthel VNIREILRRA N AR 2 AR
THAWG L TEINOL THNRAE THRRNE

Page of Microfly’s website featuring the UV10

120002018 AREE eI REAGRAY
7 RART | mASR
MICROFLY 010-67892400

A

Source: http://www.microfly.com.cn.
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Annex 50 : Engine manufacturer invoice to Maikaifei

Invoice / Faktura 201300054

I i /AT v 2592013
Do v sayeren / Datn sy’ 259.2013
VAT e Distem ot S ATRRWT) Y 2502013

Customer / Odbératel.

MAIKAIFEI Engineering & Technology
(HongKong) Co,. Ltd

Room 517, Qing Run Building,
Ching Ho Estate, Sheung Shul.

999077 New Territories, Hongkong

China

The exporter of e products covered by this document declarss that where otherwise cleary indicated these products are
of Czech Republic proforential ongin. CI°

el ~u Quenny A e Mrce Bxt VAT var M Tow
/ Raes G0 s Ml 1 O 28 o0 1O Oz O /0P /s coaer
ROTO 35FS L1 530,00 318000 0% 0,00 318000
ROTO 50v2 2Fc 545,00 108000 0% .00 108000
ROTO rova 1Fo 555,00 95600 0% 0.00 85500
Propetiar ol jg 1P 12,00 1720 0% 000 1200
SSA for ROTO 50 2Pc 58,00 1" 0% .0 11500
SSA for ROTO 70 1P 88,00 5800 0% 0,00 5500
Ar rmake SFc .00 4500 0% 0,00 4500
Svitka NGK M10x1 - spark phug 6Fc 5.00 000 0% 0.00 3000
Gasket 1W0Fc 02 %M 0% o 200
Transport 1 418,00 41000 0% 0.00 41800
Zapaoaan 3OFS - ignaon 4Fc 64,00 2000 0% 000 255 00
Totwai / Coteom. 39 muimj & 760,00 0.00 & 760,00
S (v LA VAT (G2 £ O gy Aoveten Caskmunae 000 USD

0% 0.00 0.0¢ Totl/ Culium: 578000 USD

Fald sdeaienent / Wvazend sbohs 533800 usD

T be pd / Dy v ot 42200 USD
lasued by / Vysteal: Page/Stana tof/z 1

Ao A JBRD e ewncd

Source: The Panel.
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Annex 51 : Hong Kong company registration result for Maikaifei and correspondence
from the Hong Kong Housing Authority

A0 (CR
o oes S oo

[ Search [ Product w | Shopping | About e-Search v | Logout |

Welcome! System Clock: 11-SEP-2015 01:56:23 GM'T + (800

=11

Company Name Search

Attention:

Pursuant to section HXX2)c) of the Companies Ordinance (Chapter 622, Laws of Heng Keng), registration of a company name
which is identical to @ name on the hist of old compuny names @t name_list_section 1002)c).pdf will NO'T be approved except
with the consent of the Registrur of Companies. To complete the secrch on company mames, please also check the intended mame
against the list

Your Search: LEFT PARTIAL match with MAIKAIFEI ENGINEERING & TECHNOLOGY (HONGKONG) CO,, L1D.

Search Language: English

NO MATCHING RECORD FOUND FOR THE SEARCH INFORMATION INPUT!

Source: The Hong Kong company registration records database available from
http://icris.cr.gov.hk/csci.
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0600

EHXAEREART
Hong Kong Housing Authority

AR - HD3-4/DTMO(NTHI1)1-65/3 [ SCEE 2 2677 9009
Our Ref Fax
Arcktietl ¢ S/AC.49/2015/PE/OC.116 55 ¢ 2677 2002
Your Ref Tel

FIH] ¢

Date : 5 June 2015

Mr. Hugh Griffiths,

Coordinator of the Panel of Experts established,
pursuant to Security Council Resolution 1874(2009),
United Nations Security Council,
Headquarter-Sicge, New York NY 10017

(email: furukawa@un.org)

Dear Mr. Griffiths,

Provision of Information
on MAIKAIFEI Engincering & Technology (HongKong) Co., Ltd.

I refer to your facsimile dated 22™ May, 2015 requesting provision of information
regarding the address of ‘Room 517, Qing Run Building, Ching Ho Estate, Sheung Shui, New
Territories, Hong Kong, China’. Since there is no such *Qing Run Building’, I regret to inform

you that the aforesaid address is not a valid address in Ching Ho Estate.

~AJ

(YEUNG Chi-keung)
Acting Housing Manager
District Tenancy Management Office (North1)
Housing Department

RESLAEEARSREER(—) Housing Department North District Tenancy Management Office (1)
FRLARFBEBIBLTI07H No. 107, G/F., Tin Yee Houss, Tin Png Estate, Sheung Shui, N.T,

Source: The Panel.
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Annex 52 : Aliases used by Mr. E Chengwen

Information obtained by the Panel shows that Mr. E Chengwen has used aliases when dealing
with foreign companies.

The document mn figure 1 proves that an individual named “Mr. Chengwen Able” brokered the
deal of 10 autopilots MP2028 for RedChina Geosystems. The email address used by this
individual for this communication 1s albert aircam@vahoo com cn. The document i figure 2
shows that the same email address was used by Mr. E Chengwen from Maikaifei. According to
information obtamned by the Panel, Mr. E Chengwen also used the following aliases:
“Chengwen”, “Cheng Wen™. “E Cheng Wen™. “Able E”, “Able Chengwen™ and “Able Cheng

Eigure 1 “Chengwen Able” using the email address albert aircam@vahoo com.cn

FIF D3

Task Detar

v Task |sformation
Aszigmes Jo
Sebjert
Oue Date

* Emmailz asked if he has heard anyhting from his client

Tt | Delete | Croate Folow-tp Task | Cronte Tolowo Frent

Emat 35403 If i NS haard armming from nis cliem
25052011

(8

From

Ta: Chengwen Adle<;
Recewed at 200052011 4.90.56 PU
H Ao

Hops TIngs & goed Just wendenng £you have heard Tam your client>
Ao et 3y prosieenc, 15 Ihere ImEvng can da 10 helb?

10U NEET 3Ny B53ISTANCE. PRI 30 HOLNEIILIL 13 COMAL Me

R Lapout Hetp o s Page

Balted o Fled 41020105 NP8
teme  AbigWing
Tree  Emak

Source: The Panel.
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Figure 2: E Chengwen using the email address albert aircam@vahoo com cn

Chengwen Able (albert avcam@yahoo. com cn)
ROTO 35FS

Here 1s my company information
Company Name

MAIKAIFEI Engmneering & Technology (HongKong) Co,. Ltd
Address

Room 517, Qing Run Building, Ching Ho Estate, Sheung
Shui,

New Territories,Hongkong, China

Phone: +86 0150-1008-2330

ZipCode 999077

When shipping me the engines please use the follow recipients
who 1s a secretary see after receive products

Recipients Fu Hong

Recipients Phone Number: 00852 67022125

Best Regards'

E Chengwen

Chief Engineer

hone: +86 0138-1068-1469

Source: The Panel.
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Annex 54 : Import agency authorization agreement between the consignee and Microfly

Import agency authorization agreement
Agreement number: 2013HXI/070US/C

Client (Party A): | Agent (Party B): |
Beijing Maikaifei Engineering & Technology Co., Ltd.

Address: First level, No. 12, Shuangyang St.,
Yizhuang, Beijing
Post code: 100176

Telephone: 13910182382
Fax:

Bank information:
Account-holding bank:
Account name:
Account number:

[Partial impression of Beijing Maikaifei Engineering & Technology Co., Ltd. company seal]
For details of product names and valuations, see the Foreign-Trade Contract signed between

Party B and (Contract number: 2013HXI/110SP/C, hereafter
abbreviated as “the Contract”)
I. Duties and responsibilities: Engine manufacturer

A. Party A:

1. Obligations to Party B voluntarily assumed by Party A under the Contract include
but are not limited to the following. Party A assumes responsibility for providing
Party B with signed and verified inventories (in bilingual Chinese and English text)
of goods contracted for import; guarantees compliance with the Customs Law of
the People’s Republic of China and relevant national laws; and also guarantees
that the product names, quantities and prices of the goods actually imported
match those [appearing in] the Contract as well as in the declared invoices and
packing lists, and assumes full responsibility in case of failure to do so.

2. If needed, [Party A shall] provide Party B and relevant Government organs
(including the relevant Customs and State organs etc.) with the necessary
product descriptions and technical explanations of goods imported, and accept
final Customs identification [of same].

3. Party A assumes responsibility for paying contract payments and taxes (first
calculated according to that day’s exchange rate, with refund for overpayment or
supplemental payment for deficiency in the actual payment) into Party B’s
account, within two days prior to outgoing payment by Party B, and also
exclusively for handling bank fees. Consignee service charges (1.5 per cent of the
contract payment, with RMB ¥1000 to be assessed for amounts below RMB
¥1000) to be paid [by Party B] before Party B settles the account with Party A. If
payment is not made on time, [Party A] assumes all responsibility for all liabilities
and losses sustained by Party B as a result; Party B retains ownership rights to
the goods [involved] and may also take control of them.

4. |Iftrans-shipment is required after Party A takes delivery of the goods, it may
make its own arrangements [in that regard], and may also authorize Party B to
do so; Party A assumes responsibility for associated shipping-insurance costs and
service fees. Party A is [also] responsible for international shipping insurance.

16-00683
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5. Inthe event of a foreign claim, Party A must provide Party B with the claim-
compensation demand in writing and the commodity inspection certificate
within the claim or warranty period specified by the Contract; furthermore it
must come to an agreement with Party B on a claim-payment programme and
assume responsibility for the associated costs, or be deemed to have abandoned
its right to the claim.

6. After Party B has concluded and signed the Contract, Party A assumes
responsibility for pecuniary losses resulting from amendment to or cancellation
of the Contract by Party A.

7. Party A assumes responsibility for all costs incurred by reason of delayed
declaration, delayed tax payment, or warehousing on its part.

8. Party A concludes and signs after-sales services agreements on its own. Party B
assumes no responsibility for after-sales service.

9. Party A is responsible for confirming product specifications, examination of
goods and domestic shipping. If a third party raises any objection to a product,
Party A is solely responsible.

10. Party B is authorized by Party A to act as import agent on its behalf. Party Ais
solely responsible for dealing with all conflicts with third parties arising as a
result of actions by Party A, or by reason of the goods themselves; Party B is
entirely exempt from any liability.

[Partial impression of Beijing Maikaifei Engineering & Technology Co., Ltd. company seal]

B. PartyB:

1. Following conclusion and signing of the Agreement, Party B assumes
responsibility for concluding and signing import foreign-trade contracts with
foreign parties, as well as foreign payments, within the scope authorized by Party
A

2. If Party Arequests changes in the content of the Contract during the period of
validity of the Contract, Party B shall make written representations to foreign
parties based on the written changes in the Contract provided by Party A;
responsibility for any fees arising from such negotiations must be assumed by
Party A. If Party A requests termination of the Contract, Party A must assume
responsibility for all consequent pecuniary losses, including pecuniary claims
made by foreign merchants arising from non-performance of the Contract.

3. Party B shall assist Party A in handling Customs clearance for goods imported.

4. Following the completion of foreign-payment and customs-declaration
procedures, Party B shall submit the clearing list to Party A, and shall draw up the
value-added tax invoice.

The clearing list should include agency fees and other costs necessitated by the
import process: for example, import-permit application fees, Customs clearance
fees, commodity inspection fees, shipping costs (including international and
domestic shipping costs), along with all taxes arising in connection with
performance of the Contract.

5. When foreign claims are presented (within the claim-compensation or warranty
periods), they shall be handled in accordance with the claim-compensation
demand in writing and the commodity inspection certificate provided by Party A
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along with the foreign-claims procedure mutually agreed by the two parties;
[associated] fees are the responsibility of Party A.

If repairs are required after the goods have been imported, Party B shall
undertake the necessary repairs in cooperation with Party A; [associated] fees
are the responsibility of Party A.

Il. Other agreed matters:

1.

Party A:

After each imported-goods manifest submitted by Party A has been signed by
both Parties, each Party shall retain a copy, which shall be considered an integral
part of this Agreement. Each transaction automatically takes effect upon the
signing of the imported-goods manifest by Parties A and B and the receipt by
Party B of pre-payment for goods by Party A, and automatically concludes upon
receipt by Party A of goods and the value-added tax invoice.

Following the signing of this Agreement, both Parties shall complete and execute
all operations [stipulated in] the Agreement in accordance with the provisions of
the Agreement. Any conflict arising in the course of execution of this Agreement
shall be settled by the two Parties through negotiation; if agreement cannot be
reached through negotiation, either party may apply to the Economic Contract
Arbitration Board of the Beijing Municipal Administration Bureau for Industry
and Commerce for arbitration, or bring suit in Beijing court.

Force majeure: In the event of such force majeure events recognized by Parties
Aand B as war, fire, flood, cyclone or earthquake, the Party encountering force
majeure shall promptly notify the other Party, and provide the corresponding
evidence. Upon receipt of [such] notification, the Parties shall actively discuss
ways to deal with the situation. If the Party encountering force majeure is
unable to fulfil [its obligations under] the Contract, it shall not be held liable for
breach of contract.

If either party wishes to terminate this Agreement, it must obtain the prior
agreement of the other Party; if agreement has not been reached through
mutual consultation, the Party terminating this Agreement shall assume
responsibility for all pecuniary losses entailed for the other Party.

Matters not covered under this Agreement shall be resolved in accordance with
the Provisional Regulations on the Foreign Trade Agency System, promulgated on
29 August 1991 by the Ministry of Foreign Economic Relations and Trade.

The present Agreement is made in duplicate, with a copy to be retained by each
party, and each copy having equivalent legal validity.

Beijing Maikaifei Engineering & Party B:
Technology Co., Ltd.
[Beijing Maikaifei Engineering &
Technology Co., Ltd. company seal]

Representative: Xue Qiang
Date: 4 September 2013
Place: Beijing Place: Beijing

[Officially Translated from Chinese by the United Nations]
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Annex 55 : Payment confirmation associated to the sale of the engine
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Annex 56 : Autopilot manufacturer invoice to RedChina Geosystems

Invoice

Dute Pagu
S 11, 2011 1

Invoice Number
NOOST01

1013 Richen inti Centar
0. 13 NongZhanGuan Nenlu
{ing 10012

ine

Aan g
veury
813A Form 1D
20110700000

. Able Weng
el +260105858518 Export Permi 8

1108061026

Order No.
ORDOOM2TS

Order Date C No. Shp Via
Mar 10 201 RED-CHINA L) uPs

Gy | oy Qy.
Tem Number Description od |swp | 80 uos
A2028 - 10 10 Bl

MP2028g fight control compuier
Senal Numbers
04-02138
402139
04-02140
402141
02142
04-02155
0402170
0402171
04-02178

5 Insudes autopi

drout board 1Mz GPS
reciever only

sHIP 0o 000

Shipoing & Handing

Does rol incloe avy duly
orokerage fees or taxes.
associated wi the
mportation of ihese goods.
These expecses am the
ouwiom ey resp onsbiity

PREPAY

Urit Price Extarded Price

04-02176 is the serial
number of the autopilot
retrieved in the

Baengneyong-do Island
UAV

Subtetal

asTy 0.00 Total sabes tax 0.00

Tolw amount
Less payment 40,355 40
Lass pot, dise 0.00

Amount dueUSD 0.00

Source: The Panel.
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Annex 57 : End-use statement provided by RedChina Geosystems

ORCG

RedChina Geosystems Group

RedChina Geosystems(
IEFTHHRE R RIERRE EfFEP 1013 B4 100125
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Description of goods:

Part No. Description Quantity | Unit Value Total Value

MP1028g Flight control computer (autopilot) 10 $2,250 CAD $ 22,500 CAD

MP2028g Flight control computer (autopilot) 20 $8,2560 CAD $165,000 CAD

MP2128g Flight contral computer (autopilot) 10 $9,000 CAD $ 90,000 CAD

MP2128heli Flight control computer (autopilot) — enabled for | 10 $12,000 CAD $ 120,000 CAD
helicopter control

MP2128-LRC Integrated Flight control computer (autopilot) 6 $12,600 CAD $ 75,600 CAD

MP2128heli-LRC Integrated Flight control computer (autopilot) - | 6 $15,600 CAD $ 93,600 CAD
enabled for helicopter control

Updates Software updates downloaded from the | 60 $75 CAD $ 4,500 CAD

MicroPilot customer support website for
MicroPilot autopilots, Horizon ground control
software, Xtender system developer kit and

trueHWIL simulator..

Repair/Replacement

MP 1028, MP 2028, MP 2128, MP 2128 Heli to | 15 $3,750 CAD $ 56,250 CAD
cover warranty or non-warranty repair work or

replacement

Repair/Replacement | MP 2128 LRC, MP 2128 Heli LRC to cover | 15 $5,400 CAD $ 81,000 CAD
Integrated autopilots | warranty or non-warranty repair work or

replacement
MP2128 3x Triple Redundancy Flight control computer | 2 $37.500 CAD $ 75,000 CAD

(autopilot) - enabled for helicopter control

Specific end-use of goods:

RedChina Geosystems (Beyjing) Co. Ltd is a private holding company. which is not affiliated with any

other companies

This project, in which autopilots are used, is for the civil mapping

As an m-development country, China has huge requirement of updating its map for city construction

RedChia Geosystems (Beyjing) Co..Ltd will develop a mapping UAV. on which autopilots

are nsed, to rapidly get remote sensing pictures for the mapping department autopilot has

reliable performance of control UAV. RedChina Geosystems (Beijing) Co..Ltd will choose it to control

its mapping UAV. The UAV is a electrical powered hand launch UAV. The UAV will equip a

card camera as its payload Lo capture remole sensing pictures. The UAV can be operaled

by mapping professional operators. The UAV can fly upto 45 minutes to capture about 10 square

FREREIRER (R BRAR
RedChina Geosystems(Beijing) Co., Ltd.
ERTEER KRR 13 SHRERSD 10132 4% 100125
H13%: +86 1065858516 f5H: +86 10 65858526
Ra4E: wwwiLiDAR.com

16-00683
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Kilometer pictures.

The specification of the LAV is as follow:

Weight: 2.5Kg

Dimension:  Length:950mm.  Wing span: [600mm.  Height:445mmm
Endurance: 45 minutes

Range: |0km

Flight Altitude; 300 ta 1000 meter AGL

Cruise Speed: 35 10 60 kindh

Payload: RICOH Caplio GX 100 digital card camera

Propulsion: Electrical

Certifications and assurances:
s  The above goods will be used only by the end-user.
o The above goods will not be diverted 1o another destination, trans-shipped or re-exporied.
e The above goods will only be re-exported by the end user in accordance with the export control
laws of the country of final destination.
e The products will not be used 10 develop or produce nuclear, chemical and biological weapons or

their delivery svstems.

Authorized Signature:

/]

Vf‘;; jﬁ’ IZI/ -‘/

’ §
Sighature

Chen Sicong

Print Namge

Manager.

Title ! Position

January 25. 2011

Drate

FREENREAR (kR) BRAF
RedChina Geosystems(Beijing) Co., Ltd.
IERTHER KRR 13 SHRERHC 10132 @45 100125
BiE: +86 1065858516 f5E: +86 10 65858526
PdtE: www.iLiDAR.com

Source: The Panel.
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Annex 58 : Extract of Microfly correspondence to the Panel
Microfly email to the Panel of 20 November 2015

Sir,

[--:]

Mr. E Chengwen 1s a staff member of our company. who uses Able as his English name when
corresponding electronically with foreign enterprises (including Micropilot Co.).

Owing to the differences between Chinese and Western given names. foreign enterprises may
have addressed him as Able E, Able Chengwen or Able Cheng Wen when contacting him; out of
courtesy, Mr. E Chengwen did not try to correct this,

[.-]

When RedChina Geosystems was planning to purchase flight controllers. our company
recommended Micropilot Co. to them, and helped them to contact Micropilot Co. Thereafter,
our company and Mr. E Chengwen had no further dealings [with RedChina Geosystems],
including but not limited to signing end-user statements, making payments for goods, or taking
delivery of consignments.

[...]

In our previous letter to you, we noted our suspicion that someone was manufacturing knockoff
UV10 drones; we have subsequently seen, via the news media, negative stonies of [the existence
of] drones closely resembling the UV'10 in appearance outside of China. For the foregoing
reasons, therefore. we have decided to halt the production and sale of UV10 drones. and have
accordingly removed all related material from our website.

[-.-]

UV10 drones have not been sold to customers with military backgrounds.

To protect our customers’ privacy. please pardon our inability directly to provide vou with the
names and contact information of customers to whom we have sold UV10 drones since June
2009. We are, nonetheless, willing to cooperate actively with you in your work. We therefore
advise you to contact the relevant departmental authorities in our country’s Government; our
company will be very happy to provide those authorities with the information you seek, based on
the relevant Chinese laws and in accordance with the requirements of the relevant departmental
authorities of the Chinese Government.

At present, we can [only] provide you with the information that RedChina Geosystems was
[1ndeed] one of the purchasers of UV10 drones.

Naturally, the reason we mention RedChina Geosystems here 1s only because it was already
mentioned in your letter to us; this represents no determination or conjecture on our part.

Beijing Maikaife: Engineering and Technology Co., Ltd.

Microfly email to the Panel of 08 January 2016

Hello.
We believe the following information may be helpful to you.
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When RedChina Geosystems purchased UV10 umanned aenal vehicles [drones] from us, they
made a special request that the drone flight controllers should be supplied by them.

In the light of that request, when we produced UV10 drones paid for by RedChina Geosystems,
we nstalled the MP2028g flight-controller circuit boards supplied to us by RedChina
Geosystems 1n all those drones.

We did not record the serial numbers of those controllers.

Beijing Microfly Engineering Technology Co.. Ltd.

Official translation from the United Nations

Source: The Panel.
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Annex 59 : Trancomm website advertising the SKY-09P
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STRICTLY CONFIDENTIAL*
Annex 60

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 61 : Case summary, documentation on HK Conie and Mr. Wang

In February 2013, the United Kingdom informed the Panel about an attempt by smocratic
People’s Republic of Korea to procure “sanctioned goods™ from its manufacturer. The UK stated
that the goods included miniaturized optical equipment which could be used in UAVs.

The Panel undertook a visit to the United Kingdom. The manufacturer noted that its main clients
for these particular items were major world militaries and defence manufacturers. According to
the company’s information and through its mvestigation into the characteristics of the items, the
Panel assessed that they are mainly used in military applications.

According to the United Kingdom customs. the company which attempted to procure the
equipment did so through intermediaries based on the mainland and registered in Hong Kong
before onward shipment to the Democratic People’s Republic of Korea. ' The report described
the company as “a mulitary logistics company specialising in the procurement of parts for
unmanned aerial and undersea vehicles.”

Dewen Wang was listed as the Director of HK Conie Technology. oniginally registered in the
British Virgin Islands before registering in Hong Kong in 2014. In correspondence relating to the
procurement attempt, Mr. Wang stated that his company had an “R&D office”™ in China. (see
figures 1.2.3.4)

Correspondence records and the export licence application showed that the person who
attempted to procure the goods was Richard Wang (Dewen Wang in Chinese). The Panel
identified HK Conie’s trade relationship with a company called Korean Pioneer Technology
Company Ltd, which reportedly used the alias Korea 21 Trading Company (annex 50, 51).

Documentation shows that HK Conie invited representatives of Korean Pioneer to China shortly
after submussion of the export licence. This further demonstrates the linkage between HK Conie
and Pioneer. HK Conie also mamtained an account in a Pyongyang bank which a made a large
transfer order in United States dollars to a Democratic People’s Republic of Korea national
(annex 51).

In response to the Panel’s inquiry. an unsigned letter was sent from the HK Conie email address
on 2 January 2016. The author denied involvement in any attempt to procure military grade
sensors, but acknowledged that he had a business relationship with (Korea) 21 company (annex
51). The Panel concludes this was an attempted procurement of military grade goods forusemna
UAYV program by individuals acting on behalf of the Democratic People’s Republic of Korea for
their UAV program and 1s continuing its imvestigation.

" The optical equipment procured by Member States for use in technologically advanced UAVs for military
purposes.
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Figurel: National Identity Card of Dewen Wang / Richard Wang

L
y
-

Source: The Panel.

Figure 2: Email from Richard Wang on behalf of HK Conie to UK Manufacturer

From: RICHARD WANG [mailto:conie888@126.com]
Sent: 10 February 2014 09:59

To
Dear Mr.

Subject: INQUIRY
Nice to have a new contact with u.
Here send u my inquiry for ule.

Would u pls send me quotation and detail datasheet?
Thanks and best regargs.
Wang, HK CONIE technology Co.,Ltd.

Source: The Panel.
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Figure 3: Email from Richard Wang to UK manufacturer regarding HK Conie

Dear Mr.

Nice to get news from u,

My company name is HK CONIE TECHNOLOGY CO.,LTD ,currently have no website and R&D
office located in shenyang,Liaonig China.

My company is IT development and marketing company many years involved in developing
industry automation products including day and night plant field surveiliance and accident
preventing

We have many customers and once we complete new{jjjjJsystem the further market is
rather good :

Recently we have come to know that [[JJJllis a big revolution for day/night surveiliance with
lower cost than IR theraml imaging and also u are professional maker of (R

| hope u can surpport in good touch further for em ccd products and closely co operate each
other.

/Andcan uletme know-'s for surveillance or sientific?

What information do u need for future promotion?

Lookoing forward yr early reply.
Thanks.

Hello Richard,

| hear you have been calling the office for me.
| have been traveling and have inconsistent access to the internet, so | apologies for the delay.

Can you give me some feedback on your company, Web address etc.
Also who and where is this end user, and what are their application.

These items are export controlled and we will need to make an export licence application, its best to
know if it’s worth the effort before we get to involved.

Export licence takes Approx. 6 weeks to get once we file all the details.

Source: The Panel.
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Figure 4: Hong Kong Company registry records of Mr. Dewen Wang's companies
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Source: The Hong Kong companies registry database.
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Annex 62 : UK Export Licence End User Undertaking (EUU) and Annex

EUU FORM

SECTION 1 - PARTIES

(a) Name of UK Licenseo ' (b) Licensee's Roference * '
7
m i
() Name of Consignee * " | {d) Consignee's Address
|
§‘ | H Y { ROOM NO 309 CHUANGFU CENTER
| SIH STREET OF XINGSHUN AVENUE
SHENYANG CITY L AONING, CHINA

»(Af) End-User's Address

(g) Is the End user the armed forces or (h) Specific location where goods will be

internal security forces of the | used or basod (If known) and If different
| country ?° from (f) *
| Please DELETE an option ﬂmm&_&m
| Yos | No
| ‘ (SAME WITH THE ABOVE CLARIFIED

SECTION 2 - GOODS

(a) Quantity of (b) Description of the Goods ~

Goods (for consumable goads, include length of time supplies are expected to
Last)

A curgentLy NEED ANALOG OUTPU T [ o=
SAMPLE STAGE,
IETHE TEST USE IS OX CONIE WILL LAST PURCHASING MORE
QIY FOR FURTHER MANY YEARS ACCORDING TO THE
CUSTOMER'S DEMAND

(if you need to use continuation sheets, cach must carry the licensee’s referonce, and

| must be signed and dated by the same person who signs this form.)

LA (Ravined by 2012) Pt 4 of Dheegrvod tyy Capnt Corarl Onganaanon 55
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SECTION 3 - END-USE OF THE GOODS

'Mwuulwelemktm&oouamhhuwn”&
user (including, f spplicable, whers the goods are being Incorporated) *

SECTION 4 - END-USER UNDERTAKING * (to be completed by the person or body named in 1(e)
and 1(1)

Wae - the person or body named al 1(e) and 1(f) — certfy that we are the end-user of the goods

shall use the goods for the purposes describad in Secton 3; that the goods will not be used for any
purpose connected with chemical, biologcal or nuclear weapons, or missies capable of delvering such
weapons, that thay will N0t De r0-xPOred of dtharwise re-sold or transformed If 1t is known or suspected
that they are intended or kkely to be used for such purposes: that the goods will not be re-exported or
otherwise re-sold or ransferred 10 a destination subject 1o UN, EU or OSCE embargo where that act
would be in breach of the terms of that embargo ; and that the goods, or any rephica of them, will not be

lmanmynmﬁrmmm cycle ',
| Sign Here Date 201439

| Role _vice presenT o IR
(Add Job Tithe of Signistory in Capitals)
toe
] Inchades resenech on of Sevelopman!, dasige. manfecture, ConinEton, NG o minstererco of any muconr
oapionive device of por of submyss of such o dovice.
" oh On of Sovek | desige, marsfacturn corsinecton opereson or maldenance of any reackr,

Mw mmwm TROrOCatting PR DIant 10r T Saparation of MRopes of SOUrce of
spockal fasonabic matorad, or separate storage Inatalistion where here 3 NO Coigation 10 accept ACA sofeguands of
e redeverd lacily or Fotalisbon exatog of hture. whon £ CONaINg #ny SUW0e of pecwl fnscratie Mmatensl. or of
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described in Section 2, which are 10 be supplied by the licensee named in 1(a). We further certly that we

Source: The Panel.
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Annex 63 : Extracts of Panel correspondence with Mr. Wang/HK Conie

United Nations @ Nations Unies

KEADQUARTERS ~ aiROR NEW YORKE, NY 10017
TEL D #1202 965 1058 « PAX. =1 212 963 2010

UniTeo Navtions SeEcunriTty CounciiL PaneL oF EXFPERTS ECSTABLIGHED
PURSUANT TO mE30LUTION 1874 (20090)

rerenEnce: S/AC492015/PE/OC.699
YOUR REFERENCE

22 October 2015

Dear Mr. Wang,

1 am wniting to you with regard to efforts of the Panel of Experts established by
United Nations Security Council resolution 1874 (2009) adopted under Chapter VII of
the UN Charter, to gather. examine and analyse information regarding the
implementation of the measures imposed in relation to the Democratic People s Republic
of Korea (DPRK) by Secunty Council resolutions 1718 (2006). 1874 (2009). 2087 (2013)
and 2094 (2013), in particular mcidents of non-compliance.

The Panel wishes to follow up on its correspondence of 1 October 2015 (reference
number S/AC 40/2015/PE/OC 488: see annex 1), The Panel noted your comments
relating to a falsified end user statement subnutted by vour company as part of an export
licence apphication pertaining to 2 [l used in Unmanned Aenal Vehicles (UAVs)
(see annex 2) and sought clanfication concermning your business relationships with DPRK
nationals and individuals. The Panel requested a reply within two weeks of the date of
this letter, but has yet to receive a response. The Panel kindly reiterates its request for this
information as it intends to utilize this information for its upconung Final Report and for
1ts records.

In addition to our previous inquines the Panel has gathered additional
mformation and requests your assistance in obtaining the following information:

e The names, dates of birth and passport numbers of all DPRK nationals

working for the Korean Pioneer Technology Company that HK Conie
Technology has engaged wath.

e The names, daaofbum.passpmmbusmdmactdmﬂsot‘an
mdividuals working for or on behalf of the Korea 21 Trading Compan
for whom HK Come Technology has procured and supphed goods to.

Mr. Dewen Wang

HK Conie Technology Co. Ltd.
Email: Conie888@126.com
Fax: ++86 2425483266
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To: Panel of Experts established pursuant to Security Council Resolution
1874 (2009)
Attn: Mr. Hugh Griffiths, Coordinator

Date: 2015-9-8

Dear Mr.Hugh Griffths.
How are you?
Itis really a great honor to have an opportunity of mailing with you, the important
coordinator of UN security council. and think it thankful that you have sent me a
letter of kindly requesting some explanations and co operation.
Just today, | have got the chance to see your letter and reply.

Sorry for my late reply and for the fact that | disturbed and made u doubtful
thought it is unintentional or not.
| have received and read a letter from the Panel and were much knocked on
reading that | tried to submit the UK license for purchasing the product with
military application.
And zlso feel pity that because of my unsatisfactory documentation brought some
confusions and doubts.
Frankly speaking it was the first time for me to fill in that kind of EUU document
and still I have no clear idea of such documentation.

| only followed the seller’s requirement for further promotion of the business.

166/295

16-00683



S/2016/157

16-00683

At that time, maybe beginning of last year ,as a lucrative business project ,| was

planning to develop a new model of_~hich can be widely used for

day and night time security surveillance because | found that the market of
security-Nas still very big and the demand of the customers is
growing by the time goes by.

The most important point was to develop high specs of the product with the
lowest budget.

While consulting which kind of_suitable and how can we develop
the product at the lowest cost, one of my partner engineers who mainly deals
automation products recommended me to use individual camera module, lens

and rotating stand and compose the product ,not whole set o- in

order to save budget. His advice was reasonable.

For many days | searched several kinds o- from several makers for
outdoor surveillance and among them there was also UK'- series which
looked rather reliable for outdoor use and support many kinds of signal output.

But there was no mentioning of military use and said only it is for scientific and
surveillance.

And since then | began to contact with the several makers, sent and received the
lists of prices and questions.
But to my failure the price from UK company was very expensive than what we
expected and the method of use was also complicated.

Other specifications such as resolutions was also lower when comparing with the

recently introduced _hich are available on normal

167/295



S/2016/157

168/295

.....co v o

Chinese electronic market.

The budget of using this module together with separately purchaslng-

After receiving the final quotations from different makers o- | made
a decision not to use that expensive one,
| really forgot all of this thing since so long time has past.

When | received the form of EUU from the maker | really and only tried to fill in
actual contents, but it was really first time for me to make such kind of document
and that is why ,| think, it could not satisfy the requirement of relative organ.

Of course when | prepare the document | used a big company’s name and details
which was on their website thinking that small company can not be the end user,

and it was really incorrect .It was really my fault and | deeply apologies to-

and you. | was only seeking my favor and commercial interest.

But after | compared the price with other normal cheaper- and
received the mail from the seller that my documentation did not passed, | just
gave up and did not contact the seller anymore.
| felt the price was expensive and the purchasing course was rather complicated.
When considering it is only 1Megapixel resolution of -ra sensor module,
| could not understand why this product is so expensive and why should the
customer pass such documentation,

And how could | think this sma- can be used for military purpose by

the countries under UN sanctions?

At the time of the first contact ,if the seller taught me such conception | surely
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would not have tried to receive the price and prepare document.
| only thought using big company’s name can easily prevail the seller and easily
can receive price and promote the business course.

All were only my faults and there was no other bad attempt or purpose and u
know zctual selling and buying were not executed.
| would be grateful if u read this letter with deep understanding and hope you
have clear and full image of all the circumstances at that time.
| really do not wish harm the others and disturb you any more because of my
mistake and what | now can guarantee is that really there was not such serious
and bad attempt as you supposed.

And at the same time | assure you and the panel that from now on | will be
careful not to make you doubtful, confused and violate the resolution of the
security council while doing my business. This time is really a gnod experience to
me.

Hope your good health and the success of your responsible business.
Again beg your deep understanding to this small businessman. Thanks.

Yours sincerely. Wang.
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Annex 64 : Reply

Dear sir.

| send u thisletter in response to yr letter which requested me to mention the following points on which your
doubtisfocused.

. You knowingly falsified documentation relating to the purchase of UK manufactured strategic goods,
namely [JJfused in sophisticated military uAvs.

In the first letter of the beginning of Sept, | have already explained in detail about the purpose and the
course of my falsification of end user statement and expressed my apologizing mind.

It was onli for seirnhinifh.ﬁ.‘.m -Vhich can be conveniently used for second development of

ot for procurement of military use productas udoubt.

. You attempted to procure the UAV- on behalf of a DPRK military logistics technology
company that specialises in the acquisition of components for UAV and unmanned undersea vehicles.

No,| didn't attempt to buy Il r military use on be half of any 3™ party.
I really don’t know what kind of Il military use . Your comment is literally an exaggeration.

No one asked me to supply_such productand, as u insist ,when considering that NN ilitary
one what about the other _/hich is widely available in normal Chinese electronic
markets? Are they all for military use?

| again assure u that my inquiry has no relation with military conception_and no one pushed me to do it.

Why dg not u believe my words and where is the evidence that D.P.R.K company or individual asked me
to supply_ accordingly attempted to get it? How can u define that the fact is so.

And u can see ﬂ),a_t-sodule was not actually procured by me or othersrelated and for nearly two
yearssince then | completely forgot about it.

Would u pls kindly tell me which is military one or_not, so that | can note in my future businesses?
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.Your company HK Conie employs or is represented by DPRK nationals or individuals who act on
behalf of your company.

| have never employed individuals from D.P.R K and only had some normal businesses with them for
about two years and there were not so many contracts and transactions of big volume of amount.,

And clearly speaking, | know entities from D.P,.RK sometimes used the name of CONIE when they ask
the price and terms of the products in contact with our Chinese suppliers.

| think it is natural psychology for foreign tradersin China to get direct prices for their maximum interest
because normally the foreigners are quoted higher than native.

And only using my company name when mailing or calling under my allowance ¢an not be regarded
commercial rudeness.

. Your company HK Conie has a bank account in the DPRK.

U know many Chinese companies have their bank accounts in D.P.RK because directremittance is
impossible.

For convenient reception of the payment from D.P R K companies| had ever opened accountin
D.P.RK ,buttwo orthree years ago that bank was closed and also my account was automatically

deleted And since the time | had no big business with them ,at the moment | have no accountin D.P.RK.

. Your company HK Conie has established trade and business relationships with DPRK entities named
Korean Pioneer Technology Company and Korea 21 Trading Company.

As | mentioned in the last mail | don’t deny that in the past | had some business relationship with 21
company and not sure whether the name was changed to Pioneer or Pioneer is an_other company’s

name. And | also gave uthe names of two entities from that company and the items of the products |
did with them.

U know many Chinese companies are making business with many D.P.R.K companies. for commercial
purpose through normal opened route under the inspection of the customs office.

My relationship_with them was only normal trading for normal products such as construction materials,
computer accessories electronic products and other civil commodities and there was no violation
against my country’s law or UN resolutions. Invoice, packing lists and payment records, as | told u before
because since then over five years has past, are not keptin my hand at the moment.
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For many years | have no business contact with them and will not in future.

Iam sure that company is normal money making one whichis selling popular commodities in their
homeland market, not specialized one for obtaining military components. Though somebody asked me
to provide such products how can | do it and survive till now with the history of crimes? And how can
such dangerous goods pass the inspection of our customs office?

And concerning with your words going that you will publish _my relationship with D.P.R.K company |
would like to ask u if | had built an illegal trade relationship or smuggled with them before or violated

our law and UN resolutions? Upon violation against our law, if there was, | will _take full responsibility as
one of the citizens of PRC. Could u please tell me what is wrong with me while doing business with them?

Dear sir.

Unless there is a clear evidence of attempt or actual delivery for military purpose by D.P.R.K company
or related Chinese company | kindly recommend u to give deep consideration to this case .

I think if u conclude my company and those two D.P.R.K companies and individuals attempted to
procure the productfor military purpose it is really unreasonable and their normal reputation will
polluted bythe “truth” of no clear evidence.

What is clear is that everyone has a rights to be fairly commented as much as what he actually did.

I really wish you to give fair and scientific solution to this case with high responsibility on be_half of
divine UN which represents the interests and the rights of all the states and individuals of the world.
Your correctand fair conclusion will highly be appreciated.

if any other questions please contact me, and any of your requests will_cooperatively be replied.

Best regards.

172/295

16-00683



S/2016/157

Annex 65 : Green Pine invitation letter

- GREEN PINE ASSOCIATION

LETTER OF INVITATION

Date: 19" March 2010
To: Government Garage Center

Att: Col. Woldu G/Yesus

T I ——

We are delighted to issue an official invitation to your delegation
headed by Mr. Tzahaye Mokonen Zerom.

We are planning teo receive your delegation for 1-week period during
April 2010. We hope that your visit would be of great importance in
starung substantial co-operation between two sides.

All of your visa will be prepared at Pyongyang Airport.

We will send necessary information for arranging your flight
schedule.

Sincerely Yours.

Ri Hak Chol ~ Z/ %' %~

President/GPA

W e

ADD: RAKRANG NO. 1 RAKRANG DISTRICT PYONGYANG KOREA

TEL: O008502-18111-8327 E-MAIL: PACESILIBANK.COM
FAX: 008502-38145685 P.B. NO: 2465

Source: The Panel.
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Annex 66 : “Green Pine Association” as an alias of Green Pine Associated Corporation

Green Pine Association’s name in Korean script provided in the letter (figure 1).
“HFH L3 A, 1s the same as and identical to that of the Korean script used for Green Pine
Associated Corporation. In addition, Green Pine Association’s logo “GPA™ is used by Green
Pine Associated Corporation. Close up of the company’s stamp provided in the letter:

GREEN PINE [\SCOCIATED CORP.
Source: The Panel

Korean script of Pine Associated Corporation provided in the 1718 Sanctions List (in
Korean)
KPe.010 GREEN PINE ASSOCIATED CORPORATION

AK.A.: CHO'NGSONG WNITED TRADING COMPANY: CHONGSONG YONHAP:
CH'O'NGSONG YO 'NHAP: CHOSUN CHAWO'N KAEBAL TUJA HOESA: JINDALLAE:
KUMHAERYONG COMPANY LTD: NATURAL RESOURCES DEVELOPMENT AND
INVESTMENT CORPORATION: SAEINGP'IL COMPANY

KOREAN: A4 34
(aka AFLEETY84}L 35FAE 2 ARA AL T4 84},
A, S 534 AUALEFA AL d4Eat)
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Annex 67 : Panel Letter to Eritrea (extracts)

United Nations Nations Unies

HEADQUARTERS » SIEC NEW YORK NY 100!
TEL | =0 212900 4055 « FAX! =1 242 965 2010

UNITED NATIONS SECURITY COUNCIL PANEL OF EXPERTS ESTABLISHED
PURSUANT TO RESOLUTION 1874 (2008)

resrmences SIAC.49/2015/PE/OCB19

YOUR REFERENCE

7 December 2015

Excellency,

I am writing to you with regard to efforts of the Panel of Experts established by
United Nations Security Council resolution 1874 (2009) adopted under Chapeer VI of
the Charter of the United Nations, to gather, examine and analyse information regarding
the implementation of the measnres imposed in relation to the Democratic People’s
Republic of Korea (DPRK) by Security Council resolutions 1718 (2006). 1874 (2009),
2087 (2013) and 2094 (2013), in particular incidents of non-compliance.

The Panel wishes to follow up on its previcus consultation with the Eritrean
Mission to the United Nations in New York conceming its investigation of the reported
provision by the DPRK of military support to Eritrea (for ease of reference, see annexes
1-3 which include the previous correspondence). The Panel is grateful for the cooperation
reczived from your Govemment. In light of the additional information obtained by the
Panel, we wish to ask for further assistance from your Government in obtaining
information as summarized below.

In its previous correspondence, the Panel noted the following reports related to
the DPRK’s possible violations of the resolutions 1718 (2006) and 1874 (2009):

o A May 2011 inspection by an East African Member State of cargo containing
machine tools which may have originated from the DPRK reportedly destined
for an Eritrean Military-related entity, the Eritrean Department of
Governmental Garages ("EDGG”); and

e The 2010 provision of “military and technical suppost™ to Eritrea by a DPRK
entity, the Green Pine Associated Corporation (“Green Pine”). which was
&slgnaed by the 1718 Sanctions Commitiee on 2 May 2012 as the DPRK's
primary arms dealer and main exporter of arms and related materiel, including
military boats (scc annex 4).

His Excellency

Mt Girma Asmerom Tesfay

Permanent Representative of Enitrea
to the United Nations

Fax: (212) 687-3138
Email: general @eritrea-unmission.org

175/295



S/2016/157

In this regard, the Panel obtained additional information concerning these
allegations and confirmed that it is consistent with the aforementioned information.

According to the information, Mr. Hak Chol Ri (Korean: 2| E8), the Green
Pine’s President, sent an official invitation letter dated 19 March 2010 to Colonel Woldu
G/Yesus. EDGG's chuef (see annex 5 for a copy of this letier obtained by the Panel). In
this letter, Mr. Ri officially invited an EDGG's delegation to Pyongvang. stating: “We are
planning to receive your delegation for 1-week period during April 2010. We hope that
your visit would be of great importance in starting substaniial co-operation berween wo
sides.”

The Panel obtained further information to corroborate the aforementioned letter,
which is summarized below:

o The EDGG’s delegation visited Pyongyang. DPRK. from 10 to 17 April 2010
(the delegation included the Eritrean nationals Mr. Abraha Ghebresilassie,
Mr. Aman Mohammednur, Mr. Russom Mahare, and Mr. Russom Ghebru):
and

¢ A DPRK national named Mr. Kwang Rim Kim (Korean: Z} 2 &) (date of
birth 11 July 1978) has been poeted in Eritrea since April 2010 as a
representative of Green Pine (also known as Saeing Pi'l Company).

The Panel notes that in June 2009, the Security Council prohibited any transfer
from the DPRK of all arms and related materiel, as well as technical training, advice,
services or assistance related to the provision, manufacture, maintenance or use of such
arms or materiel.’ The Security Council resolutions require Member States to ensure that
all military cooperation with the DPRK complies fully with the measures imposed by the
resolutions.” Therefore, the Panel wishes to confirm the facts surrounding EDGG's
business dealings with Green Pine.

In its efforts to obtaia credible and verifiable information, the Panel would be
grateful for the following:

¢ Information on the cooperation between Green Pine and EDGG, including:

o Time period as to when the two entities started cooperation, and
confirmation as to whether the cooperation was terminated since May
2012 when Green Pine was designated by the 1718 Committee:

o Explanation as to what activities have heen nndertaken between the
two entities since they started business cooperation (e.g. whether
Green Pine supplied spare parts for military boats or related technical
services or training);

! Paragraph 9 of resolution 1874 (2009)
2 Implementation Assistance Notize No. 5, paragraph 11

176/295

16-00683



S/2016/157

Annex 68 : Eritrea Letter to Panel

12-28-1E; 04 :06PM; ;212 123 4667

sk ) A gal diall Aday)

I PPRPRCIE TG 0 B |
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M) O WRLE TICE  Cn

Permancat Mission of The State of Eritrea
To the United Nations, New York

The Pennanent Mission of Eritrea o the United Nations presents its complimants
to the Panel of Experts established pursunnt to United Natious Sceurity Council
resolution 1874 (2009) and has the honor to refer to the letter of the later with reference
S/AC.49/2015/PE/OC.819 dated 7 Dzcember 2015.

[n this connection, the Permarent Mission would like to inform the Panel the
Expert that Entrea is a0t engaging with persons and/or entities in violation to the UN
Sccurity Council resolution 1718 (2€06) and 1874 (2009) and designations of thereof.

The Penmanent Mission of Eritrea to the United Nations seizes this oppertuniry to
renew 10 the Panel of Experts established pursuant to United Nations Security Council
resolution 1874 (2009)the assurances of its highest consideration.

Panel of Experts establiched

pursuant to United Nations

Security Council resolution 1874 (2009)
New Yorke NY 10017

800 Sccond Avenue 18th Floor New York, NY 10017 « Tel : (212) 687-3390 « Fax : (212) 687-3138
c-mail : general@critrsavunmission.ory:

Sowurce: The Panel

16-00683
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STRICLY CONFIDENTIAL-"
Annex 69

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 70 : Munitions Factory of Namibia and Mansudae’s construcition projects

A. Excerpts from Namibia’s reply to the Panel

REQUEST FOR ADDITIONAL INFORMATION AND OFFER TO
PROVIDE CLARIFICATION OR AND TECHNICAL SUPPORT IN THE
IMPLEMENTATION OF THE SECURITY COUNCIL RESOLUTIONS
1718 (2006), 1874 (2009), 2087 (2013) AND 2094 (2013), RELATING TO THE
DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA (DPRK)

2. Major Public Construction Projects undertaken by MOP in Namibia
MOP was involved in Lhe construction of the following State  projects:
a) St House;
b) Heroes Acre;
¢) Independence Museum; and
d) Military Academy.
MOP is further sub-contracted by August 26 Holding, a 100% government
owned company to construct the new Headquarters of the Ministry of
Defence. The estimation lor the construction of the Headquarters was about
NS600 million and the project was expected to be completed in 2017/18
[Financial Year.

2 8 Copies of Officiul Contracts Submitted by MOP to Government
Authorities/Ministries including Tenders
The detatled information is heing sourced from stakeholders.

4. Response to the reported Munitions Factory under construction in

Leopard Valley

The project started in 2002 and was completed in 2005, August 26 Holdings
was the main contract and sub-contracted the MOP Company to construct
the factory. The Ammunition Factary in lerms of corporate governance is a
subsidiary of August 26 Holdings which is a 100% government owned. The
main purpese of the Ammunition Fuctory is to produce Small Arms
Amnmunitions of 7.62 mm caliber for own Delence Foree use and the general
markets, The Factory is located in Khomas Region, Windhoek, The Ministry
of Defence has no knowledge of the linkage between MOP Company which
was sub contracted to construct the Ammunition Factory to KOMID.

The official addresses and contact details ol Ammunition Factory:

Ndilimani Pytrotechnics Industries (PTY) LTD
.0, Box 30400
Windhock

Source : The Panel.
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B. Excerpts of Mansudae’s company broucher advertising its construction capability of

military related facilities and activities at the Leopard Valley

I Special Structure (Underground Facilities and bunkers)

Architectural & Technical Services (NAMIBLA)

Nk Bl o 4001 BT Ranpd | NMOP@danniane
Piax s (01 RTIETIE RO AT OLV M, WHE

L

Fax Number: 061 271873

E-mail: nmop@iway.na

MANAGING DIRECTOR: Mr. Kim Tong-Chol
AUDITORS: Grand Namibia

BANKERS: First National Bank

INSURERS: Old Mutual

SPECTRUM OF WORK

Architcctural and Enginecring Designs
Construction
Demolition

M.O.P

Architectural & Technical Services (NAMIBIA)

Tel : (N8} 271992 Laedl 1 NMOPWIwss.an
Fax 1 (UBE) S7IRTA POR : R I2DOLY MPIAWHK

MAJOR HIGH PROFILE PROJECTS
New State House (Office of President) 2006

Luiperds Valley Research Centre (Ministry of Defense) 2010
Extension of Leopards Valley Phase IT (Ministry of Defense) 2010

New Independence Memorial Museum (Ministry of Works and Transport) 2011

Source: The Panel.
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Annex 71 : Satellite Imagery showing construction activities at Leopard Valley Base

Satellite imageryv of November 2009

Source: Google Earth.
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Annex 72 : Ammunition trade recorded in UN Comtrade database

The Panel has examined accredited international organizations™ databases to identify all
possible reported “arms and related materiel” transactions to and from the DPRK. These
databases maintain transaction records based on reporting by Member States. through the
Harmonized System (HS) code. Although the prohibited items do not have the exact
corresponding identifiers in the HS code. the Panel utilized chapter 93 of the HS. “Arms and
ammunition, parts and accessories thereof ', and 8710 “tanks and other armored fighting
vehicles”, to identify possible arms and related materiel transfer (see the below table). To
ensure the accuracy of transaction records, the Panel cross-checked the databases.

The Panel also noted the definition of “small arms and light weapons™ adopted by International
Small Amms Control Standards (ISACS) provided by the UN Coordinating Action on Small
Arms (CASA) 1n June 2015. Based on this definition, the Panel examined the transactions of HS
code 9301, 9302, 9303 and 9306, which are consistent with the definition.”> The Panel also
confirmed with the WCO that all parts of chapter 93, from 9301 to 9307 cover small arms and
light weapons.

HS Description

Code

9301 Military weapons, other than revolvers, pistols and the arms of heading 93.07.

9301.10 Artillery weapons (for example, guns, howitzers and mortars)

9301.20 Rocket launchers: flame-throwers: grenade launchers: torpedo tubes and similar
projectors

9302 Revolvers and pistols. other than those of heading 93.03 or 93.04.

9303 Other firearms and similar devices which operate by the firing of an explosive
charge (for example. sporting shotguns and nifles. muzzle-loading firearms. Very
pistols and other devices designed to project only signal flares, pistols and
revolvers for finng blank ammunition. captive-bolt humane killers, line-throwing

930310 guns).

930320 Muzzle-loading firearms

930330 Other sporting, hunting or target-shooting shotguns, including combination
shotgun-rifles
Other sporting, hunting or target-shooting rifles

12 According to definition adopted by International Small Arms Control Standards (ISACS) provided by UN
Coordinating Action on Small Arms (CASA) in June 2015, small arm is any man-portable lethal weapon
designed for individual use that expels or launches, 1s designed to expel or launch, or may be readily converted
to expel or launch a shot, bullet or projectile by the action of an explosive. It includes, inter alia, revolvers and
self-loading pistols, nifles and carbines, sub-machine guns, assault rifles and light machine guns, as well as
their parts, components and ammunition, but excludes antique small arms and their replicas. And, light weapon
15 any man-portable lethal weapon designed for use by two or three persons serving as a crew (although some
may be carnied and used by a single person) that expels or launches, i1s designed to expel or launch, or may be
readily converted to expel or launch a shot, bullet or projectile by the action of an explosive, which includes,
mter alia, heavy machine guns, hand-held under-barrel and mounted grenade launchers, portable anti-aircraft
guns, portable anti-tank guns, recoilless rifles, portable launchers of anti- tank mussile and rocket systems,
portable launchers of anti-aircraft mussile systems. and mortars of a caliber of less than 100 milli-metres. as
well as their parts. components and ammunition.
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9304

9305

9306

9307

8710

Through its mnvestigative work. the Panel identified transaction records of items that may be
considered to fall within the category of “arms and related materiel” between Member States and

Other arms (for example, spring, air or gas guns and pistols. truncheons). excluding
those of heading 93.07.

Parts and accessories of articles of headings 93.01 to 93.04.

Bombs. grenades. torpedoes. mines. missiles and similar munitions of war and parts
thereof; cartridges and other ammunition and projectiles and parts thereof,
including shot and cartndge wads.

Swords, cutlasses. bayonets, lances and similar arms and parts thereof and
scabbards and sheaths therefor.

Tanks and other armored fighting vehicle. motorised, and parts of such vehicles.

the Democratic People’s Republic of Korea. The summary of its findings are as follows:

Country Year HS Export/Import Amount (US $)
Code
Antigua and 2009 9305 Import 619
Barbuda
Bahrain 2011 8710 Import 517
Chile 2011 9304 Import 156
2009 9306 Export 54,754
2010 9306 Export 38,675
China 2012 9304 Export 13.429
9306 Export 29,717
2014 9306 Export 50.000
2009 9306 Import 3.381.264
Colombia 2010 14,040
2011 22,400
Egypt 2009 9303 Import 917
Fij1 2011 9301 Import 37.570
India 2012 9305 Export 303.706
New Caledonia 2010 9304 Import 4.624
9305 106
Paraguay 2013 9306 Import 273,781
Qatar 2011 9303 Import 47.000
Saudi Arabia 2007 8710 Import 323,155
2008 9306 Export 407,997
2012 9302 21,787
Switzerland 9303 44 632
9304 40,950
9305 76,642
Thailand 2008 9306 Import 13,630
2009 117.207
Zimbabwe 2011 9303 Export 600
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The Panel decided to conduct its investigation into the repetitive transactions valued at USD
$1000 or more."” The Panel’s mvestigation mainly focused on substantial “arms and related
materiel” transactions with the Democratic People’s Republic of Korea since 2006, when
resolution 1718 (2006) was adopted by Secunty Council.

The Panel noted that it had previously conducted investigations into two of these cases. Tt sent
out eight additional letters to Member States. Three Member States including Fiji. Paraguay.
Qatar replied that clerical or printing errors were made by their respective reporting agencies,
and provided supporting documents including contracts or customs declarations. They claimed
that part of the arms transactions with the Republic of Korea had erroneously been attributed to
the Democratic People’s Republic of Korea. The Panel confirmed that items listed in the
supporting documents were in line with the items mustakenly reported to have been acquired
from the country. although all the particulars of the reported items could not be verified

independently.

Two Member States, including China, confirmed that they exported the items of the HS code 93
category to the Democratic People’s Republic of Korea, but stated that those items were only for
civiian purposes. such as competitions and hunting. One Member State also viewed that
sporting and air guns and pistols did not fall into the category of small arms and light weapons.
Thailand, Saudi Arabia and New Caledonia have not replied to the Panel’s inquiries as yet.
Thailand explained in its reply to the Panel that the relevant government agencies were requested
to supply further detailed information, but these processes may require long amounts of time and
involve personnel who may have since been reassigned. The Panel 1s waiting for replies from
States concemed including Thailand.

L Single transactions valued at less than $1000 were consistently found to be antique small arms or their
replicas for souvenir, which are excluded from the definition of small arms and light weapons.
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Annex 73 : Uganda Letter to Panel

PERMANENT MISSION OF THE REPUBLIC OF UGANDA TO THE UNITED NATIONS

UGANDA HOUSE
336 EAST 45" STREET
NFWVORK N.V 14017

e e Ted- (112} 3460210
DUA REFERENCE UN/IG/1A Fax: (212) 6874515
fOLR REFERENCE Emak: umsadaanmi@us int
December 4, 2015
‘The Coordinator
Panel of Experts pursuant to
Security Council Resolution 1874 (2009)
NEWYORK

UGANDA - DPRK COOPERATION IN POLICE AND MILITARY TRAINNING

Reference is made to your letter ref. S/AC.49/2015/PF/0C. 769 dated 10 November, 2015 requesting
for information regarding cooperation between the DPRK and Uganda in Police and Military training.
You also refer to previous communication on the same subject and request for a response within one
month, that’s 1o say, before December 10, 2015,

In your letters dated 31 March 2015, 29® May 2015, 24™ July 2015, 30™ September 2015 and 10™
November 2015, it is stated that the training in Kabalye, Butiaba and Wantebo constituted a potential
violation of paragraph ¢ of resclution 1874(2009) which prohibits the DPRK fiom exporting
technical rraining, advice, services or assistance related to the provision, manufacture, maintenance or
use of all arms ot refated material.

In addition, you also raise the following issues:

i) Whether the training at Kabalye, Butiaba and Wantebo was still ongoing?

it) What is the type of tmining and advisory services that have been given or are being given by
these individuals?

i) What are the names, ranks and afﬁliations/of all DPRK nationals responsible for this training?

Uganda’s response to the issues raised is as follows:-

1) Uganda’s understanding of the overaiching objective of the sanctions imposed upon the
DPRK is non-proliferation of nuclear weapons and other wegpons of mass destruction as
outlined in paragraph 8 in particular sections (a). (b), (¢) and (&) of Security Council
resolution 1718 (2006).

2) Following the imposition of further sanctions on the DPRK in its resolution 1874 (2009) the
N\ ._Security Council escalated sanctions in resolution 1718 (2006), paragraph (8) mentioned
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3)

4)

5)

6)

7)

8)

9)

above to include *....all arms and related material as well as to financial transactions,
technical training, advise, services or assistance related to the provision, manufacture or use of
such arms or material”, as outlined in paragraph (9) of resolution 1874 (2009).

Uganda’s understanding of the resolution when read together with paragraph 8 (b) of
resolution 1718 (2006), is that the prohibited training and provision of technical advice is only
Jimited to arms and equipment procured from the DPRK. Therefore, Uganda reiterates the
earlier position that in promoting mutual cooperation with DPRK, no arms or equipment have
been purchased by or supplied to the Uganda Police Force by DPRK.

Whether the trainings were still going on at the said training centers. Indeed, the training is
ongoing at Wantebo, as in Butiaba. The following trainings have been or are being conducted:

i) Martial arts training;

ii) Marine rescue training:

iii) Paramedical training;

iv) Construction engineering; and

v) Security and technical trainings for Uganda Police Special Force, Criminal Investigations
and Intelligence Department (CIID), and Forensics.

It is also emphasized that the training weapons and materials are property of the training
centers not supplied by DPRK.

The training courses were designed in accordance with a jointly prepared training plan and
syllabus.

The information requested for bullet (i) of the Panel’s letter of September 30, 2015 that is to
say, “the names of those DPRK individuals™ is attached in Annex I.

Investigations regarding a DPRK national, one Ryong Kang, reportedly linked to a designated
entity, and who is alleged to have travelled to and from Uganda. are still being carried out.
When the investigations are concluded, the requested information will be availed.

Uganda’s understanding is therefore that the cooperation agreement for training of the police,
and occasionally extended to the military, does not violate Security Council resolutions on
DPRK.

Uganda remains open to engaging with the Panel of Experts and the Security Council Committee on
DPRK in case of any areas requiring further clarification.

o\

Richard Nduhuura (Dr.)
PERMANENT REPRESENTATIVE
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Security Instructors for Field Force Unit (19)

Ne Name Position

1 Pang Yong Bin | Head of Security Team

2 Jon Yong Chan Shooting Instructor

3 Han Yong Ho Martial Art Instructor

4 Jang Kyong 1l Operation Tactics

5 Kang Yong Min Anti-Terror Expert

6 Pak Chon Bok Shooting Instructor

k‘l Choe Yong Chol Opcrath;n Tacﬁw

8 Kim Sang Phil Shooting Instructor

9 Kim Kwang Song M:m::l Art

10 Kim Jin Hyok Community Policing

11 Kang Yong Chol Martial Art

12 Kim Sok Chol Anti-Terror Expert

13 Choe Won Hyok Martial Art
_14_-——Igim Kwang lil Anti-Terror Expert

15 Jong Tong 11 Aunti-Tetroe Expert

16 | Kang Chol Song Martial Art

17 Kim Kwang Chol Shooting

18 Kang Ho Shooting

19 { Choe Myong Chol Shooting

Annex |
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- Instructors for Police Marine(4)
Ne Name Unit
| RIKWANG SU Navigation
2 JANG CHOL | Martial Art/Shooting |
3 Jong Un Guk | Diving 1
4 Ri ;I‘;ng Hyok Swimming/Interpreter }
Instructors for Police Training School(5)
Ne Name Unit
1 | RO KWANG CHOIH,- . Maﬁial Art
2 Kim Myong Na[n Martial Art
3 Jo Kwang Song Martial Art
_4——P_ak Chung Il,v_ Shooting
5 KIM HAK CHOL Shooting
Instructors for Forensic and Investigation(S)
Ne Name Position
1 Pak Sung IL Forensic
2 I PIN MYONG CIIOL ‘ Forensic
3 Choe Kwang Jin. | Investigation Tactics
4 Choe Jong Sik Investigation Tactics
5 Jong Yong Rim Investigation Tactics

16-00683



S/2016/157

16-00683

- Construction Team(8)
Ne Name Position
1 Pak Kwan IL Architect
2 Ri Ki Won Carpenter
3 Ryu Yong IL, Plaster
) Pak Kil Nam Steel—Fixer
5 Ri Sang Gi Welder
_6 B l;ak Jin Hyok Carpeme;- ..... ~1
7 Jang In Chol Plaster
8 Kim Tae San Plaster
- Taekwondo Instructors(2)
%l Ne Name Position
1 Kim Se In Taekwondo Instructor
2 Pak Song Su Taekwondo Instructor
- Paramedics Team(2
Ne Name Position
1 { Ri Ki Sung Paramedical Doctor
gibq _ 2 i Han Song Gyu Paramedical Doct-(;;w—

Source: Permanent Mission of Uganda to the United Nations.
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Annex 74 : Viet Nam’s People’s Police Academy website reporting the training

)|@ http://www.hvesnd.edu.vn/en/Acedemy/International-Cooperation/167/3241/North-Korean-experts-train-Vietnamese-police.aspx P~REX | 1

X

Korean experts tr:

it View Favorites Tools Help

O Wed D6/1/2016 7:54:25pm  Hi, Guest Login

Students | International Cooperation nce & Technology

History | Organizational structure

| HOME » INTERNATIONAL COOPERATION ‘ J; LATESTSTORIES HEAD)/OF EDITORIAL BOARD

Working with the US Assoc. Prof. Dr.
Embassy on program of DANG XUAN KHANG

| North Korean experts train Vietnamese police
o o v " strengthening foreign-
(& Print this page (= Send email this page 3 langugage cagacity ?or Vice President of the PPA
1 Experts from the Democratic People's Republic of | officers of MPS in 2nd phase

Korea’s Ministry of People’s Security have Leaders of PPA visit and _
work at the University of

completed a four-month training course for 98
trainees from mobile police and task force units Moscow, Russian VK d
 Federation Ministry of [reywor

across Vietnam.
Advanced search | About Rss?

PPA's thank letter to the
¢ University of Moscow - the

Ministry of Internal Affairs of

=TT Opening ceremony of Select exam :
| integrated border

{mansgementoperatonal || [Seket 7]

training course and

The course, which ended in a closing ceremony held yesterday in the barracks of Task
Force Battalion No. 2 in Ho Chi Minh City’s District 9, is part of a cooperation program
between the DPRK Ministry of People’s Security and the Vietnamese Ministry of Public

[ Security. appearance of Interational & ASEAN ID:

| During the course, which lasted from November 2012 to March 2013 under the Cooperation Study Centre T 1
coordination of the battalion, North Korean experts taught trainees in military knowledge Z Professor Lawrence
i, Sherman teaches special P

b3 subject on Police Science at
i PPA

High-ranking delegation of —
People’s Public Security Website Links

M University of China visits
and works in PPA Website Links : ‘

Closing ceremony of

The trainees belong to the police units in 63 provinces and cities and a number of units
| under the Ministry of Public Security and the High Command of Mobile Police.

Of the trainees, 17.4 percent has been classified as “good’, 62,2 percent as “fairy good” and
| the rest as ‘qualified’.

ABocitaal b seai, A b Y il ifiaclt

Source: http://www.hvesnd.edu.vn/en/Acedemy/International-Cooperation/167/3241/North-Korean-
experts-train-Vietnamese-police.aspx.

190/295

16-00683


http://www.hvcsnd.edu.vn/en/Acedemy/International-Cooperation/167/3241/North-Korean-

S/2016/157

16-00683

Annex 75 : Explanation note on the sanction measures concerning the provision of
technical assistance or services related to all arms and related materiel

Pursuant to paragraph 9 of resolution 1874 (2009) superseding paragraph 8 (b) of resolution 1718 (2006).
all Member States are prolubited from procunng “all arms and related materiel” and transfernng from
the Democratic People’'s Republic of Korea of “technical tramning. advice. services or assistance related to
the provision, manufacture. maintenance or use (hereafter “assistance™)” of “such arms or matenel”.

Some Member States mnterpret that the phrase “such arms or materiel” refers only to “all arms and
related materiel” that were “procured from the DPRK™. Thus, in their mnterpretations, the resolutions
do not prohibit the provision by the Democratic People’s Republic of Korea of assistance related to arms

and related material as long as they were not procured from this country.

Paragraph 8 (c) of resolution 1718 (2006) also refers to simular measures: all Member States are
prohibited from transferning from the DPRK of assistance related to certain arms and related matenel 1n

subparagraphs 8 (a) (1) of the same resolution. In their interpretation. the items referred to in this
paragraph were not superseded by “all arms and related materiel” in resolution 1874 (2009)." Therefore.
to them. these measures do not prohibit the provision by the Democratic People’s Republic of Korea of
assistance related to arms and related material as long as they were not procured from this country.

In this regard, the Panel notes that the Secunty Council has already reaffirmed in paragraph 7 of
resolution 2094 (2013) that the measures imposed by paragraph 8 (c) of resolution 1718 (2006) applies to
“items prohibited by the resolutions”, which include all arms and related mateniel."” The Panel funher

notes that the Security Council has used the terms “reaffirms”. as opposed to “decides”, “requests”.

“calls upon”, which indicates that this provision is intended to provide reaffirmation of its intent regarding

the measures already imposed by resolutions 1718 (2006) and 1874 (2009).

In addition, the aforementioned conditional interpretation by some Member States contams a
contradiction when applied to the sanction measures prohibiting the provision to or from the Democranc
People’s Republic of Korea of assistance related to nuclear- or ballistic missile-related items.'® According
to such interpretation, these sanction measures would not prohibit the provision to or from
Democratic People’s Republic of Korea of assistance related to foreign-sourced items. Such
interpretation contradicts the objectives of the UN sanction measures which demands the Democratic
People’s Republic of Korea to abandon all its ballistic nussile- and nuclear programmes (paragraphs 6
and 7 of resolution 1874 (2006)).

Therefore, the Panel considers that the measures of paragraph 8(c) of resolution 1718(2006) should apply
to all arms and related materiel without any condition. as reaffirmed by paragraph 7 of resolution 2094
(2013).

' Resolution 1874 (2009) has no paragraph that explicitly supersedes paragraph 8 (c) of resolution 1718
(2006).
'3 All items prohibited by paragraphs 8 (a) (i) and (ii) of resolution 1718 (2006) and paragraphs 9 and 10 of
resoluuon 1874 (2009).

Paramphs 8 (a) (1) and (b) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009).
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Annex 76 : Report of investigation into limousine conversions exported from the United
States to the Democratic Peaples’ Republic of Korea

The Panel previously reported on four Mercedes Benz S-600 limousine conversions observed
during several military parades in Pyongyang on 15 Apnl 2012, 2013 and 2014, that could
constitute a violation of paragraph 8 (a) (i11) of resolution 1718 (2006).

The Panel has investigated the chain of custody of the vehicles from their origin in Europe. to
their armored customization in the United States (Ports of New Jersey and Long Beach) to an
intermediate delivery point at the Port of Dalian, China. The ultimate consignee in the
Democratic People’s Republic of Korea has not yet been identified.

United States authorities stated that no export licence was required for the export of the vehicles
to China. but that a licence would have been required for their transfer to the Democratic
People’s Republic of Korea. the final destination country. The United States also stated that an
export licence would have been required “if any party mnvolved in the transaction™ appeared on
any lists related to export control and unilateral sanctions measures maintained by the United
States (see Annex 66).

As part of its investigation, the Panel identified a number of individuals, entities, transfer
inconsistencies, and a false declaration. which indicate that when the vehicles were exported
from the United States to China, the Democratic People’s Republic of Korea was already the
intended destination.

The Panel has identified the organizer and financier of the various shipments as Yunong Ma. a
Chinese businessman whose English name 1s George Ma. One of Mr. Ma's companies, Seajet
International. has been idenitified in previous Panel reports as an overseas agent of the state
airline of the Democratic People’s Republic of Korea, Air Koryo. Moreover, Mr. Ma 1s under a
separate Panel investigation because the role of another of his companies in an air shipment of
arms and related materiel from the Democratic People’s Republic of Korea

Transfer inconsistencies indicate that George Ma was likely aware that the Democratic People’s
Republic of Korea was the ultimate end user prior to the vehicle’s departure from the United
States include the issuance of mnstructions by Seajet to the United States-based freight-forwarder
to list in United States documentation various Chinese buyers as responsible for the shipments.
Several of these shipping documents were made available to United States authorities and carried
an export liability waming. For example. Mr. Ma 1ssued instructions to a United States company
that shipping documents must name the financially responsible party (consignee) as his offshore
company. ZM Intemational Ltd, registered in Hong Kong (See Annexes 67.68.69)

The Panel obtained documentation showing that ZM International Ltd indirectly acquired the
armored Mercedes vehicles by transferring funds to a United States freight forwarder to purchase
the vehicles on its behalf (Annex 71). The transfer of $375,705 to the freight forwarder on 29
December 2010 lists as its originator “ZM International Company Ltd™ which shares an address
with Seajet. No such company exists m the China business registry. Seajet also instructed the
United States freight-forwarder to purchase Shipper’s Own Containers to transport the vehicles.
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Shipper-owned containers generally ensure a greater degree of anonymuty than those owned and
monitored by global shipping carriers (See annex 72).1'

A Seajet email of April 2010 also made reference to an unspecified “customer” when the
armoured limousines were held by United States customs, delaying their shipment to China (See
annex 73).

In other shipping documents, Seajet instructed a United States company to name the consignee
as Liaoning Danxing Intemnational Forwarding Co., a major Chinese logistics company that
describes itself on its website as a Democratic People’s Republic of Korea shipping agency
which established the first container shipping line between Dalian and Nampo 1n March 2000
(Annex 69. 70). Liaoning Danxing has not responded to any of the Panel’s requests for
information.

George Ma instructed the U.S freight-forwarder to falsely declare to the carrier that the Mercedes
batteries had been disconnected. against warnings by the United States company of the liability
and penalties associated with such a false declaration given shipping safety regulations requiring
that batteries be disconnected for shipping. These instructions were given after George Ma had
been informed that any authonzed Mercedes dealership could reconnect the batteries. (See annex
74) While there are many authorized Mercedes dealerships in the People’s Republic of China.
there are none in the Democratic People’s Republic of Korea.

175/2014/394, para. 64. Shipper owned containers allow the shipper to avoid the possibility of their containers
being tracked across the globe using commercially available databases. See Griffiths. H.. Jenks. M., “Maritime
Transport and Destablizing Commodity Flows™. SIPRI Policy Paper No.32, 2012, p.30.

% <One day in the life of Democratic People’s Republic of Korea shipping agency”,

http://www.danxing cn/En/ChaoXianChuanDaiGonGZuoZheDeY1GeGonGZuoRi-8 html.
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In October 2014, Oflice of Export Enforcement (OEE) opened an investigation into the export of
cerlain armored vehicles to the Democratic People's Republic of Korea (DPRK). The
investigation was predicated upon information from the United Nations, which identified two
armored 2010 Mercedes Benz S600 sedans in use by the DPRK military and alleged to he
previously owned and armored by U.S. Company | (USC1}).

OEE identified two additional Mercedes Benz S600 sedans owned and armored by USCI1. All
four vehicles were purchased from USCI by a freight forwarder, U.S. Company 2 (USC2). ULS.
Person 1 (USP1), an employee of UUSC2, served as LJSC17s client. The vehicles were exported in

three shipments,
The four armored 2010 Mercedes Benz S600 sedans are identified as foliows:
1. Two vehicles from USCI orders 4795 and 4796 were exported on May 12, 2010.
[Exhibit 1-2]
2. Vehicle from USC1 order 4827 was exported on October 27, 2010. [Exhibit 3]

3. Vehicle from USC1 order 4828 was exported on January 14, 2011. [Exhibit 4]

All of the vehicles were listed as destined for China, and ZM International Company Lid in
Hong Kong was listed as the ultimate consignee. ZM is owned by Ma Yunong (aka George MA),
who also owns Scajet Company Limited (Scajet) in China. [Exhibit 5}

The shipping documents and correspondence provided by USC2 reveal the coordination between
USC2 and Seujet personnel including Ma Yunong. Seajet personnel directed the shipments to
Lianoning Danxing International Forwarding Co., Ltd. In Dalian, China. [Exhibits 9-11]

According 1o BIS License Determinations, the vehicles are classified under EARY9, BIS licenses
were not required for the vehicles' export to Ching, but BIS licenses would have been required
for the vehicles' export or reexport to the DPRK. [Exhibit 12]

Investigation is therefore ongoing to identify details of the vehicles' alleged transshipment or
reexport from China to the DPRK.

Source: Permanent Mission of the United States to the United Nations.
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Annex 77 : United States Department of Commerce note

License Datermination
E1007672

Date of Completion:
March 12, 2015

BUREAU OF INDUSTRY AND SECURITY
WASHINGTON, D.C. 20230

' , UNITED STATES DEPARTMENT OF COMMERCE

Witness({es): Tachnical:
Foreign Folicy,
Commodity Description: 2010 Mercedes-Benz S800 armored L:y-

Manufacturor: Mercadss-Banz (annoring by*
Requested Start/End Dates: January 01, 2010 - June 01, 2012

Intennediate Countiles: China

Destination Country: Korea Democratic Pacple Republic OFf

Determination Details

Start Date: January 01, 2010 End Date: June 01. 2012

BIS Liconse Required: Yes

ECCN: EARS9

Reason(s) for Control: N/A

Policy Text:

Based on the information provided with this reguest, the Bursau of Indusiry and Securdiy
BI8) has deiermined that the 2010 Mercedas-Benz $600 sedan with armoring by
classified as EAR99,. From January 1, 20190 to Juna
1. 2012, a BIS license was required under Section 746.4 of the Export Administration
Regulations (EAR) (15 C.F.R. Par: 730 et seq.) for the expott or reexport to Norih Korea

of iterns classified as EARSY, During the specified time period, license applications for the
expori or regxport to North Kerea of an item classified as EARIS would have been reviawed
ursuant to the licensing policy set forih in Section 746.4 of the EAR.

egarqiass o (N2 items exp , a cense may also he requirad If any party invoived
in the transaclion appears on the Entity List (Supplement No. 4 to Pait 744 of thae EAR), the
Denied Persons List, or the Specially Designated Nationals and Blocked Persons List A
consclidated screening list is available at hiip:/fwww. expori gowWECR/eg_main_023148.asp
Further, a BIS licanse is required to export or reaxport an item subject to tha EAR, even
wiien ong would not otherwise be necessary, if an exporter or reexporier knows, has reason
{0 know, or is othenwise individually Informed by the Deputy Assistant Secretary for Export
Administration with respect to 2 specific transaction, that the itam will be usad in activiiias
related to nuciear, chemical, or bicicgica!l weapons ¢r missile dalivery systams as defined in
Part 744 of the EAR.

Page tof 2

Source: United States Department of Commerce.
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Annex 78 : Instructions from Seajet

Pls arrange telex released B/ and o'.nauunLDanu'.g as cnee on MBL

From:
Sent:
To:
Cc:

Wednesday, Aprd 14, 2010 11:27 PM

[Ysoajot.com.cn)

Subject: & ¥ 2 x S600

o

Liacning Danxing Intemational Forwarding Co. Lid
Room A1609-A1612 Mingshi Intemational Bulding
No30 Wuwy Road Zhongshan District Dalan, China
Postcode: 116001
FAX: 8541130887711

ZM intermational Company Limited

Issue ZM as cnee on HEBL

4/F Enterprise Bldg. 228-238 Quoen's Road Central Hong Kong

B/rgds
P
aea jet

Pre-adert should be send before vessel deparied, 30 83 we could arange insurance timely
Thanks in advance!

ity unclear pls let me know!

B-804,

Bei jing

—

servisor- Logistics
pany Limited

SOHO New Town,

88 Jianguo Road, Chaoyang District
100022 P.R.China

Tel:+86-10-85803334 ext 708

Fax:+86

10-85803052 ext 708;+86-10-85803051

E-mail: [E®sceiet. com cn

- please keep me posted for the name of trucking comparny

http://www. seajet, cos. ¢n

2 x S600

who will send me the original MSO & when?

morning George

ths.
Beost Regards

ploase provide mbi & hbl instruction asap,

Source: The Panel.
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Annex 79 : Documents created according to Seajet instructions
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Source: The Panel.
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Annex 80 : Other documents created according to Seajet instructions
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N e s 7 ot e Pashoges [n wwdl gAY ONE CONTAINER TOTAL

1" Tewighi & Crasges [P erie Torn Rree P Avesra reoe Wi < Poohghs & Coergon Puyeide o4 /by
LAN10002 1100.00 [1/400GP UsD 1,100.00 PPD

BUNXER CHARGE 525.00 1/40GP _Ush 525.00 PPD

CARRIER SECURI 6.00 1/40G9 usD 6.00 |[PPD

ORIGIN DOC FERE 50.00 1.000 OUsD 50.00 Py

Rocolved In mctoenal sppaient good order and condition oxcept otharwios noted.  The el numbed of the

pechages o uits sttfed in the container, the Woth-pm-uwmw-mmul-oo Duie Losen on Soers 12 MAY 2010
Lading e famished by the morchanie, and whikh the carie has no ressonstio means of chacking and Is rot 3| Ggned by
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Source: The Panel.
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Annex 81 : Liaoning Danxing website page describing itself as first container shipping
line between Dalian, China and Nampo, Democratic People’s Republic of Korea

a?n*‘( Cont: Talent

WWW.DANXING.CN

News Network Message About Us

TEL:0411-3988 7788
0411-8586 5588

E?H% LIAONING DANXING

Time: 2010.05. 30 News Sources: Toay Liv Views: 527
@ rreduct C ews C Dom Liaoning Danxing Int'l Forwarding Co.Ltd is a Grade-A int'l forwarding company autherized by China Ministry of
Commerce .Company's headoffice is in Dalian -the important port city in Northern China.it's established in 1996 with
O registery fund RMB5,000,000.00.,its services conver wide transportation field,including sea-freight,land-freight,air-

freight, courier,int'l combined transportation business as details as Cargo
collection,bocking ,chartering,stowage,delivery,customs clearence ,authorized int'l shipping agency .we have

concentrated on Market Development,Network Completion,Quality Improval since the fundation, we provide the

modern logistics service to customers based on super team and professional attitude,with Economic,Security and Fast

Usernane:

=

Password:

We 're the First one in China to open the container shipping line between Dalian and Nampo/DPRK in March,2000.i

w

© Register @ Forgot Your Fass regular line and weekly voyage,accepts cargo in/out to DPRK,including export cargo from China to DPRK and int'l

P a5 ? R .

We have sufficent experience in railway/truck transportation to inland city in DRPK via borders as
Dandeng/Sinuiju,Ji'an/Mampe,Changbai/Hyesan, Tumen/Namyang .

Since its foundation in 1995, Li2oning Danxing Int’l Forwarding Co,.Ltd has been dedicateed to providing

sophisticated and worldwide logistic solution. We focus on customers’needs and offer tailored logistic services, We
offers services to customers that enable them to better manage their supply chain. Quality- the most import point in
Danxing corporate culture-ensures cur market success and makes our customers fans of Danxing services. With more
than 15 yeares experience in China,Danxing is equipped with 2 team of specialists familiar with the market

requirements and knowing how to combine international service standards with the real practice in the country .

We cover most of the areas in China by sea ,and air road and train transport service with our own offices and reliable
partners, Our customers of different industry sectors such as automotive ,petroleum,industry automation and
telecommunication are our word-of-mouth recommendation. Today we hold a major share in China freight forwarding

market providing our services to various private, enterprise, government and semi-government organizations,

Our dedicated and professionzl staffs at Dalian HO and at all ICDs in China are available 24 hours 2 day and 7 days 2

week to cater your requirements regarding international freight forwarding & shipping in China.

Jeince bngw bnrw inge ew inge e e nge b bagw e v nge e hew e bnge e Inge v nge g e e e e nge v e inge g e e e inge b v nge e e v v inge e v e nge eI e nge g inge I nge eI b e e inge g e nge e b e v inge g e e e e e v nge g e e e

Products | Domlsed | Advizory | Other Info | Gusstbosk | Abous U5 | wive |

Heze | Culture | New: |

Source: The Panel.
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Annex 82 : Indirect payments for armoured limousines to U.S-based freight forwarder by

ZM International (owned by George Ma, registered in Hong Kong)

Wire Transfer Detall Report
— - - A\ﬁ!l\ '\720 9

v:u , hk\vm) on D.-,, o,.\g

Currency. USC

Dank
Ac,w” -
Process —— —

Credit Date Wire Service

Wi Asouct, Time Wirs Detall Status
3474081 ] 010772010 From: FEDWIRE = - T — i
0841 AMCY oar .
'M INTERNATIONAL COMPANY LIMITEL ,"“"‘/ SERJET _ +22.7r 2
) ’ | ol xS/

Comesponding Ban

. ’
8 R - )
Wire Service Retersnce Nurnber TN ¥ jf 14 2 ."_?,‘ 74
Wells Message Numbe- 3 :
PC Reforence/Confirmation Number Sy =

l\‘ﬁf”’ 010772010

...J .Ja ° Wire Service Status
Wire Amoun Z Wire Detall
441 . v V10 From: FEDWIRE
AN S

IM INTERKRATIONA MPANY MITEL
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Credit Oate Wire Service
W - Time Wire Detall
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IV INTERNATIONAL COMPANY LUMITED
OMO NEW TOWN 54

RO CHAQYANG Dis T

~INA

Source: The Panel.
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Annex 83 : Email requests by George Ma for Shipper Owned Containers (SOC)

From: George Ma [mailto:george.ma@seajet.com.cn)
Sent: Wednesday, April 07, 2010 7:00 PM

To:

Cc:

Subject: ¥ ¥ 2 x S600

Dear Mandy,
Tks for your belew infm and pis buy used container accordingly. Meanwhile can you arrange the survey of

4/20/2010

Page 4 of 5

the car by certified vehicle inspector as you did the last time?
B/rgds
George

BIEA:
BRREM: 201044 ABH 8:21
&ﬂ : ' Gaor N

——

see below SOC 40' cylcy rate (net/net cost) from LGB to Dalian for 2 units of S600.

Source: The Panel.

16-00683 203/295



S/2016/157

Annex 84 : Seajet employee Henry references unspecified customer when armoured
limousines held by United States Customs

From:

Thursday, April 29, 201

Sent:

ce:

Subject: Re:RE: LOADING pics booking: 8002761990

o [

Thank you very much for your clarification!

Meanwhile, could you pls advise the reason why customs held this container so as we could explain the
delay to customer accordingly.

Thanks and nice weekend! -

Best Reagards,

Henry

Source: The Panel.
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Annex 85 : George Ma instructs U.S freight forwarder to make false declaration in
documents for Carrier

From: George Ma [mailto:george.ma@seajet.com.cn]
Sent: Monday, April 12, 2010 9:02 PM
To

- I

bject: %% 2 x 5600

Pls don't !isconnect t!e batter and confirm by return. Tks.

B/rgds

3 1047138
: "George Ma':

F: RE: 2 x S600
morning George,
see below in GREEN.

Best Regards

Member of C-TPAT

From: George Ma [mailto:george.ma@seajet.com.cn]
Sent: Saturday, April 10, 2010 10:45 AM

To:

Cc:

Subject: &3 2x

Pls find my answer as below.

B/rgds
George

REFAN:
R EEN
WAEA: 'George Ma';
ik

¥8: RE: 2 x S600

4/20/2010

Source: The Panel.
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Page 3 of 5

morning George,

| already place the order to purchase the used 40'GP

Regarding the survey of the car, do you mean by inspection of the equipment & features? Every dealership will
have PDI (Pre-Delivery Inspection) done prior to release the car to customer.

Transloading warehouse can do the standard (general) equipment & features instruction upon receiving the cars
but you need to send me a checklist inspection fee: usd 150 per auto

Dear-can you send all of us a check list of it in order the inspection can be executed?

If you mean to have certified surveyor, they only inspect body of the auto upon arrival at loading location, during
loading & lashing and check carrier’s regulation (empty fuel tank & The battery must be disconnected).

They never perform equipment & feature inspection

Then there is no need of it.

Our auto rate with carrier is based on non-haz which means auto must ship with empty fuel tank & the battery
must be disconnected. Since these 2 x S600 are very high tech vehicles, cnee may have problem to operate

ihe aulo aftar battery is disconnecied

We can 1) declare with carrier that batteries are disconnected but actually are not and Seajet is liable for all
claims and penalties if and when carrier finds out the misdeciaration,

How much will be the penalties and what the carrier may claim?

** We won’t know until -lind out OR there is damage or accident occurs.

2) declare with carrier that batteries are disconnected and it is disconnected but cnee may have problem
St St Rt btin s

What the cnee should do to restart the vehides? Is there any operation manual to restart the vehicles after
battery disconnect due to transport? ** cnee will need to contact with their local Mercedes Benz
dearlership for how to restart or reprogram the vehicles.

these are the two options and it is up to you to decide. Please advise

Member of C-TPAT

From: George Ma [mailto:george.ma@seajet.com.cn]
Sent: Wednesday, April 07, 2010 7:00 PM

Source: The Panel.
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Annex 86 : The Hoe Ryong and Mirae Shipping HK

Information on Mirae Shipping HK

MEREE
Am?j.l R?tum

Ty e

Y E
el L fom NAR1
1@ ¥ Company Number
1136375
1 2 EHEM Company Name

MIRAE SHIPPING (H.K,) CO. LIMITED

2 8 %804 #93) Business Name ( any)

3 2 TWMN Type of Company
BERENTHBANE < B Pivew ok e eiyeen! bor

[FleAan Oazen Cemamaen
Private cormpary Public company Company limited by guarantco
4@ ANHENENEN 1 » 0s 2014

Date to which this Return is Made Up

# Y (82 A) Director (Natural Person)
(DG E—EXEBOLA  FHMR B JIHF Use Continuation Shee! B if more then

/e smml ~ 8 Phease lick the relevart box(es)

L?] g D oW 2 Ale|
hcity Director Alternate Director
® 5 -
je in Chinese
meﬂe i g #E KASATSUGU

*"‘[ Hiroshi
. EREN |
Passport Issung Country Jepen

Number

n& TKO666126

Source: The Hong Kong company registration records database.
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MEMORANDUN OF UNDERSTANDING O PORT STATE -ummm
INSPECTION DETAILS ‘

Source: Tokyo MOU database.
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BhEe
£ 8: HOE RYONG i31¢: E 122/250.4549% ¥ N 31218.8505%
: 92 s 357

bR R 0% ol

RIS : shhiiTs K= 10.403m
|92 : HMBF

BRSO : OF CHINA
IMO:9041552 |

U

MMSE445150000

& 2015-12-3102:21.08

e Ay

PHES BEEe
#0 w— feA# A : Ocean Maritime Management
BRA: EKRAH3L: +8502 18111

fRAME1E A - Mirae Shipping Co Ltd

Ship Management Company ERA: BRH5E: +8502 18555

fRAESEE A : Mirae Shipping Co Ltd

+850 2 18555

:
:

Source: http://www.chinaports.com/souchuan/view/445150000.
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STRICTLY CONFIDENTIAL"
Annex 87

*The annex has not been reproduced in the present document because 1t is stnctly confidential
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Annex 88 : Companied related to Mr. Kasatsugu

Mirae HK's director, Mr. Kasatsugu, has owned and controlled the following companies,
including those involved in the operation of vessels using DPRK crews:

¢ Allied Ocean Shipping Limited (registered owner of the Fertiliry 9 (IMO 8417962));

o First Trend Shipping Limited (former registered owner of the Ma Sik Ryong (IMO
8608030)):

e Glory Shipping (HK) Limited (registered owner of the Glory Ocean (IMO
8306929)) ;

e Gold Zone Shipping Limited (involved in the loan arrangements for several vessels,
including the Glory Ocean and the Glory Morning (IMO 8416164)):

¢ Grandtex Shipping Company Limited (ship manager, operator and registered owner
of the Fernility 5 (IMO 9147332)).

e New Champ Shipping (former registered owner of the Glory Moming and the Ocean
Galaxy (IMO 8418227)):

e Rich Step Shipping (former registered owner of the Ocean Dawning (IMO
8505329)):

e Suanse International (HK) Trade Company Limited; and

e V.0. Shipping Limited (the director and owner is officially listed as Mr. Kastsugu’s
son).

Information obtained by the Panel indicates these companies were experiencing financial
difficulties. Three of the aforementioned vessels were demolished in 2015 and another one is
scheduled to be demolished *° Only three remaining vessels (Fertility 9. Fertility 5. and Glory
Ocean) were listed officially in the IMO database as inactive, as of 1 January 2016.

The Panel sent a letter to Mr. Kasatsugu to request for information about his current relationship
with OMM, but has received no reply. Therefore, business dealings with these companies and
vessels could contribute to the evasion of the measures by Mirae/OMM.

s NWEE . @

SUN s s

PASSPORT » yron TROL66126
- S

s KASATSUSU

B oo o

= HiROSMI
iR p—

L JAPAN 22 JUN 1950 ¢
- « o bumet

. N SALR

e e 5 ven

20 NOV 2009

R Y AR

R e

¥ The Hong Kong company registry database: the IMO database
20 Glory Morning, Ma Sik Ryong, Ocean Dawning, Ocean Galaxy.
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Source:
http://www.szcredit.com cn/web/GSZIGSPT/QyxyDetail aspx?nd=8a4ddbfce3e045239dec08128348bae
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Annex 89 : Mirae-linked companies

Hua Heng Shipping Limited. Petrel Shipping Company Limited and CM Chartering Limited

1.

Mr. Li Anshan is the director and shareholder of Hua Heng and Petrel In replying to the
Panel, Mr. Li denied having any business relationships with OMM. Mr. Li confirmed his
business dealings with Mr. Kasatsugu from June 2011 until June 2015, but emphasized that
he had no knowledge of Mr. Kasatsugu’s connection to OMM (figure 1). However, the Panel
noted inconsistencies between Mr. Li's explanations and information obtained by the Panel.
The Panel also found that Mr. Li's companies were utilized by OMM previously and had
business dealings with a company previously involved in the 2011 suspected violation of the
resolutions.

Mpr. Li’s relationship with Mr. Kasatsugu

2

. With respect to the December 2014 settlement, Mr. Li confirmed that he had purchased the

vessels from Mr. Kasatsugu as part of normal commercial activities. To corroborate Mr. Li's
statements, the Panel requested records of his correspondence with Mr. Kasatsugu in
connection with these transactions, but was informed that Mr. Li no longer kept any relevant
records (figure 1).

Mr. Li also explained that his business relationships with Mr. Kasatsugu were limited only to
the provision of ISM Management services for several vessels ?! and that all issues related to
the vessel's operation or crews were handled by Mr. Kasatsugu. However. documents
obtained by the Panel listed Hua Heng as the vessel’s operator and an “employer” of DPRK
crew (figure 2). Also, Mr. Li’s explanation does not appear consistent with the responsibility
imposed by the relevant IMO resolutions for ISM managers to ensure that the crew is
adequately qualified and certified to operate the vessels. The Panel is as vet to confirm the
specific activities undertaken by Hua Heng for these vessels.

OMM'’s utilization of Petrel Shipping and CM Chartering Co Ltd

4.

Previously, the Panel found that OMM representative based in Bangkok (OMM Bangkok)
had listed hus affiliation and title as “the Chartering Manager of the PETREL SHIPPING
COMPANY LIMITED" in an official document submitted to Thailand (legally valid from
December 2013 to December 2014, at least) (figure 3).%

OMM Bangkok controlled the vessel Mu Du Bong. Documentation obtained by the Panel
from this vessel lists OMM-associated companies which included “MIRAE SHIPPING™ and
“CM Chartering”. CM Chartering Limited (IMO 5687371) had has close business
relationship with Hua Heng (figure4).

1 Chon Un 68 (IMO 9001021), Great Hope, Glory Morning, Glory Ocean and Ma Sik Ryong.
225/2015/131, footnote no. 71.
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6. CM Chartering has owned the South Hill 2 (IMO 8412467) (Hua Heng served as the vessel's

ship manager and operator).> OMM Singapore used this vessel's name in its instruction to
Chinpo to make a false declaration to the remitting bank for the July 2013 shipment (figure5).

Nerwork of Mr. Li's companies

-
s P
Ri Pyong Gu um\g Kasatsugu Hiroshi
P T ey
I/l I
o A

. CM Chartering’s director has also served as the director of Everfaith Trade Limited which

owns the South Hill 5 (IMO 9138680) (figure 6). Everfaith purchased this vessel in August
2014. The Panel leamed that at that time there was unknown “ultimate buyer” of the South
Hill 5 who mitially nominated Mirae HK to buy this vessel but later switched its nomination
to Everfaith (figure 6). A Member State informed the Panel that the two foreign-flagged
vessels (South Hill 2 and -5) were controlled by OMM as of June 2015. The Panel continues
to investigate OMM s reported connections to these two vessels.

. In replying to the Panel, Mr. Li confirmed that he was the sole director and owner of Petrel

but that he had never let any other person to use this company. According to Mr. Li, CM
Chartering’s director leamned of OMM when purchasing the South Hill 2 in June 2012
through Mirae Shenzhen but MC Chartering had no business relationship with OMM. It was
also stated that CM Chartering had served as a broker for the Mu Du Bong “years ago™

(figure 1).

. Previously, Mr. Li used the email address of CM Chartering when he replied to the Panel in

January 2015 on behalf of this company. The same email address was listed on the document
from the Mu Du Bong. This document also listed Mirae's representative’s email address of

miraerep@cmchartering com which used the domain name of CM Chartering (figure 4). In

23 IMO database.
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replying to the Panel however, Mr. Li simply stated that he was told by CM Chartering that
the “e-mail ID" was stopped since late 2012.

10.In light of the multiple connections between Mr. Li and Mirae/OMM. as well as the
inconsistencies between Mr. Li's statements and information obtained by the Panel. and in
the absence of precise explanations and supporting documentation from Mr. Li, the Panel
could not confirm Mr. Li’s denial of his relationship with OMM and his knowledge of Mr.
Kasatsugu's connection to OMM.

11. The Panel found that Hua Heng/Petrel have had business relationships with three directors of
Dalian Sea Glory Shipping Co Ltd (IMO 5233903) which was previously involved in a May
2011 suspected transfer of proliferation-related items on-board the vessel Lighr (IMO
8415433) (figure 7).** Mr. Fan Min Tian (one of the three individuals) stated that they had
provided consultancy services for ship registration and inspection for Hua Heng. which was
also confirmed by Mr. Li Mr. Fan also stated that Dalian Sea Glory was dissolved in
October 2015 (figure 7).

12. The three individuals also served as the directors of V-Star Ships Limited (figure 7). This
company was mentioned during the Singapore court trial related to the CCG incident.
According to the prosecutor, Chinpo sent an email to OMM on 11 July 2013 (5 days after the
remittance for the CCG incident) in which “Chinpo had requested OMM not to send any
instructions for outward and inward remittances to and from V-Star Ships Limited and Cuba
s0 as to avoid being blacklisted. "™

13. In replying to the Panel, Mr. Fan stated that V-Star had no connection to OMM, Chinpo, or
the Chon Chong Gang (figure 7). It was explained that another company with a very similar
name was “‘on the blacklist” of the United States, and that Mr. Fan had informed the matter to
the authorities previously. The Panel could not find such company and was unable to confirm
his statements denying his companies’ connections to OMM.

4 From May 2006 to July 2011, Dalian Sea Glory was listed in the IMO database as the ship manager and
operator of the vessel Light (IMO 8415433). In May 2011, the U.S. Navy attempted to inspect this vessel
because the vessel was considered to be transferring proliferation-related items, After this incident, this
vessel was renamed to Victory 3 and re-registered with a new ship manager and operator of Sea Star
Ship Co Ltd.

25 Prosecution’s submissions at the close of trial”, 30 October 2015.

215/295



S/2016/157

Nerwork of Dalian Sea Glory-related companies

OMM Singapore/ Chinpo
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14. Mirae-linked companies, Grandtex Shipping Co Ltd and Allied Ocean Shipping Limited,
have had business relationships with Aoyang International Co Ltd and East Grand Shipping
Co Ltd. through the operations of the vessels Fertility 5 and Fertility 9 (see table 2). Aoyang
Marine Company Limited (connected to Aoyang Intemnational) has shared the same contact
details as Grandtex (figure 8).”Aoyang International and East Grand are managed by the
same individuals (figure 8).

Table 1. Companies connected to the Fertility 5 and Fertility 9

Company “essels Role Period
Allied Ocean Shipping | Fertility 9 | Registered owner From 23 December 2011
Limited _ 1o present
Aoyang Intemational | Fertility 5 | ISM Manager From 25 August 2011 to
Company Limuited present
East Grand Shupping | Fertility ¢ | ISM Manager, ship From 26 August 2013 to
Coltd = manager and operator present
Grandtex Shipping Co | Fertility 5 | Registered owner, ship From 3 May 2012 to
Lid manager and operator present

Source: IMO and Equasis databases

26 According to information obtained by the Panel, Aoyang International assisted Grandtex by
registering in the IMO database the official company records for Grandtex. Aoyang International is
linked to other companies that have business dealings with the DPRK in the fields of shipping business.
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Companies linked to the Fertility 5 and 9

I—- xg I-d?an
e
|

[

15. Aoyang Intemational 1s listed in the IMO database as a group beneficial owner of the Grand

Karo (IMO 8511823). The vessel's registered owner has been listed as Yuanyao Shipping
Ltd. (IMO 5821925), since September 2014. This company is listed with a “care of " address
provided by Aoyang International. According to information from a Member State, the vessel
was reportedly controlled by OMM as late as June 2015. The Panel leamed that Mr.
Kasatsugu was previously involved in financing for this vessel. The Panel found that the
vessel's DPRK crew included two individuals who were crew on OMM-controlled vessels
(figure 8). The Panel continues to investigate the vessel’s reported connection to OMM.

16. Mr. Kasatsugu has had business relationships with Shenghao Marine (Hong Kong) Co Ltd.

and Jinjiang Shipping Pte Ltd through the operation of the vessels Ocean Galaxy (IMO
8418227) and Ocean Dawning (IMO 8505329), until February 2015 (see table 1 below).
Shenghao Marine provided a “care of address” for Mirae-linked companies, Rich Step
Shipping Limited and New Champ Shipping Limited. In the Korean Register of Shipping
database, New Champ and Shenghao Marine were listed with the same contact information
(figure 9).

Table 2. Companies connected to the Ocean Galaxy and Ocean Dawning

Company Vessels Role Period
New Champ Ocean Galaxy Registered owner | From 23 December 2011 to
Shipping Limited February 2015
Rich Step Shipping | Ocean Dawning Registered owner | From 9 January 2012t 9
Linuted January 2015
Shenghao Manne | Ocean Galaxy ISM Manager From 25 August 2011 to 15
(Hong Kong) Ltd July 2012
Ship managerand | From 25 August 2011 to
operator February 2015
Ocean Dawning Ship manager and | From 9 January 2012t0 9
operator Januvary 2015
| Jinjiang Shipping | Ocean Galaxy Registered owner | From 25 August 2011 to
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Pre Ltd December 2011
ISM Manager From 16 July 2012 to March
2015
Ocean Dawning ISM Manager After 2 July 2012

~ Source: IOM database

Companies linked to the Ocean Galaxy and Ocean Dawning
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17. One of Shenghao Marine's directors, Mr. Zhang Qiao, has been listed as the director and/or
shareholder of several other companies including Baili Shipping and Trading Limited (the
ship manager of the vessel Ever Bright §§) and Bene Star Shipping & Trading Ltd (the ship
manager and registered owner of the Orion Star) (figure 10). According to information
provided by a Member State, these two vessels were controlled by OMM as late as
September 2015. The Panel continues to investigate OMM s reported connections to these
vessels.

Shiovine Limited

18. Bene Star had business relationship with Senat Shipping which was designated by the United
States Department of the Treasury on 23 July 2015 for its role in providing extensive
material support to OMM. Information provided by Senat’s lawyer shows the company’s
business dealings with Bene Star in chartering vessels operated by DPRK crews, including
Senat-owned vessel Dawnlight (IMO 9110236).

19. According to Senat, Bene Star operated Dawnlight under a bareboat charterer agreement with
Senat of April 2014, using Hua Heng as ISM manager for this vessel until July 2015. The
vessel was sold from Senat to Bene Star in September 2015. The Panel found that the
Democratic People’s Republic of Korea crews of the vessel included two individuals who
were crew of OMM-controlled vessels (figure 10). Senat’s lawyer stated that one of them
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was employed by Bene Star. It was also stated that almost all Democratic People’s Republic
of Korea crew members would have worked for OMM at some point because OMM was the
largest shipping company. The Panel continues to investigate the crews’ links to OMM.

20. In replying to the Panel, Senat’s lawyer stated that Senat’s business relations with OMM was
terminated since December 2011. With respect to Senat’s employment of Mr. Kim Yu Il
(former OMM Singapore) until January 2014, it was explained that Mr. Kim was tasked to
collect from OMM the outstanding bunker bills (USS 2 mullion) (figure 10). At this point, the
Panel has no further evidence showing Senat’s direct link to OMM after the July 2014
designation.
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Correspondence of 23 December 2015

To: The Panel of Experts of UN

CC: Mr. Katsu Furukawa

Fm: HUA HENG SHIPPING LIMITED
Re: SIAC492015PEOCS]

Deor Mr. Katsu Furukawa

To my huge swprise when | received your emall end attached documents in which we foel we
have been involved in some political situstion rather than busi disy fing 10 your
mentioned letter. We never expect that we will meet this kind of serious sitation as we aro jast doing
routine manitime business asper international shipping rules and laws.

My company mainly engiged in ISM operatiog business since established in Jun, 2012. And we
only sceept vessels which comply with flag state snd IMO conventions requirement, and national Jaws
and regulations, anyway we will try our best 10 cooperate with UN pansl of experts, and ¢larify the
uctual infornution which vou reguired in your letier.

; Cour relasionship wil ;

1. [ hereby declared that we have no mny relationship snd connection with OMM mentioned by you,
and any business with them.

2. 1t was my first time to meet Mr. Kasstsugn in Jun. 2011, at that timie he visited our oftice and
discussed MY GREAT HOPE'S(IMO $307492 ) ISM management business with Lisoning
Foreign Trade Foodstuffs Shipping Co Lid (IMO 1409699), and the company anly provide the
ISM management. The contract have been terminated since Jun 2012, the reason is that all
sharcholders including the G, mansger have beea retired, and the company suspended since that
time.

After that time, | established Hua Heng Shipping limited in Jun. 2012 , and re-signed contract of
GREAT HOPE's ISM management with Me, Kashatsuka 1o keep the ISM business. Actually Mr.
Kashatsuku gave us some vessel’s ISM management businessieg: GREAT HOPE. MASIK
RYONG, GLORY MORNING. GLORY OCEAN and CHUN UN 68.) , but HE was out of any
contact since Jun. 2015, All those company vour mentioned are registry owners of sbove vessels, |
only can carefully cheek who is the director and his nationality. [ could ot find any way w0 get
more information about those company because it is commercially confidential, Copies of my
company s contract with these companies (Annex 1), ’

3. Mr. Hyun was introduced to me by Mr Kasatsugu and 1 met him in Jun. 2014 in my Sffice. 1 did
remember be only asked some information about ISM management and cost. and we did not have
any contact with him afler that meet.

4. | know Mr, LnTc&mFanmmww.MMW.ﬂwmkkmnﬁm
for us (egz spply IMO no, for company ). That's all,

1 hereby claimed again that | have no any connection and business with OMM, so | huve no any
information on all individuals and catities that have worked for OMM.:
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Boexplain for your description

1. 1 as the serapping buyer got MV GREAT HOPE from Mr. Kasatsugu in December, 2014 and then
directly re-sold her for scrap to make profit. before that | have checked the website of OFCA, but
nothing sanction information found. As you are aware we are business man, we do not copcern more
about and do not pay more atiention 1o political matter, And indeed | would check each vessel belore
operation on the website of OFCA. If there s no sanction listed. then | will proceed, That's all.

2, Other Vesscls;

MYV Glory Moming snd MV Masik Ryong have been sold by auction of High court of South

Africa at Durban port in Aug. 2015,
And we have been lost contact with Glory Ocean and Mr. Kasatsugu since Jun.2015,

T have been terminated ISM management contenct with Chun Un 68 in May, 2015 due to not pay
management fee.

And | hereby declared that all crew manning and operating controlled by Mr. Kasatsugu and not
controlled by our company. some information in IMO database is not fully correct. Because, tlag
states registry form and contents and explains are different.

M.V SOUTH HILL 2 is actually owned by CM CHARTERING LMITED and the dircctor is
Chincse. Our ISM management business with them started in june 2012, when the owner owned the
ship.

M.V SOUTH HILL 3 is actually owned by Everfaith Trade Ltd and director is also Chinese. and
out ISM management business with them started since Oct, 2014,

As regard of the “eare of” address provided by Hua Heng Shipping Limited, it is a routine
practice in shipping field , because usually the owners are not familiar with registry procedure, %o we
are authorized to do it, that is the reason why always showing HUA HENG us “care of “ Since
economic erisis in 2008, the shipping market is getting worse and worse, the owners are saving ¢ost,

and | worked i shipping for more than 25 yeurs and can provide good service and Jower cost, so we

got some owners support and get ISM management business. -

Peirel Shipping Co Lid. was registered in the British Virgin Islands (BV1) in May 2013, and I'm the
sole director and sharcholder of this company. | bought MLV PETREL 1{IMO 9009083) in Jun.2013, M.V
BLUENOVELL(IMO 8909575) in Apr. 2014, and M.V BENEVOLENCE 2 (IMO 8$405402) in Des.
2014, And the Kiribati (lag state cancelled their registry because you mentioned something in your repon
issucd last year, eventhough | have provided all supporting envidence ond explained 1o them, but they
insist doing i1 And 1 lost a lot of moncy for this reason. The shipping market is quite bad now, and | have
no way but to sell all of them. .

You mentivned OMM's ropresentative used my company name, | can ensure 1o say that T have never
authorized to any body 1o perform any business of petrel shipping lmited. Because | hive never signed
any suthorized letter 10 any person. So, | don't know the case your mentioned. | found that you get 00
much information from THS website, but | have never provide any information to them even though they
required me. So, | think their mormation is not actually correct.

About Hefirst Enterprises Lid. and K&H Shipping 1.td (IMO $335608), | only know they are vessel's
registry owner and share holder is Mr. Hyun Hyun Bae from ROK. And these company have not been
listed in OFCA. Sa, | think that | can perform [SM manugement for thelr vessels.
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| don’t know Profit Asia Shipping Limited, becauss | do not have any business with them.

My company got ISM management contract for Dawnlight in Feb. 2014, and have noticed them to
terminate in Jul 2015 due to they bave been in sanction fist by the US Departinent of the Treasury, And
| have not arranged annval audit for ber DOC. So, 1 can't perform ISM munagement for her more,

And about Senat Shipping limited others information, | don't know well.

In light of the aforementioned Information sumimarized above, | hereby declared that 1 disagree with
any statements which T or my company have any relutionship with OMM. And 1 sccept that | have ever
been managed some veisels which owned by Mr. Kashatsuku from JAPAN and Mr. Hyun Hyun Bae
from KOREA. But | don’t think | have violated any laws and intemational regulations.

Your faithfully

== )

Li Anshan
201571222

Annex:

L ISM managemsent agreement (M.\ Great Hope, Glory Oceani, Chun Un68, Masik Ryong and Glory
Morning etc.)

2, All vessels registry cert, snd CSR.
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Correspondence of 31 December 2015

To: The Panel of Expents of UN

CC: Mr. Katsu Furukawa

Fm: HUA HENG SHIPPING LIMITED
Re: SYAC A92015PE/OC.856

Dear Mr. Katsu Furukswa
hfdbwminqﬂy.YmemﬂMcdwwmmmchﬁ@fow
l.&phﬂoa&mhdmmm%ldwyw&:khnmlmmmexvm
umwhmml.mmwmmumm«mwlwwmuupmm.
it i quite pormal decision

And M.V Benevolence 2 had been lay up for 3months, we bought to re-sell her 1o make & profit. It's
sume quite pormal decision.

we do pot have correspondence records for year 2014, as these vessels are not under our ISM
management already and our ¢-mail space is not enough 1o save 12months reconds,

Mozeover SOPEP also not available in our office. ax vessels are not under our management.

We disagree your view that we are helping OMM (o evade UN sanction, we do not have any
connection with OMM., how we can help OMM 1o evade UN sanction™?

2 relationship with Mr Kasatsugu
Asmmudinlwuw.wimwdmmlsmw.mdmmmbmmm\vlwd.w
also do not know whether Mr Kasatsugu have any conneetion with OMM or not??

Usually it may contain many content undder management contract, such as operation of the vessel,
chartering of the vessel. sale and purchase, crew manning. ek, but we just do their ISM
management, this is definitely true.

3 the vessel dawnlight
WemjwulSMwr.M'mdeb)'owm.mdoMknowwlmmulwfmcm\'
coming from, this is not our conoern. '

It is very stnwge that we do not employ any DPRK crew, how you can msk us o prove an
non-existing matter??

4, OMM connection to petrel shipping and cm chartering

We checked with the Director of CM Chartering, they told us they do not have business with OMM
b\nﬂwykmwOMMwmmcypumhmmmhhillzimmwmvomwnz)inm
2012, at that time they contact MIRAE SHENZHEN OFFICE, the owner of my ryong nam 2 in
June 2012, after that they appoint us as ISM manager. MV south hill 5 was purchased by
EVERFAITH TRADE LIMITED IN SEP 2014, after that also appoint us as ISM manager.

About Petrel shipping, 1 have been stated in my last email. .

5. ANNEX matters: -

We checked again with CMCHARTERING, they 10ld us that they might fixed mv mu du bong as
broker only but it was many years ago, they cannot remember details exactly, as they wid us many
DPRK Mmipsmdcdindﬂmncm-tﬂmﬂmmwvomemwmwiﬁwlh
a normal operation matter.
WcahdthemuilMmumm.dnynﬁdhyhvemdlhiumilmmdofmﬂdwld
me they have replied 10 you in Jan 2015,
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6. “All crew manning and replacement... for this vessel should obey the order from Part B”, We are
ISM manager, if have no some documents comply with convention requirement, how 10 get SMC
for vessel, then vessels how to perform trading?

In general, our statement of above are true and we tried our best to provide all information you

required, we hope those information can support you, We are not SPY AGENCY, we just doing
small business under shipping rules and practice.

Your faithfully -
201; 176
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Figue 2 Tofmati Hua H

An example of the agreement of ship's safety management

Attachement 11

M/V. GLORY OCEAN FieiXA4 thil$
Agreement of ship’s safety Management

A#icd T4 GLORY SHIPPING(HLK) LIMITED (AT % fk: ¥4, sib: 14F, CHUNWO
COMMERCIAL CENTRE, 25 WING WO STREET. CENTRE, 25 WING WO STREET,
HONG KONG

#oL7: HUAHENG SHIPPING LIMITED( o4 F @45 L%, deik:

CTR., 301-307 LOCKHART RD., WAN CHAL HONG KONG ), AR %8, T 5| &
o fieth ik e 1R,

The agreement is agreed and signed by GLORY SHIPPING (L K.) LIMITED (hercinafier
referred to us Part A, address:_L4/E.. CHUN WO COMMERCIAL CENTRE, 25 WING WO

STREET, CENTRE, 25 WING WO STREET, HONG KONG |

and HUA HENG SHIPPING LIMITED (hercinafter referred to as Part B, address: RM
19C. LOCKHART CTR.. 301-307 LOCKHART RD., WAN CHAL HONG KONG) as follows:

5. CHEEHEO LA RBRBETE, ARZFARFREMZLEFTEAL
AefR 2o TR T4,
Part A shall provide adequate resource to Part B, so that ensure Part B effectively
implement ship safety and pollution prevention and ship’s security management.

All crew manning and replacement, ship and equipments maintenance and

emergency response ete for this vessel, should obey the order from Part B.

Source: Mr. L1 Anshan.
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Articles of agreement between the master and seafarers of the Glory Moming referring to Hua
Heng Shipping Limited as “employer”

Name of ]

KIRIBATI SHIP REGISTRY

Ministry of Communications Transport and Tourism Development

ARTICLES OF AGREEMENT BETWEEN THE,

MASTER AND SEAFARERS ON
KIRIBATI SHIP
cA/10194
offcial | port of Registry GT Propiuon
TARAWA 17036 | sear yzsonp

vessel | No.
ﬁ]gy e {hg L k~1736 (765

Name & address of employer Trading Area 44, 4., A
HWAH ENG SHIPPNG LIV JED
Name of Masters Date &g\d%
1 Km  Kyoug cho 9. (0 Aely
2 k. '
3
; PSR :
5
: v .||
7-
’ 8
o] o - -
10_1‘_—_

Source: The Panel.
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An official document referring to Mr. Ri Phyong Gu’s connection to Petrel Shipping Company
Limited

A Thailand-based company's request for Thailand to 1ssue visa for Mr. Ri Phyong Gu

L 7 '3 : - J
UIEN a1 Swiwada SUds uand mIade 9ia
MARINER'S SHIPPING & TRADING CO., LTD.

Ref MST0082312 Z‘Dwﬂnbclo_l}
Ambassador Extraordinary snd Plenipoicatinry
The Royal Thai Embassy,
Deer Excclicacy,
We would like 1o request your Excellency to kindly jssue visa 1o The Kingdom of
Thailand 0 the following persons:
Name Daic of Berth Passpot No.
Mr. Rl PHYONG GU Z3 SEPT 1%61 363420640
Mrs. RISUN YONG (Speuse) 19 MAY 1961 563420641

Mr. Rl PHYONG GU, the Chanering Mansger of the
~LIMIZED, Pyodgyang. DP.R. of Kores and his spouse will visit our office for the

purpose of Practicing in the fisld of Shipping and Chartering Opemtions of Thei's sysiem
for duntion of sbout 90 days.

We, s their exclusive representative in Thailand will be fully responsible for the said
persons during their stay in the Kiogdom of Thailend.
Your kind attention would be greatly sppreciated.

Faithfully yours, /

?Msm}

Source: The Panel.
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Fi M e

A directory obtamed by the Panel from the Mu Du Bong lists multiple OMM-associated entities
connected to this vessel. which includes “MIRAE SHIPPING™ and “CM Chartering".

MIRAE SHIPPING E-Mail MIRAESHPEOTAMIREHIFFING , COM.Lh CHINA
RER MIRAE F-Mzll wlraerspicachartering.con
I‘: M CHARTERING  E-Mail CHARTERINGOEMCHARTERING.COM | CHINA
[H CHARTERING - F-Mail OPERATIONOCHOHARTER T, Coit ] CHIMA
Source: The Panel
Reference

>
From “Cmechartenng” <chartering@cmchartering com>
To ~ <guoc@un org>,
Ce < un org>

Date 08/0172015 02 46
Subyect = % 18 Inquinies from 1874 Panel, United Nabons Secunty Councile

Following was sent 10 you nominated e-mail address by hua heng shipping and it was returmed, we we
quote here below:

Qe

To: CM chartering LTD.

Fm: Hua Heng Shipping Limited

Dear Mr.FU

As we received your information and | have replied to them, but the system have been returned the
email,

s0 please help me to T/S the explain to them,

tks for your good coop.!

RH AN hushermshipping
%is#iN; 201501081517
Wt A guoc furukana
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From: Ocean Spore [oceanspore@stamub net sg|
Sent:  Tuesday, 25 June, 2013 6:55 PM

To: chinpo beetin; Mary

Ce: Ocean Russia D

Subject: CCG FRT

To Chinpo

Fr Ocean Singapore

CCG FRT

Asper your request, checked with Ccean about cargo name and quantity and received reply asf,

CARGO DETAILS: 10201 MTS OF (1893 BUNDLES) HOT ROLLED STEEL PLATES,
CONSIGNEE NAME: METAL CUBA

In the meantime, pls advise if you declared Ship’s name to bank as CCG and If not yet, pls
mention ship's name MV <SOUTH HILL 2>,

Regards

Source: Singapore.
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STRICTLY CONFIDENTIAL"

*The annex has not been reproduced in the present document because it is stnctly confidential
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Figure 7. Ioformati Dalian Sea G

Through its investigation, the Panel has identified that Sea Star Ship Co Ltd and Hua Heng
Shipping Limited are managed by the same three Chinese nationals who are linked to a Dalian-
based company, Dalian Sea Glory Shipping Co Ltd, which was possibly involved in an incident
of violation in 2011

Hua Heng Shipping Limited 1s registered both in Hong Kong and in Panama.
The Panamamian registration record provides the following three Chinese individuals as the
“Authorized Official” for Hua Heng Shipping:

¢ LuTie He
e Fan Min Tian
¢ Dong Chang Qing

These individuals are also listed in the Hong Kong company registration database as the
shareholders and current/former directors of Sea Star Ship Co., Ltd (Hong Kong company
number).

They are registered in Hong Kong with an address “Room 09, Chengda Building, Renmin Road,
Zhongshan District, Dalian, Liaoning Province. China”. This address has been used by Dalian
Sea Glory Shipping Co Ltd. which shows that these three individuals are also affiliated with
Dalian Sea Glory Shipping Co Ltd.

From May 2006 to July 2011, Dalian Sea Glory Shipping Co Ltd was listed in the IMO database
as the ship manager and operator of the vessel Light (IMO 8415433) In May 2011, the United
States Navy attempted to mspect this vessel because “it had reasonable grounds to believe the
vessel was transferring proliferation-related items™ (Letter from United States to 1718
Committee dated 24 August 2011 [ref /AC.49.2011/COMM 26]). After this incident, this vessel
was renamed in July 2011 to Victory 3 and re-registered in August 2011 with a new ship
manager and operator of Sea Star Ship Co Ltd.
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Figure 7-1. Correspondence from Mr. Fan Min Tan
Email correspondence from Mr. Fan of 23 December 2015.

Dear [abbreviated],
RSEHAZAERIE XTERZNE—F, KAARFHERELLF:

1, Dalian Sea Glory Shipping Co. Limited i 72015410 5 IF \ik44. A8k,

2, V-Starshipsco.Ltd. F2014%F10 AEMAE, HWAHERE—A (EBRE) , %
At BRMW RiEiZLHF.

3, Seastarships CoLtd T20144F Witii7R, EREREELFT FREZLATRE. 172
528 E%%.

4, EREKEH/SESM ZAT2014 08 49, FE—E®E, FAMITIE.

5. %4¥Hua heng shipping imited & MEHE A F], RITAMBEE W, HAKECH
3BEN, AN EREARMKERAG, MARTIE.

6, V-star ships co..Ltd. 50MMC % Chinpo /cuba ZH {I @R R, T KX %MChon
Chong Gang {EfJ#{E, 02013 {ECH—%, H1A8 5 V-star ships Co. Ltd R4
fl, WEAE) Rblacklist, XML ARFA—FAF, EXR NRFE—FRAET, A8
A, “a BEABTBEKRT.

7. X TVictory3 , FREH RO AR MISM &ISPS . i RAL M % R AR
%, WHAAPEATR (Ever ocean shipping agency Co) , [abbreviated], MT i RS
S W ey R IRECR, 1550 abbreviated] WIS .

8, MAIMMMEMIER ., BEEERR: [abbreviated]
Wi EERE!
ERM

English translation
I have just spoken with vour office by telephone. Regarding the Security Council investigation, I
hereby make the following clarifications:

1. Dalian Sea Glory Shipping Co., Limited formally cancelled its registration in October 2015
and has [thus] been dissolved.
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2. V-Star Ships Co. Ltd. changed ownership in October 2014, and currently has a single owner
(Mintian FAN). The company is solely operated by Mintian FAN.

3. Sea Star Ships Co. Ltd. changed ownership in 2014; Mintian FAN and Changqing DONG are
not shareholders in that company, and they do not take part in any of its business.

4. Mintian FAN, Changqing DONG and Tiehe LU separated in September 2014. They do not
work together, as each now has his own job.

5. Hua Heng Shipping Limited 1s a management company, we only provide consultancy and
assistance in ship registration and inspection. As the above-mentioned three individuals are flag
state ship surveyors. [we] work accordingly.

6. V-Star Ships Co., Ltd. has no connection of any kind with OMMC or Chinpo/Cuba, nor is it
involved with any operations of the vessel Chon Chong Gang. I recall the 2013 wire transfer;
because there was a company [whose name was] very similar to V-Star Ships Co., Ltd.. and that
company was on the blacklist, the U.S. believed they were the same; we later [provided]
clarification and the issue blew over. As there have been problems with my email account in the
past, [however.] my [email] responses at the time have all been lost.

7. As to the Victory 3, let me clanify once again that we provided ISM &ISPS only [for that
vessel], and were not involved in [providing] any business or technical services. This vessel is
owned by a Chinese ship owner (Ever Ocean Shipping Agency Co.). while [abbreviated] act as
the general agent for its operations. If the vessel has violated UN sanctions policies regarding
the DPRK_ [abbreviated]will be notified that the management contract shall be termunated
immediately.

8. For any further information, you can reach me any time at: [abbreviated]

Wishing you a Merry Chnstmas!

Mintian FAN
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Figure 7-3. The IMO registration record for Hua Heng Shipping

®

Company Name Hua Heng Shipping Ltd

MO Company Number 5678925

Company Address Room 19C, Lockhart Centre, 301.307, Lockhart Road, Wan Chai, Hong Kong, China
Country of Registrabion Hong Kong, Chins

Source: IMO database.

Figure 7-4. The Panamanian registration record for Hua Heng Shipping

Full Tomn Cerfificess N, PARIZIIM
Inlorm Coriflsasa Not PAL12 158 1S

DOCUMENT OF COMPLIANCE

Issuec undar ™a prov siars of tha
INTERNATIUNAL CONVENTION FOR |HE SAFETY OF LIFE AT SEA, 1974, as amandad,

UNDER THE AUTHORITY OF THE GOVERNMENT OF PANAMA
By: Goneme Mostirme Dowomontoaon Fearaes S

Nams ard Addrese Of the Coipacy
vma sarog oph 1 1.3 204 (83 Caoe HUA HENG SHIPPING LIMITED

R/ 10C LOCKHART C1R 301907 LOCKEART RO WAN CHAI HONG KONG

Compery dentiicaion Number: 5678925
Source: The Panel.
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Figure 7-4 The Panamanian registration record for Hua Heng Shipping referring to “Authorized
Official”

Fob Tem Cantfiate Mo s PRLSZTENY

ENDORSEMENT FOR ANNUAL VERIFICATION

THIS IS TO CERTIFY THAT, al the penodical venfication In accardance with Regulaton (X6 1 of the
Conventior ard paragrsph 15.4 of I8¢ I5M Coce. e Safety Maragomont System vas found te comply
with Bie requitemens of the 1SN Cogs,

17, ANNUAL VERIFICATICN Nams: A wreus
Sgred C NN
Aumorestizn Ne ALoneT Sigratece 01 Asrotzed Ofida-
By S Mo S P X
Pacaate DACIAN, CHILL [ JANUARY 13", 2049
S
274, ANNUAL VERFICATION Nerve: "'—
Aaruaion Mo AN Simate 3 Aome e
By i Tl Moine St Lot e
PlaczDate CALIAN, CHINA L aPRIL 18™ 2011
Y
3. ANNUJAL VERIFICATION Norma: B G cumere |
Sigred ~ "Nicpm :
Auroriration Koz AM21T4 T Sigratare of Aknarced Dffog
BY: Revas Maatine Foarvertitin s S

Pacolate: __ DALIAN CHINA! APIL 24" 2042

4% ANNUAL VERIFICATION Nane:
Sares:
Aurberizaton Wo:_A 1y> [4_‘%
PaceDOate
ISVIDOCPTCP (98 10) 2n

Source: The Panel.
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Figure 7-5. The Hong Kong registration record for Sea Star Ship Co.. Limited (Annual return

dated 20 October 2011)

amuman
espetes Segeiy

AR
Annual Return

((RReN) »omum
(Corvmman Ordirwres s 90004

"% AR1
"..nm-s --‘

4 A EE I Dste of this Retern
ZORRNALARTEMOARCHER
The wiormation o I (Wu™ & ot 10 B

wm AR1

|
§1 Class of Shares
EGn I

Pt vk o b
¢ SNEE Compony Nown --

| SEA STAR SIIP CO, LIMITED

I BIEEMNE SR
3 MR AW Busimss Name

NIA
3 0NN Type of Company
L
) umsnxinn One
Preaw cavoety Neang @ here G Urens

0 %5 U2 & 4> W09 R R 52N Details of Member(s) of a Company Having a Share Capital
(ARANOBGERNL T - SR EN TREEN  STERA RE < Corpery bwwing & shars saptn’ mes! camplets fim
S0200n 50 COnmuaron Sheet A 1 e & mauoret space )

4> & I 8 Company Number]

1517895

LEPE 1

Gt

|

ROOM MO39, CHENGDA
BUILDING, RENMIN ROAD,
ZHONGSHAN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA

ROOM M09, CHENGDA
BUILDING, RENMIN ROAD,
ZHONGSHAN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA

ROOM M09, CHENGDA
BUILDING, RENMIN ROAD,
ZHONGSHAN DISTRICT,
|PALIAN CITY, LIAONING
PROVINCI-‘. CHINA

3,000

3.000

Source: ICR.IS website available at http://www.icnis.cr.govhk/esey/.

16-00683



S/2016/157

16-00683

Figure 7-6. Information on the Victory 3

Mationality of registration
Compeany stelus

Dalian Sea Glory Shipping Co
IMO company number
Nabonality of regstration

Operator: Sea Star Ship Co Ltd
IMO compeny number
Nationakty of regrstration
Company status

Dalian Sea Glory Shipping Co

IMO company number
Nationakty of regrstration

Source: IMO database.

Ship Particulars / VICTORY 3
IMO 8415433
Name: vr_cr_oﬂ-v )— .(—o;omw I;H-:OT)-
wght (effective 2008-03)
Ship manager: ﬁoa Star ship Co Lrd (effective 2011-08-01) \
IMO company number IMD 5570925

Hong Kong, China

(effective 2006-05-23)
IMO 5233903
China, Peopla’s Republic
(effective 2011-08-01)
IMO SS70926
Hong Kong, China

(ffactive 2006-05-23)
IMO 5233903

China, Pecple's Republic
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Figure 7-7. Information on V-Star Ships Limited
Hong Kong company registration record for V-Star Ships Limited

pUnE®R uamnvwmn ::n AR1

HEDRD_Incortact Netes
¢ LRARNSW(NRUW) -

7T
CR [ B

ELE LS E 3. LU 1} ol @ % Company Number

®  Meste rand e sccompanying noles boke competng T form
Ploase pred i blsck nk. 1456770

1 2 ¥ %8 Company Name

V-STAR SHIPS LIMITED
mMBMRERLE

2 M® ¥ M Busi Name

N/A

3 A H M Type of Company
BERRNDBANL B Pease B T wiovet bex

[7] umxmuAnn ] ne
Private company having & share capital Others

4 A % 3 % F1 9 Date of this Return

The sformaton in this retum is made Lp 10

EHVHEARLNAEEAOMDLGAR 14 . l 2013

BESTRRLRYIL QN Detalls of Member(s) a5 t the Dale of ihs Return

B MY Class of Shares Ordinary
B8 Shares
rE/ 48 =4 ey HuR wse
Name Addross Current Transterred *
Hoidng
®H am
Numoer | _Oole |
petad:sl M09, CHENGDA 3,000
“AN BUILDING, RENMIN ROAD,
MINTIAN ZHONUSHAN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA
S8m ROOM M09, CHENGDA 3,000
LU TIEHE BUILDING, RENMIN ROAD,
[ZHONGSHAN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA
T8y ROOM M09, CHENGDA 3,000
DONG BUILDING. RENMIN ROAD,
ICHANGQING AN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA

Source: The Hong Kong company registration database.
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The contact person for Aoyang Intemational Company Limited (3 3¥ [®PF 5 B 22 &) is listed on
commercial company websites as Mr. Li Kun (¥ £85). He is also listed as a designated person for
the Fertility 9 of East Grand Shipping Co Ltd (IMO 5720074) on the vessel's registration

document.

Shipping document of the Fertility 9 referring to Mr. Li Kun

“ame of Manager  Management Company

MO Reg Company

10. MANAGER'S / MANAGEMENT COMPANY'S PARTICULARS AND DECLARATION |

Agdress

1 GRAND SHIPPING CO 1 IMITED Number ROOM 18 NAN FUNG CENTRE 264 293 cASH
512001 PEAX ROAD TSUEN MAN N T HONG «OMG
Name of Desgnated Person (ISM Code)* Eanergency contact datats
| N
Mobie phone 03361384081 783)
' w1 m Maragement Coinpany Tolephone  009K- 41182721761
. Eae 0036 411-82721760
C-mad AQYANCRAR | NEVHO INAT L COM
Source: The Panel.
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Figure 8-1. Grand Karo

DPRK crew members affiliated with OMM-controlled vessels who were Grand Karo's crew as
of 2014

e Crew list of the Grand Karo of 2014

Mr. Pak Kwang Il (date of birth: 13 June 1979)

DRI |13 JUN 9% |
PAK_KWANG 1L B APP. Deck officer ‘ 19

Mr. Kang Yong Ho (date of birth: 5 January 1968)
sl £ i —
KANG Y ONG M Dock Rating KOREA | KANG 942324178 125 MAR 201

e Crew list of the Jang San of 2011

Mr. Pak Kwang Il (date of birth: 13 June 1979)

lm ] omx | wmesn | wimeme | o5 sevsers | te airove |

e Crew listof the Po Thong Gang 0f2011

[0 (date of birth: 5 January 1968)
| KOREA | 196815 | 042324176 | Seamans Passpon |
Source: The Panel
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Pl 5 & Mai

Shenghao Marine Hong Kong Ltd is connected to Mr. Kasatsugu through at least two companies
and two vessels.

e Shenghao Marine Hong Kong Ltd provides a “care of address™ for at least two Hong
Kong-registered companies, Rich Step Shipping Limited (IMO 5647097) and New
Champ Shipping Limited (IMO 5649955); Mr. Kasatsugu serves as the director of these
fwo companies.

e Until early 2015, Shenghao Marine Hong Kong Ltd was listed as the ship manager and
operator of the two vessels Ocean Dawning (IMO 8505329) and Ocean Galaxy (IMO
8418277); their registered owners were Rich Step Shipping Ltd and New Champ
Shipping Ltd, respectively (both vessels were registered in the IMO database as “Broken
up” in February 2015) (IMO database).

e Shenghao Marine’s directors have also served as the directors or shareholders of
Shenghao Shipping Limited. This company’s director included Mr. Zhang Qiao.

Shenghao Marnine Hong Kong Ltd’s address used by Rich Step Shipping Limited and New
Champ Shipping Limited

IMO number : 5647097
Name of company : [ RICH STEP SHIPPING LTD

Address Care of Shenghao Marine (Hong Kong) Ltd J Room
1105, Tower One. Lippo Centre, 89, Queensway.
Central. Hong Kong, China, 9992077,

Last update : 22/06/2015

IMO number : 5649955

Name of company EJEW CHAMP SHIPPING LTD

Address : Care of Shenghao Marine (Hong Kong) Ltd ) Room
1105. Tower One. Lippo Centre, 89. Queensway.
Central. Hong Kong, China. 999077,

Last update : 22/06/2015

Source: Equasis database.
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Figure 9-2. The Hong Kong company registration record for Shenghao Shipping Limited

ICR BEBHER
Annual Return

evEaR ( (2N\H) W 10719

Companes Registry (Companies Ordinance 3 107(1))

* AZMASR (AwWAW) -

fom AR

NEBEBANE - 2 u M Company Number
®  Floase ead the yNg Notes Detore completing s Sorm.
Flease prnt in black nk 1461526

1 28 %W Company Name

SHENGHAO SHIPPING LIMITED
PEMBARLD
2 B % % Business Name
NIL

3 2 F B Type of Company
HAWTITMARL 7 PRse 1Ok e it o
WREBEALY [ xn
Private company having a share captal Others

4 &% # % 58 Date of this Return

The information in this return is made up 10

ETNRNRLERELENAMD RN 27

s 2013

000 AWM EYYYY

SEWGEITERML 7 W PRae ek the rlovent box(es)

24 -3 (muns
Capacity Dweector Allermate Director

PXER
Name in Chinese w_EE

AXeEs
Name in English ZHANG

QIAO

7 X Surome

2,°F Othor Names
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Fi Bege S Baili Shipi

Bene Star Shipping & Trading Ltd
e InChinese: ¥ EMBEH B AR AF
e IMO Company Number: 5764656
¢ Hong Kong company number 1599520
e Address: Room 2105, JDL 782. Trend Centre, 29-31, Cheung Lee Street. Chai Wan,
Hong Kong. China (same address with Baili Shipping)
e Mr. Zhang Qiao W%
o Shareholder (12 May 2013-)
o Director (12 May 2013-)

¢ Bene Star Shipping & Trading Ltd is listed as the ship manager and registered owner of
the Orion Star (IMO 9333589) since 6 November 2013. According to information

provided by a Member State, this vessel was controlled by OMM as of September 2015.

e According to information provided by Senat Shipping Limited’s solicitors, Senat
Shipping signed a bareboat charter agreement dated 14 August 2014 with Bene Star
Shipping and Trading Limited for the vessel Dawnlight.

Figure 10-2. Senat-Bene Star

BILL OF SALE (Body Corparate)
l:v-b-fhv Nama of Shey Mariver. \eat £l pont af scputey ]Ma--lu;c-ua—nup Merse puneet of engiren OF wiy)
!".I_“ DAWNLIGHT WEIOTI0) M e Dt | Sengh dock b caurmer J0NPITMEN
|- Jp—— TE
= 1 08 1 e 1 Daaest |
3
200 e Dol
Nay ¥ N
N w N " IR
R o b
a Vel ' \ 4 Trans
' " )
L w ' - ~ e,
..... . Asrnever
Neroct 4 ‘ I -

'T Jv’u. P e S T T T n-‘- N — . N =
- I A Y LT M @ e 0 s T O Vot o B ! Ty
e T ey
e e —
S Saaind L eva s 0 Mg e el £ ymtnn e Ly b St o m»m—:n«.i-—a‘- - S ot
Source: The Panel.
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Figure 10-2. Dawnlight

DPRK crew members formerly affiliated with OMM-controlled vessels that are currently
operating the Dawnlight

A crew list for the Dawnlight

o NAME
1 |&N YONG GYUN

2 KIVEANGCHOL |
3 1JO POK NAM
5 KM JINMYONG

SIRIJONGCHOL |
7

Source: Scnat Shipping

the h " 4 Apri 1
4 e % BRTHDAY" NATIONALITY*
|| LAST NAME 15T NAME CAPAQTY Wfmmrryy) Komy) | O (Mumber)
|| vomo xast HONG MASTER 198011 14 DR KOPEA 0554748
HAX JANG HAK CHIEF VATE 196321 OPR. KOREA 43320889
Source: The Pancl

MV CHONG CHON GANG PANANA CANAL
FLAG: DPR KOREA CREW'S LIST COATE 09,07 2013
LASY BIRTHOAY" il
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Annex 90 : The Panel’s views of the ONI\ [-associated vessels

According to recent information from specialized maritime databases, the vessels Cho! Ryong,
Hui Chon, Kang Gye, Ryong Rim, and Tae Ryong Gang visited or were sighted near the ports of
Russia and China in 2015. Previously, the Panel concluded that these vessels were included in
the 14 vessels that were owned and/or controlled by OMM or by entities acting on its behalf or at
its direction in assisting the evasion of sanctions, and that therefore they should be subject to the
measures imposed by gmgnph 8 (d) of resolution 1718 (2006) and paragraphs 8 and 11 of
resolution 2094 (2013).

In that regard, the Panel’s reasoning is provided below.
1. The vessels Chol Ryong, Hui Chon, Kang Gye, Ryong Rim, and Tae Ryong Gang

e The vessels’ connections to OMM as of 28 July 2014

As of 28 July 2014, when OMM was designated by the 1718 Committee, specialized
maritime databases provided the following information about each vessel:

a) Chol Ryong (formerly known as Ryong Gun Bong) (IMO 8606173)

e OMM was listed as the vessel's International Safety Management (ISM) Manager;

e Taedonggang Sonbak Co Ltd (IMO 1845139) was listed as the group beneficial
owner, the ship manager and operator for the vessel (this entity has been also listed as
the ship manager and operator for the Mu Du Bong (IMO 8328197) which was
determined by the 1718 Committee as “a vessel owned and controlled by OMM”,
showing that Taedonggang Sonbak Co Ltd has been acting on OMM’'s behalf or at its
direction or has been controlled by OMM); and

e The vessel's registered owner was Ryonggunbong Shipping Co., Ltd. which has used
a “care of " address provide by Taedonggang Sonbak Co Ltd.

b) Hui Chon (formerly known as Hwang Gum San 2) (IMO 5817790)

e From October 2012 to September 2014, the Hui Chon (IMO 8405270) was registered
in the IMO database with the name Hwang Gum San 2, whose ship manager and
operator were registered as OMM. Duning this period, the vessel's registered owner
was also listed in the IMO database as Hwanggumsan Shipping Co Ltd (IMO
5701481) with a c/o address provided by OMM.

¢ Following the July 2014 designation of OMM in September 2014, the Hwang Gum
San 2 was renamed to the Hui Chon in the database of the Mantime Administration
of DPR Korea. The renaming was officially registered in the IMO database in
October 2014, and the vessel was re-registered with a new ship manager and operator
as Pyongjin Ship Management Co (IMO 5817790) and a new registered owner as
Huichon Shipping Co Ltd (IMO 5817812). According to the IMO database, Huichon
Shipping Co Ltd was incorporated on 5 August 2014, just eight days after the
Committee’s designation of OMM, using a c/o address provided by Pyongjin Ship
Management Co Ltd.

#75/2015/131, pg. 47-49 and 56, and Recommendation 3 (b).
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OMM was also identified as the Awang Gum San 2’s operator and/or owner (or ISM
Manager) by the port state control inspection authorities under the Tokyo
Memorandum of Understanding (Tokyo MOU).

c) Kang Gye (formerly known as Pi Ryu Gang) (IMO 8829593)

This vessel. formerly known as Pi Ryu Gang, was renamed to Kang Gye in
September 2014. OMM was listed as the vessel’s ship manager and operator in the
IMO database and the Port State Control Inspection records between 2011 and 10
September 2014.

The registered owner of the P/ Ryu Gang was a DPRK entity, Biryugang Shipping Co
Ltd (IMO 5434313), which 1s registered in the IMO database with an address that 1s
“care of ' OMM. The vessel's ship manager and operator as registered in the IMO
database since 11 September 2014 is a DPRK entity. Yongjin Ship Management Co
Ltd (IMO 5814883), and its registered owner since 11 September 2014 is a DPRK
entity named Kanggye Shipping Co Ltd (IMO 5822804).

d) Ryong Rim (formerly known as Jon Jin 2) (IMO 8018912)

OMM was listed as the ship manager and operator for the vessel;

OMM was identified as the vessel’s ISM Manager by the port state control inspection
authorities under the Tokyo Memorandum of Understanding; and

The vessel's registered owner was Jonjin Shipping Co Ltd which has used a c/o
address provided by OMM.

e) Tae Ryong Gang (formerly known as 4p Rok Gang) (IMO 8132835)

OMM was listed as the ship manager and operator for the vessel;

OMM has been identified as the vessel's ISM Manager by the port state control
inspection authorities under the Tokyo Memorandum of Understanding; and

The vessel's registered owner was Amnokgang Shipping Co., Ltd. which has used an
address provided by OMM.

According to International Safety Management Code’s Resolution A 741(18) as amended by
MSC.104(73). MSC.179(79), MSC.195(80) and MSC.273(85). the ISM Manager (or
“Company") is defined as the following:

“1.1.2 Company means the owner of the ship or any other organization or
person such as the manager, or the bareboat charterer, who has assumed
the responsibility for operation of the ship from the shipowner and who,
on assuming such responsibility, has agreed to take over all duties and
responsibility imposed by the Code.”

In light of the abovementioned information, the Panel concluded that as of 28 July 2014,
these vessels were owned and/or controlled by OMM.

Renaming and re-registration of OMM-controlled vessels after 28 July 2014 to evade the
sanctions
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Following the 28 July 2014 designation of OMM, all these vessels were renamed and re-
registered in the IMO database with new registered owners, ship managers and operators, as
summarized below:

a) Ryong Gun Bong
o The vessel was renamed as Chol Ryong on 1 August 2014;
e Haejin Ship Management Co Ltd is listed as the vessel's new ISM Manager, ship
manager and operator on 1 August 2014; and
e Cholryong Shipping Co Ltd is listed as the vessel's new registered owner on 1 August
2014, which has used a c/o address provided by Haejin Ship Management Co Ltd.

b) Hui Chon (formerly known as Hwang Gum San 2) (IMO 5817790)
e The vessel was renamed as Hui Chon in September 2014
¢ A new ship manager and operator as Pyongjin Ship Management Co (IMO 5817790)
and a new registered owner as Huichon Shipping Co Ltd (IMO 5817812).

¢) Kang Gye (formerly known as Pi Ryu Gang) (IMO 8829593)

e This vessel, formerly known as Pi Ry Gang, was renamed to Kang Gye m
September 2014.

e The vessel's ship manager and operator as registered in the IMO database since 11
September 2014 is Yongjin Ship Management Co Ltd (IMO 5814883), and its
registered owner since 11 September 2014 15 Kanggye Shipping Co Ltd (IMO
5822804).

d) JonJin2
e The vessel was renamed as Ryong Rim on 1 September 2014;
e Haejin Ship Management Co Ltd is listed as the vessel's new ISM Manager, ship
manager and operator on 5 September 2014; and
e Ryongrim Shipping Co Ltd is listed as the vessel's new registered owner on 5
September 2014, which has used a c/o address provided by Haejin Ship Management
Co Ltd.

e) Ap Rok Gang
The vessel was renamed as Tae Ryong Gang on 1 October 2014:;
¢ Yongjin Ship Management Co Ltd 1s listed as the vessel's new ISM Manager. ship
manager and operator on 26 September 2014 : and
e Taeryonggang Shipping Co Ltd is listed as the vessel's new registered owner on 26
September 2014, which has used a c/o address provided by Yongjin Ship
Management Co Ltd.

The Secunty Council has officially included the “renaming or re-registration of . vessels™ in
the category of “transfer of DPRK...vessels to other companies that may have been
undertaken in order to evade the sanctions™ (paragraph 19 of resolution 2094 (2013)).
Renaming and re-mauon of vessels have been n officially determined by the Securnity
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As noted. these vessels were among the 14 vessels controlled by OMM that were renamed
and re-registered in the IMO database with other DPRK ship managers. operators and
registered owners, following the July 2014 designation of OMM (see, S/2015/131. paragraph
110).

As a result of these re-registrations of OMM-controlled vessels, OMM was dissolved in the
IMO database. and these vessels and the DPRK entities that control and/or own the vessels
have successfully evaded the UN sanctions. For example. the Hui Chon, Ryong Rim and the
Tae Ryong Gang were inspected by the port state control inspection authorities in October
2014 and January 2015. But the vessels were never subjected under the assets freeze.

In hght oftlns in its 2015 Final Repon tbe Panel consxdcrs that nx_mg_m

Member States obligations under relevant provisions in the resolutions

Pursuant to paragraph 8 (d) of resolution 1718 (2006) and paragraph 8 of resolution 2094
(2013), Member States are obliged to immediately freeze assets and economic resources on
tlmr temitories that are ownzd or controllecL gggguy_q_mmu by desxgnated entities or

States are also obhged by paragraph 11 of r&oluuon 2094(2013) to prevem the transfer from
theu texmones of a1 3 2 ;

MM, by
ennnes acm on OMM s behalfor at its duecnon as well as those that could comnbme to
the evasion of sanctions.

As noted, the these vessels are assets currently owned and controlled officially by the
aforcmenuoned DPRK ennt:es (the newly remcd owners. operator and managers for the
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Ryong Rim (12 October 2014)

MEMORANDUM OF UNDERSTANDING ON PORT STATE CONTROL IN THE ASIA PACIFIC REGION
ASIA PACIFIC COMPUTERIZED INFORMATION SYSTEM

Tae Ryong Gang (12 October 2014; 19 and 30 January 2015)

MEMORANDUM OF UNDERS TARDING ON PORT STATE CONTROL IN THE ASIA PACIFIC REGION
ASIA PACIFIC COMPUTERIZED INFORMATION SYSTEM

\SLLXT GNG W0 1ASE UPGEN.
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Annex 91 : Korea Ryongaksan General trading Corporation

Korea Ryonbong General Corporation

High-Purity Cadmium Sulphide |
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Tel 850 7 36 8175
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Source: Foreign Trade of the DPRK. March 1996
Korea Ryongaksan General Trading Corporation
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Sowrce: Foreign Trade of the DPRK. February 1993.
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Annex 92 : Lyongaksan’s branch in Zhuhai
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(Unofficial translation) (Unofficial Translation)
Operation period of business: From Corporate name: 38§ ¥ LW 5 & SHREGATL
Dec. 13, 2005 to Dec. 2011 Corporate type: Permanent Representative of Foreign
Business Operation Status: Still company
active Representative: Kim Pyong Chan

Source: Guangdong Company Credit Information database available at
http://gsxt.gdgs gov cn/aiccips/CheckEntContext/showInfo html.
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Annex 93 : Lyongaksan’s other branches
Jian-based branch
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Annex 94 : Korea International Chemical Joint Venture Company

Korea International Chemical Joint Venture Corporation (KICIVC).

The Panel has confirmed Korea International Chemical Joint Venture Company (KICJVC) as a
Ryonbong-controlled entity which has produced nuclear-related rare earth phosphate and also
advertised its sales of a processed form of yellow cake, (“yellow cake”) in an official
publication. The KICJVC was originally established by Ryonbong and a Japan-based company **
According to the former KICICC director, the entity founded the Hamhung Chemical Joint
Venture Factory in April 1991. Official publications show that KICJVC has produced various
rare metals, including monazite which contains 5-12% of thorium which is used in nuclear
programmes. KICJVC's products have also included ammonium diuranate (ADU), a processed
form of yellowcake which is also used in nuclear programmes. *°

Hyoksin Trading Corporation was designated by the Committee on 16 July 2009 as Ryonbong’s
subordinate. Hyoksin has shared its contact information with Korea Pugang Corporation (KPC)
and its subsidiary, Pugang Pharmaceutic Company. The Panel confirms that Hyoksin has
provided administrative assistance to Pugang. In addition, state media shows that another KP
subsidiary, Korea Pugang Trading Corporation (KPTC), used Ryonbong’s contact numbers until
as early as 2002. The Panel continues to investigate Pugang'’s relationship with Ryonbong.

2 The Panel confirmed that the Japanese company terminated the joint venture prior to 2006.

¥ World Nuclear Association, “Naturally-Occurring Radioactive Material” available from http://www.world-
nuclear.org/info/inf30a.html.

# See: https:/ /www.iaea.org/About/Policy/GC/GC41/Documents /2914annex2.html.
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Figure 1. A DPRK publication referring to the Intemational Chemical Joint Venture Corporation
which was established by Rvonbong and a Japanese company.

“The International Chemical Joint Venture Corporation is run in joint investment of funds
between the Korean Ryonbong General Trading Corporation and the Kokusai Trading Co., Ltd.
headed by Ryo Song Gun. vice-president of the Association of the Korean Traders and

I l ' - l» l in’ »

High-quality Rare Earth Py

anmwdmdudu

Source: Foreign Trade of the DPRK. February 1996.

Source: Foreign Trade of the DPRK, March 1997.
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Source: Foreign Trade of the DP 2002.
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Annex 95 : Korea Equipment & Plant Corporation

Business cards of the representatives of Korea Equipment & Plant Corporation (KEPC) rovide
the company’s name in Korean & & & Bl & 2| AL" which is the same name as Korea

Complex Equipment Import Corporation.

HO YONG HAK

Vice President

KOREA EQUIPMENT & PLANT CORPORATION

Add: Central Distnict,

L Tel: 850-2-18111

@El

A3 4

Pyongyang, DPRK Ext. 8032
Cable: add: "JONGHAPSULHI" Fax: 850-2-3814498
Pyongyang Tix: 38002 DGS KP

\/
ZMUSer gl A

2N P ULENRY

- —

A
4 % (850218111

p Ext 8032
W24 234 % |2  850.2.3814408
By P U4 EY . (38002 DGS KP
Source: The Panel.

KPe.019 KOREA (t).\ll’l.l‘lx FEQUIPMENT IMPORT CORPORATION

KOREAN:

ZAFWa FRUBAL

Sowrce: 1718 Committee’s website available from

https://www un org/sc/suborg/sites/www.un org.sc.suborg/files/20141030_updated_list_entities_and_inds

viduals_korean_new_format_rev_1.pdf
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Annex 96 : Korea Pugang Trading Corporation
Figure 1. Pugang Corporation
PR ERSLH  heep:/www.pugangcorp.com/

Korea Pugang Corporation was incorporated on July 3, 1979 with a commitment to render a
service to the nation for its economic prosperity.

The Corporation’s registered capital is 3 billion Won (some USS 20 million) and its annual
average turnover foots up to 22.5 billion Won (some US$ 150 million).

Korea Pugang Corporation comprises some management sections and such component
companies as Pugang Trading Corp.. Pugang Motorbike Co.. Ltd.. Pugang Hwangchirvong Co.,
Ltd.. Pugang Pharmaceutic Co.. Ltd.. Pugang Electronic Co.. Ltd.. Pugang Coins Corp.. Pugang
Crystals Co.. Ltd.. and Pugang Natural Food Co., Ltd.

The Corporation runs gold mines, mints, factory of alcohol, pharmaceutical plants, drinking
water factories, and other large number of factories of various industries such as metallurgy,
mining. machinery, chemicals, electric, electronic, glassware, and timber.

The Corporation has off-shore branch offices or agents in Beijing. Dandong, Ji’an, Shanghai,
Moscow, Nakhodka, Havana, Berlin, Sofia, Fribourg(Switzerland), Karachi, Kuala Lumpur,
Cairo, Damascus, and Addis Ababa.

Ever since its birth, Korea Pugang Corporation has been doing its best to command a streamlined
business making steady investments in order to keep its facilities and factory equipment up to
date, provide a wider selection of its export products, and optimize their qualities, thus making
them all highly competitive.

In the years to come, we will further contribute to the ever-prosperity of our nation by constantly
updating our business operations and factory equipments, developing new high-tech products
and by maximizing the variety, volume and frequency of our transactions with our customers and
suppliers worldwide.

On this occasion, we express great thanks to all those who have done any business with us and
who, by so doing, have provided us with easier access to the world market and business

expertise.
Dr Jon Sung Hun, President

Source: http://www.pugangcorp.com of 11 June 2008, accessed through WaybackMachine com.
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iceutical Company
\dd: Pothooagrany District, Pyvongyang
DFR Kowea
Fel: 8502181 1 ). 3X1.5%2
Fav X50.2.3%1.5273

F-mail: rbedSa smar-conct kp

: e Y
Source: Foreign Trade of the DPRK. 2008, No. 1 (left) and 2013, No. 1 (nght).
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Source: http://www.cxtzw.com’/ShowTequNews asp?id=688.
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' 2 ] :
L . ~M - - L
KOREA RYONBONG GENERAL CORPORATION

Pothonggang District, Pyongyang, DPRK
Tel: 850-2-381-6125
850-2-381-6124
Fax 860.2.381.5274
Tix: 36053 LS KP, 360854 28 KpP

Source: Foreign Trade of the DPRK. February 2002.
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Annex 97 : Mr. Piao’s companies and connection with Mr. Ma and Mr. Li
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Mr. Piao Chengyuan (or Park Seung Won) 1s listed as the director of Dalian Union with Mr. Cai
Guang, and as shareholder of Dandong Yongxinghe, together with Mr. Ma and Mr. L1.
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AFmAIRSRIRAS TR : 210600004026293
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Mr. Piao Chengyuan is listed as shareholder of
Dandong Union with Mr. Ma Gewen.

&
Source: The Chinese company regiitntion database available from http://gsxt.Ings gov.cn/.
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Annex 98 : Dandong Union and Dandong Yongxinghe's connection with Korea Taesong
Korea Daesong (Taesong) from commercial business registry database
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Figure 2: Dandong Union address Information from Commercial Website, showing relationship
between address ;KT % 64 5 and {£ik)" 3% B &

The Panel found that Dandong Union’s address 1s registered as both “Room 1106, 64 Bin Jiang
Zhong Ru (KL} #% 64 §) Dandong City” and “Room 1106, Jiadi Plaza B ({iith)" 1% B &)
Dandong City” at official Chinese Company registry database and various commercial company
registry. The Panel also found that other companies of Dandong City use these two addresses
without distinction or at the same time in advertising them. The Panel confirmed through
geographic search on line that “Bin Jiang Zhong Ru (%{T. "1 #% 64 5)" and “Jiadi Plaza B ({f#:
J"1% B )" is the same place.
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Figure 4: Dandong Yongxinghe and Korea Daesong (or Taesong) Trading Company

Korea Daeso m Commercial Business Regis
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Figure 5: Korea Cholbong and Dandong Yongtong

Dandon_g Yongtong from the Official Chinese Company re_gisﬂ
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Annex 99 : Hong Kong-registered Companies controlled by individuals connected to
Leader and/or Mr. Cai Guang

The Panel has identified multiple Hong Kong-registered companies connected to Leader and/or
Mr. Cai Guang. Further details of each company are summarized below.

1. Sunny (HONG KONG) Int’l Development Co. Ltd.

Address: LM 873, Room B, 14/F, WaH Hen Commercial Centre, 383 Hennessy Road, Wanchai,

Hong Kong
Individual involved:
- Mr. Li Hong Ri (Chinese: F 41 [1) (director and shareholder)

2. Xiuhua International Company Limited
Address: Unit 04, 7/F, Bright Way Tower, No. 33, Mong Kok Road, Kowloon, Hong Kong
Individual mnvolved:

- Mr. Li Hong ri (Chinese: 4] [1) (director and shareholder)

3. Hong Kong Max Moon Trading Co., Limited.
Address: Room 1701(071). 17/F. Henan Building. No.90, Jaffe Road. Wanchai, Hongkong.
China
Individual involved:
- Mr. Ma Gewen (Chinese: £} §: ) (director and shareholder)

4. Longjin (HongKong) International Trading Co., Limited
Address: Rm 907, JDL 495, Wing Tuck Commercial Center, 177-183 Wing Lok Street, Hong

Kong
Individual involved:
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: #h& i) (director and
shareholder)
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n s
T a2 L B T
(@ RASE) % 1%, CR No.
AN Ene Incorporation Form 1401433
"™ (Company Limited by Shares)

( (2mepn) = '“t.,“ﬂ Fﬂorﬂ:' N C 1

NESGmportant Noles

¢ RBUNOW (REAW) -
MAEROBAND -

®  Mease 10ad tha accompanying notes before completng s form
Please print in black k.

1 SREMALEF MW Intended Company Name
& 2092 TR % ntended English Company Name

LONGJIN (HONGKONG) INTERNATIONAL TRADING CO., LIMITED

3 LT R O EE R WA 4 08 IR T 0 s
The Intended Address of the Company's Registered Office in Hong Kong

[ Rm 907, JDL495, Wing Tuck Commercial Centre, |1 77-183 Wing Lok Strect, Hong Kong

s
8 A Individual Director
(LI17408 ~ EMANY - /BT C BN Use Continvation Sheet C ¥ more then 1 individual dwecton)

E 4 X
Name in Chinese ¥R

XL
Name in English PIAO Chengyuan

6 £ Sumame T4 F Over Names

LR 2
Previous Names
Ik I
Alias

Rm 907, JDLA49S, 177-183 Wing Lok Street, Hong -
Kong

B Country
(TR, SR NEWE T Coro o' ad0ness0s and post office dox numbers are 1)

nREwmt
E-mail Address

-

| 5 @ entification China 1D no.: 120104196601256358
Source: The Hong Kong company registration record available from http://www.icns.cr.gov hi/cscy/.
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' 13 A= ¥V "ToU
CR o I 11 e H
et mm (e 2 F IR 22 &]) :;i;;f;:sc_;agm,.
: Rogistry Incorporation Form
i (Company Limited by Shares)
{ (I8 T 144 45) £
ki Form NC1

MRAmeN (M2anm) -
Preass read he Notes e Complation beloss comping s form

1 85 AP 2 0% Intonded Company Name
K2R 95 ) % % W Intended English Comp

HONG KONG MAX MOON TRADING CO,, LIMITED

23 W EE T A0 S 1R Y90 R B4R P 0 Ry sk
The Intended Address of the Company’s Registered Office in Hong Kong

Room 1701(071), 17/F., Henan Building, No.90, Jaffe Road, Wanchai, Hong Kong, China

@ AT 7 Individual Director
(GNER~5 8/ N  F/ZHTC ¥ Uso Continusbon Sheel C If mors then 1 individual drecior)

PRt
Name in Chinese 15'&3‘(
PS4 E
Name in English MA GEWEN
T £ Sumame "% % Other Nemes
PR o5
"
Allas N/A
1313
Residential
Address ROOM 1101, BLOCK B, JIADI SQUARE,
YANJIANG KAIFAQU, DANDONG CITY, CHINA
[ LIAONING PROVINCE
- IR & Courery
Same Address as Dandong Yongxinghe and post 0ffice box Humbars are not o|
e 3 Tl
E-mail Address N/A
& {381 9] \dentification CHINA 1D.:22010219660804333X

Source: Hong Kong companies registration records available from http://www.icns.cr.gov hic/escy/.
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Annex 100 : Namibia’s Note Verbale dated on 13 February 2015 addressed to the

Embassy of the Democratic People’s Republic of Korea in South Africa

REPUBLIC OF NAMIBIA

MINISTRY OF FOREIGN AFFAIRS

Tek:
Fux:
Bl
Ret

Baguires.

(061) 2829111
(O61) 221145 1 223937 1 220065
headgquaniony® mia gov na

wul

The Ministry of Forcign Affairs of the Republic of Namibia presents its
compliments to the Embassy of the Democratic People's Republic of Korea and
has the honour Lo inform that the Government of the Republic of Namibia has
terminated the diplomatic status of Kim Kwan Yon, Second Secretory,
Economic und Commercial, and Kil Jong Hun, Third Secretary, Economic and
Commercial.

In this regard, the Ministry ol Foreign AlTuirs would like to advise that the two
individuals leave Namibia. The Ministry seeks the cooperation of the Lmbassy
on this matter.

The Ministry of Foreign AfTairs of the Republic of Namibia avails isell of this
opportunity 1o renew to the Embassy ol the Democratic People’s Republic of
Korea the assurances of its highest consideration.

February 13, 2015

The Embassy of the Democratic People’s Republic of Ko
Pretoria, South Africa

Pavale Bag 11347
WINDHOUEK
NAMIBIA

Source: The Panel.
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STRICTLY CONFIDENTIAL"

Annex 101

*The annex has not been reproduced in the present document because it is stnctly confidential.
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Annex 102 : Global Airlines Project methodology and United Nations data protection
law exemptions

The Panel identified 170 global, regional and national airlines on the basis of global passenger
market share as well as those smaller airlines operating on routes and third countries where
Democratic People’s Republic of Korea entities or nationals are known or suspected to have
been based while engaged in the direct violation or evasion of sanctions in the past. Requests for
information were also sent to airlines operating from the limited number of transit hubs that
serve air routes to and from the Democratic People’s Republic of Korea.

While a number of airlines or their respective Member states cited data protection laws as legal
impediments to the provision of information, the Panel notes that pursuant to the sanctions
regime adopted by the Securnity Council in respect of the Democratic People’s Republic of Korea
(DPRK) under resolution 1718 (2006), as extended by resolution 1874 (2009), the Security
Council has imposed obligations upon Member States in respect of compliance with that regime.
Specifically, in paragraphs 26 and 27 of resolution 1874 (2009), the Security Council established
the Panel and urged all States to cooperate with it, “in particular by supplying any information at
their disposal on the implementation of the measures imposed™. In accordance with Article 25 of
the Charter of the United Nations, Member States are obliged to accept and carry out decisions
of the Security Council.

Pursuant to its Charter and the 1946 Convention on the Privileges and Immunities of the United
Nations, the United Nations is not subject to the national jurisdictions of Member States, and as
such. is not bound by national or regional legislative instruments. including the provisions
regarding the transfer of personal data.

The Panel 15 continuing GAP-related investigations by extending and expanding its follow-up
with the airline industry.
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Annex 103 : Travel movements of reported KOMID representatives

Reported possible KOMID representatives in Iran Son Yong and Kim Young Chol travelled to, from or
transited Iran. Umited Arab Enurates, Pakistan, China, Singapore and Malaysia. Reported KOMID
representatives in Syria, Kang Ryong and Ryu Jin travelled to, from or transited Lebanon, China, Uganda
and Egypt. Reported KOMID Nanubia representative Kil Jong Hun travelled to, from or transited
Nanubia, South Africa, Chuna and Zimbabwe. Reported KOMID Namubia representative, Kim Kwang
Yon, travelled to, from or transited South Africa and China with documentation indicating that this travel
was mn five of six mstances part of an itinerary for Nanubia. The Panel obtamned evidence that another
reported KOMID representative allegedly based in Russia, Mr. Jang Song Chol flew to Khartoum, Sudan
on two occasions m 2014,

According to information obtained by the Panel, Mr. Jang and Mr. Kim transited Islamabad and Karachi
on at least 28 occasions between 10 December 2012 and 25 October 2015. They often travelled on the
same flights with consecutively numbered tickets issued by the same travel agency. Together they had
entered Pakistan at one awport and departed Pakistan from another airport. Pakistan stated to the Panel
that the reported KOMID representatives were 1ssued visas “by our Mission in Tehran at the request of
the Embassy of the Democratic People’s Republic of Korea (DPRK) in Tehran. The individuals were
introduced as Second and Third Economic and Commercial Secretanies of the Embassy.” In the visa
application forms Pakistan noted that the addresses “included the Embassy of DPRK in Islamabad and
Economic Section of DPRK in Karachi™. Pakistan also noted that “in the visa forms no mention has been
made of their linkages to Korea Mining Development Trading Corporation (KOMID) **

Seven of the individuals had transited, entered or exited China on a total of at least 59 occasions between
19 October 2012 and 19 October 2015.%* Some of the individuals used different passports for certain
flights in a non-linear fashion, indicating that they were in possession of two or more passports.

Mr. Ryong Kang flew into Entebbe, Uganda on 14 June 2014 and departed three days later. U§mda
informed the Panel that it was undertaking an investigation and would revert when it was comp 54

Mr. Jang, Mr. Kim and Mr. Kwang Yong Kim transited Singapore on at least 12 occasions between 18
July 2013 and 28 November 2014. Mr. Kim flew to Kuala Lumpur on at least 3 occasions between 20
May 2013 and 23 November 2013 Mr. Jong Hun Kil travelled to Harare on 25 October 2014 and depasted
four days later Mr. Song Chol Jang flew from Moscow on 21 September 2014 to another couatry. Mr.
Song Chol Jang retumed to Khartoum, Sudan on 21 September 2014 and departed 28 September 2014.
Ms Kim Su Guang with alleged connections to RGB amived in Moscow on 16 June 2015. Mr. Song Chol
Jang travelled to Khartoum on 10 June 2014 and departed on 24 June 2014. Mr. Ryong Kang travelled to
Cairo on 3 July 2014, departing three days later.

31 Letter to the Panel from the Pakistan Mission to the United Nations, No. First-5/3/2015, 7 January
2015s.

32 Mr. Song Chol Jang,Mr. Yong Son Jang, Mr. Yong Chol Kim, Mr. Ryong Kang, Mr. Jin Ryu, Mr. Jong Hun
Kil, and Mr. Kwang Yon Kim.

3 Evidence obtained by the Panel shows that the other individual designated by the United States as
KOMID's representative in Syria also travelled on the same flights as Mr. Kang to Uganda.
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Annex 104 : United Arab Emirates (UAE) response to the Panel

VISSION OF THE
UNITED ARAB EMIRATES
'O THE UNITED NATIONS
NEW YORK

LIS -

s asmal] Aasy sl

)
I
l

Ref: 2016/24

5 January 2016
Mr. Griffiths

In reference to letter S/AC.49/2015/PE/OC. 808 of 3 December 2015, and further to the
meeting held on 30 December 2015, regarding the investigations of the Panel of KOMID,
| would like to transmit to you the unofficial translation of the UAE’s authorities' response:

- Information on two DPRK nationals reportedly working on behalf of Korea Mining
Development Trading Corporation (KOMID).

- Information and data on the shipment of arms and related material onboard the
vessel ANL Australia.

- Information on reported arms trade involving KOMID, UAE-based companied and
UAE nationals

| would like to take this opportunity to reiterate once again my country’s continued
cooperation with the Panel of Experts on the DPRK in implementing its mandate.

Please accept the assurances of my highest consideration.

aod AlMazrooei

Charge d’Affairs

Mr. Hugh Griffiths

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874(2009)
United Nations

New York
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First: Information on two DPRK nationals reportedly working on behalf of Korea
Mining Development Trading Corporation (KOMID)

No movement by the two individuals in or out the UAE was confirmed recently. However,
| would like to transmit to you the following information obtained from the UAE concerned
authorities regarding those individuals:

Yong Son Jang
Personal data

Nationality: DPRK

DOB: 20 February 1957

Professional: Third Secretary at the North Korean Embassy in Iran and a businessperson.
Residency: He previously visited the UAE.

Passport number: 563110024, expires on 14 January 2018. (He is also a holder of a
diplomatic passport No. 654210164, expiration date; 2 June 2019).

Marital status: Married — number of children: unknown.

Religion: Buddhism.

Phone number; unavailable.

Current position: Out of the UAE.

Records of Yong Son Jang's entering and exiting the UAE, expect transits through the
UAE, noting that the visas were issued by the General Directorate of Residency and
Foreigners Affairs.

B Visa Dates Type and number | Sponsored by
Issuance date Expiration date of visa
1 |7 Oct. 2014 5 Dec.2014 Tourism Sun and  Sky
2102014043400297 | Tourism & Travel
PO Box: 40583
Tel: +97143516300
2 | 25 Sept. 2014 8 Nov. 2014 Tourism Same as above
2102014043248996
3 | 3 Sept. 2014 30 Oct. 2014 Tourism Same as above
2082014043874333
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4 |28 Aug. 2014 10 Oct. 2014 Tourism Same as above
2082014043779453

5 |12 Aug. 2014 3 Oct. 2014 Tourism Same as above
2082014043554431

6 |5Aug. 2014 19 Sept. 2014 Tourism Same as above
2082014043427250

7 | 9July 2014 28 Aug. 2014 Tourism Same as above
2082014043122845

8 |8June 2014 14 Aug. 2014 Tourism Same as above
2062014043759706

9 |28 May 2014 11 July 2014 Tourism Same as above
2062014043588820

10 | 1 May 2014 29 June 2014 Tourism Same as above
2062014043222379

11 | 4 March 2014 27 May 2014 Tourism Same as above
2042014043164863

12 | 23 Feb. 2014 5 April 2014 Tourism Same as above
2012014043966523

13 | 16 Feb. 2014 30 March 2014 Tourism Same as above
2012014043744310

14 | 4 July 2013 1 Sept. 2013 Permission to enter | Golden Coast
for a short visit — one | Travels
tourist trip Tel: +97142610333
2062013043480181

15 | 4 June 2013 9 August 2013 Tourism Same as above
2062013043134625

16 | 21 May 2013 7 July 2013 Tourism Same as above
2062013043013910

17 | 2 May 2013 6 May 2013 A 96 hour visit Emirates Airlines -
2012013016265971 | Arabian Adventures

Tel: 600555555

18 | 16 April 2013 20 April 2013 A 98 hour visit Same as above

2012013016231979
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Transits of Yong Son Jang through the UAE:

# | Date (arrival and departure) | From To
1 | Arrival - 30 Sept. 2014 IKA Imam Komeini Int'l | Al Maktoum Intl Airport -
Airport - Iran UAE

Departure - 30 Sept. 2014

Dubai Intl Airport -
UAE

2 | Arrival - 21 Sept. 2014

IKA Imam Komeini Int']
Airport - Iran

Dubai Int'l Airport - UAE

Departure - 21 Sept. 2014

Dubai Intl Airport -
UAE

3 | Arrival - 1 Sept. 2014

IKA Imam Komeini Int'l
Airport - Iran

Dubai Int'l Airport - UAE

Departure - 1 Sept. 2014

Dubai Intl Airport -
UAE

4 | Arrival — 25 Aug. 2014

IKA Imam Komeini Int'l
Airport - Iran

Dubai Int'l Airport - UAE

Departure — 25 Aug. 2014

Dubai Int'l Airport -
UAE

5 | Arrival - 11 Aug. 2014

IKA Imam Komeini Int’|
Airport - Iran

Dubai Int'| Airport - UAE

Departure — 11 Aug. 2014

Dubai Int'l Airport -
UAE

Tehran Int'l Airport - Iran

6 | Arrival — 20 July 2014

IKA Imam Komeini Int'l
Airport - Iran

Dubai Int’l Airport - UAE

Departure — 20 July 2014

Dubai Intl Airport -
UAE

7 | Arrival - 6 July 2014

IKA Imam Komeini Int'l
Airport - Iran

Dubai Int'l Airport - UAE

Departure — 6 July 2014

Dubai Intl Airport -
UAE

8 | Arrival = 2 June 2014

IKA Imam Komeini Int'l
Airport - Iran

Dubai Int'l Airport - UAE

Departure - 2 June 2014

Dubai Int'l Airport -
UAE
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9 | Arrival - 21 May 2014 IKA Imam Komeini Int’l | Dubai Int'| Airport - UAE
Airport - Iran
Departure — 21 May 2014 Dubai Int'l Airport -
UAE
10 | Arrival — 18 April 2014 IKA Imam Komeini Int'l | Dubai Int'l Airport - UAE
Airport - Iran
Departure - 18 April 2014 Dubai Intl Airport -
UAE
11 | Arrival — 25 Feb 2014 IKA Imam Komeini Int'l | Dubai Int'l Airport - UAE
Airport - Iran
Departure — 25 Feb 2014 Dubai Intl Airport - | Tehran Int'l Airport - Iran
UAE
12 | Arrival - 19 Feb 2014 IKA Imam Komeini Int'l | Dubai Int'l Airport - UAE
Airport - Iran
Departure — 19 Feb 2014 Dubai Int'| Airport -
UAE
13 | Arrival — 1 July 2013 IKA Imam Komeini Int'l | Dubai Int’l Airport - UAE
Airport - Iran
Departure - 1 July 2013 Dubai Intl Airport -|IKA Imam Komeini Intl
UAE Airport - Iran
14 | Arrival — 29 May 2013 IKA Imam Komeini Int'l | Dubai Int'| Airport - UAE
Airport - Iran
Departure — 29 May 2013 Dubai Int'l Airport -|IKA Imam Komeini Intl
UAE Airport - Iran
15 | Arrival - 2 May 2013 Dubai Intl Airport -|IKA Imam Komeini Int'l
UAE Airport - Iran
Departure — 3 May 2013 Quaid-E-Azam Dubai Int’l Airport - UAE
International Airport -
Pakistan
16 | Arrival — 16 April 2013 IKA Imam Komeini Int'l | Dubai Int'| Airport - UAE
Airport - Iran
Departure — 16 April 2013 Dubai Int'l Airport - |IKA Imam Komeini Intl
UAE Airport - Iran
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A - The two individuals did not stay in hotels in the UAE; therefore, there is no information
available on any reservations. Moreover, no activities by neither individuals were
monitored in the UAE, as usually travelers await for their flights outside the airport.

Q - Records of crossing any UAE borders.

A — No information is available on their travels through UAE |and or maritime borders.

Q - Any financial records of the individuals.

A — They do not hold any bank accounts in the UAE.

Second: Information and data on the shipment of arms and related material
onboard the vessel ANL Australia, which was seized in the UAE on 22 July 2009

Q - Any information on the two corporations or Mr. Ri Hyong

A

- No information is available on the two corporations, also, there are no dealings or
associations between the UAE and the mentioned corporations or Mr. Hyong.

- Personal date on Ri Hyong:
¢ Nationality: DPRK
¢ DOB: 10 February 1956
e Passport number: 827310102, expired on 12 September 2012.
¢ Last time he departed from Dubai to Iran was on 12 May 20089.
¢ Records of Ri Hyong's entry into and departure from the UAE:

Date Movement Country of Departure | Country of Arrival
3 April 2009 entry Iran UAE
4 April 2009 Departure UAE Unknown
20 April 2009 | entry Iran UAE
11 May 2009 entry Iran UAE
12 May 2009 Departure UAE Unknown

280/295

16-00683



S/2016/157

Third: Information on reported arms trade involving KOMID, UAE-based companied
and UAE nationals

Q - Information and documentation on past or currently planned arms trade involving
KOMID, Al Mutlag Technology and International Golden Group.
A - No such dealings between the above parties was detected.

Q — A list of all other entities and individuals involved since October 2006 in past and
planned KOMID related arms trade activities.

A — No list is available on names of individuals or entities involved in arms trade with
KOMID since October 2006.

Q - Information on registration records for Al Mutlag Technology and International Golden
Group.
A — Al Mutlag Technology:

e Private company.

e Based in Dubai, Al Kuthban Bldg., Sheikh Zayed Rd.

e PO Box. 37562.

e Tel: 043383888

e Activity: General Trading.

e License number: 201887

e License issuance date: 11 August 1982

e License expiration date: 10 August 2016

e (A copy of the license was submitted to the Panel during the meeting on 30

December 2015).

Q - Information on Mr. Abdulrahman Bager:
A
¢ Nationality: UAE.
e DOB: 1 January 1953
e Passport number: HFR234276
¢ Position: Executive Director of Al Mutlag Technology
e (A copy of the passport was submitted to the Panel during the meeting on 30
December 2015).
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Q - Any information available to the UAE authorities regarding transfers or attempted
transfers to/from DPRK after October 2006 of any arms or related material which were
brokered by Al Mutlaq Technology or Mr. Bager.

A — No such activities were detected after October 2006.

Q - Any information available to the UAE authorities regarding any financial and trading
transactions after April 2009 between KOMID and Al Mutlag Technology or Mr. Bager.
A - No information is available on any financial and trading transactions after April 2009
between KOMID and Al Mutlaq Tech. or Mr. Bager, or on behalf of them.

Q - Any additional information available to the UAE authorities regarding KOMID's
relationship with Al Mutlag Tech or Mr. Bager.
A -

* No relationship was detected between KOMID and Al Mutlag Tech or Mr. Bager
since October 2006.

e During the investigations, it was found that a quotation offer was requested from
an individual named Mr. Yoon Song Kim, from North Korea based in China, on
equipment. Mr. Kim presented an offer; however, his offer did not go through and
no transaction was made. A European company was also contacted regarding the
same equipment. The company presented an offer, but it did not go through
neither.

» Entities that were involved in the $100,000,000 offer are:

o Mr. Abdulrahman Bager.
o Mr. Yoon Song Kim.
o Al Mutlag Technology.

Mr. Yoon Song Kim's personal data:
¢ Nationality: North Korea.
¢ DOB: 11 February 1960.
s Passport number: 381220190.

Measures taken by the UAE authorities in this regard:
- Investigations were conducted with members of Al Mutlaq entity.

- The entity was zlosed, as a precautionary measure.
- Documents and computers of the entity were seized.
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Annex 105 : United Arab Emirates documents related to arms trading entity Al Mutlaq
Technology and its closure
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PERMANENT MISSION OF THE
UNITED ARAB EMIRATES

TO THE UNITED NATIONS
NEW YORK

Ref: 2016/38

8 January 2016
Mr. Griffiths

In reference to the meeting held on 30 December 2015 with the Panel of Experts of the
DPRK Sanctions Committee, | would like to transmit herewith additional information
provided by the UAE concerned authorities on the movement of Mr. Abdulrahman Bager
between the period from 2 August 2012 to 1 January 2016, as well as additional
information which could be of use to the Panel.

| would like to take this opportunity to reiterate once again my country’s continued
cooperation with the Panel of Experts on the DPRK in implementing its mandate.

Please accept the assurances of my highest consideration.

Saod AlMazrooei
Charge d’Affairs

Mr. Hugh Griffiths

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874(2009)
United Nations

New York
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Mr. Abdulrahman Bager has not been in communication with any North Korean company.
He was only in communication with Mr. Yoon Song Kim. Also, there is no additional
information on Mr. Kim's address in China.

Travels of Mr. Abdulrahman Bager from 2 August 2012 to 1 January 2016
(Starting from the most recent travel date)

# | Country of departure/ Point | Country of arrival/ Point of | Dates
of exit entry EXit/Entry
1 | Dubai Int! Airport - UAE Vienna Airport - Austria 1 January 2016
2| Bahrain Intl Airport - Bahrain | Dubai Int'l Airport - UAE 4 December 2015
3 | Dubai Int! Airport - UAE Hamad Int'l Airport - Qatar | 23 October 2015
4 | Dubai Int Airport - UAE g;anrlees de Gaulle Airport - | 1 October 2015
S | Hamad Int'l Airport - Qatar | Dubai Intl Airport - UAE 26 September 2015
8 | Dubai Int'l Airport - UAE Hamad Int'l Airport - Qatar | 23 September 2015
7 | London Heathrow Airport - UK | Dubai Int'l Airport - UAE 20 September 2015
8 | Dubai Int'l Airport - UAE Leonardo  da  Vinci- | 9 September 2015
Fiumicino Airport - Italy
9 | Atatiirk Int'l Airport - Turkey | Dubai Int'l Airport - UAE 18 August 2015
10 | Bahrain Int'| Airport - Bahrain | Dubai Int'l Airport - UAE 3 August 2015
11 | Dubai Int'l Airport - UAE Bahrain Int'l Airport - Bahrain | 30 July 2015
12 | Hamad Int'l Airport - Qatar Dubai Intl Airport - UAE 17 June 2015
13 | Dubai Int| Airport - UAE Bahrain Int'l Airport - Bahrain | 13 June 2015
14 | Vienna Airport - Austria Dubai Int'l Airport - UAE 31 May 2015
15 | Dubai Int'l Airport - UAE g?aanrclees de Gaulle Airport - | 13 May 2015
18 | Kuwait Int’l Airport - Kuwait | Dubai Int'l Airport - UAE 27 April 2015
17 | Dubai Int'l Airport - UAE Kuwait Int'l Airport - Kuwait | 23 April 2015
18 | Chhatrapati Shivaiji Airport - | Dubai Int'l Airport - UAE 14 April 2015
India
19 | Dubai Intl Airport - UAE ?‘zjii;l Gandhi Int'l Airport - | 6 April 2015
20 | Changi Airport - Singapore | Dubai Int! Airport - UAE 10 March 2015
21 | pubai Int'l Airport - UAE Changi Airport - Singapore | 3 March 2015
22 | prague Ruzyné Int!l Airport — | Dubai Int'l Airport - UAE 2 February 2015
Czech
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23

Dubai Int'l Airport - UAE

Prague Ruzyné Int’l Airport —
Czech

27 January 2015

24

London Heathrow Airport - UK

Dubai Int'l Airport - UAE

2 January 2015

25

Dubai Int’l Airport - UAE

London Heathrow Airport -
UK

20 December 2014

26

Incheon Int'l Airport — South
Korea

Dubai Int'l Airport - UAE

14 December 2014

27

Dubai Int'l Airport - UAE

Incheon Int'l Airport — South
Korea

9 December 2014

28

Vienna Airport - Austria

Dubai Int'| Airport - UAE

1 December 2014

29

Dubai Int'l Airport - UAE

Vienna Airport - Austria

23 November 2014

Bahrain Int'l Airport - Bahrain

30 | Bahrain Int'l Airport - Bahrain | Dubai Int'l Airport - UAE 1 November 2014
31 | Dubai Int! Airport - UAE Bahrain Int Airport - Bahrain | 28 October 2014
32 | Bahrain Int'l Airport - Bahrain | Dubai Int'| Airport - UAE 25 October 2014
33 | Dubai Int Airport - UAE Hamad Int'l Airport - Qatar | 25 October 2014
34 | Bahrain Int'l Airport - Bahrain | Dubai Int'l Airport - UAE 11 October 2014
35 | pubai Int Airport - UAE Bahrain Intl Airport - Bahrain | 25 September 2014
36 | Vienna Airport - Austria Dubai Int'l Airport - UAE 10 September 2014
37 | Dubai Int! Airport - UAE Vienna Airport - Austria 31 August 2014
38 g::l? de Gaulle Airport - | pubai Int!l Airport - UAE 91 June 2014
39 | Dubai Int! Airport - UAE Charles de Gaulle Airport - | 9 June 2014
France
40 | Kuala Lumpur Airport - | Dubai Int'l Airport - UAE 18 April 2014
Malaysia
41 | Dubai Int'l Airport - UAE Incheon Int| Airport — South | 5 April 2014
Korea
42 ghades de Gaulle Airport - | pubai Int! Airport - UAE 9 March 2014
rance
43 | Dubai Int'l Airport - UAE gharles de Gaulle Airport - | 26 February 2014
rance
44 Dubai Int'| Airport - UAE 2 August 2012

16-00683

287/295



S/2016/157

Mutlaq Technologx

From: Mutlag Tecnology [mailto:mutlaggp@eim.ae]
Sent: Tuesday, May 05, 2015 1:25 PM

To: ‘freedom6like’ <freedomélike@163.com>
Subject: Products

Attachments: Products List.Pdf

Dear Mr. Kim,

Following my telephonic conversation of today, Please find attached a list of products that are needed immediately
from your stock.
We need your response at the earliest and as soon as possible.

Thanks and Regards.

Abdul Rahman Abdulla Bager
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Requirement list

s Item Qty. j
1 [m92cal7.62x39 5,000 |
2 | 7.62X39Ammunition B ] 5,000,000
3| Sniper Rifle 7.62x54 (Draganov) B ‘ 150
4 7.62x54 R ammunition B 15,000
5 | 7.62PKM Machine Gun 1,000
6 7.62x54 ammunition 10,000,000
7__| Sniper Rifle 12.7x108 50
8 Ammunition 12,7x108 10,000
9 | Heavy Machine Gun M02 Coyote Cal 12.7x108 B 200
10 | 12.7mmx108 Ammunition 10,000,000
11 ! Mortar 60mm M57 _— 100
12 Mortar Shell 60mm | 50,000
13 | Mortar 82mm Mé9 ! 100 |
14 | 82mm Mortar Shells i 50,000
15 120mm PM-38 Mortar 5 40 |
16 | 120mm Mortar Shell 30,000.00_
|17 14.5x114mm B-32, BZT Cartridges ] ~ 2,000,000.00
18 | 23mm HEI with Link _ ' 1,500,000.00 |
19 | 107 MULTIROCKET Launcher 30.00
20 | 107mm Rocket 40,000.00
21 | 122MM rocket Projectile M210 i 40,000.00
22 | Hand Grenade - | 3,000.00 |
23 | Armor Vest 5,000.00 '
24 | Anti-Tank 106mm HEAT Ammunition 5,000.00 |
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Annex 106 : The Russian Federation’s Letter to the Panel’s air travel enquiry on

KOMID and RGB unilaterally designated individuals

[MocTosHIOE NPEACTABNTENRCTBO
Pocenitexoii ®egepanun
npu Oprannsannm
Obweaunennubix Hauni

Permanent Mission
of the Russian Federation
to the United Nations

Phone: (212) 861 4900
Fax: (212} 628 0252

/77
Ne _/n
New York, Zj January 2016

Dear Mr.Griftiths,
With reference to your letter S/AC.49/2015/PE/OC.810 dated

136 East 67" Street
New York. NY 10065

3 December 2015 [ am instructed to inform you of the following
We believe that there is no reason for us to make an

investigation following your inquiry. Judging by the content of your

activities of the two North Korean citizens that we were requested to
provide information about. Unilateral sanctions that were imposed by

the USA and France against those individuals for the reasons that we

their unlawful activitics on Russia’s territory, We are invariably ready
to cooperate with the Panel when its inquiries are clearly fitted into the
framework of the current United Nations Sccurity Council Sanctions

List and have substantial evidence. In this case we are not in a position

to do so. 7%/

Vladimir Safronkov.
Deputy Permanent
Representative
Mr. Hugh Griffiths
Coordinator
Panel] of Experts established pursuant
to Security Council resolution 1874 {2009)
United Nations

New York

letter, the Panel had not conducted an independent research of

are unaware of, do not serve for us as an argument for suspicion of
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Annex 107 : The Russian Federation’s Letter to the Panel’s enquiry on OMM

associated vessels

New York

ITocToAHHOE NPEICTABUTEALCTBO
Poccuiickoii @enepanuu
npH Opralunaunu
OobennHenabix Hannii

Phone: (212) 861 4900
Fax: (212) 628 0252

No. //7& /

Permanent Mission
of the Russian Federation
to the United Nations

136 East 67" Street
New York, NY 10065

n

New York, / ” January 2016

Dear Mr.Griffiths,

With reference to the Panel’s letters S/AC.49/2014/PE/OC.187
dated 12 September 2014, S/AC.49/2015/PE/OC.146 dated 2 July
2015, S/AC.49/2015/PE/OC.150 dated 8 July 2015 and
S/AC.49/2015/PE/OC.310 dated 29 July 2015 requesting inlormation
about North Korean vessels and in addition to our previous letter of
response | am instructed to inform you of the following.

We continue to demand from the Panel of Experts to present
substantial evidence on the connection between various business
enterprises that own the vessels, and their assets, to the activities
of OMM. We do not possess such evidence.

The Panel’s information on the renaming and the new ownership
(sometimes with the same legal addresses) of the vessels previously
owned by OMM, though it could provoke certain suspense with regard
to DPRK companies, cannot serve for us as a justification to apply

the provisions of UN sanctions regime against those entities.

Mr. Hugh Griffiths

Coordinator

Panel of Experts established pursuant

to Security Council resolution 1874 (2009)
United Nations

16-00683
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If there is substantial evidence we would be ready to discuss
possible inquiries for designating these legal entities to be included
into the UNSC 1718 Committee’s Sanctions List. Once they
are designated by the Committee, the necessary restrictive measures

stipulated by the UNSC resolutions would be applied against those

entities. % W
M

Vladimir Safronkov
Deputy Permanent
Representative

Source: The Panel.
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Annex 108 : RTC’s initial information about the financial transactions related to the
RTC’s May 2010 export to Chonbok

Based on the information provided by RTC, the Panel understood that RTC undertook the
following financial transactions related to the May 2010 export:

RTC has been serving as the agent for Korea International Exhibition Corporation
(KIEC) to arrange the participation by the companies based in Taiwan Province of China
for International Trade Fairs in Pyongvang.

At that time, RTC helped another Taipei-based travel company (hereafter “company T),
and their customers to attend the Pyongyang International Trade Fair (which RTC also
attended). Company A sent RTC airline tickets and “related charges™ which RTC was
tasked to transfer to KIEC in Pyongyang. Company A transferred to RTC on 13 May

2010 € 28.002.

On the other hand, Chonbok was obliged to pay RTC the amount of funds € 28.350 at
that time (according to the invoice issued by RTC dated 18 May 2010). At the request
from RTC, Chonbok forwarded the funds to KIEC who was tasked to hand over the funds
to RTC’s representative at the occasion of the Pyongyang Intemational Trade Fair.

Then when RTC attended the trade fair in Pyongyang. RTC's representatives met with
KIEC's representatives and calculated the amount of difference, which the Panel
understands to be € 348. The Panel also understands that this was the amount of money
RTC received from KIEC.
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STRICTLY CONFIDENTIAL"
Annex 109

*The annex has not been reproduced in the present document because it is stnctly confidential.
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Annex 110: Egypt’s 15 February 2016 response to the Panel

16-00683

13/201¢

WALAE FAX & WL 001

PERMANENT MISSION OF THE ARAB REILBLIC M’ EGYPT
TO THE UNITED NATIONS

Te.Ne. QL2).5030300 Jias Na. (212) $45-5999

CHANSY 16 EM

The Permanere Mission of the Arab Republic of Egypt to the United Nations
presentsits complimertsto the Panel of Experts established by United Nations
Secunty Council resolution 1874 (2009), and with reference to the Panel's letter
S'/ACA92015PE/OC.755 conceminga 2013 shipment of cargo from a DPRK
company nanled Ryongsong Trading Co Ltd to an Egyptian company named
MODA Authority Intemational Optropic Company andrequesang nformation on
MODA's company regstration records, identities and contacts detais, the
Permanent Missionis honored to mform the Panel of Experts of the folowing
mformation provided by the relevant Egyptiannationa authonties in response to
the Panel’s request:

oo 0 o e dandly G pead) S Al Sl S B2l B Cally 4

4852 S 1 LS (MODA Authority International Optronic Company sy 355 3y

Uyl smy 153 gy o pamall 205030 d-'»‘l‘&*we-’*r"-’mwd: e ia
B e T

The Permanent Missionrequests that the above mentioned mf0 Imation are
reflected inthe Panel of Expents annual repont,

The Permanet Mission of the Arab Republic of Egypt to the United Nations
avails itself of this opportunuty to renew to the Panel of Experts established by
United Nations Secunty Colmgil resolution 1874 (2009), the assurances of its
highest consideration.

New York, 15 February 2016
The Panel of Experts estabhshed by United Nations Secunty Council resolution
1874 (2009).

Fax:9173672347

Translated from Arabic

On examination of the database of Egyptian companies and the trade registes, no ref ctoa pany under
the name of MODA Authority Intemational Optronic Company was found The company in question is not a
Govemment company. All Govemment contracts are handled in accordance with the legal procedures in force at the
international level, and expon licences are first obtained from the Go s of the foreign companies.
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