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Summary

The Director of the Internal Audit and Investigat®o Group of the United
Nations Office for Project Services hereby submitgshe Executive Board this
activity report on internal audit and investigatiservices for the year ended 31
December 2014. The response of UNOPS managementhit report is
presented separately, as per Executive Board adeci006/13.

Elements of a decision
The Executive Board may wish to:

(a) Take note of the annual report of the Internal Audit and Invgations Group
for 2014;

(b) Take note of the progress made in implementation of audit
recommendations, including those that are more t&amonths oldand

(c) Take note of the annual report of the Strategy and Audit Adwso
Committee for 2014 (in line with Executive Boardcion 2008/37).
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Introduction

1. The Internal Audit and Investigations Group (IAI®&) pleased to provide
the Executive Board with the annual report on UNOR&rnal audit and
investigation activities for the year ended 31 Dmber 2014. This report
contains details pursuant to Executive Board deoisi2008/13 and 2012/18,
specifically: (a) a table displaying unresolved @augcommendations by year
and category; (b) an explanation of findings thamained unresolved for 18
months or more; and (c) titles of all internal audiports issued during the year.

2. The IAIG Director reports to the Executive Directwr UNOPS and assists
the Executive Director with her accountability faia. In this regard, 1AIG

provides assurance, offers advice, recommends iwgments and helps to
enhance the risk-management, control and governasgstems of the
organization. IAIG also seeks to promote and suppaccountability by

conducting investigations into reports of violatsonof applicable rules,
regulations and administrative or policy directivéglditionally, IAIG supports

management in the application of UNOPS generalgedi and objectives, as
described in the UNOPS Strategic Plan, 2014-2017/@PS/2013/3).

3. IAIG continued to interact with the UNOPS Strategpd Audit Advisory
Committee during 2014. In accordance with ExecuBaard decision 2008/37,
the annual report of the Committee for 2014 isattad as annex 3 to this report.

Role and functions of the Internal Audit and Investigations
Group

A. Mandate, functions and standards

4. The mandate, functions and standards for internditaand investigations
within UNOPS is derived from the organization’s dircial regulations and
rules, approved by the Executive Director as Orgatibnal Directive No. 3,
revised and effective 1 January 2012. Per reguiai®1, IAIG:

shall conduct independent, objective assuranceaavilsory activities in
conformity with the International Standards for tReofessional Practice
of Internal Auditing. It shall evaluate and conutb to the improvement
of governance, risk management and control prosgssed report
thereon.

5. The Internal Institute of Auditors’ (lIA) Internathal Professional Practices
Framework provides the standards and guidance tchwlAIG adheres for all
of its engagements.

6. Per regulation 6.02, in addition to providing imat audit services to
UNOPS, IAIG is “responsible for assessing and inigeging allegations of
fraud and corruption committed by UNOPS personmed@ammitted by others to
the detriment of UNOPS.”

7. The mandate, scope, responsibility, accountabiityl standards of IAIG
are further defined in the Internal Audit Chartggpaoved by the Executive
Director and issued as Organizational Directive 85, revised and effective 9
December 2013; in Organizational Directive No. 2JNOPS Accountability

Framework and Oversight Policies”; OrganizationaliréBtive No. 15

(Addendum 2), “UNOPS Global Structure”; and Orgatianal Directive No.

36, “UNOPS Legal Framework for Addressing Non-Corapte with Standards
of Conduct”.



DP/OPS/2015/3

B. Coordination with the United Nations Board of Auditors
and other United Nations oversight bodies

8. IAIG coordinated its internal audit work with, anchade its results
available to, the United Nations Board of AuditoFurthermore, the Group’s
annual planning process included consultation wligh Board of Auditors.

9. IAIG continued to coordinate its activities withettUnited Nations Office
of Internal Oversight Services, the United NatidRepresentatives of Internal
Audit Services (UN-RIAS), the United Nations Reprptatives of Investigation
Services and the Joint Inspection Unit (JIU).

[ll.  Approved annual internal audit workplan for 20 14

10. The primary aims of the 2014 workplan were to eae#duand improve the
effectiveness of risk-management, control and goaece processes; and
provide the Executive Director with the assuranbattinternal controls and
procedures are functioning as intended. The workpt@ntained a detailed
discussion of the planning approach, objectivesk assessment, scope, nature
of audit services and operating budget.

A. Risk-based internal audit plan

11. An audit risk assessment identifies and prioritipesential audit areas that
pose the greatest risk to the organization. Typycathis is made possible
through the risk-management system which has beah ip place by
management. A risk assessment enables internat segburces to be allocated
to those areas that are most critical to the ormion’s success in reaching its
goals. The result is documented in a risk-baseerival audit workplan.

12. In preparing its workplan for 2014, IAIG refined ethrisk-assessment
model used in earlier years to ensure consistenegwden internal audit
priorities and the goals of UNOPS management. |IAQJ&hered data from a
variety of internal sources and consulted existiogmponents of the risk-
management system mandated in UNOPS financial atigml 4.01 and financial
rules 104.01 and 104.02 to perform this assessméNOPS also commenced
an enterprise risk management programme to impranganization-wide risk
identification and mitigation techniques.

13. The 2014 audit workplan, based on the audit riskseasment,
acknowledged the geographical diversity of UNOP®rafions worldwide and
included both compliance and performance audits.

B. Progress on implementation of annual workplan

14. All the internal audits planned for 2014 were coetpl and final reports
issued during the year (see table 1 below).

Table 1. Status of implementation of the workplan a at 31 December 2014

IAIG internal audits Project audits Total
Number of audits planned in 2014 8 0* 8
Total audit reports issued 8 14 22
Total audits carried over to 2015 Nil Nil Nil

*Nil as requests for project audits are client-driven
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Highlights of 2014 audit activities

15. As noted in table 1, IAIG issued 22 reports durlfl4, compared with 21
in 2013. The number of reports is greatly influethdey client requests and
reporting requirements, as per project agreements.

16. The IAIG audits fell under one of two categoriesatthreflected the
differences in approach:

(a) Internal audits conducted by IAIG (eight reports);

(b) Project audits conducted under the supervisioh IAIG by
professional auditing firms or consultants to flulfproject reporting
requirements (14 reports).

17. The 22 audit reports issued in 2014 contained ldditaecommendations.
Of these, 82 pertain to internal audit reports IgaB) and 28 to project audit
reports (table 6).

A. Internal audits conducted directly by the Internal Audit
and Investigations Group

Internal audit reports issued

18. During the year ended 31 December 2014, eight igtieaudit reports were
issued by IAIG and submitted to the UNOPS Execuieector, as detailed in
table 2.

Table 2. List of internal audit reports issued by he Internal Audit and
Investigations Group in 2014

Report title Rating*

Internal audit of the Ethiopia Project Centre Partially satisfactory
Internal audit of the Panama Operational Hub Satisfactory
Internal audit of the Kenya Operational Hub Satisfactory
Internal audit of the Céte d’Ivoire Operational Hub Partially Satisfactory
Internal audit of the Sri Lanka Operational Hub Partially satisfactory
Internal audit of the Cambodia Operations Centre Satisfactory
Internal audit of due diligence in vendor backgmahecking Satisfactory
Review of payroll, benefits, entitlements and setints services Not applicable**

* As per the harmonized definitions adopted by ihternal audit services of UNDP, UNFPA,

the United Nations Children's Fund, UNOPS and theliVFood Programme, effective 1 January

2010:

- a “satisfactory” rating means “internal controtmvernance and risk management processes
were adequately established and functioning welb iNsues were identified that would
significantly affect the achievement of the objges of the audited entity;” and

- a “partially satisfactory” rating means “internabntrols, governance and risk-management
processes were generally established and functipnbut needed improvement. One or
several issues were identified that may negatiedigct the achievement of the objectives of
the audited entity.”

** This was a consultancy service and in line wihiG standard procedures, no overall rating
was provided. As the report contained recommendatid was included in the above list
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Analysis of internal audit recommendations issuedn 2014

19. Pursuant to Executive Board decision 2008/13, I|AHkalyzed the
recommendations issued by level of importance arduency of occurrence in
a functional area.

20. The number of internal audit recommendations issdedreased from 87
in 2013 to 82 in 2014 and as a result, the averagaber of recommendations
by audit report decreased from 11 in 2013 to 1@044. This is in line with the
advice of the Strategic Audit and Advisory Comméttehat IAIG focus on the
more significant risks and systemic issues.

Level of importance of audit recommendations related to 1AIG audits

21. Of the 82 recommendations issued, 37 (45 per ogate considered to be
high importanc&and 45 (55 per cent) of medium importance, as shiwtable
3. Low-priority recommendations are addressed dutime field work stage of
the audit.

Table 3. Categorization of audit recommendations, Yolevel of importance

Level of Number of recommendation: Percentage of tote
importance 2012 201z 2014 2012 201: 2014
High 59 52 37 33 60 45
Medium 121 35 45 67 40 55
Total 180 87 82 100 100 100

Freguency of occurrence of audit recommendation by functional area

22. The frequency of audit recommendations by functiaraa is displayed in

figure 1. Most recommendations pertained to corfmrstrategic management
and leadership (28 per cent), procurement (26 pat)cand project management
(23 per cent), followed by finance (12 per centyfan resources (6 per cent),
general administration (4 per cent) and contractd property review (1 per

cent). It should be noted that this distribution flayctional area was driven by
the audit scope as identified in the risk assessmmonducted for each

engagement.

1 Level of importance:
High: action considered imperative to ensure that UN@GP®t exposed to high risks.
Medium: action considered necessary to avoid exposusgjtuficant risks.
Low: action considered desirable and should resudimanced control or better value for money.
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Figure 1. Internal audit recommendations by functimal area?
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Key areas of improvement identified in 2014 internhaudit reports

23. Supplementing the previous analysis, figure 2 shalWws number of
recommendations by objective typeRecommendations on operational issues
(45 per cent) were highest, followed by those adslirgg strategic (27 per cent)
and compliance issues (also 27 per cent), and tieygofl per cent).

Figure 2. Number of recommendations issued in 2018y objective
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Operational matters

24. In the area of project management, recommendatioaiee made to: (a)
strengthen the engagement acceptance processibtystollowing the pricing
policy and ensuring consistency between the leadstesy and the
Implementation Analysis Note; (b) ensure effectivengagement risk

2The “other” category includes security, informati@ehnology, contract and property review, and rpart
products and services quality management.

3As per entity objectives mentioned in "Internal @oh— Integrated Framework" (2013), issued by the
Committee of Sponsoring Organizations of the Tremgl@ommission.
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management; (c) ensure that agreements are enitgieavith clients only after
due acceptance by the engagement authority; (dyirentghat risk increment is
charged to the projects and that risk logs are m#&ied and updated regularly;
(e) ensure effectiveness of internal controls foe tcreation of award and
projects in ATLAS; (f) ensure that regular samplerifications of recipient
transactions are done, as well as a thorough revedwexpenditures and
supporting documentation prior to the disbursemehfunds to implementing
partners; (g) ensure effective monitoring of deaé$ for submission of reports
to the local fund agent; (h) ensure that businesgtbpment leads are entered
into the system as soon as they are identified;irtiplement tracking and
follow-up on findings and recommendations from dieinonitoring visits to
ensure that issues are addressed in a timely magjherork with implementing
partners to establish expectations regarding thmabmar of supervision visits to
be carried out; (k) ensure sufficient control owbe disbursement of project
materials to end users; and () ensure effectiveagament of project funds and
strengthen oversight of project expenditures. A boration of guidelines, tools
and more effective monitoring should help to addréee issues raised.

25. In the area of procurement, recommendations werdema: (a) ensure
effective management of bank guarantees; (b) sthemgthe monitoring system
for procurement activities; (c) ensure segregatbrduties in the procurement
process; (d) ensure that bid evaluation commit@esappropriately composed
by the procurement authority; (e) ensure that datians of conflict of interest
are signed by all bid evaluation committee membéfisensure due diligence in
the request for quotation process; (g) establishgiterm agreements for
recurring procurement; (h) establish a standard ragreg procedure for
interaction with theUN Web Buyteam based at UNOPS headquarters; and (i)
implement a risk-based approach to due diligencechecking suppliers'
backgrounds at the solicitation stage.

26. In the area of human resources, recommendatione weade to: (a)

strengthen the process of desk review of recruitseand their approval; (b)
ensure retroactive adjustment of staffing costadtions based on the effective
date of appointment; (c) ensure that the merging kefy positions and

responsibilities takes into consideration shortd dang-term interests of the
office; and (d) ensure that formal approvals of @ppments are communicated
and that salaries are allocated to projects acagiyli

27. In the area of asset management, recommendatiors mwade to provide a
clarification to UNOPS personnel regarding the tetafficial business” as
noted in AlI/CSPG/2013/01 relating to the managemant use of official
vehicles.

28. In the area of finance, recommendations were madéa) ensure effective
management of locally managed direct costs; (b) uensindependent
verification of completeness and accuracy of bdsefntitiements and payroll
charges; and (c) provide documentation to suppbet increase in costs for
benefits and entitlements services despite a réaludh the number of UNOPS
staff.

Compliance matters

29. Recommendations to ensure better compliance witHiciee@ and

procedures were made in the majority of the repand covered most functional
areas. The most significant recommendations werégajostrengthen the control
system to ensure that transactions are recognizetthé accounting period in
which they occur; (b) ensure that all new and pssppliers with ongoing
business with UNOPS have a unique vendor profileATLAS; (c) ensure a
formal release of a guidance note on payments titrocash suppliers to all
affected units; (d) ensure that personnel whosetraocts have expired do not
continue to work; (e) ensure that purchase ordeesissued for the full amount
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of contracts; (f) ensure that procurement is eafrout as per the terms and
conditions of the contract; (g) develop and impleménstructions for the
recovery of costs associated with the use of ddfisiehicles for personal use;
(h) ensure compliance with delegation of authomtycedures; (i) ensure the
recovery of value added taxes paid during procurgm@) ensure segregation
of duties; (k) ensure that up-to-date business ioaity plans exist in
operational hubs; () ensure that funds are notaaded unless a written
commitment for expenditure incurred in advance bagn received from the
partner; (m) ensure due diligence in registratidnvendors by UNOPS in the
United Nations General Marketplace; and (n) engbeat project funds are not
transferred between unrelated projects unless fbranghorization is obtained
from the donor. More thorough guidance and supémisby management,
together with better training, should address thim{s raised.

Srategic matters

30. Attention was called to matters that could impahke tachievement of
strategic objectives, organization-wide or at teedl of the regional office or
operations/project centre.

31. In the area of corporate strategic management aedddrship,

management's attention was drawn to the need tp:pfapare a detailed
workplan for implementing the business strategyisaged for the operational
hubs; (b) resolve outstanding financial accountisngd reporting issues and
incorporate reporting requirements in the new UNOPE@&erprise resource
planning application; (c) draw up terms of referenfor operational hubs,
reiterating their scope and jurisdiction as per &nigational Directive No. 15

(addendum 2); (d) assume responsibility for the agement of administrative
and locally-managed direct cost budgets; (e) stiteery the hubs’ capacity with
respect to their human resources function; (f) wefithe reporting lines,

oversight mechanisms as well as workplans of thgpett functions for the new
structure of operational hubs; (g) implement a cuved, proactive approach to
business development with government and othempast (h) pursue business
portfolio diversification to reduce reliance on eal number of donors; (i)

conduct a detailed analysis to help identify thestbbocation to set up new
operational hubs; (j) implement monitoring mechamssover portfolios; and (k)

set up memoranda of understanding with key partners

B. Projects audits
Single audit principle

32. 1AIG continues to uphold the United Nations "singedit principle" as
detailed in the UNOPS report on internal audit andersight in 2007
(DP/2008/21).

33. While management is responsible for meeting thauiregqnents of project
agreements, IAIG supports fulfilling these obligats as per the audit clauses in
these agreements. For that purpose, IAIG engagésl-plarty professional
auditing firms to conduct these audits. All the fessional firms used have been
pre-qualified by UNOPS and adhere to the termseéénence approved by IAIG.
All audit reports prepared by such firms are assédsr quality by IAIG before
issuance.

34. In 2014, 11 of the 14 project audit reports werguedd by one audit firm,
with which IAIG established a three-year professibservices contract in 2013.
The relationship with this firm has been positiymig far and has led to greater
consistency in reporting, improved timelines andsimplified process for
conducting project audits.
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Internal audit reports issued for projects

35. During the year ended 31 December 2014, 14 audgibrte relating to
specific projects were issued by IAIG and submittedhe UNOPS Executive
Director.

36. As shown in table , a majority of the 14 audit reggsdor projects issued in
2014 provided both an audit opinion on the finahattement of the project
and a rating of the internal control environment¢c@ding to the requirements
of the partner and primary stakeholder(s) concerned

Table 4. Number of project audit reports issued, 202-2014

2012 2013 2014

Audit reports issued expressing an opinion on the|
financial statement and providing a rating of the 16 12 11
internal control environment

Audit reports issued expressing an opinion on the

financial statement only L 1 8
Audit reports issued providing a rating of the intd 1 0 0
control environment only

Total 18 13 14

37. As shown in table 5, the proportion of project @adiith an unqualified
opinion on their financial statements has improseeiadily, from 88 per cent in
2012 to 92 per cent in 2013, and to 100 per cenk0i4. The progressive
increase in the number of unqualified reports retBethe improvement in the
quality of financial reports produced by UNOPS.

38. The proportion of project audits with a "satisfagtb rating for internal
controls has decreased, from 67 per cent in 20185t@er cent in 2014. There
were no project audits with an "unsatisfactory'ingtfor internal controls.

Table 5. Summary of project audit opinions and ratngs of internal controls for
project audits, 2012-2014

Type of opinion Number of audit reports Percentage of total

or rating 2012 | 2013 | 2014 2012 | 2013 | 2014
Audit opinion on financial statement of project
Unqualified opinion 15 12 14 88 92 100
Qualified opinion 2 1 0 12 8 0
Total 17 13 14 100 100 100
Rating of overall level of internal control
Satisfactory 10 59 67 55
Partially satisfactory 7 4 41 33 45
Unsatisfactory 0 0 0 0 0 0
Total 17 12 11 100 100 100

Financial impact of project audit findings in 2014

39. The Executive Board, in decision 2010/22, requegtext information on
the financial impact of audit findings be incorpted in future reports. For
2014, the cumulative financial impact of projectdaureports with a qualified
opinion was nil.

Project audit recommendations issued in 2014

40. The 14 project audit reports issued generated 28taecommendations
(compared to 50 audit recommendations in the 13taeg@orts issued in 2013).
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This was due to the increased focus of internalitaad the more significant
risks and systemic issues. These recommendationsam@alyzed by importance
and frequency of occurrence in a functional area.

Level of importance of audit recommendations related to project audits
41. As seen in table 6, the proportion of audit recomdstions rated as being
of high importance decreased from 19 per cent ih32® 10 per cent in 2014.

Table 6. Categorization of project audit recommendgons by level of importance

Level of Number of recommendations Percentage of total
importance 2012 2013 2014 2012 2013 2014
High 18 9 3 13 19 11
Medium 98 38 21 70 79 75
Low 23 1 4 17 2 14
Total 139 48 28 100 100 100

Frequency of occurrence of project audit recommendations by functional area

42. The frequency of audit recommendations by functicar@a, displayed in
figure 3, shows that most recommendations pertatngatoject management (68
per cent), finance (14 per cent), procurement (Il pent) and general
administration (4 per cent).

Figure 3. Project audit recommendations by functioal area*

Project Management

Finance

Procurement

General Administration

Human Resources

Other m2014 2013 m2012

0% 10% 20% 30% 40% 50% 60% 70% 80%

Key areas for improvement identified in 2014 projet audit reports
43. Key areas for improvement include:

(a) Project/programme management. Recommendations were made to: (i)
enhance compliance with contractual reporting resmients; (i) ensure
preparation of the planning and disbursement scleed(iii) accelerate
implementation of project activities; (iv) improveroject work planning; (v)
ensure that expenditures are incurred in line vépgproved budget lines; (vi)
ensure adequate project oversight by the Projestr8tg Committee and Budget
Committee; (vii) improve quarterly reporting; (Jiiensure that project budget
expenditure is regularly monitored; and (ix) ensubat client reports are
prepared on time;

4 The “other” category includes information techrgtcand corporate strategic management and leagbershi

11
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(b) Finance. Recommendations were made to: (i) ensure thatbidget is
properly monitored; (ii) ensure that the correctathof accounts is used; (iii)
ensure that funds are committed to make paymentiehware eligible as per
project agreemenis (iv) ensure that petty-cash balances are properly
monitored; (v) ensure that the required projectiogdn the ATLAS system is
complete; and (vi) ensure thekpenditures are properly supported by adequate
documentation;

(c) Procurement. Recommendations were made to: (i) ensure thatraon
terms are adhered to; and (ii) ensure that docuatiemt of procurement
activities meets the requirements of the procurenmegnual;

(d) Human resources. Recommendations were made to: (i) ensure compéian
of individual contractor engagements as per orgaional guidelines; and (ii)
ensure that documentation is complete;

(e) General administration (asset management). Recommendations were
made to ensure compliance with documentation rexuénts and asset transfer
and monitoring guidelines on project asset manageme

C. Improvements to the UNOPS internal control system

44. In 2014, management introduced further measuressttengthen the
internal control system and these improvements weaken into account during
the preparation of the audit workplan.

45. Strengthening the internal control system is anadmg process. During

2014, management either revised or issued new ipsliand procedures in the
following areas: (a) revision of policy on individl contractor agreements
(ICAs); (b) new organizational directive on sustite infrastructure: health and
safety; (c) new administrative instruction on compkte with infrastructure

design planning manuals; (d) revision of instruntiin management of property,
plant and equipment; (e) revision of master tabilawthority in procurement; (f)

revision of working hours and leave policy for imdiual contractors; (g) new
administrative instruction on UNOPS Provident Fufll), revision of internship

policy; (i) revision of policy on accounting poles in compliance with the
International Public Sector Accounting Standard3SAS); (j) revision of policy

on personnel learning and development; (k) newrutiton on recovery of

direct cost; (I) revision of the procurement manu@h) revision of policy on

UNOPS merit rewards; (n) new instruction on ATLA&csrity; and (0) revision

of policy on official duty travel.

46. UNOPS maintained its certification by the global tedmational
Organization for Standardization (ISO) 9001 Qualtgnagement System, and
expanded the coverage of its ISO 14001 certifiediEBmmental Management
System to cover infrastructure projects in Afghaais Kosov@ and the State of
Palestine. In 2014, UNOPS established and impleetera health and safety
management system for infrastructure operationdchvis now certified by the
United Kingdom-based Occupational Health and SafAtvisory Services
18001, the internationally applied standard for ugational health and safety
management systems. The aim is to reduce the health safety risks that
UNOPS personnel and contractors face when workimgatentially hazardous
infrastructure projects.

47. The UNOPS internal control system is supported byporate tools and
systems. In 2014, UNOPS introduced a new enterpgseurce planning system
designed to better integrate operational proceaséssystems. This new system
should increase the quality of information for mgaement decision-making,
enable UNOPS to provide more efficient operatiosapport to partners and
support implementation of IPSAS. The system is p éeement of the continued

5 In the context of Security Council resolution 134999).

12
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VI.

efforts to optimize UNOPS risk-management systeams] to strengthen internal
controls, segregation of duties and compliance.

48. In 2014, UNOPS improved its risk-management procéseher linking
the assessment of risks at project and corporatelde clarifying accountability
and allowing for escalation of risks. Managemenithwhe support of IAIG, also
commenced developing an enterprise risk managesysiem which will unify
risk-management practices across the organizafitvese enhancements were
adopted in response to external auditors’ requassafmore systematic approach
and clear procedures for implementing enterpris& rmanagement in practice
(A/69/5/Add. 11) and in accordance with recommeiatainade by the Strategy
and Audit Advisory Committee in its annual repoar 2013 (DP/OPS/2014/3,
annex 3). Further, these changes to the risk manage process have enabled
better aggregation of data and information, whicks himproved the
prioritization of UNOPS work and resources.

49. In 2014, UNOPS management and IAIG worked effedyivimgether to
ensure the implementation of internal audit recomdations and to incorporate
these results into performance data for various BPiSQlepartments. By using
these performance data, management was able talyapisolve issues and
areas of risk identified, thereby safeguarding #ifectiveness of the UNOPS
internal control framework. The result of theseoef§ is evidenced by the
overall implementation of 97 per cent of internadda recommendations issued
from 2008 to 2014, as well as only a few (five) asunendations remaining
outstanding which are more than 18 months old.

UNOPS accountability framework

50. In accordance with the UNOPS accountability framewand oversight
policies, the IAIG Director reports to the Execwi\Board on the resources
available and required for the implementation af #ccountability framework.

51. The pillars of the UNOPS accountability frameworkdaoversight policies

that are internal to the organization include IAlthe Strategy and Audit

Advisory Committee, the Ethics Officer, the Offioé the General Counsel, the
Appointment and Selections Panel, the Appointmerd &elections Board, the
headquarters Contracts and Property Committeep#tf@nced scorecard system
and the implementation of UNOPS organizational dires and administrative

instructions.

52. The fundamental pillars of the UNOPS accountabilitpmework and
oversight policies that are external to the orgation include the Executive
Board, the United Nations Board of Auditors, JiigtAdvisory Committee on
Administrative and Budgetary Questions and thenF@ommittee of the General
Assembly.

Disclosure of internal audit reports

53. 1AIG complies with Executive Board decisions 200B/8nd 2012/18 and
the procedures approved therein regarding disctosifiinternal audit reports.

54. Accordingly, IAIG has published, on the UNOPS pgblvebsite, the
executive summaries of internal audit reports isisafter 30 June 2012 and the
complete internal audit reports issued after 1 Delmer 2012. Furthermore,
since November 2011, all functional and thematidiateports and the list of all
audit reports issued since 2008 have been postedeoNOPS public website.

55. The IAIG experience with the public disclosure afd#& reports has been
positive, as it leads to enhanced transparency amduntability and to timely
action by management on audit recommendationsadtdiso continued to raise
the standard of audit reports as a result of tlreeiased quality assurance efforts
required by internal auditors.

13
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VII.

Advisory services

56. At the request of management, IAIG provides intéradvisory services
that cover a variety of issues relating to UNOPg&iinal controls, policies and
organizational directives, business processes, qgee@ project agreements and
other specific concerns. In accordance with llAnstards, IAIG acts only in an
advisory capacity and does not participate in tmeplementation of any
procedure.

57. During 2014, IAIG provided advisory services whigitluded providing
advice on the implementation of a new enterprisouece planning system and
continuous monitoring tests to be included in thenfecguration; advising
management on the creation of a treasury functiothiv UNOPS; providing
input on the revision of Organizational DirectiveoN 4, "Engagement
Acceptance" and strengthening the risk-managementponent of the process;
and developing the scope for a fraud risk assestiueth advising management
on strategies for encouraging adoption of the essest. IAIG also participated
in the UNOPS Information and Communication Techiggl@d\dvisory Board as
an observer.

58. In 2014, IAIG used the Growth and Innovation Funad dupport the
development of an anti-fraud and anti-corruptiomurse related to procurement.
A three-module course and accompanying materialewleveloped for delivery
in-house and on a cost-recovery basis to prograrmparéners and other United
Nations agencies.

59. To build procurement capacity within UNOPS, in 2014IG and the
Sustainable Procurement Practices Group co-devdlape published a webcast
for UNOPS personnel on due diligence in supplieckgaiound checking.

60. Following a client request, IAIG contracted an &ufiim to conduct an
expenditure verification of the service contractxté&nal Actions of the
European Community (EU) - Implementation of the Eléctions Observation
Mission in the Democratic Republic of Congo.”

61. Furthermore, IAIG continued to assist managemenekiewing proposed
project agreements containing audit clauses to renghat these clauses are in
accordance with Executive Board decisions and th&lOBS financial
regulations and rules.

VIII. Investigations

62. 1AIG is the sole entity in UNOPS responsible fomdaicting investigations
into allegations of fraud, corruption, abuse ofterity, workplace harassment,
sexual exploitation, retaliation and other actsméconduct.

A. Complaint intake

63. In 2014, IAIG received 93 complaints, 56 of whichdame cases and 37
were for information. This was an increase from 20When IAIG had 74
complaints (44 cases, and 30 for information). didiéion, 29 cases were carried
over into 2014: one from 2009; three from 2012; @&bdfrom 2013 (figure 4).
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Figure 4. Number of cases, 2011-2014
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64. Fifty-four per cent of the cases opened in 2014 eweeferred by
management or personnel; 9 per cent came throughAls fraud hotline or the
UNOPS harassment hotline; and 37 per cent camethiear means (i.e., external
organizations such as the medical insurance proyide

65. Of the 56 cases opened in 2014, 54 per cent (3@sgasvolved some type
of alleged fraud or financial irregularities (proement fraud, entitlement fraud,
theft, embezzlement or misuse of UNOPS resourcksdther 21 per cent (12
cases) involved harassment and abuse of autharity,a further 20 per cent (11
cases) involved external compliance (allegationsneflical insurance fraud and
violation of local laws). Two cases (4 per cent)ated to alleged conflict of
interest and one other case related to anotherafpéleged misconduct.

Figure 5. Types of cases opened in 2014
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B. Outcome of investigations

66. An initial review of complaints received is undeda to determine
whether the allegations fall within the IAIG mandair jurisdiction. If they do,
a preliminary assessment is conducted. If this sssent reveals that
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wrongdoing may have occurred, IAIG conducts a fdrimvestigation. If the
allegations are substantiated, IAIG submits an $tigation report to the human
resources legal officer for appropriate action.

67. In 2014, 58 cases were closed, reducing the opselecad from 85 to 27
cases, a reduction of 68 per cent (see table 7).

Table 7. Closing of investigation complaints in 201

Number of cases Per cent
Cases carried over from 2013 29 34
Cases received in 2014 56 66
Total caseload in 201 85 10C
Cases closed with no further action necessary
. after initial review 22 38
o after investigation 4 7
Total cases closed with no further action necessary 26 45
Cases closed recommending further action
. after initial review 6 10
«  after investigation 26 45
Total cases closed recommending further action 32 55
Total cases closed in 201 58 100
Cases carried over to 2015 27

68. As a result of the initial review, 22 cases (38 pent of all cases closed)
were found to be unsubstantiated and did not reqiurther investigation. Four
more were closed after investigation without redérro the human resources
legal officer (7 per cent of all cases closed).

69. Three cases were referred to the Vendor Review Cittmenin 2014 for
consideration of further action (all nine vendomsdlved in cases closed in prior
years). At the time of writing, the Vendor Revievor@mittee had sanctioned 23
vendors.

70. IAIG also made referrals in cases where the ali@gatmay not have been
substantiated but still warranted further actionr Example, it referred one case
to another United Nations agency. Three cases weferred to the human
resources legal officer for letters to be placednidividuals’ personnel files, for
such reasons as non-cooperation by former persomABE also referred four
cases to management for consideration of furthépac

71. 1AIG issued 28 reports in 2014. Since some caseslwed multiple
subjects, more than one individual may have beetuded in one report. Out of
these 28 reports, IAIG recommended disciplinaryactn 25 reports against 23
personnel members and referred nine vendors t&/¢melor Review Committee,
as shown in the attached annex.

72. Of those 23 personnel:
(a) five individuals were disciplined;

(b) nine individuals separated from UNOPS before theniadstrative

process was completed. Since the United Nationplés Tribunal does
not permit disciplinary actions for those who haseparated from the
Organization, the matter will be addressed if arftew the individuals are
considered for future UNOPS positions;

(c) 10 cases are pending against nine individuals.

73. Management action was also taken against nine iddals whose cases
originated prior to 2014. Fifteen individuals leftefore the administrative
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process was completed, so the matter will be addksif and when the
individuals are considered for future UNOPS positio

74. In addition to administrative recommendations, IAl@commended a
referral to national authorities in one case.

C. Strengthening the investigative capacity

75. For its investigative work, IAIG has two dedicatptbfessionals who are
supported by an investigative assistant. It hadinaed to rely upon consultants
for additional support, and this was particulathetcase in 2014 as its caseload
grew. This growth is attributed to the Executiveréitor's strong support for
IAIG, increased training offerings and communicascabout IAIG, and greater
cooperation with clients. To strengthen its invgative capacity in the light of
the increased case load and expansion of its respitities, IAIG upgraded its
P-4 investigator post to a managerial position JP-5

76. 1AIG continues to focus its limited resources omiges cases and refers
less serious matters to the appropriate office. iRstance, IAIG works closely
with the People and Change Management Group onskar@nt and abuse of
authority cases. Similarly, IAIG works with legafficers and senior managers,
who may undertake initial reviews of allegations its behalf. Responding to
the Executive Board’s request for more preventiotivities, IAIG added a new
position to the team, that of conflict resolutiondaintegrity training specialist,
who leads the UNOPS strategy for informal confliggsolution and drives
integrity and anti-corruption education efforts.

77. The conflict resolution and integrity training spacst will contribute to
support a well-functioning working environment aitd personnel. Therefore,
IAIG not only has a formal grievance procedure, lgo since July 2014 an
informal grievance procedure through which amicabddutions can be sought
for day-to-day conflicts in the workplace. By avag of conflict resolution
services at an early stage, parties can voluntasédgk to resolve differences
before they escalate.

78. In 2014, six conflict resolution cases were opeftadle 8). Of these, four
were closed after facilitation of informal conflicesolution. The remaining two
were recommended for further action.

Table 8. Closing of conflict resolution cases in 2@

Number of cases

Cases received in 2014 6
Total caseload in 201 6

Cases closed with no further action necessary
. after preliminary assessment 2

. after conflict resolution facilitation 2
Total cases closed with no further action necessary 4
Cases closed recommending further action
«  after preliminary assessment 2
Total cases closed recommending further action 2
Total cases closed in 2014 6
Cases carried over to 2015 0

79. 1AIG also conducted standards of conduct and intggrtraining
workshops. A total of 238 personnel were trainedlthworkshops around the
world (table 9).
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Table 9. Standards of conduct and integrity trainirg workshops in 2014

. Number of Number of
Region -

workshops participants
Headquarters 3 45
Africa 4 60
Asia, Europe and the Middle East 4 112
Latin America and the Caribbean 1 21
Total 12 238

80. IAIG remains an integral part of the UNOPS Vendan8&tions Regime and
serves in an advisory capacity to the Vendor Revi@ammittee. In 2014, IAIG

submitted three cases to the Vendor Review Commift® consideration of

sanctions against numerous vendors, in additioeight cases referred in 2013.
At the time of writing, the Vendor Review Committedead sanctioned 23
vendors. More detail is publicly available on th&lOPS websité.

81. The organization is committed to deterring, detegtand preventing fraud

and other misconduct in the performance of its miss@and in the conduct of its
operations. Therefore, in collaboration with thehigs Office, IAIG issued its

third annual confidential survey regarding integritethics and anti-fraud

measures. Owing to strong support from the Exeeuirector, participation

greatly increased in 2014, with 40 per cent of UNBO$upervised personnel
completing the survey in contrast to 7 per cend13. The survey provided
valuable insight into areas of susceptibility t@add, employees’ concerns and
the effectiveness of deterrence programmes and amgsms for addressing
issues. Personnel expressed a desire for morédrtgpom the subject matter and
greater communication about reporting channels athe outcome of

investigations. The results of the survey will beearporated into planning of
future activities, such as training and other preagéive measures.

82. 1AIG will also revisit the legal framework for adelssing non-compliance
with United Nations standards of conduct, workingthwthe Legal Practice
Group to consider any changes or updates that cetuéimline the investigative
process.

83. As previously mentioned under advisory services, |AA remains
committed to strengthening preventative measurastiqularly in the field of
fraud. Pursuant to the revised charter of IAIG, m&ndate was expanded to
include training and fraud prevention. In 2013, UR® introduced a standards
of conduct workshop for UNOPS personnel. The wodgslis part of UNOPS
proactive efforts to raise awareness on compliaarwk ethics. The objectives are
to help raise the awareness of UNOPS employees neigjard to the importance
of operating in line with the highest ethical stands, aligning the work of
UNOPS with its vision, mission and values, as vealltraining personnel to spot
potential issues and know where to report concernsuspicions. In 2014, 1AIG
trained 238 people via 12 different workshops aubtime world.

D. Collaborating with others

84. With the objective of enhancing its investigatiorun€tion, I|AIG
collaborated with various UNOPS units, namely thegal Practice Group, the
Human Resources Practice Group, the Ethics Officé several regional and
country offices. IAIG was able to resolve many issuaised through official
and other channels without proceeding into invesdimn, due to
interdepartmental cooperation and support from aemanagement. At the same

6 https://www.unops.org/english/Opportunities/supmiPages/Vendor-sanctions.aspx

18



DP/OPS/2015/3

time, other groups continue to seek the adviceAdG| as reflected in its “for-
information-only” caseload.

85. IAIG undertook a number of measures to further eweaits capacity to
undertake investigations and to exchange fraud lligemce with other
investigative units so as to better identify andaldeith wrongdoing that may
impact UNOPS. |AIG increased its efforts to collas@ with the investigation
offices of other international organizations. Faostiance, it works closely with
the other United Nations agencies in the United idiet Representatives of
Investigative Services to strengthen investigatpwactices and professionalism
by providing a forum for development of policiesdaprocedures. The areas for
collaboration include joint investigations, vendeanctions and exchanging
information and providing advice.

86. This collaboration with other investigative bodidsas been further
strengthened through the signing of cooperationeagrents with other
organizations. These include agreements on the eptéon, detection and
investigation of fraud and corruption, signed witie Global Fund to Fight
AIDS, Tuberculosis and Malaria and the United Kingds Department for
International Development.

IX.  Summary of follow-up of internal audit recommendations

A. Implementation of audit recommendations issued in @14
and prior years

87. In line with the International Professional Prae8d=ramework for internal
auditing, the IAIG annual workplan included the ltav-up and monitoring
activities to ensure that management actions hauweenb effectively
implemented. IAIG maintains an online tool designed to enablanagers to
report action taken on the status of implementabbraudit recommendations,
and desk reviews are performed by IAIG on actioakeh and information
provided thereon.

88.

89. Table shows the outcome, as of 15 January 2015, &b audit
recommendations issued between 2008 and 2014.eduldit recommendations
issued in or prior to 2011, 100 per cent were impdated, as were 99 per cent
of those issued in 2012. The overall implementatioate of audit
recommendations issued from 2008 (the year thaGlAtarted undertaking
internal audits) to 2014 was 97 per cent, an ingeefom the 93 per cent
reported in 2013, indicating high responsivenesghmn part of management to
implement the audit recommendations.

B. Recommendations unresolved for 18 months or more

90. As a result of concerted and proactive efforts bgnagement, the number
of audit recommendations issued more than 18 momifore 31 December
2014 (on or before 30 June 2013) that remainedsgolved was five (4 per cent
of the total 131 outstanding recommendations)slaliso worth noting that all
recommendations reported as outstanding for maaa #8 months in last year’'s
annual report have now been closed. Details areigead in annex 1.

7 Framework from Institute of Internal Auditors, Remance Standard 2500 — Monitoring progress.
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Table 10. Status as of 15 January 2015 of implemextion of audit recommendations issued before 31 Dember 2014

2008-2011 2012 2013 2014
. . Mine . . Total for

Number of auqn Total IAIG audit PrOJe_ct Action Total IAIG audit Prole_ct Total 1AIG audit Prole_ct Total AT 2l
recommendations audit AU Audit Audit
Implemented/ closed 3184 179 138 38 355 55 38 93 12 13 25 3657
as a percentage 100 99 99 100 99 63 76 68 15 46 23 97
Under implementation 0 1 1 0 2 32 12 44 70 15 85 131
as a percentage 0 1 1 0 1 37 24 32 85 54 77 3
Total 3184 180 139 38 357 87 50 137 82 28 110 3784
as a percentage 100 100 100 100 100 100 100 100 100 100 100 100
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Operational issues

A. Resources

91. During 2014, the budgeted IAIG staffing includedeotirector (D-1 level),
one senior internal auditor (P-5 level), four intar auditors (one P-4 level, one
P-3 level and two engaged under ICASs), two investtbgs (one P-5 level and
one P-3 level), one conflict resolution and intégtraining specialist (P-3) and
one investigation assistant. One international I@dsition was vacant for five
months and one P-3 position was vacant for six m®rduring the year. All
positions were encumbered as of the date of thponte The IAIG internal
structure is supplemented by the engagement ofl{4hinty professional firms,
individual consultants and interns. Further, IAl@ntinued to retain an editor
for quality assurance of the internal audit reports

92. The budgeted expenditure of IAIG for 2014 was $2.3gillion for and
actual expenditure was $2.181 million.

B. Involvement with professional bodies and other grops

93. In 2014, IAIG continued its formal relationship WwitllA, to whose
International Professional Practices Frameworldheres and of which all I1AIG
auditors are members. Auditors also met their coritig professional education
requirements and maintained their respective aadd accounting designations
and memberships. Further, IAIG participated in @®1l4 IIA annual meeting
held in London.

94. |AIG actively participated in the eighth annual ntieg and in the regular
conference calls of UN-RIAS. IAIG also participatadthe forty-fifth meeting
of the broader group, the Representatives of Iratevhudit Services of the
United Nations Organizations and Multilateral Figé&l Institutions.

95. 1AIG participated in the 15th Conference of Intetinaal Investigators and
in the third informal meeting of the heads of inttgations of United Nations
organizations. IAIG also participated in the annudedsociation of Certified
Fraud Examiners European conference, held in Ardatarin 2014.

96. IAIG supported the UNOPS Ethics Office at the sixtteeting of the
Ethics Network of Multilateral Organizations, hdldCopenhagen in 2014.

97. 1AIG also assisted the Ethics Office in the devehgmt of an awareness
campaign, to strengthen the knowledge of UNOPS grarsl of their integrity
and ethics obligations within the organization.

C. Strengthening the audit function

98. During 2014, IAIG made a humber of improvementsténinternal policies

and procedures. Working papers and templates coadinto be revised to
improve the efficiency of the audit process. Usaidgs and client instructions
for implementing recommendations in the I1AIG ausliftware, TeamMate, were
revised and improved. A dashboard for tracking audcommendations was
created and will be posted to the IAIG intraneesit 2015.

D. Strategy and Audit Advisory Committee

99. During 2014, the Strategy and Audit Advisory Comtedét continued to

review the annual workplan, budget, regular progresports and annual report
of IAIG, and to provide advice for increasing th#eetiveness of the internal
audit and investigation functions.

100. The Strategy and Audit Advisory Committee annuapawe for 2014 is
contained in annex 3.
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